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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
7 Hazen Dr., Concord, NH 03301
Pax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit '

Denis Goulet
Commissioner

January 26, 2023

. His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House o

Concord, New Hampshire 03301

Authorize the Depariment of Information Technology-(DoIT), on behalf of the Department of
* Health and Human Services (DHHS), Division of Economic and Housing Stability, to enter into a Sole
Source amendment to an existing contract with Konica Minolta Business Solutions, U.S.A., Inc,,
- (VC#177612), Ramsey, N.1, to add funding to support system enhancements and upgrades as needed
. by DHHS, that were not included in the prior action, by increasing the price limitation by $198,849
from $481,151 to $680,000, with no ¢hange to the contract completion date of June 30, 2026, effective
upon Governor and Council approval. The original contract was spproved by Governor and Council on
June 29, 2022, item #77.

100% Other (Agenc'y Class 27) Funds: the agency Class 27 used by DHHS to reimburse DolT
for this contract is 100% Federal Funds. Funds are available in the following account for. State Fiscal

' Year 2023 and -are anticipaied to be available in State Fiscal Years 2024, 2025 and 2026, upon the .

 -availability'and continued appropriation of funds in the future operating budgets, with the authority to adjust
~encumbrances between state _fiscal years through the Budget Office, if needed and justified: -

CAT#DEPTH-AGENCY#- _ Activity - [ FY23 |FY24d [FY25 |FY26 |Total"
ACTIVITY#ACCOUNTING UNIT # | Code - : - Amount
DEPT NAME- ACCOUNTING UNIT .
NAME_CLASS- OBJECT - DESC

01-03-03-030010-76950000 DolT- IT for | 03950040 | $58,368 | $52,787 | $46,921 | $40,773.| $198,849

DHHS -
038-509038 Techno!ogy_ Software

This is Sole Source because DHHS is requesting to add more than 10% of the dollar amount of the

" original contract, DHHS originally selected the Contractor through a competitive bid process. The prior

action inadvertently did not include the funding for system enhancements and upgrades as-identified in the
Contractor’s proposal selected by DHHS. ‘

The purpose of this request is to'add this funding to sﬁppc_)rt ﬁystém enhancements and upgrades as

requested by DHHS. OnBase is the electronic content management system and document depository for

four Department areas: thé Bireau of Child Support Services, Bureau of Family Assistance, Bureau of

B Elderly and Adult Services, and the Division for Children, Youth, and Families. OnBase atlows workers to

The Debt.lmlnlmt of Health and Human 'Sc_ruim'Miuién is (o join communilies and families
in providing opporiunities for citizens Lo dehieve health and independence. ’
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- His Excellency, Gove'mor Christopher T. Sununu -
and the Honorable COunciI i
Page 2 of 2 p

access important documents and case files from any phys:cal locanon as well as efficiently manage
caseloads.

. The Contractor will provide support for system enhancements and upgrades such as installation _

_‘ and configuration to the newest version of the system, including the operating system and databases,
creation of new workflows to support business process management, and to develop conﬁgurauon Iogtc for
- movement of personnel. .

The Contractor will contmue 10 provide technical assistance, system patching, mamtcnance
support, issue resolution, and system enhancements and upgrada as needed by DHHS.

Should the Governor and ‘Council not authorize this request, DHHS would not receive
necessary support and maintenance of the enterprise content management system, which will
ultimately cease the above-named programs from having access to case files and necessary
documents, resulting in service interruption for the families of New Hampshlre

Source of Federal Funds; Assistance Listing Number #93.563 FAIN #ZIOINHCSBS

In the event that the Federal Funds become no longer available, General Funds w:ll not be requested
to support this program.
pre'ctfuliy Submitted,

‘Denis Goulet -
Commlss:oner
partment of Information Technology

S,

Loki A. Weaver
Intetiot Commissioner
Department of Heéalth and Human

Services

DolT #2022-056A
. RID: 75743

cc: Michael Williams, DolT IT Manager for DHHS

Area served: Scmces prowded to the Statc of New Hampslure Department of Health and’ Human, ‘
" Services. .
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STATE OF NEW HAMPSHIRE

.DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord; NH 03301
Fax: 603-271-1516 TDD Access: 1-800- 735-2964
T www, nh gov/doit

\"‘J"Jb'e’j

Denis Goulet
Commissioner

January 31, 2023

- Lori A. Weaver
Interim Commissioner
. Department of Health and Human'Services
. State of New Hampshire
129 Pleasant Street
Concord, NH 03301

Dear Tnterim Commissioner Weaver:

This letter represents formal notification that the Department of Information Technology (DolT)
_ has approved your agency’s request to amend a contract with Konica Minolta Business Solutions, U.S.A.,
lnc of Ramsey, NJ, as described below and referenced as DolT No. 2022 056A.

The purpose of this request is to. add funding to support system. enhancements and upgrades, as
requested by DHHS. OnBase is the electronic ‘content management system and document
depository for four Department areas: the Bureau of Child Support Services, Bureau of Family

Assistance, Bureau of Elderly and Adult Services, and the Division for Children, Youth, and -
Families. OnBase allows workers to access.important documents and case files from any physical

location as well as efﬁc:ently manage caseloads.

The Price L1m1tat|0n will increase by $198,849, from $481,151 to $680,000; w1th no- change to
~ the contract comp]etlon date of June 30, 2026, effective upon Govemor and Executive Council.

- A copy of this letter w1]1 accompany the DolT’s subm1ssnon to the Governor and Executwe Council
- for approval

Sincerely, -

o HI—

" Denis Goulet
DG/ lk

- DolIT #2022-056A . _
- cc: Michael Williams, IT Manager DolT

. "Innovativé Technologies Today for New Hompshire's Tomdrrow"
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STATE OF NEW HAMPSHIRE
DEHS Bureau of Child Support Services
‘ O'IliBase Entefpri_ée Contéﬁt Mén_agemept Solution
| B_C-SS-.RF:‘P-2023-DEHS-04-ONBAS-01-A01
AMEN_DMENT Amend A (1)

‘INFORMATION'TECHNOLOGY‘
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DEHS Bureau of Child Support Services ' 2
-‘OnBase Enterprise Conterit Management Solution
~ BCSS - RFP-2023-DEHS-04-ONBAS-01-A01
AMENDMENT Amend A (1)

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of 'RFP RFP-2023-
DEHS- 04- ONBAS Ol -A01, on June 29, 2022, Itern #71, (herem after referred to as the “Agreement”) Konlca i

i
Minolta Busmess Solutions, U.S.A., Inc. (hereinafter referred to as “Contractor” agreed to supply cenam

' services upor the terms and condlttons spec1ﬁed in the Agreement and in consideration of payment by the. i

" Department of Infonnauon ’I‘echnology (heremafter referred to as the “Department”) certam sums as ] .

specified therein; ; ' : ' | .

. WHEREAS, pursuant to the Agreement Section 1? Amendment and the provisions, of the Agreement, the !

Agreement may be modified or amended only by'a written instrument executed by the parttes thereto and |

‘ ‘approved by the Governor and Executive Council;

WHEREAS the Contractor and the Department have agreed to amend the Agreement in certam respects

" WHEREAS, the Department and the Contractor wish to increase the Contract pnce by $198, 849 to bring the
. total contract price to $680,000; '

I
WHEREAS, the Department and the Contrdctor seek to clarify the Agreement. g ® {
|

NOW THEREFORE in consideration of the foregoing, and the covenants and conditions contalned in the'*-

' Agreement and set forth herein, the parties agree as follows ' _ [

'The Agreement is hereby amended as follows:

. Modtfy Section 1.8 of the State of New. Hampshtre P- 37 General Provisions by mereasmg the t
~ Price Ltmttatton by $198,849 ﬁ'om $481,151 to $680,000. '

2. Modify Exhlblt &N = Specml Prowswns A2, Provmon s, Contract Pnce/Pnce{ o
- "Limitation/Payment, to add the. followmg paragraph that was inadvertently omitted from they
original Agreement:

a. . The State’s llablllty under this Agreement shall be Ilmlted to monetary- damages not to exceed
* the'contract price pursuant to Paragraph 5.2. The Contractor agrees that it has an adequate
remedy at law for any breach of this Agreement by the State and hereby waives-any right to

_ specific performance or other equitable remedies against the State. Subjectito applicable laws‘ '
and regulations, in no event shall the State be liable for any consequentlal ‘special, indirect;
incidéntal, punitive, or exeniplary damages. Notwithstanding the foregoing, nothing herem
contained shall be deemed to constitute a waiver of the soverel gn lmmumty ofthe State Wthh

1mmun|ty is hereby reserved to the State. e LI

[ N

'
i

Page

‘ State 9 /El-zlo(ﬂntract Se _ . ' : .
Contractor s Initials i A ' '

20f6

* ..
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DEHS Bureau of Child Support Servnces
OnBase Enterprise Content Management Solution
BCSS - RFP—2023 DEHS-04 ONBAS-01-A01

AMENDMENT Amend A 6))
T8 Modify Exhibit C - Pnce and Payment Schedule Sectlon 9 Payment Schcdule Subsectlon 9.1 4
Software Operations, Maintenance and Support Pricing, to read: }
_ 9.1.4. Software Operations; Maintenance_ and Support Pricing
Table E-1.4. w
| SOFTWARE ~ OPERATIONS,  MAINTENANCE, ~ AND SUPPORT  PRICING ¥
WORKSHEET . i
e “RE \YEAR 1SFY 2023 [VEAR 2 SFY 2024 [YEAR3 SFY 2025 [YEAR 4 SFY 2026 Total | |
' $170,000 - $170,000 $170,000 © $170,000 | $680,000 .
Total $170,000 $170,000 $170,000 $170,000 .'$680,000_ f
] 4. .

Modify Exhibit C, Price and Payment Schedule, ‘Section 9 Payment Schedule, Paragraph 9.1. 7
Implementation Pricing Summary, to read: j

9.1.7. Implementation Priclng Summary

IMPLEMENTATION COST SUMMARY PRICING WORKSHEET |

3of 6

COST SFY SFY SFY SFY TOTAL
TABLE# COST TYPE 2023 2024 2025, 2026 COST!
B2 Acnv1t1estellverablesfMllestones Pricing SR T !
(Total from. ‘Activity/ Deliverables/ $0 80 $0 -$0 ?SO
1 | Milestones Pricing Worksheet) b
Hardware Pricing (Total from Hardware : :
2 Pricing Worksheet) - 30 $_O 30, 50 iso‘
Software Llcense Pricing (Total from e el I
3 . | Software L1cense Pricing Worksheet) . $111,632 | $117,213| $123,079 | $129,227 $481,1|51
Software Operations, Maintenance, and )
Support Pricing (Total from Software , o | PR IR ;
Operations, Maintenance, and Support $58,368 | 352,787 |- 346,921 | 340,773 $198,849
4 Pricing Worksheet)
- Hosting Pricing(Total from Hosting Detail ' : o
"5 Pricing Worksheet). e 30 30 $.O' ;$0
‘Other Pricing (Total from Other Cost ' ; i
6 Pricing Worksheet). 50 | .§0 $0 . $0 E .!SO
Graiid Total. | $170,000 | $170,000 | $170,000°| $170,000 | $680,000
|
State 0 ontrac .
Date: }- 21\}'Hog , E i
- Contractor’s Initials
Page -
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4, The: Agreement is further amended as described in Table 2, Contract History

DEHS Bureau of Child Support Services

OnBase Enterprise Contenit Management Solution
RFP-2023-DEHS-04-ONBAS-01-A01 -~

BCSS -

AMENDN[ENT Amend A1)

TABLE 25 CONMIRACTRISTORYY. © 1+ [ o o 7
';CONTRACT AND AMEND‘VI'ENT :..G&Cl K __ END DATE | CONTRACT- ! ‘
:‘AMENDM?E_NT TY]’E ;APPROVAL - Y ‘ AMOUNT'
NUMBER - ' | i -oofibn i S FDATE - Phy e e R,

. RFP-2023-DEHS- - Ongmal Contract - | June 29, 2022, June 30, 2026 $481 151

; 04-0NBASE-0] : _[t_em-#‘?? ;

| DoIT # 2022-056
RFP-.202.31DEI-IS-' ‘Amendment (A) #1 | TBD June 30,2026 | $198,849
04-ONBAS-01-A01 : ' .
DOIT # 2022-056 :

it p2 R S Tt 8 T '"CONTRACGT TOTAL ‘| $680,060 ™ -
Wl A g L3 mEAT A g T

State
Date:

- Page -

- 9 /E\I}iloggntract
Contractor ) Imtlals l S€

"4of6
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DEHS Bureau of Child Support Services
OnBase Enterprise Content Management Solution
'BCSS - RFP-2023-DEHS-04-ONBAS-01-A01

AMENDMENT Amend A (1)

CONTRACTOR

Except as provided herein, all provisions of the A'greerflent shall reméin in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

© IN-WITNESS WHEREOF, the parties have hereunto set their hands as of the day an

] 'Eﬁﬂa.,._..d by: .
l Saluator, Ervig

Date: 2/2/2023 .
Salvatore Errigo
President & CEO.
"~ Konica Minolta Business Solutions, U.S.A.; Inc.
 STATEQENEW HAMPSHIRE |
Dms 4ouhf : B Date: 2/3/2023 L
I _—

Denis Goulet
: '-Cpmmissidn_ei‘/_C_'IO‘ :

NH Qcpamﬁgnt'of Information Technology

d year first above

State ntract—os .
. Dr:lté::_ﬁ-)';5\%‘0(.2g S‘E
Contractor’s Initialsl 3
Page - 5of6
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DEHS Bureau of Child Support Services
OnBase Enterprise Content Management Solution
BCSS - RFP-2023-DEHS-04-ONBAS-01-A01
AMENDMENT Amend A (1)

_‘The precedmg Amendment having been revrewed by thlS ofﬁce is approved as to form substance and

executlon

Approved by the Attorney General

Docu.'-lgmdlry . I . el
l “Sdogn. Geuivio . Date: 2/3/2023
State of Nev..r Hampshire Department of Justice

I hereby cemfy that the foregomg amendment was approved by the Governor and Execunve Council of

. _the State of New’ Hampshlre at the Meetmg on: _ b (date of meeting) .

Office of the Secretary of State

" Date: _

State ot' New Hampstiire, Department of Ad_rr_rinistration

State
Date:

Page

ntrac
ff%?? E e
Contract_or s Imtrals :

6of6
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State of New Hampshife

- Department of State
CERTIFICATE i R 5

I, David M. Scanlan, Secretary of State of the State of New Hampshire. do hereby certify that KONICA MINOLTA BUSI’NESS"‘
SOLUTIONS u. S. A INC. is a New York Proﬁt Corpornnon registered 1o transact business in New Hampsh:re on June 11, I999. -
I further certify that all fees and documents required by the Sccrctary of State's offi ce have been received and is in good standing

as far as this office is conccmcd

Busmcss ID 316620 _
'<'Cemf'cate Number 0005793179 1L - e ; i

N TESTIMONY WHEREOF
[ hcrcto set my hand and causc iobe nﬁi\ed ‘
lhc Seal of the State of'New Hampshire,

i
'this 17th day of June A.D. 2022 !
il

David M. Scanlan
Secretary of State
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KONICA MINOLTA

SECRETARY'S CERTIFICATE .

I, STEPHEN F. HERBES, Secretary ofKONlCA MINOLTA BUSINESS SOLUTIONS US.A,
INC., a corporation duly organized and existing undcr the laws- of the State of New- York (the
'“Corporatlon“) do hcreby certify that: -

(4) the followung Resolutions were adopted August 23, 2005 by the unammous wnucn consent
_ of Board.of Dlrectors of the Corporat:on i :

“RESOLVED that the officers of the Corporation (the “thcers”) listed on the attachcd Exhlblt
A be.and each of such Officers hereby arc authorized to execute and deliver documents and take
such'action’by-and on behalf of the Corporation in connection with the day to day opcratlon of
the Corporation as. any of them may, in their sole and absolute discretion, deem necessary and
appropriate; and it is

FURTHER RESOLVED, thal the Officers may delegatc their aulhomy to execute and dclwcr
documents.and take action by and on behalf of the Corporation to ther employees of the |
Corporation as-any- of them may, in their sole and absolute discretion, deem necessary and
appropnate " -

b) - excep: as’ lo the.names of Officers llstcd on the August 23, 2005, Resolution’s Exhlblt A,
such Resolutions.have not been aménded or rescinded and as of the date hereof: remmn in full
forcc and effect and :

(c) that the persons whose names are set forth below are duly qual:ﬁed and currently serve as
ofﬁccrs of lhe Corporauon in the capacity herein described:

Salvatore Errigo-©  *~ - President & Chief Executive Officer

_Holly DeSantis - . Executive Vice President, CFO & Treasurer -
Toshihiko Takag1 ' + ‘Executive Vice President, Strategic Busmess Planmng
" ‘Terence Dixon . President, Direct Operations -
_ Wllham Troxil - _ Senior Vice President, Stratcglc Business Development
. Victoria ngwood - Senior Vice President, Human Resources -
Stephen F. Hérbés - Senior Vice President, General Counsel & Secretary
Myrtha Eugenc R Assistant Secretary-

{d) The Board of Directoss has authorized the following directors to ‘sign various documcnts
mclud:m, contracts and b1d related documents, on béhalf of the Company:

Konice Minoha Business Solutions L1.5.A,, Inc.
100 Witliams Drive, Ramsey, NJ omc
201-225-4000
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* Atsutoshi Banno
‘Salvatore Errigo
Toshihiko Takagi

Holly DeSantis -

Victoria Ringwood

I hereby certify:that said vote has not been amended or repealed and remains in full force and
" effect as of the date of the contract/contract amendmient to which this certificate is attached. This

" authority remains valid for thirty (30) days from the date of this Certificate of Authonty I further
certify that it is understood that the State of New Hampshire will rely on this cerhﬁcate as
evidernce that the person(s) listed above currently occupy the position(s) indicated and. that they
have full authority. to birid the corporation. To the extent that thete afe any limits on the authority”
of any listed individual to bind the corporation.in contracts with the- State of New Hampshlre all
such limitations are cxprcssly stated herein. -

IN'WITNESS'® WHEREOF I have hereunto set my hand and affixed the seal of the Corporatton
- this 24th day of January, 2023. '

7
. STEPHEN F. HERBES, §géretary
-KONICA MTNOLTA B SINESS SOLUTIONS
“US.A,INC.

’ '(CORPQKATE’ S_EAL) :
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] P . i , . - - - i e ki o . DATE(MWDDNWY) )
‘Ac©r&” . CERTIFICATE OF LIABILITY INSURANCE . [ &’

‘570095735605

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE 'AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE' DOES NOT CONSTITUTE A CONTRACT BETWEEN THE lSSUING INSUHER(S), AUTHORlZED
" REPRESENTATIVE.OR PRODUCER AND THE CERTIFICATE HOLDER,
IMPORTANT: If the certificate.holder is an ADDITIONAL INSURED, lhe policy(ies) must have ADDITIONAL INSURED provisions or be endoruad If e
" SUBROGATION IS WAIVED subject to the terms and conditlons of the policy, certain policias may require an endornemenl A statement on thln i _'é :
certificate does not confer rlghls to the certificate holder in lieu of such endorsement(s). ]
PRODUCER, . CONTACT ) ) §
Aph Risk Services Northeast, Inc: I PHORE ; FAX - - -
New York Ny office (NC. No. Exyy: (866) 283-1122 | FA% woy: '(800) 363-0105 K
one Liberty Plaza i E-MAIL 3 I
165 ar'otdway ‘Suite 3201 - ADDRESS: . i x
Blew) fogk W 29000 TUSA INSURER(S) AFFORDING COVERAGE NAI(::' .
msunzn INBURER A: sompo America Insurance Company 11126 |
Konica Minolta Business Solutions ' . NSUREA B: - i
U.S.A., Inc. :
,;ggn Lyn?$1Ransgm " | INSURER C: .
Day H Roa : .
windsor CT 06095 USA s _ -
= I E ; NSURER E: ; i
INSURER F: .
COVERAGES .~ - CERTIFICATE NUMBEFI 570085735605 . REVISION NUMBER:
-THIS'IS TO- CEFITIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE.INSURED NAMED ABOVE FOR THE POLICY PERIOD
- INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR-MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND GCONDITIONS OF SUGH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. . Limits shown are ns requested|
LTR © TYPE OF INSURANCE" . - W POLICY NUMBER %%% {Hp%ﬁﬁ“’ : e e -
A [ % | commencia GENERAL LABILTY CRLAUZIOKD 0172023 EACH OCCURRENCE - $1,000,000
bl - z [ DARAGE TO RENTED
cLawssoe [ X | occun PREMSES [¢ ot $500,000]
X | CONTRACTUAL LIABILITY . MED EXF (Any one psrson} £15,000
PERSONAL & ADV INJURY $1,000,000}
[ GENL AGGREGATE LIMIT APPLIES PER; ] ) GENERAL AGGREQATE $2,000,000
roucy || T LG ' PRODUCTS - COMP/OP AQG - 52,000,000
OTHER: ’ : .
AUTOMOBILE LIABILITY ' - COMBRNED SINGLE LIMIT ; g
1 .;\NYAUTO ' : ; BODILY INJURY, ( Per parsan) | ! 2
M lowneo [ SACU%%ULED ‘ ' L BODILY INJURY (Pes accidanty B s
AUTOS ONLY : FROPERTY DAMAGE 7 3
A oo [ FEETE 18
2 ; o
Al x | useseranae | % | ocour yo[ . [cPU40339N0 _ 16/01/720Z2|10/017202 [ eack 0CCURRENCE $10,000,000 S
| excessuan - || cLamsmace : . AGOREGATE | $10,000, 000
- [oEn| x-[nerenmon s10.000, ' Lo miald :
WORKERS COMPERSATION AND® \ ] ] PER STATUTE |- “|QIH- :
EMPLOYERS' LIABILITY YiN - | : _,_,.EF L
mpnomsrommmusmexewme . i EL. EACHACCIDENT &~
OFFICERMEMBER EXCLUGED? NiA e =
{Mandatory In m-n ; EL. DISEASE-EA EMPLOYEE i
BB o O GPERATIONS batow - : E.L. DISEASE-POLICY.LIMIT '
k 1
Ri
. |
DESCRIFTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Addlonal R Bchedule, may be atiached il mors apace Is requised) i
New Haimpshire Department "of Health & Human services, The state of New Hampshire, its officers and em?'loyees as’ their 1nterest
may a?pear are included as additional Insured in accordance with the policy provisions of the Genera L1ab111ty and umbrella
Liability poligies with respect to Konica Minolta’s work and/or operations.
CERTIFICATE HOLDER ) -CANCELLATION
SHOULD ANY OF THE ABOVE DESCRISED POLICIES. BE CANCELLED BEFORE THE
EXPIRATION OATE THEREOF, NOTICE WILL BE DELIVERED'iN mcoaomce wITH. THE
POLICY PROVISIONS, ‘ ] i
".The state of New, Hampshi re : AUTHORIZED REPRESENTATIVE J : P
. New Hampshire Department ; : 3
gggHe_lalth & Human Services i - . e ] i
. Pleasant Street” " ‘99 . ) L j |
Concord WM 03301 Usa % .%/ MM A

lmmmmfﬁmmtmu

qn o ©1988-2015 ACORD CORPORATION. All rights resérved.
ACORD 25 (201_6{03) . ] . The ACORD name and logo are reglstered marks of ACORD y
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CERTIFICATE OF LIABILITY INSURANCE ;

1
b
H
i
;
]

DATE [MM/DO/YYYY)
09!3012022

'REPRESENTATIVE OR PRODUCER AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS JSSUED ‘AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON. THE CERTIFICATE HOLDER. THIS " -
. CERTIFICATE DOES; NOT.’AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
'BELOW, THIS.CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER{S}, AUTHORIZED

IMPORTANT:. If-the certificate.holder s an ADDITIONAL INSURED, the policy(ias) must have ADDITIONAL INSURED provisions or be endorud ;
“-1f SUBROGATION IS WAIVED sub]ect to the tarms and ¢onditions of the policy, certain policies may require an endorsarnant A statement on
this certificate.doés not confar rlghu to the certlficate holdér in llau of such aendorsement(s). - T . i

PRODUCER. TONTACT = ; -
Marsh USA, Inc, PaoRE : ' e :
- 1166 Avenus of the Americas. {AIC, N, Ext) {AIC, No): |
New York, NY 100356 EI?I‘)%L ; |
) : INSURER(S) AFFORDING covrsluoa | waicw
CN10122311 3-AWP-22-2 INSURER A ; S.ompo America IDSUIBI'DG Company TIL‘IZS b
WSURED, e Biiness INSURER 8 ; Arch Insurance Company ) 11150
Salutions, U.S.A., Inc. INSURER ¢ : Endurance American Insuranca Company” 10841
?gjﬁ:;‘ﬁng‘wm INSURER D : _ )
Windsor, CT 06095 INSURER E : - i
- INSURERF : i
COVERAGES '‘CERTIFICATE NUMBER: NYC-010663876-12 REVISION NUMBER: 3 i

THIS IS TO CERTIFY THAT.THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE |NSURED NAMED ABOVE FOR THE POLICY, PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR QOTHER DOCUMENT WITH RESPECT TO WHICH THIS -
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE. AFFORDED BY THE POLICIES DESCRIBED HEREIN 15 SUBJECT TO ALL THE TERMS, s
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. . g )

DOE[SUBR E - ] - il
el TYPE OF INSURANCE & ‘POLIGY NUMBER - ﬁm lﬁﬂl’p'%}'yﬁﬁl 1 LmiTs -
B COMMERCIAL GENERAL LIABILITY X NPLO0G7432-01 ) 100172022 |H00Y2023 | gacHOCCURRENCE - | 8 o
) ' . HTED
X Icwms-mns D OCCUR M n s
_I'L TECH E&0 WMED EXP (Any one-person} | § :
| X |SIR: $2,500.000 PERSONAL 8 ADVINJURY | § :
GENT AGGREGATE LIMITAPPLIES PER: GENERALAGGREGATE | ;
X | POLICY D JECT |:I Loc PRODUCTS - COMPIOP AGG | $ :
OTI"IER ' '. . LIMIT: . $ IOIW.W
A | AUTOMOBILE LIABILITY : X AAL3GTTI64800 TORTZ02Z | 10m172023 _(?um MﬁlﬁEﬁnn§lﬁ§ig T3 1,000,000
[ %] ANY AUTO i s ; : ' BODILY INJURY {Per peraon) | § {
| OWNED SCHEDULED- i
Clamgmy (s | || CESC o
L AUTOS oNLY AUTOS ONLY rsive Ded: $500 | {Por socident) $ |
: Coitision Dad; $1,000 s
|| umereLLA LnB oCoUR’ EACHOCCURRENCE 3
EXCESS LB CLAIMS-MADE AGGREGATE s .
pen | |.metenTions ‘ s i
A | WORKERS COMPENSATION WOCNED006GD (Wi TORT2022 | T0R12003 X [ERure | o i
A [ANDEMPLOYERS'LMBILITY © . gy | L TR0S O] e STATYTE £R )
' Sgg%zwéﬂsg&m%rggscmve E A (A0S} . . | EL EACH AGCIDENT' s i 1.000.000
A | (Mandatory in NH) WCRA001850 (NY) 100172022 |100V2023 . | ¢\ puseask - £ EMPLOYEE] $ 11000000 -
I yas, describe undar - b 3 ) ) 1 1,000,000
DESCRIPTION OF OPERATIONS bakow : ; EL. DISEASE - POLICY.LIMIT | § i 1,000,000
C | TECH E&0 EXCESS: NRX300257 23300 100172022 1010172023 umar, - - j 10,000,000

DESCRIPTION OF OPERATIONS /LOCATIONS / VEHICLES {ACORD 101, Additions! Remarks Scheduls, mey be sttachad It mors space I required} -
NEW HAMPSHIRE DEPARTMENT OF HEALTH & HUMAN SERWICES, THE STATE OF NEW HAMPSHIRE, ITS OFFICERS AND EMPLOYEES AS THEIR INTEREST MAY APPEAR ARE INCLUDED AS
ADDITIONAL INSURED (EXCEPT WORKERS COMPENSATION) WHERE REOUIRED 8. WRI‘ITEN CONTRACT.

CERTIFICATE HOLDER

CANCELLATION . s |

STATE OF NEW HAMPSHIRE

NEW HAMPSHIRE DEPARTMENT OF HEALTH & HUMAN SERVICES '
129 PLEASANT STREET

CONCORD, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE. THEREOF, NOTICE' WILL BE DELIVERED AN .
ACCORDANCE WITH THE POLICY PROVISIONS j
1o
Sl

AUTHORIZED REPRESENTATNE

Poanck PUSE Duc:

.ACORD 25 (ZOI 6/03)

©1588-2016 ACORD CORPORATION. All rlghts reserved.

Tho ACORD name and Iogo are reglatorod marks of ACORD N ) ot
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 STATE OF NEW HAMPSH[RE

DEPARTMENT OF INFORMATION TECHNOLOCY
7 Hazen Dr., Concord, NH (3301~ - ' |

Fax: 603-271-1516 TOD Access: 1-800-735-2964 N |
www,nh.gov/doit ' 5

Den ls-(":_éu'let
Commissioner

lune 7,2022

- His Excellcncy, Govemor Chnstophcr T. Sununu
‘and the. Honorable Exccut)ve COUDCI]
- State House
Concord New Hampshxrc 03301

. REQUESTED ACTION
Authorize the Department of Information Technology (DolT), on behalf of ‘the Department of
+ Health and Human Services (DHHS), Division of Economic and Housing Sub:luy. to enter into a contract
~ with Konica - Mmolta Business Solutions, U.S.A., Inc. (VCH#177612), Ramsey. N.I., in the amount of
$481,151 for technical assistance, system pntchmg, mainlenance support, issué resolution, and system
. enhancements and upgradu a3 needed by the DHHS, with the option to renew for up to two' (2) nddmona]
years, effective upon Governor.and Council approval through June 30, 2026,

100%° Other (Agency Class 27) funds: the Agency Class 027 used by the Depanment of Henlth and

" - Human Services to reimburse DoIT is 100% federal funds. Funds are available in the following account

for Staté Fiscal Year 2023, and are anticipated to be available in State Fiscal Years 2024 through 2026,
upon the availability and continued appropnnuon of funds in the future operatlng budget, with the authority -
. 'to adjust budgeét line items within the pnce limitation and encumbrances berwcen state fiscal ycars through i
the Budget Office, if necded and justified

CAT#-DEPT#-AG ENCY#-ACT]VITY#- Ac:;vuy FY 23 FY 24 FY25 |[FY26 | Total
-ACCOUNTING UNIT.& DEPT NAME- | Code - ¢ | Amount
AGENCY NAME -ACCOUNTING . - :

UNIT NAME CLASS- OBJECT .. o
- DESC ‘ j <o : : 1
01-03-03- 030010-76950000 DolT-IT for | 03950040 | $111,632 [ $117,213 [ 5123,079 | 5129227 | 481,151 '
DHHS 1 . '
'|038-509038 Technology Sonwm

~ The.purpose of this rcqucst is to enter into an agreement with the Contractor to provnde ongomg
maintenance, support, and operation of DHHSs existing enterprise conteni management system, OnBase.
The Contractor shali provide technical assistance, system'patching, maintenance support, issue resolution,

end system enhancements and upgrades as needed by DHHS. These services must be ‘available during

. normal business hours as well as on an as needed bas:s for emergencies to address issues with minimal

" disruption to staff.

El

'Iﬁh‘ovaflve chﬁnpfog'!es Today for New Mampshire's ;Torhorrqw" :
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Hla' Excel!ency Governor ChrinopharT Sununu
. andthe Honurnble Executive Councl|
Pnga 2

OnBase is the electmmc content managemem system and document depository for Four state
agencies: the Bureau of Child Support Services, Burcau of Family Assistance, Bureau of Elderly and Adult

*- Services, and the. Division for Children, Youth, and Families. OnBase allows workers to access impomm

‘documcms end case- ﬁlcs from any physical locahon a3 well as eff memly manage caseloads,

" The Conirsctor was selected through a competitive bid process: usmg 8 Request for Proposal (RF P)
that was posted on the DHHS website from (April 6, 2022 through May 5, 2022. DHHS received one (1)
response that was rewewcd and scored by a team of qualified. individuals. The Sconng Sheet is attached.

As referenccd in Exhibit A, Special Provisions, Section A.1, of theattached agreement, the partics -

. have the option to extend the agreement for up to two (2) ndditioml years, contingent upon satisfactory
delwery of servites, avnnlable funding, agreement of (he parties, and Governor and Council approval

o Should the Governor and Council not nut.honzc this requen the Bureaus of Child Support Servmcs.
Family Asszsu:nce, Elderly and Adult Services, and the Division for Children, Youth, and Famiiies would
~ not have access to case files and necessary documents which would significantly nmpact the funct:omng of
the sgencies. and ¢ cause service interruption for the families of New Hampshire.

_ Afea served Sennces prowded to the Statc of New Hémpshire Dcpa.rtment of Health and Human
Serwces :

Source of Fedeml Funds: Assistance meg Nuinber #93.563 FAIN #ZIOINHCSES

“In the event that the Federal Funds become no longer avallablc. General Funds will not be requested to
support this program, i

Regpectfully Stbmitted,

Denis Goulet
Commissioner
Department of Information Technology

smbgenquo(%// |

- issioner -
Department of Health and Human 4
Services

DolT #2022-056 =
-~ RID: 64630 °

cc: Michae! Williams, Dol T I_"f"Manaser for DHHS
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New Hampshire Depanmem of Health and Human Services
Division of Fmance ‘and Procurement
Bureau of Contracts and Procurement.
Sccnrlg Shect

2 1

Project ID # ENTER PROJECT [{+] # RFP-MS—DEHS—OMNBAS

Project Title ENTER PROJECT TITLE Onaau Emrpdu Couunt Ihrugcmm Solu:lon

i. o f ' ) T [wazimum Points wmnaamss
B : . |Avallabls ? Sohutions U.S.AL, Inc
Tlchnlcll 3 . E . . -
Proposal Section N1, Rasmbw a oo
ww:mma(nm
Section IV Nairative Rnsponus Top-en-zs
Work Ptan . =
Raferences -
(spPélru)
- 50 48
wsmvmmonmm
Rdmcs(lSPon:) :
v 4 - 15, 135
WS&MWMW{IMS&B
Vendor Presmm&mmﬂ
. appkablo)
IMerm(:iSPo'u) : : g
- ; L - »
sm 'l'tchn{cdl . 100 83
VWSPMSWB=(MPWP¢QI T
vm;madmnmma g -
Polnts for prica proposal. : . 0
'Swo-361683975r$51633975‘ % 0 5
Subtotal - Coatf 50 50,
TOTAL POINTS 150 . 143
Reviewsr Nams - ) " Tite
1 Michael Bracley i, s ; * Administrator - .‘
™ o o D 5 - T oo B !
2:Dearina. Efson i Stigeiviso I\ : :
3:Kamakshi Subbakivan ‘ . PN .Bushcsssmemsmmm :

4 pdamioCain” - . L :smus,smmn
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STATE OF NEW HAMPSHIRE
DE[’ARTMENT OF INFORMATION TECHNOLOGY
' 27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964°
www.nh, gov/dort

Denis Goulet
Commr.r.r:oner

June 16, 2022

* Lori A. Shibinette, Commissioner
Départment of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissionet Shibinette:

This leiter represems formal nonf cation lhat the Department of Information Technology (DolT)
“has- approved your agency’s request to enter into a contract with Konica Minolta Business Solullons
U S.A., Inc. of Ramsey, NJ as described below and referenced es DolT No. 2022-056.

- This contract w:ll prowde ongoing mamtenance. support, and opemllon of DHHS's existing
enterprise content management system, OnBase. The Contractor shall provide technical X
, assislance; 'system paiching, maintenance supporl -issue resolution, and system enhancernems and
. upgrades as needed by DHHS.

The price hmrtahon is $481,151 and shail be effective upon Govemor and Executive Councrl
approval through June 30, 2026 :

'A copy of this letter should accompany the Depnrtmenl of Health and Human Services’ SmelSSlOﬂ
to the Governor and Execuuve Council f'or approval.

Smcerely. .
_Denis Goulet
DGlik

_DoIT #2022.056
cc: Mlchae] Wllhams IT Manager DolT

"Innovative Technologies Today for New Hompshire's Tomorrow"
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STATE OF NEW HAMPSHIRE

A

The Department of Information Téchnology-
- on behalf of

' the Departmént of Health and Human Services - .

OnBase Enterprise Content Management Solution

 RFP-2023-DEHS-04-ONBAS
DolT #2022-056

* DHHS DolT Template Revision V5.0

e i 8 e m e ki A CrPf T
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STATE OF NEW HAMPSHIRE '
THE DEPARTMENT OF INFORMATION TECHNOLOGY
'RFP-2023-DEHS-04-ONBAS DolT # 2022-056 ONBASE ENTERPRISE CONTENT

MANAGEMENT SOLUTION
TABLE OF CONTENTS
Contents
EXHIBIT A - SPECIAL PROVISIONS ... R it N S
[EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL '
REQUIREMENTS AND DELIVERABLES wv.cvvsmssnismisssssisssmsmnisnsssssssmisssinsisssns e 17
1. STATEMENT OF WORK ...occorvmomsrnni s ————— w1l
2. ‘BUSINESS REQUIREMENTS.......ocovmssoosssntsssssersssssmsnrs R s 18
3. TECHNICAL REQUIREMENTS . ciiidissisissssins s st ieebs et oot 4200 s 5o 5 kst 19
4. DELIVERABLE, ACTIVITY, OR MILESTONE ...ccoeomvcssmsio tstmsnsosocinisi ——, 19
5. CONTRACT END-OF-LIFE TRANSITION SERVICES......hcvivnsesssssns peverees 19
‘6. COMPLETION OF SERVICES... e S S A s 20
" 7. DISAGREEMENT OVER SERVICES RESULTS..........._ .......................................... T B 20
‘8., 'WEBSITE'AND SOCIAL MEDIA .. P RORRRRP ORI | |
9. 'STATE OWNED DEVICES, SYSTEMS AND NETWORK USAGE ... reerinnresn 20
10. "DELIVERABLE REVIEW AND ACCEPTANCE.. 22
1. CHANGE ORDER .. 23
12. NPLEMENTATION ssnvrcss s 23
3. PROJECT MANAGEMENT............. _ ..................... SR SRR
14. WORK PLAN... 26
15. .ACCEPTANCE & TESTING SERVICES... = 227

16. MAINTENANCE, OPERATIONS AND SUPPORT O :

17, DATA PROTECTION .couirrcooososesssissososssssss s oo sisssssssisisssisssssesesos 30
18, SOFTWARE AGREEMENT ...coopoivcnestsesinsssssssssssessssssssssnssssassssbssesessessssissspossesisosin 30
19, ADMINISTRATIVE SERVICES .. 30 .
70 TRATNING conpecnaubiiammns it s s s 30 -
21 MERCHANTCARDSERVICES Caniesaners30
22. TERMS AND.DEFINTIONS.. R e )]

| 23, CONTRACTOR’S CERTIFICATES.......... A TS R s a3
EXH[BIT C - PRICE AND PAYMENT SCHEDULE ...crv TR Y. 32

. ) ; m
Page 2 of 48 ‘ CE
Contractor Initials:

Date: . 6/16/2027~ .
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF INFORMATION TECHNOLOGY:

RFP- 2023-DEHS-04-0NBAS DolT # 2022-056 ONBASE ENTERPRISE CONTENT
MANAGEMENT SOLUTION
TABLE OF CONTENTS

745 CORUTRAICT, T s s i o o0 O B R D
25. TRAVEL EXPENSES ......oovccsnonsssocssins e e ———— O 3
26, “SHIPPING P B iiisibii it v i aiiin 32
27. INVOICING .oocrseoressressreen e N o5 D 32
. 728, INVOICE ADDRESS cscsirnsssssmssimssmisessssssssssssiesmesamspsssispisssmssssasssssessossisassioss 33
' zg.iPAYMENTADDREss L Wi S 0
30: “OVERPAYMENTS TO-THE CONTRACTOR ...covocrerrnsrccrcnen A AN SR
31. CREDITS.. A A L B i nain 33

A PROJECT HOLDBACK B A B R R A S i D O

o EXi—iLBITrD—SOFTWARE AGREEMENT. ... inicinn e i 36

' LICENSE GRANT ...ccovevrcn R S A T 36
SOFTWARE TITLE .o.cor s T — 36
SOFTWARE AND DOCUMENTATION COPIES.....occvo e NS - W 236
RIS T R T OS5 s s 36
VRIS St e s AR AR 55 35 e ot 37

'ro.w.-'-p\sn.hs».w'.—

10. SOFTWAREESCROW....- ........ e RS R A B S S B A TR N 39
EXH[BITE ADMI'NISTRATIVESERVICES ........ e s brases T
DISPUTERESOLUTION R R R s 40
- ACCESS. ANDCOOPERATION ....................................................................................................... 40

" ACCOUNTING ..o S, oty S BV R a1
AUDIT i R s e )
MlSCELLANEOUS WORK REQUIREMENTS ......................... it 4]
EXHIBIT F = TERMS AND DEFINITIONS....occ0.ccnevsvesessesemsenens e ase s — 43

- EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES .oorrecrres s .48
L ATTACHMENTS, st ot S e e s L 4
2. CONTRACTOR CERTIFICATES. ....cconcivuien s A S i 48

lﬂ-
. -Pag=‘3of4.3 |‘S‘E
- Contractor Initials:
6/16/

Date: 2027

'°~..--.~=~ woa =

" RECORD RETENTION s ssimsnst s satsssnss N gl
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF INFORMATION TECHNOLOGY

RFP-ZOZB-DEHS 04-ONBAS DolT ¥ 2022-056 ONBASE ENT ERPRISE CONTENT

MANAGEMENT SOLUTION
“TABLE OF CONTENTS

. Rerhainder of this page intclrin'onaﬂy left blank

I " —08
Pagedofd8 - | S€e
Contractor Initials:

' Date: | 6/16/2007
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STATE OF NEW HAMPSHIRE |
THE DEPARTMENT OF INFORMATION TECHNOLOGY

- RFP-2023-DEHS-04-ONBAS DolT # 2022-056 ONBASE ENTERPRISE
CONTENT MANAGEMENT SOLUTION © .
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

FORM NUMBER P-37 (‘version 1241 112019)

ﬁg_u_g; This agreement and all of its attachmenis shali become pubhc upon submission to Governor
and Exccutive Council for approval. Any information that is private, confidential or
. propncmry must be clcarly identified to the agcncy and agrccd to in writing pnor 10 signing -
the coniracl.

AGREEM ENT-

The State of New Hnrnpshlre and the Contmctor hcreby mutusliy agree as follows:

: . "GENERAL PROVISIONS
1.” IDENTIFICATION. -
1.1 State Agency Name ' 1.2 State Agency Address
The Department of Information Technology 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name' : 1.4 Contractor Address -

Konica Minolta Business Solutions, U.S.A, Inc. 100 Williams Drive
g Ramsey, NJ, 07446

1.5 Contractor Phone 1.6 -Account Number | :1.7 Completion Date i.8 Price Limitathon
orber | | 01-03-03-030010- June 30, 2026 R ETIRET
(973)-296-1204 76950000
. . ) 038-509018
1.9 Contracting Officer for State Aéqncy 1.10 Stale Agency Tplephone Numbcr
Denis Goulet - .| (603) 223-5703
131 Comracxor S1gnarure a2 Nangc apd Title of Contractor S:gnatory
0| Cam Bing Datg16/2022 BT : o
) ' 1 1.1 gent;lgmscoqu ;l'nlc of State Agency Signatory
. Desuligned by: .
|; s Goulet Dale) 1672022 commissioner and CI0
1.1S Approval by the N.H. Departmerit of Administration, Division of Personnel (if applicable) -
By: ' ’ Dirccfor On: ‘
1.16 App, Ahq,Atlomcy General (Form, Substance and Execution) (if applicable)
r-v S Qunsing O 871772022
Page 5 of 48 i S€E
Contractor/[mll als;

Date: a6z 22 K
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STATE OF NEW HAMPSHIRE -
THE DEPARTMENT OF INFORV[ATION TECHNOLOGY

RFP 3023-DEHS-04-ONBAS DoIT # 2022-056 ONBASE ENTERPRISE
: - CONTENT MANAGEMENT SOLUTION '
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

17 Ap.p._roval by the Governor and Executive Council (if applicable)

G&C h.cm number: ; G&C Meeting Date:

. i o
Pagc 6of48 l XA
Contraclor/lmtnals

Date: 16/2022
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STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF INFORMATION TECHNOLOGY

RFP-2023- DEHS-04.ONBAS DolT # 2022-056 ONBASE ENTERPRISE
' “CONTENT MANAGEMENT SOLUTION-

|

. . B ]
STATE OF NEW HAMPSHIRE GENERAL PROVISIONS-P37 ~ . =~ i
e ]

I

2. SERVICES TO BE PERFORMED. The State of New

Hampshire, acting through lhc agency identified in block 1.1

(“State™), engages contractor identified in block 1.3

(“Contractor").to perform, and the Contractor shall perform,

the work or sale of goods, or both, identified and more
. particilarly described in the antached EXHIBIT B which is

incorporated. hcrcm by reference (*Services").

k3 EFFECT!VE DATEICOMPLETION OF SERVICES

il Not\mlhstandmg any provision of this Agreement 1o the
contrary, and- subject to the approval of-the Governor and
:Executive  Couniil..of the -State of New Hampshire, if
apphcable. lhls Agrecmcnt and alt obhganons of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agrccmcnt as indicated
in block 1.17, unléss no such approval is required, in which
case the Agrccmcnl shall become effective on ihe date the
. Agreement is signed by the State Agcncy as shown in block

113 {“Effective Date").

3.2 If \he Coniractor commences the Serwces prior to the
Effective Date, all Services performed by the Contraclor
prioi 10 the Effective Date shall be performed al the sole risk
of the Contractor, and in the event that, this' Agreement daes -
not"become cffective,-the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Coniractor for eny costs incurred or Services
performed. Contractor must compictc all Scrwces by the

Compleuon Date spccxﬁcd in blogk'.7.

. 4 CONDITIONAL NATURE OF AGREEMENT."

Nolwnhstandmg any pmwsxon of - this "Agreement to the
contrary, all- obllgauons of the State hereunder, including,
A wuhoul limitation, the coniinuance of payments hereunder,
are contingenl upon the avmlnblllty and continued
appropriation- of funds affecled by any stale or federal
legislative or’éxecutive action that reduces, climinates or
otherwise modifies’ the appropriation or availability- of
funding for’ this Agrccmcm and the Scope for Services
provided in EXHIBIT B, in whole or. in part. in no event shal)
the Stdte be linble for any payments-hercunder in excess of
such available  appropriated funds In the event of a reduction
.. or terminaticn of appropnnted funds, the State shall. heve the

rlght lo, withhold payment until such funds become available,

if ever, and shall have the right'to reduce or terminate the
Seivices under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer funds from any dther account
. of source to the Account identified in block 1.6 in the event

Funds in that Account are reduced or unavailable.

[+ }
Page 7 of 48 SE
Contractor Initials:

Dater: - 6/16/2027

5. CONTRACT PRICE/PRICE LIMITATIONI PAYMENT

* 5.1 The contract price, method of payment, and terms of payment

are identified and more particularly descnbcd in EXHIBlTi C
which is incorporated herein by reference.
5.2 The payment by the State of the contract price’ shall be lhc

" only and the compléte’ reimbursement to the Contractor for 'all

expenses, of whatever nature incurred by-the Contractor in the
performance hereof, and shall be the only and the complcte '
compensation to the Contractor for the Scmces The State shall
have no liability to the Contracior other than the contract pnct:I

5.3 The State reserves the right 1o offse! from 'any . amounts
otherwise payable to the Conlractor under this Agreement those
liquidated amounts required or permitted by -N.H. RSA 80:7

- through RSA 80:7-c or any other provision of law.

54 Notwithstanding any provision in this Agreement to the
contrary, and nolwithstanding unexpected circumstances, 'm no
event shall the total of all payments authorized, or actually madu

" hereunder, exceed the Pncc Limitation-set ronh in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND ’
REGULATIONS! EQUAL : EMPLOYMENT
OPPORTUNITY. - : i
6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federel, state, county or municipal

- authoritics which impose any obligation or duty upon the

Contractor, including, but not limited to, civil rights and. cql_:al
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United Siates, the Contracior

" shall comply with all federal executive orders, rules, rcgulauons

and statutes, and with any rules, regulations s and’ guldclmes 88 the
State or the United States issuc 1o implement these rcgulanons
The Contractor shall alsa comply with all apphcabie mlc]lcclua]
property laws. ‘

© 6.2 During the term of this Agrcemcnt ‘the ‘Contractor sha!l fdt

discriminate against employees or appltcanls for- cmployménl
because of race, color, religion, creed, age, sex, handicap, sexual

. orientation, o nntionnl origin and will lake lﬂ':rmnlwc acuon ‘o

prevent such discrimination.
6.3. The Contractor agrees 10 permit the State or United Slalcs
access to any of the Contractor's books, records and-accounts I'or

the purpose of ascertaining compliance with all rufes, rcgulallons

and orders, and the covcnanis. terms-and condmnns of this
Agreement,

7. PERSONNEL.
7.1 The Contrector shall at its own expense provide all personnel
ncccs.sary 1o perform the Serwces Thc Contractor warrants that all
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personnel engagcd inthe Scmccs shall be quallﬁ:d o perforrn the
Services, and shall be properly licensed and otherwise authonzed
" 10'do 50 under all applicable laws,

7.2 Unless otherwise suthorized in writing, during the lerm of this
Agreement, and for a period of six (6) months afler the Completion
Daté inblock 1.7, the Contractor shall not hire, and shall not permit
any subcommctor or other pérson, firm or corporation with whom

it is engaged in a.combined-effort to perform the Services to hire, -
any person who is & State employee or official, who is materially -

involved in the procurement, administration or performance of this
Agreement.  This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the Siate's representative. In the event of any
* dispute concerning the intefpretation of this Agreement, the
Contracting OfTicer*s decision shall be finial for the State.

8. EYENT OF DEFAULT/REMEDIES.

8.1 Any onc or more of the following acts or omissions of the

Contraclor shall constitute an event of delault hercunder (“Event
of D:faull")

8.1.1 feiluce 10 pcrfonn the Serwces sausfactonly of on schedule;

8.1.2 failure 1o submit any report requ:red hereunder; and/or

8.1.3 failure 10 perform any other covenant, term or condition of
this Agrecmcm

8.2 Upon the’ occurrence of any Evcnl of Default, the State may
- take any one, or more, or all, of the following actions:

8.2.1' give the Contractor a written notice' specifying the Event af
Default and requiring it to be remedied within, in the absence of &
greater or lésser specification of time, thinty (30) days from the
date of the nolice; and if the Event of Default is not timely cured,

terminate this Agreement, effective two (2) days aﬂcr giving the -

Contractor notice of termination;

8.2.2 give the Contractor & written notice specifying the Event of
Default and suspending all payments 1o bc made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines

. that the Contractor-has cured the Event of Default shall never be

paid to the Céntractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default'and set off agamst any-other obligations the State may owe
1o the Contractor any-damages the State suﬂ”ers by reason of any
Event of Defavit; and/or

8.2.4 give the Contractor a written’ nohce specifying the Event of . '

Default, treat he Agreement as breached, terminate the Agreement
and pursue eny of its remedics 8t law or in equity. or both.

8.3. No failure by'the State to enforce any provisions hereof after

any- Event oI'DcfauIt shall be deemed a waiver of its rights with

i o
g e 1 SE
Cor:tractor Initials:

Page 8 of48
Dateé: - 6/1 6/20?2—"_

" the Stale.

regard 1o that Event of Default, or any subsequent Event' of
Default, No express failure to enforce any Event of Default s}ja]l

. be deemed a waiver of the right of the Staie to enforce cach and:

all of the provisions hereof upon any furiher or other Ew.-.nl1 of
Default.on the pan of thé Contractor. .

9. TERMINATION, i
9.1 Notwithstanding paragraph 8, the Siate may, 8t .its sale
discretion, terminate the Agreement for any reason, in whole or in
pért, by thifty (30) days writien notice to the, Conlractor that the
State is exercising its option to termingte the' Agreement.

" 9.2 Inthe event of an early termination of.this Agreement for any

reason other than the completion of the Services, the Contractor
shall, ot the Siate's discretion, deliver 1o the Contracting Officer,’

. not later than fifleen (15) deys after the dalc of termination, a

report (“Termination Report') describing in detail oll Services
performed, and the contract price camed, to and including the date .
of termination. The form, subject matter, content, and numbcr of
copics of the Termination Report shall be identical to those ofnny
Final Report described in the attached EXHIBIT.B. In lddmon Al
the Stale’s discretion, the Contracior shall, within 15 days of notice
of early termination, develop and submit 1o-the State a Transmon

_ Ptan for services under the Ag'rccmenl

10. DATA/ACCESS/CONFI DENTIALITYI
PRESERVATION.

. 10.1 As used in this Agrecment, the word “data" shall mean' nll

information and things developed or obtained during the

performance of, or.acquired or developed by reason of, this
Agreement, including, but not lirhited to, all studies, reports; files,

formutae, surveys, maps, charts,- sound recordmgs, vﬁ!eo
recordings, pictorial reproductions, drawmgs. analyses, graphlc
representations, compuier programs, computcr printouts, - notcs. -
letters, memoranda, papcrs. and documcnls, all whether finished
or unfinished.

" 10.2 All data and any property which has been received from the

State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shail be returned

. to the State upon dcmand or upon terminiation of this Agreement

for any rcason, .
10.3 Confidentizlity oF data shail be governed by N.H. RSA .=
chapter 91-A or other existing law. D|sc|osurc of data requu'cs
prior wnttcn approval of the State, ’ i
. I Y
{1. CONTRACTOR'S RELATION TO THE STATE. Inlthe -
performance of this Agreement the Contractor is in all respects an
independent contractor, and is neither an agent nor an employet of
Ncither the Contractor nor any- of its officers,
employees, agents or members shall have authority 10 bind lthe
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State or reccive any benefits, workers' compensation or other
emoluments provided by the Staie to its employees.

12. ASSIGNM ENTIDEI.’.’ECA'\TIONISUBCONTR‘ACTS.

12.1. The Contracior shall not assign; or otherwise transfer any I

interest in this Agrcernent without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior 1o the
as.fnpmcm and a written consent of the State. For purposes of this
paragraph,- a Change of Control shall constitute assignment.
] ‘Chnng: of Control” means (a) mcrgcr, consolidation, or a
. transaclion or series of related transactions in which a third party,
together with'its affiliates, bccomcs the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similer equity
interests, or. combined voling power of the Contractor, or (b) the
sale of all or substantially all. of the assets of the Contractor.
12.2 None crlhe Serviees shall be subcontragted by the Contractor

wilhout prior wriiten notice and consent of lhc State. The State is

entitled to copies of all subconlracts and assignment agreements
and shall .not "be bound :by any provisions contained in a
subcontract or an assignmeiit agreement 10 which it is not a party.

13. INDEMNIFICATION. -Unless otherwise exempied by law,
the Contractor shall indemrify and hold harmless the State, its
officers and employees, from and against any and el cleims,
liabilities and costs for. any personal injury or property demages,
- patent or copynght infringement, or ather claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the

Contractor, or subcontractors, including but not limited io the '

negligence, reckless or intentional conduct. :The State shell not be
tiable-for any costs mcurrcd by the Contractor srising under this
paragraph 13. Nolw:thslandmg the f'orcgomg. nothing herein
conlained shall be deemed to constitute a waiver of the sovercign
immunity of the Slatc, which immunity is hereby reserved to the

" . State. This covenant'in paragraph {3 shall survive the termination

of this Agreemcnt

14. INSURANCE,

- 14.1 The Contraclor shall at its sole expense, obtain and

‘ ,conlmuously maintain in force, and shall rcquure any subcontractor -
or assignee to obmn ‘and maintain in’ force, the -following

insurance:
14,11 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than §1,000,000 per. accurrence and $2,000,000- aggregate or
excess; and
C 402 specna_l-cause.of,loss coverage form covering all property
subject to.subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

ok
. [ SE
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- ‘circumstances pursuant to Stale law, rule’or'policy.”

14.2 Tht policies described in subparagraph 14.1 herein shallw be
on policy forms and endorsements epproved for use in the Slale of
New Hampshire by the N.H. Department of Insurance, and ISS‘UCd
by insurers licensed in the State of New Harnpshnrc . '
14.3 The Contractor shall fumish to, the’ Contracting OIT' icer
identified in block 1.9, or his or her successor, a ecnsﬁcnte(s) of .
insurance for all insurance required under this Agreement.

- Contractor shall also furnish to the Contracting Officer identified

in block 1.9, or his or.her successor, certificate(s) of insurance for
&lt renewal(s) of insurance required under this Ag‘rccment no later
than ten (10) days prior to the expnrauon date of each insurance

" policy. The centificate(s) of insurance and any rencwals thereof

shall be attached and are incorporated hercin by reference.
15. WORKERS' COMPENSATION 1|
15.1 By signing this agrecmcm the Contractor agrees, cemﬂcs
aid warrants that the Contracior is in compliance with or cxcmpt.
from, the requirements of N.H. RSA chapter 281 -A ("Workers'

Compensation”). . ‘

- 15.2 Tothe extent the Conlm:tor is subject to the requirements of

N.H. RSA chapter 281- A_ Contractor shall maintdin, and requiire
any subcontractor or assagnee to securc and maintain, paymcm’ of
Workers' Compensalion in connection wuh eclivitics which“the

" person proposes to undertake pursuant fo this Agreement. The

Contractor shall furnish the Contracting Officer identified in block

1.9, or his or her- succcssor, proof of Workers' ’Compcnsnuon in -
the manner described in N.H. RSA chapter 28i-A end any

applicable renewal(s) thereof, which shall be attached and arc -
incorporated herein by reférence. The Staic ‘shall not 'be
responsible for payment of any Workers' Compensation prcmmms
or for any other claim or bencfit for. Contractor, or any

- subcontractor or employee of Contractor, which might arisc under

apphcablc State of New Hampshire Workers' Compensation laws
in connection with thc performance of the Services under th:s

Agreement,

16, NOTICE Any notice by a party hereto 16 the: other party shall

" be deemed 1o have been duly delivered or given at the llmc of -

mailing by certified mail, postage prepaid, in'a United States Pos!
Office addressed 10 the pnmes at the addresses given in blocks |1 2
and 1.4, herein. ‘ . |

17. AMENDMENT. This Agrccmcni may be amended, waived

. or discharged only by an instrument in writing signed by lhe

partics hereto and only after approval of such amcndmcm waiver
or discharge by-the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under, the
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18. CHOICE OF LAW AND FORUM This Agreemenl shali

be governed, interpreted and cohstrued ‘in accordance with the -

laws of the State of New Hampsh}rc. and is binding upon and
inures 1o the bénefit of the parties and their rcspccllvc SUCCESS0rs
* and assigns.. The wording used in this Agreement is the wording
" cligsen by the partics lo express their mutual intent, and no rule of
construction-shall be applied against or in favor of any party. Any
" actions ansmg out of this. Agrecment shall be brought and
maintained in New Hampshire Superior Coun which shall have
cxcluswc junSdlCllOﬂ thereol. -

1¢. CONFLICTING TERMS In the event of a conflict beiween
the terms of this P-37 form (as modified in EXHIBIT A) and/or

attachménts and amendment thereof, the terms of the P-37 (as -

meodified in EXHIBIT A) shall control

~20. THIRD PARTIES. The parties hcrcto do not intend to benefit
any third partics and this’ Agreement shall not be construed to
confer-any such bcn'eﬁ p

21. HEADINGS The headmgs throughout the Agrecmem are

for reference purposes only, and the words contained therein shalt
in-no way be held 1o’ cxpllam. modify, amplify or aid i the

T . (11
Page i0of 48 - ' Se
Contractor lmlljls

Date: 22

*. interpretation, construction or meaning of the provisions of'tlhis

. 22, SPECIAL PROVISIONS,

|
Agreement.
Additional or mt.)dnfy'mg

provisions set forth in the attached EXHIBIT A are mcorporalcd
herein by reference.

- 13 SEVERABIL[TY In the cvcnl any of the provlsnons Oflhls

Agreement are held by a court of competent. Junsdlcnon to;be
contrary {0 any state or federal law, the remaining provnsmns of -
thns Agreement will remain in full-forcé and chccl I :

" 24, ENTIRE AGREEMENT. This Agrecment, which ‘may|be

executed in & number of counterparts, cach of which shall "be
deemed an original, ‘constitutes the entire agreement and

. understanding between the parlies, and Supersedes all prior

agreements and understandings with respect to lhe subject matier
hereof..
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EXHIBIT A - SPECIAL PROVISIONS
'Th_c terms ouilined in the P-37 General Provisions are modiﬁéd as set forth below-

Al Provulon 3, Eﬂ‘ecrive DnteICompletIon of Services. is updated with the following
' addition:
ja The Term may be extended up 1o two (2) years(s), (“Extended Tcrm“) at-the
sole option of the State, subject to the parties prior written Agreement on-applicable
fees for each extended Term, up to but not beyond June 30; 2028 under the same terms
and conditions, SUbjCC( to approval of the Governor and Executive Council.

A2 Prowslon 5, Contract Price/Price leltation!Payment, Iy updated with the following
- addidon:

55

The Contractor's Inabulny to the State for eny claims, liabilities, or expenses relating -

to this Agreement shall not exceed the total contract pncc, General Provisions (P-37),
Block 1.8. Subject to applicable laws.and regulations, in no event shall the Contractor-

. be lieble for any consequential, special, indirect, incidental, punitive, or cxcmplary '

damages. Notwithstanding the foregoing, this limitation of habnllly ghall not apply to:
(i} the Contractor’s indemnification. obligations set forth in paragraph 13 of the
-General Provisions of this Agreement; (ii) violation of Contraclor's obligations under

ExHhibit 1, Business Assaciate Agreement; (iii) violation of Contractor’s obligations
under Exhibit K, DHHS Information Security Requirements; (iv) Contractor’s failure
to follow and implement cyber security -best industry practices for protecting

confidential information; and {iv) gross negligence, intentional fraud, ‘or willful
misconduct of the Contractor, provided that the Contract’s total aggregate liability for
‘the Contractor’s indemnification obligations in paragraph. 3 of the General Provisions

of this Agreement; violation of Contractor’s obligations under Exhibit [, Business

Associate Agreement, and violation of Contractor's obligations under Exhibit K,
"DHHS Information Security Requirements shall in no event exceed $5,000, 000 per
¢laim, Thus pamgmph shall survwe termmauon of this Agreement

A3 Provnslon 8, Event of DefaultfRemedies, is updated with the following nddlition:

8.2.5 glve the Contractor a written notice specifying the event of Default, terminate.
the agreement as breached, and procure Services that are the subject of the Contract
-"from another source and Contractor shall be liable for reimbursing the State for the
) rcplaccmem Services, and all administrative costs directly related to the replacement

.- of the Contract and procuring the Services from another source, such -as'costs of .

competitive’ b1ddmg, mailing, advertising, applicable fees, charges or penalties, “aid
staff time costs; alf of which shall be subject to the limitations of liability set forth in

“the Contract

. 12 ]
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A.4 Provision 9, Termination, is deleted and replaced with the l'ollowing
- 9. TERMINATION

9.1 - Notwithstanding paragraph 8, the State may, at its sole discretion, and with_
written notice, terminaté the Agreement for any reason, in whole or in part: In the
event of such termination, the Contractor shall immediately stop all work heréurider .
and shail immediately cause any and all of its suppliers and subcontractors to cease .
work. The State shall be liable for cost of all Services and Deliverables for which
‘Acceptance has been given by the State, provided through the date of termination but
will not be liable for any costs for incomplete Services or winding down the Contract
ac!wmes The Contractor, shall not be paid for any work performed or costs incurred
which reasonably could have been- -avoided. :

9'.2. Termination Procedure

9.2.1 Upon termination of the Contract, the State, in nddmon to any other nights
-provided in the Contract, may require Contractor 1o.deliver to the State any
property, including without limitation, Software and Writtén Deliverables, for
such part of the Contract as has been terminated.

922 After receipt of » notice of termination, and except as otherwise dtrectcd by
the State, Contractor shall: .

a.. Stop work under the Contract on the date, and to the extent specified,
" inthe notice; :
b. Promptly, but in no event longer than ten (1 0) dnys after tcrmmatlon,
terminate its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
. arising out of such termination of orders and- subcontracts, with the
approval or ratificaiion of the State to the extent required, which
. approval or ratification shall be final for the purpose of this.Section;
c. Take such dction as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the posssswn
of Contractor and in which the State has an interest;
d. ‘Take no action to intentionally erase or destroy any State Data, whlch )
~ includes State Data held by the Contractor’s subcontractors;. ;
e. Transfer title 1o the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to ‘
be furnished to the State and which has been accepted or rcquesled by
. the State;
f. Work with the Stale to develop a Services and Data Transition Plan
" per the “Contract End-of-Life Transition” requirement in the
Additional Requirements section of this Contract; arid ;
g. Provide written Certification to the State that Contractor has
surrendered to the State all said property.

- o3
Page 12 0f 48 - ;l S‘E
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AS Provision 10, DataIAccessJConﬂdenﬂality!l’reservntion, is updated with the fol!owlng :

9.2.3 If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up to ninety (90) days

after the expiration or termination, all transition services requested by the -

State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate

. the orderty transfer of such S:mccs to the State or’its dcsugnees ("Transmon
Services™). :

9.2.4 . This covenant in paragraph 9 shall survive the lermination of this Contract,

i addition:

Page 13 of 48

Date:

10.4 ln performmg its obhgauons under this Agreement, Contractor may'gai'n

-access to Confidentia) information of the State. . Confidential Information.is defined

in the Department of Health and Humnn Services' Information Security chulrerhcnts
Exh:bn .

10'5 . Subject to applicable federal or State laws and regulations, Confidentia) -

Information shall not include information which:

a. shall have otherwise become publicly available other than as a a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party belicves is not
prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party; or

is disclosed with the written consent of thc disclosing Party's Privacy Officer or
designee.

106 Comractor Confidential Information. Contractor shall clearly identify in. -

writing all information it claims to be confidential or propnetary upon providing such
information to the Stale. For the purpases of complying with its legal obligations, the-

.- State is under no obligation ta accept the Contractor's designation of material as
- confidential. - Contractor acknowledges that the State is subject to State and federal -
taws govemning disclosure-of information including, but not limited to, RSA Chapter

91-A. In the event the State recéives a request for the information identified. by
‘Contractor as confidential or proprietary, the State shall notify Contractor and specify
the date the State will be releasing the requested information. At the request of the

. _Slate Contractor shall cooperate and assist the State with the collection and review of

Contraclor’s information, 2t no additional expense to the State. Any effort to prohibit

or enjoin the release of the information shall be Contractor's sole rcspon5|b1hty andal

Contractor’s sole expense. |f Contractor fails to obtain & court order enjommg the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State. .

- L .
l SE '
Contractor Initials:
6/1

e/202r



DocuSign Envelope ID: D9239AF8-5ED1-4AB7-AG5F-8ASAB0B006C?

DecuSign Envetope ID: 180717EA-EDF1-4059-835A-EBF5?BZS‘IEB1.

_ . STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF INFORMATION TECHNOLOGY

RFP- 2023 DEHS-04~ONBAS DolT # 2022-056 ONBASE ENTERPRISE CONTENT

MANAGEMENT SOLUTION .
- EXHIBIT A - SPECIAL PROVISIONS

-10.7  This covenant in paragraph 10 shall survive the termination of this Conitract.

A.6  Provision 12, AssignmenthelegationlSubcontract:, s updated with the fol!owing
- addition:

12 o123’ Subcontractors are SUbjCCl 10 the same contractual conditions as the Contractor and
‘the Conitractor is mponmblc to ensure subcontractor compliance with those conditions. The
Contrattor shall have written agreements with all subcontractors, specifying the work to be
“performed, and if applicable, a Businéss Associate Agreement in accordance with the Health
Insurance Portability and Accountability Act. Written agreemcms shall specify how corrective

* action shall be managed. The Contractor shalt manage the subcontractor’s performance 6n an
ongoing basis and take correciive action as necessary. The Contractor shall annually provide the
State with s list of all subcontractors provided for under this Agreement and notify the State of
any inadequate subcontractor performance. Failure to enter into business associate agreements
with subcontractor(s)that create or receive PHI on the behalf of DHHS through this
contract, and failure to comply with the implementation specifi catlons for such agreements
is a direct HIPAA violation by the Contractor. .

124-° In the event that Contracior should change ownérship for ary reason’

whatsoever that results in a change of control of the Contractor, the State’ shall have

the opuon oft S . ;
commumg under the Agreemcm with Contractor, it successors or assngns for
the full remeining Term' of the Agreement or for such period of time as
‘determined necessary by the State; or

b nmmedlately terminate the . Agreement withgit Ilablllry to or: furthcr
compensation owed to Contractor, ifs successors or assigns
A.7" Provision 13, Section 14.3, Insurance, is updated with the l'ollowlng addition:

Date:

(4.3 The Contractor shall farnish to the Contractmg Officer identified in block 1.9, or his or her

. successor, n certificate(s) of insurance for all insurance réquired under this Agreement. Contractor

shall also fumish to the Contracting Officer identified in block 1.9, or his or her successor,
certificate(s) of insurance for all renewal(s) of insurance reqmred under this Agrcemcnl no later

.. than: ten (10) days prior to the expiration date of each insurance policy. In the event such
certificate(s) of insiirance are not available within said ten (10) day period, Contractor shall provide

them as soon as they become available; provided, that no interruption of coverage shall occur during
any renewal period The certificate(s) of insurance and any renewals lhcrcof shall be attached and

are mcorporaled herein by reference.

| ) . o
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A8

26."

27

8.

29.

The following Provisions are added and made part of the P37:
25.°

FORCE MAJEURE

25.1  Neither Contractor nor lhe State shall be responsible for de]ays or fajlures in
performance resulting from events beyond the control of such Party and withoui fault
or negligence of such Party. Such events shall include, but not be limited to, acts of

God, strikes, lock outs, riots, and acts of War, epidemics, acts of Governmenl, fire,”

power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2  Except.in the event of the foregoing, Force Majeure events shall not include
" the Contractor’s inability to hire or provide personnel needed for the Contractor's

performance under the Contract.

: EXHIB[TSIA’ITACHMENT S

The Exh:blts and ‘Attachments rcferred to in and a!tached 1o the Contrncl are mcorporated

by reference herein, including the Department of Health and Human Services Exhibits D-K -

referenced in Exhlblt G of this Agreement.

NON-EXCLUSIVE CONTRACT

- The State rescrves the right, at its discretion, to retain other-vendors to provide any of the

Services or Delivernbles identified under this Agreement. Contractor shall make besi efforts
to coordinate work with all other State vendors performing Services which relate to the work

. or Deliverables set forth in (he Agreement. The State intends to use, whenever possible,

existing Software and hardware contracts 10 acquire supporting Software and hardware.

GOVERNMENT APPROVALS

Contractor shail ‘obtain all necessary and applicable regulatory or olher govemmcntal
approvals necessary to perform its obhganons under the Contract.

ORDER OF PRECEDENCE

In the_event of conflict or ambiguity among any of the text within this agrecment the
following Order of Precedence shall govern: ’

I. State of New Hampshtre Departmem of Health and Human Services Contract

‘ Agreement RFP-2023-DEHS-04-ONBAS

2., Staté of New Hampshire, Department-of Health and Human Services RFP-2023-
DEHS-04-ONBAS OnBase Emerprise Content Management Sofution.

.3. -Vendor Proposa] Response to Department of Health and Human Services RFP-
»2023-DEHS-04-ONBAS OnBase Enterprise Content Management Solution, dated
April 6, 2022. ; .
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STATE OF NEW HAMPSHIRE

THE DEPARTMENT OF INFORMATION TECHNOLOGY RFP-2'023 DEHS-04-ONBAS DolT #-

'2022-056 ONBASE ENTERPRISE CONTENT MANAGEMENT SOLUT]ON
EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES - .

The Statement of Work Business and chhmcal chmremcms. and Deliverables are set forth below
‘and s indicated in Attachmcm 1, Business and chhmcal Requirements:

1. _ STATEMENT OF WORK

The Contractor shall perform ongoing maintenance, support, and operation of the New Hampshnrc
Dcpartmcnl of - Hcalth and ‘Human Services’ (“Department”) existing enterprise content
’ managcmenl system, OnBase. The Contractor shall provide technical assistance, system patching,
_maintenance support, ‘issue resolution, and system enhancemenis and upgrades as needed by the
Department. These services must be available during normal business hours as well as on an &s
needed basis for emergencies to address i issues with minimal disruption to staff.

. Anh'ly'sls & Design Summaries

* The Contractor shall conduct in depth requireménts anai¥sis sessions in conjunction with the State’s
.Subject matter expert in order to collect the information needed to identify all funcuonal and
business reqmremcnts

¢ Project Management

The Contractor shall provide project management services in order o ensure the success of the
project and to {acilitate timely delivery of services, including but nol limited to:

+ Creating a project schedule. .

» Creating regular project reports :

. Coord:natmg of work assignments and all Contractor project related activities

. chorting Dashboards
. The Cantractor shall prowdc the Departmem with reporting dashboards and ﬁmcnonallty,
‘including but not Ilmlled to:

s Creating and sharing dashboards
"o Presenting data in a variety of graphical formats including bul not limited to:
Charts
Graphs -
Scorecards -
. Maps

*  Providing mteractwe fcamres that allow users.to easily monitor performance and analyze
trends in real-time.

o3
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STATE OF NEW HAMPSHIRE

"THE DEPARTMENT OF INFORMATION TECHNOLOGY RFP-2023-DEHS-04-ONBAS DoIT #,
2022-056 ONBASE ENTERPRISE CONTENT MANAGEMENT SOLUTION

-~ EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DEL[VERABLES

Custom Reports i !
The Contractor shall provide the Department with the ability to create custom reports:
The Contractor shall provide the database schema and assist in developing report queries.

el

1.2.

The Contractor shall pr'ovid;: its Services to the State and.its end users solely from data

centers within the Continental United States. All storage, processing and transmission of .

State Data shall be restricted to information technology systems within the Continental
United States. The Contractor shall nof atlow its personnel or sub-contractors o store
State Data on portable devices, including personal computers, .unless prior  written
exception is provided by the Departm:nl s Information Security Officer.

BnckgrOund Checks

The Contractor shall conduct criminal background checks, at its own expense, and not -

utilize any staff, including subcontractors, 1o fulfill the obligations of the Contract who
have been convicted of any crime of dishonesty, including but not limited to criminal

. fraud, or. otherwise convicted of sny felony or misdemeanor offense for. which

incarceration for up to | year is an suthorized penalty. The Contractor shalt promiote and
maintain an awareness of the importance of securing the State's information among the
Contractor’s employees and agents.

Contractor workforce shall not be pcrmnled to handle, access, view, store or d1scuss NH

* DHHS Confidential Data until an stiestation is received by the Contractor- ‘that all
- Contractor workforce associated with fulfilling the obligations of this Contract are, based

‘on NH DHHS provided criteria herein and their job responsibility reqmremems, ehmble )

to participate in work associated with this Contract. Contractor agrees it will initiaté a
criminal background check re- investigation of all workforce assigned to this Contract

every five years. The ﬁvc-year period will be based on the date of the last Cnmmal‘

Background Check conducted by the Contractor or :ts Agent.

" The State may, a1 its sole expense, conduct reference and background screening of the
Contractor's Project Manager and Key Project Staff,

The State shall maintain the

confidentiality of background screening resulis in accordance with the Contract Agreement.

BUSINESS REQUIREMENTS

Contractor ‘shall be responsible for mcctmé the Business Requirements’ associated
. with this project as indicated in Attachment 1, Business and Technical Requlremcnts
Contractor shall provide:

2.1. Technical Assmancc;
2.2,  Maintenance Support;
2.3, lssue Resolution; and

Page 18 of 48
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Date: .
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24, System Enhancements and Upgrades
TECHNICAL REQUIREMENTS

Contractor shall be responsible for meeting the Technical and Security Requircme‘ms

identified in RFP-2023-DEHS-04-ONBAS OnBase Enterprise Content Management

Solution, Atiachment 1, Busmess and Technical Requirements IT ‘Requirements

: allachment

DELIVERABLE, ACTIVITY, OR MILESTONE N/A

CONTRACT END-OF-LIFE Tmsmon SERVICES

EXR apphcable upon termination or explranon of the Contract the Pames agrcc to

cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to the Department and, if applicable, the. Vendor engaged
by the Department to assume the Services previously performed by the
Contractor for-this section the new vendor shall be known as “Recipient™).
~ Contract end of life services shall be provided at no additional cost. Ninéty (90)

days prior to the end-of-the contract or unless otherwise specified by the -

Department, the Contractor shall begin working with the Department and if
- applicable, the new Recipient to develop a Data Transition Plan (DTP) The
Department shall provide the DTP templae to the Contractor.

5.2. The Contractor shall use reasonable efforts.to assist the Recipient, in coninection .

with the transition from the performance of Services by the Contractor and its
Affiliates to the performance of such Services. This may include assistance with
the secure transfer of records (electronic and hard copy), transition of historical
data (electronic and hard copy), the transition of any such Service from the
hardware, software, network and telecommunications equipment and internet-

related information lechnology infrastructure (“Internal IT Systems™) of -

Contractor to the Internal IT Systems of the Recipient and cooperation with and
. assislance to any third-party consultants engaged by Récipient in connection
wnh the Transition Services.

5.3. If a system, database, hardware soﬂwarc and/or software licenses (Tools) was
‘purchased or created to manage, track, and/or store State Data in relatlonshlp to
this contract said Toois will be inventoried and returmed to .the Depanmenl
along with the i mvcmory documenl once transition of State Data is completc

54 The internal planning of the Transition Services by the Contractor and its -
' Affiliates shall be provided to the Department and if applicable the Recipient -

. 1+
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on & timely manner. Any such Transition Services shall be deemed to be
Semces for purposcs of this Contract.

‘6,5, Should the data Transition extend beyond the end of the Contract the Comractor
and its affiliates agree Contract Information Security Requlrcmcnts and if
applicable, the Dcpartment s’ Business Associates Agreemenl terms and
conditions remgin in effect until the Data Transition is accepted as complete by
the Dcpaﬂmcnt :

5.6. In the event where the contractor has commgled Departmcm Data and thc
destruction or Transition of said data is not feasible, the Department and
Contractor will joinlly evaluate regulatory and- profcsslona| standards for
relention requirements prior to destruction.

6. COMPLETION OF TRANSITION SERVICES

. 6.1. Each service or Transition phase shall be deemed completed (and the Transition
process finalized) at the end of 15 business days after the produet, rcsultmg from -
- the Service, is delivered to the Department and/or the Recipient in accordance
with the mutuelly agreed upon Transition plan, unless within said 15 business -
day term the Contractor notifies the Department of an issue requiring addutlonal
time lo complcte said product

6.2, Once.all parties agree the data has been migrated the Contraclor will have 30

-, days to destroy the data per the terms and conditions: of the. Department's
Information Secunty Requlrcmcms Exhibit, including certificate of” data
déstruction. -

7. . DISAGREEMENT OVER TRANSITION SERVICES RESULTS

[n the event the Department is not satisfied with the results of the Transition Service,

_the Department shall notify the Contractor, by email, stating the reason for the lack of
satisfaction within 15 business days of the final product or 4t any time. during the data
Transition process The Parties shall discuss the actions to be taken to resolve the
disagreement or issue. If an agreement is not reached, at any time the Department shall
be entitled to initiate actions in accordance with this contrect.

8. ~ STATE OWNED DEVICES, SYSTEMS AND NETWORK USAGE -~

8.1. If Contractor workforce or agent is authorized by the Department’s information
Security Office to use the State's network or a State or Department system
or a state issued device (¢.g. computer, tablet, cell phone) in the fulfilment
of this contract they shall:

o — 03
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EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES.

2. Sign and abide by applicable Department and NH Department of
Information Technology use agreements, policies, standards, proccdurcs
and/or guidelines; - -

b. Use the information that thcy have permission to access solely for
conducting official state business. A}l other use or access is strictly .
forbidden including, but not limjted, to personal of other private and non:
State use, and that at no time shall Contractor workforce or agents access
or attempt to access information without having the express authority of

. the Department 1o do s0;

c. -Nol access or attempt to;access information in a manner inconsistent with
the approved policies, procedures, and/or agrecmcm relanng to system
entry/eccess,

. d. Not copy, share, distribute, sub- llcensc modify, reverse engmecr rent, or

" sell software licensed, developed, or being evaluated by the state. At all
times the Contractor must use utmost care to protect and keep such
software strictly confidential in accordance with the license or any other -
agreement executed by the state. Only equipmerit or software owned;
licensed, or being evaluated by the state can be used by the contractor.
Non-standard software shall not be instatled on ‘any equipment unless .
authorized by the Department's Information Security Office; _

e. "Agree that email and other electronic communication messages created,
sent, and received on a state-issued email system are the property of the
State of New Hampshire and to be used for business purposés orily. Email
is defined as “interngl email systems™ or “state-funded email systams.”
The Contractor understands and agrees that use of email .shall follow
Department and State standard policies; and

8.2. . When utlllzmg the Department’s email system the Contractor shall:

a. Include in the signature lines information :dcnufymg the comractor as a
non-slate employee

b.- Contam the following embedded confidentiality notice:

CONFIDENTIALITY NOT[CE “This message may contain information
that is privileged and confidential and is intended only for the use of the
individual(s) to whom it is addressed. If you receive this message in error,
_please notify the sender immediately and delete this electronic message and
any attachments from your system. Thank you for your cooperation.”

- ¢ The intemeV/Intranet is 1o be used for access to and dlstnbuuon of -
information in direct support .of the business of the Stale’ of New
. Hampshire according to policy. At no time should the internet be used for
. personal use, ;

PP

i o0
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‘ EXHIBIT B - STATEMENT OF WORK .
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9. : ' DELIVERABLE REVIEW AND ACCEPTANCE

9.1, Non-Sofrware and ertten Delivernbles Review and Acceptnnce .
The Contractor shall provide a written Certification that a non-software, !
. written deliverable (such as the Test Plan) is final, complete, and ready for
Review. After receiving such Centification from the Contractor, the State will
Review the Deliverable to determine .whether it meets the requiréments
outlined in this Exhibit, The State will notify the. Contractor in writing of its
Acceptance or rejection of the Deliverable, or its partial or. conditional
. Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contrector’s written Certification; provided that if the State -
determines that the State needs more than five (5) days, then the State shall be
entitled to an extension of up to an additional ten (10) business days.. If the -
State rejects the Deliverable or any portion of the Deliverable, or if any
Acceptance by the State is conditioned upon completion of any related matter,
then the State shall notify the Contractor of the nature and class of the :
Deficiency, or the terms of the conditional Acceptance, and the Contractor !
shall correct the Deficiency or resolve the condition to Accéptince within' the
period identified in the Work Plan. [f no period for the Contractor’s ¢drrection
of the Deliverable or resotution of condition is identified, the Contractor shall
. correct the Deficiency in the .Deliverable or resolve the condition within five
* (5) business days or such longer period as the State (in its sole discretion) may
agree. Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify ‘the Contractor. of its -

Acceptance, Acceptance in part, conditional Acceptance, or rejection thereof,
with the option to extend the Review Period up to.five (5) additional business
. days, or mutually agreed upon timeframe. If the Contractor fails to correct
‘the Deﬁc:ency within the atlotied period, the State may; at its option, continue
re\ncwmg the Deliverable and require the Contractor to continue until the

Deficiency is corrected, or immediately terminate the Contract, d;clare the
. Contractor in default, and or pursue its remedies at law and in equity.

9.2.  Software Deliverables Review and Acceptance
System/Software Testing and Accepiance shail be performed as set forth in
the Test Plan and-moré pamcularly described in Acceptance and Testing
Services described herein.

9.3. Number of Deliverables

Unless the State otherwise spemﬁcal!y agrees in writing, in no event shall the
Contractor certify for testing and deliver to the State more than thrée (3)

Deliverables for review or testing at one time. As the -State accepts a
Deliverable, an additional Deliverable may be prcscmcd for review but.at no

“time can the Deliverables exceed three (3} at a time without the authorization
of the State.

: os
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EXHIBIT B - STATEMENT OF WORK

BUSINESS ITECHNICAL REQUIREMENTS AND DELIVERABLES ..

9.4,

Conditional and Unconditional Acceptance
By accepting a Deliverable, the State reserves the right to rc_)cc! any and al
Deliverables in the event the State detects any Deficiency in the System, in
whole or in pan, through completion of ell Acceptance Testing, including but
not lmited to, SoﬂwardSyslem Acceptance Testing, and any extensions
thereof. -

10. - . - CHANGE ORDER

s

10.1.

10.2.

% _Depanmcm of Information Technology, must review and approve sll Change .

10.3.

104,

* The State may make changes; revisions or request enhancements to thé Scope

of Work at any time by written Change Order. The State originated changes,

revisions or enhancements shall be approved by the Department of .
. Information Technology. Within five (5) business days of Contractor’s rcccnpt

of a:Change Order, Contractor shall advise the State, in detail, of any 1mpact
on cost (e.g., increase or decrease), the Schedule, and the Work Plan.’

Contractor may propose a change within the scope of the Contract by written
Change Order, identifying any impact on cost, the Schedule; and the Work

"Plan. The State shall acknowledge receipt of Contractor's requested Change

Order within five (5) business days. The State Agency, as well as the

Orders in writing. 'The State shall be deemed to have réjectéd the Change
Order if the Parties are unable 1o reach an agrccmcnl in wnung within 30 days
of receipt of the Change Order.

Change orders resulting in an increase of Pncc Limitation, an extension of
time for Contract completion or a significant change to the scope of the
Contract may require approval by the Governor and Council.

A Change Order which is accepted and executed by both Parties, and if
apphcable approved by Govemor and Council, shall amend the terms of this
Agreement. .

1. . IMPLEMENTATION SERVICES

11,1,

1.2,

113

Date:

[+
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The Contractor shall employ an mdusrry -standard Implementation strategy
with a timeline set forth in accordance with the Work Plan:

The Contractor shall manege Project execution and provide the tools needed
to create and manage the Project’s Work Plan and tasks, manage and s¢hedule
Project staff,. track and manage issues, manage changing requirernents,
maintain communication within the Project Team, and Report status.

_The Contractor and the State shall adopt 8 Change Management approsch to

identify and plan key stratégies, communication initiatives, and training plans.

2027



Do;::uSign Envelope ID: D_9239AFB-5ED‘|-4A57-A95F-8A6A603009C7

DocuSign Envelope ID: 1B0717EA-EDF 1-4D59-835A-E8F57B231€81

THE_DEPARTMENT OF INFORMATION TECHNOLOGY RFP-2023-DEHS-04-ONBAS DolIT #

STATE OF NEW HAMPSHIRE

2022-056 ONBASE ENTERPRISE CONTENT MANAGEMENT SOLUTION

EXHIBIT B - STATEMENT OF WORK

BUSINESS ITECHNICAL REQU[REMENTS AND DELIVERABLES

12.

PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and lerﬁplatés to record and

~ manage [ssues, Risks, Change Requests, Requirements, and other documents.used in

the management end tracking of the project. The State believes that éffective

communication and chomng are essential to Project success. The Contractor shall
employ effective communication and Reporting stralegms to ensure Project success. -
The Contractor Key Project Staff shall participate in meetings.as requested by the

" State, in accordance wnth the requirements and terms of this Contract.

12.t

v 1211

12.1.2.

Page 24'of 48
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The" Prcucct requires the coordmalc_d efforts of a Project Team consisting of both.
Contraclor and State personnel. Contractor shall provide all hecessary resources to
perform its obligations under the Contract. Contractor is responsible for providing alt
appropniate resources and personnel tomanage this Project toa successful complcnon '

The Contractor Key Project Staff

The Contractor s Contract Mannger

Contractor shall assign a Contract Manager who will be responsible for all Contracl
authorization and administration, including but not limited to processing Contract
documentation,’ obtaining executivé approvals, tracking costs and payments, and
rcpresentmg the parties in alt Contract administrative activities, Contractor’ s Contract

Manager is:

William Mayorga
Sr IIM Account Manager
- 973-296-1204
wmayorga@kmbs.konicaminolta.us

The Contractor’s Project Manager
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor’s obligations under this Agreement Contrector’s PI'O_]BCI Manager i 1S,

Primary - Sean Dargis
[IM Project Manager
774-641-9466
sdargis@kmbs.konicaminolia.us

Contractor’s selection of the Project Manager shall be subject to the prior written’
gpproval of the State. The State’s approval process may include, without limitation,

at the State’s discretion, review of the proposed Project Manager's resume,

qualifications, references, and background checks, and an interview. The Stite may
rcqmre removal or reassignment of Project Manager who, in the sole judgment of. the
State, is found unaccepiable or is not performing to the State’s sansfacuon

o2r—
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12.2.

Page 25 of 48

Date:

‘Project Manager must be qualified to perform the obligations required of the position
under the Contract, shali have full authority 10 make binding decisions under the .

Contract, and shal! function as Contractor’s representative for all administrative and
management matters. Project Manager must be available to promptly respond duning
normal Business Hours within three (3) hours of inquinés from the State, and be at
the site as needed. Project Manager must work diligenitly and use his/ her best cffons
on the Project. ‘

1213, Change of Project Mansger

Contractor may not replace the Project Manager or change its asmgnrncnt of- Projéct

‘Manager without providing the State written notice and obtaining the prior approval
* of the State of the replacement Project Manager. State approvals for replacement of -

Project Managei shall not be unréasonably withheld. " The' replacement: Projeci
Manager is subject to the same requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager within ten (10) business days ‘of the

departure of the prior Project Manager, and Contractor shall continue during the'ten

(10) business day pericd to provide competent pro;ect management Services through
a qualified interim Project Manager.

12.1.4. _Contractor's Additional Project Staff

The State considers the following 'individua]s to be Key Project Staff for this Project:

Jason Andress 1IM SLED Profcss:onal Services Director
Adam Michaud 1M Professional Services Manager

The State reserves the right to require removal or rea.ss'ignmem of Key Project Staff
who are_ found unacceptable to the State. Contractor shall not change Key, Pro_lcct
Staff commitments without providing the State written notice and- obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
will not be unreasonably withheld. The replacement Key Project Staff shall have
comparable or greater skills than l_(ey Project StafT being replaced.

The Sta'ie Key Project Staff

12.2.1.  The Stote Conrract Managcr
“The State shall assign a Contract Manager who shall funcuon as the State's representative
- with regard to Contract administration. The State Contract Manager is:

:-Laura Bartlett
603-2234828 :
Laura. A Bartlett@dhhs.nh.gov

ek B .
1 SE : . :
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EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHNICAL REQUIREMENTS AND DEL]VERABLES

12. 2 2. The State Project Mnnager !
Thc State shall assign a Project Manager. The Siate's Prcgcc( Manager is:

Kamak.shl Subbakaran603-223_-483l
Kamakshi. Suhbaka@dhhs nh gov

The State Project Manager's dutles shall include the I'ollowmg

" 8. _ Leading the Project;
b. Engaging and managing all Contractors working on the Project;
¢. Manoging significant issues and risks;
d.. Reviewing and accepting Contracl Deliverables; "
¢e. Invoice sign-offs,
f. Review and approval OfChange Ordcrs.
g. Managing stakeholders' concerns.
13.- WORK PLAN

The Contractor’s Project Manager and the State Project Manager shall finalize the Work Plan
within sixty (60) days of the Effective Date and further refine the tasks required to implement the
Project. Continued development and management of the Work Plan is a joint effort on the part of
the Contractor and Stale Project Managers.

The prehmmary Work Plan created by the Contractor and the State is set forth in this Section.-

WORK PLAN, STATUS MEETINGS AND REPORTS

The Contractor shall provide the following tasks in order to provide ongoing services as
ouflined in the Scope of Work. Tasks, status meetings and reports include but are not limited

to:

. Provndmg expertise in rcqulremenl analysis and documentanon the process

« Providing expertise in the configuration of the ‘OnBase platform using best pracnm

* Configuring'the OnBase (taxonomy, scan queue, keywords, etc. )to support the new
document types

* Creating new Autofill Keyword sets used to aid the users while indexing the documents

» Creating documentation for the new configuration for users nnd the OnBase Administrative
leam

Assumptions and Exclusions
The Contractor and the Dcpartmcm agree to the followmg Assumptions and Exclusnons
- & The data source is accessible using a standard data access method using Open
Datnbasc Connectivity (ODBC) and requires no API use or scripting.

. os
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-EXHIBIT B - STATEMENT OF WORK .
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

s Custom development is out of scope for this project; if the requiremerit becomes
necessary it will be handled using the Change Management process ‘

¢ Contractor will use remote support tools for the configuration and testing during this
project Contractor and the Department will work together to unit test the developed
solution in the respective environment

¢ Contractor and the Department will work together io define the development and

~ implementation schedule, tasks and resource planning

¢ All development will be performed on the test system and’ migrated to the

production system upon UAT Stgn off

ha! : celild K15 W
Analysis & Désign™. . " gots it b ]
Implementation ; . - pit e sk

-T'rh.inin'g and UAT -

Ga-l..l.w. and Support

- In conjunction with the Contractor's Pro;ccl Management methodology, which shall be used to
manage the Project’s life cycle, the Contractor’s team and the State shal! finalize the Work Plan at
the onset of the Project. This plan-shall identify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to implement the Project. It shall also address intra-
task dependencies, resource allocations (both State and The Contractor's team members), refine
the Project’s scope, and establish the Project's Schedule.

14, ACCEPTANCE & TESTING SERVICES

The Contractor shail administer a training session in which the designated testers are provided with
the necessary material and education to both create the testing plan and to then conduct successful

testing.

The Contractor shall simulate actual business process scenarios and validate that the solution
will perform correctly in a production environment nnd that the established acceplance criteria
have bccn mcl

The Contractor shall ensure the dataldocumenls used for testing make sense from thc user’s
perspective and use actual production data/documents.

' ‘D
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!

-f-

The Contractor shall ensure testing is completed within three weeks. The Coritractor shall then
provide the release build or upgrade to the production environment.

15.7

MAINTENANCE, OPERATIONS AND SUPPORT

The Contractor shall be mponsible for r'nceling the Maintenance, Operations and Support
associated with this project as indicated in Attachment |, Business and Technical
Requirements: : '

15.1.

15.2.

153.

Page 28 of 48
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System Maintenance ) )

The Contracior shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation lhat are generally offered to its
customers, at no addmonal cost.

System Support :

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and condmons contained
herein. :

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall bc responded (o accordmg to the
~following:

Class A Deficiencles ~ The Contractor shall have-available 1o the State on-call
telephone assistance, with issue tracking available-to the State, eight (8) hours per

" day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Contractor shall provide support on-site or with remote
diagnostic Services, within four {4) business hours of a request;

Class B & C Dcﬁcienc’les,- The State shall notify thé‘ Contractor of such

- Deficiencies during regular Business Hours and the Contractor shall respond back
within forty eight (48) hours of notification of planned corrective action.

Support Obligations _
The Contractor shall repair or replace Software, and provide maintenance of the Software
in acco'rdance with the Speciﬁcations and terms and requirements of the Contract.

The Contractor shall maintain a rccord of the activities related to Warranty repair or
.maintenance aclivities performed for the State; .

_ 0s
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Page 29 of 48

Date:

a. For all maintenance Services calls, the Contractor shall ensure the fol]owmg
information will be collecttd and maintained: :
i.  nature of the Defmency, )
ii.  current status of the Deficiency;
iit.  action plans, dates, and times;
iv,  expected and actual completion time;
v.  Deficiency resolution information;
vi. resolved by;
vii.  identifying number i.c. work order number; and
“viii,  issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Dcﬁc:enmes by collecting the following
information:

i.  mean time between Reported Deficiencies with the Software;
ii. diagnosis of the root cause of the problem; and.
ik |dcnnﬁcatmn of repeat calis or repea Software problems.

LIMITED WARRANTY. The Contractor warrants io the State that all Services shall be
performed in a timely, professtonnl and workmanlike marniner in accordance with generally
applicable industry standards and as described in this Agreement. [n the event of a Service
warranty claim the Department will make reasonable efforts to notify the Contractor of any
issues related to service deliver wnhm ninety {90) days. - .

Ifthe Contractor fails to correcta Deﬁciency within the allotted period of time stated above,

the Contractor shall be deemed to-have committed an Event of Default, and the State shall
have the right, at its option, to pursuc the remedies as defined in the P-37 Géneral
Provisions, Provision 8, as well as to return the Contractor’s product and receive a refund
for all amounts paid to the Contractor, including but not limited to, applicable License fees,

* - within ninety (90) days of notification to the Contractor of the State’s refund request.

Contract Warranties and Representations
15.4.1. System
. The Contractor warrants that any Syslems provided under this Agreement will operate
and conform to the Specifications, terns, and requirements of this Agreement.

. 15.4.2. Software

The Contractor warrants that any Soﬁware provndcd as part of this Agreement,
including but not limited to-the:individual modules or functions furmished under the
Contract, is properly funcnonmg within the System,.compliant with the requlremcnts ‘
of the Contract, and will operate in accordance with the Spccnf cations and tcrms of the
Contract.

For any breach of the above Software warranty, in addition to all its other remedies at
. law and in equity, at the State's option the Contractor shall: :

[+ ]
l S€E
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a. provide the correction of program ertors that cause breach of the warvanty, or i
"if Contractor cannot substannally correct such breach in a commcrclally Lo
reasonable manner, the State may end its program license if any and recover |
the fees paid to Contractor for the program license and any unused prepaid
technical support fees the State has paid for the program I:censc. or

b. the re-performance of the deficient Services, or

~e. if Contractor cannot substantially correct » breach in a commercially

- . reasonable manner,-the State may end the relevant Services and recover the

-fees paid to Contractor for the deficient Servaces

11543, Compntibillly -
Contractor warrants that all System. componenls including but not limited to the
components provided, any replacement or .upgraded System Software: componcnts'
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate
with the rest of the System without loss of any functionality.

15.4.4. Servlces
" Contractor warrants that all Services to be prowded under this Agrecrncnt will be
provided expediently, in'a professional manner, in accordance with industry standsrds

-and that Services will comply with performance slandards, Specifications, and terms
of the Contract. . : '

16. . " DATA PROTECTION

The.Contractor shall comply with the DHHS Exhibit K, Informatioh Security R.cquirements.
17 SOFTWARE AGREEMENT

The Contractor shall provide the State with access o the Software Licenses and Doc:umcntataon set
forth in the Contracl and particularly described Exhlbu D: Soﬁware Agrecrnent .

-18. ADMINISTRATIVESERVICES p

" The Contract shall pmvnde the State with the Administrative Services set forth i in lh: Contract and
particularly described in Exhlbll E: Adm:mstrauvc Services

19. TRAINING

The Contractor shall provide the following “Tram the Tralner“ cducauon model. Training Services
mcludc but are not limited to; :

. Knowledge Retention

. o3
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Leaming by Teaching
Creating Leaders
- Cost Reduction
_Training Follow Up
Social Reinforcement
Skitl Retention S

20. TERMS AND DEFINITIONS

Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and
" Definitions.

2. ' CONTRACTOR’S CERTIFICATES

Required Contractor Centificates are attached in Exhibit G.

Remainder of this page intentionally left blank
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b

EXHIBIT C - PRICE AND PAYMENT SCHEDULE
Thie terms outlined in the .Paymenl Schedule is set forth hefow:
1. CONTRACT PRICE | | ;1

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed the amount indicated.in P-37 General Provisions - Block 1.8: Price Limitaiion.
The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to the Contractor for all*fees and expenses, of whatever nature,
incurred by the Contractor in the performance hereof.

1. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in
the performance of the Services performed under this Contract. The Contractor must
assume all travel and related expenses incurred by Contractor in performance of its
obligations. All labor rates in this Agreement will be considered “Fully Loaded”,
Jincluding, but not limited to:. meals, hotel/housing, airfare, car rentals, car mileage,
and any additional out of pocket expenses,

3. o  SHIPPING FEES

The State wiil not pay for any shlppmg or delivery fees unle.ss spccnﬁcally |tem|zed in
this Agreement

4. INVOICING o L

- The Contrector shall submit correct invoices to the State for all amounts to be paid by
the State. All invoices submitted shall be subject to the State’s prior written approval
which shall not be unreasonably withheld.. The Contractor shall only submit invoices
for Services or Deliverables as permitted by the Contract. Invoices must be in.a format
as_determined by thé State and conlain detailed information, including without
timitation: itemization of each Deliverable and identification of the Deliverable for-
which payment is sought, and the Acceptance date triggering such payment; date of
delivery and/or instaliation; monthly maintenance charges; any other Project costs or
retention amounts if applicable.

Upon Acceptance of a Dclivcmblc., end a prober!y documented and undisputed

invoice, the State will pay the correct and undisputed invoice within thirty (30) days
of invoice receipt. Invoices will not be backdated and shall ‘be promptly dispatched.

. pFarey
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

5. INVOICE ADDRESS
Invoices may be sent to: bcss-invoicc_s@dhhs.ﬁh.gov
The Départménl of Health and Humen Services
- Kamakshi Subbakaran
- 129 Pleasant St.
Concord, NH 03301

6. PAYMENT ADDRESS

_Payments shall be made via ACH. Use the _fol]owing.link to enroll with the State -
Treasury for. ACH payments: https://www.nh.gov/treasury/state-vendors/index.him |
7. ' OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than ﬁﬁecn (15) business days, retumn to
 the State the full amount of any overpayment.or erroneous payment upon discovery
or notice from the State.

8. - _CREDITS

The State may apply credits due to the State arising out of this Contract against the
Contractor's |nv0|ces with appropriate information attached.

9. PAYMENT SCHEDULE
9.1, Contract Type
9.1.1. Activities / Deliverables/ Milestones Pricing

This.is a Not to Exceed Contract. The total Contract value is indicated in P-37 .
General Provisions - Block 1.8: Price Limitation for the period between the Effective
Date through date indicated in P-37 General Provisions - Block 1.7: Complenon
Date.. The Contractor shall be respouslble for performing. its obligaﬂons in
_sccordance with the Contract. This Contract will allow the Contractor to invoice

. the State for the following activities, Deliverables, or milestones appcanng in the

; ‘pnce and payment tables below: : ,

. of
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9.1.2. Hardware P'ri'clng N/A

9.1.3. Software License Pricing N/A

. 9.1.4. Software Operations, Maintenance and Support Pricing

Table’E-1.4.° : _ ; .
SOFTWARE - OPERATIONS, MAINTENANCE, AND  SUPPORT PRICING
WORKSHEET _
SOFTWARE : .
NAME - -YEAR1 YEAR 2 ‘YEAR 3 YEAR 4 Y_EAR,S
- 1$111,631.55 |$117,213.13 { $123,078.78 |$129,227.46 ($135,688.83 _
Total [6111,631.55[6117,213:136123,078.785129,227.46 5135,688.83
9.1.5. Hosting Pricing N/A
9.1.6. Other Cost Pricing N/A
9.1.7. Implementation Pricing Summary
IMPLEMENTATION COST SUMMARY. PRICING WORKSHEET
COST TABLE# | COST TYPE TOTAL COST
Activities/Deliverablés/Milestones Pricing (Total -
1 from AcﬁvitnyellvernblcslMllestone: Pricing 50
] Worksheet)
3 ' Hordware Pricing (Total from Hardware Pru:ing 50
Worksheet) :
5 Software License Pricing (Total from Software E
License Pricing Worksheet) - §$111,631.55
Software Operations, Maintenance, and Support 2
4 Pricing (Totat from Software Operations, -$0
Maintenance, and Support Pricing Worksheet)
Hosting Pricing (Total from Hosting Detail Pricing 50
5 Worksheet)
_ .6 Other Pricing (Total from Other Cost Pricing $0
Worksheet)
)
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Grand Total ' $111,631.55 [I

9.1.8. Con_trnctor Staff, Resource Hours and Rates Worksheet N/A
9.1.9. Future Contractor Rates Worksheet N/A
The State may request additionel Services from the Contractor The State and .

Contractor agree to the following rales in the event the contract is extended as described
in P-37-General Provisions, Section 3 Effective Date/Completion of Services:

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT -
The terms outlined in the Software Agreement are set forth below:
. . LICENSE GRANT

1.1 . COTS -- Annual License — Subject to the upfront payment of initial and annusl
renewal llcense fees:

.The Conlractor hereby grants to the State a worldwide, perpetual, irrevocable, non-
éxclusive, non-transferable, limited License to use the Software and its associated .
* Documentation; subject to the terms of the Contract. The State may allow its agents and-
" "Contractors to access and use the Software, and in such event, the State shall first obtain .
written agreement from such agents and Contractors that each s'h'all abide by the terms and
conditions set forth herein.

2. SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in
the Software provided under this Agreement, and its associated documentation, shall
remain with the Contractor. -

3 'SOFTWARE AND DOCUMENTATION COPIES

"The State shall be entitled to copies of any work product upon request to Contractor.
Al the conclusion of this Agreement, Contractor agrees to provide all copies of the
Software for all versions, including related documentation, to the State. Contractor
shall not retain any work product associated with this Agrcement unless authorized by
the State in writing.

) _Contractor shall provide the State with a sufficient number of hard copy versions of
-the Software's associated Documentation and one (1) electronic version in Microsoft
Word and PDF format. The State shall have the night to copy. the Software end its,

. assoéiated Documentation within its possesslon for its internal business needs. To the
extent that the State does not have possession of the Software, Contractor shall provide
a reasonable number of copies of the Software and associated Documentation upon
request. The State agrees to include copyright and propnctary notices provided to the
‘State by the Contractor on such coples

4. RESTRICTIONS

Except as otherwise permitted under the Cont_racl, the State agrees not to:

03
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8. Remove or modify any pmgram markings or any . notlce of lhe Contractor H]

proprietary rights; -

*b. Make the programs or materials available in any manner (o any thtrd party for use

in the third party’s business opcrailons except as permitted herein; or
c. Cause or permit reverse engineering, disassembly or rccompllauon of {hc
programs.

. VIRUSES

The Contractor shall provide Software that is free of viruses, destructive
'programmlng, and mechanisms designed to disrupt the performance of the Software ‘

in-accordance with the Specifications. As a part of its internal development process,

Contractor will use reasonable efforts to test the Software for Viruses, Contractor ‘_

shall also maintain a master copy of the appropriate versions of the Software, free of
Viruses. If the State believes a Virus may be present in the Software, then' upori its
request, Contractor shall provide a master copy for cornpanson with and correction of

,‘thc State’s copy of thé Software.’

- AUD[T

'Upon forty-fi ve‘(45) days written notice, the Contractor may audit the Staté's use of

thé programs at the Contractor's sole expense. The State agrees to cooperate with the

- Contractor' s audit and provide reasonable assistance and access to information. The

State agrees that the Contractor shall not be responsible fot any of the State’s
reasonable \costs incurred in cooperating with the audit. Notwithstanding the
foregoing, the Contractor’s audit ri ghts are subject to applicable State and federal laws
and regulations.

SOFTWARE N ON-INFRINGEMENT '

Contractor warrants that it has good title to, ‘or the right to allow the State to use all
_ Services, equipment, and Software, including any al) component parts theréof such as
third party Software or programs that may be embedded in the Software (“Contracted

Resources™) provided under this Contract, and that such Services, equipment, and
Software do not violaie or infringe any patent, trademark, copyright, trade name or
other intellectual property n'ghts or misappropriate a trade secret of any third-party.

The Warranty of non-mfnngcmcnt shall be an on-going and pcrpctual obhganon that

. shall survive termination of the Contract. In the event that someone makes e claim
against the State that any Contracted Resources infringe their intellectual property - ‘
rights, the Contractor shall defend and. mdemmfy the Stale agamsl the clalm prov:ded g 5

that the State:

I \ pa
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Promptly notifies the Contractor in writing, not later than 30 days after the Slate

‘receives actual written notice of such claim; ’

b. Gives the Contractor control of the defense and any settlement negotiations; and

Page 38 of 48
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Gives the Contractor the information, authority, and asslstance reasonably needed to
defend against or settle the claim.

Nolwnthstand:ng the foregoing, the State's counsel may participate in any ciaim to the
extent the State seeks to assert any immunities or defenses applicable to the State.

If the Contractor believes or it is d:tcrmincd that any of the Contracted Resources may
have violated someone else’s intellectual property rights, the Contractor may choose
to either modify the Contracted Resources to be non-infringing or obtain a License to
allow for continued use, or if these alternatives are not commercially reasohable, the
Contractor may end the License, and require retum of the applicable Coritracted
Resources and refund all fees the State has paid the Contractor under the Contract.

The Contractor will not indemnify the Stste if the State alters the Contracted -

Resources without the Contractor’'s conseni or uses it outside the scope of use
identified in the Contracior’s User Documentation or if the State uses a version of the

~Contracted Resources which has been superseded, if the infringement claim could

have been avoided by using an unaltered current version of the Contracted Resources
which was provided to the State at no additional cost. The Contractor will not
indemnify the State to the extent that an infringement .cleim is based upon eny
information design, Specification, instruction, Software, Data, or material not
furnished by the Contractor. The Contractor will not indemnify the State to the extent
that an infringemnent claim is based upon the combination of any Contracted Resources

*" with any products or Services not prowded by the Contractor without the Contractor’s

consent.
CONTROL OF ALL COMPONENT ELEMENTS.

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses
or permissions to use any third-party Software, equipment, or Services that are
component parts of any Deliverable provided under this' Agreement for the entire
Term of the Contract. Nothing within this provision shall be constried to require
Contractor to maintain Licenses and permissions for Software acquired by the State
(directly or through third-parties which may be integrated with the Contractor’s
Dclwcrables

CUSTOM SOURCE CODE

Should any custom source code be developed, Contractor shall provide the State with
a copy of the source code, which shall be subject to the License rights. The State shall
receive a worldwide, perpetusl, irrevocable, non-exclusive paid ~up right and license
to use, copy, modify and prepare derivative works of any custom developed software.

+- §
! fag - l SE
Contractor Initials:
6/1

6/2027 -



DocuBign Envelope 10: DI239AF8-5ED1-4AG7-AD5F-BAGAB0B0O0SCT

DomSign_Envelope iD: 1B0T17EA-EDF14036-835A-E8F STB21ER

RFP-2023- DEHS-04 ONBAS DolT # 2022-056 ONBASE ENTERPRISE CONTENT

STATE OF NEW HAMPSHIRE
. THE DEPARTMENT OF INFORMATION TECHNOLOGY

MANAGEMENT SOLUTION
EXHIBIT D - SOFTWARE AGREEMENT

10.

SO FTWARE ESCROW

Contractor agrees to prowde to the State the currently emsnng source code and. any .

other tools and requirements necessary to create executable or interpretive programs.

. This information may be provided to the State either directly, with ‘any such

protections as required by the Contractor or through a mutually agreed upon Escrow

‘Agreement. Contractor shall be responsible for all costs associated with the Escrow

Agreement and the State shall not assume eny I:abﬂny to the Company or Escrow
Agent as a result of the Agreement.

Contractor agrees that the State‘shall be entitled to utilize the source code in its

* possession and/or demand a release of the source code from the Escrow Agent upon -

the occurrencc of any of the followmg evems {"Release Events"):

a. 'I‘he Contractor hias made an assignment for the benefit of creditors; .
b. The Contractor -institutes or becomes subject to a liquidation or hankruplcy
: proceedmg of any kind;

¢.  Areceiver or similar officer has bccn appointad 10 take chargc of all or pan of the

Contractor’s assets;

d. The Contractor terminales its maintenance; operatlons and support services for

the State for the Software or has ceased supporting and maintaining the Software
for the State whether due fo its ceasing 10 conduct business generally or otherwise,

except in cases where the termination or cessation is a result of the non-payment

" or other fault of the State;
e. The Contractor defaults under the Contract; or

f. The Contractor ceases its on-going business operanons or that portion of its’

business operations relating to the licensing and maintenance of the Software.

Upon the occurrence of a Release Event, the Contractor hereby granis the State the
right to use, copy, modify, display, dlsmbulc and prepare derivative works of the
source code, and to authorize others to do the same on behalf of the State (Contractors,
agents, etc.}, solely for the purpose of completing the performance of the Contractor's

obligations under the Contract, including, but not limited to, providing maintenance

and support for the Soﬂwarc and subject to the rights granted in thls Contract,

Remainder of this page intentionally left blank
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EXHIBIT E = ADMINISTRATIVE SERVICES
1. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a digpute (other than an
action seeking injunctive. relief” with respect to intellectual property nghts or
Confidential informaticn), the Party believing itself aggneved (the “Invoking Party')
shall call for progressive management involvement.in the dispute negotiation by
written notice to the other Party. Such notice shall be without prejudice to the .
Invokmg Party’s right to any other remedy permitted under the Contract.

) The Parties shall use rcasonable eiforts to arrange pcrsonal mcctmgs and/or’ tclcphonc
“conferénces as needed, at mutually convenient times and places, between negotiators
for the Parties at the fo|lowmg successive management levels, each of which shall
‘have a period of allotted time as specified below in which to attempl to rcsolve the

‘dlspute
Table E-1.
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
» CONTRACTOR ST ATE _ CUMULATIVE
LEVEL PO_I_NT . OF ALLOTTED
CONTACT POINT OF CONTACT - TIME.
r .| Sean Dargis, Project . Five (5) Business
ana_ry | Manager OnBase Project Manager Days .
Fi | Will Mayorga, Sr.. OnBase Contract . | Five (5) Business
irst i
Account Manager -| Manager Days-
Second Click or tap here to. BCSS IT Manager Ten (10) Busmess
b enter text. Days
Third - =Slick oy tapl hezel o DolIT Commissioner : Fifteen . (15)
enter text. . : j .- | Business Days .
The allotted time for the first level negotiations shall begin on-the date the Invoking
Party’s-notice is received by the other Party. Subsequent allofted time Is days from the
.date that the original Invoking Party'lé'nolicc is received by the other Party.
2 ACCESS AND COOPERATION

Subject'to the terms of this Agreement and applicable laws, regulations, and policies,
the State will provide the Contracior with access to all program files, libraries,
personal computer-based Systems, Software packages, Network Systems, secunity .
Systems, and hardware as required to complete the contracted Services. ' :

-1}
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3. , RECORD RETENTION

Contractor and ils Subcontractors shall maintain all Project rccords including but not
limited to books, records, documents, and other evidence of accounting procedures
and practices, which properly end sufficiently reflect all direct and indirect costs
invoiced. in the performance of their respective obligations under the Contract.
Contractor and its Subcontractors shall retain all such records for three (3) years:
following termination of the Contract, including any extensions. Records relating to
any litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

-Upon prior notice and subject to reasonable time frames, all such records' shall be
subject lo inspection, examination, sudit and copying by personnel so authorizéd by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access to these items shall be provided within Merrimack County of the
State of New Hampshire, unless otherwise agreed by the State. Delivery ofand access -
to'such records shall be at no cost to the State during the three (3) year petiod following”
termination of the Contract and one (1) year Term following litigation relating to the
Coniract, including all appeals or the expiration of the appeal period. Contractor shall
include the record relennon and Rewew requirements of this section in any of its
subcontracts.

4. ACCOUNTING
Contractor shall maintain an accounting System in accordance with Generally

Accepted Accounting Principles (GAAP). The costs applicable to the Contract shall
be ascerlamable from the accounting System.

5. AUDIT
The Contractor shall allow the State to audit conformance to the contract terms. The
State may perforrn this audit or contract with a third party at its discretion and at the
State's expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1 Access to State Systems
6.2  State Website Copyright -

Al right, title and interést in the State WWW site, including: co;ayright to all Data and

information, shall remain with the State. The State shall also retain all right, title and
 interest in sny user interfaces and computer instructions embedded within the WWW

[+13
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bages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright,

6.3 Work'place Hours

Unless otherwise agreed to by the State, the Contractor’s personnel shali work forty (40) -
hour weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New

* Hampshire holidays. Changes to this Schedule may be made upon agreement with the
State Project Manager.

Rer.na:'ndc:_' of this page intentionally left blank

A os
Page 42 of 48 ‘ CE
Centractor nét/ia]y

Date: 2027



DocuSign Envelope ID: D9239AF8-5E01 -4A67-'A95_F-8A6A60800907

DocuSign Envelope ID: 180717EA-EDF 1-4D59-BI5A-E8FS7B231EB1

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF INFORMATION TECHNOLOGY
RFP-2022-056 - ONBASE ENTERPRISE CONTENT MANAGEMENT SOLUTION
' EXHIBIT F - TERMS AND DEFINITIONS

EXHIBIT F - TERMS AND DEFINITIONS -

The following general contracting terms and definitions apply except as spomﬁcally noted elsewhere in this

Contract.
TERM ' DEFINITION
Notice from-the State that a Deliverable has satisfied
- Acceptance Test-or Review.
.Acceptance
A Contract duly executed and legally binding.
Agreement

" The .definition for this term is locatcd in lhe DHHS

SecT g eyt [nformation Security Requirements Exhibit K.

Confidential - Information or The definition for this term is located in the DHHS
Conlidential Deta . Information Security Requirements Exhibit K.

[+2 }
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Contract

An Agreement between the State ‘of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contractor Confidentisl Information

Information the Contractor has clearly identified in writing 10 the

State it clzims to be confidential or propriétary.

Data Breach

The definition for this term is located in the DHHS Information
Security Requirements Exhibit K.

Deficiency (-ies)/Defects

A failure, shortcoming or emor in a Deliverable resultisig in

.a Deliverable, the Software, or the System, not conformmg

to its Specuﬁcanons

. A Deliverable is any Written, Software, or Non-Software

Deliverable (letter, réport, manual book, code, or other),
provided by the Contractor to the State or under the terms

Deliereble of a Contract requirement.
All information that describes the installation, operation,
. ‘and use of the Software, either in printed or electronic
Documentation format. - !
-Updales,-additions, modifications to, and new releases for
| the Software "or’ System, and all changes to the
‘| Documentation as a result of i :rnprovemcnt in quality, value
Enhancements

or extent.

Hosted Services

Appllcahons, IT infrastructure components or functions

“thet organizations access from external service prov:ders

typicaliy through an internet connection.

"The combination of hardware, software and: networking

components used by the Application Service Provider to

Hosted System deliver the Hosted Services. -
. [+2}
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Identification and Authentication

Supports obtaining information about - thosé parties

attemnpting to 1og on o a system or application for security

purposes and the validation of those users.

Implementation

‘The process for making the System fully Operational for

procesging the Data.

Non-Public Information

Information, other than Personal Information, that is not
subject to distdbution to the public as public information. It
is deemed to be sensitive and confidential by the State
because il contains information that is exempt by ‘statute,
ordinance or administrative rule from access by the general
public as public information.

C')pcra.tional-

Operational means that the System is ready for use and fully
functional, ail Data has been loaded; the System is available
for use by the State in its daily operations, and the State has .
issued acceplance

Personal Information

“The defisiition for this term is located in the Information

Security Requirements Exhibit.

Proposal

The submission from a Vendor in response to the chuesl
for a Proposal.

Security Incident

The definition for (his term is located in the DHHS Information
Security Requirements Exhibit K.

Software

All Custom, SAAS and COTS computer programs and

applications provided by the Contractor under the Contract.

All Custom, SAAS and COTS Software and Enhancements.

Sohware Deliverables
Page 45 of 48
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Software License

Licenses provided to the State under this Contract.

Software-as-a-Service {SeaS)

The capability provided to the State to use the Contractor’s
applications running on’ a cloud infrastructure. The
applications are accessible from various client devices
through'a thin-client interface such as a Web browser (e.g,,
Web-based email) or a program interface. The State does

_not manage or control the underlying cioud infrastructure

including network, servers, Operating Systems, storage or
even individuel application capabilities, with the possible
exception of limited user-spccnﬁc application conﬁguratnon

settings.

Specifications

-State  technical

Written details that set forth the requirements which
include, without limitation, the .RFP, the Proposal, the
Contract, any performance standdrds, Documentation,’
applicable State and federal policies, laws and regulations,
standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though.

.completely set forth herein,

All Data created or in any way originating with the State,

and all Data that'is the output of computer processing of or’
other electronic manipulation of any Data that was created
by or in any way originated with the State, whéther such

‘Data .or output is ‘stored on the State's hardware, the

State Data Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor. '
The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
State Fiscal Year (SFY) epphcab_lc calendar year.
A person, partnership, or company not in the employment
Subcontractor of, or owned by, the Contractor which is performing
o8
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Services under thls Contract under a separate Contract with
or on behslf of the Contractor.

-System

All Software, specified hardware, interfaces and extensions,
integrated and functioning together in accordance wuh the
Specifications.

Term

Period of the Contract from the Effecnve Date through the
Completion Date identified in the P-37 General Prowslons
or termination.

Verification

Supports the confirmation of authority to enter a8 computer
system application or network.

Warrgnty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Contractor is
responsible for providing a guarantee for products’ and
Services delivered as defined.in the Contragt.

Rcma!;jder of this page :'nrénn'onally left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
1.+ ATTACHMENTS

& Attachment i - Business and Technical Requirements
b. - Attachment 2 - DHHS Agency Exhibits

2  CONTRACTOR CERTIFICATES
a. ' Contractor's Certificate of Good Standing

b. Contractor's Certificate of Vote/Authority
c. Contractor’s Certificate of Insurance

Remainder of this page intentionally left blank
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.CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

" . The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 {Pub. L. 100-590, Titla V, Subltitle D; 41
U.S.C; 701 el seq.), and further agrees to have the Contractor's representative, as identified in Sections

1.11 and 1.12 of the General Provisions axacute the following - Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES . CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTCRS
US-DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free

Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.5.C. 701 et seq.). The Janvary 31,

1989 regulations were amended and published as Part |l of the May 25, 1890 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub--
-contractors), prior to award, that they will maintain a drug-free-workplace. Section 3017.630(c) of the

regulation provides that a grantee {and by inference, sub-grantees and sub-contractors) that is a State -

may elecl to make one certification to the Department in each federal fiscal year'in lieu of cenificates for

each grant during the federal fiscal year coverad by the cerification. The certificate set out below s a

material representation of fact upon which reliance is placed when the agency awards the grant, False |
certification or violation-of the certification shall be grounds for suspension of payments, suspension or :
lerminallon of granls or government wide suspensaon or debarment. Contractors using this form should ;
send it to: "

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301~ 6505

1. The grantee certifies that it will or will comlnue to provide a drug-free workplace by:
1.1. Publishing a statement notlfying employees that the unlawful manufaciure, distribution,
: dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions thet will be taken against employees for violation of such
. prohibition; .
1.2. Establishing an ongoing drug-free awareness program to inform employees about v
1.2.1. The dangers of drug abuse in the workplace,;
1.2.2. The grantee's policy of maintaining a drug-free workplace,
1.2.3. Any available drug counseling, rehabliitation, and employee assistance programs; and
1.2. 4 The penalues that may be imposed upon employees for drug abuse violations
oceurring in the workplace,;
1.3 Maklng it a requirement that each employee to be engaged in the performance of lhe grant be
given a copy of the statement required by paragraph (a);
1.4. Nofifying the employee in the statement required By paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the tarms of the staternent; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such
conviction;
1.5. Notifying the agency in writing, within ten calendar days after receiv:ng notlce ‘under
‘ subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such cohviction.
Employers of convicted employees must provide nolice, including position litle, to every grant
officer on whose grant actlvity the convicted employee was warking, uniess the Federal agency

S€
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has designated a central point for the receipt of such notices. Notlce shall in¢lude the

identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under

- subparagraph 1.4.2, with respect to any employee who is so convicted

1.6.1. Taking appropriate personnel action against such an employee, up lo and inciud:ng
termination, consistent with the requirements of the Rehabilitation Act of 1973, as

amended; or

1.6.2. Requiring such emplo'yee to participate satisfactorily in a2 drug abuse assistance or |
rehabilitation program approved for such purposes by a Federal, State, or local health b

law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain 8 drug-free workplace through

implementation of paragraphs 1.9,1.2,13,1.4, 1.5, and 1.8.

2. The grantee may insert in the space provlded below the site(s) for the performance of work done in

connection with the specific grant.

Place of Performance (street address, city, county, slate, zip tode) (list each location)

Cheek O if there are workplaces on file that are not identified here.

Vendor Name: Konica Minolta

6/16/2022
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. CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to Have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the Generai Provisions execute the fol!owmg Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS |
US DEPARTMENT:OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered): .
*Temparary Assistance to Needy Famllies under Title iV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Tille XX
*Medicaid Program under Title XIX

*Community Sefvices Block-Grant under Titie VI

*Child Care Development Block Grant under Title IV

The undersigned cerlifies, to the best of his or hei'.knowiedge and belief, that:

1, No Federal 'apbropnated‘funds have been paid or will be paid by or on behalf of the undersigned, to
any person for Influencing or attempting to influence an officer or employee of any agency, a Member
. of Congress, an officer or employée of Congress, or an employee of a Member of Congress n
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
__modification of any Federal contract, grant, loan, or cooperative agreement {and by speclfic mention
i sub-grantee or sub—contractor) g

2. If any funds other than Faderal appropristed funds have been paid or will be pald to any person for
influencing or attempting to influence an officer or employee of any agency, 8 Member of Congress,
an officer or employee of Congress, of an employee of a Mefmber of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub--
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form lo
Report Labbying, in accordance with its instructions, attached nd'identiﬁed as Standard Exhibit E-1.)

3. The undermgned shall require that the Ianguage of this certification be included in the award
document for sub-awards at all tiers (Including subcontracts, sub-grants, and contracts under grants,
Ibans, and coopérative agreements) and that all sub-recipients shall cérlity and disclose accordingly.

This ¢ertification is a material representation of fact upon which reliance was placed when this’ transaction
was made or entered into. Submission of this certification Is a preraquisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shail be subject to a civil penalty of not less than $10,000 and nol more than $100,000 for
each such failure. .

Vendor Name: konica Minolta

6/16/2022
De_lte }
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CERTIFICATION REGARDING DEBARMEUL SUSPENSION

D OTHER ONSIB TTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the prowszons of
Executive Office of the President, Execulive Order 12549 and 45 CFR Part 76 regarding Debarmenl
Suspension, and Other Responsibility Matters, and further agrees to have the Contraclor's

. representative, as identified in Sections 1.11 and 1,12 of the General Provisions execute the followlng
Centification:

INSTRUCTIONS FOR CERTIFICATION

1.

- The prospective primary partrmpanl agrees by submiuing this proposal (contract) that, should the

By signing and submitting this proposal (contract), the prospective primary participant Is providing the .
certification set out below, :

' The inability of a person to provide the canlﬂcat}on required below will not necessarily result in denial

of participation in‘this covered transaction. If necessary, the prospective participant: shall-submit an
explanation of why it cannot provide the. centification. The certification or explanation wiil be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, fallure of the prospective primary
panticipant to fumnish a certification or an explanation shall disqualify such person from participation in
this transaction.

The certification in this clause is a materia) representatron of fact upon whrch refiance was placed
when DHHS. determined to enter into this transaction. If it is later determined that the praspective
primary participant knowingly rendered an erronecus certification, in addition to cther remedies

; avallable to the Federal Government, DHHS may terminate this transaction for cause or default,

The prospectwe primary particlpant shall provide tmmediate written notice to the OHHS. agency io
whom this proposal (contract) is submitted if at any time the prospective primary padticipant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

The terms covered transaction," *debarred,” *suspended,” “ineligible,” “lower tier covered
transaction,” 'pamclpant * *person,” “primary covered transaction,” "principal,” *proposal,” and
"voluntarily excluded,” as used In this clavse, have the meanings set out.in the Definltions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transactionwith a person who is debarred, suspended, declared ineligible, or voluntarily’ excluded
from participation In this covered transactmn unless aulhorized by DHHS.

The prospective prlmary particlpant further agrees by submlmng this proposal that it will inc!ude the
clause titted “Certlfication Regardlng Deb&rment, Suspension, |neligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by OHHS, without modification, .in all lower tier covered
transachons and in all solicitations for lowar tier covered transactions.

A padticipant in a Covered transaction may rely upon a cetification of a prcspectlva participant in a
lower tier covered transaction that it is not debamed, suspended, ineligible, or involuntarily excluded '

“from the covered transaction, unless it knows thal the certification Is erroneous. A participant may s

decide the mathod and freéquency by which it determines the eligibility of its principats. Each
participanl may, but is not required to, check the Nonprocurement List (of excluded parties).

Nothlng contained in the foregoing shall be construed to require establ:shmem of a system of records
in order to render in good faith the certification required by this clause. The knowledge and[ i

Exh[bu F - Centification Ragarding Debarment, Susponslon . Contractor Initisia
And Other Rasponsibility Matters 6/16/2022
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information of a participant is not requirad to exceed that which is normally possessed by a prudsnt
person in the ordinary course of business dealings.

“10. Except for lranssctioris authorized under paragraph B of these lnstrucllons ifa partlclpsnt ina
covered transaction knowingly enters into a lower lier covered transaction with 8 person whois
‘suspénded, debarrad, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS ’
11, The prospective primary particlpant certifies to the best of its knowledge and belief, lhal it end its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineliglbls or
voluntsrily excluded from covered transactions by any Fadera! department or agency; .
11,2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, sttempting to obtain, or performing a public {Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlemaent, thef, forgery, bribery, falsification or destruction of
- records, making false statements, or recelving siolen property;
11.3. oare not presently indicted for otherwise criminally or civilly charged by a governmental entity
: {Federal, Siate or local) with commission of any of the offanses enumerated in paragraph {H{b) !
. of this ceftification; and ' v
11.4. have not within 8 three-year period preceding this epplication/proposal had one or more public
transschons (Federal State or local) ten-ninatsd for cause or default. :

12. Where the prospective primary paniclpant is unable ta certify to any of the statements in this
! certification, such prospechve participant shall ettach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal {contracl), the proapective lower tier participant, as
defined in 45 CFR Part 76, certifles to the best of its knowledge and belief that It and its principals:
13.1. are not presently debafred, suspénded, proposed for debarment, declarad ineligible, or
! voluntarily excluded from participation in this transaction by any federal department or agency i
13.2. where the prospective lower tier participant is unable to certify to any of the above, such . '
prospective participant shall attach an explanation to this proposal (contract)..

14, The prospective lower tier participant further. sgrees by submitting this broposal {contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, |neligibility, 8nd

Voluntary Exclusion - Lower Tier Cavered Transactions,” without modification in all lower tier coversd
transactions and in all solicntations for lower tier covered transactions.

Contractor Name: Konica Minalta

; DocuBigned by:
6/16/2022 EM %@;
Date & ) rigo

‘Titte:

LY

C
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EBTIFICATION OF COMPLIANCE WITH BEQQ|B§M§§|§ PERT &!NIN [0
FEDERAL NOND|SCRIMINATION, EQUAL TREATMENT QF FAITH- §A§ED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Sectlon 1.3 of the General Provisions agrees by slgnature of the Contractor's i
representative as identified in Sections 1.41 and 1, 12 of the General Provisions, to execute the following i
cedificalion:

Contractor will comply, and will require any subgrantees or subcontractors to camply, wtth any applicable
federal nondiscrimination requirements, which may include:

.- the Omnibus Crime Control and Safe Straets Act of 1968 {42 U.5.C. Section 37890) which prohtblts

" reciplents of federal fundlng under this statute from dlsorlmlnatlng. either in ernployment praclices or in
the delwery of services dr benefits, on the basis of race, color, rellgion, national origin, and sex. The Act
requires certain reciplents to produce an Equal Emp!oyment QOpportunity Plan;

- the Juvenile tustice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligationis of the Safe Streets Act. Reclpients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the dslivery of services or
benefits, on tha basis of race, color, rellgion, nationat origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil'Rights Act of 1964 (42 U.S.C. Section 20004, which prohlbsts reciplents of federal financial
assistance from discriminating an the basls of race, color, or national origin in any program or activity);

. - the Rehabilitation Act of 1873 (29 U.S.C. Section 794), which prohibits recipients of Federal financlal
assistance from- dlscrimmatlng on the basis of digability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1890 {42 U.S.C. Sections 12131 -34).' which prohibits
. discrimination and ensuras equal opportunity for persons with disabllities in employment, State and loca!
govemment services, pubhc accommodations commercnal facilities, and transportation;

- the Education Amendments ‘of 1972 {20 U.S.C. Sections 1681, 1883, 1685-88), which prohiblts
discrimination on the basis of sex in federally assisted eduoatuon programs;

- the Age Discriminalion Act of 1975 {42 U, S C. Seclions 6105-07). which prohiblts discrimination on the
basis of age in programs or activities receiving Federal financial assistance. 1} does not include
_employment discrimination;

_-2B8 C.F.R. pt. 31, (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pl. 42
(U.S. Department of Justice Regutations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and cornmumly
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations = Equal Treatment for Faith-Based .
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Natlona! Defense Authorization
Act (NDAA) for Fiscal Year 2013 {Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistieblower Protections, which protects employees against
reprisal for cenaln whistle blowing aclivities in conneclion with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the.
agency awards the grant. False certification or viclation of the certification shall-be grounds for
suspension of payments, suspenswn or termination of granls or governmenl wide suspension or

debarment. ;
* ba
Exhibit G l S‘E s
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
adainst a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, 1o
the applicable contracling agency or division within the Department of Health and Human Serv:ces and .
to the Department of Health and Human Services Off ice of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
" representative as :denufed in Sections 1.11 and 1 12 ol the General Provisions, {0 execute the followlng
certification; .

1. By signing and submitting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above,

Contractor Name: Konica Minolta

6/16/2022
Date

. ) . I o8
Exhibk G | SE
) ) Contractor Inlligh >——
Organizations

CToriication of Compllanca with requir srments. pertaining 1o Federsl Mendiscrimination, Equal Treatment of Faith-Based
srd Whistieblowsr protections

24 . . ] 6/16/2022
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Exhibit H
CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO smogg l

. Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1694

- {Act), requires that smoking not be permitted in any partion of.any indoor facility owned or leased or
contracted for by an entity and used routinely or regulary for the provision of health, day care, education,
or library services o children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does nol apply to children's services provided in private residences, facliities funded solely by
Medicare or Medicaid funds, and portions of facllities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in. the imposition of a civil monetary penalty of up to
$£1000. per day and/or the imposition of an administrative compliance order on the responsible entity,

The Contractor identified In Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Sectcon 1.11 and 1 12 of the General Provisions, to execule the follow:ng

certification: .

1. By signing ang! submitting this contract, the Conlractor agfees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994

Contractor Name: Konica Minolta

mund by

6/16/2022 Sam Emp
Date Name: Figo
Title:  cgq
. DS .
T l S€
Exhibll H - Certlficstion Regarding . . Contractor Initlals ——
Environmental Tobacco Smoke o 6/16/2022
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
~ BUSINESS ASSOCIATE AGREEMENT

The Contracior identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually |dentifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subconlractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity" shall fiean the State of New Hampshire, Deparlment of Health and Human Services.

(1) Definiti

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. ‘Business Assocjate” has the meaning given such term in section 160.103 of Title 45, Code
g of Federal Regulations.

c. -Covered Entity" has the meaning given such term in sectron 160.103 of Title 45,
Code of Federal Regulahons '

d. '“De5|gna1ed Record Set” shall have the same meaning as the term "designated record set"
in 45 CFR Sectlon 164.501. ,

e ‘gag_ﬁggmg_u_qn shall have the same meaning as the term “data aggregatlon in 45 CFR
Section 164.501.

f . ﬂgﬁlhwg' shall have the same meaning as the term “health care operations”
in'45 CFR Section 164.501.

g. 'HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Heaith Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of individually ldentifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. . "Individugl® shall have the same meaning as the lerm "individual” in 45 CFR Section 160.103
and shall include a person who qualifies asa personal fepresentative in accordance with 45
CFR Section 164.501(g).

. "Privacy Rule” shall mean the Standards for Privacy of individually Identifiable Health
‘Information at 45 CFR Parls 160 and 164, promulgated under HIPAA by the United States
Depanment of Health and Human Serwces

k. "Protected Health Information” shall have the same meaning as the term* ‘protected health
information” in 45 CFR Section 160.103, limited to the information created or receiv@
S€

" Business Associate from or on behelf of Covered Enhly

312014 ! Exhibh | Contractor inltials
Hn!th Insurance Portability Act P
Business Assocista Agreement 6/16/2022
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“Required Ey Law" shall have the same meaning as the term “required by law™ in 45 CFR
Section 164.103.

"Secretary” shall mean the Secretary of the Depanment of Health and Human Servnces or
hlslher desug nee.

§ecgrlm Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 46 CFR Part 164, Subpart C, and amendments thereto.

" *Unsecured Protected Health Information” means protected-health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the Américan National Standards

i Instntule

Other Definitions - All terms not otherwise defined herein shall Have the meaning
eslablished under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate shall not use, disclose, maintain or transmit Protected Health.
Information (PHI) except as reasonably necessary to provide the services outlined under
. Exhibit A of the Agreement. Further, Business Associate, including but not limited to all.
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHIin any manner that would constitute a violation-of the Privacy and Security Rule.

Business Assocnate may \ use or- dlsclose PHI '
. For the proper management and administration of the Business Associate,
I, - Asrequired by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Entity.

To lhe exient. Busnness Associate is permitied under the Agreement 1o disclose PHI to a

- third party, Business Associate must obtain, prior to makmg any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
-used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associgte, in sccordance with the HIPAA Privacy, Sécurity, and Breach Notification
Rules of any breaches of the conﬂdentnahty of the PHI, lo the extent it has obtamed
knowledge of such breach.

The Business Assomale shall not, unless such disclosure is reasonably necessary 1o
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying

. Covered Entity so that Covered Enlity has an opporiunity 1o object to the disclosureﬂand_
lo seek appropriate relief. If Covered Entity objects to such disclosure, the Busifiess

312014 Exhibit ) : Contractor Iniliak

Heatth Insuranca Portability Act i
Business Assoclate Agreement 6/16/2022
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(3)

312014

_ Associate shall refrain from disclosing tha PHI until Covered Entity has exhausted all
~ remedies.

If the Covered Entity notifies-the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant.to.the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHE in violation of
such additional restrictions and shall abide by ahy additional security safeguards.

ligations ; [ 5 oclate

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the' Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of lhe Covered Entity.

The Business Associate shall |mmed|ately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification; e
o The unauthorized person used- ihe protected health information or to whom the
disclosure was made,
o Whether the protected health information was aclually acquired of viewed
_o The extent to which the risk to the protected health lnformanon has been
" mitigated.

The Business Associate shall_complet_e the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the

~Covered Entity.

The Business Assaciate shall comply with all sect[ons of the Privacy, Security, and
Breach Notification Rule.

Business Associete shall make available all of its internal policies and procedures, books
and records relaling to the use and disclosure of PHI received from, or created or )
received by the Business Associate on behalf of Covered Entity to the Secretary for -
purposes of delermining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have

" access to PHI under the Agreerient, 1o agree in writing to adhere to the same

restrictions and conditions on the use and disclosure of PHI contained herein, including

the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity

shall be considered a direct third party beneficiary of the Contractor's business agspgiate
agreements with Contractor’s intended business assoclates, who will be recelwfg{gl
E:h!bh i . Contractor inflinls
Health Insuranca Portability Acl
Business Assoclate Agreement 6/16/2022
Page Jof & . Oate
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372014

pursuant to this Agreement, with rights of enforcement and indemnification from such_
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health mformatlon

Within five (5) business days of receipt of a written request from.Covered Entity,

- Business Associate shall make available during normal business hours at its offices all

‘records, books, agreements, policies and procedures relating to the use and disclosure

. of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine

Business Associate's compliance with the terms of the Agreement

Within ten (10) business days of rece:vmg a written request from Covered Entlty,
'Business Associate shall provide access to PHI in a Designated Record Set 16 the
Covered Entity, or as directed by Covered Entity, 1o an individual in order to meet the

- requirements under 45 CFR Section 164,524,

Wthm ten (10) business days of receivlng a written request from Covered Eritity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for

. amendment and incorporate any such amendment to enable Covered Entity to fulfill its

obligations under 45 CFR Sectmn 164.528.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Enlity to respond to a- request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528: ’

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such mformatlon as Covered Entity may require to fulfill its obligations

- to provide an accounting 6f disclosures with respect to PHI in accordance with 45 CFR

Section 164,528,

In the event any individual requests access to, amendment of, or accounting of PHI
d|rectly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. Mowever, if forwarding the .

-individual's request to Covered Entity would cause Covered Entity or the Business

Associate 10 violate HIPAA and the Privacy and Security Rule, the Business Associate

" shall instead respond to the individual's request as required by such taw and-notify

Covéred Entlty of such reSponse as soon a$ praclicable.

Within ten (10) business days of termination of the Agreement, for any reason, the

Business Associate shall return or destroy, &s specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return-or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement; Business Associate shall continue to extend the protections of the
‘Agreement, to such PHI and limit further uses and disclosures of such PHI to th s
purposes that make the return or destruction infeasible, for so long as Busihess’ €

Exhipi | Contractor Inlilals
Health tnsurance Portabllity Acl
Business Assoclata Agreement 6/16/2022
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(4)

(5)

(8)

2014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PH, the Business Assoclale shall certify to
Covered Entity that the PHI has been destroyed.

Obligatlons of ' Covered Entity

Covered Enmy shall notify Business Associate of any changes or limitation(s) in |ts
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the exient that such change or limitation may affect Business Assaciate's
use or disclosure of PHI.

w

Covered En_iity' shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

- Covered entity shall promptly notify Business Associate of any restrictions on the use or

disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may -affect Business Associate’s use or disclosure of
PHI. .

Termiﬁation for Causge

. In addition to Paragraph 10 of the standard terms and conditions.(P-37) of this

Agreement the Covered Entity may immediately terminate the Agreement upon Covered

"Entity's knowledge of a breach by Business Associate of the Business Associate

Agreement set forth herein as Exhibit |. The Covered Entity may either mmedtately

* termingte the Agreement or provide an opporiunity for Business Associate to cure the

alleged breach within a timeframe specified by Covered Entity. If Covered Entity-
determines that neither termination nor cure is feasible, Covered Entity $hall report the
violation to the Secretary. - .

. Mlscellaneous

Definitions and nggl ]Qﬂ Bg[erengg AII terms used, but not otherwase defined herem

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reférence in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as

- amended.

Amendment. Covered Entity and Business Associate agree to take such action.as is
necessary to amend the Agreement,.(rom time to time as is necessary for Covered.
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Secunty Rule, and applicable federal and state law,

Data Ownership. The Business Assocnale acknowledges that.it has no ownershlp nghts
with respect to the PHI provided by or created on behalf of Covered Entity. -

" to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Interpretation. The parties agree that any ambiguity in the Agreement shall be rﬁed
SE

] Exhibht t . . Coniraclor Inliials
Healih Ingurance Portabillty Act '
. Business Associate Agreement 6/16/2022
Page 5of8- . Onte



DocuSign Envelops ID: D9239AF8-5ED1-4AB7-AD5F-8ABAB0B00SCT ; L i '

DocuSign Envelope ID; 180717EA-EOF 1-4D56-835A-E8F 57823 1EB1

New Hampshire Department of Heatth and Human Services

Exhibit |

e.-  Segregalion. If any termn or condition of this Exhibit | or the application thereof to any
* person(s}) or circumstance is held invalid, such invalidity shall not affecl other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and condmons of this Exhibit | are declared severable. -

f. Survival. Provisions in this Exhibit | regardmg the use and disclosure of PHI reiurn or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the |

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit [,

Department of Health and Human Services - ‘Konica Minolta

tate oy meﬂbe Contractor :
Dnis Goulet

Signé't'umf Authorized Representative Signature of Authorized Representative

Denis Goulet sam Errigo _
Name of Authorized Representative Name of Authorized Representative
commissioner and CI0 -

. CEO :
Title of Authorized Representative Title of Authorized Representative
6/16/2022 - 6/1672022 - '
Date Date

C
32014 ! Exhibil | Coniracior Inlligls d——on—
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CERTIFICATION REGARDING THE FEDERAL EQND[NG ACCOUNTABILITY AND TRANSPARENCY
COM LIANCE

The Federal Fundlng Accounlab:my and Transparency Act (FFATA) requires prime awardees of Individual
" Federal grants equal to or greater than $25,000 and ewarded on or after October 1, 2010, to report on.
data rélated to executivé compensation and associated firat-tier sub-grants of $25, 000 or more. If the
_ initial award is below $25,000 but subséquent grant modifications result in a'total eward equal to or over
$25,000, the eward is subject to the FFATA reporting requirements, as of the date of the award,

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
‘Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to' the FFATA réporting requirements:

Name of enlity 5
Amount of award
Funding sgency
NAICS code for contracts / CFDA program number for grants
Program source
Award litle descriptive of the purpose of the funding action
Location of the entity
Princliple place of performance
Unique identifier of the entity (UEI #)
0. Total compensation and names of the top five executivas if:
10.1. More than 80% of annual gross revenues ere from the Federal govemment, and those
’ - ravenues are greater than $26M annually, and
10.2. Compensation information is not already available through reporting to the SEC

2OoENEmAN A

Prime grant recipients must submit FFATA required data by the end of the. month plus 30 days In which

the award or award amendment Is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
" The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,

and.2 CFR Part 170 (Reporting Subaward and Exacutive Compensation Information) and further agrees

to have the Contractor's representative, as identified in Sections 1.11 and 1. .12 of the General Provisions

execute the following Certification:

The below named Contractor agrees to provide needed information es outlined above to the NH

Department of Health and Human Services and to comply with all applicable provlslons of the Federal

Firiancial Accountabliity and Transparency Act. '

Contractor Name; Konica Minolta

_ " —Dosusigned by:
6/16/2022 _ | Sam Emipp
Dats ; Name. ><n. EFFTgo

Title: CEO

o3
Exhibh J - Ceriification Regarding the Federsl Funding - Cantractor InmL
Accountabilty Ang Transparency Ac (FFATA) Compliance 6/16/2022
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FORM A

AS the Contraclor-identiﬁed in Section 1,3 of the General Provisions, | cerlify (hat the responses to the
below listed questions are true and accurate.

QKYFZQL5v232

1. The UEI (SAM.gov) number for your entity is:

2, In your business or orgﬂnizaﬁon'é preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S, fe'deral'.cont.racts. subcontracts,
loans, grants, sub-grants, and/or cooperative agreemants; and (2) $25,000,000 or more in a'nnqal
gross revenues from U.S. federal contracts, éﬁbcontracls, loans, grants, subgrants, and/or
cooperative agreements? _ '

X NO : YES
“If the @nswer 10 #2 above is NO, stop here
If the answer to #2 'abqve is YES, please answer the following:

3. Doesthe public have access to information about the compensation of the executives in your
business or organization tﬁrough periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1834 (15 U.S.C.78m(a), 780((1)) or section 8104 of the Intema! Revenue dee_ of
19867 ' ' '

X __NO . X___YES
If the answer to #3 above is YES, stop here
If the answer to #3 above Is NO, 'pleése answer the following:

4. .The names and compensaﬂon of the five most highty compensated officers in your business or
organization are as follows: .

Name: g A_mounlf
Name: . Amount;
Namae: Amount:
Name: ___ - Amount:
“Name: L Amount:
C
Exhibit J - Certification Reganding the Federal Funding Contractor Inillals
Accountabllity And Transparency Act (FFATA) Compliance 6/16/2022
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A.- Defi nitions ' | | : | R
The followmg terms may be reflected and have tha described meanlng in 1h|s document:

1. "Breach” means the loss of control .compromise, unauthonzed _disclosure,
unauthorized acquisition, unauthorized access, or -any similar term refernng to
situations where persons other than authorized users ‘and for an other than
authorized purpose have access or potential access to personally identifiable;
information, whether physical or elactronic. With regard to Protected Health
Infarmation, * Breach” shall have the same meaning as the term “Breach' in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. -Department
of Commerce. .

3. "Confidential .Information” or “Confidential, Data” means all confidential information
disclosed by one party to the other such as all medical, -health, financial, public
assistance benefits and personal Information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. :

Confidential Information also mcludes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, anhd disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),

Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractors employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS dale or derivative data in accordance with the terms of this Contract. .

5. "HIPAA" means the Health Insurance Porability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an exphcst or implied. security pohcy,
which includes attempts (either failed or successtful) to gam unauthorized accessto a
system or its data, unwanted disruption or denial of service, theyunauthorized use of
a system for the processing or storage of dats; and changes to system hargware,
firmware, or software characteristics without the owner's knowledge, instruction, or .
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

oa
, . . | S€
VS, Last update 10/09/18 Exhibll K i Coniractor Inltlats
' OHHS Information = w7
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mail, all of which may have thé potential to put the data at risk of unauthorized
access, use, disclosure, modificatlon or destructlon‘

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's. Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit} will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data ' .

8. "Personal Information” (or "PI") rneana information which can be used to dlstmgu:sh
or frace an individual's idenmy such g8 their name, social security number, personal
information as defined in New Mampshire RSA 359-C:19, biometric records, etc.,

" alone, or when combined with other personal or identifying information which is linked
or linkable to'a specuf‘ ic individual, such as date and place of blrlh mother's maiden
name, etc. ; . .

9. "Prwacy Rule” shall mean the Standards for Privacy of Individually (dentifiabie Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United -
States Department of Health and Human Services. .

10. "Protected Health Information” (dr "PHI™ has the samé meaning as provided in the
definition of "Protected Health information” in the HIPAA Privacy Rule at 45 C FR.§
160.103.

1. “Secunty Rule shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164 Subpar‘t C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
-unusable, unreadable, or. indecipherable to unauthorized . individuals and is.
developed or eridorsed by a standards developing organization that is accredlled by -
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE (_IONTRACTOR
A. Business Use and Disclosure of Confidential l.nfon'naiion. ]

1. The Contractor must not use, disclose, maintain or transmit Confidential Information

- ‘except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents; must not
use, disclose, maintain or transmit PHi in any manner that would, constltute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in re'sponée to a

. o8
, : : | 1 S€
V5. Lasl updale 10/08/18 Exhibit K Contractor Initials
DHHS$ Information ’ : ‘ v
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V. Lasl update 10/09/18 i Exhibit K

request for disclosure on the basis that it Is required. by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opponumty to
consent or object to the disclosure.

3 If DHHS notifies. the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI

- pursuant to the Privacy and Security Rule, the Contractor -must be bourd by such.

additional_restrictions and must not disclose PHI in 'violation of such "additional
n restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed-to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated In this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirm compllance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

=

Apphcatlon Encryption. If End User is ‘transmitting DHHS dala containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or-portable storage devices, such as a. lhumb drive, as @ method. of transmitting DHHS
data.

Encrypted Email. End User may only employ email to transmit Conf dentlal Data if
email is encrypted and being sent t6 and belng received by email addresses of
persons ‘authorized to receive such information.

" Encrypted Web Site. If End .User is employing the Web to transmit Confidentiatl

Data, the secure sockel layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmined via a Web site, .

File Hosting Serwces also known as File Sharing Sites. End User may not use file
hosting services, such -as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User-may only transmit Confidential Data via ce}ﬁﬁed ground

. mail within the continental U.S. and when sentto a named individual.

Laptops and PDA. If End User is employlng portable devices - lo transmit
Confidential Data said devices must be encrypted and password protecied

Open Wireless Nelworks End User may not transmit Confidential Data wa an open

os : A
CcntractorlnmmE—_'_
DMHS Information .

Securlty Requirements ' i 6/16/2022
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10.

11.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

'Remote User Communication. If End User is employmg remota commumcatlon to

access or transmit Confidential Data, a virtual private network (VPN). must be
installed on the End User's mobile’ device(s) or laptop from which information will be

‘transmitted or accessed.

SSH File Transfer Protocol (SFTP) also known as Secure File Transfer Protocol If
End User is employing an- SFTP to transmit Confdantial Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-delation cycle {l.e. Confidential Data wiil be deleled every 24
hours)

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inapprapriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of th:s '
Contract. After such time, the Contractor will have 30 days to destroy the data and any

A

- derivative in whatever form it may exist, unless, otherwise required by law or permltted
* under this Contract. To this end, the parties must:

Retention

1. The Contractor agrees it will nét store, transfer or process data.collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations. :

2. The Conlractor agrees to ensure proper security ;nonitoring capabilities are in
place o detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems. .

3. The Contractor agrees to provide security awareness and education for its End

Users n support of protectlng Departrnent confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
ina secure location and identified in section 1V. A2

- 5. The Contractor agrees -Confidentia! Data storedv in a Cloud must be .in a

FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All.servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-maiware utllities. The environment, as a

Contractor tnltlaly ~——
DHHS Information )

Securlly Requirements . 6/16/2022
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whole, must have aggresswe mtruslon detection and fi rewall protectlon i

6. The Contractor agrees to and ensures its complete cooperation’ with the States
Chief Information Officer in the detection of any security vulnerablluty of the hosting
mfrastruclure

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systemis (or Iits’
sub-contractor systems), the Contractor will maintain a documented process for
sacurely disposing of such data upon request or contract termination; and will
obtain writlen certification for any State of New Hampshire data desiroyed by the
Contractor or any subconlractors as a -part of ongoing, emergency, and or disaster
recovery operations. When no longar in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with mdustry-accepted standards for secure deletion and rmedia
sanitization, or otherwise physically destroying the media (for example,
degaussing} as described in NIST Special Publication 800-88; Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will pravide written certification to the Department
upon request. The written certification will include all dstails necessary to
demonstrate data has been properly destroyed and validated. Where applicable,

" regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of -the termination " of this
Contract, Contractor agrees to destroy ail hard coptes of Conf dential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty {30) days of the terrnination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of dala erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A Contractor agrees to safeguard the DHHS Data recelved under this Contract and any
derivative data or files, as follows: .

1. The Contractor will maintain proper éecurity controls 1o protect Depar‘tment
confidential information collected, processed, managed, andfor stored in the delivery
of contracted services.

2. The Coniractor will maintain pol:cles and procedures to protect Department
confidential information throughout the information lifecycle, whiere applicable, {from
~ crealion, transformation, use, storage and secure destruction) regardless of the
. V5. Lest update 10/08118 _ ek

media used to store the data (i.e., tape, disk, paper, etc.). . o
| SE.
) Contraclor Inilists ———
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The Contractor will maintain -appropriate authentication and access .controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure broper security monitoring capabilities are in place to
detect potential security events ‘that can impact State of NH systems and/or
Department confidential information for contractor provided systems

The: Contractor will provide regular secunty awareness and education for its End
Users in support of protecting Department confidential information.

- If the Contractor will be sub-contractlng any core functions of the engagement

supporting the services for State of New Hampshire, the Contractor will. maintain a
program of -an internal process or processes that defines specific security
expectations, and monitoring compliance to security réquirements that at a minimum .
match those for the Contractor mcludlng breach notification requirements. ;

The Contrector will work with the Department‘ to sign and comply with all applicable

‘State of New Hampshire and Department system access and authorization policies

and procadures, systems access forms, and computer use agreements: as part of
obtaining and maintaining access to any Department system(s). Agreements will be
compleled and signed by the Contractor and any appllcable sub-contractors prior (0
system access being authorlzed

If the Department determines the Contractor is a Business Assotiate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associale Agreement
{BAA) with the Department and is responsible for maintaining compliance with the
agreement. -

The Conltractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Depariment and

* Contractor to monitor for any changes in risks, threats, and vulnerabilities that may

10,

occur over the life of the Contractor engagement. The survey will beé completed
annually. or an alternate time frame &l the Departments discretion with agreement by
the Contractor, or the Depariment may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or. unknowmgly. any State of New Hampshire - :

" or Department data offshore or outside the boundaries of the United States unless

11,

prior express written consent is' obtained from ihe Information Security Office
leadershlp membaer within the Department.

Data Security Breach Liability.. In the event of any security breach Contractor shatl
make efforts to investigate the causes of the breach, promptly take measures to
prevent fuiture breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

‘ :ns
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12.

the breach, including but not limited to: credit monitoring serwces maliling costs and -
costs associated with website and telephona call center services necessary due 10
the breach.

Contractor must, comply with all applicable statutes and ‘regulations regarding the
privacy and security of Confidential information, and must in al! other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level.and scope of requirements applicable to federal agencies, including,

“ but- not limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS

13.

14.

Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules {45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under Stats law. 6

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confldentiality of .the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not Iess than the level and scope of security requirements
established by the State of New Hampshire, Department of Informatiorr Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.htm
for the Department of Information Technology pol:caes guidelines, standards, and
procurement information relating to vendors.

Contractor agrees to maintain a documented breach notification and incident . -

response process. The Conlractor will notify the State’s Privacy Officer and the

" State's Security Officer of any security breach immediately, at the email addresses

15.

186.

provided in Section VI. This includes a confidential.information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the Stata of New Hampshire network

Conlractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their-official duties in connection with purposes |dentiﬁed in this Contract.

The Contractor must ensure that all End Usars:

a. comply with such safeguards as referenced in Section IV A. above,
implementad to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure..

b. safeguard this information‘at afl times.

¢. ensure that laplops andIOthér electronic devices/media containing PHI, P, or
PFlare encrypted and password-protected.

d. send emails contaming Confidential information only if encrypted and belng-
sent to and being received by emall addresses of persons authorized to
recewe such information.

: : o
: _ | €
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e. limit disclosure of the Confi dential Information to the extent perrﬁitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

9. only authorized End Users may transmit the Conﬁdenllal Data, including any

derivative files containing personally identifiable information, and in all cases,
such data must-be encrypled at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. In all other instances Conﬂdeniial Data must be mamiaméd used and
disclosed using. appropriaie safeguards, as determined by . ‘risk-based
assessment of the circumstances involved.

. . understand that their user credentials (user name and password) must not be
" shared with anyone.” End Users will keep their credential information secure.
This applies to credentials used to access the sne directly or indirectly through

a third party application.

. Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right 1o conduct onsite inspections to monitor cornpliance with this
Contract, including the privacy and security requirements provided.in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confi dentnal Data
is dlsposed of in accerdance with this Contract.

LOSS REPORTING

The Contractor must notify the State's Prlvacy Officer and Security Officer of any '
Security Incidents and. Breaches immediately, at the email addresses provided in
Section V.

The Contractor must further handle and report Incidents and Breaches involving PHI in
‘accordance with the agency's documented Incident Handling and .Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents; ] .

2. Determine if personally identifiable information is involved in _lncidenls;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and detarmine risk-based responses to Intidents; and
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5 Determine whether Breach notification is required, and, if so, :dentrfy appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures

Incidents andlor_Breaches that implicate Pl must be addressed and reported, as
- applicable, in accordance with NH RSA 359-C:20.

V.  PERSONS TO CONTACT
A. DHHS Privacy Officer:
OHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: A
DHHSInformationSecurityOffice@dhhs.nh.gov

; [O! :
Contractor Inlliatls ——
DHHS Information

Sacurity Requiremens 6/16/2022
Pagafold Oate __
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