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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF LONG TERM SUPPORTS AND SERVICES

Lori A. Shibinette 105 PLEASANT STREET, CONCORD, NH 03301
Commissioner 603-271-5034 1-800-852-3345 Ext. 5034
Fax: 603-271-5166 TDD Access: 1-800-735-2964
Melissa A. Hardy www.dhhs.nh.gov
Director

December 13, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Long Term Supports
and Services, to enter into a Sole Source amendment to an existing Cooperative Agreement with
University of New Hampshire (VC#177867), Durham, NH, to continue to support Aging and
Disability Resource Centers and NHCarePath system partners with addressing barriers to access
and education relative to COVID-19 vaccinations for individuals engaged in the No Wrong Door
System, by exercising a contract renewal option by extending the completion date from June 30,
2023 to June 30, 2024, effective upon Governor and Council approval, with no change to the price
limitation of $602,631.

The original contract was approved by Governor and Council on October 27, 2021, item
#24 and most recently amended with Governor and Council approval on September 21, 2022,

item #25.
EXPLANATION

This request is Sole Source because the original Agreement was not competitively bid.
The Contractor is uniquely positioned to continue to support outcomes and analysis relative to
ensuring NHCarePath partners have the information necessary to mitigate barriers to vaccination
for individuals in the No Wrong Door system.

The purpose of this request is for the Contractor to continue to provide support to Aging
and Disability Resource Centers; NHCarePath system partners; and the network of providers who
provide services to the aging population by assisting them with identifying and addressing barriers
related to COVID-19 vaccination access and education for individuals engaged in the No Wrong
Door System, including at-risk older adults; individuals who are homebound; or other vulnerable
individuals. This extension always allows the Department to align the contract end date with the

end date for this grant project.
Approximately 100,000 individuals will be served directly and indirectly during State Fiscal
Years 2023 and 2024,

The population to be served includes at-risk adults, who are sixty (60) years of age or
older, and homebound, or other medically vulnerable individuals.

The Department will monitor services by reviewing semi-annual and annual reports
submitted by the Contractor.

As referenced in Exhibit A of the origina! agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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available funding, agreement of the parties and Governor and Council approval. The Department
is exercising its option to renew services for one (1) year of the one (1) year and 3 months

available.

Should the Governor and Council not authorize this request, at-risk older adults,
homebound individuals and other vulnerable individuals may not receive adequate and
appropriate education addressing barriers to accessing COVID-18 vaccinations, thereby
increasing the prevalence of illness, death and/or community spread.

Area served; Statewide

Respectfully submitted,

Q@«A lome W
Loti¥a. Shibinette
Corhinissioner
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AMENDMENT #2 to
COOPERATIVE PROJECT AGREEMENT
between the
STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor and Executive
Council on 10/27/21, item # 24, for the Project titled “Vaccine Access and Education for Vulnerable
Individuals,” Campus Project Director, Laura Davie, is and all subsequent properly approved amendments
are hereby modified by mutual consent of both parties for the reason(s) described below:

Purpose of Amendment (Choose all applicable items):

Extend the Project Agreement and Project Period end date, at no additional cost to the State.

[] Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

] Other:

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amcndments are amended as follows (Complete only the applicable items):

¢ Article A. is revised to replace the State Department name of N/A with N/A and/or USNH campus
from N/A to N/A.

e Article B. is revised to replace the Project End Date of June 30, 2023 with the revised Project End Date
of June 30, 2024, and Exhibit A, article B is revised to replace the Project Period of October 27, 2021
—June 30, 2023 with October 27, 2021 — June 30, 2024,

¢ Article C. is amended to expand Exhibit A by including the proposal titled, “N/A,” dated N/A.

e Article D. is amended to change the State Project Administrator to N/A and/or the Campus Project
Admunistrator to N/A.

o Article E. is amended to change the State Project Director to N/A and/or the Campus Project Director

to N/A.
s Article F. is amended to add funds in the amount of $ and will read:
Total State funds in the amount of $ have been allotted and are available for payment of

allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

e Article F. is amended to change the cost share requirement and will read:
Campus will cost-share % of total costs during the amended term of this Project Agreement.
o Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
Grant/Contract/Cooperative Agreecment No. from under CFDA# . Federal
regulations required to be passed through to Campus as part of this Project Agreement, and in
accordance with the Master Agreement for Cooperative Projects between the State of New
Hampshire and the University System of New Hampshire dated November 13, 2002, are attdﬂ

L

Page 1 of 3

Campus Authorized Official
Date 12713/2022
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to this document as revised Exhibit B, the content of which is incorporated herein as a part of this

Project Agreement.

Article G. is exercised to amend ‘Article(s)

of the Master Agreement for Cooperative Projects

between the State of New Hampshire and the University System of New Hampshire dated November

13, 2002, as follows:

Article
Article

Article H. is amended such that:

is amended in its entirety to read as follows:
is amended in its entirety to read as follows:

[ ] State has chosen not to take possession of equipment purchased under this Project Agreement.

[] State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s
end-date. Any expenses incurred by Campus in carrying out State’s requested disposition will be

fully reimbursed by State.
[] Exhibit A is amended as attached.
[[] Exhibit B is amended as attached.

All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agrecement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become effective on the date the
Governor and Executive Council of the State of New Hampshire or other authorized ofticials approve this
Amendment to the Cooperative Project Agreement.

IN WITNESS WHEREOQF, the following parties agree to this Amendment #2 to the Cooperative Project
Agreement.

By An Authorized Official of:

University of New Hampshire
Karen Jensen

Name: e DocuSigned g
Title: birector, Pre-Awaf'd, y
Signature and Date: | F——

T IS7E0T™ ™

By An Authorized Official of: the New

Hampshire Office of the Attormey General
E— Robyn Guarino

~—DocuSignad hy-

Title: Attorney

Signature and Dale:

1271373850
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By An Authorized Official of:
New HM%TPshlrc DJ-)[(HS

Name ssa Har
—DacuSignad hy:
Title: Director, DLTSS| 1m0, .y
Signature and Date: J
T

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:

Title:

Signature and Date:

os
(=
Campus Authorized Official

Date 12713/2022
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerable individuals (§5-2022-DLTSS-01
VACCI-01)

B. Project Period: October 27,2021 - June 30, 2024

C. Objectives: See Exhibit A-1, Scope of Services of the original contract

D. Scope of Work: See Exhibit A-1, Scope of Services of the original contract

E. Deliverables Schedule: See Exhibit A-1, Scope of Services of the original contract

F. Budget and Invoicing Instructions: See Exhibit A, Item F-1, Budget and Exhibit A, Item F-2,
Payment Terms of the original contract '

os
Page 3 of 3 ‘ ‘?.J
Campus Authorized Official

Date 1271372022
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF LONG TERM SUPPORTS AND SERVICES

Lori A. Shibinerte L0S PLEASANT STREET, CONCORD, NH 03301
Commlssioner 603-271-5034  1-800-852-3345 Ext. 5034
Fax: 603-271-8166 TDD Access: 1-800-735-2964
Melizsa A. Hardy www.dhhs.nh.gov
Direcior

August 31, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Long Term Supports
and Services, to amend an existing cooperative project agreement with University of New
Hampshire (VC# 177867), Durham, NH, to continue to support Aging and Disability Resource
Centers and NHCarePath system partners with addressing barriers to access and education
relative to COVID-19 vaccinations for individuals engaged in the No Wrong Door System, by
increasing the price limitation by $194,204 from $408,427 to $602,631 and by extending the
completion date from September 30, 2022 to June 30, 2023, effective upon Governor and Council
approval. 100% Federal Funds.

The original contract was approved by Governor and Council on October 27, 2021, item

#24.

Funds are available in the following accounts for State Fiscal Year 2023, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.
05-95-48-481010-19840000 HEALTH AND SOCIAL SERVICES, HEALTH & HUMAN SVCS
DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR SOCIAL SVC PROG, NWD
COVID-19 Vaccine Access

AS

State Increased :
Class !/ Job Current Revised
Fiscal Class Title {Decreased)
Year Account Number Budget ) — Budget
‘ Contracts for $149,758 $0| $149,758
2022 | 074-500585 | Community | 48130323
Grants
Contracts for $8,919 $0 $8,919
2023 | 074-500585 | Community | 48130323
Grants
Subtotal |  $158,677 80| $158,677

05-95-48-481010-19760000 HEALTH AND SOCIAL SERVICES, HEALTH&HUMAN SVCS
DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR SOCIAL SVC PROG, VACS

EXPANDING ACCESS GRANT

The Department of Health and Human Services’ Mission is 1o join communities and fanvilies
in providing opportunities for citizens to achieve health and independence.

&
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State - Increased .
At Cilassg / I Job Current iy Revised
Fiscal TN Class Title =r (Decreased)
Year Account Number Budget Armount Budget
_ _ Contracts for $236,372 30 $236,372
2022 | 074-500589 Welfare 48130518 “
Assistance
_ | contracts for | $13,378 “$0 $13,378
2023 | 074-500589 Welfare 48130618
Assistance
Subtotal $249,750 $0| 5249,750

05-95-48-481010-26580000 HEALTH AND SOCIAL SERVICES, HEALTHEHUMAN SVCS
SOCIAL SVC PROG, PH

DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR

WORKFORCE ARP
State | Increased L
Class / Job Current S Revised
Fiscal | , = Class Title ; {Decreased) i
NEER Account Number | Budget Arnount Budget
_ 7 Contracts for $0 1$194,204 $194,204
2023 | 074-500589 Welfare 78D
Assislance
Subtotal | $0 $194,204 $194,204
Total $408,427 $194,204 $602,631

EXPLANATION

The purpose of this request is for the Contractor to expand its current vaccination access
work to support Aging and Disability Resource Centers, NHCarePath system paniners, and the
network of providers who provide services to the aging and disability papulation. The Contractor
will assist in the development of process and procedures for a No Wrong Door System-Vaccine

Support Center, which wilf:
« Help with scheduling appointments for the vaccine
+ Coordinate and foliow up with individuais to ensure successful completion of the

vaccination process
+ Make referrals, as needed, for other needed supports and services.

«  Support the deployment of targeted access for vaccine suppor, with a focus on
the most vulnerablé populations that are most at risk of COVID-19 and who aré
seeking information and support for access to COVID-19 vaccinations.

The Contractor assists in .identifying and addressing barriers related to COVID-19
vaccination access ‘and -education for individuals engaged in the No Wrong Door System
including at-risk older. adults, individuals who ‘are homiebound, and other vulnerabie individuals.

Approximately 100,000 individuals will be served both diréctly and indirectly during State
Fiscal Years 2023 and 2024.
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The Contractor will continue to assist community partners with -developing and
implementing:
s Screening tools to identify individual needs
» Plans to address barriers; and
«  Workflow plans for receiving and processing referrals.
Additionally, the Contractor supports partners in reaching at-risk older adults, homébound
individuals, and other vulnerable individuals by developing information packets including
resources and toolkits that address COVID-19 information and vaccirie hesitaricy. The Contractor

also supports marketing efforts, assists partners with disseminating information, and provides
technical assistance, as well as reinstating the Volunteer Driver Program.

_ The Department will monitor services by reviewing semi-annual and annual reports
submitted by'the Contractor.

As referenced in Exhibit A of the original ‘agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approval. The Department
is exercising its option o renew services for nine (9) months of the two (2) years available.

Should the Governor -and Councit not authorize this request, at-risk older adulls,
homebound individuals and other wulnerable individuals may not receive adequate and
appropriate education addressing barriers to accessing COVID-19 vaccinations, thereby
increasing the opportunity for illness, death and/or community spread.

Area served: Statewide

Source of Federal Funds: Assistance Listing Number #93.048 and #93.044, FAIN#
GONWCS50032, 2101NHVACS, 2201NHSTPH, SONWPH0037

in the event that the Federal Funds become no longer available, General Funds will not
be requested to suppon this program.
Respectfully submitted,

3
1w
Shibinette
Commissioner

Laori
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AMENDMENT #1 to
COOPERATIVE PROJECT AGREEMENT
between the
STATE OF NEW HAMPSHIRE, Department of Health and Human Sei‘vice‘s
and the
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor and Exccutive
Councit.on 10/27/21, item # 24, for thic Project titled “Vaccine Access and.Education for Vulnerable
Individuals,™ Campus Project: Director, Laura Davie, is and all subscquent properly approved
-amendments arc hereby modificd by mutual consent of both parties for the rcason(s) described below:

Purpose of Améndment (Choosé all applicable items):

[ Extend the Projcct Agrecment and Project Period end daic, at no additional cost o the State.

[0 Provide additional funding from the Statc for expansion of the Scope of Work under the Cooperitive
Projcct Agreeément.

Other: Extend the Project Agreeniient ard Project Period gnd date, with additional associated funding,

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

* Anriclc A. is revised to replace the State Department name of N/A with N/A  andfor USNH campus
from N/A to N/A.

o Article B. is revised to replace the Project End Datc of September 30, 2022 with the revised Project
End Date of June 30, 2023, and Exhibit A, articlc B is revised to replace the Project Period of
October 27, 2021 — September 30, 2022 with October 27, 2021 — June 30, 2023.

» Articlc C. is amended to cxpand Exhibit A by including the proposal titled, “N/A,” dated N/A.

e Artcle D. is amended to change the State Project Administrator 1o N/A and/or the Campus Project
Admiriistrator to Randy Brown.

* Artcle E. is amended to change the State Project Director to N/A dnd/or the Campus Projcet Dircctor
to N/A.

o Article F. is amended to add funds in the amount of $194,204 and will read:

Total Stat¢ funds in thc amount of $602,631 havc been allotted and are available for payment of
allowable costs incurred under this Project Agreemcit. State wall not reimbursc Campus for costs
cxcecding the amount specificd 'in this paragraph.

¢ Article F. is amended to change the cost sharg requirement and will read:
Campus will cost-share % .of total costs during the amended term of this Project-Agreement.
s Article F. is amended to change the source of Federal funds paid 10 Campus and will read:

Federal funds paid to Campus under this Project Agreeinent as amcrided are .from
Grant/Contract/Cooperative Agreement No. from under CFDA# . Federal
Tegulations required to be passcd through to Campus as part of this Project Agreement, and in
accordance with the Master  Agreement for Cooperative ‘Projects ‘between the Staté of Neiv
Hampshire and the Unjversity System of New Hampshire dated November 13, 2002, are attached
Page 1 6f 3 ‘

Campus Authérized Oi't'];'::::'ncl8 28/2022
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to this document as revised Exhibit B, the content of which is incorparated herein as a part of this
Project Agreement.

» Aricle G. is exercised to amend Article(s) of the Master Agreement for Cooperative’ PI‘Q]CCIS
between the State of New Hampsh:rc and the University System of New Hampshlrc dalcd November
13, 2002, as follows:

Article is amended in its entircty to read as follows:
Article is-amended in its cntirety to rcad as follows:

e Article H. is amended such that:

[C] State has chosen nat to take posscssion of equipment purchascd under this. Project Agreement.

[] State has chosen to take posscssion of cquipment purchased undcer ihis Project.Agrecment and will
issu¢ instructions for tht disposition of such équipment within 90 days of the Projcct Agrécmicnt's
cnd-date. Any expenses incurred by Campus in carrying owt State's requested disposition aill be
fully reimbursed by State.

o+ [X] Exhibit A is amended as attached.

¢ [CJExhibit B is amended as attached.
All other terms and conditions of the Coaperative Project Agrecment remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agrcement, and the Master
Agrecment constitute the entirc agrecment between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously cxisting arrangements, oral and written; further
changes herein must be made by writien amendment and executed for the parties by their authorized
officials.

This Amcndment and all obligations of the partics hereunder shall become effective on the date the
Govemor and Exccutive Council of the Statc of New Hampshire or other authorized officials approve this
Amendment 1o the Cooperative Project Agreement.

IN WITNESS WHEREOF, the following parties agree o this Amendment #1 to the Coopgrative [’rojc_c_t
Agreement. '

By An Authorized Official of: By An Authorized Official of:
University of New Hampshire Department of Health and Human

: Services
Name: Louise Griffin Namc:Me1issa Hardy
Title: Associate VP & ghief: z:.%ch‘cer‘ Title: Director, DLISS, ., |
Signaturc and Date: il ! Signaturc and Date: ) g B/eI/ et
By An Authorized Official of:-thc Ncw By An Authorized Official of: the New
Haripshii¢ Officc of thé Atiomicy Gericral Hampshire Governor & Exctttive Council
Name: Robyn Guarino Name:

Title: Attorney A A Tile:
Signaturc and Datc: 7 7 I 172022 Signature and Datc: .

z

Page 2 6f 3 i
Camnpus Authorized Officialg 12g 45677
D v
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerable Individuals (55-2022-DLTSS-01
VACCI-01).

B. Project Period: October 27, 2021 - June 30, 2023

C. Objectives: See Exhibit A-1

D. Scope of Work: See Exhibit A-1, Scope ofServices-.

E. Deliverables Schedule: See Exhibit A-1, Scope of Services

F. Budget and Invoicing Instructions: Modify Exhibit A, Section F., Budgct-and Invoicing
Instructions, Project Budget, by replacing in its entircty with Exhibit A, Item F-1'Budget Table
Amcndmént #1, which is attached hereto and incorporated by reference hercin,

}. Modify Exhibir A Item F-2, Payment Terms, Scction | to read:

1. This Agrecment is funded by:

i.1. 41.44%, Expanding Access to COVID-19 Vaccines via the Aging Network, as awarded on 4/8/21, by
the Adminstration for Community Living, CFDA 93.044, FAIN 2101NHVACS.

1.2. 26.34%, NWD COVID-19 Vaccinc Access, as awarded on 4/30/21, by thc Adminstration for
Community Living, CFDA 93.048, FAIN 90NWC50032.

1.3. 13.03%, STPH Public Health Workforce as awarded on 1/12/22, by the Adminstration for
Community Living, CFDA 93.044, FATN 220INHSTPH

1.4. 19.19%, Public Health Workforce NWD as awarded on 4/7/22, by the Administration for Community
Living, CFDA 93.048, FAIN 9ONWPH0037

2. Modify Exhibit A ltem F-2, Pathm Terms, Scction 4 1o read;

4. The Contractor shall submit-an invoice with supporting documéntation to the Department ndo  later than
the fifteenth (1'5th) working day of the month following the month in which the:services were
provideéd. The Contractor shall cnsure éach invoicc: .

4.1. Includes the Contractor’s Vendor Number issued upon registering with New Hampshire Department
- of Administrative Services.

4.2, Is submitted in a form that is provided by or otherwise acceeptable to the Departiient.

4.3. Identifies and requests payment for allowable cosis incurred.in the previous month;

4.4, Inchides supporting documéntation of allowable costs with each invoice that miy dnclude, but are not
limiited to, time sheets; payroll records, receipts for purchascs, and proof of expenditures, as
a;‘iplitabic.

4.5. Is completed, dated and returned to the Départment with the supporting documentation for allowable
cxpenses to initiate payment.

e

Campus Authorized Official_g j39 /2027
e 9202

Page3of3
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STATE OF NEW HAMPSHIRE :

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF LONG TERM SUPPORTS AND SER VICES

105 PLEASANT STREET, CONCORD, NH 03301

Leri A. Sbitdoetr '
Comamisioaer £03-271-5034 1-800-853-3343 Ext. 5034
Fax: 6032715166 TDD Aériss: 1-800-738-2064
Nasey L. Rolling i www.dhhi.nb gov
Jlaterics Drector P

October 13, 2021

His Exceflency, Govemor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301 .

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Long Term Supports
and Services. to enter into a cooperative project agreement with University of New Hampshire
C# 177867), Durham, NH in the amount of $408,427 to support Aging and Disability Resource ;

" Centers and NHCarePath system partners with addressing barriers to access and education
retative to COVID-18 vaccinations for individuals engaged in'the No Wrong Door System with the .
oplion to renew for up to two (2) edditional years, eftective upon Governor and Council approval
through September 30, 2022, contingent upon Govemor and Executive Council approval of the
corresponding companion request to accept and expend the funding. 100% Federal Funds.

Funds are available in the following acoounts for State Fisca! Years 2022 and 2023 with

the authortty to adjust budget line items within the price limitetion and ehcumbrances between
- atate fiscal yoars through the Budget Office, f needed and justified.

© 05-95-48-481010-19840000-074 HEALTH AND SOCIAL SERVICES, HEALTH & HUMAN
SVCS DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR SOCIAL SVC PROG, NWD

‘COVID-18 Vaccing Access -
Stats Cless / ; , "
Fiscal Yesr Accouht Class Title ) -Job Number Totat Amount
2103 074-500585 ~ Conttracts for 48130323 $149,756
. Commuriity Grants

2023 | 074-500585 Contracts for 48130323 $8,919

- 'Community Grants '
Subtotai $158,677.00

05-95-48-481010-19760000-074 HEALTH AND SOCIAL SERVICES, HEALTHSHUMAN SVCS
DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR ‘SOCIAL .SVC PROG, VACS

EXPANDING ACCESS GRANT
State Clasa / = N . ,
Fiacal Year Account Clags Title Job Number Tot_al Amount
2022 074-500589 Contracis for Welfare 48120618 |  $238.372
i, Assistance’

The Department of Health and Human ServicerMission s to join ;pmnj_qniﬁin ond fomilier
" in providing opprlmuiu for cikisend Lo ochisve Aralth ond independence.-
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His Excalioncy, Govemor Christophief. T. Sunnu

ohd the Honorabie Councl!
Pege20ofd
2023 074-500589 | Contracts for Welfare 48130618 $13.378
J Assistance
Subtotal $249,760
Total $408,427
EXPLANATION

: The purpose of this request is for the University of New Hampshire Institute for Health.
Policy & Practice {Contractor) to provide support to Aging and Disability Resource Centers;
NHCarePsath systom ‘pariners; -and the netwark .of providers who provide services to the aging
population by assisting them with identifying and -addressing barriers related to COVID-18
vaccination access. and education for individuals engaged in the No Wrong Door System,
including at-risk older adults; Individuals who are homebound: or ather vulnerable individuals. As
part of the federa! application process the Department was required o identify a contractor in ite
grant application. The Department consulted with the Contractor bacause of its partnership with
the Bureau of Elderly and Adult Services in the development of the NHCarePath system, known
as the Departmant's No Wrong Door system. The Department concluded the Contractor was.
best ‘positioned to provide the evaluation, assesament, technical assistance, infrastructure and
capacity to support the dutcomes and analysls relative to ensuring NHCerePath partners have
the information necessary to mitigate barriers to vaccination for-individuals in the No Wrong Door
system. A portion of this contraict will be funded from'a new grant. This companion item to accept
and expend new funds Is scheduted to be brought before Fiscal Committee for approval on
October 22, 2021 and Govemnor-and Coundll on October-27, 2021.

Approximately 100,000 individuals will be served both directly and indirectly during State
Fiscal Years 2022 and 2023. :

The University of New Hampshire will assist community partners with developing and
implenienting screening toots to identiy individual needs; plang o address barriers; and workflow
pians for handiing feferrals. Additionally, the University of New Hampshire will suppart partners
in reaching at-isk older aduts, homebound Individuals -and other vulngreble individuals by
developing information packets, resources and toalkits that address COVID-18 information and
vaccine hesitancy. The Contractor will support marketing efforts and assist pariners with
disseminating information as well as reinstating the Volunteer Orivar Program and providing
‘technical agsistance.

The Department will monitor services: by reviewing semi-annual and annual feports

submitted by the Contractor.

As referenced in Exhibil A of the aitached agreement, the parties have the option to extend
the agfeement for up two (2) additional years, contingent upon satisfactory delivary of services,
availablé funding, agreement of the parties and Governor and Countll approval.

Should the Govemor and Councll net suthorize this request, ai-risk older aduits,
homebound individuals and other wiinerable- individuals may not Teceive adequate and
appropriate -education addregsing bamiers to accessing COVID-18 vaccinations, .thereby
increasing the opportuniity for llilness, death and/or community spread.

Ares derved: Statewide
) Source of Federal Funds: Assistance Listing Numbér #93.048, (FAIN) #80NWC50032-01-
60: Assistance Listing Nifnber #93.044, (FAIN) #2101NHVAC5-00.
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'His Exgetiency, Govemor Chaistopher T. Sununu
and tho Honorable Councl)
‘Page3of3 '

. In the even! that the Federal Funds become no longer available, General Funds will not
be requested to support this program.
Respectfully submitted,

_Shibinette &

Commissioner
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.COOPERATIVE PROJECT AGREEMENT
between the

STATE OF NEW HAMPSHIRE, The Department of Health and Human Services
and the.

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

A. This Cooperative Project Agrccmcnl (hereinafier “Project Agreement”) is cnlcrcd into by the State of
New Hampshire, Department of Health and Human Services, (hereinafier “State"), and the
University System of New Hampshire, acting through University of New Hampshire, (hercinafter

~ "Campus"), for the purpose of undenaking a project of mutual jnterest. ‘This Cooperative Project shall
be carried out under the terms and conditions of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002

except as may be modified herein.

B. This Project Agreement and all obligations of the parties hereunder shall become effective on the date
the Govemor and Executive Council of the Statc of New Hampshire approve this Project Agreement
(“Effective date”) end shall end on 9/30/22. If the provision of sérvices by Campus precedes the
Effective date; all services performed by Campus shall be performed at the sole nsk of Campus and in
the event that this Project Agrecment does not become effective, State shall be under no obligation to
pay Campus for costs incurred or services performed; however, if this Project Agreement-becomes
effective, all costs incurred prior to the Effective date that would otherwise be allowable shall be paid.

under the temms of this Project Agreemenl.

C. The work 10 be performed under the terms of this Project Agreement is described in |he proposal
identified below and attached to this document as Exhibit A, the content of which is incorporated herein

as a part of this Project Agreement.
Project Title: Vdeeine Access and Educntion for Vulnerable Individuals

D. The Following Individuals are dcsugnatcd 8§ Project Admuinistrators. These PrOJCCI Administrators shall
be responsible for the business aspecis of 1his Project Agreement and all invoices, payments, project

amendments and related correspondence shalt be directed to the individuals so designated.

State Project Administeator Campus Project Administrator
Nate:  Thomas Q'Connor Name: Karen Rooney
Address: DHHS/DLTSS Address: Universily of New Hampshire
105 Pieasant Street : Sponsored Programs Administration
Concord, NH 03301 51 College Rd. Rm 116
Durham, NH (03§24
Phone: (603)271-9636 _Phone:  603-862-4848

E. The Following Individuals are designated as Project Directors. These Project Directors shall be
rcSponSIb)c for the technical leadership and conduct of the project. -All progress reports, completion

reports and related correspondence shall be directed to the individuals so designated.

Stote Project Dircctor Campus Project Director
Name: ‘Wendi Aulunan Name: Laura Davie
-Address: DHHS/DLTSS Address: Universily of New Hampshire
105 Pleasant Street Sponsored Programs Administration
Concord, NH 03301 . 51 College Rd. Rin 116
Ourham, NH 03824
"Phone:  (603)271-9096 Phone:  603-862-3682

Page | of 4

o
(4
Campus Authorized Officinl
Dnlc 72021
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F.

Total -State funds in the amount of $408,427 have been allotted and are available for payment of
allowablc costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

Chec icable

[] Caripus will ¢ost-share % of total costs during the term of this Pr‘ojcu Agrecment.

. Federal funds pald to. Campus under this Project Agreement are from Grant/Contract/Cooperative
Agreement No §5-2022-DLTSS-01-VACCI-01 from Administration for Community Living
under CFDA# 93.048 and 93.044. Federal regulations required to be passed through to Campus as
part of this Project Agreement, and in accordance with the Master Agreement for Cooperalive
Projects between the State of New Hampshire end the University Systermn of New Hampshire dated
November 13, 2002, are attached 1o this document as Exhibit.B, the content of which is incorporatéd
herein as a part of this Project Agreement,

Check if applicable _

[ Article(s) of the Master Apreement for Cooperative Projects between the State of New
Hampshire and the University System of New Hampshire dated November 13, 2002 is/are hereby
amended to read: -

(X State has chosén not to take possession of equipment.purchiséd under this Project Agreemeént.

([J State has chosen to take possession of equipment purchased under this Project Agreement and will
issuc instructions for the disposition of such equipmcm within 90 days of the Project Agreement’s end-
date. Any expenses incurred by Campus in carrying out State's requested disposition wull be fully
reimbursed by Siate.

This Project Agreement and the Master Agreement constitute the entire agreemen! between State and
Campus regarding this Cooperative Project, and supersedc and replace any previously existing
arrangements, oral or written, all-changes herein must be made by written amendment and executed for the
panties by their authorized ofﬁcuals

IN WITNESS WHEREOF,

the University Sysiem of New Hampshire, acting through the

University of New Hampshire and the Siate of New Hampshure Department of Health and Human

Services have'executed this Project Agreement.

By An Authorized Official of:.
University of New Hampshire

Name: Karen M. Jensen

Tille:Manaper, Sponsored Programs Adminisiralion

mriosece and Date:

bocai _fak 9/14/2021
ZERL B Hb

By An Authorized Officiat of - the New

Hampshlrc r(')'_l‘];c%&: elpcuérgl?’n\c}y General

Name:

"Title:; As3istant At'to_rney ‘General

9/15/2021

wmerewe and Dale:
[ J Umsfg.r Mairdeall

Page 20 4

By An Authorized Official of:
Department of Health and Human .

vi e - .
S“ 'cgnstme santaniello
Name: :

Title; Associate Commissioner

~Srgnuteve and Date:

By An Authorized Official of: the New
Hampshire Govemor & Executive-Council
Name:

Title:

Signature and Date:

T
EJ
Campus Authgrized Official )
Dnlc 021

9/14/2021
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerablc Individuals (S5-2022-DLTSS-01
VACCI01)

B. Project Period: Upon Governor and Executive Council approval through September, 30, 2022. The
parties may extend the Agreement for up to two (2) additional years from the Completion Date,
contingent upon satisfactory delivery of services, available funding, agrcement of the parties, and
approval of the Governor and Executive Council.

C. Objectives: Sce Exhibit A-1

D. Scope of Work: See Exhibit A-1; Scope of Services; Exhibit A-2, Busincss Associaté Agreement;
and Exhibit A-3, DHHS [nformation Security Réquirements.

E. Deliverables Schedule: See Exhibit A-1, Scope of Services

F. Budgct and Invoicing lnstruchons See Exhibit A, Ttem F-1, Budgct and Exhibit A, liem F 2,
Payrncm Terms.

3 o
Page 3ol 4 ’ Ly
Campus Aulhorlzcd Oﬂ'lcia

Duie3/14/ 971472021
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EXHIBIT B

This Project Agreement is funded under a Grant/ContracCooperative Agreement to State fromi the Federal
sponsor specified in Project Agreement article F. All applicable requirements, regulations, provisions, terms

7 and conditions of this Federal Grant/Contract/Cooperative Agreement are hereby adopied in full forcé and
effect'to the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATION, the
apptopriaie requircments should be substituted (e.g., OMB Circulars A-21 and A-110, rather than OMB
Circulars A-87 and A-102). References to Contractor or Recipieint in the Federal language will be taken
to mean Campus; references 10 the Government or Federal Awarding Agency will be taken to mean
Government/Federal Awarding Agency or State or both, as appropriate.

Special Federal provisions are fisted here: [X) None or

; o
Pagedold I Ly

Campus Authorlzed Officla

i Datc9/14/2021

c
ek Akt Ay
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New Hampshire Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

EXHIBIT A-1

Scope of Services

1. Statement of Work

1.1.  The Contractor shall support Aging and Disability Resource Centers (ADRC)
and NH Care Path sysiem partners to address barriers to access and education
regarding COVID-19 vaccinations for individuals engaged in the No Wrong
Door (NWD) System mcludrng but not limited to:

1.1.1,  At-risk adults who are sixty (60} years of age and older.

1.1.2. Homebound.

1.1.3.  Other vulnerable individuals.

1.2.  The Contractor shall ensure services are available stalewide.

1.3. For the purposes of this agreement, all references 1o days shall mean business
days

1.4. For the purposes of this agreement, all references to business hours éhall
mean Monday through Friday from 8:00AM to 5: OOPM excluding stale and
federal holidays.

1.5. The Contraclor shall work to improve access to and education on COVID-19
vaccinations in collaboration with ADRCs and NH Care Path sysiem partners
(hereby referenced as ‘partners’), which include but are not limited to:

1.5.1.  Servicelink providers.

1.52.  Regional Public Health Networks.

1.5.3.  NWD partners. .

1.54. Other community based organizations, as identified by the

Department.

1.6.  The Contractor shall collaborate with partners to improve access to COVID-19
vaccinations through activities which may include, but are not limited to:

1.6.1. Assisting partners with developing and implementing a workflow for-
-referrals.

1.6.2. Assisting panners with developing and implementing screening tools to
identify individuals who may need assistance with access to:a COVID-
19 vatcination site and receiving a COVID-18 vaccinalion.

1:6.3. Assisting partners with developung and implemeénting plans to address
barrier$ to .accessing COVID-19 vaccinations, which may include, but
not limited to:
1.6.3.1. Lack of knowledge and skill in scheduling appointments,
1.6.3,2. Lack of companion andfor personal support. os

| 5!
'§5:2022-DLTSS-01-VACCI-01 ‘Conlractor inilials _N——

Universily of New Hampshire Page'l.of 3 Date

 9/14/2021
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New Hampshire Oepartment of Health and Human Services
Vaccine Access and Education for Vulnerable individuals
EXHIBIT A-1

1.6.3.3. Lack of fransportation.
1:6.3.4. Limited English proficiency (LEP).
1.6.4. Assisting partners with development and implementation of plans that:

1.6.4.1, Establish procedures for partner staff 1o assist individuals with
scheduling and planning for the second vaccination
appointment, as necessary; and

1.6.4.2. Address reaching individuals by sending reminders for the
second vaccination appointment in different modalities and
intervals based.on individuals’ modes of contact preferences.

1.6.5. Assisling parners to idenlify and implement steps to rebuild the
Volunteer Driver Program in order to eslablish affordable transportation.
options to and from vaccination sites for individuals for whom
transportation is a barrier to accessing COVID-19 vaccinalions.

1.6.6. Identifying any additional activities related to increasing vaccination
access, which may include, but are not limited to, forging partnerships
with stale or local agencies.

1.7.  The Contraclor shall support pariners with the development and dissemination

" of COVID-19 educational materials for use by panners working with vuinerable

individuals. The Contractor may conduct aclivities that mc!ude but are not
limited to:

1.7.1. Developing information packets about COVID-19 and the importance of '
receiving a vaccine.

1.7.2. Developing foolkits to address vaccine hesilancy.

1.7.3. Collaborating wilh partiers to develop and implement plans 1o
disseminate credible information about COVID-19 vaccines to localities
including, but not limited to:

1.7.3.1. Regional Public Health Networks.
1.7.3.2. Communily based organizations.
1.7.3.3. ‘Community centers.

1.7.3.4. Libraries. '

1.7.3.5. Faith communities.

1.7.3.6. Other organizalions -that are accessed by wulnerable
individuals.
1.7.4. Pioviding technical assistance to local health deparimients or other
entities on accessing vaccines.

1.7.5. Marketing and promoling COVID-19 educational maierj_als'th.rouﬁthe;
55.2022-0LTSS-01-VACCI-01 - Coniraclor Initials

i v 9/14/2021
University of New Hampshire Page'20l3 Date _
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New Hampshire'Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

EXHIBIT A-1

1.7.5.1. State Health Insurance Program (SHIP);

1.7.5.2. M_ed_i(;are improvements for Patients and Providers Acl
(MIPPA) program;

1.7.5.3. Senior Medicare Patrol (SMP) programs; and
1.7.5.4. ServiceLink providers.

1.7.6. Developing resource kits for partners thal contain information to
addresses ongoing questions and concems relalive to COVID-19
vaccinations.

2. Reporting Requirements

2.1,

2.2

The Contractor shall submit semi-annual reports in accordance. with reporting

'requirements set forth by the Administration for Commiunity Living (ACL) as
they relate to the ADRC/NWD COVID-19 Vacgine Access Supplemental Granl

The Conlractor shall ensure narralive reports include, but are not limited lo’

2.1:1.  Activities conducted;

Challenges and successes experienced by all partners,
Lessons learned; and

Other key data as requested by the Department.

N KRR R
i R
RN X

The Contractor shall submit annual reports in accordance with reporlnng
requirements set forth by ACL as they relate to the ACL/CDC Grant to assist
with COVID-19 vaccination efforts, which include, but are not Ilrmled to:

2.2.1. Delailed narrative on how funding was utilized during the previous
twelve (12) months;

2.2.2. Delailed narrative addressing how COVID-19 has affected program
operations of partners; and

2.2.3. Other key data, as requested by the Department:

3. - Performance Méasures.

3.1, The Department will momtor Contractor performance by reviewing semi-annual
and annual reports submitled by the Contractor.

3.2. The Contraclor shail actively and regularly collaborate with the Department to
enhance contract management, improve results, and adjust program delivery
and policy based on Successful cutcomes.

3.3. Where applicable, the Contraclor shall coliect and shaie dala with the
Department.in a format specified by the Department.

—D0S3
[+
'§5:2022-DLTSS-01:VACCI-01 Conteaclor fnitials S—

University of New Hampshire Page30l3 Date

. 9/1472021



DocuSign Envelope I0: 87CAIF 10-95124037-9731-5FADAIOBEICT
Doculion Exveiaps m;uusucnuusm_oiuumum

Unlverity of New Hampshire
Maccine Access and Edutatlon for Vulnerabie Individuats
Eahibit A, Rem P

SFv N SEV:I0L)
Budgr lsecu Audge ﬂud'g_rl Tois!
|. Sabric & Wipey § s 11.630] .5 '37.43)
3. Ercployee Fringe Denefita H 1121} 3 i.369] .3 21 5600
). Trwc! H 2.000] § 231 5 128}
4. Supplics and Sarviecy § o000 8 % 154000
3, Equipsem 3 s s 3
6. Failities R Adnsn Coss @ ITR] 5 71.064] 3 600] % 17083
Toshi] 5. MEAN| $ 211197) 8 405417
-
) : I L3
$5-2022-CATS5.01 VACCI01 Exhidit A, e F-} Campus Authorired Official

Unlversity of New Hampshire Page 1 001 Oate,



DocuSign' Envelope 1D 87CASF 10-9512-4037-9731.5FADAIOBE1C1
[DocuSign Envelope 10: 82625E8GC-7780-4251:0204-53E710E5E 148

New Hampshire Department of Health and Human ‘Services
Vaccine Access and Education for Vulnerable Individuals

Exhibit A Item F-2

Payment Terms

1. This Agreement is funded by:

1. 61%, Expanding Access to COVID-18 Vaccines via the Aging Network,
as awarded on 4/8/21, by the Adminstration for Community Living;
CFDA-93.044, FAIN 2101NHVACS5-00.

1.2.  39%, NWD COVID-19 Vaccine Access, as awarded on 4/30/21, by the,
Adminstration for Communilty Living, CFDA 93.048, FAIN
SONWC50032-01-00. '

2. For the purposes of this Agreement:

2.1.  The Department has identified the Contractor as a Subrecipienl, in
accordance with 2 CFR 200.331.

2.2. The 'De'parlment has identified this Agreement as NON-R&D, in
. accordance with 2 CFR §200.332.

2.3. The Indirect Cost Rate of 37% applies in accordance with 2 CFR
§200.414.

3. Payment shall be on & cost reimbursement basis for actual expenditures
incurred in the fulfiilment of this Agreement, and shall be in accordance wilh
the approved line item, as specified in Exhibit A, [tem F-1,

4.  The Contractor shall submit an invoice in a form satisfactory to Ihe Oepartment
by the fifteenth (15th) working day of the following.month, which identifies and
requesls reimbursement for authorized expenses incurred in'the prior month.

" The Contractor shall ensure the invoice is completed, dated and returned to the
Department in order to initiate payment, :

5. Inlieu of hard copies, all invoices may be assigned an eleclronic signature and
emailéd to ghhs beasinvoices@dhhs.nh.gov

6. Developmental Services —, or invoices may be mailed to:

BEAS Financial Manager

Department of Health and Human Services
105Pléasant Streel

Concord, NH 03301

7. The Departmeént shall make payment to the Contraclor within thurty (30) days
. of receipt of each invoice, subsequent to approval of the submiited invoice and
if sufficient funds are available.

8. ‘The final invgice shall be due lo lhe Department no later than forty (40) days
after the contract completion dale.

9. The Contractor-must provige the services in Exhibil A<1, Scope of Sennces in

compliance with funding requirements. ~—o3
55-2022-DLYSS-01-VACCLOY Unlvpraity of New Hampshire Contractor Initials
. . 9/1472021.
C1.2 Page 1 of 3 Oale __
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New Hampshire Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

Exhibit A Item F-2

10.

The Contractor agrees. that funding under this Agreement may bewithheld, in
whole or in part in the event of non-¢ompliance with the terms and conditions
of Exhibit A-1, Scope of Services, :

11, Notvw_lhstandm'g anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in panrt, in the event
of non-compliance with any Federal or State.law, rule or regulation applicable
to the services provided, or if the said services or products have not been
satisfactorily completed in accordance with the terms and conditions of this
agreement.

12. Changes limited to adjusting amounts within the price fimitation and. adjusting
encumbrances between State Fiscal Years and budget class lines through the
Budget Office may be made by writlen agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed ‘and
justified.

13, Audits
13.1. The  Contraclor must emaill :an  annual audit fo

melissa.s.morin@dhhs.nh.gov if any of the following conditions-exist:

13.1.1. Condition A - The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the moslt recently completed fiscal year.

13.1.2. Condition B - The Contractor is subject to audit pursuant 1o the
requirements of NH RSA 7:28, llI-b, pertaining to charitable
organizalions receiving support of $1,000,000 or more.

13.1.3. Condition C - The Contractor is a public company and required
by Securily and Exchange Commission {SEC) regulations 1o
submil an annual financial audit.

13.2. If Condition A exists, the Contraclor shall submit an annual sirigle audit
performed by an independent Certified Public Accountant (CPA) to the
Department within 120 days after the close of the Contractor's fiscal
year, conducted in accordance with the requirements of 2 CFR Parl
200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federtal awards.

13.3. If Conditien 8 or Condition C exisls, the Contraclor ‘shall submit an
annual financial audit performed by an independént CPA within 120
days aftéi'the close of the Coniractor's fiscal year.

13.4. Any Contractor that receives an amount -equal ‘1o or grealer ‘than
$250,000 from the Department during a single fiscal year, regardless
of the funding source, may be required, at @ minimum, to submit annual
financial audits performed by an independent CPA if the Department's
risk assessment determinalion indicates the Contractor is high.-riS}.

E
55-2022-DLTSS-01-VACCI0) Unlverslly of Now Hompshiro Conlractor |m-a|s_[_=_
. J 9/14/2021
C-1.2 Poge 203 L
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New Hampshire Department of Health and Human Services
Vaccine Access.and Education for Vulnerable individuals

Exhibit A item F-2

©13.5. In addition to, and riot in any way in limitation of abligations of .the
Contract, it is understood and agreed by the Contractor thal the
Contractor shall be held liable for any state or federal audit exceplions
and shall return 10 the Depariment all payments made Under the:
Conlract to which exception has been taken, or which have been
'disallowed because of such an exception.

14. Funding: Funding for this Agreement is based upon and subject to availability
of the Grant Award to suppont this project. If the funding for this Agreement is
nol available at the proposed levels, the Agreement will be amended

accordingly.
os
l Ly
'$5-2022.0LTS501-VACCI-01 Univarsity of New Hampshire ‘Convrotior Initials .

7 VIV
€2 ‘Papa 3ol 3 Date 9/1 /2021
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New Hampshnre Department of Health and Human
Services Exhibit A-2-

- STANDARD EXHIBIT |

The Conltractor identified as “University of New Hampshire™ in Section A of the General Provisions of
the Agreement agrees to comply with the Health Insurance Portability' ang Accountability Act, Public
Law 104-191 and with the Standards for Privacy and Security of Individually Identifiable Heallh
Information, 45 CFR Ffarts 160 and 164 and those parls of the HITECH Act applicable to business
associates. As defined herein, “Business Associate™ shall mean the Contractor and subcontractors
and agents of the Contraclor that receive, use or have access to protected health information under
this Agreemen_t and “Covered Entily” shall mean the ODepartment of Health ahd Human Services.

Pro}ect Title: Vacclne Access and Education for Vulnerable Individuals
Project Period: Effective upon Governor and Council approval to September 30,
2022

(1)

2. ‘Breach” shail have the same meaning as the term “Breach” in seclion 164. 402 of Title 45,
Code of Federal Régulations.

b. "“Breach Notification Rule” shall mean he provisions of the Notification in the Case of Breach
of Unsecured Prolected Health Information at 45 CFR Pant 164, Subpan D, and amendmenis
therselo.

¢. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations.

d. “Covered Enlity" has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations.

e. "Dasignated Racord Set” shall have the same meaning as the term “designated record set’ in
45 CFR Seclion 164.501,

f. “Dala Aggregation” shall have the same meaning as the lerm “data aggregation” in 45 CFR
Section 164.501. :

g. “Health Care Operalions” shall have the same meaning as the term "health care operations”
in 45 CFR Section 164.501.

h: “HITECH Act” means the Health Infermation Technology for Economlc and Clinical Health Act,
Title XIIl, Subtitie D, Par 1°& 2 of the Amencan Recovery and Reinvestment Act of 2009

i. “HIPAA" means the Health Insurance Portablmy and Accountabilily Act of 1986, Public Law
104-191 ‘and the Standards for Privacy and Security of Individually Idenlifiable Health
Inférmation, 45°CFR Parts 160, 162 and 164.

j. ‘Individyal” shall have the same meaning as the term “individual™in 45 CFR Seclion 160.103
and shall include a person who' qualifies as a personal representalive in’ accordance with 45
CFRSection 164.502(g).

-03
Page 10l 6 ‘ k4
Exhibit | - Businass Associale, Agreamenl Campus Authorized Oiﬁcua|
Revised 9!29!20 Date: 871473 021
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New Hampshire Department of Health and Humaﬁ
Services Exhibit A-2

(2)

0
F | 3
Exhabtl 1= Busmess Associale Agreemenl .Campus Authorized Official

“Privacy Rule”™ shall ‘miean the .Standards for Privacy of Indwldually Identifiable Heallth
Information a1 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uniled States
Department of Health and Human Services.

“Protected Health information” shall have the same rneanmg as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by

‘Business Associate from or on behalf of Covered Entity,

“‘Reguired by Law” shall have the same meamng as the term “required by law” in 45 CFR

" Sedclion 164.103.

“Secretary” shall mean the Secretary of the Depariment of Health and Human Services or

. his/her designee.

;//

. “Security Rulg” shali mean the Security Standards for the Protection of Electronic Protected

Heaith Information at 45 CFR Pan 164, Subpart C, and amendments thereto.

. “Unsecured Protected Health Information” shall have the same meaning given such term in

section 164 402 of Title 45, Code of Federal Regulations.

. Other Definilions - All terms not olherwise defined herein shall have the meaning established

under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the HITECH Act.

. Business Associate shall not use, disclose, mainlain or transmit Protecled Health Infgrmation

(PHI) excepl as reasonably necessary to provide the services outlined under Exhibit, A of the
Agreemenl. Further, the Business Associale, and iis directors, officers, employees and
agents, shall not use, disclose, maintain or transmit PHI in:any manner that would conslitute a
violation of the Privacy and Securily Rule.

Business Associate may use or disclose PHI:
I For the praper management and. administration of the Business Associate,
li. As required by law, pursuant to the terms sat f6rth in paragraph.d. below, or
Il For data aggregation purposes for the health care operations of Covered Entily..

- To the extent Business Associale is permitted under the Agreement (including this Exhibit) to’

disclose PHI 1o a third party, Business Associate must obtain, prior lo making any such

disclosure, (i) reasonable assurances from the third party that such PHI will beé held

confidentially and Osed or further disclosed only as required by.(aw or forihe purpose forwhich
it wass disclos€d to the third pérty; and (ii) an agreement frdm such third party to notify Busingss
Assaciaté, in accordance with 45 CFR 164.410, of any bréaches of the confidentiality of the

PHI, to the extén! it has obtained knowledge 'of such breach.

. The Business Associate shall not, unless such disclosure is reasonab!y necessary-10 prowde

services under Exhibll ‘A of the Agreernent disclose any PHI in response to a requesl for
disclosure on the basis that it is required by law, wnhou! first noljfying Covered Enluly 50 that

‘Covered Enmy has an opporiunity to object to the disclosure and to seek appropriate relief. if

Covered Entity objects to such disclosure, the Business Associate shall refrain from disclosing

the PHI until Covered Entity has'exhausted all rémedies. If. Covered Enlily does riot object to
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Exhibu | - Business Associale Agreement

-such disciosure within five (5) business days of Business Associate's notification, then

Business Associale may choose lo disclose this information or object as Business Associate
deems appropriale.

If the Covered Entity natifies the Business Associale that Covered Entity has agreed 1o be
bound by additional restrictions over and. above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associale shall be
bound by such additionzl restrictions and shall not disclase PH| in violation of such additional
restiictions and shall abide by any additional reasonable security safeguards.

QI I. ) - I E | Ili [E v E . I .

The Business Associate shall notify the NH DHHS Information Security via the email address
provided in Exhibit K- Informalion Security Requirements of this Contract, 'of any Incidents or
Breaches immediately after the Business Associate has delermined thal the aforementioned
has occurred and that Confidential Dala may have been exposed or compromised.

The Business Associate shall promptly perform a risk assessment when it becomes aware of

any of the above situations. The risk assessment shall include, bul nol be limiled lo, the

following information, to the extent it is known by the Business Associale:

= The nature and extent of the prolected healih infarmalion invoived, including the types of

identifiers and the likelihood of re-identification;

« The unauthorized person who used the protecled heaith information or to whom the
disclosure was made:

» Whether the protected health information was actually acquired or viewed

« The exlent to which the risk (o the protected health information has beenmitigated.

The Business Associale shall complete the risk assessment without unreasonable delay and
in no case later than two {2) business days of discovery of Lthe breach and after completion,
immediately repont the findings of the risk assessment in writing lo the Covered Entity.

Thé Business Associate shall comply wilh ali applicable sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its inlernial policies ‘and procedures, books and
records relating.to the use and disclosure of PHI received from, or'crealed or received by the
Business Associale on behalf-of Covered Enlity to the Secretary foi purposes of determining
Covered Enlity's compliance with HIPAA and the Prwacy and Security Rule.

Business Associate shall require all of its business associales thal receive, use or have access
to PHI under the Agreement, to agree in writing to adhere lo the same restrictions and
conditions an the use and dlscfosure ol PHI contained herein, including the duty to return or
destroy the PHI as prowded under Section 3(1) herein. 'The Covered Entily shall be considered
a dtrect thrrd party benef cuary of lhe Contraclors busmess assoc:ale agreements wulh.

Agreement with nghts of enfarcemient and mdemmrcahon frofmi such business associates who

‘shall be goverried by the Agreement for the purpose of use and disclosure of protected health

information.

o
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‘Within five (5) business days of receipt of a writlen request from Covered Entity, Business

Associate shall make available during normal business hours at its, offices all records,-books,

‘agreements, policies and procedures relating to the ‘use and disclosure of PH! to the Covered

Entity, for purposes of enabling Covered Entity. to determine Business Associate’s compliance

with the terms of this Exhibit.

). Within ten {10) business days of recelwng a wntten request from Covered Entity, Business

Associate shall provide access to PHl in a Des:gnated Record Sel to the Covered Enlity, or as
diracted by Covered Entily, to an individual in-order 1o meet the requirements under 45 CFR
Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entlty for an
amendmenl of PHI or a racord about an individual contained in a Designated Record-Set, the
Business Associate shall make such PHI available to Covered Entity for amendment and
incorporate any such amendment to enable Covered Entity to fulfill its obhgataons under 45
CFR Section 164.526.

i. Business Assaociate shall document such disclosures of PHI and information retatad to such

disciosufes as would be required for Covered Entily to respond to a request by an individual
for an accounting of disclosurés of PHI in accordance with 45 CFR Sectlion 164.528.

j. Within ten {10) business days of receiving a written request from Covered Entity for a request

for an accounting of disclosures of PHI, Business Associate shall make available to' Covered
Entity Such information as Covered Enhty may require to fulfill its obligations to provide an
accounting of disélosures with respect to PHI in accordance with 45 CFR Section 164.528.

. |n the event any individual requesls access to, amendment of, or accounting of PHI difectly

from the Business Associate, the Business Associale shall within two (2) business days
forward such request to Covered Entity. Covered Entity shall have the responsibility of

responding to forwarded requests. However, if forwarding the individual's request to Covered
‘Entity would cause Covered Entity or the Business Associate to violate HIPAA and the Privacy

and Security Rile, the Business Associale shall instead respond 10 the individual's request as
required by such law and notify Covered Enlity of such response as soon as practicable..

. Within ten (10) busingss daysof termination of the Agreement, for-any redason, the Business

‘Associate shall return or destroy, as specified by Covered Entily, all PHI feceived from, or
crealed of received by the Business Associale in connection with the Agreement, and shall not
retain any copies or back-up,tapes of such PHI. If return or destruélion is not feasible, or the
disposition of the PHI has begen otherwise agreed to in the Agreement, Busmess Associate
shall-continue to extend the protections of this Exhibit, to such PH! and limit further uses and
dnsclosures of such PHI 10 those purposes that make the return or destruchon mfeas:ble for
50 long ‘as Business Associaté maintains such PHI. If C0vered Entily, in"its "sole discrelion,
requires thal the Business Associate destroy any or 2!l PHi; the Business Associate shall cerify
to Covered Enlity thal the PHI has been deslroyed.

{4)  Obliaations of Covered Entity
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(6)

a. Covered Entity shall notify Business. Associate of any changes of limitation(s) in its Notice of

Privacy Praclices provided to individuals in accordance with 45 CFR Section 164.520, to the
extent that such change. or limitalion may affect Business Associate's use or disclosure of PHI.

. Covered Entity shall promptly nolify Business Associate of any changes in, or revocation of

permission provided to Covered Entity by individuals whose PHI may be used or disclosed: by
Business Associale under this Agreement, pursuant to 45 CFR Séclion 164.506 or 45 CFR
Seclion 164.508.

. Covered entily shall promptly notify Business Associate of any restriclions ‘on the use or

disclosure of PHI that Covered Enlity has agreed to in accordance with 45 CFR 164.522, to
the extent that such restriction may aflect Business Associate's use or disclosure of PHI,

Iecmination for Cause

In addition to Paragraph #14 of the Agreemenlt, the Covered Entity may immediately terminate
the Agreement upon Covered Entity’s knowledge of a breach by Business Associate of the
Business Associate Agreement sel forth herein as Exhibit I. The Covered Entity may either
immediately terminate the Agreement or provide an opportunity for Business Associate to cure
the alléged breach within a timeframe specified by Covered Entity. If Covered Entity

determines that neither termination nor cure is feasible, Covered Enlity shall repon the violation
1o the Secretary.

Miscellaneous

. Definitions and Requlatory Referances. All terms used, bul not otherwsse defined herain, shall

have the same meanirig as those terms in the Privacy and Security Rule; and the HITECH Act,
as codified at 45 CFR Parts 180 and 164 and as amended from time to time. A reference in
the Agreemem as amended lo include this Exhibit |, to a Section in the Privacy and Security
Rule means the Section as in effect or as amended.

. Amendment. Covered Entity and Business Associate agree to take such action as is

necessary to amend the Agreeément, including this Exhibit, from lime to time as is necessary
for Covered Enlity to comply with the changes in the requirements of HIPAA, the Privacy and
Securily Rule, and applicable federal and state law.

. Dala Ownership. The Business Associate acknowledges that it has no ownership rights with

respect'to the. PHI provided by or created on behalf of Covered Entity under the Agreement,

. Interprelation. The paries agree that any ambiguity in the Agreement or this Exhibit shall be

resolved lo permit Covered Entity to comply with HIPAA, the Privacy and Secunty Rule and
the HITECH Act.

. Séqregation. If any term or condition of this Exhibit | or the application thereo! to any person(s)
.o ciréumstance is 'held invalid, such invalidity shall not affect other lerms or conditiofis which
‘can be given effect without the invalid term or condll:on o thns end the terms and condmons
of this Exhibil | are declared severable.

1. _Survwal Provisions in this Exhibit | regarding the Use and disclosure of PHI, return or
-destruction of PHI, exiension’s of the prolections of this Exhibit in section (3){1); and the defense
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and mdemmr cation provisions of section (3) and Paragraph #14 of the Agreement shall survive
the termination of the Agreement.

IN WITNESS WHEREOF. the parlies héreto have duly executed this Exhibit I,

Departmeni of Health and Human Services UNH-Institute on Health Policy and Praclice
The State University of New Hampshire
; w Ouasdhagtm by \ :
i urg ol Authorized Representalive ignature of Authorized Representative
Christine-Santaniello Karen Jensen
Authorized Representative - : . Authorized Representative
Associate Commissioner Director, Pre-Award
Title of Authorized Representative Title of Authorized Representative
9/14/2021 ' 9/14/2021
Date ; Date
. S T D3
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach®™ means the loss of control, compromise, . unauthorized disciosure,
unauthorized. acquisilion, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Prolected Health Information, * Breach”
shall have the same mieaning as the term “Breach” in -section
164.402 of Title 45, Code of Federal Regulations.

2. 'Compute'r Security Incident” shall have the same meaning “Computer Security
Incident” in.section two (2} of NIST Publication 800-61, Computer Securily Incident
Handling Guide, National Insluute of Standards and Technology, U. S. Department of
Commerce

3. “Confidential Information” or “Confidential Data™ means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assisltance benefits and personal infformalion including without limitation, Subslance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable [nformation.

Confidential Information also includes any and all information-owned or managed by
the State of NH - created, received from or on behalf of the Deparniment of Health and
Human Services (OHHS) or accessed in the course of performing contracled services
- of which colleclion, disclosure, protection, and disposilion is governed by slate or
federal law or regulation. This information includes, but is not limited to Protected
Heallh Information (PHI), Personal Information (Pl), Personal Financial Information
(PF1), Federal Tax Information (FT1), Social Security Numbers (SSN), Payment Card
Industry {PCl), and or olher sensitive and conﬁdenlial information.

4. “End User" means any person or entity {e.g.; contracior ‘contraclor's employee,
business associate, subcontractor, other downsiream user, elc. ) ihat receives DHHS,
data or derivative data in accordance with the terms of thiS Contracl.

5. “HIPAA" means the Heallh Insurance Portability and Accounlabmly Act of 1996 and the
regulations promulgaled thereunder.

6. “Incident” means an act that potent:ally violates an explicit or implied securily pohcy
which includes attempts (either failed or successful) to gam unauthorized access 10 a’
system’or its data, unwanted disruption or denial of service, the unguthofizéd use ofa
system for the processing or ‘storage of data; and changes to system hardware,
firmware, or- software characteristics without the owner's knowledge, instruction, ‘o
consent. Incidenls include the loss of dala through theft or device misplacement, loss
or misplacement of hardcopy.documents, and misrouting :of physical .or ‘electronic.

03
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mail, ali of which may have the potertial to put the data at risk of unauthorized
access, use, disclosure, modificalion or destruction.

7. “Open Wireless Network™ means any.netwark or segment of a network that is not
designated by’ the State of New Hampshire's Depariment of Information
Technology or.delegate as a prolected network (designed, tested,-and approved,
by méans of the State, to transmit) will be considered an open network and not
adequalely secure for-the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. *Personal Information” (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C: 19, biomelric records, elc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mcther's malden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually ldentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information” (or “PHI*) has the same meaning as provided in the
definifion of "Protected Heaith Information™ in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” 'shall mean the Security Standards for the Protection ‘of Electronic
Prolected Health Information at 45 C.F.R. Par 164, Subpan C and amendments
thereto.

12. "Unsecured Protecied Health Information™ means Protected Health.Information that is
not secured by a technology standard that renders Protected Heallh- Informiation
unusable, unreadable, or indecipherable to.unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the Américan
Nallonal Standards instifute.

1. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information. -

1. The Conlractor must not use, .disclosé, maintain ortransmil Confidential Information
except as reéasonably fecessary’as oullined under this Contract. Further, Conlractor,
'mcludung but nol.limited to all its directors, officers, employees and agenls must not

uise, disclose, maintain or transmil PHI in any manner thal would constitute a violalion
of the Piivacy and Security Rule. ,

2. The.Contractor must not disclose any Confidential Information in response to a

—D3
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reques! for disclosure on the basis thal it is required by law, in response to a subpoena,
etc., without first: noufylng DHHS so that DHHS has an opportunity to consént or ‘object
to lhe disclosure.

3. If DHHS notifies the Contraclor that DHHS has agreed 'to be bound by additionat

restictions over and above. those uses or disclosures or security safeguards of PHI
pursuanl to the Privacy and Secumy Rule, the Contraclor must be bound by such
addilional restrictions and must not disclose PHI in violation of such additional
restrictions and mus!t-abide by any additional securty safeguards.

4. ThHe Contractor agrees thal DHHS Data or derivative data disclosed to an End User

must only ba used pursuant to the terms of this Contract.

5. The Conlractor agrees DHHS Data obtained under this Contract shall not be used for

any olher purposes that are not indicaled in this Contract.

6. The Conlraclor agrees to grant access o the data to ihe authorized representatives of

DHHS for the purpase of inspecling to confirm compliance with the terms of this
Cantract.

ll. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. if End User is transmitling DHHS data containing Confidential

.Data between applicalions, the Contraclor attesls the applications have been

evaluated by an expert knowledgeable in cyber security and that said applicalion's

‘encryplion ca pablhtles ensure secure lransmission via the internet.

Computer Disks and Portable Storage Devices. End User may nol use computer disks or
portable storage devices, such as a thumb drive, as a mathod of transmitting DHHS data.

Encrypted Email. End User may only amploy email 10 transmit Confidential Data if

email is gncrypled and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is emgloying the Web lo transmit Confidential Data,

the secure.socket layers (SSL) must be used and the'web site must be.secure. SSL

encrypts data transmitted via a Web site.

File Hostmg Services, @lso known as File Sharing Sites. End Usér may nol use file
hosting sefvices, such as Dropbox or Google Cloud Siorage, to transmit Confidential
Cala. :

Ground Mait Service. End User may only transmil Confidential Data via cemfedground
mail within the contmenlal U.S. and when sent to a named individual.

Laptops and PDA. If End Useris employlng portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks, End.User may not transmit Confidential Data via an open
o3
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmilting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
accéss or transmil Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitied or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to iransmit Confidential Data, £nd User will structure
ihe Foider and access privileges to preven! inappropriate disclosure of information..
SFTP folders and sub-folders uséd for transmitting Confidential Data will be coded for
24-hour auto-delation cycle (i.e. Confidential Dala will be deleted every 24 hours).

11. Wirgless Devices. If End User is transmitling Confidential Dala via wireless devices, all
data must bé encrypted to prevent inappropriale disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contraclor will only retain the dala and any dernivative ol the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the dala and any
derivative in whataver form it may exis|, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must;

A. Retention

1.

The Contractor agrees it will not store, lransfer or process dala coflectéd in
conneclion wilh the services rendered under this Contract outside of the United
States. This physical localion requirement shall also ‘apply in the imptementation of
cloud cotnputing, cloud service or cloud slorage capabumes and includes backup
data and Disaster Recovery locations.

The Contraclor agrees 10 ensure proper securuty moniloring capabilmes are’in place
to delect potential securily evenls thal can impact State of NH systems and!or
Deparlmgnl confidential information for contractor provided systems.

The Contractor agrees (o provide security awaéness and educationforits End Users
in support of protecting Depanment confidential information.

The Contractor agrees to retain all electronic and hard copies of Confidential Dala
in @ secure location and identified in settion IV, A.2

The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant $6lution and comply with all apphcable slatules and
regulalions fegarding the privacy and security. All servers and devices musl have
currently-supported and hardened operating systems, the latest anli-viral, anti-
hacker, anti-spam, anli-spyware, and anti-malware utilities. The environment; as a

[+} ]
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whole, must have aggressive intrusion-detection and firewall pr,otect'iOn,‘

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any secunty vulnerability 'of the hosting
infrastruclure. '

B. Disposilibn

1. ifthe Contractor will maintain any Confidential Informafion on its systems {or its sub-
contractor systems), the Contraclor will maintain a documented process for securely
disposing of such data upon request or contract termination: and will Gbiain written
certification for-any State of New. Hampshire data destroyed by the Conlraclor or any
subcontraclors as a part.of ongoing, emergency, and or disasier recovery
operations. When no longer in use, electronic rmedia containing State of New
Hampshire dala shall be rendered unrecovérable via a secure wipe program in
accordance with industry-accepted slandards for secure detelion and media
sanilizalion, or otherwise physically destroying the media (for example, degaussing)

‘as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Conltractor will document and cenlify in writing at time of the data
destruction, and will provide witten certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. :Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction. .

2. Unless otherwise specilied, within thirty (30} days of the termination of this Contract,
‘Contraclor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding. '

3. Unless otherwise specilied, within thirly (30) days of the termination of this Contract,
.Contfac!or agrees to completely desiroy all electronic Confidential Data by means
of dala erasure, also known as secure data wiging.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees lo safeguard the DHHS Data received under this Contracl; and any
derivalive data or files, as (ollows:

1. The Con}r@clo_r will maintain proper security controls t6 protect Department confidential
information collecled, processed, managed, and/for stored in the delivery.of contracled
services, ;

2. The Contraclor will maintain policies and procedures to protect Dépariment confidential
information’ throughoul the information lifecycle, where: applicable, (from- crealion,
transformation, Use; storage and secure destruction) fegardless of the media used to
store the data{(i.e., tape, disk, paper, etc.).

o3
‘ k4.
V5, Last updale 09:26-20° Exhibit A3 Conlroclor(nkliots _~——
Sl DHHS information
-Socurily Requirements . 9/14/2021
Page 50! 9 Date.



DocuSign Envélope I 87CAF10-9512-4037-9731-5FADAIOBE1C1

DocuSign Enveiope ID: 62625E8C.7768-4251-02D4-5IET19ESE 148

New Hampshire Department of Health and Human
Services Exhibil A-3

DHHS Information Security Requirements

10.

1.

The Contractor will maintain appropriale authentication and access conirols 1o

contractor syslems thal collect, transmit, or store Department confidential information
where applicable,

The Contraclor will ensure proper security monitoring capabilities are in place o delect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systéms.

The Contraclor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Conlractor will be sub-<Contracting any core funclions’ of the engagement
supporling the services for Slate of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance 1o security requirements that at a minimum matéh those for
the Contractor, including breach notification requirements. = .

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access (orms, and computer use agreements as part of oblaining
and maintaining access to any Depariment system(s). Agreements will be completed
and signed by the Conlractor and any ‘applicable sub-contractors prior to system
atceéss being authorized.

If the Depariment determines the Contraclor is a Business Associale pursuant to 45
CFR 160.103, the Contractor will execule a HIPAA Business Associate Agreement
(BAA) with the Depariment and is responsible for maintaining compliance ‘with 'the,
agreement. ' '

The Contractor will work with the Depaniment al its request to complele a System
Managemen! Survey. The purpose of the survey is to enable. the Department .and
Contractor to manitor for any changes in risks, threats, and vulnerabilities that ‘may
occur over the life of the Contractor éngagement. The survey will be completed
annually, or an allemale lime frame al the Depariments discretion with agreement_by
the Conlracior, or the Deparment may request the survey be ‘compleled when the
scope of the engagenien| between the Department and the Conlractor changes.

The Contractor will not store, knowingly or unknowingly. any State of New Mampshire
or Departmient data offshore or outside the boundaries'of 1he Uniled States unless prior.
express written conseéfl is oblained from the Information Security OHfice léadership

‘member within the:Department.

Data Security Breach Liability. In the event of any securily breach Contractor ‘shall
make €fforts lo investigate the causes of he breach, promptly take measures to prevent

future breach and minimize any damage or loss resulting from the bieach. The State

shall recover from the Conlractor ali-cosls of response and recovery from
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12.

13

14,

15.

16.

the breach, including but not limited to: credit monitoring services, mailing costs and

costs associated with website and lelephone call center services necessary due 1o the
breach.

Contractor musl, comply with all apphcabla statutes and regulatlons regarding the
privacy and security of Confidential Informalion, and must in all other respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
leve! and scope of réquirements applicable to federal agencies, including, but not .
limited to, provisions of the Privacy Act-of 1874 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45,

C.F.R. Parts 160 and 164) that govem protections for individually identifiable health
mformataon and as applicable under Stale law.

Contractor agrees 10 establish and maintain appropriale administrative, technical, and'
physwal safeguards 1o protect the confidentiality.of the Confidential Data ang to prevent
unauthorized use or access 10 il. The safeguards must provide a level'and scope of
security that is not less than the tevel and .scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doitivendor/index.him for the
Department of Information Technology policies, guidelings, standards, and
procurement information relating to vendors. )

Contractor agrees to mainlain a documsnted breach notification and incident response
process.

Contraclor must restrict access to the Confidential Data obtained under lhis, ‘Contract
1o only those authorized End Users who need such DHHS Data to perform their
offictal dulies in connection with purposes identified in this Contract.

The Contractor must ensure that all End Users:

a. Comply with such saleguards as referenced in Section IV A. above,
nmplemenled to protect Confidential information that is fumished by DHHS under
this Contract from loss, theft or inadvertent dlsclosure

b. Safeguard this information at all times.

<. Ensure thallaplops and other elecironic dewcesimedla containing PH, P, orPFI
are encrypled and password-protacted.

d. Send emails comamsng Confidential Information only if éncrypléd and being sent
to and beirig received by emall addresses of persons authorized 10 reéceive Such
information,

i 1]
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e. Limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Dala, must be slored in an area that is- physucally and
technologically secura from access by unauthorized persons during duty hours
as well as non-duty hours {e.g., door locks, card keys, biometric identifiers, etc.).

g. Only authorized End Users may transmit the Confidential Data, mcludmg any
derivative files containing personally identifiable information, and in all cases.
such data must be encrypled at all times when in lransit, at resl, or when siored

/ on portable media as required in section IV above.

h. In all other instances Confidential Data mus! be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumsiances invoived.

i. Understand thal their user credentials {user name and password} must nol be
* shared wilh anyone. End Users will keep their credenlial information secure. This
applies to credentials used lo access the site directly or indirectly through a third

party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections 1o monitor compliance with this Contract,
including the. privacy and security requirements provided in herein, HIPAA and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contracl.

V. LOSS REPORTING

The Contractor must nolify the NH DHHS Information Securily via the email address
provided in this Exhibit, of any Securily Incidents and Breaches imimediately: after the
Contraclor has determined thal the aforementioned has occurred and that Confidential
Data may have been exposed or compromised. '

The Contractor mus! further handle and report Incidents and Breaches involving PHI.in

accordance with the .agency's documented Incident Handling and Breach Nolification

procedures and in accordance with 42 C.FR. §§ 431,300 - 306. In addition to, and

notwithstanding, ‘Contractor's compliance with all applicable obligations and procedures,
" Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Delermine if personally identifiable information is involved in Incidents.

3. Report suspécted or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convéne a core response group o delerming the risk level of Incidents
and determine risk-based responses 10 Incidents; and

5. Determine whether Breach notification is required, and, if sa, identify appropriate
V5. Last updste 09-26-20 €xiibit A-3
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Breach nolification methods, timing, source, and contenis from among different
options, and bear costs associated with the Breach notice as well as any mitigalion
measures.

Incidents and/or Breaches that implicate P! mus! be addrassed and reponed as
apphcable in accordance with NH RSA 359-C: 20,

V. PERSONS TO CONTACT

A. DHHS contact for Data Management or Dala Exchange issues:
DHHSinformationSecurityOffice@dhhs.nn. gOV

B. DHHS contacts for Privacy issues:
OHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

'D. DHHS contact for Breach notifications:
DHHS InformationSecurityOffice@dhhs.nh.gov '
DHHSPrivacy.Officer@dhhs.nh.gov '
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