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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF LONG TERM SUPPORTS AND SERVICES

Lorl A Sbibiiien« ^05 PLEASANT STREET, CONCORD, NH 03301
Commissioner 603-271-5034 1-800-852-3345 Ext. 5034

Fax: 603-271.5166 TOD Access: 1-800-735-2964
Melissa A. llirdy www.dhhs.nh.gov

Director

December 13, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Long Term Supports
and Services, to enter into a Sole Source amendment to an existing Cooperative Agreement with
University of New Hampshire (VC#177867), Durham, NH, to continue to support Aging and
Disability Resource Centers and NHCarePath system partners with addressing barriers to access
and education relative to COVID-19 vaccinations for individuals engaged in the No Wrong Door
System, by exercising a contract renewal option by extending the completion date from June 30,
2023 to June 30, 2024, effective upon Governor and Council approval, with no change to the price
limitation of $602,631.

The original contract was approved by Governor and Council on October 27, 2021, item
#24 and most recently amended with Governor and Council approval on September 21, 2022,
item #25.

EXPLANATION

This request is Sole Source because the original Agreement was not competitively bid.
The Contractor Is uniquely positioned to continue to support outcomes and analysis relative to
ensuring NHCarePath partners have the information necessary to mitigate barriers to vaccination
for individuals in the No Wrong Door system.

The purpose of this request is for the Contractor to continue to provide support to Aging
and Disability Resource Centers: NHCarePath system partners; and the network of providers who
provide services to the aging population by assisting them with identifying and addressing barriers
related to COVID-19 vaccination access and education for individuals engaged in the No Wrong
Door System, Including at-rlsk older adults; Individuals who are homebound; or other vulnerable
individuals. This extension always allows the Department to align the contract end date with the
end date for this grant project.

Approximately 100,000 individuals will be sen/ed directly and indirectly during State Fiscal
Years 2023 and 2024.

The population to be served includes at-risk adults, who are sixty (60) years of age or
older, and homebound, or other medically vulnerable individuals.

The Department will monitor services by reviewing semi-annual and annual reports
submitted by the Contractor.

As referenced In Exhibit A of the original agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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available funding, agreement of the parties and Governor and Council approval. The Department
is exercising its option to renew services for one (1) year of the one (1) year and 3 months
available.

Should the Governor and Council not authorize this request, at-risk older adults,
homebound individuals and other vulnerable individuals may not receive adequate and
appropriate education addressing barriers to accessing COVID-19 vaccinations, thereby
increasing the prevalence of illness, death and/or community spread.

Area served; Statewide

Respectfully submitted,

LoriA. Shibinette

Cormnissioner
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AMENDMENT #2 to

COOPERATIVE PROJECT AGREEMENT

between the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor and Executive
Council on 10/27/21, item # 24, for the Project titled "Vaccine Access and Education for Vulnerable
Individuals," Campus Project Director, Laura Davic, is and all subsequent properly approved amendments
are hereby modified by mutual consent of both parties for the reason(s) described below:

Purpose of Amendment (Choose all applicable items):

15^ Extend the Project Agreement and Project Period end date, at no additional cost to the State.

I  I Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

I  I Other:

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

• Article A. is revised to replace the State Department name of N/A with N/A and/or USNH campus
from N/A to N/A.

• Article B. is revised to replace the Project End Date of June 30,2023 with the revised Project End Date
of June 30, 2024, and Exhibit A, article B is revised to replace the Project Period of October 27, 2021
- June 30, 2023 with October 27, 2021 - June 30, 2024.

•  Article C. is amended to expand Exhibit A by including the proposal titled, "N/A," dated N/A.

•  Article D. is amended to change the State Project Administrator to N/A and/or the Campus Project
Administrator to N/A.

• Article E. is amended to change the State Project Director to N/A and/or the Campus Project Director
to N/A.

• Article F. is amended to add funds in the amount of $ and will read:

Total Stale funds in the amount of $ have been allotted and are available for payment of
allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

•  Article F. is amended to change the cost share requirement and will read:

Campus will cost-share % of total costs during the amended term of this Project Agreement.

• Article F-. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
Grant/Contract/Cooperative Agreement No. from under CFDA# Federal
regulations required to be passed through to Campus as part of this Project Agreement, and in
accordance with the Master Agreement for Cooperative Projects between the State of New
Hampshire and the University System of New Hampshire dated November 13, 2002, are attend

Page 1 of3
Campus Aulhorized Officiaf

Date's/2022
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to this document as revised Exhibit B, the content of which is incorporated herein as a part of this
Project Agreement.

•  Article G. is exercised to amend Article(s) of the Master Agreement for Cooperative Projects
between the State of New Hampshire and the University System of New Hampshire dated November
13, 2002, as follows:

Article is amended in its entirety to read as follows:
Article is amended in its entirely to read as follows:

• Article H. is amended such that:

I  I State has chosen not to take possession of equipment purchased under this Project Agreement.
I  I State has chosen to take possession of equipment purchased under this Project Agreement and will

issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State.

• n Exhibit A is amended as attached.

• n Exhibit B is amended as attached.

All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parlies hereunder shall become effective on the date the
Governor and Executive Council of the State of New Hampshire or other authorized officials approve this
Amendment to the Cooperative Project Agreement.

IN WITNESS WHEREOF, the following parties agree to this Amendment #2 to the Cooperative Project
Agreement.

By An Authorized Official of:
Universit>' of New Hampshire

Karen Jensen

Title: Director, Pre-Awa
1 , 1 J. - Il l

Signature and Date:

By An Authorized Official of: the New
Hampshire Office of the Attorney General

Guanno

Title; Attorney

Signature and Dale:

By An Authorized Official of:
New Hainpshire DHHS
V, MelTSsa Hardy

Title: Director, DLTSS
■

Signature and Date:

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:
Title:
Signature and Date:

Page 2 of3
Campus Authorized Official

—OS

Date"^f^7T3/2 0 2 2
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerable Individuals (SS-2022-DLTSS-01
VACCI-01)

B. Project Period: October 27, 2021 - June 3D, 2024

C. Objectives: See Exhibit A-1, Scope of Services of the original contract

D. Scope of Work: See Exhibit A-1, Scope of Services of the original contract

E. Deliverables Schedule: See Exhibit A-1, Scope of Services of the original contract

F. Budget and Invoicing Instructions: See Exhibit A. Item F-1, Budget and Exhibit A, Item F-2,
Payment Terms of the original contract

Page 3 of3 ^
CaniDus Authorized Official

DateT77TT/2022
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LoH A. Shibiaene

CommlisioBer

Melusfl A. Ilirdy
Dlrecior
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DiyiSION OF LONG TERM SUPPORTS AND SERF/CES

105 PLEASANT STREET, CONCORD, NH 03301
(;03-27l-5034 1-800-852-3345 Ext 5034

Fax; 603-271-5166 TDD Acc«s: 1-800-735-2964

www.dhhs-nb.gov

August 31. 2022

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Long Term Supports
and Services, to amend an existing cooperative project agreement with University of New
Hampshire (VC# 177867), Durham. NH. to continue to support Aging and Disability Resource
Centers and NHCarePath system partners with addressing barriers to access and education
relative to COVID-19 vaccinations for individuals engaged in the No Wrong Door System, by
increasing the price limitation by $194,204 from $408,427 to $602,631 and by extending the
completion date from September 30, 2022 to June 30. 2023. effective upon Governor and Council
approval. 100% Federal Funds.

The original contract was approved by Governor and Council on October 27, 2021, item
#24.

Funds are available in the following accounts for State Fiscal Year 2023, with the authority
to adjust budget line items v^thin the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and Justified.

05-95-48-481010-19840000 HEALTH AND SOCIAL SERVICES, HEALTH & HUMAN SVCS
DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR SOCIAL SVC PROG, NWD
COVID-19 Vaccine Access

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased
(Decreased)
Amount

Revised

Budget

2022 074-500585

Contracts for

Community
Grants

48130323

$149,758 $0 $149,758

2023 074-500585

Contracts for

Community
Grants

48130323

$8,919 $0 $8,919

Subtotal $158,677 $0 $158,677

05-95-48-481010-19760000 HEALTH AND SOCIAL SERVICES, HEALTH&HUMAN SVCS
DEPT, HHS: ELDERLY & ADULT SVCS DIV, GRANTS FOR SOCIAL SVC PROG, VACS
EXPANDING ACCESS GRANT

Tiie Dcparlnient ofHealtli and Human Services' Mission is to join communities and families
in providingopporiunilies for citizens to achieve health and independence.
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State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current
Budget

Increased

(Decreased)
Afhount

Revised

Budget

2022 074-500589

Contacts for
Welfare

Assistance

48130618

$236,372 $0 $236,372

2023 074-50d^"9
Contracts for

Welfare

Assistance

48130618

$13,378 $0 $13,378

Subtotal $249,750 $0 $249,750

05-95-4M8iOiO-2658000D HEALTH AND SOCIAL SERVICES. HEALTH&HUMAN SVCS
DEPT. HNS: ELDERLY & ADULT SVCS DIV. GRANTS FOR SOCIAL SVC PROG, PH
WORKFORCE ARP

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2023 074-500589

Contracts for

WeKare

Assistance

TBD

$0 $194,204 $194,204

Subtotal $0 $194,204 $1H204

Total $408,427 $194,204 $602,631

EXPLANATION

The purpose of this r^uest is for the Contractor to expand its current vaccination access
work to support Aging and Disability Resource Centers, NHCarePath system partners, and the
netvyork of providers who' provide services to the aging and disability population. The Contractor
will assist In the development of process and procedures for a No Wrong poor System Vaccine
Support Center, which wif:

•  Help with scheduling appointments for the vaccine

•  Coordinate and follow up with individuals to ensure successful completion of the
vaccination process

•  Make referrals, as needed, for other needed supports and services.

•  Support the deployment of targeted access for vaccine support, with a focus on
the most vulnerable populations that are most at risk of COVlb-19 and who are
seeking information and support for access to COVID-19 vaccinations.

The Contractor assists in identifying and addressing barriers related to cpyip-19
vaccination access and education for individuals engaged in the No Wrorig Door System,
including at-risk older.adults, individuals who are horriebound, and other vulnerable, individuals.

Approximately 100,000 individuals will be served both directly and indirectly during State
Fiscal Years 2023 and 2024.
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The Contractor will continue to assist commuhrty pailners with developing and
irhplementing;

•  Screening tools to identify individual needs

•  plans to address barriers; and

• Workflow plans for receiving and processing referrals.

Additionally, the Contractor supports partners in reaching at-risk ojder adults, hornebound
IrKlividuals, and other vulnerable individuals by developing information packets including
resources and toolkits that address COVID-19 information and vaccine hesitancy. The Contractor
also supports marketing efforts, assists partners with disseminating inforrtiatidr), and provides
technical assistance, as well as reinstating the Volunteer Driver Program.

The Department will monitor services by reviewing semi-annual and annual reports
submitted by the Contractor.

As referenced in Exhibit A of the original 'agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approval. The Department
is exercising its option to renew services for nine (9) months of the two (2) years available.

Should the Governor and Council not authorize this request, at-risk older adults,
homebound individuals and other vulnerable individuals may not receive adequate and
appropriate education addressing barriers to accessing COVID-19 vaccinations, thereby
increasing the opportunity for illness, death and/or community spread.

Area served: Statewide

Source of Federal Funds: Assistance Listing Number #93.048 and #93.044, FAIN#
90NWC50032. 2101NHVAC5. 2201NHSTPH. 90NWPH0037

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted.

Lori^Shibinette

Commissioner
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AMENDMENT#! to

COOPERATIVE PROJECT AGREEMENT

bcnvccn the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor and Executive
Council on 10/27/21, item # 24, for the Project titled "Vaccine Access and Education for Vulnerable
Individuals," Campus Project Director, Laura Davie, is and all subsequent properly approved
athcndmenis arc hereby modified by mutual consent of both parties for the rcason(s) describcd below:

Purpose of Amendment (Choose" all applicable Items):

Q Extend the Project Agreement arid Project Period end date, at no additional cost io the State.

I  I Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

^ Other: Extend the Project Agreement arid Project Period end date, with additional associated funding.

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

•  Article A. is revised to replace the State Department name of N/A with N/A and/or USNH campus
from N/A to N/A.

•  Article B. is revised to replace the Project End Date of September 30, 2022 with the revised Project
End Date of June 30, 2023, and Exhibit A, article B is revised to replace the Project Period of
October 27, 2021 - September 30, 2022 with October 27, 2021 - June 30, 202.3.

•  Article C. is amended to expand Exhibit A by including the proposal titled, "N/A," dated N/A.

•  Anicic D. is amended to change the State Project Administrator to N/A and/or the Campus Prpjcct
Adminisirator.to Randy Brown.

•  Article E. is amended to charigc the State Project Director to N/A and/of the Campus Project Director
to N/A.

•  Article F; is amended to add fiinds in the amount of $194,204 and will read:

Total State funds in the amount of $602,631 have been allotted and are available for payment of
allpwable.costs incurred under this Project Agreement. State will hot reimburse Campus for costs
exceeding the amount specified in this paragraph.

•  Article F. is amended to change the cost share requirement and will read:

Campus will cost-share %.of total costs during the amended term of this Project Agreement.

• Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
Gran^Coniract/Cooperaiive Agreement No. from under GFDA# Federal
regulations required to be passed through to Campus as part of this Projcc.t Agreement, and in
accordance vyith the Master Agreement for Cooperative 'Projects between the State of New
Hampshire and the University System of Nc\y Hampshire dated November 13, 2002, arc attached

Page I of 3 ^
Campus Authorized OfTiciaL
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to this document as revised Exhibit B, the content oTwhich is incorporated herein as a part of this
Project Agreement.

•  Article G. js exercised to amend Article(s) of the Master Agreement for Cooperative Projects
between the State of New Hampshire and the University System of New Hampshire dated'November
!3, 2002, as follows:

Article is amended in its entirety to read as follows:
Article is amendcd in its entirety to read as follows:

•  Article H. is amended such that:

r~1 State has chosen not to take possession of equipment purchased under this. Project Agreement.
n State has chosen to take possession of equipment purchased under this Project Agreement and will

Issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
cnd-daic. Any expenses incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State.

• ̂  Exhibit A is amended as attached.

• n Exhibit 8 is amended as attached.

All other terms and coridiiions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agrecrttent, and supersede and replace any previously c.xisiing arrangements, oral and written; .further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amchdrhcnt and ail obligations of the parties hereundcr shall become effective on the date the
Governor and Executive Council of the State of New Hampshire or other authorized officials approve this
Amendment to the Cooperative Project Agreement,

IN WITNESS WHEREOF, the following parties agree to this Amendrhent U1 to the Cooperative Project
Agreement.

By An AuthOLrizcd Official of:
University of New Hampshire

Name: Louise GrifTin

Title: Associate vp

Signature and Date:

& chief- BA-yOrf"ficer

By An Authorized Official of:
Department of Health and Human
Services

Name;"®''^
Title: Director, dltss.

1
Signature and Date:

lLu, U.

By An Authorized Official of: the New
Hampshire Office of the Ationicy General
Name: Robyn Guarino
Title: Accorney

Signature and Date:
"^1

By An Authorized Official of: the New
Hamp'shifcGQvernor,& Exccui.iyc Council
Name:
Title:

Signature and Date: .

Page 2 of 3
Campus Authorized Officia'lQ

bate
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerable individuals (SS-2022-DLTSS-01
VACCI-01)

B. Project Period: October 27, 2021 • June 30, 2023

C. Objectives: See Exhibit A-1

D. Scope, of Work: See Exhibit A-1, Scope of Services.

E. Deliverables Schedule: See Exhibit A-1, Scope of Services

f. Budget and Invoicing Instructions: Modify Exhibit A, Section F., Budget and Invoicing
Instructions, Project Budget, by replacing in Its entirety with Exhibit A, item F-I Budgct Table
Amendment #1, which is attached hereto and incorporated by reference herein.

1. Modify Exhibit A Item F-2, Payment Terms, Section ! to read:

1. This Agreement is funded by:

1.1. 41.44%, Expanding Access toCOVID-19 Vaccines via the Aging Network, as awarded on 4/8/21, by
the Adminstra.tion for Community Living, CFDA 93.044, FAIN 2iDINHyAC5.

1.2. 26.34%, NWD COVID-19 Vaccine Access, as awarded on 4/30/21, by the Adminstration for
Community Living, CFDA 93.048, FAIN 90N\VC50032.

1.3. 13.03%, STPH Public Health Workforce as awarded on 1/12/22, by the Adminstration for
Community Living, CFDA 93.044, FAfN 220INHSTPH

1.4. 19.19%, Public Health Workforce NWD as awarded on 4/7/22, by the Administration for Community
Living, CFDA 93.048, FAIN 90NWPH0037

2. Modify Exhibit A Item F-2, Payment Terms, Section 4 to read;

4. The Contractor shall submit an invoice with supporting documentation to the Department no later than
the fifteenth (I Sih) working day of the month following the month in which the scrvices wore
provided. The Contractor shall ensure each invoice; :

4.I.- Includes the Contractor's Vendor Number issued upon registering with New Hampshire Department
of Administrative Services.

.4.2. Is submitted In a fonu that is provided by or otherwise a.cccprable to the Department.
4.3. IdenliHes and requests payment for allowable cosis incurred in (he previous month,
4.4. Includes supporting documentation of allowable costs with each invoice thM may>includc,;but arc not

lirriited to, time sheets, payroll records, receipts for purchases, and proof of cxpendirures, as
applicable.

4.5. Is completed, dated and returned to the Department with the supporting documentation for allowable
expenses to initiate.payment.

Page 3 of!
Campus Authorized Official

Date
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DmStONOFLONC TERM SVPPORTS AND SERVICES
%

105 PLEASANT STRECT, CONCORD. NH 03J0I
6O-17IS054 ]-8p04S3-SMSEiLSd34

F»t: 60>371'S166 TDO Acms: 1-800-T3S-2964
r.dh^.nb^ov

October 13. 2021

His Excellei^cy. Governor Christophier T. Sununu
arTd the HoruK-able Council

State House
Concord. Nev^ Hampshire 03301

REQUESTED ACTION

Authorize the Departmerrt of Health.and Human Services, Division of Long Term Supports
and Services, to enter into a ©ooperative project agreement with University of New Hampshire
(VC# 177867), Durtiam, NH In the amount of $408,427 to support^ing and Disability Resource
Centers arid NHCarePath system partners v«th addressing barriers to access and
relative to COVID-19 vaccinations for individuals er>gaged in;the No Wrong Door System with the
option to renew for up to two (2) additional years, effective upon Govem.w and Council approval
through September 30. 2022. contingent upon Governor and Executive Council ap^v^of the
corresponding companion request to accept and expend the funding. 100% Federal Funds.

Funds are available in the following accounts for State Fiscal Years 2022 and 2023 with
the authority to adjust budget line Itemo within the price limitation arid ericumbrarKes between
state fiscal' years through the Budget Office. If needed and justified.
OS-66-48-481O1O-1084OOOO-O74 HEALTH AND SOCIAL SERVICES, HEALTH
SVcH)^!, H^^RLY & ADULT SVCS OIV. GRANTS FOR SOCIAL SVC PROO, NWD
COVID-19 Vaccine Accesa

State

Fiocat Year

Class /
Account

Class. Tltlo Job Number •Total Amount

2022
074-M0585 Contracts (or

Conrimunity Grarrts

48130323 $149,758

2023
074-500585 Contracts for

Community Grants
48i30323 $8,919

Si/bfotsf $158,677.00

06-9&48-46iO
DEPT, HHS:
EXPANDING)

10-197600004)74 HEALTH AND SOCIAL SERVICES, HEAl
elderly & ADULT SVCS DIV, GRANTS FOR SOCIAL
\CCESS GRANT

.TH&HUMAN SVCS

SVC PROG, VACS

State

Fiscal Year

Class /
Account

Class Title Job Numtier Total Amount

2022
074-500589 Contracts for Welfare

Assistance'

48130618 $236,372

TU Dtportmtnk cfHr^llhp^d Humcn StrvUtf Mittior, U lo_jaih cpmmuiuli.1 o^ftmiUn
in pnvidiAS epporiunUia for tuiunt toechltvt tmxlih and uuUptndtnet.-



bocuSign Envelope 10:87CA9F10-9512-4037-9731.'5FAOA308E1C1

Hli Excstlency, Governor Chrtstopher.T. Suruffiu
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2023 074-500689 Contracts for Welfare
Assistance

48130616 $13,378

Si/bfola/ $249J80

Total $408,427

EXPLANATION

The purpose of thb request is for the University of New Hampshire Irwtitute for Health,
Policy & Practice (Cootrectorj to provide' support to Aglr^ and Disability Resource Centers;
NHCarePath system parsers: and the network .of providers who provide services to the aging
population by 88Si5lir>g them with identifying and addressing barriers related to COVlD-19
vaccination access and education for individuals engaged in the No Wrong Door Systern.
Including at-hsK older adults: individuals who are homebound; or other vulnerable Individuals. As
part of the federal application process the Department was required to identity a contractor In Its
grant application. The Department consulted with the Contractor because of its parthersNp with
the Bu^au of Elderly and Adult Services In the development of the NHCarePath system, knowri
as the Department's No Wrong Door system. The Department concluded the Contractor was
best po8ttlor>ed to provide the evaluation, assessment, technical assistance, infrast^cture and
capacity to support the outcomes and analyslB relative to ensuring NHCarePath partners have
the Irrformation necessary to mitigate barriers to vaccination for individuals In the No Wrong Door
system. A portion of this contract will be funded from a new grant. This companion Item to accept
and expend new funds Is scheduled to be brought before Fiscal Committee for approval on
October 22, 2021 and Governor and Coundl on October 27, 2021.

Approximately 100,000 individuals will be served both directly and indirectly during State
Fiscal Years 2022 and 2023.

The University of New Hampshire will assist community partners with developing and
implerhehtir^ scrwning toote to identify Individual needs: plans to address barriers; and woridlow
plans for handling feferrals. .Additionally, the University of New" Hampshire wUI support partners
in reaching at-risK oWer adults, homebound Individuals and other vutnereble IndMdwIs by
developing information packets, resources and toolkits that address COVIDriO information and
vaccine hesrtancy. The ContrBctor vvill support marking efforts and assist partners vrith
diaseminatir^ information as well as reinetating the Volunteer Driver Program and providing
technical assistance.

The Department will rhonitor services-by reviewing semi-annual and annual reports
submitted by the Contractor.

As referenced in ExhibH A of the attached agreement, the parties have the option to extend
the agi^mcnt for up two (2) .additional years, contingent upon satisfactory delivery of aennces,
available fundirig. agreernent of the parties and Governor and Council, approval.

Should the Goverripf end. Council not authdrtze this request, a|-risk older adults,
homebound Individuals ar>d other vulnerable indMduals may hot receive pdequate and
appropriate ediicaliori addressing barriers to accessing COVlD-19 vat^natlons, .thereby
increasing the opporturiity for Illness, death and/or community spread.

Area served: Statewide

Source of Federal Funds: Assistanpe,Listing NLrmber#93.048, (FAIN) #90NWC50P32-01-
dd; Assistance Listing Number #93.044, (FAINj#2101NHVAC5r00.
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In ̂  event thai the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfufty submitted,

Lo\Vv Shibinette \
Commissioner
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COOPERATIVE PROJECT AGREEMENT
bciwecn (he

STATE OF NEW HAMPSHIRE, The Department of Health and Human Services
and (he-

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

A. This Cooperative Project Agreement (hereinafter "Project Agreement") is entered into by the Stale of
New Hampshire, Department of Health and Human Services, (hereinafter "Slate"), and the
University System of New Hampshire, acting through Univcrsit)'of New Hampshire, (hereinafter
"Campus"), for the purpose of iindcnaklrig a project of mutual inieresl. This Cooperative Project shall
be carried out under the terms and conditions of the Master Agreement for Cooperative Projects bet^vccn
the State of New Hampshire and the University System ofNew Hampshire dated November 13, 2002,
except as may be modified herein.

B. This Project Agreement and all obligations of the panics hereundcr shall become effective on the date
the Governor and Executive Council of the Slate of New Hampshire approve this Project Agreement
("Effective date") and shall end on 9/30/22. If the provision of services by Campus precedes the
Effective date; all services performed by Campus shall be performed at the sole risk of Campus and in
the event that this Proj<x:t Agreement does not become effective. State shall be under no obligation to
pay Campus for costs incurred or services performed; however, if this Project Agreement becomes
cfTectiye, all costs incurred prior to the Effective date that would otherwise be allowable .shall be paid,
under the terms of this Project Agreement.

C. The work to be performed under the terms of this Project Agrccmeni is described in .the proposal
identified below and attached to this document as Exhibit A, the content of which is incorporated herein
as a part of this Project Agreement.

Project Title: Vaccine Access and Education for Vulnerable Individuals

The Following Individuals are designated as Project Administrators. These Project Administrators shall
be responsible for the business aspects of this Project Agreement and all invoices, payments, project
amendments and related correspondence shall be directed to the individuals so designated.

Campus Proicct Administrator

D.

State Proiece Administrator

Name: Thomas O'Connor Name: Karen Rooney

Address: DHHS/DLTSS
105 Pleasant Street

Concord. NH 03301

Address: University of New Hampshire
Sponsored Programs Administration
51 College Rd. Rm 116
Durham. NH03'824

Phone: (603)271-9636 Phone: 603-862.484S

E. The Following Individuals arc designated as Project Directors. These Project Directors shall be
responsible forihe tciihnical leadership, and conduct of the project, All progress rcpons, completion
rcpons and related correspondence shall be directed to the individuals so designated.

Stote Project Director CQnipus Proicct Director

Name: Wcndi Aultman Name: Laura Davic

Address: DHHS/DLTSS

105'Plcasflnl Street

Concord. NH 03301

Address: University of New Hampshire
Sponsored Programs Administration
51 College Rd. Rm 1 16
Durham. NH 03824 . .

Phone: (603)271-9096 Phone: 603-862-3682

Page I of 4 ,Grnmhuj Authorized Omcifil
botc^7W2021
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F. Total State funds in the amount of S408,427 have been allotted and arc available for payment of
allowable costs incurred under this Project Agreement. State will not reimburse Campus for costs
exceeding the amount specified in this paragraph.

Check if applicable

O Carhpus will cost-share % of total costs during the term of this Project Agreement.

13 Federal funds paid to Campus under this Project Agreement are frorh Grant/Contract/Coop'crative
Agreement No. SS-2022-DLTSS-01-VACGI-01 from Administration for Community Living
under CFDA# 93.048 and 93.044. Federal regulations required to be passed through to Campus as
part of this Project Agreement, and in accordance with the Master Agreement for Cooperailvc
Projects between the State of New Hampshire end the University System ofNcw Harnpshirc dated
November 13,2002, arc attached to this document as Exhibit B, the content of which is incorporated
herein as a part of this Project Agreement.

G. Check if applicable

|~i Article(s) of the Master Agreement for Cooperative Projects between the State of New
Hampshire and the University System ofNcw Hampshire dated November 13, 2002 i^are hereby
amended to read;

H. 13 State has choscri not lo take possession of equipmcni.purchascd under this Project Agreement.
Q Slate has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreerhem's end-
daic. Any expenses incurred by Campus in carrying out State's requested disposition will be fully
reimbursed.by State.

This Project Agreement and the Master Agreement constitute the entire agreement betweeri State and
Campus regarding this Cooperative Project, and supersede and replace any previously existing
arrangements, oral or written; all changes herein must be made by written amendment and executed for the
parties by their authorized officials.

IN WITNESS whereof, the University System of New Hampshire, acting through the
Unlvcrsi^'of New Hampshire and the State of New Hampshire, Department of Health and Humaii
Services have executed this Project Agreement.

By An Authorized Officiat of: By An Authorized Official of;
University of New Hampshire Department of Health and Human

^'^''^'^Sristine sanraniello
Name: Karen M. Jensen Name;

Tille:Manager, Sponsored Profirams Administraiion Title: Associate commissioner

9/1V2021 9/14/2021

Wroinraear:

By Ati Authorized ipfficial pf: the New By An Authorized Official of: the New
Hampshire Office of the Aiigrh^ General Hampshire Governor & Executive'Council

Name.-

Title: Assistant Attorney 'General Title:CSfgneww and Date; Signature and Date:
J. 9/15/2021
rpgtuKiguu.' ■ ■

Page 2 of 4
Campus Aulhprincld Ofnclftl
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EXHIBIT A

A. Project Title: Vaccine Access and Education for Vulnerable Individuals {SS-2022-DLTSS-.0i
VACCI-OI)

B. Project Period: Upon Governor and EACCuiive Council approval through Scptcmibcr, 30, 2022. The
parties may extend the Agreement for up to two (2) additional years from,the Completion Date,
contingent upon satisfactory delivery of services, available funding, agreement of the parties, and
approval of the Governor and Executive Council.

C. Objectives: Sec Exhibit A-l

D. Scope of Work: See Exhibit A-l, Scope of Services; Exhibit A-2, Business Associate Agreement;
and Exhibit A-3, DHHS Information Security R^uircmcnls.

E. Deliverables Schedule; See Exhibit A-l, Scope of Services

F. Budget and Invoicing Instrtictions: See Exhibit A, Item F-1, Budget.and Exhibit A, Item F-2,
Payment Terms.

-OS

Page 3 of 4
Campus Auihorlzcd Ofnciat
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EXHIBIT B

This Project Agreement is funded under a.Grant/Coniraci/Coopcrative Agreement to State from the Federal
sponsor specified in Project Agreement aiiiclc F. All applicable requirements, regulations, provisions, terms
and conditions of this Federal Grant/Cpntract/Cooperativc Agreement arc hereby adopted in full force and
cffect'io the relationship between State and Campus, except that wherever such requirements, regulations,
provisions and terms and conditions differ for INSTITUTIONS OF HIGHER EDUCATiON, the
appropriate requirements should be substituted (e.g., 0MB Circulars A-21 and A-1 10, rather than 0MB
Circulars A-87 and A-102). References to Contractor or Recipient in the Federal language will be taken
to mean Campus; references to the Govcmmcnt or Federal Awarding Agency will be taken to mean
Covcmmcnt/Fcdcral Awarding Agency or State or both, as appropriate.

Special Federal provisions arc listed here: (S) None or

Page 4 014 ^
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New Hampshire Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

EXHIBIT A-1

Scope of Services

1. Statement of Work

1.1. The Contractor shall support Aging and Disability Resource Centers (ADRC)
and NH Care Path system partners to address barriers to access and education
regarding COVID-19 vaccinations for Individuals engaged in the No Wrong
Door (NWD) System including, but not limiied to:

1.1.1. At-risk adults who are sixty (60) years of age and older.

1.1.2. Homebound.

1.1.3. Other vulnerable individuals.

1.2. The Contractor shall ensure services are available statewide.

•  1.3. For the purposes of this agreement, all references to days shall mean business
days.

1.4., For the purposes of this agreement, all references to business hours shall
mean Monday through Friday from 8:00AM to 5:00PM. excluding state and
federal holidays.

1.5. The Contractor shall work to improve access to and education on COVID-19
vacclriations in collaboration with ADRCs and NH Care Path system partners
(hereby referenced as 'partners'), which include but are not limiied to:

1.5.1. ServiceLink providers.

1.5.2. Regional Public Health Networks.

1.5.3. NWD partners.

1.5.4. Other cornmunily based organizations, as identified by the
Department.

1.6. The Contractor shall collaborate with partners to improve access to COVID-19
vaccinations through activities which may include, but are not limited to:

1:6.1. Assisting partners with developing and implementing a workflow for
referrals.

1.6.2. Assisting partners with developing and implefnenting screening toois to
identffy individuals who may need assistance with access to a COVID-
19 vaccination site and receiving a COVID-i'9 vaccination.

1:6.3. Assisting partners with developing and iffiplementirig plans to address
barrier's to accessing COVID-19 vaccinations, which may include, but
not limited to:

1.6.3.1. Lack of knowledge and skill in scheduling appointments.

1.6.3.2. Lack of companion and/or personal support.

SS-2022-DLTSS-01 -VACCl-01 CooUaclor initials
9/14/2021

Universliy of New Harnpshi/e Page' 1. of 3 Dale J
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New Hampshire Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

EXHIBIT A-1

1.6.3.3. Lack of transpbrtalion.

1:6.3.4. Limited English proficiency (LEP).

1.6.4. Assisting partners with development and implementation of plans that:

1.6.4.1. Establish procedures for partner staff to assist individuals vvith
scheduling and planning for the second vaccination
appointment, as necessary; and

1.6.4.2. Address reaching individuals by sending reminders for the
second vaccination appointment in different rnodalities and
intervals based.on individuals' modes of.cdntact prefe'renceS.

1.6.5. Assisting partners to identify and implement steps to rebuild the
Volunteer Driver Program in order to establish affordable transportation,
options to and from vaccination sites for individuals for whom
transportation Is a barrier to accessing CdVIO-19 yaccinalions.

1.6.6. Identifying any additional activities related to increasing vaccination
access, which may include, but are not limited to, forging partnerships
with .stale or local agencies.

1.7. The Contractor shall support partners .with the development and dissemination
■ of COVID-19 educational materials for use by partners working with vulnerable
individuals. The Contractor may conduct activities that include, but are not
limited to:

1.7.1. Developing information packets about COVID-19 and the importance of
receiving a vaccine.

1.7.2. developing toolkits to address vaccine hesitancy.

1.7.3. Collaborating with partriers to develop and implement plans to
disseminate credible information about COVID-19 vaccines to localities
including, but not limited to:

1.7;3.1,. Regional Public Health Networks.

1.7.3.2. Community based organizations.

1.7.3.3. Community centers.

1.7.3.4. Libraries.

1.7.3.5. Faith communities.

1.7.3.6. Other organizations that are accessed by vulrierable
individuals.

1.7.4. Providing .technical assistance to local health departments or .other
entities oh accessing vaccines.

1.7.'5. Marketing and promoting G0V(D-19 educational materials throu^the:

SS-2022-btTSS-0l -VACCI-01 Coniraclor IniliaJs —
9/14/2021
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New Hampshire Qeparlment of Health and Human Services
Vaccine Access.and Education for Vulnerable Individuals

EXHIBIT A-1

1.7.5.1. State Health Insurance Program (SHIP);

1.7.5.2. Medicare Improvements for Patients and Providers Act
(MIPPA) program;

1.7.5.3. Senior Medicare Patrol (SMP) prograrns; and

1.7.5.4. ServiceLInk providers.

1.7.6. Developing resource kits for partners that contain information to
addresses ongoing questions and concerns relative to COVID-19
vaccinations.

2. Reporting Requirements

2.1. The Contractor shall submit semi-annual reports in accordance with reporting
■requirements set forth by the Administraiion for Conirriunity Living (ACL) as
they relate to the ADRC/NWD COVID-19 Vaccine Access Supplemental Grant.
The Contractor shall ensure narrative reports include, but are^not limited to:
2.1 :i. Activities conducted;
2.1.2. Challenges and successes experienced by all partners:
2.1.3. Lessons learned; and
2.1.4. Other key data as requested by the Department.

2.2. The Contractor shall submit annual reports in accordance with reporting
requirements set forth by ACL as they relate to the ACL/CDC Grant to assist
with COVID-19 vaccination efforts, which include, but are not limited to:

2.2.1. peiailed narrative on how funding was utilized during the previous
twelve (12) months;

2.2.2. D,etailed narrative addressing how COVID-19 has affected program
operations of partners; and

2.2.3. Other key data, as requested by the Department.
3. Performance Measures.

.3.1. The Department will monitor Contractor performance by reviewing semi-annual
and annual reports submitted by the Contractor.

3.2. The Contractor shall actively and regularly collaborate with the,Department to
enhance contract management, improve results, and adjust program delivery
and policy based on successful outcomes.

'3.3. W.h.ere appjicable, the Contractor shall collect and share data with the
Department in a format specified by the Department.

SS-2022-DLTSS-01:VACCI,-01 Contractof Initials
9/14/2021

University of New Hampshire :Page 3 of 3 Date "
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Hew Hampshire Department of Health and Human'Services
Vaccine Access and Education for Vulnerable Individuals

Exhibit A Item F-2

Payment Terms

1. This Agreement is funded by:

1.1. '61%. Expanding Access to GOVID-19 Vaccines via the Aging Network,
as awarded on 4/8/21, by the Admihstration for Community Living.
CFDA 93.044. FAIN 210.1NHVAC5-00.

1.2. 39%, NVyO COVID-19 Vaccine Access, .as,awarded on 4/30/21, by the,
Adminslration for Community Living, CFDA 93.048. FAIN
90NWC50032-01-00.

2. For the purposes of this Agreement:

2.1. The Department has identified the Contractor as a Subrecipient. ih
accordance with 2 CFR 200.331.

2.2. The Department has identified this Agreement as NON-R&D, in
, accordance with 2 CFR §200.332.

2.3. The Indirect Cost Rate of 37% applies in accordance with 2 CFR
§206.414.

3. Payment shall be on a cost reimbursement basis for actual expenditures
incurred in the fulfillment of this Agreement, and shall be in accordance with
the approved line item, as specified in Exhibit A. Item F-1.

4. The Corilractor shall submit an invoice in a form satisfactory.lo the Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses incurred in the prior month.
The Contractor shall ensure the invoice is completed, dated and returned to the
Departm.ent in order to initiate payment,

5. In lieu of hard copies, all invoices may be assigned an electronic signature and
erhailed to dhhs.beasinvoices@dhhs.nh.qov

6. Developmental Services or invoices may be mailed to:

BEAS Financial Mahager
Department of Health and Human Services
lOS PIeVsant Street

Concord. NH ,03301

7. The Department shall make payment to the Contractor within thirty (30) days
. of receipt of,each invoice, subsequent to approval oif the submitted inyoice and

if sufficient funds are available.

8. "The final invoice shall be due to the Department no later than forty (40) days
after the contract completion date.

9. The:Cbntractor must provide the services in Exhibit, A-1, Scope of Services, in
cprnpl.iance with funding'requirements. ^oj

SS-2022-DLtSS-Oi-yACCWl University oi Now Hampshire Cbrttractof Initials ^
.  ■.9/14/2021-
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New Hampshire Department of Health and Human Services
Vaccine Access and Education for Vulnerable Individuals

Exhibit A Item F-2

10. The Contractor agrees, that funding under this Agreement may be-withheld. In
whole or in part in the event of noh-corhpliance with the terms arid conditions
of Exhibit A-1, Scope of Services,

11. Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in part, in the event
of non-compliance with any Federal or State.law. rule or regulation applicable
to the services provided, or if the said services or products have not been
satisfactorily completed in accordance with the terms and conditions of this
agreement.

12. Changes limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budget class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
justified.

13. .Audits

13.1. The Contractor must email ^an annual audit to
melissa.$.morin@dhhs.nh.Qov if any of the following conditions-exist:

13.1.1. Condition A - The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently completed fiscal year.

13.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, Ijl-b, pertaining to charitable
organizations receiving support of $1,000,000 or more.

13.1.3. Condition C - The Coritractor is a public company arid required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit.

13.2. If Condition A exists, the Contractor shall submit ah annual sirigle audit
perforrhfed by an independent Certified Public Accounlant.{CpA) to the
Departrneni within 120 days after the close of the Contractor's fiscal
year, conducted In accordance with the requirements of 2 CFR Part
200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal awards.

13.3. If Condition B or Condition C exists, the Contractor shall, submit'an
annual financial audit,performed by ah independent CPA within 120
days afterrthe close of the Contractor's fiscal year.

■13.4. Any Contractor that receives an amount equal to or greater than
$250,000 from the Department during a single fiscal year, regardless
of the furiding source, may be required, at a minimum, to submit annual
financial audits performed by an independent CPA If the Departrnenl's
risk assessment determination indicates the Contractor is high.-risk.

SS-2022-DLTSS*0i-.vaCCI*0.1 .University o( Now Hompshlfo Contractor iniiieis
"9/14/2021
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New Hampshire Department of.Health and Humian Services
Vaccine Access and Education for Vulnerable Individuals

Exhibit A Item F-2

13.5. In addition to. and riot in any way In limiiatipn of obligations of the
Contract, it is understood and agreed by the Coritractor that, the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all paynienls made under the
.Contract to which exception has been taken, or .which have been
disallowed because of such an exception.

14. Funding: Funding for this Agreement is based upon and subject to availability
of the.Grant Award to support this project. If the funding for this Agreement is
not available at the proposed levels, the Agreement will be amended
accordingly.

, *4
SS-2022-DI-7S5-P1-VACCI-01 UnlvariUy ol New Hampshire Conirector Inilials
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New Hampshire Department of Health and Human
Services Exhibit A-2

STANDARD EXHIBIT I

The Contractor identified as "University of New Hampshire" in Section A of the General Provisions of
the Agreement agrees to cbrhpiy with the Health Insurance Portability'and Accountability Act, Public
Law 104-191 and with the Standards for Privacy and Security of Individually Identifiable Health
Inforrnation. 45 CFR Parts 160 and 164 and those parts of the HITECH Act applicable to business
associates. As defined f^rein. "Business Associate" shall mean the Contractor and subcontractors
and agents ofthe Contractor thatreceive. use or have access to protected health inforrnatiOn under
this Agreement and "Covered Entity" shall mean the Department of Health and Humari Services.

Project Title: Vaccine Access and Education for Vulnerable Individuals
Project Period: Effective upon Governor and Council approval to September 30,
i2022

BUSINESS ASSOCIATE AGREEMENT

(1) Definitions.
a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45.

Code of Federal Regulations.

b. "Breach Notification Rule" shall mean the provisions of the Noliflcation in the Case of Breach
of Unsecured Protected Health Information at 45 CFR Part 164. Subparl D. and afTnendments
thereto.

c. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations.

,d. "Covered-Entity' has the meaning given such term in section 160.103 of TUIe 45. Code of
Federal Regulations.

e. "Designated Record Set" shall have the same meanirlg as the term "desigriated record set' in
45 CFR Section 164.501.

f. "Data Aooreoation' shall have the same rrieaning as the term "data aggregation" In 45 CFR
Section 164.501.

g. 'Health Care Operations" shall have the same meaning as the term "health care operations"
In 45 CFR Section 164.501.

h; ''HITECH Act" means the Health Information Technology for Economic and .Clinical Health Act.
Title XIII. Subtitle D. Part 1 & 2 of the American Recovery and Reinveslmerii Act ofj2pp9.-

'• "HiPAA" means the Health Insurance Pprtability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy arid Security of Individually Identifiable Health
Information, 45 CFR Pails 160.162 and 164.

j. -Individuar shall have the same meaning as the term 'individuar'in 45 CFR Section "160.103
and shall include a person who quaiifies as a personal representative in accordance with; 45
CFR Section 164.502{gj."

Exhibit I - Business Assbclale Agreemehi
Revised 9f29/20

Page 1 of 6
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k. 'Privacy Rule' shall -mean the iStarxlards for Privacy of Individually Identifiable Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the .United States
Department of Health and Human Services,

I, "Protected Health Information" shall have the same meaning as the term, 'protected health
information" in 45 CFR Section ,160.103, limited to the information created or received by
Business Associate fro.m ,or on behalf of Covered Entity.

m. "Reouired bv Law" shall have the same meaning as the term "required by law" in 4,5 CFR
Section 1.64.103.

n. "Secretary" shall mean the Secretary of the Department of Health and, Hurhan Services or
his/her designee.

0. "Security Rule" shall mean Ihe Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164. Subpart C. and amendments thereto.

p. 'Unsecured Protected Health Information" shall have the same meaning given such term in
se.cllon 164.402 of Title 45. Code of Federal Regulations.

q. Other Definitions - A|l terms not otherwise defined herein shall have the meaning established
under 45 C.F.R. Paris 160, 162 and 164. as amended from time to time, and the H'TECH Act.

(2) Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information

(PHI) except as reasonably necessary to provide the services outlined under Exhibit,A of the
Agreement. Further, the Business Associate, and its directors, officers, employee.s and
agents, shall not use. disclose, maintain or transmit PHI in any manner that would consiltute a
violation oifthe Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and admihislralion of the Business Associate;
II. As required by law. pursuant to the terms set forth in paragraph.d. below; or
III. For data aggregation purposes for the health care operations of Covered Entity.-

c; To the e)dent Business Associate is permitted under the Agreerneni (including this Exhibit) to
disclose PHI to" a third party, Business Associate must .obtain, prior ,io rnaking any such
.disclosure, (i) reasonable assurances from the third party that such PHI will be hejd
confidentially and.used or further disclosed only as required by law or.for.the purpose for ,which
it was disclosed tO the third party; and (ii) an agreement from such third party to.rlolify Business
Associate, in accordance with 45 CFR 164.410. of any breaches of the confidentiality of the
PHI, to the extent it has obtained knowledge of such breach.

d. The Business Associate shall not. uhless such disclosure is reasonably necessary to provide
services under Exhibit A of the Agreement, disclose any PHI in response to a request for
discl.osure on the basis that it is required by law, .without first notifying (joyered Entity ;so that
:Coyered Entity has an opportunity to object to the disclosure and to, seek appropriate relief, if
Covered Entity objects to such disclosure, the Business Associate .shall refraln frdm disclosing
the PHI uhtii Covered Entity has exhausted all renriedies. If.CoVered Entity does riot object to

Page 2 of 6
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such disclosure within five (5) business days of Business Associate's notification, then
Business Associate may choose to disclose this information or object as Business Associate
deems appropriate.

e. If the Covered Entity notifies the Business Associate thai Covered Entity has agreed to be
bound by additional restrictions over and. above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate shall be
lx>und by such additional restrictions and shall not disclose PHI in'violation of sudi additional
restrictions and shall abide by any additional reasonable security safeguards.

(3) ObliQatiohs and Activities of Business Associate.

a. The Business Associate shall notify the NH DHHS Information Security via the email address
provided in Exhibit K- Information Security Requirements of this Contract, of any Incidents or
Breaches immediately after the Business Associate has determined that the aforementioned
has occurred and that Confidential Data may have been exposed orcornpromised.

b. The Business Associate shall promptly perform a risk assessment wheri it becomes aware of
any of the above situations. The ris!^ assessment shall include, but not be limited to, the
following Information, to the extent it is known by the'Business Associate;

•  The nature and extent of the protected health information Involved, Including the types of
'  identifiers and the likelihood of re-idenliricatiori;

•  The unauthorized person svho used the protected health Information or to whom the
disclosure was made;

• Whether the protected health Information was actually acquired or viewed
•  The extent to which the risk to the protected health information has been mitigated.

The Business Associate shall complete the risk assessment without unreasonable delay and
in no case later than two (2) business days of discovery of (he breach and after completion,
immediately report the findings of the risk assessment In writing to the Covered Entity.

c. The Business Associate shall comply with all applicable sections of the Privacy, Security, and
Breach Nolificatipn Rule.

d. Business Associate shall make available all of its internal policies'and procedures, books and
records relating.to the use arid disclosure of PHI received from, Procreated or received by the
Business.Associale bri behalf of Covered Entity to the Secretary for purposes of determinirig
Covered-Entity's compliance wilh HIPAA and the Privacy and Sjecurity Rule.

e. Business Associate shall require all of its business associates (hat receive, use or have access
to PHI under the Agreement, to agree in writing to adhere to the same restrictions arid
conditions on the use and disclosure pi PHI contained herein. Including the duly to return or
destroy the PHI as provided under Section 3.(1) hereiri. The Covered Entity shall be.cohsidefed.
a direct third party .beneficiary of the Contractor's business, associate agreements with
Gohtractof's intended business associates, who will be receiving PHI pursuant -to' this
Agreement, with.rights of enforcement and indemnification from such business associates who
sbali be governed by the Agreement for the purpose of use and disclosure of protected health
Information.
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h.

Within five (5) business days of receipt of a written request from Covered Entity. Business
Associate shall make available during normal business hours at its offices all records, books,
agreements, policies and procedures rejaiing to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Entity.to determine Business Associate's compliance
with the terms of this Exhibit.

Within ten (10) business days of receiving a written request from Covered Entity. Business.
Associaie.shall provide access to PHI In a Designated Record Set to the Covered Entity, ores
directed by Covered Entity, to an individual in order to meet the requirements ur>der 45 CFR
Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set, the
Business Associate shall make such PHI available to Covered .Entity for-amendment and
incorporate any such amendment to enable Covered Entity to fulfill ils obligations under 45
CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and inforrriation related to such
disclosures as would be required for Covered Entity to respond to a request by an individual
for an accounting of disclosures of PHI in accordance with 45 CFR Section .164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a request
for an accounting of disclosures of PHI. Business Associate shall make available td'Covered
Entity such information as Covered Enlity may require to fulfill Its obligations to provide "an
accounting of disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

k. In the event any individual requests access to, amendment of. or accounting of PHI directly
from the Business Associate, the Business Associate shall wiihin two (2) business days
forward such request to Covered Entity. Covered Enlity shall have the responsibility of
responding to fooiyarded requests. However, if forwarding the individual's request to Covered
Eriilty would .cause Covered Enlity or the Business Associate to violate HIPAA and the Privacy
and Security Rule, the Business Associate shall instead respond to the individual's request as
required by such lavv and notify Covered Entity of such respbnse as soon as practicable..

I. Within,ten (10) business days of termination of Ihe Agreement, for any reason, the Business
Associate shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate In connection with the Agreement, and shall not
retain any copies or back-up.tapes of such PHI, If return; or destruction is nol feasible, or the
dispositipn of the PHI has been .otherwise agreed to In the Agreement, Business Associate
shall continue to exterid. the protections of this Exhibit, to such PHI and llrTiit further uses and
disclosures of such PHI to those purposes that make the return or destruction Infeasible. 'fpr
so long as Business Associate maintains such PHI.-If Covered Enlity. in its'spi.e discrietlon.
requires that the Business Associate destroy any or all PHji'the Business Associate shall certify
to Covered Entity that the PHI has been destroyed.

(4) ObilQations of Covered Entity

OS
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a. Covered .Entity shall notify Business Associate of any changes.of limitatlon(s) in its Notice of
Privacy Practices provided to individuals in accordance with 45 CFR Section 164.520, to .the
extent that such change, or limitalion may affect Business Associate's use or disclosure .of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation of
permission provided to Covered Entity by individuals whose PHI may be used or disclosed-by
Business Associate under this Agreement, pursuant to 45 CFR Section 164.506 or 45 CFR
Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restricttons on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522. to
the extent that such restriction may affect Business Associate's use or disclosure of PHI.

(5) Termination for Cause

In addition to Paragraph #14 of (he Agreement, the Covered Entity may immediately terminate
the Agreenient upon Covered Entity's knowledge of a breach by Business Associate of the
Business Associate Agreement set forth herein as Exhibit 1. The Covered Entity may either
immediately terminate the Agreement or provide an opportunity for Busiriess Associate to cure
the alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the violation
to the Secretary.

(6) Miscellaneous

a. Oefinltions and Reoulatorv References. All terms .used, bul not otherwise defined herein, shall
have the same meaning as those terms in the Privacy and Security Rule; and the HITECH Act.
as codified at 45 CFR Paris 160 and 164 and as amended from time to time. A reference in

the Agreement, as amended to include this Exhibit I. to a Section in the Privacy and Security
.  Rule means (he Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary lo amend the Agreement. Including this Exhibit, from lime to time as is necessary
for Covered. Entity to c'orhply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and slate law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights with
respect to the PHI provided by or created on behaif of Covered Entity under the Agreement.

d. tnterorelation. The parties agree that any ambiguity in the Agreement or Ihis.ExhIbit shall be
resolved to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule and
the HITECH Act.

e. SeoreQatloh. If any term or condition of this Exhibit I or the application thereof to any person(s)
.or circumstance is'held invalid, such invalidity shall, not affect oiher terms or conditions which
can be given effect without the invaljd terni or condition; to this end the jerms and conditioniS
of this Exhitpil I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use arid disclosure of PHI, return or
■destruction of PHI. extensions of the protections of this Exhibit in section (3)(l), and the defense
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and indemnification provisions of section (3) and Paragraph Si 14 of the Agreement shall survive
the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services
The Slate

Sr^?iStu?€*bf Authorized Representative

Christine Santanicllo

Authorized Representative

Associate Commissioner

Title of Authorized Representative

9/14/2021

Date

UNH-lnstitute on Health Policy arid Praclice

Uriiversity of New Hampshire

5i§n§tur§'df Authorized Representative

Karen Jensen

, Authorized Rep/esentative

Director, Pre-Awarp

Title of. Authorized Representative

9/14/2021

Date
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OHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
uriauthorized. acquisition, unauthorized access, or any slrhilar terhn referring to
situations where persons other than authorized users and for an other than authorized
purpqse have access or potential access to personally identifiable Information,
whether physical or electronic. With regard to Protected Health Information." Breach"
shall have the same meaning as the term "Breach" in section
164.402 of Title 45. Code of Federal Regulations.

2. 'Computef Security Incident" shall have the same meaning "Computer Security
Incidenr In section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide. National Institute of Standards and Technology. U.S. Department of
Commerce.

3. "Confidential Information" or "Confideritial Data" means all confidential inforrhation
disclosed by one parly to the other such as all medical, health, financial, public
assistance lienefits and personal information including without limitation. Substance
Abuse Treatment Recprds. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Inforrnation also includes any and all information-owned or managed by
the Stale.of NH - created, received from or on behalf of the Department of HeaMh arid
Human Services (DHHS) or accessed in the course of performing contracted service's
- of which collection, disclosure, protection, and disposition Is governed by slate or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI). Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensilive and conndenlial information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other dovmslream user, etc.) that receives DHHS
data,or derivdtive.dald in accordance with the terms of this <Contract.

5. "HIPAA" means the Health,Insurance Portabilily and Accpuntabilily Act of 1996 and the
regulalions promulgated thereunder.

6. 'incident' rneans an act that potentiaiiy violates an explicit or Implied security policy,
which includes atiernpls (either'faiied or successful) to,gain unauihorized access to a'
sysie.m.'br its data, unwanted disruption or denial of service, the unauthorized use of-a
systerh for the .processing or 'stora'ge of data; and changes to system hardware,
firmware, or software .characterislics .without the owner's knowledge, inslructioh. or
coris'ent. Inclderits Include the loss of data through iheft or device misplacement.,toss
or misplacement of hardcopy documents, and misrouting ;of physical .or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any.networt^ or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology br.delegate as a protected network (designed, tested, and approved,
by means of the Stale, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI. PFI, PHI or conndential
DHHS data.

8. 'Personal Information" (or 'P\') means inforrhalion which can be used to distinguish or
trace ah individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C; 19. biprnelrlc records, etc..
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. 'Proiected Health hforrriation' (or "PHI") has the same meaning as provided in the
definiiion of "Protected Health Information" iri the HIPAA Privacy Rule at 45 C.F R §
160.103.-

11. "Security Rule" shall niean the Security Standards for the Protection of Electronic
Protect^ Health Information at 45 C.F.R. Part 164, Subpart -C. and amendments
thereto.

12. "Unsecured Protected Health Information" rrieans Protected Heatth.lnfdrmatioh that is

not secured by a technology standard Ihat renders Protected Health-Information
unusable, unreadable, or indecipherable to.unauthorized individuals and is developed
or endorsed by a standards developing organizatlon.lhal is accredited by the American
Natjpna) Standards institute.

I. RESPONSIBIUTIES OF DHHS AND THE CONTRACTOR

A., Business Use and Disclosure of Confidential Information.-

1. the Contractor must not use. discbse, maintain or'transmit Confideniial Information
except as reasonably hecessary a's outline under this Contract. Further; Cpntractqr,
including but hot-limited to all its-directors, officers, employees and agents, must not
use. disclPse,. maintain or transmit PHI in any manner that would constitute a vidlalioh
of the Pnvacy and Security Rule.

2. The-Contractor must not,disclose any Gonfidenlial information in response to a
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request for disclosure on the basis that it is required by law. In response to a subpoena ,
etc., withoui .first notifying DHHS so that DHHS has an opportunity to" consent or objeci
to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be t>ound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor riiusl be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative data disclosed to an End User
must .only be. used pursuant to. the terms of this .Contracl.

5. The Contractor agrees DHHS Data obtained under this Contract shall not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to ihe authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transrriilting DHHS data containing Confidential
. Data between applicatipns, the Contractor attests the applications have, been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure irahsmlsslon via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transrnihing DHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is enervated and being sent to and being received by email addresses of
persons authorized to receive such inforrnation.

4. Encrypted Web Site, if End User is employing the Web t.o transmit Corifi.dential Data,
the securesocket layers (SSL) rnusl be used and the'web site must.be secure. SSL
encrypts data transrnitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may hot use file
hosting services, such as Dropbox or Google Cloud Siorage. to transmit Confidential
Data.

6. Ground Mail Service. End Usermayonly transmit Confidential Oalayia cerT/7/eb.ground
mail within the continental U.S. and when.serit to a narri'ed individual.

7.. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Dala.said devices tmusT be encrypted and password-protected.

8, Open Wireless Networks! End User may not transrriit Conndential Data via an open

— OJ
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wireless network. End User must employ a virtual private network (VPN) when
remotely tra.nsmitting via an open wireless network.

9. Remote User Communication. If End User is employirig remote corhmunication to
access or .transmit Confidenlial Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which Information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also knosvn as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will structure
the Folder and access privileges to prevent Inappropriate disclosure of information.
SFTP folders and sul>folders used for transmitting Confidential Data will be coded for
24-hour aulo-deletion cycle (i.e. Confidenlial Data will be deleted every 24 hours).

11 Wireless Devices. If End User is transmitting Confidential Data'via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

111. RETEf^lON AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain (he data and any derivative ol the data for (he duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise r^uired by law or permitted under
this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the service's rendered under this Contract outside of the Uniied

States. This physical location requirement shall also apply Iri the Implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabililies.are in place
to delect, potential security events that can irnpaci State of NH systerns and/pr
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and,educaiion for Us End Users
in support of protecting Department confidential Information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compl'iant solution and comply with all applicable statutes and
regulaliohs regarding the privacy and security. All servers and device's must have
currenily-supported and hardened operating systems, the latest anti-viral, anti-
hacker. anti-spam, anti-spyware. and anti-matware utilities, tbe environment.- as a
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whole, must have aggressive intrusion-detection and firewall protection,
6. The Contractor agrees to and ensures its complete cooperation with the State's

Chief Iriformatipn Officer in the detection of any security vulnerability of the hosting
infrastructure.

8. Disposition

1. if the Contractor will maintain any Confidential Inforrnation on iis.sysiems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Conlractor or any
subcontractors as a part , of ongoing, emergency, and or disaster recovery
operations. When no longer in use. electronic rhedia containing Stale of New
Hampshire data shall tje rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletlori and media
sanitizatipn. or olhenwise physically destroying the media (for example, degaussing)

• as described In NISI Special Publication 600-88. Rev 1, Guidelines for Media
Sanitization. National Institute of Standards and Technology. .U. 8. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destructipn. and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. ̂ Where applicable, regulatory and
professional standards for retention requirements will l>e jointly evaluated by the
Stale and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract.
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. :Unless othenvise specified, within thirty (30) days of the lerminatiori of this Contract,
.Contractor agrees to cornpleleiy destroy all electronic Confidential,Data by means
of data erasure, also l<nown as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Conlractr and any
derivative data or files, as follows;

1. The Conlraclpr will maintain proper security controls to protect Department confidential
Iriformation collected, processed, managed, arid/or stored in the delivery,of contracted
senrices.

2. The Contractor will rnalnlain policies and procedures to protect Department confidential
information throughput the iriformatiori lifecycle, where applicable, (from creation,
transformation, use; storage and secure destruction),regardless of the media used to
store the data ;(i.e., tape, disk, paper, etc.).

/—
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3. The Cbnlraclor will maintain appropriate authentication and access controls to
cqnlraclof syslerris that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to detect
potential security events that can Impact State of NH systems and/or Qepartmenl
confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions' of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor. Including breach notification requirements.

7. The Contractor will wort( with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system{s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Department determines the Contfactor Is a Business Associate pursuant to 45
CFR 160.103. the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with'the
agreement.

9. The Contractor will work with the Department at Its request to complete a System
Managemeni Survey, the purpose of the survey is to enable, the Department .and
Contractor to monitor for any changes In risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey .will be completed
annually, or an altemale time frame at the Departments discretion with agreement.by
the Contractor, or the Departrrient may request the survey be 'completed when the
scope of the erigagerrient between the Department and the Contractor changes.

1 p. The Contractor will not store, knowingly or unkncw'ngly.- any State of New Harnpshtre
or D.epafimenl data offshore or outside the boundaries of the United Stales unless prior
express written coriseril is obtained from the Information Security Office leadership
member within the-Department.

i 1 . Data Security Breach Liability. In the event of any securliy breach Contractor shall
make efforts to irivestigate the causes of ihe breach, promptly take measure's to prevent

•  future.breach arid minimize any damage or [oss resulting.from the breach. The Stale
shall recover from the Conlractor ail costs of response and recovery .from

W
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to the
breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a). DHHS Privacy Act
Regulations {45 C.F.R. §5b). HIPAA Privacy and Security Rules (45.
C.F.R. Parts 160 and 164) that govern protections for individually identiHable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriaie administrative, technical, and
physical safeguards to protect the confidenllaltty of the Confidential.Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the Stale of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procuremeni at https7/www.nh.gov/do,il/vendor/index.hlm for the
Department of Information Technology policies, guidelines, standards. ,and
procurement information relating to vendors.

14. Contractor agrees to rnainiain a documented breach 'nolificalion and incident response
process.

15. Contractor must restrict access tp the Confidential Data obtained under this Contract
to only those authorized End tJsers who need such DHHS Data to perform their
official duties In connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. Cornply with suc^ safeguards as referenced ir) Section IV A. above,
implernented to protect Confidential Information that is fumished by DHHS under
this Contract from loss^ theft or iriadverterii disclosure.

b.. Safeguard this information at all times.

,c. Ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d, Send.erhails containing Confidential.Information only if encrypted and being s'eril
to and being received by email addresses of persons authorized to receive such
ihfofmatioh,

DS
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e. Limit disclosure of the ConftdentiaUnformation to the extent permitted by law.

f. Ckjnfidentiai Information received under this Contract and Individually ideritifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g.. door locks, card keys, biomelric identifiers, etc.).

g. Only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all limes when in transit, at rest, or when stored

f on portable media as required in section IV above.

h. In all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determirted by a risk-based assessment of the
circumstances involved.

i. Understand that their user credentials (user name and password) must not be
■  shared with anyone. End Users will keep their credential information secure'. This

applies to credentials used io access the site directly or indirectly through a third
party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct ensile inspections to monitor compliance with this Contract.
Including the-privacy and security requirements provided in herein. HIPM. arid other
applicable laws and Federal regulations until such lime the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the NH DHHS Information Security via the email address
provided in this Exhibit, of any Security Incidents and Breaches immediately after the
Contractor has determined that the aforementioned has occurred and that Confidential
Data may have been exposed or compromised.

The Contractor must further handle and report Incidents and Breaches involving PHI .in
accordance with the 'agericy's documented Incident Handling and Breach Notification
procedures and In .accordance with 42 C.F.R. §§ 431.300 • 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.

* Contractor's pirocedures must also address how the Contractor will;

1. Identify Incidents:

2. Determine if personally idenllfiablB information is.lnvolved in Incidents;

3. Report suspected or confirmed Ihcidehts as.required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidenls- ahd

5. Determine whether Breach notification is required, and. if so. identify appropriate
-M
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Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as welt as any mitigation
measures.

Incidents arid/or Breaches that implicate Pi must be addressed and reported, as
appiicable. In, accordance with NH RSA 359-C;20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
OHHSInformationSecuriiyOffice@dhhs.nh.90v

8, OHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs.nh.gpv
C. OHHS contact for Information Security issues:

OHHSInformatlonSecuriiyOffice@dhhs.nh.gov
0. OHHS contact for Breach notifications:

OHHSInformatlonSecurilyOffice@dhhs.nh.gov
OHHSPrivacy.Qfricer@dhhs.nh.gov
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