STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

January 4, 2023

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Information Technology to enter into a Sole Source contract
with System Automation Corporation (VC # 170313) of Columbia, MD, in the amount not to
exceed $3,870,741, for the implementation of MyLicense One Licensing System, effective upon

- Governor and Council approval through December 31, 2026, with the option to renew for an
additional ten (10) years. 100% Federal Funds.

Funds are available in the following account as follows:

CATE-DEPTA-AGENCY#ACTIVITY#ACCOUNTING UNIT #- Activity Code FY2023
DEPT NAME- ACCOUNTING UNIT NAME_CLASS- OBJECT -
DESC

01-03-03-030010-26330000 Department of Information Technology | OOFRF602PH0306A | $2,952,741
DolIT ARP Licensing Portal-046-50465 Consulting Services
01-03-03-030010-26330000 Department of Information Technology | 00FRF602PHO306A $918,000
DolT ARP Licensing Portal-038-500177 Technology Software
Total $3,870,741

EXPLANATION

This contract is Sole Source due to the COVID-19 Pandemic and the NH State of
Emergency. During this time, the Office of Professional Licensure (OPLC) realized an urgent
need to enhance the online licensing experience for professionals and businesses licensed to
practice and provide services to NH's citizens. During the pandemic an estimated 95% of
applications for licensure, particularly within the health care professions, were incomplete due to
lack of functionality of the current licensing system and waivers of licensing requirements
through executive orders for emergency and temporary licenses. These contributing factors
caused a significant backlog of applications that jeopardized the delivery of essential services
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within expected timeframes. System Automation (SA) is the current vendor providing licensing
for the State of New Hampshire. Through its MyLicense Office system, SA has provided online -
licensing for more than fifty OPLC licensing boards and two hundred-plus license types.

In January of 2022, DOIT released a Request for Information from authorized vendors
for evaluation and planning for the expiration of the current licensing contract in June of 2025.
After evaluation of the proposed vendor solutions, the criticality of the OPLC licensing backlog,
and operational and technical deficiencies discovered during the COVID 19 OPLC determined a
“sole source contact with the current vendor, System Automation, is the most appropriate
" solution. System Automation’s specialization, technological advancement, and expenience with
the State of NH, make this the right choice for DolT in pursuing a solution for OPLC. This
solution provides the expertise needed to successfully upgrade the licensing system and provides
an achievable migration plan that can be easily and expeditiously accomplished.

This contract with SA will create a new MyLicense One On-Line Licensing System and
will reduce the backlog of licenses, improve online customer services, and provide for better,
productive, and efficient licensing management functions. This contract will be completed in
three (3) distinct phases: customer portal, enforcement and inspection, and license management
and operational proficiencies.

The Department of Information Technology respectfully requests approval of this contract.

Respectfully submitted,

b AF—

Denis Goulet
Commissioner DOIT

DG/jd
DolT #2023-014
RID: 74908

"tnnovative Technologies Today for New Hampshire's Tomorrow"
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Sub_]ect MyLicense One Licensing System (2023-014)
FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor
and Executive Council for approval. - Any informalion that is private, confidential or
proprietary must be clearly identified to the agency and agreed to in wrmng prior to signing
the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION. : p B
1.1 State Agency Name. 1.2 State Agency Address _ ;
Depariment of Informatjon Technology 27 Hazen Drive
- : Concord, NH 03301
1.3 Contractor Name 1.4 Contractor Address
System Automation Corporation : 7110 Samuel Morse Drive Suite 100
Columbia, MD 21046 5
1.5 Contractor Telephone Number 1.6 Account Number 1.7 Completion Date | 1.8 Price Limitation
(800) 8394729 - . 01-03-03-030010-26330000 | December 31, 2026 $3,870,741
i ' 046-50465 ' ) :
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Denis Goulcl CGmmissioner (603) 2310-3456 . . )
.11 Contraltor Signature - : 1.12 Name and Title of Contractor Signatory
i ' Date: 12/30/2022 | Charles Rubin, President - _
1.13 State Agency Signature , 1.14 Name and Title of State Agency Signatory
[ﬂ/é M—h% Date: 1/3/2023' Denis Goulet, Commiséiongr

1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

. By: ; _ | _ Director, On:

'1.16.°  Approval by the Attorney General (Form, Substance.and Execution) {if applicable)
By Is] Stacie Y Hlaceesr . On: January 5, 2023

1.17 - Approval by the Governor and Executive Councll {if applicable)

-G&C Item number; G&C Meeting Date:
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), eéngages contractor identified in block 1.3
(“Contractor*} to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become cffective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency-as shown in block
1.13 (“Effective Date”).

3.2 If the Contractor commences the Services prior to the
Effective Date, all’ Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Complétion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of funds affected by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become availabie,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event .
funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.
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5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the .complete
compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder,-exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. )

6.1 In connection with the performance of the Services, the
Contractor shall comply with ali applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws, In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws,

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, -age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3, The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascértaining compliance with all rules, reguiations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide ail personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services, and shall be properly licensed and otherwise authorized
te do so under all applicable laws. ’

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
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Date in block 1.7, the Contractor shall not hire, and shall nat permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or official, who is materially

involved in the procurement, administration or performance of this

Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the

Contracting Officer’s decision shall be final for the State,

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on schedule; °

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written nolice specifying the Event of

Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines
that the Contractor has cured the Evcm of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of

Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both.

8.3. No failure by the State to enforce any provisions hereof after

any Event of Default shall be deemed a waiver of its rights with

regard to that Event of Default, or any subsequent Event of
Default. ‘No express failure to enforce any Event of Default shall

be deemed a waiver of the right of the State to enforce each and

all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.
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9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State’s discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (*“Termination Report™ describing in detail all Services
performed, and the contract price earned, to and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In additicn, at
the State’s discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submil to the State a Transition
Plan for services under the Agreement.

10. DATAIACCESS/CONFIDENTIALITW
PRESERVATION,

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed .or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whetheér finished
or unfinished.

10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon tcrmmanon of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TQO THE STATE, In the
performance of this Agreement the Contractor is in all respects an
independent contracter, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members ‘shall have authority to bind the
State or receive any benefits, workers” compensation or other
emoluments provided by the State to its employees.

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment,
“Change of Control” means (a) merger, consolidation, or a
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transaction or series of related transactions in which a third party,

together with its affiliates, becomes the direct or indirect owner of -

fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,

the Contractor shall indemnify and hold harmless the State, its

officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, -or subcontractors, including but not limited to the
negligence; reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the

State. This covenant in paragraph 13 shall survive the termination -

of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor
or assignee to obtain and maintain in force, the following
insurance: '

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property

subject {o subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14,2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified

in block 1.9, or his or her successor, certificate(s) of insurance for

all renewal(s) of insurance required under this Agreement no later
than ten (10} days prior to the expiration date of each insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.
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15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers'
Compensation”}. ]

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers® Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall fumnish the Contracting Officer identified in block
1.9, or his or her successor, proof of Workers® Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorperated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers’ Compensation laws
in connection with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only afier approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under. the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A} and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control. -
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20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement,

22. SPECIAL PROVISIONS. Additional or modifying

provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.
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23. SEVERABILITY, [n the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof. E
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_ EXHIBIT A - SPECIAL PROVISIONS -
1. The terms outlined in the P-37 General Provisions are modified as set forth below:

A1 Provision 3, Effective Date/Completion of Services, is updated with the following
- addition:
33 The Term may be extended up to ten (10} years(s), (“Extended Term”) at the sole

option of the State, subject to the parties prior written Agreement on applicable fees
and terms and conditions, subject to approval of the Governor and Executive Council.

A.2  Provision 35, Contract Price/Price Limitation/ Payment, is updated with-the following
addition: .

5.5 The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2, -

A3  Provision 8, Event of Default/Remedies, Subsection 8.1.1., is replaced to read as follows:
8.1.1. failure to perform the Services as required in this agreement, or on schedule;
A.4  Provision 8, Event of Default/Remedies, is updated with the following addition: .

8.2.5 If the Contractor is in default after notice and opportunity to cure, as provided herein,
the Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all of
which shall be subject to the limitations of liability set forth in the Contract. The
Contractor’s liability shall not exceed payments made to the Contractor under this
agreement. )

A5 Provision 9, Termination, is deleted and replaced with the following:
9. TERMINATION

9.1 Notwithstanding paragraph 8, the State may, at its sole discretion, and with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cost of all Services and Deliverables satisfactorily provided
through the date of termination in the discretion of the State but will not be liable for
any costs for winding down the Contract activities. The Contractor shall not be paid
for any work performed or costs incurred which reasonably could have been avoided.

9.2 Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any cther rights
provided in the Contract, may require Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has beén terminated.

9.2.2  After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

Page § of 65 7
Contractor Initials: (44
Date: 12/30/2022



STATE OF NEW HAMPSHIRE
2023-014

MYLICENSE ONE LICENSING SYSTEM

'EXHIBIT A - SPECIAL PROVISIONS

a.

Stop work under the Contract on the date, and to the extent specified,
in the notice;

Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated, and settie all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

Take such action as the State directs, or. as necessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

Take no action to intentionally erase any State data until directed by
the State; '

Transfer title to the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested by
the State; - !

Implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the partics;

Securely dispose/destroy of all requested data in all of its forms, such
as disk, CD / DVD, backup tape and paper, when requested by the
State. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NiST)-
Special Publication (SP) 800-88 approved methods. Certificates of
destruction shall be provided to the State; and

Provide written Certification to the State that Contractor has
surrendered to the State all said property and after 180 days has erased
all State data. '

9.2.3 If the contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up to ninety (90) days
after the expiration or termination, all transition services requested by the
State, at no additional costs but subject to payments otherwise required and at
the pricing schedules identified in the agreement, to allow for the expired or
terminated portion of the Services to continue without interruption or adverse
effect, and to facilitate the orderly transfer of such Services to the State or its
designees (“Transition Services”).

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A.6  Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following

addition:

104  In performing its obligations under this Agreement, Contractor may gain access to
Confidential information of the State. Confidential Information includes any and all
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information owned or managed by the State of NH - created, received from or on
behalf of any Agency of the State or accesséd in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes but is not limited to
Protected: Health Information (PHI), Personally Identifiable Information (PII),
Personal Financial Information (PFI), Federal Tax Information (FTI), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Confidential
Information. The Contractor shall not use the Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreement, except as directly connected to and necessary for the performance of the
Agreement. Contractor shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively “release™),
all Confidential Information. '

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractor shall immediately notify the State’s Information Security Officer,
and the State may immediately be entitled to pursue any remedy at law and in
equity, including, but not limited to, injunctive relief.

10.5  Subject to applicable federal or State laws and regulations, Confidential Information
shall not include information which:

a. shall have otherwise become publicly available other than as a result of disclosure
by the receiving Party in breach hereof,

b. was disctosed to-the receiving Party on a non-confidential basis from a source

other than the disclosing Party, which the receiving Party believes is not

- prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party;

¢. is developed by the receiving Party independently of, or was known by the
receiving Party prior (0, any disclosure of such information made by the disclosing
Party; or '

d. is disclosed with the written consent of the disclosing Party.

10.6 A receiving Party also may disclose the disclosing Party’s Confidential Information
to the extent required by an order of a court of competent jurisdiction. Any disclosure
of the Confidential Infonmation shall require the prior written approval of the State.
Contractor shall immediately notify the State if any request, subpoena or other legal
process is served upon Contractor regarding the Confidential Information, and
Contractor shall cooperate with the State in any effort the State undertakes to contest
the request, subpoena or other legal process, at no additional cost to the State.

10.7  Contractor Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor’s designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but not limited to, RSA Chapter
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91-A. In the event the State receives a request for the information identified by
Contractor as confidential, the State shall notify Contractor and specify the date the
State will be releasing the requested information. At the request of the State,
Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Coniractor’s sole responsibility and at
Contractor’s sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

10.8  This covenant in paragraph 10 shall survive the termination of this Contract.

A7 Provision 12, Ass:gnment/l)elegatmn/Subcontracts, is updated with the following
addition:

12.3  In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for a penod of time as determined
necessary by the State; or

b. terminating the Agreement immediately without liability to or further
compensation owed to Contractor, its successors or assigns.

" A8  The following Provisions are added to Form P37:
25. FORCE MAJEURE '

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2  Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor s
performance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other Contractors to provide any of
the Services or Deliverables identified under this Agreement. The Contractor shall make
best efforts to coordinate work with all other State Contractors performing Services which
relate to the work or Deliverables set forth in the Agreement. The State intends to use,
whenever possible, existing Software and hardware contracts to acquire supporting Software
and hardware.
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28. GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
. approvals necessary to perform its obligations under the Contract.

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text thhm this agreement the
following Order of Precedence shall govern:

i.  State of New Hampshire, Department of Information Technology Contract 2023-
014.

ii.  Additional Contractor Provided Documents (see Exhibit G).

Remainder of this page intentionally left blank
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EXHIBIT B - STATEMENT OF WOR\K (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

= [F

STATEMENT OF WORK

This Contract is by and between the State of New Hampshire Department of Information
Technology (the State) and System Automation Corporation -(the Contractor), having its
principal place of business at 7110 Samuel Morse Drive, Cotumbia, MD.

The Contractor shall implement its MyLicense One Licensing system as part of a digital
transformation for NH DolT that includes the implementation of the following MyLicense
One platform technologies: ‘ '

¢ MpyLicense One Online Services;

. MyLicense One Gadget;

* MyLicense One Case Management; and
* MyLicense One BackOffice.

The Contractor shall ensure the elements identified above are launched in three (3) distinct
phases for each agency selected by the State to take part in the implementation of the
MyLicense One Licensing System, the first of which shall be the Office. of Professional
Licensure (OPLC). The three {3) phases are broken down as follows:

* PHASE | - MyLicense One Online .Services: The Contractor shall collaborate with
agencies to collect business requirements specific to each agency included in the
Scope of Work (SOW) to implement a system that is tailored to each agency’s license
types.

e PHASE II — MyLicense One Gadget and Case Management: The Contractor shall
collaborate with agencies to collect business requirements specific to each agency
included in the SOW to implement field-based inspection and compliance monitoring
and tracking.

» PHASE IIl — MyLicense One Back Office: The Contractor shall collaborate with
agencies 1o collect business requirements specific to each agency included in the SOW
to implement MyLicense One Back Office for agency licensing business processes
and operations.

Each phase is detailed in Exhibits B1, B2, and B3 below. Exhibit BI .corresponds to Phase I,
Exhibit B2 corresponds to Phase II, and Exhibit B3 corresponds-to Phase III.

2. DELIVERABLE REVIEW AND ACCEPTANCE

2.1. Non-Softwﬂre and Written Deliverables Review and Acceptance

The Contractor shall provide a written Certification that a non-sbﬂware,_ written
deliverable (such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contractor, the State will Review the Deliverable to
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determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contractor’s written Certification; provided that if the State determines that
the State needs more than five (5) days, then the State shall be entitled to an extension of
up to an additional ten (10) business days. If the State elects to extend the deliverable
review period, the Contractor’s Project Manager shall update the project schedule
accordingly and notify the project team of any resulting risks to the project. The
Contractor may elect to stop further project work until deliverable acceptance is received.
If the State rejects the Deliverable or any portion of the Deliverable, or if any Acceptance
by the State is conditioned upon completion of any related matter, then the State shall
notify the Contractor of the nature and class of the Deficiency, or the terms of the
conditional Acceptance, and the Contractor shall correct the Deficiency or resolve the
condition to Acceptance within the period identified in the Work Plan. If no period for
the Contractor’s correction of the Deliverable or resolution of condition is identified, the
Contractor shall correct the Deficiency in the Deliverable or resolve the condition within
five (5) business days or other mutualty agreed upon timeframe. Upon receipt of the
corrected Deliverable, the State shall have five (5) business days to review the Deliverable
and notify the Contractor of its Acceptance, Acceptance in part, conditional Acceptance,
or rejection thereof, with the option to extend the Review Period up to five {5) additional
business days, or mutually agreed upon timeframe. If the Contractor fails to correct the
Deficiency within the allotted period, the State may, at its option, continue reviewing the
Deliverable and require the Contractor to continue until the Deficiency is corrected, or
terminate in accordance with Form P-37, Paragraph 9, Termination.

2.2.  Software Deliverables Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

2.3. Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables exceed three (3) at a time unless
otherwise authorization by State.

2.4. Conditional and Unconditional Acceptance

By accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof. i

3. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shall
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be approved by the Department of Information Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan,

Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor’s requested Change Qrder within five {5) business days. The State
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are-unable to reach an agreement in wrmng within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the tcrms of this Ag‘recment

4. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan:

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.

5. PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and
tracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor shall employ effective communication and
Reporting strategies to ensure Project success. The Contractor Key Project Staff shall
participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completion.

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime
of dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
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Contractor shall prorﬁote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the
Contractor’s Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screeming results in accordance with the Contract Agreement.

The Contractor shall be responsible for knowledge transfer between all Contractor project
teams for all deliverables defined in this Project Agreement. '

5.1.

Page ii§ of 65

The Contractor Key Project Staff
5.1.L1.  The Contractor’s Contract Manager

Contractor shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor’s
Contract Manager is:

Nick Cook
410-794-4382
ncook@systemautomation.com

5.1.2.  The Contractor’s Project Manager

Contractor shall assign a Project Manager who is qualified to perform or supervise
the Contractor’s obligations under this Agreement.

Contractor’s selection of the Project Manager shall be subject to the prior written
approval af the State. The State’s approval process may include, without limitation,
at -the State’s discretion, review of the proposed Project Manager’s resunie,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of
the State, is found unacceptable or is not performing to the State’s satisfaction,

Project Manager must be gqualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding decisions
under the Contract, and shall function as Contractor’s representative for all
administrative and management matters. Praject Manager must be available to
promptly respond during normal Business Hours within eight (8) hours of inquiries
Jrom the State. Project Manager must work diligently and use his/ her best efforts
on-the Project. i

5.1.3. Chahge of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject to the same requirements and Review as set forth above.
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5.2.

Page 17 of 65

Contractor shall assign a replacement Project Manager within ten (10} business’
days of the departure of the prior Project Manager, and Contractor shall continue
during the ten (10) business day period to provide competent project management
Services through a qualified interim Project Manager.

5.1.4. The Contractors Additional Key Project Staff
The State considers the following individuuals to be Key Project Staff for this Project:
Project Manager

Responsible for ongoing monitoring and controlling of project schedule,
budget, and overall delivery. '

Implementaﬁon Specialist

Responsible for configuration of the MyLicense One system to meet Agency
business requirements. Facilitates testing and training activities as required.

The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the
prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall
have comparable or greater skills than Key Project Staff being replaced,

5.1.5. Termination for Lack of Project Management and Key Pro_]ect Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to
pursue its remedies at law and in equity, if, after notice and time te cure pursuant
to Paragraph 8 of Form P-37, the Contractor fails to assign a Project Manager
and/or Key Project Staff meeting the requirements and terms of the Contract or if
the State is dissatisfied with Contractor’s replacement of the Project Manager
and/or Key Project Staff.

The State Key Project Staff
5.2.1. The State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s
representative with regard to Contract administration, The State Contract Manager
is:

Michael W. O’Neil, Dlrector of Application Software Development

(603) 230-3456
Michael. W.ONeil@DolT.nh.gov

5.2.2. The State Project Staff

The State shall assign a Project Team consisting of business and technical
resources. The State’s Project Team is:
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OPLC Project Manager

Matthew D. Geoffroy, Senior Business Systems Analyst
(603) 271-0933

Matthew.D.Geoffroy@Dol T .nh.gov

DolT Lead Developer
Vicki Tinsley, DolT Affiliate

Vicki. Tinsley@affiliate.doit.gov
DolT IT Manager

Ransey R.Hill, IT Lead at QPLC
(603) 271-0741
Ransey.R.Hill@DolT.nh.gov

The State Project Manager’s duties shall include the Jollowing:

e a0 o os

f.

; &
6. WORK PLAN

Leading the Project;

Engaging and managing all Contractors working on the Projéct;
Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;

Signing off on invoices;

Reviewing and approving Change Orders; and -

Managing stakeholders’ concerns.

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan
within fourteen (14) days of the Effective Date and further refine the tasks required to
implement the Project. Continued development and management of the Work Plan is a joint
effort on the part of the Contractor and State Project Managers.

The Contractor shall provide system support, maintenance, development and implementation
and conversion to the MyLicense One solution. This contract has a primary focus on the
OPLC while ensuring the integrity and meeting the State of New Hampshire's goals of a single
enterprise solution for additional Enterprise Agency Partners and allowing for the
configurability of those partners within the Enterprise solution.

The OPLC proposes implementation in priority order:

»

>
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Customer Portal Environments: Provide easy access to online licensing and
information. “Tools that promote self-sufficiency of licensing and reporting.

Enforcement & Inspection: Provide the ability, effective, and efficient
management Enforcement and Inspection caseloads and workflows.
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» Licensing Processing & Backroom business functions: Provide back-office
solutions for timely and productlve license administration and reporting
functions.

This implementation plan is proposed and preferred for OPLC, the Contractor must be flexible
and work with other Enterprise Agency Partners if this method is not conducive. to agency
priorities or business needs,

In conjunction with the Contractor’s Project Management methodology, which shall be used
to manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both State and The
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.

7. ACCEPTANCE & TESTING SERVICES

MyLicense One Online Services (ML1, OS) forms will be iteratively configured .and tested
through configuration “sprints.” Two-thirds of the working time in the Sprint is devoted to the
Contractor. performing configuration, with the remainder devoted to testing of that
configuration, '

The Contractor shail be responsible for collaborating with the State’s Project Manager to lead
and provide oversight of all testing activities. The Contractor shall provide the State Project
Team with its standard test scenanios and scripts, which the State Project Team can tailor to
its business processes, as needed. Testing will be performed by State administrators and
appropriate subject matter experts in coordination with the Contractor to ensure OPLC users
are engaged throughout the project lifecycle, increasing user familiarity with the system over
the course of the project and reducing barriers to user adoption.

To facilitate testing, Agency staff will participate in a joint walkthrough of MyLicense One .
Online Services led by the Contractor once initial configuration is completed. Following the
walkthrough, the State will provide changes to be incorporated by the Contractor in the form
of comments to screenshots of the initial MyLicense One Online Services, as configured. The
comments should include instructions as well as additional data fields and navigational
preference details. The Contractor will revise the configuration per the feedback provided,
following with a second joint review that will be conducted to allow the Agency an opportunity
to submit a final list of feedback. The Contractor will address the final list of féedback at which
point the forms will be considered accepted.

Outside of this walkthrough, State users will perform full User Acceptance Testing of each
configured form to validate the configured forms against provided specifications and the
functionality of MyLlcense One Online Services per the defined business requirements.

Issues found during testing will be recorded in the project issue tracking site for triage by the
Contractor technical lead and potential review by the Contractor development team where
needed. It is expected that issues will be reported to the Contractor by one (1) or two (2)
designated State lead contacts who will triage issues reported by State testers. Forms will be
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approved to go-live once they have been accepled and all Critical (Level i) and High (Level
2) issues have been resolved.
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. 8. MAINTENANCE, OPERATIONS AND SUPPORT

8.1

8.2.

8.3.

System Maintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost. )

System Support

The Contractor must perforrn remote technical support in accordance with the Contract,
including without limitation the requirements, terms, and conditions contained herein. -

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including alt new Software releases, shall be responded to according to the
MyLicense Cloud Service Level Agreement, which is incorporated by reference and
attached hereto as Exhibit G Attachment 2.

Support Obligations

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shail maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State; -

a. For all maintenance Services calls, the Contractor shall ensure the following
information will be collected and maintained:

i.  nature of the Deficiency;

t.  current status of the Deficiency;

iii.  action plans, dates, and times;

iv.  expected and actual completion time;

v. - Deficiency resolution information;

vi.  resolved by;
vii.  identifying number i.e. work order number;-and
viii.  issue identified by; and-

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information: -

i.  mean time between Reported Deficiencies with the Software;
ii.  diagnosis of the root cause of the problem; and

ii.  1dentification of repeat calls or repeat Softw_are problems.
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If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor’s product and receive
a refund for all amounts paid to the Contractor, including but not hmlted to, apphcable
License fees, within mnety (90} days of notification to the Contractor of the State s refund

request.
8.4. Contract Warranties and Representations
8.4.1. System

The Contractor warrants that any Systems provided under this Agreement will
operate and conform to the Spec:f ications, terms, and requirements of this
Agreement.

8.4.2. Software

The Contractor warrants that any Software-provided as part of this Agreement,
including but not limited to the individual modules or functions furnished under the
Contract, is properly functioning within the System, compliant with the
requirements of the Contract, and will operate in accordance with the Specifications
and terms of the Contract.

For any breach of the above Software warranty, in addition to all its other remedies
at law and in equily, at the State’s option the Contractor shall:

a. provide the correction of program errors that cause breach of the
warranty, or if Contractor cannot substantially correct such breach
in a commercially reasonable manner, the State may. end its
program license, if any, and recover any unused, prepaid technical
support fees the State has paid for the program license; or

b. the re-performance of the deficient Services, or

c. if Contractor cannot substantially correct a breach in a
commercially reasonable manner, the State may end the relevant
Services and recover the fees paid to Contractor for the deficient
Services.

8.4.3. Compatibility

Contractor warrants that all System components, including but not limited to the
components provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shail opemte
with the rest of the System without less of any functionality.

8.4.4. Serv:ces

Contractor warrants that all Services to be provided under this Agreement will be
provided expediently, in a professional manner, in accordance with industry
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standards and that Services will comply with performance standards, Specifications,
and terms of the Contract.

Except as stated herein, there are no warranties, including any implied warranties,
which extend beyond the description of the face hereof,

"~ 9. DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

a.

9.1.

The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and non-public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
public data of simitar kind.

All data obtained by the Contractor in the performance of this contract and all Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor, The level of protection and encryption for all non-public data shall be
identified and made a part of this contract.

At no time shall any data or processes — that either belong to or are intended for the
use of the State or its officers, agents or employees — be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subseguent use i any
transaction that does not include the State. ‘

The Contractor shall not use any information collected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.

Data Location

The Contractor shall provide its Services to the State and its end users solely. from data
centers within the Continental United States. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

9.2
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The Contractor shall inform the State of any security incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

a. Incident Response: the Contractor may, need to communicate with cutside parties
regarding a security incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the Conitractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identified contact immediately if it reasonably believes there
. has been a security incident.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject
to applicable data breach notification law, the Contractor shall (1) promptly notify
the appropriate State identified contact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable measures
to address the data breach in a tlmely manner.

9.3. Breach Responsibilities

9.3.1.  This section only applies when a Data Breach occurs with respect to State data
within the possession or controt of the Contractor and/or the third party
designee hosting the data as agreed upon by the Contractor and the State.

9.3.2. The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State identified contact by telephone in accordance with the
agreed upon security plan or security procedures if it reasonably believes there
has been a security incident.

9.3.3. The Contractor, unless stipulated otherwise, shall promptly notify the
appropriate State identified contact within 24 hours or sooner by telephone,
unless shorter time is required by applicable law, if it confirms that there is,
or reasonably believes that there has been a Data Breach the Contractor shall:

a. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach;

b. promptly impiement necessary remedial measures, if necessary; and

c. document responsive actions taken related to the Data Breach,
including any post-incident review of events and actions taken to
make changes in business practices in providing the services, if
necessary.

9.3.4. Unless otherwise stipulated, if a Data Breach is a direct result of the
Contractor’s breach of its contract obligation or the third-party hosting
company to encrypt Personal Data or otherwise prevent its release, the
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Contractor and/or the third- -party hosting company shall bear the costs
associated with:

§
b.

C.

B

the investigation and resolution of the Data Breach;
notifications to individuals, regulators or others required by State law;
a credit monitoring service required by State (or fedéral) law;

a website or a toll-free number and call center for affected individuals
required by State law — all not to exceed the average per record per
person cost calculated for Data Breaches in the United States
{currently $201 per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the time of the Data Breach; and ‘

complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [{a) through (e)] subject to this
Contract’s limitation of liability.

10. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and as particularly described in Exhibit D: Software

Agreement

11. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Services

12. MERCHANT CARD SERVICES

Whereas the Contractor access to the production environment which transmits, brocesses or
stores cardholder data and therefore is considered a “service provider” under Requirement 12.8

of the PCI DSS Requirements and Security Assessment Procedures of the latest edition.

The Contractor agrees to the following provisions:

a. PCIDSS Requirement 12.8 of the latest edition, Service Provider — [f the Contractor
provides Services on the production environment used in the processing,

transmission and/or storage of Cardholder Data, it is hereby agreed that:

i.  Contractor agrees that it is responsible for the security of all Cardholder Data
that it obtains or possesses, including but not limited to the functions relating

to storing, processing, and transmitting the Cardholder Data,

ii. Contractor attests that, as of the Effective Date of this contract, it has

complied with all applicable requirements to be considered PCI- DSS
compliant, and has performed the necessary steps to validate its compliance

with PCI DSS; and
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iv.

vi.

Contractor agrees to supply the current status of Contractor’s PCI DSS
compliance, and evidence of its most recent validation of compliance upon
execution of this contract to OPLC. Contractor must supply to OPLC an
Attestation of compliance at least annually and upon request.

Contractor shall immediately notify NH DolT Chief Information Security

Officer and the Merchant Card Administrator if it learns that it is no longer

PCI DSS compliant and shall immediately provide OPLC the steps being

taken to remediate the non-compliance status. In no event shall Contractor’s

notification to NH DolT Chief Informatioh Security Officer be later than
seven (7) calendar days after Contractor learns it is no longer PCI DSS

compliant. '

Contractor acknowledges that any indemnification provided for under the
Contract referenced above applies to the failure of the Contractor to be and to
remain PCI DSS compliant.

Contractor shall agree to work with OPLC in order to clarify how
responsibilities for PCI DSS requirements may be shared, by completing a
CPI DSS Responsibility Matrix.

b. Contractor shall disclose any Nested Third-Party Service Provider (TPSP) thatis a -
part of the Cardholder Environment. Contractor shall document the Nested TPSP’s
allocation of liability, responsibility and costs relating to actions of outsourced
contractors and/or notifying the Contractor regarding incidents. The Department of
Information Technology shall require an Attestation of Compliance on an annual
basis and upon request from the Nested Third-Party Service Provider.

13. TERMS AND DEFINTIONS

Terms and Deﬁnitions applicable to this Contract are identified in-Exhibit F: Terms and

Definitions.

14. CONTRACTOR’S CERTIFICATES
Required Contractor Certificates are attached in Exhibit G.

" Remainder of this page intentionally left blank
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EXHIBIT Bl - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
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The Statement of Work, Business and Techmical Requirements, and Delwerables are set
forth below:

1. STATEMENT OF WORK

The Contractor shall, as part of Phase I, implement a MyLicense One Licensing System that
is inclusive of MyLicense One Online Services (ML 1 OS) PHASE I -- MyLicense One Online
Services (ML1 OS)

1.1. PHASE]I

1.I.1.  The Contractor shail collaborate with agencies to collect business requirements

spemﬁc to each agency in order to implement a system that is tailored to each
. agency’s license types.

1.1.2.  The Contractor shall assist in testing the ML10S to ensure the system functions
per defined business requirements.

1.1.3.  The objective of this Phase | engagement is to deliver value to OPLC and the
constituents it serves as quickly as possible through online services. Accordingly,
and as described in the Implementation Approach section below, the forms for
Online Services will be rolled out iteratively during the project, as opposed to
one large “batch” at the end of the project. This ensures value is delivered to
constituents faster than traditiona! waterfall implementation approaches.

1.1.4. - Rollout of initial applications, reinstatements, renewals, and additional forms
includes the effort to perform iterative User Acceptance Testing (UAT), go-live,
and provide operational support. The following scope variables define the scope
of the high-level activities for the project.

1.2. Scope Variables Description

1.2.1. Parameter Software to be Implemented

s MyLicense One Online Services (MYLICENSE ONE ONLINE SERVICES)

1.2.2.  Project Plan and Ongoing Project Management '

e A project plan will be developed, reviewed, and approved by NH DolT to track the
implementation. Ongoing SA Project Management will occur to ensure the
implementation remains on track per the developed plan.

1.2.3.  MLI Setup

o Installation of a MyLicense One Test and Production instance where MYLICENSE
ONE ONLINE SERVICES forms will be managed
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1.2.4. - Requirements Analysis

s Duration; Three €)] Weéks Documentation of functional requirements for
MYLICENSE ONE ONLINE SERVICES forms and development of “Common
Application” form containing common elements across OPLC license types

1.2.5. Conﬁgﬁre Common Application

e Configuration of a “Common Application” form that can accelerate implementation
of online forms by prowdmg a common basis for most forms deployed by the

Contractor.
1.2.6. = Configure Initial Application and Reinstatement Forms
o Configuration of 145 initial application forms. -
1.2.7. Configure Renewal Forms
» Configuration of 85 renewal forms.-
1.2.8. Configure Additional Forms

¢ Configuration of License Update, Address Update and Duphcate Request forms
(three (3) forms)

1.2.9.  Phase Il Planning - Enforcement Case Management and Inspections

. Upon the completion of Phase I, or earlier, the Contractor shall provide a detalled
statement of work that meet the state-identified business requirements for the
development and implementation of the Enforcement Case Management and
Inspections phase.

2. BUSINESS / TECHNICAL REQUIREMENTS

2.1. Business and Technical Requirements

The Contractor’s statement of work and deliverables shall meet all Business and- Technical
Requirements identified in Exhibit G: Attachment 1, which include, but are not limited to:

" > Enterprise Solution and Agency Onboarding.
»> Phase I — On Line Licensing Portais.
3. ACTIVITY, DELIVERABLE, AND MILESTONE
3.1. Deliverable 1 -Develop Project Plan

The Contractor shall develop a detailed project plan for this project, which will include a
detailed project schedule, consisting of a work breakdown structure and Gantt chart. The
pro_]ect plan identifies the tasks, predecessors, durations, and assigned stakeholders for all
project-related tasks.

The approved project plan will serve as the baseline from which project performance is
measured. The Contractor shall continuously monitor to ensure successful completion of the

Page 23 of 65 /
Contractor Initials: (44
Date: 12/30/2022



STATE OF NEW HAMPSHIRE
2023-014
MYLICENSE ONE LICENSING SYSTEM

. EXHIBIT B1 - STATEMENT OF WORK - PHASE [
BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

project, on time and within budget. In addition to the project plan, the Contractor shall provide
ongoing Project Management, including status meetings where;

» The Contractor’s PM and NH DolT Project Manager (PM), and others that
the NH DolT PM deems required, providing input i the process review action
items on a bi-weekly basis. . '

» The Contractor’s PM sends agenda to NH DolT Project Manager'(PM), and
others that the NH Dol T PM deems required that includes: ;

» Tasks completed or accomplishments occurring since last scheduled
meeting. ;

= Action Items/lIssues for discussion by both teams.
» Rolling forecast of activities/deliverables for the next two weeks.

The Contractor shall maintain an online collaboration site between the Contractor and the site.
This resource will serve a repository for file sharing and access to project artifacts.

3.2. Deliverable 2-ML] Environment Setup

After the project kicks off, the Contractor shall install the NH DolT MyLicense One Test and
Production tenants/environments, along with all components necessary to implement
MyLicense One Online Services. The Contractor shall host MyLicense One in the Azure
FedRAMP Cloud. The Contractor shall provision and configure all required infrastructure to
support MyLicense One.

The Contractor shall collaborate with the NH DolT Project Manager (PM) and other NH DolT
technical staff to verify access to the MyLicense One Online Services site. The Contractor
shall assist NH DolT IT Infrastructure and Networking resources to establish support a secure
VPN tunnel between MyLicense One and the MLO Application Programming Interface (API),
which connects directly to the MyLicense Office application server.

3.3. Deliverable 3-Requirements Analysis

The Contractor shall collaborate with NH DolT to gather required inputs to support the
configuration of MyLicense One Online Services, including but not limited to:

» Inventory existing paper ‘and eGov initial applications, renewals, and
reinstatement.

» Develop functional requirements for migration of identified forms to
MyLicense One. '

» Collaborate and support Dol T administrators with documentation of common
fields and sections to facilitate the development of a common application by
providing a common application template.

The “Common Application” analysis allows all parties to quickly implement and maintain
applications by ensuring consistency across OPLC applications.
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The Contractor shall ensure a requirements document containing the above is compiled,
reviewed, finalized, and accepted by the State to initiate the build out of MyLicense One
Online Services.

The Contractor shall work with NH DolT PM with coordinating State resources to provide all
required inputs in a timely manner, in accordance w1th the State-approved approved project
plan and timeline.

3.4. Deliverable 4—Common Application Configuration

The Contractor shall.configure a “Common Application” based on the specifications gathered
in the Requirements Analysis phase, ensuring the Common Application form contains:

» Sections and fields used by the majority of Agency license t}.fpes.

» Visibility rules controlling the professions and license types for which certain
sections appear.

* % Field validations and input masking used across all Agency divisions
providing validation on data entered in common fields.

The Contractor shall work with NH DolIT administrators and Agency business subject matter
experts 10 review, revise, and validate the final Common Application form, as follows:

» The Contractor shall do initial configuration based upon the documented
Common Application requirements.

» Upon the Contractor’s completion of the initial configuration, Agency staff
will participate in a joint walkthrough of MyLicense One. The Contractor
shall implement any changes identified by Agency staff and agreed upon by
both parties. Any requested changes shall be documented, provide
instructions, as well as additional data field and navigational preference
details. -

» The Contractor shall revise the configuration per the comments provided,
followed by a second joint review that is conducted to allow the Agency an
opportumty to submit final feedback to be 1nc01porated by the Contractor
prior to go-live with the forms.

» The Contractor shall revise the configured site in accordance with the
feedback provided during the second review. Following this cycle, the
Common Apphcanon form will be completed and ready for acceptance by the
Agency prior to go-live.

At the start of the configuration cycle following acceptance of the forms, the Contractor shall
go-live with the accepted online services forms.

The Contractor and the Agency shall review and validate revisions to the Common Application
form.

The Contractor and State project staff are responsible for coordinating the review and revisions
of the Common Application form. The State project team shall relay any changes to the
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Common Application form to Agency staff. The Contractor shall work with Agency staff to
develop the most effective methods of implementation and communication of any change. -

3.5. Deliverable 5-Online Services Configuration

In Phase 1, the Contractor shall configure 145 initial applications and reinstatements, 85
renewals, and three (3) additional forms (License Update, Name/Address Update, and
Duplicate Request) in MyLicense One Online Services. The Contractor shall configure, test,
and release forms iteratively into production to ensure continual delivery of value throughout
this phase. The Contractor and state contract staff shall collaborate in joint sessions to gather
feedback for revisions to the configuration, as needed, which shall be performed iteratively,
as follows: '

. » The Contractor shall perform configuration based upon the existing paper
applications; renewal applications; and requests for reinstatement provided by
the Agency, as well as existing online initial applications; renewal
applications; and requests for reinstatement in eGov.

» Upon the Contractor’s completion of the initial configuration, Agency staff
will participate in a joint walkthrough of MyLicense One. The Contractor
shall implement any changes identified by Agency staff and agreed upon by
both parties. The State must document any requested changes and provide
instructions, .as well as additional data field and navigational preference
details.

> The Contractor shall revise the configuration per the comments provided,
followed by a second joint review that is conducted to allow the Agency an
opportunity to submit final feedback to be incorporated by the Contractor
prior to go-live with the forms.

» The Contractor shall revise the configured site in accordance with the
feedback provided during the second review. Following. this cycle the
changes will be completed and ready for acceptance by the Agency prior to
go-live.

» At the start of the configuration cycle following acceptance of the forms, the
Contractor shall go live with the accepted online services forms.

Billing for online services forms will occur upon completion of the configuration spnnts
within this Deliverable, as detailed in Exhibit C, Payment Terms.

The Contractor shall work with State project staff for providing all existing forms to allow the
Contractor to build in MyLicense One.

» The State project staff and functional area experts shall provide feedback to
the Contractor’s implementation team during the software configuration
process.

> Upon Contractor’s completion of the initial configuration, the State project
team and Agency staff will participate in walkthroughs of MyLicense One to
review what has been configured.
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» Upon completion of the first walkthrough, the Agency will provide a single
list of changes to be incorporated by the Contractor.

» Once the Contractor incorporates the changes into MyLicense One, the State

" project staff and Agency will participate in a final walkthrough and will have

the opportunity to submit a final list of feedback to be mcorporated by the
Contractor prior to release in Production.

4. WORK PLAN

The Contractor’s Project Manager and the State Project managér shall finalize the Work Plan
within fourteen (14) days of the Effective Date and further refine the tasks required to
implement the Project. Continued development and management of the Work Plan is a joint
effort on the part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth in this Section
and includes:

The Contractor shall provide system support, maintenance, development and implementation
and conversion to the MyLicense One solution. This contract has a pnmary focus on the
OPLC while ensuring the integrity and meeting the State of New Hampshire's goals of a single
enterprise solution for additional Enterprise Agency Partners and allowing for the
configurability of those partners within the Enterprise solution.

The OPLC proposes implementation in priority order:

» Customer Portal Environments: Provide easy access to online licensing and
information. Tools that promote self-sufficiency of licensing and reporting.

» Enforcement & Inspection: Provide the ability, effective, and efficient
management Enforcement and inspection caseloads and workflows. .

» Licensing Processing & Backroom business functions: Provide back-office
solutions for timely and productive license administration and repomng
functions.

This implementation plan is proposed and preferred for OPLC, the Contractor must be flexible
and work with other Enterprise Agency Partners if this method is not conducive to agency |
priorities or business needs.

In conjunction with the Contractor’s Project Management methodology, which shall be used
to manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both State and The
Contractor’s team members), refine the Project’s scope, and estabiish the Project’s Schedule.

The following timeline shows the time from the Contract Effective Date to the completion of
Phase I deliverables.
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Deliverable Estimated Delivery Timeline
(From Contract Start, in Calendar Days)
ML1 Activation Fee 0 '
Project Plan 20
Requirements Analysis 37
Common Application Form 50
Renewal Sprint | 64
Renewal Sprint 2 78
Renewal Sprint3 - 92
Renewal Sprint 4 106
Renewal Sprint 5 121
Renewal Sprint 6 135
Initial Application Sprint 1 149
Initial Application Sprint 2 166
Initial Application Sprint 3 180
Initial Application Sprint 4 194
Initial Application Sprint 5 208
Initial Application Sprint 6 223
Initial Application Sprint 7 237
Initial Application Sprint 8 252
Initial Application Sprint 9 266
Initial Application Sprint 10 280
Initial Application Sprint 11 294
Initial Application Sprint 12 310
Initial Application Sprint 13 324
Initial Application Sprint 14 342
Initial Application Sprint 15 357
Initial Application Sprint 16 371
Initial Application Sprint 17 398
Initial Application Sprint 18 412
Initial Application Sprint 19 426
Additional Forms Sprint 440
Cleanup Sprint 453
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The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:
1. STATEMENT OF WORK

The Contractor shall augment the MyLicense One Licensing System as part of Phase II with the
following components:

e MyLicense One Gadget; and
* MyLicense One Case Management.
1.1. PHASE Il — MyLicense One Gadget and Case Management

The Contractor shall collaborate with agencies to collect business requirements specific to
each agency to implement a system that is tailored to each agency’s inspections and case

types.

‘The Contractor shall assist in testing ML 1 Gadget and Case Management to ensure the system
functions per defined business requirements.

The objective of the Phase 2 engagement is to deliver additional value to OPLC through the
implementation of MyLicense Gadget and Case Management. These tools will support
OPLC’s enforcement process through, respectively, inspections management and
investigation case management.. Inspection forms and case types will be rolled out iteratively’
during the project, as opposed to one large “batch” at the end of the project. This ensures
value is delivered to OPLC faster than traditional waterfall implementation approaches.

Rollout of inspections and case types includes the effort to perform iterative User Acceptance
Testing (UAT), go-live, and provide operational support. The following scope variables
‘define the scope of the high-level activities for the project.

1.2. Scope Variables Description
1.2.1. Parameter Software to be Implemented
s MyLicense One Gadget
. MyLicenée One Case Management
1.2.2. Project Plan and Ongoing Project Management

e A project plan will be developed, reviewed, and approved by NH DolT to track the
implementation. Ongoing SA Project Management will occur to ensure the
implementation remains on track per the developed plan.

1.2.3. MLI1 Setup

s Installation of the Gadget and Case Management components in OPLC’s MyLicense
One Test and Production instances where MyLicense One Gadget and MyLicense One
Case Mariag;:ment forms and other configuration will be managed.
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1.2.4.

1.2.5.

1.2.6.

1.2.7.

Réquirements Analysis

Duration: Three (3) Weeks Documentation of functional requirements for MyLicense
One Gadget inspection forms and MyLicense One Case Management case types

Configure MyLicense Gadget

Configuration of inspection forms and other necessary compenents of MyLicense Cne
Gadget based on the documented requirements

Configure MyLicense Case Management

“Configuration of MyLicense One Case Management based on the documented

requirements,
Phase lII Planning — Application Administration and Licensing Operations

Upon the completion of Phase II, or earlier, the Contractor shall provide a detailed
statement of work that meet the state-identified business. requirements for the
development and implementation of the Apphcatlon Administration and Licensing
Operations phase.

2. BUSINESS / TECHNICAL REQUIREMENTS

" 2.1. Business and Technical Requirements

The Contractor s statement of work and deliverables in this phase shall meet all Business and
Technical Requirements identified in Exhibit G: Attachment 1 in scope of this phase, which

imclude:

Phase 1] - Enforcement and Inspection Case Management,

Training

3. ACTIVITY, DELEVERABLE, AND MILESTONE
3.1. Deliverable 1 -Develop Project Plan

The Contractor shall develop a detailed project plan for this project, which will include a
detailed project schedule, consisting of a work breakdown structure and Gantt chart. The
project plan identifies the tasks, predecessors, durations, and assigned stakeholders for all
project-related tasks.

The approved project plan will serve as the baseline from which project performance is
measured. The Contractor shall continucusly monitor to ensure successful completion of the

pt‘O_]eCt

on time and within budget. In addition to the project plan, the Contractor shall provide

ongoing Project Management, including status meetings where:

>
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* ' Tasks completed or accomplishmenis occurring since last scheduled
ineeting.

«  Action Items/Issues for discussion by both teams.
»  Rolling forecast of activities/deliverables for the next two weeks.

The Contractor shall maintain' an online collaboration site between the Contractor and the site.
This resource will serve a repository for file sharing and access to project artifacts.

3.2, Deliverable 2-ML1 Environment Setup

After the project kicks off, the Contractor shall install MyLicense Gadget and Case
Management in the NH DoIT MyLicense One Test and Production tenants/environments. The
Contractor shall continue to host MyLicense One in the Azure FedRAMP Cloud. The
Contractor shall provision and configure all required infrastructure to support MyLicense One.

The Contractor shall collaborate with the NH DolT Project Manager (PM) and other NH DolT
technical staff to verify access to the MyLicense One Gadget and Case Management sites. The
Contractor shall assist NH DolT IT Infrastructure and Networking resources to make any
changes to the Secure VPN tunnel between MyLicense and MLO required to support
MylLicense One Gadget and Case Management.

3.3. Deliverable 3-Requirements Analysis

The Contractor shall collaborate with NH DolT to gather required inputs to support the
configuration of MyLicense One Gadget and Case Management, including but not limited to:

> Inventory existing paper-based inspection forms and document inspection and case
management processes. ;

¥  Develop functional requirements for migration of identified forms and processes
to MyLicense One Gadget and Case Management.

The Contractor shall ensure a requirements document containing the above is compiled,
reviewed, finalized, and accepted by the State to initiate the build out of MyLicense One
Gadget and Case Management.

The Contractor shall work with NH DolT PM with coordinating State resources to provide all
required inputs in a timely manner, in accordance with the State-approved approvcd project
plan and timeline.

3.4. Deliverable 4-MyLicense Gadget Configuration

In Phase II, the Contractor shall configure the number of inspection forms and investigation
processes identified in Phase II planning in MyLicense One Gadget and Case Management.
The Contractor shall configure, test, and release forms iteratively into production to ensure
continual delivery of value throughout this phase. The Contractor and state contract staff shall
collaborate in joint sessions to gather feedback for revisions to the configuration, as needed,
which shall be performed iteratively, as follows:

»  The Contractor shall perform configuration based upon the existing paper
inspection and investigation processes provided by the Agency.
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>

Upon the Contractor’s completion of the initial configuration, Agency staff will
participate in a joint walkthrough of MyLicense One Gadget and Case
Management. The Contractor shall implement any changes identified by Agency
staff and agreed upon by both parties. The State shall document any requested

changes and provide mstructtons as well as additional data field and navigational

preference details.

The Contractor shall revise the configuration per the comments provided, followed
by a second joint review that is conducted to allow the Agency an opportunity to
submit final feedback to be incorporated by the Contractor prior to go-live with the
forms.

The Contractor shall revise the configured sites in accordance with the feedback
provided during the second review. Following this cycle, the changes will be
completed and ready for acceptance by the Agency prior to go-live.

‘At the start of the configuration cycle following acceptance of the forms, the

Contractor shall go live with the accepted Gadget and Case Management forms.

Billing for online services forms will occur upon complctioniof the configuration sprints
within this Deliverable, as further detailed in Exhibit C, Payment Terms.

The Contractor shall work with State project staff for providing all existing forms to allow the
Contractor to build in MyLicense One.

»

»

4. TRAINING

The State project staff and functional area experts shall provide feedback to the
Contractor’s implementation team during the software configuration process.

Upon Contractor's completion of the initial configuration, the State project team

and Agency staff will participate in walkthroughs of MyLicense One to review
what has been configured.

Upon completion of the first walkthrough, the Agency will provide a single list of
changes to be incorporated by the Contractor.

Once the Contractor incorporates the changes into MyLicense One, the State
project staff and Agency will participate in a final walkthrough and will have the
opportunity to submit a final list of feedback to be incorporated by the Contractor
prior to release in Production. ’

The Contractor shall provide end users training on use of MyLicense One Gadget and
MyLicense One Case Management. The Contractor shall collaborate with NH DolT on the
development of a detailed training plan that outlines the scope, agenda, and modalities to be
used in end user training, including:

¢ Online Live Training Sessions

¢ Online Training Manuals

e User Guides and Documentation.
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The training plan will outline the training approach and articulate training solutions that
address both the immediate and ongoing needs of the State.

Training may be provided in a variety of formats, including virtual, in-person, or a hybrid

approach. The contractor shall record trainings and make them available to NH DolT to serve

as a resource for refresher trainings and/or in support of training new hires to reduce
- downstream costs as new employees are onboarded and need to be trained.

The Contractor shall ensure training resources are available and specific to: -
e Investigators
e Inspectors

. Subervisdrs of Investigators and Inspectors
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EXHIBIT B3 - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DEVIVERABLES FOR PHASE 111

The Statement of Work, Business and Technical Requ1rements and Deliverables are set forth below.
1. STATEMENT OF WORK

The Contractor shall implement a MyLicense One Licensing System in Phase 3 that mcludes
MyLicense One Back Office.

1.1. PHASE I11 -- MyLicense One Back Office

The Contractor shall collaborate with agencies to coliect business requirements specific
to each agency to implement a system that is tailored to each agency’s license types.

The Contractor shall assist in testing the ML1 Back Office to ensure the system
functions per defined business requirements.

The objective of this Phase 3 engagement is to complete the digital transformation of
OPLC’s operations by migrating their back office operations into MyLicense One. SA
will work with OPLC and DolT to define OPLC’s licensing processes in the MyLicense
One Back Office and map OPLC’s licensing data from MyLicense Office to the ML1
Back Office. At the end of the project, all of OPLC’s operations and data will be live
in the new MyLicense One Back Office.

The following scope variables define the scope of the high-level activities for the
project.

1.2. Scope Variables Description

1.2.1. Parameter Software to be Implemented
MyLicense One Back Office (MYLICENSE ONE BACK OFFICE)
1.2.2. Project Plan and Ongoing Project Management

-

A project plan will be developed, reviewed, and approved by NH DolT to track the
implementation. Ongoing SA Project Management will occur to ensure the
implementation remains on track per the developed plan.

1.2.3. ML1 Setup

Installation of a MyLicense One Back Office Test and Production instance where
MYLICENSE ONE BACK OFFICE configuration will be managed

1.2.4. Requirements Analysis

Duration: Six (6) Weeks Documentation of functional requirements for MYLICENSE
ONE BACK OFFICE forms, workflows, and business rules.

1.2.5. Conﬁgure MyLicense One Back Office

Configuration of forms, workflows, and business rules for the number of license types
defined in Phase 1II planning.
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1.2.6. Configure Templates

SA will configure the number of document templates specified in the Phase III
planning activities in the MYLICENSE ONE BACK OFFICE per specifications
provided by OPLC.

1.2.7. Configure Interfaces

s  SA will configure the number of interfaces defined in the planning phase for Phase I1I
per the specifications provided by OPLC and DolT. These interfaces will ensure
essential connections with State and third-party data partners (e.g., CE Broker)
continue to function as expected in the MyLicense One Back Office.

1.2.8. Data Conversion and Document Migration

e SA will migrate OPLC’s data and documents from MyLicense Office to the
MylLicense One Back Office. SA will perform the planning, data mapping, execution,
validation, and revision of the conversion, performing two (2) initial iterations of data
conversion and document migration followed by an iteration.of conversion just prior
to UAT. SA will perform a final iteration of data conversion and document migration
at go-live. ;

1.2.9. User Acceptance Testing ( UAT)

o SA will perform ten (10} days of direct User Acceptance Testing with OPLC end
users, followed by additional time to resolve identified issues. SA will provide a test
plan that addresses test cases relevant to usage of the MyLicense One Back Office for
OPLC and DolT review and revision prior to execution of testing.

1.2.10. End User Training -

. SA will provide five (5) days of Train-the-Trainer training to key OPLC super users
to enable these users to train the remaining OPLC users prior to go-live in the
MyLicense One Back Office.

1.2.11.Go-Live and Operatignal Support

*  SA will develop a go-live plan defining the sequence of activities to_be performed at
go-live. After receiving a “go” decision from OPLC and DolT, SA will perform the
final data conversion and document migration into the MyLicense One Back Office.
After go-live, SA will provide twenty (20) business days of operational support, after
which OPLC will transition to application administration by SA.

- 2. BUSINESS/TECHNICAL REQUIREMENTS

2.1. Business and Technical Requirements.

The Contractor’s statement of work and deliverables shall meet all Business and Technical
Requirements identified in Exhibit G: Attachment 1, which include:

» Phase Il — My License One Back Office License Admlmstrat:on and
Operations.
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> Data and Standard Reporting
~» Training
» Third Party Interfacing
3. ACTIVITY, DELIVERABLE, AND MILESTONES
3.1. Deliverable 1 -Develop Project Plan

The Contractor shall develop a detailed project plan for this project, which will include a
detailed project schedule, consisting of a work breakdown structure and Gantt chart. The
project plan identifies the tasks, predecessors, durations, and assigned stakeholders for all
project-related tasks. :

The approved project plan will serve as the baseline from which project performance is
measured. The Contractor shall continuously monitor to ensure successful completion of the
project, on time and within budget. In addition to the project plan the Contractor shall provide
ongoing Project Management, including status meetings where: '

» The Contractor’s PM and NH DolT Project Manager (PM), and others that
the NH DoIT PM deems required, providing input in the process review action
items on a bi-weekly basis.

» The Contractor’s PM sends agenda to NH DolT Project Manager {(PM), and
others that the NH Dol T PM deems required that includes:

»  Tasks completed or accomplishments occumng since last scheduled
meeting. -

»  Action [tems/Issues for discussion by both teams.
‘> Rolling forecast of activities/deliverables for the next two weeks.

The Contractor shall maintain an online collaboratlon site between the Contractor and the site.
This resource will serve a repository for file sharing and access to project artifacts.

3.2. Deliverable 2-ML1 Environment Setup

After the project kicks off, the Contractor shall install the NH DolT MyLicense One Back Office
Test and Production components. The Contractor shall host MyLicense One in the Azure
FedRAMP Cloud. The Contractor shall provision and configure all required infrastructure to
support MyLicense One.

The Contractor shall collaborate with the NH DolT Project Manager (PM) and other NH DolT
technical staff to verify access to the MyLicense One Back Office site by NH DolT and OPLC
users.

3.3. Deliverable 3—Requirements Analysis

The Contractor shall collaborate with NH DolT to gather required inputs to support the
configuration.of MyLicense One Online Services, including but not limited to:

Page 41 of 65 4
Contractor Initials: (&4
Date: 12/30/2022



STATE OF NEW HAMPSHIRE
2023-014
MYLICENSE ONE LICENSING SYSTEM
EXHIBIT B3 - STATEMENT OF WORK - PHASE III

- BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

>

Inventory existing business processes 'and license type configuration needs in
MyLicense Office.

Develop functional requirements for migration of identified back-office processes
to the MyLicense One Back Office.

Identify templates to be migrated to the MyLicense One Back Office.

Capture specifications for interfaces to be migrated from MyLicense Office to the
MyLicense One Back Office, including new interfaces required for the Back Office

go-live (e.g., CE Broker).

The Contractor shall ensure a requirements document containing the above is compiled, reviewed,
finalized, and accepted by the State to initiate the build out of the MyLicense One Back Office.

The Contractor shall work with NH DoIT PM with coordinating State resources to provide all
required inputs in a timely manner, in accordance with the State-approved approved project plan

and timeline,

3.4. Deliverable 4—Back Office Configuration

The Contractor shall configure the MyLicense One Back Office on the specifications gathered in
the Requirements Analysis phase, ensuring that each license type has:

>

P
g

The correct fields and groupings of fields for the collection of data on back-office

input forms.
Workflows for processing initial applications, renewals, and reinstatements.

Business rules governing initial and renewal requirements, expiration and renewal
cycles, and other requirements for each license type.

The Contractor shall work with NH DolT administrators and Agency business subject matter
experts to review, revise, and validate the final back-office configuration prior to UAT, as follows:

>
»
}
»
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_ The Contractor shall do initial configuration based upon the documented Back
Office Configuration requirements.

Upon the Contractor’s completion of the initial configuration, Agency staff wiil
participate in a joint walkthrough of the MyLicense One Back Office Setup. The
Contractor shall implement any changes identified by Agency staff and agreed
upon by both parties. Any requested changes shall be documented, provide
instructions, as well as additional data field and navigational preference details.

The Contractor shall revise the configuration per the comments provided, followed
by a second joint review that is conducted to allow the Agency an opportunity to
submit final feedback to be incorporated by the Contractor prior to User
Acceptance Testing .

The Contractor shall revise the configured site in accordance with the feedbac.:k

provided during the second review. Following this cycle, the back-office
configuration will be completed and ready for User Acceptance Testing,

e
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The Contractor and the Agency shall review and validate revisions to the Back Office
Configuration.

The Contractor and State project staff are responsible for coordinating the review and revisions of
the Back Office Configuration. The State project team shall relay any changes to the Back Office
Configuration to Agency staff. The Contractor shall work with Agency staff to develop the most
effective methods of implementation and communication of any change.

3.5. Deliverable 5-Template Configuration

The Contractor shall configure the number of tempilates identified-in Phase III planning in the
MyLicense One Back Office. The Contractor shall configure, test, and release configured
templates into test in groups throughout this phase to ensure continual progress toward completion
of back office setup. The Contractor and state contract staff shall collaborate in joint sessions to
gather feedback for revisions to the templates, as needed, which shall be performed 1terat1vely, as
follows:

»  The Contractor shall perform conﬁguration based upon the existing MyLicense
Office templates.

»  Upon the.Contractor’s completion of the initial configuration, Agency staff using
each set of templates will participate in a joint walkthrough of the templates as
configured in the MyLicense One Back Office. The Contractor shall implement
any changes identified by Agency staff and agreed upon by both parties. The State
shall document any requested changes and provide instructions, as well as
additional data field and navigational preference details.

»  The Contractor shall revise the confi guratton per the comments provided, followed
by a second joint review that i{s conducted to allow the Agency an opportunity to
submit final feedback to be incorporated by.the Contractor prior to UAT.

»  The Contractor shall revise the configured site in accordance with the feedback
provided during the second review. Following this cycle, the changes will be
completed and ready for acceptance by the Agency prior to UAT.

Billing for online services forms will occur upon completion of the configuration sprints
within this Deliverable, as further detailed in Exhibit C, Payment Terms.

The Contractor shall work with State project staff for providing all existing templates to allow
the Contractor to build templates in MyLicense One.

» The State project staff and functional area experts shall provide feedback to
the Contractor’s lmplementatlon team during the template configuration
process.

» Upon Contractor’s completion of the initial configuration, the State project
team and Agency staff will participate in walkthroughs of the templates to
review what has been configured.

» Upon completion of the first walkthrough, the Agency will provide a single
list of changes to be incorporated by the Contractor.
e
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> Once the Contractor incorporates the changes into the templates configured
in MyLicense One, the State project staff and Agency will participate in a
final walkthrough and will have the opportunity to submit a final list of
feedback to be incorporated by the Contractor prior to release in Production.

3.6. Deliverable 6-Interface Configuration

The Contractor shall configure the interfaces identified in Phase III planning in the MyLicense
One Back Office. The Contractor, in conjunction with OPLC and Dol T’s interface partners,
shall configure, test, and release configured interfaces into Test prior to User Acceptance
Testing {(UAT). The Contractor, appropriate state contract staff, and OPLC and DolT interface
partners shall collaborate in joint sessions to gather feedback for revisions to the interfaces, as
needed, which shall be performed iteratively; as follows:

» The Contractor shall perform configuration based upon the interface
specifications provided during the requirements gathering phase.

» Upon the Contractor’s completion of the initial configuration, DolT staff and
OPLC interface partners will participate in a joint walkthrough of the
interfaces as configured in the MyLicense One Back Office. The Contractor
shall implement any changes identified by Agency staff and agreed upon by
both parties. The State shall document any requested changes and provide
instructions. .

¥ The Contractor shall revise the configuration per the comments provided,
followed by a second joint review that is conducted to allow the Agency and
its interface partners an opportunity to submit final feedback to be
incorporated by the Contractor prior to UAT.

» The Contractor shall revise the configured interfaces in accordance with the
feedback provided during the second review. Following this cycle, the
changes will be completed and ready for acceptance by the Agency prior to
UAT. :

Billing for online services forms will occur upon compietion of the configuration sprints
within this Deliverable, as further detailed in Exhibit'C, Payment Terms.

The Contractor shall work with State project staff and interface partners for- providing
specifications for all existing interfaces to allow the Contractor to build interfaces in
MyLicense One. .

» The State project staff, interface partners, and functional area experts shall
provide feedback to the Contractor’s implementation team during the
interface configuration process.

» Upon Contractor’s complefion of the initial configuration, the State project
team, interface partners, and Agency staff will participate in walkthroughs of
the interfaces to review what has been configured.

» Upon completion of the first walkthrough, the Agency will provide a single
list of changes to be incorporated by the Contractor.
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- » Once the Contractor incorporates the changes into the templates configured
in MyLicense One, the State project staff and Agency will participate in a
final walkthrough and will have the opportunity to submit a final list of
feedback to be incorporated by the Contractor prior to release in Production.

3.7. Deliverable 7 — User Acceptance Testing’

The Contractor will work with OPLC and DoiT to perform controlled acceptance testing. All items

that will be tested will be included in an acceptance test plan. The test plan will include speciﬁc test

cases to cover edits, constraints, and licensing restrictions for the license types configured in the

system. In preparation for UAT, the Contractor will perform another iteration of data conversion so
_ that end users test against recent data that closely mirrors what they will see in Production. Participating
~ OPLC users will bring sample records from their existing workload to confirm all data was converted
properly and that all business functions have been accounted for in the new system.

The Contractor will work with designated OPLC testers to develop and complete the acceptance test
process. The goal of this acceptance test process is to confirm that all system functions work as
required; and that data has been converted successfully from MyLicense Office to the MyLicense One
Back Office. If a show-stopping defect or issue is identified preventing the execution of significant
portions of test scripts, testing will be paused for immediate resolution. Otherwise, as issues are
identified they will be tracked in an issue log and assigned a priority value.

DolIT and OPLC are responsible for providing adequate testing facilities (testing room wrth desks and
" computers, access to the test system, projector). The OPLC/DolT PM is responsible for assembling
- the acceptance test group and ensuring their dedication to the task. The OPLC/DolT PM will drive the
process to complete testing in accordance with the project plan. The OPLC’s selected individuals will
be responsible for completing the documented test cases.

The OPLC/DolT PM is responsible for notifying SA of any system deficiencies resulting from the
testing process. SA expects the deficiencies will be reported at the time of discovery. After the receipt
of system updates to correct the deficiencies, the OPLC acceptance test group is required to retest the
system function to confirm proper operation. If the deficiency affects a related functlonal area, that
area should be retested as well.

31.8. Deliverable 8 — User Training

* Contractor will provide five (5) days of training to NH DoIT and OPLC Super Users who will be
responsible for training users throughout the rest of OPLC on the use of the MyLicense Back Office.
This “Train the Trainer” model requires super users from various areas of OPLC’s business, including
licensing, accounting, inspections, and enforcement. The Contractor will provide the super users
complete and thorough classroom-style instruction consisting of a mix of lecture, discussion, and user
exercises.

This phase requires the DolT PM to ensure that User, Training participants are available and prepared

for training as detailed in the Training Plan. DoIT and OPLC are responsible for providing facilities

for the training; each User Training participant should be provided with a computer. Ideally, training
" classes should be limited to 20 participants but should never exceed more than 25 participants.
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The DolIT and OPLC PMs will also ensure that end-user training is carried out timely and in accordance
with .a defined training plan. End user training will occur immediately prior to Go-Live in the
MyLicense One Back Office.

3.9. Deliverable 9 — System Rollout and Operational Support

- At the successful completion of acceptance testing and user training, the system will be prepared for

production. At this point, there will be one final data migration process to promote the most current
- OPLC data to the MyLicense One Back Office. DolT will be required to provide updated data to SA
. for loading to the new system. Once received, SA will load the data. Dunng this project stage, OPLC
will not be able to process information on MyLicense Office. If processmg continues, manual entry of
the information by QPLC staff members may be required.

After.successful migration of data to the production system, Contractor will make the system available

to all system users based on an agreed upon release schedule developed by Contractor, OPLC, and

DolT. After the Production system has been made available to users, the Contractor. implementation

team will remain available on the project for twenty (20} business days to provide operational support

and technical assistance to DolT and OPLC. The implementation support personnel will provide

immediate feedback regarding any potential minor disruptions in service or software issues. This
- support will be provided through remote work.

" After completion of operational support, Contractor will transition DolT and OPLC to application
administration.

4. TRAINING

The Contractor shall provide end users trammg on use of the MyLicense One Back Office.
The Contractor shall collaborate with NH Dol T on the development of a detailed training
plan that outlines the scope, agenda, and modalltles to be used in end user training, .
including:

¢ Online Live Training Sessions

s Online Training Manuals

e User Guides.and Documentation.
The training plan will outline the trammg approach and articulate training solutions that
address both the immediate and ongoing needs of the State.

Training may be provided in a variety of formats, including virtual, in-person, or a hybrid
approach. The contractor shall record trainings and make them available to NH DolT to
serve as a resource for refresher trainings and/or in support of training new hires to reduce
downstream costs as new employees are onboarded and need to be trained.

The Contractor shall ensure training resources are available and specific to:
« Licensing Clerks
s  Supervisors
* Fiscal Services

Page 46 of 65 J
Contractor Initials: (A4
Date: 12/30/2022



STATE OF NEW HAMPSHIRE
2023-014 _
MYLICENSE ONE LICENSING SYSTEM
EXHIBIT C - PAYMENT TERMS AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is set forth below:
1. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agreement will be considered “Fully Loaded”, including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

3. SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
State and contain detailed information, including without limitation: itemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
[nvoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS
Invoices may be sent to:

Department of Information Technology
Attn: Accounts Payable

(603) 223-5785
Accountspayable@DolT.nh.gov

Mailing Address:
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Department of Information Technology
Attn: Accounts Payable

27 Hazen Drive

Concord, NH 03301

6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-Contractors/index.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State
the full amount of any overpayment or erroneous payment upon discovery or notice from the
State. .

"~ 8. CREDITS

The State may apply credits due to the State arising out of this Contract, against the
Contractor’s invoices with appropriate information attached.

9. PROJECT HOLDBACK
RESERVED
10. PAYMENT SCHEDULE - PHASE 1
© 10.1  Activities / Deliverables / Milestones Pricing

This is a Net to Exceed Contract. The total Contract value is indicated in P-37
General Provisions - Block 1.8: Price Limitation for the period between the
_ Effective Date through date indicated in P-37 General Provisions - Block 1.7:
Completion Date. The Contractor shall be responsible for performing its
obligations "in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:

Deliverable Price
ML! Activation Fee $25,000
Project Plan $14.500
Requirements Analysis $28,250
Common Application Form $10,350
Renewal Sprint 1 $21,950
Renewal Sprint 2 | $21,950
Renewal Spnint 3 521,950
Renewal Sprint 4 $21,950
Renewal Sprint 5 $21,950
Renewal Sprint 6 . 1 $21,950
Initial Application Sprint | $21,950
Initial Application Sprint 2 $21,950
Initial Application Sprint 3 $21,950
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Initial Application Sprint 4 $21,950
Initial Application Sprint § $21,950
Initial Application Sprint 6 $21,950
Initial Application Sprint 7 $21,950
Initial Application Sprint § $21,950
Initial Application Sprint 9 $21,950
Initial Application Sprint 10 $21,950
Initial Application Sprint 11 | $21,950
Initial Application Sprint 12 $21,950
Initial Application Sprint 13 $21,950
Initial Application Sprint 14 $21,950
Initial Application Sprint 15 $21,950
Initial Application Sprint 16 321,950
Initial Application Sprint 17 $21,950
Initial Application Sprint 18 $21,950
Initial Application Sprint 19 $21,950
Additional Forms Sprint $21,950
Cleanup Sprint ‘1 $21,950
Total | $670,750

10.2  Hardware Pricing
Not Applicable
10.3  Software License Pricing
. Included in subscription fees in Paragraph 10.4
10.4  Software Operations, Maintenance and Support Pricing

Cost Description of Services Included Price
Component '
Subscription MyLicense One Online Services $13,200/mo.*
Fees "Subscription Fee, covering Licensing,

Hosting, Maintenance, Support, and
Application Administration

*Onset of Phase One subscription fees occurs after the first form goes live in
MylLicense One Online services. This is estimated to occur three (3) to six (6)
months after project start. : '

10.5  Hosting Pricing

Included in subscription fees in Section 10.4.
10.6  Other Cost P.ric,ing

Not applicable.

10.7  Implementation Pricing Summary
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10.8  The table below contains a summary of the implementation pricing. Each deliverable and
its associated cost is provided in Section 10.1 above.

Cost Component Description of Services Included Price

Fees

Phase 1 Project Planning, Requirements Analysis, MLl Setup, | $670,750
Implementation | Common Application Configuration, and Iterative ;

Form Configuration, Testing, Go-Live, and
Operational Support

10.9  Contractor Staff, Resource Hours and Rates Worksheet

Project Manager $295/Hour
Implementation '
Specialist $195/Hour
Database

Administrator $300/Hour
Product Engineer $280/Hour

10.10 Future Contractor Rates Worksheet

The State may request additional Services from the Contractor. The State and
Contractor agree to the following rates in the event the contract is extended as
described in P-37 General Provisions, Section 3 Effective Date/Completion of
Services.

The Contractor rates provided in Section 10.8 above will be subject to a 5%
escalation each year the contract is renewed.

11, PAYMENT SCHEDULE - PHASE II

11.1.

11.2.
11.3.
114,
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Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-37
General Provisions - Block 1.8: Price Limitation for the period between the
Effective Date through date indicated in P-37 General Provisions - Block 1.7:
Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Centract will allow the
Contractor to invoice the State for activities, Deliverables, or milestones to be
enumerated in the planning for Phase II.

Hn'rdwm;e Pricing

Not Applicable

Software License Pricing

Included in ;s‘ubscriptian feesin Pa.ragraph 11.4.

Software Operations, Maintenance and Support Pricing
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Cost : Description of Services Included Price
Component
Subscription MyLicense One Gadget and Case $17,750/mo.*

Fees

Management Subscription Fees,
_covering Licensing, Hosting,
Maintenance, Support, and Application
Administration

* Onset of Phase II subscription feés occurs upon go-live of the first inspection form
or case type going live in MyLicense One.

11.5. Hosting Pricing
Included in subscription fees in Section 11.4.
11.6. Other Cost Pricing
Net applica‘ble.
11.7. Implementation Pricing Summary
The table below contains a summary of the implementation pricing. Each
deliverable and its associated cost will be provided after Phase II planning is
completed by Contractor and the State. : :
Cost Component Description of Services Included Price
Phase 2 Project Planning, Requirements Analysis, Gadget $630,000
Implementation | Setup, Case Management Setup, and Iterative
Fees Configuration, Testing, Go-Live, and Operational
Support
11.8. Contractor Staff, Resource Hours and Rates Worksheet
Project Manager $295/Hour
Implementation :
Specialist $195/Hour
Database
Administrator $300/Hour
Product Engineer $280/Hour
11.9. Future Contractor Rates Worksheet
The State may request additional Services from the Contractor. The State and
Contractor agree to the following rates in the event the contract is extended as
described in P-37 General Provisions, Section 3 Effective Date/Completion of
Services. ' i
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The Contractor rates provided in Section 11.8 above will be subject to a 5%
escalation each year the contract is renewed.

12. PAYMENT SCHEDULE - PHASE I1I
12.1. Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-37
General Provisions - Block 1.8: Price Limitation for the period between the
Effective Date through date indicated in P-37 General Provisions - Block 1.7:
Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for activities, Deliverables, or milestones to be
enumerated in the planning for Phase 111,

12.2. Hardware Pricing
Not Applicable
12.3. Software License Pricing
Included in subscription fees in Paragraph 12.4,
12.4. Software Operations, Maintenance and Support Pricing

Cost Description of Services Included Price
Component L
Subscription ‘MyLicense One Back Office Subscription | $17,051/mo.*
Fees Fee, covering Licensing, Hosting,
Maintenance, Support, and Application
Administration

* Onset of Phase 11l subscription fees occurs after go-live in the MyLicense One

Back Office.
12.5, Hosting Pricing

Included in subscription fees in Section 12.4.
12.6. Other Cost Pricing

Not applicable.
12.7. Implementation Pricing Summarj'

The table below contains a summary of the implementation pricing,

Cost Component Description of Services Included Price
Phase 3 Project Planning, Requirements Analysis, ML1 Back | $1,200,000
Implementation | Office Setup, Template Configuration, Interface
Fees Configuration, User Acceptance Testing, User

Training, and Go-Live and Operational Support
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12.8. Contractor Staff, Resource Hours and Rates Worksheet
Project Manager $295/Hour
Implementation
Specialist $195/Hour
Database
Administrator $300/Hour
Product Engineer $280/Hour

12.9. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor. The State and
Contractor agree to the following rates in the event the contract is extended as
described in P-37 General Provisions, Section 3 Effective Daté/Completion of
Services. '

The Contractor rates provided in Section 12.8 above will be subject to a 5%
escalation each year the contract is renewed.

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE LICENSE AGREEMENT
The terms outlined in the Software License Agreement are set forth below:
1. License Grant.

. During the Subscription Term, the State will receive a nonexclusive, non-assignable, royalty free,
worldwide right to access and use the Software solely for the State’s internal business operations subject
to the terms of the Contract and up to the number of licenses documented in the Contract.

The Parties acknowledge that this Contract is a services agreement and Contractor will not be delivering
copies of the Software to Customer as part of the Contract.

2. Software Title. Titte, right, and interest (including all ownership and intellectual property
rights) in the Software provided under this agreement, and its associated documentation, shall remain
with the Contractor.

8. Software and Documentation Copies. The Contractor shall provide the State with an electronic

_version in both Microsoft Word and PDF formats of the Software’s associated Documentation. The
State shall have the right to copy the associated Documentation within its possession for its internal
business needs. The State agrees to include copyright and proprietary notlces provided to the State by
the Contractor on such copies.

4. . Restrictions. Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use
in the third party’s business operations, except as permitted herein; or

c. - Cause or permit reverse engineering, disassembly or recompilation of the
programs.

5. Viruses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of its internal development process, Contractor will use reasonable efforts to test the Software
for viruses.

6. Audit. Upon forty-five (45) days written notice, Contractor may audit the State’s use of the

programs at Contractor’s sole expense. The State agrees to cooperate with Contractor’s audit and

provide reasonable assistance and access to information. The State agrees that Contractor shall not be
.responsible for any of the State’s reasonable costs incurred in cooperating with the audit.
. Notwithstanding the foregoing, Contractor’s audit rights are subject to applicable State and federal laws
and regulations.

7. Software Non-Infringement. Contractor warrants that it has good title to, or the right to allow
the State to use all Services, equipment, and Software, including any and all component parts thereof
such as -third-party software or programs that may be embedded in the Software (“Contracted
Resources™) provided under this Contract, and that such Services, equipment, and-Software do not
violale or infringe any patent, trademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third party. '
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The warranty of non-infringement shall be an on-going and perpetual obligation that shail survive
termination of the Contract. In the event that someone makes a claim against the State that any

" Contracted Resources infringe their intellectual property rights, Contractor shall defend and indemnify
the State against the claim provided that the State: :

a. Promptly notifies Contractor in writing, not later than 30 days after the State
receives actual wnitten notice of such claim;

b. Gives Contractor control of the defense and any settiement negotiations; and

¢. Gives Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claiin. '

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent the State
- seeks to assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated
someone else’s intellectual property rights, Contractor may choose to either modify the Contracted
Resources to be non-infringing or obtain a license to allow for continued use, or if these alternatives
are not commercially reasonable, Contractor may end the license, and require return of the applicable
Contracted Resources and refund all fees the State has paid Contractor under the Contract.

Unless specified otherwise in this agreement,

Contractor will not indemnify the State if the State alters the Contracted Resources without

" Contractor’s consent or uses it outside the scope of use identified in Contractor’s user Documentation
or if the State uses a version of the Contracted Resources which has been superseded, if the
infringement claim could have been avoided by using an unaltered current version of the Contracted
Resources which was provided to the State at no additional cost. Contractor will not indemnify the
State to the extent that an infringement claim is based upon any information design, Specification,
instruction, Software, data, or material not furnished by Contractor. Contractor will not indemnify
the State to the extent that an infringement claim is based upon the combination of any Contracted
Resources with any products or services not provided by Contractor without Contractor’s consent.

8. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible for
maintaining all licenses or permissions to use any third-party software, equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be construed to require Contractor to maintain licenses and
permissions for Software acquired by the State directly or through third-parties which may be integrated
with the Contractor’s deliverables.

Remainder of this page intentionally left blank
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EXHIBIT D1 - CUSTOM SOFTWARE AGREEMENT

RESERVED

Remainder of this page intentionally left blank
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EXHIBIT E - ADMINISTRATIVE SERVICES

1. DISPUTE RESOLUTION _

Prior to the filing of any formal proceedings with resbect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the Party believing itself aggrieved (the “Invoking Party”) shall call for
progressive management involvement in the dispute negotiation by written notice to the other
Party. Such notice shall be without prejudice to the Invoking Party’s right to any other remedy
permitted under the Contract.
The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
Parties at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:

Table E-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL | SO ACTOR | statE CUMULATIVE

CONTACT POINT OF CONTACT ALLOTED TIME
Primary Project Manager Agency Project Manager 5 Days
. Service  Delivery )
First Manager Agency IT Manager 10 Days
Vice President of Director of Application
SECOT Operations Software Development 19 BEFS
Third President Commissioner of DolT 15 Days:

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s
notice is received by the other Party. Subsequent allotted time is days from the date that the
original Invoking Party’s notice is received by the other Party.

ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-based
Systems, Software packages, Network Systems, security Systems, and hardware as required to
complete the contracted Services. ;

RECORD RETENTION

Contractor-and its Subcontractors shall maintain all Project records including but not limited
to books, records, documents, and other evidence of accounting procedures and practices,
which properly and sufficiently refiect all direct and indirect costs invoiced in the performance
of their respective obligations under the Contract. Contractor and its Subcontractors shall retain
all such records for three (3) years following termination of the Contract, including any
extensions. Records relating to any litigation matters regarding the Contract shall be kept for
one (1) year following the termination of all litigation, including the termination of all appeals
or the expiration of the appeal period.

. Page 57 of 65
. Contractor Initials: (ﬂ.{,

Date: 12/30/2022




STATE OF NEW HAMPSHIRE
2023-014 '
MYLICENSE ONE LICENSING SYSTEM
EXHIBIT E- ADMINISTRATIVE SERVICES

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State-and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items
shall be provided within Merrimack County of the State of New Hampshire, unless otherwise
agreed by the State. Delivery of and access to such records shall be at no cost to the State
during the three (3) year period following termination of the Contract and one (1) year Term
following litigation relating to the Contract, including all appeals or the expiration of the appeal
period. Contractor shatl include the record retention and Review requirements of this section
in any of its subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable
from the accounting System.

- 5. AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

6. MISCELLANEOUS WORK REQUIREMENTS
6.1  Access to State Systems

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment, Documentation, information, reports, or data of any kind
(hereinafter “Information”), Contractor understands and agrees to the following rules:

6.1.1.
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Computer Use

Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
maodification, or disclosure.

That information shall be used solely for conducting official State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall
Contractor access or attempt to access any information without having the
express authority to do so.

That at no time shall Contractor access or attempt to access any information
in @ manner inconsistent with the approved policies, procedures, and /or
agreements relating to system entry/access.

That all software licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that at all times Contractor must use ntmost care lo
protect and keep such software strictly confidential in accordance with the
license or any other agreement executed by the State. Only equipment or
software owned, licensed, or being evaluated by the State, can be used by

e
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Contractor Personal software (including but not limited to palmtop sync
software) shall not be installed on any equipment.

e. Thatif Contractor is found to be in violation of any of the above-stated rules,
the Contractor may face default and termination under the Agreement and
the individual may face removal from the State Contract, and/or criminal
or civil prosecution, if the act constitutes a violation of law,

S That computer use shall follow thie State standard policy (Statewide
Computer Use Policy is available upon request)

6.1.2. Email Use

Email and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined
as “internal email systems” or “State-funded email systems.”  Contractor
understands and agrees that use of email shall follow State standard policy
(Statewide Computer Use Policy is available upon request).

6.1.3. Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshire according to State
standard policy (Statewide Computer Use Policy is available upon reguest).

6.2  State Website Copyright

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

6.3  Workspace Requirement
RESERVED.
6.4  Workplace Hours

Unless otherwise agreed to by the State, the Contractor’s personnel shall work forty (40)
hour weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New
Hampshire holidays. Changes to this Schedule may be made upon agreement with the
State Project Manager.
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in this
Contract. E

TERM DEFINITION

Notice from the State that a Deliverable has satisfied

GECERIREL Acceptance Test or Review.

Agreement A Contract duly executed and legally binding.

Information required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.
“Confidential Information” or “Confidential Data” means
all private/restricted confidential information disclosed by
one party to the other such as all medical, health, financial,
public -assistance benefits and personal information
including without limitation, Protected Health Information
and Personally Identifiable Information.

Confidential Information also includes any and all
Confidential Information information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
in the ¢ourse of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but is not limited to, Protected Health
Information (PHI), Personally Identifiable’ Information
(PIl), Personal Financial Information (PFI), Federal Tax
Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and
confidential information.

An agreement between the State of New Hampshire and a
Contractor which creates binding obligations for each party
to perform as specified in the contract documents. Contract
Contract documents include the State P-37 General Provisions, and
all Exhibits and attachments, which represent the
understanding and acceptance of the reciprocal legal rights
and duties of the parties with respect to the Scope of Work.

State records, files, forms, electronic information and other
documents or information, in either electronic or paper
form, that will be used /converted by the Contractor during
the contract term.

Data
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Data Breach

Data Breach means the loss of conirol, compromise,
unauthorized  disclosure, unauthorized acquisition,
unauthorized access, or any similar term  referring to
situations where persons other than authorized users and for
any other-than-authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. With regard to Protected Health
Information, “Data Breach” shall have the same meaning as
the term “Breach” in section 164.402 of Title 45, Code of
Federal Regulations.

Deficiency(-ies)/Defects

A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or electronic
format.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement in quality, value,
or extent. :

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosted System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

ldentification and Authentication

Supports obtaining information about- those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.
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Operational

Operational means that the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued Acceptance.

Personal Information

“Personal Information™ (or “PI”) or “Persenally ldentifiable
Information™ (P11) means information which can be used to
distinguish or trace an individual’s identity, such as their
name, social security number, personal information as
defined in New Hampshire RSA 359-C:19, biometric
records, etc., alone, or when combined with other personal
or identifying information which is linked or linkable to a
specific individual, such as date and place of birth, mother’s
maiden name, etc. '

Project

The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties
related hereto.

Proposal

A written plan put forth by a Contractor for consideration
in response to a solicitation by the State.

Security Incident

“Security Incident” shall have the same meaning
“Computer Security Incident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Services

The work or labor to be performed by the Contractor on the
Project as described in a contract.

Software

All Custom, SAAS and COTS computer programs and
applications provided by the Contractor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

Software License’

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications rtunning on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
includinig network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings. :
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Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controtled by the Stale or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Contract with
or on behalf of the Contractor.

System

All Software, specified hardware, interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

Term

Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

Verification

Supperts the confirmation of authority to enter a computer
system application or network.

Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It aiso
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period

A period of ‘coverage during which the Contractor is
responsible for providing.a guarantee for products and
Services delivered as defined in the Contract.
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Work Plan

Documentation that details the activities for the Project
created in accordance with the Contract. The plan and
delineation of tasks, activities and events to be performed
and Deliverables to be produced under the Project as
specified in Appendix B: Business/Technical Requirements
and Deliverables. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Detliverables,
critical events, task dependencies, and the resources that
would lead and/or participate on each task.
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
1. ATTACHMENTS
a. DolT Business and Technical Requirements — Attachment 1
b. MyLicense Cloud Service Level Agreement -Attachment 2
2. CONTRACTOR CERTIFICATES

a. Contractor’s Certificate of Good Sténding
b. Contractor’s Certificate of Vote/Authority
¢. Contractor’s Certificate of Insurance
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Vendor Response Column: -

Place a “Yes” if the current release of the software can fully support ALL the functionality described in the row, without

special customization. A “Yes” can only be used if the delivery method is Standard (see delivery method instructions
below). Otherwise, enter an

"No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see delivery method

instructions below}.

Criticality Column: .

(M) indicates a requirement that is "Mandatory”. The State considers it to be of such great importance that it must be
met in order for the proposal to be accepted. if the proposer believes that there is something about their proposal that
either obviates the need for this requirement or makes it of less importance this must be explained within the comments.
The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature
of the proposal.

{P) Indicates a requirement which is "Preferred”. This requirement is considered by the State to be of great usefulness but
the tack of this feature is not considered serious enough to disqualify the proposal.

(O} Indicates a requirement which is "Optional”. This requirement is considered by the State to be one which useful or
potentially useful but not a central feature of the Project.

Delivery Method Cotumn:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that
indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.

Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service
release in the comment area.) ’ A

Custom - Feature/Function can be provided with custom modifications. {Respondent must provide estimated hours and
average billing rate or flat cost for the software modification in the comment area. These cost estimates should add up to
the total cost for software modifications found in the cost summary table in Section X of the RFP),

Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why
this functionality was not proposed.)

Comments Column:
For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free
form text can be entered into this column.

utiivk = i - T

Vendor lnstructions for Activity, Deliverable, and Milestone ~ i %

vendor shall complete the Activity Deliverable, and Milestone Table identifying estimated dellvery date and price.
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Enterprise Solutions & Agency Onboording - - ' - E )
Bl.1 TO 8E COMPLETED BY STATE ENTERPRISE TEAM for any additional Enterprise Requirements. (Enterprise Overview)
Objectives: For the purpose of this Sole-Source contract the vendor will provide system support, maintenance, development and
implementation and conversion ta the My License One solution. This sole-source contract will have a primary focus on the Office of
Professional Licensure and Certification (OPLC) while ensuring the integrity and meeting the State of New Hampshire's goats of a single
enterprise solution for additional Enterprise Agency Partners, and allowing configurability of those partners within the Enterprise solution.
The OPLC must respond to immediate business demands and requests to implement according to those demands. The OPLC proposes
implementation in priority order; i E
Bl12 1. Customer Portal Environments: Provide easy access to online licensing and information. Tools that promote self-sufficiency of icensing  |M
and reporting.
2. Enforcement & Inspection: Provide the ability effective and efficient management Enforcement and Inspection caseloads and workflows.
3. Licensing Processing & Backroom business functions: Provide back-office solutions for timely and productive ticense administration and
reporting functions.
Yes Standard
Agency Onboarding
Tul::tmre:han coltaborate with State Agency Enterprise Partners to develop implementation ptans and schedules for a 3-phased approach SA intends tn work with the St-ate to develop -
- Phase I; Customer Portal {5} for onfine applications and license verification tools. picmentation pla.ns Esirequiied. Injrefersncajtolthis
A . Scope of Work, SA is proposing Phase 1 alone, The
B1.3 - Phase |I: Enforcement investigations and Inspection, oposed project timekine in the Scope of Work
- Phase Ii: Back Office & Licensing Operations. M B e “:u s
. This implementation plan is proposed and preferred for OPLC, the vendor must be flexible and work with other Enterprise Agency Partners if rnu::“":::chm: :he ::::':7 :uork ::: benr:ﬂd:e
this met.hod  not conducive to agency priorities or bufnnus needs. Depariment's online applications, renewals, and
Yes Standard |additional forms live in the Mylicense Platform,
Vendor Service 8 Support: Dedicated System e of Cloud Envi t
- Assists Agency and DOIT with upgrade testing, Information regarding system maintenance is located in
BL4 | Resolves identified issues, . M the Scope of Work document within the section Project
- Ensures technical issues are resolved before, during, and after deployment to Production, Management. There, the methods that will be used to
- Written release notes, schedules and other communication and coordination with DOIT, Agency (T teams and end users. Yes Standard |perform required support activities is described.
Vendor Service & Support: Dedicated Training & Development A :
Provide training and development of resources for agency support and operation of the new sysiem, as required by the enyerprise agency, The
enterprise agency will define traning needs in their requirements for statement of work for eath of the phases defined below. Training may be
in the form of ontine training sessions, onfine training manuals, online in-person training. In-app help, and FAQs. Training resources are available
Bl.4a [andspecific to: M
- Enterprise Partner (T staff, including DOIT tearn members, - " . N
: £nter£e ::m Partner Administn:innr:ztf {i.e, Licensing Clerks, Superdsors, Fiscal Services, Enforcement and Investigations), lnforrrut')on regan!m (he.trammg OfiSIAte SIARE
- Oniine portal instruction for Licensees. 5 focated ih the section Project Maintenance, as well as ~
' specific deliverables and tasks within the section
Yes Standard |Approach to Tasks.
Agency Environments
] Provide the ability for each Enterprise Partner Agency to work independently within dedicated environments with sccess to agency data for the Each individual Enterprise Agency will have the’ ability to
B1S purpase of reporting and analytics. Enterprise Agencies should atso be provided the option/ability to develop and modify applications for their {4 perform tasks in separate environments, which will be
respective professions and business. This will alsa aflow non-DOIT team members to work on projects within their respective agencies. implemented ia the approaches Jocated in the Scope of
' : Yes Standard |Work document in the section Approach to Tasks.

Phasé 1 Online Licensing Portols,




Onfine Licensee Portal . i i
The vendor shall provide a web and/or cloud-based customear portal for the purpose of a ficensee or licensed faciity or other licensed entity to
access for creating a State of NH Licensing Account, completion and sub of applications for:

- Initial license,

This requirement will be fulfilled as per the information |
provided within the Scope of Work document in the -
section Approach to Tasks, which includes descriptions

M of the deliverables that will be provided to the State.
821 + Lixense renewal, - i
- Online payment of all required fees, fines and restitution payments,
- License Reinstatement of license,
- Other certification or permitting, petitions or requests, as defined
- Translation to different languages as defined by the SoNH DOIT and/or Enterprise Agency Partner,
Yes Standard
Onlfine Licenses Portal and KKOSKs W required, the system will be able to be accessed onin-
The State requires vendor acknowledgement and assistance, if required, of on premise KIOSKs for accessing the Online Customer Portal for the office kiosks so long as the kiosks are able ta access the
p2:2 purpose of providing access to licensees who do not have access to the internet or require assistance “in office” for completing an online internet and the web portal.
license application. KIOSKs may be supported by third party software. Yes Standard
Consumer Mobile Devices The Platform is able to be accessed on all commonty
The vendor shall provide and support a maobile-friendly version of the Online Licensing Portal, which must be compatible with commonly used used browsers on several devices, including mobile
B23  |prowsers. ' : devices such as smariphones and tablets,
Yes Standard
Online Licensee Accounts As described throughout the Scope of Work document,
Licensees must be able to seif-manage their onfine accounts through account dashboards that are configurable and provide: ficensees will be able to seif-manage their online
- User profiles that can be updated with: accounts through dashboards which as configurable by
- user demographic information, the State.
- contact information (address, email, phone),
- name change with supporting documents,
+ user names, registration codes and passwords,
- License or application information [dashboard);
82.4 M
- current license status,
- application status, =
- renewal periods and/or next expiration,
- fees andfor fines,
- documents '
- notifications and alerts,
Yes Standard
Oniine Licensee Applications & Supporting Documents The State will be able to create, configure, and modify
Comprehensive application licensee workflows that include the ability to complete applications ontine, vatidation of icensing questions and workflows as required to aliirw licensees the freedom to
825 answers, and licensing requirements, upload or submit supporting documentation for icensure,  Ability for agency staff to add, modify and L complete tasks ondine with minirmal State staff
delete new/existing online applications. Yes Standard |3ssistance.
Onfine Uicensee Applications & Supporting Documents: Request for Additional Assistants The State will be able to configure forms to allow the
Provide in application template for requesting additional assistance. Template should be Enterprise Agency specific to the application and licensee to submit required information in order to
82.5a |profession type with categories of “req type”. Request submission shoutd be designated agency support unit for action and/or response. request assistance in compileting tasks online.
Template must provide agency specific data fields for collecting information about the licensee, reported issue and reply to instruction/addsess.
Yes Standard
Oniine Payments {Licenses Fees, Fines and Other Required Payments, see Fiscal Services) Licensees will be able to pay fees and other payments
The vendor will provide the ability to submit payment of Fees, Fines, Restitution and other payments required for licensure within the customner online through the intuitive web portal as required by
portal, ance all requirements for application are satisfied. Logic for fee selection based on license type. Logic for notification of non-payment, the State. Fee type, notification, and other relevant
827 [insufficient funds of fees, fines and restitution payments. The system should allow these fees, fines and other payments to be posted to M items are configurable by the State.

different general ledger accounts based on {ee type. Transaction and payment record shoutd have the ability to be interfaced to agency's
financial system {s} and credit card payment vendor(s). Payment type should be passed to agency financial {for example, MasterCard, Visa,
Discover, eCheck, debit card payment systems.) i

Standard




Online Reguest for License Certifications
An online portal, web page, form temptate or utility is requnred 1o allow the licensee, licensed busmss and nther stakeholders to submit

The online poral will allow users to submit requests as
necessary and as configured by the State, including the

B29  |requests for official state letters of certification and good standing. Letters may be requested for an individual or a group of licensees. With M abifity to submit relevant fees online.
online payment template for applicable fees. v T

Phase I : Enforcement & Inspection Case Management . bt N T ot ]
Enforcement Case Management Response to be provided in Phase it statement of work -
The Licensing Management system must provide a module to accommaodate secure and private management of investigation and inspections this dcoument will be updated for requirement

B3.1 cases, Investigations through role management are to be restricted, prohibiting access from unavthorized users and business units. Case M acknowledgement with change order- RRH, OPLC T
administrators are responsible for case assignment o case mveslgato:s’ caseloads and the momtonns of case work to ensure timely and Lead
efficient processing.
Online Complaints
An onfine portal, web page, form template that allows the public to file a complaint or report allegations of non—compllance of licensure. On As required by the State, the onfine portal can be

o :;:bnusslon thf re.port-ns sent d-recu.y to the respons:b.le ente'rpnse agency’s Enforcement Unit for response or mve_st.ngatx-m. The submrttef has L configured to allow the public to submit complaint, non-

& option te “Be” or “Not to be notified” that report Is received by the Enforcement Bureau, Must akso aflow Administrative Staff to enter into compliance, or other similar forms.
the Enlorcement Module, any complaints recerved by paper, phone or email. Each complaint will be d unique complaint 0. .
Yes Standard |This requirement will be met in Phase 2 of the project.

Enforcement Caseload Administration Response to be provided in Phase Il statement of wock -
The Licensing Management System must allow Caseload Administrators to add/modify/delete Caseloads assign Caseloads 1o case workers and this dcoumnent will be updated for requirement

B34 add/modify delete case records to caseloads and/or caseworkers. The system must include dashboard views that provide information about il acknowtedgement with change order- RRH, OPLC IT Lead
Caseload counts, ard work queues,
Case Work Billable Hours Response to be provided in Phase Il statement of work -
The Licensing Management Systern must be able to track, record, and summarize billable hours worked on individual case records. it must track this deoument will be updated for requirement

B3.5 time spent in years, months, days, hours, and minutes. The system must be able to report on biltable hours as defined by Enterprise Agency acknowledgement with change order- RRH, OPLC IT Lead

{ Partners.

Enforcement Case Workflow - - - Response 1o be provided in Phase |l staternent of work -
The Licensing Management Systern should support Case Management workfllow dependent on individual Agency Enterprise Partner's this dcoument will be updated for requirement
enforcement business process, Example: acknowledgement with change order- RRH, OPLC IT Lead
- Complaint Received,
- Case Created,
- Case investigaton/inspection,
- Case Referred to Hearing Officer,

Ba.6 - Case Referred to Board for Review, M
- Findings/Disciplinary Issued, z
- Findings/Disciplinary Posted to Public Ukense Yerification Portal incident Reporting Module.
Single point of entry and automatic submission of data to a single integrated database for storing all documentation which will enable data to be
accessed through the appropriate module{s). Enable user the ability to enter and query narrative text fields [i.e.: search for key words).
Inspections Response 1o be provided in Phase tl statement af weark -
The Licensing Management System must provide a module to actcommodate ass’gnrﬁent and schedufing of inspections. Online forms and this dcoumnent will be updated for requirement

3.7 dox must be avadlable to Inspectors both online and offline, and allowed to be completed during a field inspection, Completed forms, M acknowledgement with change order- RRH, OPLC IT Lead
citation, inspection reports and other applicable forms and/or docurnents need to allow for e-signature (dependmg on Agency Policy & Rules) .
and issuance to licensee by e-mail or remote printing.
nspections Case Management Response to be provided in Phase 11 statement of work -
The system must allow inspection cases to be assigned to Agency lnspectors, have the ability to scheduie events such as site inspections, and this dcoument will be updated for requirement

Bgas have the ability to facilitate inspection queues. The system must aflow inspectors to upload documents, photos, video files and sudio files as Y] acknowledgement with change arder- RRH, O IT Lead)

evidence of supporting infacmation of an inspection outcome. Follow up actions and/or tasks should be allowed for additionat follow-up of an
inspection.




nspection Case Administration . . Response to be provided in Phase [l statement of work -
The Licensing Management Systemn must allow Inspection Caseload Administrators to be able to add/modify/delete Caselcads assign inspection this dcoumnent will be updated for requirement

B3.9 Caseloads to tnspactors and add/modify delete case records to caseloads/caseworkers. The system must include dashboard views that provide | ,|acknowledgement with change order- RRH, OPLC IT Lead
information about inspection caseload counts, geography & g assyg , and work
inspection Time Tracking i . Response 10 be provided in Phase () statement of work -
The Licensing Management System must be able to track, record, and summarize inspection hours worked for individual inspection case this deourment will be updated for requirement

83.10 records. It must track time spent in years, months, days, hours, and minutes. The system must be able to report on inspection hours, as defined M acknowtedgement with change order- RRH, OPLC 1T Lead|
by Enterprise Agency Partners.
inspections - Mobile Devices and Resources Response to be provided in Phase | statement of work -
The systen must support mobile inspections that allow inspectors to work in “Offline Mode™ when internet access s not available, All this decoumnent will be updated for requirement

E111 |tomponents andfor resources required to complete an inspections must be available. Any Inspection completed in "Offline Mode” will be M acknowledgement with change order- RRH, OPLC IT Lead
uploaded once a secure internet connection is made. Mobile inspections should support e-signatures and mobile printing from state issued
maobie devices. Mobile device types my vary between Enterprise Agency Partners.
Enforcement Information Sharing and Reporting - , Response to be provided in Phase Il statement of work -
The vendor shall work with Agency Enforcement and inspection units for providing required reporting and information exchanges. (See this deoumnent will be updated for requirement

312 Additional Partner Worksheet Requirements for NHLC). L acknowledgement with change order- RRH, OPLC IT Lead
NHLC Ondine Payment Templates - (See Additional Partner Requirements Worksheeat) Respanse to be provided in Phase Il statement of work -

this deournent will be updated for requirement

B3.13 4 acknowledgement with change order- RRH, GPLC IT Lead|
A user customizable dashboard is required to display the following: Relsponse to be ;?rovided in Phase Il sm}ement of work -
1 Cases not assigned for investigation. this dcoumnent will be updated for requirement
2. Case foliow-up. acknowledgement with change order- RRH, OPLC IT Lead|

B3.14 _ |3, aging case report listed by age range, days, weeks, monthis, years. L
4. Assigned cases - Open cases by investigator and current status.
5. Pending cases assignment activity with follow-up alerts (i.e.; Overdue, case assignment, and task assignment}.
Must fully comply with FBI QIS Security Policy V 5.6 or most recent policy at http://www._bi.gov/about-us/fcjis/cjis-security-policy-resource- Response to be provided in Phase Il statement of work -
center/view. . this deournent will be updated for requirement

S ™ acknow{edgement with change order- RRH, OPLC [T Lead
Must be NIBRS compliant and include at a minimum all NIBRS required fields, codes and rules per most recent National Incident-Based Response to be provided in Phase Il statement of work -
Reporting System User Manual Version avalable at: https:/fuer fbi_gov/nibrs/nibrs-user-manualfview, this dcoument will be updated for requirement

3416 2 acknowledgement with change order- RRH, OPLC IT Lead
QR Coding/Barcoding/Adhoc conditions Response to be provided in Phase Il staternent of work -
QR Codefbarcoding integrated with licensee information, violations history and adhoe pararmeters set by the agency. QR Code also integrate 5 this dcoument will be updated for requirement

83.17 with Enforcement module to initiate inspection/data as defined. Ability to customize fields on printed license to define conditions. acknowledgement with change order- RRH, OPLC 1T Lead
GIS Mapping Respanse to be provided in Phase ) statement of work -
Ability to create geo-mapping based on data in MLO. Examples of data cutput to include but not imited to Bicensee density, violation density, g this deoument will be updated for requirement

B3.38 | directional mapping. i i d acknowledgement with change order- RRH, OPLC iT Lead
Internal Inspection Workflow Retponse to be provided in Phase [} statement of work -
Ability to create adhoc and standard workdlows during application process between licensing unit, field unit and supervisors. . this dcoument will be updated for requirement

B3513 acknowledgement with change arder- RRH, OPLC IT Lead

|Phase m: My License One - Bock Office License Administrotion ond Operations - =




Back Office Licensing Support B Operations
The Licensing Management system must provide optimal productivity and efficiency for the intake, processing, and completion of applnuons

Response 1o be provided in Phase (1 statement of work -
this deoumnent will be updated for requirernent

B4.1 Comprehensive and efficient workflows and standard components of licensure will enabile the Licensing Unit to function as generalist, regardiess |p acknowledgement with change order- RRH, OPLC {T Lead
of the license type. The system must accommeodate kcensing requirements for individual license types that are outside of the core standard
licensing components, -
Application Administration Workflows Response to be provided in Phase 1] statement of work -
The Licensing Management System must support back ofﬁce operations and workflows for receiving an application, appllaauon review, and this dcounent will be updated for requirement
application approvals. acknowledgement with change order- RRH, OPLC IT Lead
Al minsmum, the Bcensing management system must have;
- The ability to assign applications to worker caseloads.
- The ability for supervisors 1o assign and modify caseloads.
'34.2 - Application queues that track application progression through various stages of the application review and approval process. M :
- Ability to assign prioritization, rank application types and expedite processing lor establishing the order of work, Example, emergency
applications or applications yunder executive order or agplications that are greater than a target complete by date appear first in order,
- Dashboards or views that allow licensing clerks and supervisors to effectively manage caseloads and applications received. i
- Management reports or dashboards that provide supervisors with a snap-shot view of caseloads by application status, timeliness of processing
applications, 2nd other operational information for prioritizing or workload distribution. In addition, reporting of user transactions ad defined by
the agency.
Licensing Notifications Response to be provided in Phase Il statement of work -
The system must be able to provide the ability to create, schedule, and send notifications and alerts to the Licensees and Licensed Businesses this dcoument will be updated for requirement
with information about existing Bcensing periods, renewals, and changes in licensing requirements. i.e.; a text and an email containing the same| acknowledgement with change order- RRH, OPLC IT Lead
message.
Communication Method:
- The ability ta send more than one notification using more than one muﬂcabon type to each recipient.
- ability to configure whe the sender is on email notifications The system must have the ability to send notifications to:
- an individual licensed entity;
- a set of licensees in specific license type;
- a category of ficense type such as Health or Technical Bcenses; and/or
- the licensee population as whole, {all license types).
B4.3 M

Notifications and Schedufing:

Notification types include E-mail, Encrypted E-mail, Postad Letter

- User profiles that atiow notifications by type

- Notifications may be sent unscheduled, on-demand to individuals or groups (i.e. Needed items lor licensure, updates regarding dnanges in
requirements, etc.}

- Notifications miy be sent on schedule to individuals or groups {i.e. 60 and 15 day renewal notifications, notification of expiration, etc.)

- All notifications sent must be under the State of NH OPLC brand

- Attachments must be allowed in notification

- No Reply to options =

- Notification Encryption




Ascal Services . " h i [Response to be provided in Phase Il statement of work -
The system must provide a Fiscal Services module that allows role-based membership with the ability review and manage payment information. this deaument wil? be updated for requirement
The medule must meet all regufatory requirements for secure and protected payment processing. The module must also be zble to interface acknowledgement with change order- RRH, OPLC IT Lead
with required third party systems to allow productive and efficient payment processing, reconciliation, and reporting. Fiscal services supported
include but are not imited to: . .
B4.4 - Secure online payment screens for entering payment information by licensing entities, M
: - Interfaces for the receipt of third-party payment authorizations,
- Interfaces for receiving or submission of transaction files that support the settlement of payments,
- Payment Management of Fees & Fines {Receive, modify, cancel, reimburse, charge backs),
- Comprehensive Reporting - Financial reports as identified,
- Ability 1o handle NSF checks if returned, i
- Ability for these fiscal items to hit different general ledger accounts based on transaction type.
Payment Types Accepted: Response to be provided in Phase ill statement of work -
The systemn must be able 1o accept the following payment types, which may vary between Agency Enterprise Partners: this dcoument will be updated for requirement
. : acknowledgement with change arder- RRH, OPLC IT Lead
- Credit Card Paymnents: MasterCard, Visa, Discover Card, AMEX,
« Debit Card; Master Card/Visa,
B4.5  |.E.checks, M
- Checks and Cash at HQ '
- Other types as defined by Agency Enterprise Partners,
Payment type should be interfaced to Agency with payment.
Online License Lookup Portal
An onfine portal of utility is required to allow the Licenses, Licensed Business, the public and other stakeholders to search infs yabout a The system will allow the public and other stakeholders
adls licensee or licensed business. At a minimum the License Look-up results must provide, name, licensed profession, education and speciatties for to'search for information regarding licenses and *
- the profession, licensing status, licensing period, inspection reports and any disr._ip!inarv actions. licenzees via the Public Lookup Portal.
i Yes Standard |This requirement will be met in Phase 3 of the project.
System interfaces & information Exchange
Develop and support interfaces with third party applications, as defined by individual Enterprise Agency Partners, that are essential to the
business of licensure, enforcement and inspection.
Bxamples of third party interfaces for information exchange may include but are not fimited to:
BLG - Financial Systems and Third Party Payment Processors,
i - Continuing Education Units Broker Services, M
-+ Criminal Background Checks & Fingerprinting Providers, - "
- Examinations and Certifications Third party application interfacing will be supported as
- Interstate Compacts ’ per the information provided in the Scope of Work
- Government and Partner Information Exchangss  (see Additional Parther Requirements warksheet for NHLC) dt_xument’s.secuon Approach to Tasks. This requirement
Yes Standard |will be met in Phase 3 of the project.
E-malls & System Generated Natifications
Ability to ereate automated, scheduled emails or other forms of notification to specific licensees and/for groups. Ability to send emails or
notlﬁcamm o ad‘hoc groups o individuahl (rwu and indlfstrv clttuhrsl Abqlcw to create erpail and notilrlcation _lemptates. Including an App " Aut ted and scheduled notifications can be sent 1o
B2.12 ‘thal provides a history or m}rentorv of notifications sent. Notification of fa_lled mail attempts with an exception report anfilor auvtomatk update [py i users as required by the State. Such notifications €an be
in the system. configured per the State's requirements.
Yes Standard |This requirement will be met in Phase 3 of the project.
I Doto ond Stondard Reporting + . | = - ' —~ J




Reports . ” ! P
A menu offering of reports must be available as an Enterprise Sclution. Ability to d
Reporting categories include but not imited to:

Y

toad data from d: in 10 Excel or CSV format.

- Operational Reports — Example: Case Details, Applications Received detail, Applications Completed detail, etc.

Response to be provided in Phase |1l statement of work -
this dcoumnent will be updated for requirement
acknowledgement with change order- RRH, OPLC {T Lead|

- Manag Reports — Example: Time period summary reports, Case Count Summary, Applications Received Summary, Applications
Completed Summary, etc. ’
B5.1 - Data-Statistical Reports - Example: Oemographic, Trends, impact of an Event, etc. L]
- Financial Reports - Example: Report af Collections - List of fees and money collected, Report of Payments by Type and date, Report of open
restitution, etc.
The vendor must provide 3 comprehensive solution Jor producing and delivering reports.
The Vendor acknowledges reporting needs may vary between Enterprise Agency Partners and that one solution may not fit alt.
Data Access and Ownership ) Response to be provided in Phase Il statement of work -
The vendor must provide viable methods of data sharing and use outside of the Enterprise Sohution. The vendor must recognize and support this deoument will be updated for requirement
B5.2 independent Agency Data Qwnership 5o that there are no barriers to information. Depending on the Enterprise Agency Partner's ability and M acknowledgement with change order- RRH, OPLC IT Lead,
needs, each agency must have full and easy access to its data, Data may be provided by request to the vendor, data warehousing, access to
cloud resources, andfor scheduled release of extracts,
Data Sharing Response to be provided in Phase [l statement of work -
Theé Vendor rust recognize the State’s requirements and support requests for data sharing with partner agencies, governments, and this deoument will be updated for requirement
i3 organizations. Data sharing may be required by State statute or rule; Memorandums of Understanding; Right to Know; and/or agency contracts, L acknawledgement with change order- RRH, OPLC (T Lead
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Abllity to access data using open standards atcess protocol (please specify supported versions in the comments fleld), = -
Mylicense makes data available for secure access by
SaNH and its integration partners through native REST
ALl M Yes Standard JAPIs that transmit JSON messages to authorized callers.
This secure integration method is the current de facto
industry standard for real-time data access.
Data is available in commonly used format over which no entity has exclusive control, with the exception of National or International standards. Without exception, transactional data within MyLicense
o Data is not subject to any copyright, patent, trademark or other trade secret regulation. i = standard belongs to the State. The format of this data is not
- e3 14
proprietary, and is easily parsed by openly-available
parsing toots,
Web-based compatible and in conformance with the following W3C standards: HTMLS, €55 2.1, XMt 1.1 ]
AL3 g X M Yes Standard Mylicense is an inherently web-based Saa5 platform -
) that conforms to al contemporary W3C standards,
- |APPLICATION SECURITY = g = e T . ¥ 3 T - .
- Verify the identity or authenticate all of the system client applications before allowing use of the system to prevent access Lo inappropriate or . .
confidential data or services. ° Al client applications within or integrated with the
Mylicense Platform must be securely identified with
d .
A1 . ) o Yes Standard appropriate Clhent IDs and secrets supplied to the

master MylLicense site configuration. Each application
must be explicitly granted AP scopes that enable access
to select data in granutated domains.




A2.2

Verify the identity and authenticate all of the system’s human users before allowing them to use its capabilities 1o prevent access to
inappropriate or confidential data or services. i .

Standard

Both internal and external users within Mylicense must
create secure credentials to ensure proper
authentication. Internal users are granted authorization
based on Mylicense role schemnas applied to their user
profile. E

A2.3

Enforce unique user names,

Yes

Standard

All user names within Mylicense must be unique.
Standard authentication practices in Mylicense use
email address as the identifier, which is inherently
unique,

A2.4

Enforce complex passwords for Administrator Accounts in accordance with DolT's statewide User Account and Password Policy.

Yes

Standard

Password length and complexity within Mylicense can
be tailored in accordance with DolT's statewide policy.

Enforce the use of complex passwords for general users using capital letters, numbers and special characters in accordance with DoiT' s
statewide User Account and Password Policy.

Standard

‘| Password length and complexity within Mylicense can

be tailored in accordance with DolT's statewide policy.

A6

Encrypt passwords in transmission and at rest within the database.

Yes

Standard

Passwords are natively encrypted in transit and at rest
within Azure B2C, the authentication platform used to
support MyLicense.

|Establish ability to expire passwords after a definite period of time in accordance with DolT s statewide User Account and Password Policy.

Yes

Standard

Mylicense allows DolT to set password expiration
policies in accordance with State policy.

A28

Provide the ability to limit the number of people that can grant or change authorizations.

Yes

Standard

Role-based security within MyLicense allows authorized
DolT administrators to contro? the list of users
authorized to perform administrative functions,
including the granting or alteration of authorizations,

A2.9

Establish ability to enforce sassion timeouts during periods of inactivity,

Standard

Mylicense's authentication schema inherently supports
the setting of configurable sessicn timeouts during
periods of user inactivity.

A2.10

The appfication shall not store authentication credentials or sensitive data in its code.

b

Yes

Standard

Mylicense separates authentication logic from business
logic. Credentials are stored within the identity provider
for the system and are never stored within code,

A2.11

Log all attempted accesses that fail identification, authentication and authorization requirements,

Yes

Standard

Azure BXC, the authentication platform supporting
MylLicense, natively logs actions pertinent to
authentication'and authorization, including login
attempts, logout, and permission-level changes,

A2.12

The application shall log all activities to a central server to prevent parties to application transactions from denying that they have taken place.

Yes

Standard

In addition to authentication and authorization-level
logging, MylLicanse natively supports granular audit trail
fogging that tracks field-level changes. Information
logged includes the change made, user who made the
change, and date and time of the change. These logs are
immuiable and cannot be repudiated.

All logs must be kept for (twelve {12} months). Financial information including fees, payments and NSF should be kept for at least 24 months,

Yes

Standard

Logs can be kept for an indefinite period, or for a period
specified by NH DolIT (e.g., 12-24 months),

A2.14

The application must allow a human user to explicitly terminate a session. No remnants of the prior session should then remain.

Yes

Standard

Users of all Myticense components at all times have the
option to immediately terminate their session. Logoffs
completely invalidate the session.




A2.15

Da not use Software and System Services for anything other than they are designed for, .

Standard

Myticense is designed to support regulators in their
missions, and is configurable to support many varnieties
of regulatory management. SA and its clients use
Mylicense explicitly for the purpose of regulatory
managernent, and not for ancillary purposes unrelated
to this goal.

The application Data shall be protected from unauthorized use when at rest.

Yes

Standard

Mylicense data is encrypted at rest using FIPS 140-2
comphant algorithms.

A2.17

The application shall keep any sensitive Dala or communacations private from unauthorized individuals and programs.

Yes

Standard

The authorization schema within the Mylicense
platform altows DolT to tightty control which users can
access which data, ensuring that sensitive data and Pllis
kept out of the hands of unautherized individuals and
programs.

A2.18

Subsequent application enhancements or upgrades shall not remove or degrade security requirements.

Standard

The Myticense Software Development Life Cycle (SOLC)
embeds security scanning and testing into the QA
process. Each release is scanned for potential
vulnerabilities, and identified vulnerabilities are
addressed as part of routine development practices.
Early detection ensures that critical vulnerabilities are
not released in Production, and that our clients’ security
posture is never dovngraded by a new release.

Utilize charge ment doct jon and procedures.

Yes

Standard

The SA development team uses Git, Bitbucket, and other
industry standard change ma tools to ensure
that all software changes are properly committed,
reviewed, merged, and documented. Software
documentation is atso with cach feature release and bug
fix, ensuring traceability for each change.

A2.20

Web Services : The service provider shakt use Web services axclusively to interface with the State’s data in near real time when possible,

Yes

Standard

Mylicense natively exposes REST APIs to allow
consumers of Mylicense data to securely access it in an
industry-standard format in real time.. Both State-
internal and external stakeholtders can securety register
to access these APIs at the discretion of S5oNH agencies
whose data resides within MyLicense, :

R
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Tl.1

All components of the Software shall be reviewed and tested to enture they protect the State’s website and its refated Data assets.

Yes

Standard

The MyLicense Software goes through rigiorous testing
when enhancements are performed to application
functions. In addition, from a project rollout and
implementation plan, customers go through several
rounds of user acceptance testing to ensure the
software is functioning as expected prior to go-live.




T1.2

The vendor shall be respensible for previding documentation of security testing, as approgriate. Tests shall focus on the technical,
administrative, and physical security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and avaitability,

Standard

The MyLicense Software goes through annual security
testing and assessments in accordance with the NIST

800-53 standard, The documentation from these tests
are completed and focus on the policies 2nd technical
procedures in place with MyLicense to ensure security
of operations. :

T1.3

Provide evidence that supports the fact that identification and Authentication testing has been recently accomplished; supports obtaining
information about those parties attempting to log onto a system or application for secwity purposes and the validation of users.

Yes

Standard

Mylicense leverages serveral types of different
authentication services to prove the identification of
users that are logging or attempting to log into the
system. A recent update to the system architecture is
the implementation and support of Mikrosoft B2C
authentication services for our online portal. This service
ensures that our software leverages the FedRAMP
certified Microsoft services to ensure authentication
prior to authorizing a user to view or perform actions
within the system,

T1.4

Test for Access Control; supports the management of permissions for logging ontc a computer or network.

s

Yes

Standard

Customers are able to configure different access control
into the Mylicense software based on the defined user
roles and permissions that make sense for your
organization. Administrators are able to define the roles,
determine what modules and system level access they
should have, and then determine what data they should
be able to see after being granted that role assignment,

T1.5

Test for encryption; supports the encoding of data for security purposes, and for the ability to access the data in 3 decrypted format from
required tools.

Standard

Mylicense only sends data through S5L and encrypted
channels when communicating data within it’s own
services or within communications with external
integrations. The encryption of the data in transit
prevents unauthorized interception from entities. Data
that is stored at rest is abays stored within encrypted
devices to ensure security of the information and
prevent unauthorized use of the data at rest.

Ti.6

Test the Intrusion Detection; supports the detection of illegal entrance into a computer system,

Yes

Standard

Yes, MyLicense leverages several monitoring tools to
detect unauthorized login attempts. These unauthorized
login attempts can be blocked by IP address to ensure
that continued attempts are stopped.

TL.7

Test the Verification feature; supports the confirmation of authority to enter a computer system, application or network.

Yes

Standard

Yes, Mylicerse ¢an be configured to have & screén on
the login page that requires a user to acknowledge a
standard use agreement when accesting povernment
services, )

T1.8

Test the User Management feature; supports the administration of computer, application and network accounts within an organization.

Yes

Mylicense Administrators have control to grant or
remove access to users that have been granted access
within your ogranization. This is donet through the

© |admin wtitities that atiow your staff to quickly access

usernames and their roles and make modifications as

nece;sary,




Ti.9

Test Role/Privilege Management; supports the granting of abikities to users or groups of users of a computer, application or network.

Yes

Standard

Mylicense supports the grantir.' of access to specific
users to a given role defined within the system
configuration. Administrators are abie to create these
role definitions as wefl as update privieges to what
makes sense for the specific Agency needs.

T1.10

Test Audit Trail Capture and Analysis; supports the identification and monitoring of activities within an application or system.

Yes

Standard

Access to the system is logged in the login audits or
through the Microsoft B2C senvices in order to
determine patterns for login activities, Once a user is
authenticated, MyLicense is tracking and autiting actions
that are taken on records in order to ensure history
tracking of fieids that have been modified or events that
have occurred to prevent malicicus use of the software.

T1.11

Test Input Validation; ensures the application is protected from buffer averflow, cross-site scripting, 5QL injection, and unauthorized access of
files and/or directories on the server. '

Yes

Standard

The automated testing team leverages Katalon to
perform automated and regression testing on the
appiication components, These automated tests check
for cross site scripting and SQL injection attacks to
ensure that open text entries are not vuinerable for
security flaws.

T.1.12

For web applications, ensure the application has been tested and hardened to prevent critical application security fflaws. { At 3 minimum, the
application shall be tested against all laws cutined in the Open Web Application Security Project (OWASF) Top Ten
{http://www.owasp.orgfindex. php/OWASP_Top_Ten_Project).

Standard

As a part of the SDLC, the SA Team leverages OWASP
ZAP to test for possible web vulnerabilities in the web
applications in order to resolve the severe findings prior
to release of any updates to the product suites.

Provide the State with validation of 3rd party security reviews -performed on the application and system environment. The review may include
a3 combination of vulnerability iCanning, penetration testing, static anaklytis of the source code, and expert code review {please specify proposed
methodology in the comments field}.

Yes

Standard

System .'Au‘mmalion leverages a third party company ‘0
perform application security, vulnerability, and
assessments in refation to the NIST 800-53 standard.
Cede is reviewed by multiple reviewers prior to being
merged with the main branch and standards are
documented with team members as well as automated
linting and scanning tools used to ensure
compliance.The results of this assessment can be
provided as a part of hte project to review and ensure
compliance with security standards.

T1.14

Prior to the System being moved into production, the vendor shall provide results of all security testing to the Department of Information
Technology for review and acceptance,

Yes

Standard

Tearn SA will make appropriate documentation available
to the customer team for review prior to go-live. This
documentation will be specific to the project and

jcombined with our Mylicense software documentation

for ongolng security testing and compliance.

T:.15

Vendor shall previde documented procedurF for migrating apphcation modifications from lhe User Acceptance Test Environment to the .
Production Environment.

Yes

Standard

The impl jon team folk a checklist style
procedure when migrating changes from Test into
Production, When migrating changes, all of the
configuration elements are documented that need to be
made in Production and reviewed through several
iterations of UAT as well as several milestone builds for
software enhancements that are tested prior o go-live,

STANDARD TESTING  ~_ 3 e .




The vendor must tast the scftware and the system using an industry standard and State approved testing methodology.

Yes

Standard

Mylicense is tested using a standard test plan in line
with industry standards, including test cases and
scenarios covering typical system use cases. This
standard plan will be adapted for each implementation
with DofT, and will be approved by DelT and other
participating SoNH agencies prior to its use in a project.

The vendor must perform application stress testing and tuning.

Yes

Standard

SA employs automated performance/stress testing
scripts on code prior to its deployment.

The vendor must provide documented procedure for how to sync Production with a specific testing environment.

Yes

Standard

Within the test plan, 54 will provide a documented
procedure for synchronizing Production with Test to
ensure that configuration changes are deployed from
Test into Production smoothly,

The vendor must define and test disaster recovery procedures.

Yes

Standard

SA leverages Azure Cloud service provider infrastructure
to support disaster recovery

Must test the Fees and payments {test each fee type and payment type) to D365 including an NSF.

During User Acceptance Testing, SA will work with DolT
and participating agencies to ensure that payments flow
fully from Mylicense to SoNH payment and
reconciliation systems,
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Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center of equivalent. A tier 3 data center requires 1) Multiple independent distribution paths
. serving the IT equipment, 2} All IT ip must be dual-powered and fully compatible with the topology of a site’s architecture and
: 3)Concurrently maintainable site infrastructure with expected availability of 99.982%. SA uses Azure CSP as services with an SLA uptime of
Yes Standard |99.9+%
it Vendor shall maintain a secure hosting environment providing aft necessary hardware, software, and Internet bandwidth to manage the
application and support users with permission based logins, Yes Standard
The Data Center must be physically secured — restricted access to the site to personnel with controls such as biometric, badge, and others
security seiutions, Policies for granting access must be in place and followed. Access shall only be granted to those with a need to perform tasks
HL3  |i1 the Data Center, ' .
Yes Standard
i Vendor shall install and update all server patches, updates, and other utilities within 60 days of release from the manufacturer.
Yes Standard |Infrastructure patching is handted by Azure CSP
HLS Vendor shall monitor System, security, and appbcation logs.
. Yes Standard
Tale Vendor shall manage the sharing of data resources.
Yes Standard | -
e Vendor shall manage daily backups, off-site data storage, and restore operations. t :
i ) . " {Yes Standard
The vendor shall monitor physical hardware,
HLE S5A monitors 5A owned hardware including employee
: endpoints. SA uses Azure Cloud services for hosting and
Yes Standard |Azure handles the monitoring of such physical devices.




Remote access shall be customized te the State’s business application. In instances where the State requires access to the application or server " .
resources pot inthe DMZ, the Vendor shalf provide remote desktop connection to the server through secure protocols such as a Virtual Private SA will make all mquired'remme access to the state via
HLI I etwork (VPN . web enabled configuration utilities.
Yes Standard
© | The Vendor shall report any breach in security in conformance with State of NH RSA 359-C:20. Any person engaged in trade or commerce that
is subject to RSA 358-A:3, | shall also notify the regutator which has primary regulatory authority over such trade or commerce. All other persons
HL.10 shal notify the New Hampshire Office of the Attomey General. .
Yes |Standard
DISASTER RECOVERY T : [
Vendor shall have documented disaster recovery plans that address the recovery of lost State data as well as their own, Systemns shall be
H2.1 architected to meet the defined recovery needs.
Yes Standard
The disaster recovery plan shall identify appropriate methods for procuring additional hardware in the event of a component failure, In most
instances, systemns shall offer a level of redundancy so the loss of a drive or power supply will not be sufficient to terminate senices however,
H2.1 these failed components will have to be replaced. $A leverages Azure Cloud service provider infrastructure
) Yes  |Standard |to support disaster recovery
Vendor shall adhere to a defined and documented back-up schedule and procedure,
Ha Yes Standard
H2.4 Back-up copies of data are made for the purpose of faciitating a restore of the data in the event of data loss or System failure, s
Yes Standard
Scheduled backups of all servers must be completed regutarly. The minimum acceptable frequency is differential backup daily, and complete
H2.5  Jbackup weekly.
Yes Standard
Tapes or other back-up media tapes must be securely transferred from the site 10 another secure location to avoid complete data boss with the
H26  |loss of a facility. Backup data will be maintained in Azure Cloud
i : 3 i Yes Standard |environment within SA's VPC
Oata recovery — In the event that recovery back to the last backup is not sufficient to recover State Data, the Vendor shall employ the use of
27 database logs in addition to backup media in the restoration of the database{s) to afford a much closer to real-time recovery. To do this, logs Standard
must be moved off the volume conlmnmg the database with a frequency to match the business needs. Yes
HOSTING SECURITY - %%~ > N e, 7 s ERE aEy - oed LT
% The vendor shall employ securlly measures ensure that the State’s application and data is pm:ected
Yes Standard
b 1f State data is hosted on multiple servers, data exchanges between and among servers must be encrypted.,
Yes Standard
All servers and devices must have currently-supported and hardened operating systems, the latest anti-viral, anti-hacker, anti-spam, ant-
e spyware, and anti-malware utilities. The environment, as a whole, shall have aggressive intrusion-detection and firewall protection.
Yies Standard
Al components of the infrastructure shall be reviewed and tested to ensure they protect the State’s hardware, software, and its related data SA uses Azure Cloud infrastucture for Hs services. Third
assets. Tests shall focus on the technical, administrative and physical security controis that have been designed into the System architecture in party audits are done within the SA environment to
M32  lorder to provide confidentiality, integrity and avaitability. ensure that enough controls are in place for data and
4 Yes Standard |system protection.
The vendor shall ensure its complete cooperation with the State’s Chief Information Officer in the detection of any security vulnerability of the
H35  [nosting infrastructure, ’ i . . ;
Yes Standard
The vendor shall authorize the State to perform scheduled and random security audits, including vulnerability assessments, of the vendor’s
H36 hosting infﬂst.n.l:ture and/or the application upon request. , )
Yes Standard
Al servers and devices must have event logging enabled. Logs must be protected with access limited to only authorized administrators.
H37 Logs shall inchsde System, Application, Web and Database logs.
Yes Standard




Operating Systems {03} and Databases {DB) shall be built and hardened in accordance with guidelines set forth by C15, NIST or NSA,

H38 *
. Yes Standard
The vendor shall notify the State’s Project Manager of any security breaches within two [2) hours of the time that the Vendor jearns of their
H39 occurrence.
Yes Standard
The vendor shall be solely llable for costs associated with any breach of State data housed at their location{s) including but not firmited to
H3.10 |notification and any damages assessed by the courts,
Yes Standard
SERVICE LEVEL AGREEMENT . y . - e - Ty
The vendor's System support and e shall ¢ & upon the Effective Date and extend through the end of the Contract terrm, and Our proposal includes provision for annual hosting,
war ™ extensions thereof. e Standard |éintenance, suppert, and application ldn‘minismuon
that span the entire life of the contract, to include
extensions,
The vendor shall maintain the hacdware and Software in accordance with the specifications, terms, and requirements of the Contract, including SA will incorporate the System Automation MyLicense
providing, upgrades and fixes as required. Cloud® Senvice Agreement (attached with this response)
H42 Yes Standard linto the contract, ensuring that maintenance is
performed in accordance with SLA and, therefore, the
contract,
The vendor shall repair or replace the hardware or softwase, or any portion thereof, so that the System operates in accordance with the SA will provide maintenance services 1o repair software-
Gty |2Recikatiensierms sand requlrementsiol]thalCentract Yes  |Standarg |07 harOware-celated issues that affect the system's
ability to meet the specifications, terms and
requirements of this contract.
All hardware and software components of the Vendor hosting infrastructure shall be fully supported by their respective manufacturers at all SA |leverages the Azure Gov Cloud FedRAMP-certified
times. All critical patches for operating systems, databases, web services, etc., shall be applied within sixty (60} days of release by their environment as its CSP hosting provider. Microsoft
H44 respective manufacturers. . ez Standard appfies critical patches in accordance with FedRA_MF
requirements.
The State shall have unlimited access, via phone or e-mail, to the vendor technical support staff between the hours of 8:30am to 5:00pm- 3 .
HAS Monday through Friday EST. Yes srandard P?f the MyLicense Cloud® Serv.xe Level Agreement, SA
will meet these requested service ievels.
The vendor shall conform to the specific deficiency class as described:
o Class A Deficiency - Software - Critical, does not afiow System to operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or unintelligible to State; Non Software - Services were inadequate and require re-
perfoamancelonesenices ) _ ) ) $A will provide support in accordance with the
o Class I!IDefncbgfufy - Soﬂlw:re - mpomnt,.do_a not stop operation and/or there is a work ?MIM user can perform u.slrs; Written Mylicenss Cloud® Service Level Agresrnent. This
HAE Docu{menuuo? - pomom of information are.rmssm but not enough te mi.ke the document unintelfigible; Non Software - Services were Yas Standard |document provides afternate but similar criteria for
deficient, reqw_e reworking, bt do not require re-performance of the Service, prioritizing deficiencias, and will govern operations with
& Class £ Deficiency - Software - minimal, cosmetic in nature, minimal effect on Systerm, kow priority and/or user ¢an use System; Written DoiT's consent. -
Documentation - minimal changes required and of minor editing nature; Non Software - Services require only minor reworking and do not
require re-performance of the Senvice,
As part of the maintenance agreement, ongoing support issues shall be responded to according to the following:
a. Class A Deficencies - The vendor shall have available to the State on-call telephone assistance, with issus tracking available to the State, sight
{8} hours per day and five (5) days a week with an email / telephone response within two (2) hours of request; or the Vendor shall provide [SA will provide support in accordance with the”
" |support on-site or with remote diagnostic Sesvices, within four {4) business hours of a request; ’ Myticense Cloud® Service Level Agreement. This
H4.7 Yes Standard |docuement provides alternate but simitar criteria for

b. Class B & C Deficiencies -The State shall notify the vendor of such Deficiencies during regular business hours and the vendor shall respond
back within four (4) hours of notification of planned corrective action; The vendor shall repair or replace Software, and provide maintenance of
the Software in actordance with the Specifications, Terms and Requirements of the Contract,

prioritizing deficiencies, and will govern operabnns with
DolT's consent.




. The hosting server for the State shall be available twenty-four {24) hours a day, 7 days a week except for during scheduled maintenance. : : . - A .
) . . Hosting envirgnment uptime will be in accordance with

HA8 Lt Yes Standard |the service levels specified in the MylLicense Cloud®*
Service Level Agreement.

A regularty scheduled maintenance window shall be identified {such as weekly, monthly, or quarterly) at which time all relevant server patches

and application upgrades shall be applied, n . . _

e PPl PRY PR . s Standard SA}«nII comply \mth' this requ:rerr_\enl.ls«:heduled N
maintenance practices are described in further detail in
the Mylicense Cloud® Service Level Agreement.

If The vendor is unable to meet the uptime requirement, The vendor shall credit State’s account in an amount based upon the follewing formuta: SA included in its propasal the Mylicense Cloud SLA,

(Total Contract Item Price/365] x Number of Days Contract ttem Not Provided. The State must request this credit in writing. which contains details regarding how service credit

HA”‘P M cakulations are performed.

The vendor shalt use a change management poticy for notification and tracking of change requests as well as eritical outages. Any configuration changes requested by the State will be
tdocurmnented in SA's support desk portal. Upon
completion of a change in the Test environment, SA will
soficit accpetance of the change from the State before

Ha.11 - M promaoting the change to Praduction. In the event of a
criticz| outage, SA will track the issue in a ticket and
determine the root cause of the critical outage for
review with the State.

A critical outage will be designated when a business function cannot be met by a nonperforming application and there is no work around to the Critical outages will be defined in accordance with

problem. Priority Level 1 (C-1} Incidents as defined in the

H4.12 M Yes standard |Mylicense Cloud® Service Level Agreement. This
definition is similar to the definition used in this

. requirement.

The vendor shall maintain a record of the activities related to repair or maintenance activities performed for the State and shall report quarterly

on the following: Server up-time; All change requests implemented, including operating system patches; All critical outages reported including SA issue tracking practices and reporting requirements

H4.13  |actual issue and resolution; Mumber of deficiencies reported by class with initial response time as well as time to close. M Yes Standard |are defined in the MyLicense Cloud® Service Leved
Agreeement,

The vendor will give two-business days prior notification to the State Project Manager of afl changes/updates and provide the State with SA provides more than two days advanced notice before

information regarding the upgrades and changes. updates or changes are promoted into Production.
Software changes are deployed every two weeks, and

1 release notes are provided that explain the features

Ha.14 M Yes Standard |peing released, how to take advantage of them, etc.
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' |The vendor's System suppert and maint e shall ¢ & upon the Effective Date and extend through the end of the Contract term, and Our proposal inchsdes provision for annual hosting,

any extensions thereof. maintenance, support, and application administration

51.1 M Yes Standard !
that span the entire iife of the contract, to include
extensions. d




Maintain the hardware and Software in accordance with the Specifications, terms, and requirements of the Contract, including providing. .
upgrades and fixes as required. i :

SA will incorporate the System Autarmation Mylicense
Cloud® Service Agreement (attached with this response)

51.2 Yes Standard |into the contract, ensuring that maintenance is
performed in accordance with SLA and, therefore, the
= tontract. .
Repair Software, or any portion therecf, so that the System operates in accordance with the Specifications, terms, and requirements of the . . } : I
Contract) $A will provide ongoing t we (i.e., software
S1.3 Yes Standard |fixes] in accordance with the specifications of the
contract, pursuant to the criticality of the reported issue.
The State shall have unlimited access, via phone or e-mail, to the vendor technical support staff between the hours of 8:30 am to 5:00 pm- PeamelTae Cloud".Se e el A
S1.4 Monday through Friday EST. Yas Standard e_“ s rv,r.e NELOgreement;
will meet these requested service levels,
The vendor response time for support shall conform to the specific deficiency class as described below or as agreed to by the parties:
o Class A Deficiency - Software - Critical, does not aflow System to operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or unintelligible to State; Non Software - Services were inadequate and require re-
performance of the Service. ' SA will provide support in accordance with the
o Class B Deficiency - Software - important, does not slop operation and/or there is a work around and user can perform tasks; Written Mylicense Cloud® Service Level Agreement. This
$1.5 Docu_menhtio? = poniom. of information are.missing but not enough to ma_ke the docurnent unintelligible; Non Software - Services were Yes Standard |decument provides alternate but similar criteria for
deficient, require reworking, but do not require re-parformance of the Service. prioritizing deficiencies, and will govern operations with
o Class C Deficiency - Software - minirmal, cosmetic in nature, minimal effect on System, low priority and/or user can use System; Written DolT's consent
Documentation - minimal changes required and of minor editing nature; Non Software - Services require only minor reworking and do not
require re-performance of the Service.
The vendor shall make available to the State the latest program updates, general maintenance releases, selected functionality releases, patches, ] .
and Docurnentation that are generally offered to its customers, at no additional cost. Mylicense Platform reteases are performed biweekly.
Rel arei diately available to all clients,
requiring no additional effort to deploy new versions on
51.6 Y Standard
; = " lthe Dol side. This includes the documentation
associated with each biweekly release, as well as general
user and training manuals.
For afl maintenance Services calls, the vendor shall ensure the following information will be coflected and maintained:
1) nature of the Deficiency;
2 ‘“"_""'t status of the Deﬁ_ciencv; SA relies on the State to provide the nature of any
3) action plans, dates, and t‘“"ef; 1 deficiency it is reporting to SA via our support desk
s17 |9 expec_ted and am{al clomplebo‘n time; Yes Standzrd |portal, SA will ensure that the status of reported tickets
5) Deficiency resolution information; are kept up-to-date, including the resolution of the
6} Resotved by; reported incident.
7} Identifying number i.e, work order number; and .
8} Issue identified by.
The vendor must work with the State to identify and troubleshoot potentially large-scale System failures or Deficiencies by collecting the
|following information: ’ : ’ 54 will collaborate with the State if the State identifies
1) mean time between reported Deficiencies with the Software; : 4 q
51.8 Yes Standard |27 "EewrTing or large-scale system failures. SA will

2) diagnosis of the root cause of the problem; and
3) identification of repeat calls or repeat Software problems.

provide root cause analyses for any such large-scale
system failures,




As part of the $oftware maintenance agreement, ongoing software maintenance and support kssues, shall be responded 1o according to the
following or as agreed 1o by the parties:
a. Class A Deficiencies - The Vendor shail have avaitable to the State on-calf telephone assistance, with issue tracking available to the State, sight
(8] hours per day and five (5] days a week with an email / telephone response within bwo [2) hours of request; or the Vendor shall provide SA will provide support in accordance with the
Suppart on-site or with remote diagnostic Services, within four [4) business hours of a request; Mylicense Cloud® Service Level Agreement. This
$1.9 ' i’ Yes Standard |document provides alternate but similar criteria for
b. Class B & C Deficiencies —The State shall notify the Vendor of such Deficiencies during regular business hours and the Vendor shall respond prioritizing deficiencies, and will govern operations with
back within four {4) hours of notification of planned corrective action; The Vendor shall repair or replace Software, and provide maintenance of DolT's consent.
the Software in accordance with the Specifications, Terms and Requirements of the Contract; or as agreed between the parties.
F
51,10 The vender shall use a change management policy for notification and tracking of change requests as well as critical outages. = SR
A critical outage will be designated when a business function cannot be met by a nonperforming application and there is no work around 1o the Critical outages will be defined in accordance with
problem. Priority Level 1 (C-1) incidents as defined in the
51.11 Yes Standard |Mylicense Cloud® Service Level Agreement. This
definition is similar to the definition used in this
requirement.
The vendor shall maintain a record of the activities related to repair or maintenance activities performed for the State and shall report quarterly SA issue tracking practices and approach to reporting
on the following: Al change requests inplemented; All tritical outages reported including actual issue and resolution; Number of deficiencies are defined in the Mylicense Cloud® Service Level
51.13  [reported by class with initial response time as well as time to clase. Yt Standard |Agreeement. By default, SA's issue tracking system
records the information requested by DolT, and can be
reported quarterty.
A regularty scheduled maintenance window shall be identified (such as weekly, monthly, or quarterm at which time all relevant server patches
and application upgrades shall be applied. i t i v
SL13 PP PR ppli Yos Standard SA .w|ll comply with this reqmren?em..Scheduled
maintenance practices are described in further detail in
the MyLicense Cloud® Service Level Agreement.
The vendor shall give two-business days prior notification to the State Project Manager of ali changes and/or updates and provide the State with SA provides more than two days advanced notice before
information regarding the upgrades and changes. updates or changes are promoted into Production.
X i & Saftware changes are deployed every two weeks, and
51.14 ves Standard release notes are provided that explzin the features
being released, how to take advantage of them, etc.
The State shall provide the Vendor with a personal secure FTP site to be used by the State for uploading and downloading files if applicable, DolT wAR continue to retain its existing access 1o the SA
$1.15 Yes Standard |Secure FTP (SFTP} site throughout the fife of the
. contract
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‘vendor shall participate in an initial kick-off meeting to initiate the Project. As part of every project, SA prepares a project kickoff
PL1 . . ) - Yes  |Standard meen.m involving kely project suker?olders to prm.nde.an
overview of the project and convey important projecti
infermation to attendees,




Vendor shafl submit a finalized Work Plan within ten (10} days after Contract award and approval by Governor and Council. The Work Plan shall
include, without limitation, a detailed description of the Schedule, tasks, Deliverables, milestones/critical events, task dependencies; and
payment Schedule, The plan shall be updated no lass than every two weeks,

Yes

Standard

This requirement reflects standard operating procedure
for 3A projects, We will adhere to the requitrement,

P14

Vendor shall provide detailed bi-weekly status reports on the progress of the Project, which vall include expenses incurred year to date,

Yes

Standard

SA's standard project management practices include the
pravision of detailed bi-weekly project status reports
that contain current project tasks, progress against
baselines, action items, and risks. We will also provide
an overview of the deliverables that have been
completed and which remain to track the averail
financial health of the project. :

All user, technical, and System Documentation as well as Project Schedules, plans, status reports, and correspondence must be maintained as
project documentation, as specified by agency partners,

Standard

For each project, $A creates and maintains a project
collaboration site containing the documentation and
correspondence referenced in this requirement. SA will
therefore adhere to this requirement,




Systam interfaces & information Exchange
Dervalop and support intetfaces with third party spplications, a3 defined by individual Entetprse Agency Parthars, that ste essentlsl ta the buslness of
Kcensura, enforcement and inspaction,

Exarmplas of third party i for
+ Financlal Systems snd Third Party Payment Processors
- Continuing Educstion Units Brokee Sarvices

. Criminal Background Chacks & Fingeepringing Providers
- Exsrninations and Certificationy

g# may include but sce nat limited to:

L - Intarttsia Compacts
- Govetnment and Partner Infarmation Exchanges
NHLC Requiramants:
- NH Liquor Commilssion {WHLC) Enforcament snd Licensing divislon, [i.e. D365 spplication & NHLC B2B/B2C Website, Biue Horieshos and Evanics.)
- Singla point of SA Syttem entry and sutometic submission of data to » single Integrated dstabase for storing all documentstion which will enable data 1o
ba accessed 1hrough the sppropriate SA moduleds].
NHLC Mapper is slated to close down in Februsry 2023 and be replaced with 365 becoming the NHIC's book or record, Because of this, » data bridge
Continuing Education Units Tracking {CE Broket Interface, NHLC training portsl & Licansas Updatas)
A Ucensae may choose or #n Enterprise Agency may require that all or some Heensaes use & continulﬁl education broker for tracking and reporting
p2S requirad educations! credita for Keensure. The systemn must be sble 10 interface with u Broket for the purpess of collecting required Continuing Educstion
Crudlts for Beansure,
NHLEG Requirement: Tracking/lagging/automaiic notification of training requirements and tracking of Initiatad training by the licenyee. Integration with
online Complaints P
An onlina portal, web page, form tampiste that allows the public to fls & o report sl lens of ! af | On ub
82.10 Eh- repor s sent directly to the tetponilbl P apency's Enl Unlt tor 1esp of i Igatl The subml hai the option 1o "Ba” or
“Hot to ba notiflad”™ that repon is receivad by the Enforcement Burasu,
NHLC Requirement: Integrated with Investigation modula/inspaction module for automatic notification.
NHLC Regulrement: NHLC Online Enforcement Restitviion Payment Templates - allow the entry and tracking of restitution payments by Enforcement,
These paymants sre mandsted by the cours, ardering an oHander to make restitution, Depending on the dotisr amount, thesa paymaents can be paid as s
one 1ime {In Full} entry or made in manthly installments until peid In [ull. These peymants are currenily paid in check farm and processed through a
genersl ledger sccount. in sddition to the sbillly 18 enterfprocess the payments, Erample of data required:
2} Payment Date
B3.12 3} Amount Paid
- 4] Payment Schedule Due Dates [if applicable)
S} Outstanding Basdance
6} Overdue Payment Status indicator {Y/N) .
NHLC Requirement: Creation of 8 module containing « library of all spetified/iequired NHLC Enforcemnant and Licensing templates called: “Form/Report
Templatas™. Focm/Repor: lemplates must ba ensbled to be fitled in or editable online. Farms should be upload/downioad capable to sllow storage and
B3.23 recall wizhin the case file{st. After gicking on “Foums/Reports Tamplates® option on the Ul a drop down should display with pre-dafined templstes for
user to select the spplicsble form
Inspection & Investigation Mobite Device Required far “in the lield” documentation and database access, Mobile device should enable Enforcement the
$aMe access to view and update licensee data as if in the office. This includes:
1) Accass to all ticensee/Brokar Information
2] Datumentation of reason tor vish
3) Upload capabilitias of Investigations, Evidence, Forms, Images, Video, etc,
Bi.25 4) Historlesl data for Inspactions, purchase history, acqulsitian date of licanse, Licensae Tralring information, esc.
5} Mobile device capabifities should equal 1hat of the desi/lap top camputer capabilities with regasd to actess to data repository/mod bmlsgk
via device of any/all documentaticn. g
6) Executlon of #ll lunctlonallties should be searmless ta the user whether rermotely in the Neld of in the offlce,
NHLC Ragul A yser € (rable dashboard Is required to display tha following:
1. Cas#t ndt asslgred fot investigation,
2. Cage Followsup.
3.2 1, Aging case report listed by sge ranga, days, weeks, months, years.
4. Ani"ned cases = Open cases by Investigator and currént status.,
S. Pending cases assigp activity with foll p aleets {Le.; Overdue, case nssignment, and task estignment).
83.27 NHLC Requiremant; Abllity to print o » copy of the Incident report{s) whather & full rapori or a radatted version.
83.29 NHLE Requirement: Automation of duties that are turrently inadeguate, sntiquated, masnually inteaitve or non-usat frlendly,
y RHLE Aequirement: Must fully comply whh FBI €IS Security Polley ¥ 5.6 ar most recent pollicy at http:/fwww.ibigov/about-us/efis/cissacurity-policy:
. resoutca-centetfriew.
Must be NIBRS compliant and Include a1 @ minimum all NIBRS required fields, codes and rules per most recent National Incident-Based Reporting System
83.31 User Manual Version avallable at; https://ucr.fb gov/nibrs/nibrs-usar-manust/vew.
MHLC Requiremant; Create an Interface to sll gaternal systems/icals/databeses used in performing the job duties of Ealorcamens, This inchudes:
o NH State Licemsing Database (MLO/MLO 1}
o D365
o NHLC B2B & B2C website
B3

o --One lusthe Inlolmano'n Buteau
0 Any additional dala repositories or law enfarceament spplications
7




h5.4

[Surveys

Ability for sgency to create onling survays, Survay sxiracts lor analysis/reports.

Standard

oYY
can ba
configured |
per the
Siate’y
needs, with)
the sbility
te

such forms,
Plewse note
that while
the
product
can
support
this
requireme
nt,
canfiguring
online i
surveys
was hot
scoped
into \ha
Phase 1
implement
stlon
project. If
the State
would like
ta modify

NHLC Requitament: Must test the MLO One data losd to D355, A data load currently exists irom MLO to Mappar. With Mapper dosing down once

DI85 Is In production, this sama dats load must now be procassed through D385,




ACTIVITY:7:DELIVERABEES / 'MILESTONES - PRICING WORKSHEET .~ -

- i ey
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ACTIVITY, DELIVERABLE, OR MILESTONE

DELIVERABLE TYPE

PROJECTED

DELIVERY DATE-

MILESTONE
PAYMENT

PLANNING AND PROJECT. MANAGEMENT .

1 Conduct Project Kickoff Meeting Non-Software

2 Work Plan Written

3 Project Status Reports Written

4 Infrastructure Plan, including Desktop and Network Configuration Requirements Written

5 Security Plan Written

6 Communications and Change Management Plan Written

7 Software Configuration Plan Written

3 Systems Interface Plan and Design/Capability Written

w 9 Testing Plan Written

10 |Data Conversion Ptan and Design Written

11 |Deployment Plan Written

12 |Comprehensive Training Plan and Curriculum Written

13  |End User Support Plan Written

14 |Business Continuity Ptan Written

15 |Documentation of Operational Procedures Written
INSTALLATION ; . -~ ' = i cimm Eow e i '

16 . |Provide Software Licenses {if needed) Written

17 |Provide Fully Tested Data Conversion Software Software

18 |Provide Software Installed, Configured, and Operational to Satisfy State Requirements Software
TESTING - :

19 |Conduct Integration Testing Non-Software

20 |Conduct User Acceptance Testing Non-Software

21 |Perform Production Tests Non-Software

22 |Test In-Bound and Qut-Bound Interfaces Software

© 23 |Conduct System Performance {Load/Stress) Testing Non-Scoftware

24 [Certification of 3" Party Pen Testing and Application Vulnerability Scanning. Non-Software
SYSTEM.DEPLOYMENT . . v g : L T 2

25 |Converted Data Loaded into Production Environment Software

26 Provide Tools for Backup and Recovery of all Applications and Data Software

27  |Conduct Training Non-Software




.28  |Cutover to New Software Non-Software
29 |Provide Documentation _ Written
30 |Execute Security Plan Non-Software
OPERATIONS ”
31 |Ongoing Hosting Support Non-Software
32 |Ongoing Support & Maintenance Software
33 |Conduct Project Exit Meeting Non-Software

. TOTAL COST

Tt




State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire. do hereby certify that SYSTEM AUTOMATION
CORPORATION is a District Of Columbia Profit Corporation registered to transact business in New Hampshire on May 14, 1996.
1 further centify that all fees and documents required by the Secretary of State’s office have been received and is in good standing

as far as this ottice is conéerned.

Business 1D: 250118
Certificate Number: 0005212057

IN TESTIMONY WHEREOF.

I hereto set my hand an;:l cause 1o be affixed
the Seal of the State of New Hampshirc,'
this 23rd day of December A.D. 2022.

David M. Scanlan

Sccretary of State




System Automation ' 7110 Samuet Morse Drive
Q}QE}] Enabling Ruspuniive Governmant Columbia, MD 21046
ED ' . (301} 837-8000
fax (301) 837-8001 -

www.systemautomation.com

CERTIFICATE OF AUTHORITY

I, Moshe Rubin . hereby certify that:

4. | am a duly elected officer of Svstem:'Automation Corporation

2. The following is a true copy of a vote taken at a. meeting of the Board of Directors,
duly called and held on March 10, 2022 , at which a quorum of the’ Dlrectors were
present and voting.

VOTED: That Charles Rubin, President, is duly authorized on behalf of System
Automation Corporation to enter into contracts or agreements with the State of New
Hampshire and any of its agencies or departments and further is authorized to execute
any and all documents, agreements and other instruments, and any amendments,
revisions, or modifications thereto, which may in his/her judgment be desirable or
necessary to effect the purpose of this.vote.

3. | hereby certify that said vote has not been amended or repealed and remains in
full force and effect as of the date of the contract/contract amendment to which this
certificate is attached. This authority remains valid for thirty (30) days from the date
of this Certificate of Authority. ! further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed
above currently occupy the position(s) indicated and that they have full authority
to bind the corporation. To the extent that there are any limits on the authority of
any listed individual to bind the corporation in contracts with the State of New

Hampshire, all such limitations are expressly stated herein.

Dated: _12/27/2022 - Signature of Elected Officer: W

Name: Moshe Rubin -
Title: Secretary
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDDIYYYY)
12/29/2022

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THtS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED

IMPORTANT: H the certificate holder is an ADDITIONAL INSURED, the policy(ies} must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subjact to the terms and conditions of the pollcy, certain policles may requlre an sndorsement. A statement on
this certificate doaes not confar rights to the certificate holder In lieu of such endorsement(s).

PRODUCER ey
Spero Insurance Agency PHONE  (410)802-7723 {Fg Nop (410) 602-5247
1866 Relsterstown Rd sboREss: CERTS@SPEROINSURANCE.COM
INSURER{S) AFFORDING COVERAGE NAIC #
Ballimore MD 21208 NSURER A: Tfavalers Property Casualty Ins Co 38161
INSURED - WsURga 8 : The Standard Fire Insurance Company 18070
SYSTEM AUTOMATION CORPORATION IR
7110 SAMUEL MORSE DR STE 100 e SURERIDL.
INSURERE :
COLUMBIA MD 21046-3438 | \wguRerr:
COVERAGES CERTIFICATE NUMBER:  CL2142700478 REVISION NUMBER:

THIS IS TC CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECYT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
TAUCLISUBR

LTR TYPE OF INSURANCGE 148D | wvp POLICY NUMBER R P LIMITS
] COMMERCIAL GENERAL LIABILITY A IOCCURRENCE s 1.000,000
UAMAGE TO RENTED
| cLamsmane oceuR PREMISES [€a gooumence) | 3 _500.000
MED EXP {Any on persomy | ¢ 10-000
A ZLP-§1N20232 01/01/2023 | 01/01/2024 | perconn g aovmoury | g 1000000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE § 2000,000
POLICY S Loc PRODUCTS - coMPioR AGG | 5 2:000.000
OTHER: i s
| AUTONOBILE LIABILITY & OMEINED SINGLELMIT ' 71,000,000
ANY AUTO BODILY INJURY (Per person) 3
™| owneo SCHEDWLED '
AL RS oy sciep BATS050448 01/01/2023 | 01/01/2024 | BODILY INJURY (Per sccldent) | §
| HIRED NON-OWNED - [PAOPERTY DAMAGE s
| 2 AUTOS oMLY AUTOS ONLY | {Per sccident)
$
| X uwerELLA LS OCCUR EACH OCCURRENCE 3 5.000,000
A EXGCESS LIAB CLAIMS-MADE CUP-75055602 01/01/2023 | 01012024 | \canecate s '
oEo { | RETENTION § s
WORKERS COMPENSATION PER .| e
AND EMPLOYERS' LIABILITY T staure | - [ &8 T
8 [orrcenmenpen exclupeor T ] [N UB-7S051676 01/01/2023 | 01/01/2024 | E:b: EACHACCIOENT Mt
{Mandatory In NH} . E.L. DISEASE - EAEMPLOYEE | § 500.000
H yas, describa under 500.000
DESCRIPTION OF OPERATIONS betrw EL. DISEASE . OUCY LiMIT_ | 8 OO0

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Addltional Remarks Schadule, may ba attachad I mora space is required)

CANCELLATION

CERTIFICATE HOLDER
— = =

State of New Hampshire Department of Informatlon Technology
27 Hazen Drive

Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Vit o

ACQRD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD




