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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibisette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov

Director

November 15, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Heaith
Services, to enter into a Sole Source amendment to an existing contract with BOWLink
Technologies, Inc. (VC#220007), Webster, MA for the hosting and maintenance of the famity
planning services data base system, by increasing the price limitation by $204,591 from $147,446
to $352,037 and by extending the completion date from December 31, 2022 to December 31,
2024, effective December 31, 2022, upon Governor and Council approval. 77% Federal Funds.
23% General Funds.

The original contract was approved by Governor and Council on December 18, 2020, item
#9.

Funds are available in the following accounts for State Fiscal Year 2023, and are
anticipated to be available in State Fiscal Years 2024 and 2025, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM - 100% FEDERAL FUNDS

State Increased

riocal | ltzel | cissTite | umber | i | O5crsed | Bl
2021 | 102500731 | (“orreSe | 90080004 $e0 30| $32,855
2022 | 102500731 | (SoAC | 90080004 B2 $0| 845372
2023 | 102600731 | (SRS | googo004 |  $220%6 | 322688 $45,372
2023 | 102:500731 o o g | 90080017 $0|  $57,145| 957,145
2024 [ 102500731 | (2L | 90080004 0| 45372 $45.372
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i - Contracts $0 32,855 32,855
2025 | 102-500731 for Prog Sve 90080004 $. ' S22

Subtotal $100,913 $158,058 | $258,871

05-95-09ﬁ-902010-55300000 HEALTH AND SOCIAL SéRVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM - 100% GENERAL FUNDS

State : Increased
Class/ Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
Contracts for $18.613 $0 $18.613
2021 | 103-502507 Operation | 90080208
Sve
Contracts for 1 - $18613 $0 $18,613
2022 | 103-502507 QOperation | 90080208
Svc
Contracts for $9,307 $9,307 $18,614
2023 | 102-5600731 Prog Sve 90080208
Contracts for $0 $18,613 $18,613
2024 | 102-500731 Prog Sve 90080208
_ Contracts for $0 $18,613 $18,613
2025 ‘| 102-500731 Prog Svc 90080208 |
Subtotal $46,533 $46,533 $93,066
Total $147,446 $204,591 $352,037

EXPLANATION

This request is Sole Source because the data base system provided by the.Contractor is
the only data system available that fulfills the federal reporting requirements set by the Health and
Human Services Office of Population Affairs. The system allows for the collection, aggregation
and reporting of program specific data from the Department’s four (4) Family Planning Services
sub-recipient health care agencies (clinical service sites) on demographic and social
characteristics of clients and their use of family planning and related preventive health services.
All data are presented in summary form, which protects the confidentiality of individuals who
receive family planning services as required by 42 CFR Part 59. Data collected has multiple uses,
which include monitoring performance and compliance with statutory requirements, fulfilling
federal accountabilily and performance reporting requirements, and guiding programmatic
activities. '

The purpose of this request is to continue to provide the hosting and maintenance for the
family planning services data base system. The family planning service data base system enables
the New Hampshire Family Planning Program to analyze sub-recipient data, which meets the
federal requirements 45 Code of Federa! Regulations (CFR) Parl 742 and 45 CFR Part 923.. The
sub-recipient data aliows the program to monitor access of reproductive health services including
contraception, pregnancy testing and counseling, achieving pregnancy, basic infertility services,
preconception heaith and prevention testing and treatment of sexually transmitted diseases. The
data collected from the data system enables the program to promote and improve the services.
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The Contractor will continue to maintain and provide the data base system, project
management, training, technical support, data collection, customer service, and report
generation. The Contractor will also continue to assist in the program’s compliance with Office of
Population Affairs for the submission of the Family Planning Annual Report and any new updates
required 1o the Family Planning Annual Report by the Office of Population Affairs.

The Department will continue to monitor contracted services using the following
performance measures:

. Ensuring timely availability of Family Planniné Data Base System application
generated reports as well as their accuracy.

o Ensuring technical support services will be available 7 AM to 7 PM EST., seven (7)
days per week to provide database maintenance, enhancement requests, and special
requests while continuously available for project technical support 24 hours per day,
seven (7) day per week. ’ -

o Managing system access to ensure secure and appropriate access to the application

and associated data.

As referenced in Part 2 Contract Term of the original agreement, the parties have the
option to extend the agreement for up to two (2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council
approval. The Department is exercising its optiori to renew services for two (2) of the two (2) years

available.

Should the Governor and Council not authorize this request, the New Hampshire Family
Planning program would not have the ability to comply with the federal reporting requirements as
there is no other mechanism in place to collect, aggregate and report data.

Area served: Statewide

Source of Funds: CFDA #93.217, FAIN # FPHPA006511US HHS: Office of Assistant
Secretary for Health, NH Family Planning (Title X} Program Family Planning and general funds.

Respectfully submitted,

A A. Shibinette
Commissioner

The Department of Health and Human Services' Mission is io join communities and families
in providing opportunities for cilizens (o achieve health and independence.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

November 3, 2022
Lori Shibinette, Commissioner
.- Department of Health and Human Services
State of New Hampshire

29 Hazen Drive
Concord, NH 03301

Dear Commissioner Shibinette:
This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into an amendment with BOWLink Technologies, Inc., as

described below and referenced as DolT No. 2020-083A.

The purpose of this request is to continue to provide hosting and maintenance for the family
planning services data base system.

The Price Limitation will increase by $204,591 and the contract will have a new total Price
Limitation of $352,037, effective upon Governor and Executive Council approval through
December 31, 2024,

A copy of this letter must accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,

%

Denis Goulet

DG/id
DolIT #2020-083A

ce: Mike Williams, IT Manager

"Innovative Technologies Today for New Haompshire's Tomorrow™



DocuSign Envelope ID: 2308124D-9037-420B-9C4F-71F88DDDB783

State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Family Planning Database Hosting and Maintenance contract is by and between
the State of New Hampshire, Department of Health and Human Services ("State” or "Department”) and
BOWLIink Technologies, Inc. {"the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on December 18, 2020, (Item #9), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph '17, and Part 2, Contract Term
Subsection 2.2, the Contract may be amended upon written agreement of the parties and approval from
the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement and increase the price limitation to
support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
December 31, 2024

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$352,037

3. Form P-37, General Provisions, Block 1.8, Contracting Officer for State Agency, to read:
Robert W. Moore, Director.

4. Modify Part 3, Exhibit C, Price and Payment Schedule, Activity/Deliverables/Milestones Pricihg
Worksheet, to read:

ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET
ACTIVITY, DELIVERABLE, OR MILESTONE | DEHIVERASLE PS%?T%EP PRICE
PLANNING AND PROJECT MANAGEMENT
Conducl Project Kickoff Meeting Non-Software 1/15/2021 $300.00
2 |Work Plan Written 1/15/2021 $600.00
'3 |Project Status Reports Written f;fq Rfgedt $1,828.00
4 'ggﬁgicg{;‘:_ﬁgﬁ';’t‘lon igg':giir“e?ner?;s"“’p 29 | written 1715/2021 $420.00
5 | Security Plan Written 111542021 $1,200.00
6 |Communications and Change Management Plan | Written 1115/2021 $900.00
7 Software Configuration Plan Written i nfa N/A
8 Systems Interface Plan and Design/Capability Written 3/31/2021 $500.00
9 |[Testing Plan Written 3/31/2021 $500.00
10 [ Data Conversion Plan and Design Written 6/30/2021 $1,200.00
11 | Deployment Plan Written 6/30/2021 $1,000.00
12 | Comprehensive Training Pian and Curriculum Written 6/30/2021 $1,200.00
13 | End User Support Plan Written 9/30/2021 51, 00.00
BOWLIink Technologies, Inc. A-5-13 Contractor Initials L—
11/17/2022

$§8-2021-DPHS-01-FAMIL-01-A01 Page 1 of § Date
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14 1| Business Continuity Plan Written 9/30/2021 $500.00
15 | Documentation of Operationa! Procedures Written 9/30/2021 $500.00
INSTALLATION
16 | Provide Software Licenses'if needed Written n/a - software N/A
as a service
17 | Provide Fully Tested Data Conversion Software | Software 10/31/2021 $0.00
Provide Software Installed, Configured, and
18 Operational to Satisfy State Requirements E oy 10/31/2021 $0.00
TESTING
“11/19/2021
) i J {3 upload 3
19 |Conduct Integration Testing Non-Software agencies @ $6,000.00
$2,000 per)
20 | Conduct User Acceptance Testing Non-Software 9/15/2021 $0.00
21 | Perform Production Tests Non-Software 11/19/2021 $0.00
22 | Test In-Bound and Out-Bound Interfaces Software 11/19/2021 $0.00
n/a - system
is currently
23 (%_c;r;ﬂ:ct System Performance (Load/Stress) Non-Software operational N/A
° and SOC2
certified
, nfa - system
B ! i tly
Certification of 3% Party Pen Testing and ISIeUgn
24 o - - Non-Software operational - N/A
Application Vulnerability Scanning. and SOC2.
cerlified
SYSTEM DEPLOYMENT
Converted Data lLoaded into Production
25 Environment Software 1/15/2022 $2,200.00
Provide Tools for Backup and Recovery of all
26 Applications and Data Software 1/15/2022 $0.00
27 1Conduct Training Non-Software 1/15/2022 $520.00
28 |Cutover to New Software Non-Software 2/28/2022 $800.00
29 |Provide Documentation Written 13112022 $0.00
n/a - system
30 |Execute Security Plan Non-Software is currently $0.00
operational
OPERATIONS
. $2,000.00
31 | Ongoing Hosting Support Non-Software peryr. - 2 $4,000.00
years
32 | Ongoing Support & Maintenance Software EBGOIRET $17,720 bO
: year - 2 years =
. , $2000 per yr.
33 |Web Site Hosting Fee Software -3 years $4,000.00
$2,500.00
34 | Technical Support and updates Non-Software per yr. - 2 $5,000.00
years
$1,483 - Year
- 1
35 |[Mainténance and Updates Non-Software $1.527 - Year $3.010.DOSO
BOWLink Technologies, Inc. A-5-1.3 Contractor Initials
§8-2021-DPHS-01-FAMIL-01-A01 Page 2 of § Date LI/Enzs
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36 | 223;‘2?8 support based on 26,105 FPER |\ - coiware | 6/30/2021 $26.737.00
37 223;'2?3 support based on 26,105 FPER |\, cotware | B/30/2022 $42,700.00
3g |Ongoing support based on 26,105 FPER |\ cofvare | 12/31/2022 | $22,811.00
estimate
39 | Conduct Project Exit Meeting Non-Software 12/31/2022 $300.00
Cost Breakdown by State Fiscal Year
State Fiscal Year 2021 Costs $51.468
December 16, 2020 - June 30, 2021 {6 Months) !
State Fiscal Year 2022 Costs $63.985
July 1, 2021 - June 30, 2022 {12 Months) !
State Fiscal Year 2023 Costs $121.131
July 1, 2022 - June 30, 2023 {12 Months) i
State Fiscal Year 2024 Costs $63.985
July 1, 2023 — June 30, 2024 (12 Months) ;
State Fiscal Year 2025 Costs $51 468
July 1, 2024 - Dacember 31, 2024 (6 Months) '
TOTAL PROJECT COST . $352,037

BOWLink Technologies, Inc. A-8-1.3
$8-2021-DPHS-01-FAMIL-01-A01 Page 3of5

:o's
Coniractor Initials

Date 11/17/2022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective December 31, 2022 upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

11/17/2022
Date

11/17/2022
Date

BOWLink Technologies, inc.
$5-2021-DPHS-01-FAMIL-01-A01

State of New Hampshire
Department of Health and Human Services

i)ocuSiqned by: :
| P M. 'fn“ol
Name: Ta M. Ti1lley

Title: pirector

BOWLIink Technologies, Inc.

DocuSigned by:
| Miduoel Shlmadk
Name: el Stelmach

Title: president/ceo

A-8-1.2

Page 4 of 5
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The preceding Amehdment, having been reviewed by this office, is approved as to form, substance, and
execution.

|
OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
11/21/2022 _ Il ?hljvp Gunvino
Date . NameRotyii Guarino

Title: attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date : Name:
Title:
BOWLIink Technologies, Inc. ' A-5-1.2

55-2021-DPHS-01-FAMIL-01-A01 Page 501 5
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State of New Hampshire
Department of State

CERTIFICATE

[, David M. Scanlan, Secretary of State of the State of New Hampshire, do ﬁcrcb_v certify that BOWLINK TECHNOLOGIES is
. a Massachuselts Profit Corporation registered to do business in New Hampshire as BOWLINK TECHNOLOGIES
INCORPORATED on November 23, 2020. | further certify that all fees and documents required by the Sceretary of State's office

have been reccived and is in good standing as far as this ollice is concerned.

Business [D: 856568
Certificate Number: 0005897082

IN 'I‘ES'I'[MON\; WHEREOF,

I hereto set my hand and cause 1o be aftixed
the Seal of the Stale of New Hampshire,
this 15th day of November A.D. 2022,

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

1, Suzanne R. Stelmach hereby certify that
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory})

1. 1 am a duly elected Secretary of ____BOWIink Technologies, Inc.___.
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meating of tha Board of Directors/shareholders, duly calied and
held on _November 1_, 2022 , at which a quorum of the Directors/shareholders were present and voting.
(Date)

VOTED: That _Michael P. Stelmch, President/CEQ
{Name and Title of Contract Signatory)

is duly euthorized on behalf of _BOWink Technologies, Inc._ to enter into contracts or agreements with the State
{(Name of Corporation/ LLC)

of New Hampshire and any of its agenclés or departments and further is authorized to executs any and alt
documents, agreements and other instruments, and eny amendments, revisions, or modifications theretn, which
may In his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificats is attached. This authority remains valld for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated end that they have full authority to bind the corporation. To the.extent that there are any
limits on the authority of any listed individual to bind the corporation in Goptre ith the Etatp-pf New Hampshire,
all such limitations are expressly stated herein.

Dated:__11/14/2022__

Rev. 03/24120
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‘ BOWLINC-01 _____MRAND
ACORD CERTIFICATE OF LIABILITY INSURANCE 2022

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statement on
this certificate doos not confer rights to the certificate holder in lieu of such endorsement(s),

PRODUCER
AAA Northeast Insurance Agency, Inc.

110 Royal Little Dr.
Providence, RI 02904

CgNT}.\CT

[ P ne:(401) 868-2083

T oo, Exty; (800) 2224242
]

INSURER[S} AFFORDING COVERAGE NAIC ¥
wsurer o :Hartford Ins Company of Illinois 38238
INSURED wsurer g Sentinel Ins Co 11000
BOWLINK INC insurer ¢ : Miscellaneous Brokered Business
6 Bates Crossing INSURER D :
Webster, MA 01570 ——
INSURERF ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

e TYPE OF INSURANCE PRy POLICY NUMBER RO e | OB PN LIMITS
A COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE s 1,000,000
CLAIMS-MADE D OCCUR 0258MAM3081 311812022 | 311872023 | BAMAGETORENTED 3 1,000,000
(- MED EXP {Any one person) 5 10,000
] PERSONAL & ADVINWRY _ | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2,000,000
[ Jrover ]38 [ o PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER; s
| auTomoBILE LABIITY COMBINED SINGLE LIMIT 4
| |anvauto BODILY INJURY (Par person) | $
- SO ony ROTGQULED BODILY INJURY (Per accident)| $
R ROTREES | er acecent o s
3
UMBRELLA LIAB OCCUR EACH OCCURRENCE s
EXCESS LIAB CLAIMS-MADE AGGREGATE s
DED | | RETENTION § $
B | s, - EoRnae | 1o
P —— (. 02WECADOCF4 318/2022 | 3182023 | opei acoment . 300,000
Ridngaton 1o R & UO=CT ne E.L DISEASE - EA EMPLOYEH] § 100,000
1f yes, dascribs under 500.000
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | § !
C |Cyber Liability CYB105596 R2 1/2212022 | 112212023 2,000,000

) DESCRIPTION OF OPERATIONS / LOCATIONS f VEHICLES {ACORD 101, Addltional Remarks Schedule, may ba attached If mor; space is required}

CERTIFICATE HOLDER

CANCELLATION

Stato of NH

Departmont of Health and Human Services
129 Pleasant St.

Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WiTH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

c=2A

ACORD 25 (2016/03}

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501 1-B00-852-3345 Ext 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Lorl A. Shibineite
Commisstoner

Lisa M. Morrls
Dlrectar

November 23, 2020

His Exceltency, Governor Christopher T. Sununu
and the Honorable Council
State House

Concord, New Hampshire 03301
REQUESTED ACTION

_ Authorize the Department of ‘Heaith and Human Services, Division of Public Health
Services, to enter into a Sole Source contract with BOWLink Technologies, Inc. (VC#220007),
Webster, MA in the amount of $147,446 to provide the implementation, hosting and maintenance
of a data base system for family planning services, with the option to renew for up 1o two (2)
additional years, effective upon Governor and Council approval through December 31, 2022. 68%

. Federal Funds and 32% General Funds.

Funds are available in the following accounts for ‘State Fisca! Year 2021, and are
anticipated to be available in State Fiscal Years 2022 and 2023, upon the availability and
continued appropriation of funds in the future operating budget, with the authority 10 adjust budget

line items within the price. limitation and encumbrances between state fiscal years through the

Budget Office, if needed and justified.

05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES ‘DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM

State Class /

Fiscal Year Account Class Title Joh Number Total Amourllt
2021 102-500731 ° | Contracts for Prog Sve 90080004 $32,855
2022 102-500731 Centracts for Prog Sve 90080004 $45,372
2023 102-500731 Contracts for Prog Svc 90080004 $22,686

' Subtotal $100,913

05-95--090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY

PLANNING PROGRAM
Fisf;?t\erear A‘i:‘c?:jr:t _ Claﬁs Title Job Number Total Amount
2021 | 103-502507 | C°""a°s'zr'j;gi°f’a“°” 90080208 - $18,613
2022 | 103-502507 Contracts for Operation | . g0080208 $18,613
“The Depariment of' hca:if} and Human Services’ MisSion is to join communitics and familics

in providing opportunitics for citizens to achicve health and independence.
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2023 |.103-502507 °°""3°és for Operation | -g4480208 ' $9,307
A arvices i
Subtotal $46,533
' Total $147,446
EXPLANATION

This request is Sole Source because the data base system provided by the Contractor is
the only data system available that fulfills the federal reporting requirements set by the Health and
Human Services Office of Population Affairs. The system allows for the collection, aggregation
and reporting of program specific data from the Depariment’s nine (9) Family Planning ‘Services
subrecipient health care agencies (clinical service sites) on demographic and social
characteristics of clients and their use of family planning and related preventive health services.
All data are presented in summary form, which protects the confidentiality of individuals who
receive family planning services as required by 42 CFR Part 59, Dala collected has multiple uses;
which include monitoring performance and compliance with statutory requirements, fulfilling
federal accountability and performance reporing requirements, and guiding programmatlc
activities. ;

The purpose of this request is to enable the New Hampshire Family Planning Program to
analyze subrecipient data as required under the federal grant. This data not only meets the federal
requirements (45 Code of Federal Regulations (CFR) Part 742 and 45 CFR Parl 923) of the
program but also provides the Department with invaluable data to enhance the program’s ability
to reduce health disparilies among reproductive age individuals by identifying opportunities for
improvemenl. The data helps 10 ensure that preventative and reproductive health services are.
provided slatewide to all individuals of reproductive age, with emphasis on low income individuals.
The data system allows the program to monitor access of reproductive health services including
contraception, pregnancy testing and counseling, achieving pregnancy, basic infertility services,
preconception health.and prevention testing and treatment of sexuvally transmitted diseases. The
data collected from the data system enables the program to promole and improve the services
provided by subrecipients.

The Contractor will obtain data from all Family Planning Services subrecipient health care
agencies, which serve approximately 18,000 vulnerable and low-income individuals throughout
New Hampshire from January 1, 2021 to December 31, 2022.

The Contractor will maintain and provide the data base system, project management,
training, technical support, data collection, customer service, and repont generation. BOWLink
Technologles Inc. will alsorassist in the program's compliance with Office of Population Affairs’
for the submission of the Family Planning Annual Report and any new updales required to the
Family Planning Annual Report by the Office of Population Affairs.

The Department will monitor contracted services using the following performance
measures

 Ensuring. timely availability of Family Planning Data Base System appfication
3 _ generated reports as well as their accuracy.

+ Ensuring technical support services will be available 7 AM to 7 PM EST., seven

(7) days per week to provide database maintenance, enhancement requests, and

" special requests while continuously available for project technical support 24 hours
per day, seven (7) day per week.
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Mis Excellency, Govemnor Christopher T. Sununu
-and the Honorable Counci
Page 30f 3 ’

¢ Managing system 'aooess to ensura secure and appropriate access to the
application and associaled data.

As referenced in Part 2 of the attached contract, the parties have the oplion to extend the
agreement for up two (2) additional years, contingent upon satisfactory delivery of services,
available funding, and Governor and Coundi! approval.

Should.the Governor and Council not authorize this request, the New Hampshire Family
Pianning program would not have the ability to comply with the federal reporting requirements as
there is no other mechanism in.place to collect, aggregate and report data. Any lapse in
contracting with BOWLInk Technologies, Inc. 1o maintain the data base system impacts the
ntegrity of annual data reporting. '

Area served: Statewide

~ Source of Funds: CFDA #93.217, FAIN # FPHPADDB407 US HHS: Office of Assistant
Secretary for Health, NH Family Planning (Title X} Program Family Planning and general funds.

Respectfully submitted,

Lori A. Shibinette
Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Cancord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

December 2, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a sole source contract with BOWLink Technologies Inc,,
of Webstier MA and as described below and referenced as DolT No. 2020-083.

This is a request o enter into an agreement to provide the continuum provision of the
operation and maintenance of the Title X (Family Planning) Region [ Data Base System as
JS! Research & Training institute, Inc. is terminating their contract for these
services. BOWLink Technologies is the only provider of a database system devoted
entirely to supporting Title X grantees and family planning organizations. The Region |
Data Base System provides the NH Family Planning Program (NH FPP) with project
management, system availability and maintenance, technical support, data analysis, system
operations, customer service, and report generation.

The amount of the contract is not 1o exceed $147,446.00, and shall become effective
upon the date of Govermor and Executive Council approval through December 31, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval. '

Sincerely,
"Denis Goulet

DG/kaf
DolT #2020-083

c¢: Michael Williams, IT Manager, DolT

"anovative Technologies Todoy for New Hompshire's Tomorrow”
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Family Planning Database Hosting and Maintenance FORM NUMBER P-37 {version 12/11/2019)
(2020-083 / $5-2021-DPHS-01-FAMIL-01)

Notice: This agreement and of] of its anachments shall become public upon submission to Governor and
Executive Council for approval. "Any information that is private, confidential or proprictary must
be clearly identificd to the agency and agreed Lo in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutuatly agree as follows:

CENERAL PROVISIONS

I. IDENTIFICATION.
1.l Stote Agency Name . 1.2 Siate Agency Address

Department of Health and Human Services 129 Pleasant Street
Concord, NH 03301

1.3 Contractor Name 1.4 Contracior Address
BOWLink Technologies, Inc. 6 Bates Xing
. Webster, MA 01570
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number ;
(508). T21-2265 05-95-90-902010-55300000 Dccemb;r 31, 2022 $147,446
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D, White, Direcior 603-271-95631
1.11 Contractor Signature 1.12 MName and Title of Contractor Signatory
—— SEYE0I0 Michael Stelmach -
Mickarl Stlmade B President/CEO
I, alc Agency Signature o 1.14 Name and Title of State Agency Signatory
DocuSigned by: patricia M. Tilley

pproval by the N.H. Department of Administration, Division of Personnel (if applicable)

Deputy Director

By: ' Director, On:

1.16 Approval bx the Autorney Géneral (Form, Substaﬁce and Execution) (if applicable)
el : catherine Pinos
By: On: 127272020
DICAZOTE IICAAE L
1.17 Approval by thc Governor and Executive Council (if applicable)

G&C ltiem number: G&C Meeting Date:

D3
Page 1 of 4 ‘Ims-
Contractor Initials

' : Datc 12/2/2020
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the ageacy identified in block 1.1
{“Swae”), cngages - contractor  identified in  block 1.3
{*Contractor™) to perform, and the Contractor shall perfarm, the
work or sale of goods, or both, identified and more particularfy
described in the attached EXHIBIT B which is incorporated
hercin by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 ‘Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval -of the Governor and
Executive Council of the State of New Hampshire, if applicable,

this Agreement, and all obligations of the parties hereunder, shall .

become effective on the date the Governor and. Executive
Council approve this Agreement as indicated in block 1.17,
- unless no sich approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the Stale Agency as shown in block 1.13 (“EfTective Date),

3.2 If the Contractor commences the. Services prior to the
EfTective Date, afl Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the Stale -shall have no lizbility 1o the Contracior,

including without limitation, any obligation to pay the .

Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
conlrary,” all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availabilily and continued appropriation of
funds affected by any state or federal legisiative or exccutive
action thal reduces, climinates or otherwise modifies Lhe
appropriation or availability of funding for this Agrccment and
the Scopc for Services provided in EXHIBIT B, in whole or in
part. In fio.event shall the State be liable for any payments
hereunder in excess of such available apprepriated funds. In the
event of a reduclion or termination of appropriated fundc the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right 10 reduce or
terminate the Services under this Agreement immediately upon
giving 1he Contractor notice of such reduction or termination.
The State shall not be required to transfer funds frem any other

account or source to the Account identified in block 1.6 in the

evenl funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The conlract price, method of payment, and terms of payment
are identificd and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contracior for all
expenses, of whatever nalure incurred by the Contractdr in the
performance hereof, and shall be the only and the compleie

Page 2 of 4

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contracior under this Agreement those
liquidated amounts required or permitted by N.H. RSA 807
through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpecied circumstances, in no
event shall the total of afl payménis authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS |
AND REGULATIONSI EQUAL EMPLOYMENT
OPPORTUNITY.

. 6. i In connection with the performance of the Services, the

Contractor shall comply with all applicable stawes, laws,

" regulations, and orders of federal, siate, county or municipal

authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In additien, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and s1atutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
propenty laws.

6.2 During the term of this Agreement, lhe Contracior shall not
discriminate against employees or applicamis for employment
because of race, calor, religion. creed. age, sex, handicap, sexual
oricnlation, or pational origin and will take affirmative action 10
prevent such discrimination.

6.3, The Contractor agrees to permit the Slatc or United States -
access (o any ofthe Contructor’s books, records ond eccounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and condmons of this
Agreement.

7. PERSONNEL.
7.1 The Contractor shall at its own expense provide aIl personnel
necessary 10 perform the Services. The Contractor warrants that
all personnct engaged in the Services shall be qualified 1o
perform the Services, and shall be properly licensed and
otherwise authorized 10 do so under all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Complétion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporalion with whom it is ¢ngaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement.
7.3 The Conlracting Officer specified in bleck 1.9, or his or her
successor, shall be the Stale’s represcntative. In the event ol any
dispule concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.

Ds .
(s
Contractor Initials
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8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the

Contractor shall constitute an event of default hereunder (PEvent -

of Default™:

8.1.1 failure to perform the Services sausl'actonly or on
schedule;

§.1.2 failure to submit any rcport required hereunder; andfor
8.1.3 failure to perform any other covenant, term or condition of
this Agreement,

8.2 Upon the occurrence of any Evcnt of Default, the State may
take any ont, or more, or all, of the following actions:

8.2.1 give the Contraclor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Eveat of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Conlractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
‘Default and suspending all paymenis 10 be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the ‘Contraclor during the
period from the date of such notice until such time as the Siate
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set ofT against any other obligalions the State may
owe Lo the Contractor any damages the State suffers by rcaeon of
any Event of Defauh; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in cquity, or
both,

8.3, No failurg by the State to enforce any provisions hereofafier
any Event of Default shall be deemed a waiver of its rights with
regard to hat Event of Default, or any subsequent Event of
Defauli. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of Lhe Contractor,

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its 'sole
discretion, terminale the Agreement for any reasen, in whole or
in par, by thiny (30) days written notice to the Contractor that
the State is exercising its option (0 terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services,.the
Cantractor shall, at the Stwle’s discretion, deliver to the
Contracting Officer, not laier than fifteen (15} days after the date
of termination, a report (“Termination Report™) deéscribing in
delail all Services performed, and the contracl price eamed, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical 1o those of any Final Report described in the attached

EXHIBIT B. In addition, al the State's diseretion, the Contraclor '

shall, within 15 days of nolice of early termination, develop and

submit to the State a Transition Plan for services under the
Agreement.

10. DATNACCESSICONFIDENTIALITW
PRESERVATION.

10.1 As used in this Agreement. the word “data™ shall mean all
information and things developed or obtained during the -
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, ali studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, COmputer programs, COmputer printouts, noles,
letters, memoranda, papers, and documents, alt whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the propenty of the State, and
shall be retumned to the Siate upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of dala shall be governed by’ N.H. RSA
chapter 91-A or other existing law.- Disclosure of data requires
prior written approval of the State. -

11. CONTRACTOR'S RELATION TO.THE STATE. Inthe
performance of this Agreement the Conitractor is in all respects
an independent contractor, and is neither azn agent nor an
employee of the State. Neither the Contracior nor any of its
officers, employees, agents or members shall have authority to
bind the Stale or receive any benelits, workers’ compensation or
other emoluments provided by the Staie 1o its employeces.

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agrcemcm without the prior writien notice, which
shall be provided to the State at least fifeen (15) days prior to
the assignment, and a written consent of the Stale. For purposes
of this paragraph, a Change of Conlrol shall “constilute
assignment.  “Change of Contrgl™ means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliaies, becomes the
direct or indirect owner of fifty percent (50%) or morc of the
voling shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale ofall or subsiantially all
of the assets of the Contractor,

12.2 None of the Services shall be subcontraclcd by the
Contractor withow prior written notice and consent of the State.
The State is entitled (o copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement o which it is not a

party.

L3. INDEMNIFICATION. ‘Unless olhcrwiée exempted by law,

*.the Contractor shall indemnify and hold harmless the State, its

officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or propenty damages,
patent or copyright infringemen, or other claims assened against
the State, ils officers or employees, which arise out of (or which
may be claimed to arise out ‘of) the acts or omissipa-of the

* Page3of4 1w
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Contractor, or subcontraciors, including but not limited 1o the
negligence, reckless or intentional conduct. The State shall not
be liable for any cosis incurred by the Contractor arising under
this paragraph 13, Notwithstanding the foregoing, nothing herein
contained shall be deemed 10 constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covemant in paragraph 13 -shall survive the
termination of this Agreement. ’

14. INSURANCE.

14.1 The Contractor shall, ‘at ils sole expense, oblam and
continuously maintain in force, and shall require any
subcontractor, or assignee 10 oblain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily. injury, death or propenty damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregalc
or ckcess; and

14.1.2 special cause of loss coverage form covering all propeny
subject 10 subparagraph 10.2 herein, in an amount nol less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be

on policy forms and endorsements approved for use in the State

of New Hampshire by the N.H. Depariment of Insurance, and .

issued by insurers licensed in the Stale of New Hampshire.

14.3 The Contractor shall furnish lo the Coniracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required undér this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agrqcmcnl no
_later than ten (10) days prior to the expiration date of cach
insurance policy. The certificate(s} of insurance and any

rencwals thereof shall be attached and are incorporated herein by °

reference.

" 15; WORKERS' COMPENSATION,
.15.1 By signing this agreement, the Contractor-agrees, certifies
and warrants that the Coritractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (~[¥orkers’
Compensation ™).
15.2 To the extent the Conlractor is subject to the requirements
_ of N.H.-RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,

payment of Workers® Compensation in conncction with.

activities which the person proposes 10 undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her suceessor, prool of Workers®
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be respensible for payment of any Workers®
Compensation premiums or for any other claim or benefil for
Conlractor, or any subcontractor or employee of Contractor,

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by centified mail, postage prepaid, in a United States
Post OfTice addressed 10 the parties at the addrcsscs given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in -writing signed by the
parlics herclo and only efier approval of such amendment,
waiver or discharge by the Governor and Exccutive Council of
the State of New Hampshire unless no such approval is required
under the.circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM., This Agreement shall |
be governed, interpreted and construed in sccordance wilh the
laws of the State of New Hampshire, and is binding upon and
inures 1o the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties (o exprcss their mutual intent, and no rule
of construction shall be appllcd agains1 or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. [n the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT

* A) and/or aitachments and amendment thereof, the terms of Lhe

P-37 (as modified in EXHIBIT A} shall control.

20. THIRD PARTIES. The panties hereto do not intend to
benefit any third parties and this Agreement shall not be
construcd to confer any such benefit.

HEADI!\CS The.headings throughout the Agreement are

. for reference purposes only, and the words contained therein

shall in'no way be held to explain, modify, amplify or aid in the
inlerpretation, construction or meaning of the provisions of this
Agreement,

22.  SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached. EXHIBIT A dre incorporated
herein by reference.

23. SEVERABILITY. In the cvent any of the provisions of this
Agreement are held by a court of competent jurisdiclion to be
conirary (o any stat¢ or {ederal law, the remaining provisions of
this Agreement will'remain in full force and effect.

?4. ENTIRE AGREEMENT. This Agreement, which may be
execuled in a number of counterparis, ¢ach of which shall be
deemed an original, conslitules the entire agreement and
understanding between the parties, and supersedes all prior
agreements and undersiandings with respect to the subject maller

which might arisc under .applicable State of New Hampshire hereof.
Workers' Compensation  laws  in conncclion  with  the
performance of the Services under this Agreement.
D3
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in
this document.

TERM DEFINITION

Notice from the State that ‘a Dchvcrable has satisfied
Acceptance Acceptance Tesl or Review.

An Acceptance Letter provides holice from the State that a |
Acceptance Letter . Deliverable has satisfied Acceptance Tests or Review.

The timeframe during which the Acceptance Test is
Acceptance Period performed.

Agreement A Contract duly executed and legally binding.

: Supplementary material that'is collected and appended at the
Attochment back of a document. '

The Vendor's employees, Contractors, Subcontractors or
other agents who need to access the State’s Personal Data to

Alotized RensoristAbscns enable lhc_Contraclor to perfonn the Services required.

Unlawful and unauthorized acquisition of unencrypted |
computerized Data that malenally compromises the securily,
confidentiality or integrity of personal information
maintained by a person or commercial entity.

: “Breach” means the loss of conwol, compromise,
Breach, Breach of Security unauthorized  disclosure,  unauthorized  acquisition,
or Data Brench unauthorized access, or any similar term referning to
situations where persons other than authorized users and for
an other than authorized purpose have access or polential
access 1o personally identifiable information, whether
physical orelectronic. Breach” shall have the same meaning
as the term “Breach™ in section 164.402 of Title 45, Code of
Federal Regulations.

Vendor personnel shall work normal business hours between
8:00 a.m. and 5:00 p.m. Eastern Standard Time, eight (8)
hour days, forty (40) hour wecks, excluding State of New,
Hampshire holidays. Changes to this schedule may be made

Business Hours/Work Hours

“State of NH Contract

Date: 12/2/2020 =
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upon agreement with the State Project Manager. State
holidays inctude: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4th, Labor Day.
Veterans Day, Thanksgiving Day, the day after
Thanksgiving Day, and Christmas Day. Specific dates will
be provided upon request.

Certification

The Vendor's writien declaration with full supporting and
written Documentation (including without limitation test
resulls as -applicable) that the: Vendor has completed [.
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review!

Change Request/Order or.CR

Formal documentation prepared for a proposed changed
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

| Commercial Off the Shelf Software
{COTS)

Commercial off-the-shelf (COTS) is a term thal references a
non-gdevelopmental computer sofiware.

Completion Date

End date for the Contract. (Sec Contract Agreement, P-37
General Provisions, Block 1.7)

Computer Sccurity Incident

“Computer Security Incident™ shall have the saime meaning
“Computer Security Incident” in section two (2) of NIST
Publication 800-6t, Computer Secunty Incident Handling
Guide, National Institute of Standards and Technotogy, U.S.
Department of Comimerce.

Siate of NH Contract
Date-12/2/2020
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Confidential Information

Information required to be kept Confidential from
unauthorized disclosure under the Contract. “Confidential
Information” or “Confidential Data” means all confidential
infonnation disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation, Protected
Health Information and Personally [dentifiable Information.

Confidential Information also includes: any and " all
information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
tn the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal faw or regulation. This
infonmation includes, but is not limited to Personal Health
Inforthation (PHI), Personally ldentifiable [nformation (PH),
Federal Tax Information (FTI), Social Secunty Numbers
(8SN), Payment Card Industry (PCI), and or other sensitive
and confidential information, '

Contract

An Agreement between the Siate of New Hampshire and a
Vendor, which creates binding obligations for each pany to
perform as specified in the Contract Documents.

Contract Agreement

-Part 1,2, and 3. The Documentation consisting of the P-37,

IT General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the.
reciprocal legal rights and duties of the parties with respect
1o the Scope of Work.

Contract Conclusion

e

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or tennination for
default. ., i

Y fa
. oy

ot

Contract Documents

Documents that comprise this Contract. (See Pan 2, IT
Provisions — Section 1.1)

State of NH Contract
Date: 12 0
Contractor’s Initials
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Contract Manager(s)

The persons identified by the Staie and the Vendor who shall
be responsible for .all Contraciual authorization and
administration of the Contract. . These responsibilities shall
include but not be limited to processing Contract
Documientation, obtaining executive approvals, tracking
costs and payments, and represcnting the parties in all
Contract administrative activities.

Contract Price

The toial, not to exceed amount 1o be paid by the Siate to the
Contractor for product and- Services described in the
Contraci Agreement. This amount is listed in Pant 1, P-37
General Provisidns - Section .8 Price Limitation.

Contractor/Contracted Vendor

.

The vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contracit.

Custom Code

Code developed by the Contracior specifically for this
' Projeci for the State of New Hampshire.

Deliverable

A Deliverable is any Wnitten, Software, or Non- Soﬂwarc
Deliverable (leter, report, manual, book, other), provided by
the Contractor to the Slale or undcr the terms of a Conltract
requirement,

Department 6f Health and Human
Services

An agency of the State of New Halﬁp;hire.

Department of Information
Technology (Dol T)

The Department of Information Technology éstablished
under RSA chapier 21-R. by the Legls[alurc effeciive
September 5, 2008.

'DHHS or Department

Departiment of Health and Human Services

Documentation

All information that describes the installation, operation and
use of the Software, including any training or network
implementation descriplions and malcrials, either i in pnntcd
or electronic formal.

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Govermor and |
Executive Council of the State of New Hampshlrc approves
the Contract.

State of NH Contract
Date:12/2/2020

Contractor’s Initials

Page 8 of 37




DocuSign Envelope 1D: 23091240-9037-420B-9C4F-71F88DDDB783

DocuSign Envelope 1D 4079226C-1951-4E70-BF 10-EF76084A2D9A

Department of Health and Human Services

Family Planning Database Hosting and Maintenance

- DPHS - 2020-083
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Eacryption

The process of conventing data to an unrecognizable or
“encrypted” form. It is commonly used 10 protect sensitive
information so that only authorized parties can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the Intermnet.

Enhancements

Updates, additions, modifications 10, and new releases for
the Software or System, and all changes (o the
Documentation as a result of Enhancements.

Fully Loaded

Rales are inclusive of all allowable expenses, including, but

not limited to: meals, hoteVhousing, airfare, car rentals, car
mileage, and cut of pocket expenses.

Governor and Counci] (G&C)

The New Hampshire Govemnor and Executive Council. |

Hosting Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of penmitted users of the Sofiware.

Hosting System

The combination of hardware, software and networking.
components used by the Application Service Provider 1o
deliver the Hosting Services.

Identification and Aﬁthenticntion

Supports obtaining information about those parties
attempting 10 log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Intent to Negotinte

The purpose of the letter of intent is to ensure there is a
“meeting of the minds” on price and key terms before the
parties expend significant resources - and legal fees in
pursuing a procurement.

Invoking Party

In a dispute, the party believing itself aggrieved.

State of NH Contract 2
Dale:lZ/Z_/ZOZO

Contractor’s Initials MS
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Personnel identified by the State and by the Vendor as

Key Project Staff essential to work on the Project.
Rights to use the proprietary Sofiware, Software Updates,
License online and/or hard-copy documentation and user guides.
' The Siate of New Hampshire
Licensee

Mointenance Release

Is a release of a product that docs not add new features or
content.

National [nstitute of Standards and
Technelogy (NIST)

A unit of the U.S. Commerce Department. Formerly known

‘| as the National Bureau of Standards, NIST promotes and

maintains measurement standards. 1t also’ has active
programs for encouraging and assisling industry and science
to develop and use these slandards.

Non-Exclusive Contract

A Contract executed by the State thal does not restrict Lhe
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Software Dcliveran&

Deliverables that are .not Software Deliverables or Written
Deliverables, e.g., meelings, help support, Services, olher.

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimales to'be submitted at

Not to Exceed (NTE)- a later date. A NTE value, however, downward depending
on the changes in the scope of work or in the associated.
specifications.

The State Conltract Manager’s written direction to the
i \Y
Notice to Proceed (NTP) endor o begin work on the Contram on a given date and

time.

Open Data Formats

A file format for storing digital data, defined by a published
specification  usually maimained by a standards
organizalion, and which can be used and implemented by
anyone.

State of NH Contract
Date: 12/2/2020
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Software that guarantees the user unrestricted use of the
Software as defined.in RSA chapter 2I1-R:10 and RSA

Open Source Software chapter 21-R:1 1.

Specifications for the encoding and transfer of computer
Data that is defined in RSA chapter 21-R:10 end RSA

OpeniStindands chapter 21-R:13.

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily

Operating System operations.

Operational means that the System is operating and fully
- functional, all Data has been loaded; the System is,available |-
Operational - for use by the State in its daily operations; and the Staie has
issued an Accepiance Letter,

The order in which Contract/Documents controf in the event
of a conflict or ambiguity. A term or condition in a document
Order of Precedence conirols over a conflicling or ambiguous term or condition
in a document that is lower in the Order of Precedence.

.The Contractor and the Siaie of New Hampshire
Partics coliectively.

“Personally ldentifiable Information™ (or “PII") means
information which can be used to distinguish or trace an
individual’s identity, such’ as their name, social security
number, personal information as defined in RSA 359-C:19,
Personal Data biomeiric records, clc., alone, or when combined with other
personal or identifying information which is linked or
linkable {0 a specific individual, such as date and place of
birth, mother's maiden name, etc.

The planned undertzking regarding the entire subject matter
of an RFP.and Coniract and ihe activities of the parties

Proj
oject related hereto.

Portion of payment 10 a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencigs

Project Holdback - it

Siale of NH Coniract

Date12/2/2020 o3
Contractor’s Initials | MmS
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Project Management Plan

A document that describes the processes and methodology
1o be emplayed by the Vendor to ensure a successful project.

Project Manager(s)

"The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requesis (CR) utilizing the
Change Control Procedures (CCP).

Project Staff

State personncl assigned to work with the Vendor on the
Project.

Project Team

The group of State employees and Vendor’s personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budgel and 10 the required
Specifications and quality.

Proposal

The subinission from a Vendor in response 1o the Request
for-a Proposal or Statement of Work.

‘Review

The process of Reviewing Deliverables for Acceplance.

Review Period

The period set lor Review of a Dcliverable. If none is
“specified then the Review Period is five (5) business days. .

The dates described in the Work Plan for deadlines for
performance of Services and other Pro;ecl events and

thEdmc activities under the Contract.

The work or labor to be performed by the Vendor on the
Services Projeci as described in the Contracl.

All Custom, SAAS and COTS Software provided by the
Software Vendor under the Conltract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

Software License

Licenses provided to the State under this Contract,

State of NH Contract
Date:12/2/2020
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Software-as-a-Service (Saa$)

The capability provided to the State to usé the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various clicnt devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying- cloud infrastructure
including network, servers, Operating Systems, slorage ‘or
cven individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Solution

The Solution consisis of the total Solution, which includes,
without limitation, Sofiware and Services, addressing the
requirements and terms of the Specifications. The off-the-
shell Soliware and configured Software customized for the
 State provided by the Vendor.

Specifications

The writien Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal, the-
Contract, any performance standards, Documentation,
applicable State and federa) policies, laws and regulations,
Siate technical standards, subsequent Siate-approved
Deliverables, and “other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a pant of the Contract as though
completely set forth herein.

State Data-

All Data created, reccived from or gaihered by the
Contracior or Subcontractor on behalf of the State or in any
way originating with the State, and all Data that is (he output
of computer processing of or other clectronic manipulation
ofany Data that was created by or in any way originated with
the State. whether such Data or output is stored on the State's
hardware, the Contractor’s hardware or. subcontractor's
hardware, a hosted cloud solution or exists in any system
owned, maintained or otherwise controlled by the State or by
the Contractor.

State Fiscal Ycear (SFY)

The New Hampshire State Fiscal Year extends from July Ist
through June 30th of the following calendar year.

State of NH Contract
Date:12/2/2620
Contractor’s Initials
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State Project Leader

State’s representative with regard to Project oversight.

State's Confidential Records

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including buinot limited to RSA chapter 91-
A: Access to Governmental Records and Mectings.

State’s Project Manager (PM)

| Sate’s representative with regard to Project Management

and technical maiters. Agency Project Managers are
responsible for Review and Accepiance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles-and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separale Contract with or on
behalf of the Vendor. . -

Support Services

The maintenance and technical support services provided by
Contractor to the State during the Term of the Contract.

System

All Soflware, specified hardware, and initerfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

System Maintenance -

The various forms of computer or server maintenance
required o keep a computer system running properly.

Technical Authorization

Direction 10 a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contraci from the Effective Date through
Contract Conclusion or tennination.

State of NH Contract
Date:12/2/2020
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Transition Services

Services and support provided when the Vendor is
supporting sysiem changes.

Vendor/Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the Siate and who is responsible for the
Services and Deliverables of the Contrac.

Yerification

Suppons the confinnation of authority (o enter a computer
system application or network.

Warranty

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost 1o the buyer or user. It also
delineates the nghts and obligations of both parties in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Vendor is responsible
for providing & guarantee.. for products and Services
delivered as defined in the Contraci.

Warranty Releasc

Code releases that arc done during the Warranty Period.

Warranty Scrvices

The Services to be provided by the Contracior during the
Warranty Period.

Work For Hire

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
cominissioned for usc as a contribution o a collective work.
Such work is considered the sole property of the State.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activitics and events to be performed and Dcliverables
10 be produced under the Project as specified in Appendix C:
System Requiremenis and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
lasks/activitics, Deliverables, cnritical evenis, 1task
dependencies, and 1he resources that would lead andfor
participate on each task.

Written Deliverables

Non-Softlware Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

State of NH Conlract
Datc:l}/Z/ZOZO
Contractor’s Initials

=

Page 15 of 37




DocuSign Envelope 1D: 2309124D-9037-4208-9C4F-71F88DDDB783

DocuSign Envelope 10; 4D79226C-39514E70-8F 10-EF 76084A2D9A

Department of Health and Human Services
Family Planning Database Hosting and Maintenance

DPHS - 2020-083
PART 2 = INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and berween the State of New Hampshire, acting through the New Hampshire
Department of Health and Human Services (“Siate") and BOWLink Technolegies, Inc. (“Contracior™), a
Massachusetts Corporation, having its principal place of-business at 6 Linden Lane, Auburn, MA 01501.

The Contractor shall provide hosting and mainienance of the Department of Health arid Human Services,
Maternal and Child Health, Family Planning Data Base; as well as provide project management, technical -
support, data analysis, systemn operations, customer scrvice and report generation.

RECITALS

Whereas, the State desires to have the Contractor host and maintain the State’s Family Planning Program
Data Base, provide technical support, data analysis, system operations, customer service and generale
reports. Additionally, the Contractor shall provide project management services to the Stale to ensure
_ consistent and timely management of all activities across multiple organizalions and associated Services
fot the State.

Whereas, the Family Planning Program (FPP) serves individuals , especially those at or below two hundred
fifty (250) percent of the Federal Poverty Level (FPL), in need of family planning and reproductive health
care services, including individuals who_ are eligible and/or are receiving Medicaid services, and un-
insured individuals through agreements with program sub-grantecs. '

Whereas, the State of NH requires all program sub-graniees submit aggregate data through a Family
Planning Electronic Record (FPER). The data submitted into the FPER is analyzed and reporis are
generaied.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS -

1.1, .Contract Documents
This Contract Agreement DPHS - 2020-083 is comprised of the following.documems:

A. Pan | - Form P-37 General Provision
B. Pan 2 - Infonnation Technology Provisions
C. Part 3 - Exhibits

Exhibit A - S;pccial Provisions
Exhibit B - Scope of Services

State of NH Contract
Date:12/2/2020
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Exhibit C - Price and Payment Schedule
- Exhibit D — Administrative Services
Exhibit E - Implementation Services - (Not Applicable)
Exhibit F — Testing Services
Exhibit G — Maintenance and Suppon Services
Exhibit H — Requirements
Exhibit 1 -~ Work Plan
Exhibit ) — Software Agreement
Exhibit K — Warranly and Warra:}ty Services
Exhibit L - Training Services - (Not Applicable)
 Exhibit M - Agency RFP with Addendums, by reference - (Nol Appllcable)
Exhibit N - Vendor Proposal, by reference - (Not Applicable)
Exhibit O - Certificates and "Attachmenis

Exhibit P — DHHS Information Security Requirements
1.2.  Order of Precedence

In the eventi of conflict or ambiguity among any of the text of the Contract Documents,
the foliowing Order of Precedence shall govern:

i.  State of New Hampshire, Déparlment of Health and Human Services Contract
Agreement DPHS - 2020-083, including Pants [, 2, and 3.

2. CONTRACT TERM

2.1. The Contract and all obligations of the parties hereunder shall become et'fectwe after full
execution by the parties, and the receipt of required governmental approvals, tncludlng,
but not limited to, Governor and Executive Council of the State of New Hampshire
approval ("Effective Date™).

2.2, The Contract shall begin on the Effective Date and etlcnd through the date indicated in
Pant 1, P-37 General Provisions - Block |.7: Completion Date. The Tern may be extended
up io two (2) years, (“Extended Term”) at the sole option of the State, subject to the parties
prior written Agreement on applicable fees for each extended term, up to but not beyond
December 31, 2024 under the same lerms and conditions, subject to approval of the
Govemor and Executive Council.

2.3.  The Contractor shall commence work upon issuance of a Notice to Proceed by the Siate.

Saie of HCo(l)ltracl }

Date:12/2/202 os
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24.

2.5.

The State does not require the Contractor 10 commence work prior to the Effective Date;
however, if the Contracior commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed al the sole risk of the Contractor. in the event that
the Contract does not become efTective, the State shall be under no obligation 1o pay the
. Contractor for any costs incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract. : ‘

Time is of the essence in the performance of the Contracior’s obligation under the
Contract.

3. COMPENSATION

1

3.2..

Contract Price

The Contract Price is'identified in, Pact |, P-37 General Provisions - Block 1.8: Price
Liniitation. 'Method of payment and tenms of paymeiit are identified and more panicularly
described in Part 1, P-37 - Section 5: Contract Price/Price Limitation/Payinent, and Pan 3
- Exhibit C; Price and Paymem Schedule,

Non-Exclusive Contract

The State reserves the right, at its discretion, 10 re1ain other Vendors to provide any of the

Services or Deliverables identified under this procurement or make an award by item, part

or portion of an item, group of items, or.total Proposal. The Contractor shalt not be

responsible for any delay, act, or omission of such other Contractors, except that the

Contractor shall-be responsible for any delay, act, or omission of the other Vendors if such
" delay, act, or omission is caused by or due to the fault of the Contracior.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisling of both the Contractor
and -State personnel. © The Coniractor shall provide all necessary resources to perform its
obligations under the Contract. The Contractor shall be responsible for managing the Project to
is successful completion. .

4.1.

. Contractor’s Contract Manager :

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contraci Manager is:

Michael P. Stelmach
6 Bates Xing

State of NH Contract
Date: 12/2/2020
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4.2,

Webster, MA 01570 ' '
Tel. 774-272-0313

Email: mstelmach(@health-e-link.net

Contractor’s Project Manager

4.2.1.

4.2.2.

4.2.3.

4.24.

The Contractor shall assign a Project Manager who meets the requirements of the
Contracl. The Contractor’s selection of the Project Manager shall be subject to
the prior written approval of the State. The State's approval process may include,
without limitation, at the State’s discretion, review of the proposed Contractor's
Project Manager's resume, qualifications, references, and background checks,
and an interview. The Siate may require removal or reassignment of the
Contraclor's Project Manager who, in the sole judgment of the State, is found
unaccepiable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified 1o perform the obligations
required of the position under the Contraci, shall have full authority to make
binding decisions under the Contract, and shall function as the Coniractor's
representative for all administrative and management matters. The Conlracior’s
Project Manager shall perform the required duties under this Contract and all
duties shall be outlined in the Work Plan, titled Contractor Roles and
Responsibilities. The Contractor’s Project Manager must be available to promptly
respond during nonnal Business Hours within two (2) hours 1o inquiries from the
State, and be at the site as needed. The Contractor’s Project Manager must work
diligently and use his/ her best efforts.on the Project.

The Contractor shall not change ils assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contracior's Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2° — Information
Technology Provisions, Section 4.2: Contract Project Manager, and in Part 2 -
Information Technology Provisions, Section 4.6: Reference and Background
Checks, below, The Coniractor shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the departure of the prior
Contractor's Project Manager, and the Conltractor shall continue during the ten
(10} business. day period to provide compctent Project management Services
through the assigninent of a qualified intenm Project Manager.

Notwithstanding any other provision of ihe Coniract, the State shall have the
oplion, at its discretion, 10 tenninate the Coniract, declarc the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Coniractor Project Manager ineeting the requirements and terms of the Contract.

State of NH Contract
Date:12/2/2020
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4.3.

4.2.5. Contractor Project Manager is:

¥

Erin Stelmach .
53 Five Mile River Road
Putnam, CT 06260
Tel. 774-272-2800

Email: mailto:estelinach{@health-e-link.net

Contractor’s Key Project Staff

43.1.

4.3.2.

4311

The Contractor shall assign.Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth within this contract and in Attachment 1. Business Sysiem and Technical
Requirements. - The State may conduct reference and background checks on the
Contractor's Key Project Staff. The State reserves the right to require removal or
reassignment of the Contractor’s Key Project Staff who are found unacceptable
to the State. Any background checks shall be perfonned in accordance with Part
2 — Information Technology Provisions, Scction 4.6: Background Checks.

The Coniracior shall not change any of the Contracior’s Key Project StafT
commilments without providing the State written justification and obtaining the
prior written approval of the Siate. Siate approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor’s Key Project Staff shall have comparable or
greater skills than of the Contractor’s Key Project StafT being replaced; meet the
requirements of this Contract, including but not limited to the requirements sct
forth in Attachment 1. Business System and Technical Requiremenis, dnd be
subject to reference and background checks described in Pan 2 — Information
Technology Provisions, Section 4.6 Reference and Background Checks.

Notwithstanding any other provision of the Contract to the contrary, the State
shall have ihe option 1o terininate the Contract, declare the Contractor in default |
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff mecting Lhe requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff.

4.3.3.1. The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

Chad McCue, Software Developer

Grace Chan, System Administrator

State of NH Contract
Date:12/2/2020
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4.4.  State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

Rhonda Siegel, Administrator

29 Hazen Drive

Concord, NH 03301

Tel. 603-271-4516

Emai): Rhonda.sicgel@dhhs.nh.gov

~ 4.5. State Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager's duties
shall include the following: - .

Leading the Project;
b. Engaging and managing all Contractors;
¢. Managing significant issues and nisks;
d. Reviewing and accepting Contraci Deliverables;
¢. [nvoice sign-offs; -
f. Review and approval of Change Request; and

g. Managing stakeholders’ concerns.
4.5.2. The State Project Manager is:

Haley Johnston, Family Planning Program Manager
29 Hazen Drive

Concord, NH 03301

Tel, 603-271-0061

Email: Haley.Johnslon@dhhs._n}'\.gov

4.6. Reference and Background Checks

46.1. The Contractor shall conduct crimninal background checks and not utilize any
* staff, including Subcontraciors, 1o fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including bul not limited to criminal

fraud, or othenwise convicied of any felony or misdemeanor offense for which

State of NH Contract

Date:12/2/2020 5
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incarceration for up to | year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the importance of securing the State’s
- informatidn among the Coniractor’s employees and agents.

4.6.2. The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The,
State shall mainiain the Confidentiality of background screening results in
sccordance with Part 2 - Information Technotogy Provisions, Section 11: Use of

* State’s Information, and Confidentiality.

5. DELIVERABLES

S.L

5.2

5.3.

The Contractor’s Responsibilities

5.1.1. The Contractor shall be solely responsible for meeting all requirements, and tenns
and conditions specified in this Contract, regardless of whether or not a
Subconiractor is used.

Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in accordance
with Part 3 — Exhibit B: Scope of Services. Upon its submission of a Deliverable or
Service, the Contractor represents that it bas performed its obligations under the Coniraci
associaled with the Deliverable or Services. '

Non-Software and Written Deliverables Review and Acceptance

After receiving written Centificalion from the Contracior that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the Siate will Review the
Deliverable 1o determine whether it meets the Requirements outlined in Part 3 — Exhibit
B: Scope of Services. The State will notify the Coniractor in writing of ils acceptance or
rejection of the Deliverable within five (5) busincss days of the State’s receipt of the
Contracior's written Certification. [ the State rejects the Deliverable, the State shall
natify the Contractor of the nature and class of the Deficiency and the Contractor shall
correct the Deficiency within the period identified in the Work Plan, If no period for the
Contractor’s correction of the Deliverable is identified, 1he Contracior shall correcl the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the
Review Period up 10 five (5) additional business days. If the Contractor fails o correct
the Deficiency within the allotted period of time, the State may, al its option, continue
reviewing the Deliverable and require the Coniractor to continue uatil the Deficiency is
corrected, or immediately 1erminate the Contract, declare the Contractor in default, and
pursue ils remedies at law and in equity.

State of NH Contract
Date;12/2/2020
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Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly descnbed in Part 3 — Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

[/ SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1.

7.2

7.3.

7.4.

1.5.

Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Part 3 ~ Exhibit D: Administrative Services.

Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contracl, and particularly described in Part 3 — Exhibit E: Implementation Services.

Testing Services

The Contractor shall perform.testing Services for the State set forth in the Contract, and
particularly described in Part 3 — Exhibit F: Testing Services.

Maintenance and Support Services
The Contractor shall provide the State with Meintenance and support Services for the .

Software set forth in the Contract, and panticularly described in Part 3 — Exhibit G: System
Maintenance and Support. ;

Warranty Services

The Contractor shall provide the Siaic with warranly Sérvices set forth in the Contract,
and panticularly described in Pact 3 - Exhibit K: Warranty & Warranty Services.

Siate of NH Contract

¢33
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7.6.

Training Services

The Contractor shall pravide the State with training Services set forth in the Contract, and
particularly described in Pan 3 — Exhibit L: Training Services. .

8. WORK PLAN DELIVERABLES

8.1.

8.2,

83.

8.4.

8.5,

8.6.

The Contractor shall provide the Siate with a Work Plan that shall include, without
limitation, a detailed description of the Schedule, tasks, Delwcrables major milestones,
task dependencies and payment Schedule.

The initial Work Pian shall be a separate Deliverable and is set forth in Part 3 — Exhibit I
Work Plan. The Contractor shall update the Work Plan as necessary, no less than yearly,
to accurately reflect the siatus of the Projéct, including withour limitation, the Schedule,
tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any
such updates to the Work Plan must.be approved by the State, in writing, prior to final
incorporation into Part 3 — Exhibit I: Work Plan. The updated Part 3 — Exhibit I: Work
Plan, as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Part 3 — Exhibit I: Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from
the Contractor's failure to perform its obligations uader the Contract, including, without
limitation, performance in accordance wilh the Schedule.

- Inthe evem 6fany delay in the Schedule, the Contractor must immediately notify the State

in writing, identifying the narure of th¢ delay, i.c., specific aclions or inactions of the
Contracior or the Statc causing the problem; ils estimated duration period to
reconciliation; specific actions that need 10 be taken 1o correct the problem; and the
expected Schedule impact oo the Project.

In the event additional time is required by the Contractor lo correct Deficiencies, the
Schedute shall not change unless previously agreed in wriling by the State, except that the
Schedule shall automaticaily extend on a day-to-day basis to the extent that the delay does
nol result from the Coniractor’s failure 10 fulfill its obligations under the Coniract. To the
extenl that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the Staie shall have the option to terminate the
Contract for default, at its discretion, ifit i is dissatisfied with the Vendor's Work Plan or
clcmcnts within the Work Plan.

9. CHANGE ORDERS

9.1,

The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Infonnation
Technology. Within five (5} business days of the Contractor’s receipt of a Change Order,

State of NH Contract

Contractor’s Initials

o3

MS Page 24 of 37



DocuSign Envelope 10: 2309124D-9037-420B-9C4F-71F88DDDB783

DocuSign Envelope ID: 4D79226C-3951-4E70-BF 10-EF76084A205A

Department of Health and Human Services
Family Planning Databasc Hosting and Maintenance

: _DPHS - 2020-083
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

9.2.

9.3

the Contractor shall advise the State, in detail, of any impact ‘on cost (e.g., increase or
decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shali
attempt to respond to the Contractor's requested Change Order within five (5) business
days. The State Agency, as well as the Depanment of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the pames are unable (o reach an Agreement in writing.

_All Change Order requests from the Contractor to the State, and the State acceptance of
the Contractor’s estimate for a State requested change, will be acknowledged and

responded to, cither acceptance or rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1,

10.2.

Software Title

10.1.1. Upon successful completion and/or tenmination of the lmplementation of the
Project, the Contractor shall own and hald'all, title, and rights in any Software
modifications developed in conncction with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and iheir
associated Documentation including- any and all performance énhancing
operational plans and the Contractors’ special utitities. The Contractor shall )
license back to the State the right 1o produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

]

10.1.2. In no event shall the Vendor be precluded from developing for itself, or for others, .
materials that are competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use ils general knowledge, skills, experience,
gnd any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its perforinance under this agreement.

State’s Data and Property

All rights, title and interesl in State Data shall remain with‘the State. All data and any
properly which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the State upon demand or upon termination of this Agreement for any reason. The
Contractor shall not access State user accounts or State data, except:

State of NH Contract
Date: 12/2/2020
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10.3.

10.2.1.
10.2.2.
10.2.3.
10.2.4.

In the course of Data center operations;
In response to service or technical issues;
As required by the express terms of this Contract; or

At the State’s wrilten request.

Data Migration Services

Upon termination, cancellation, expiration or other conclusion of the Contract; the Parties
agree lo cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor 1o NH DHHS and, if applicable, the vendor engaged by NH DHHS to
assume the Services previously performed by the Contractor (for this section known as
“Recipient™).

10.3.1.

10.3.2;

10.3.3.

10.3.4.

10.3.5.

The Contractor shall use reasonable efforts (o assist Recipient, in connection with *
the transition from the performance of Services by the Contractor and its Affiliates

o the performance of such. Services, which may include assistance with the

transfer of records, migration of historical daia, the transition of any such Service

from the hardware, sofiware, network and telecommunications equipment and

internei-related informatiori lechnology infrastructure (“[nternal IT Systems™) of
Contractor to the Iniernal IT Systems of Recipient and cooperation with and

assistance to any third-party consultants engaged by Recnplem in connection with

such transition (“Migration Services”), taking into account the need to minimize

the cost of such migration and the disruption 1o the ongoing business activilies of |
the Parties hereto and their Affiliates.

iF a system, database, hardware, software, and/or sofiware licenses (Tools) was
purchased or created to manage, track, and/or store NH DHHS data in relationship
to this conract said Tools will be inventoried and rerumed to NH DHHS, along
with the inventory document, once migration of NH DHHS data is complete.

The intemal planning of the Migration Services by the Contracior and its Affiliates
and Migration Services shall be provided-1o Recipient as set forth in Section 3 of
this Contract. Any such Migration Services shall be deemed to be Services for

purposes of this Contract.

Should the data migration exiend beyond the end of the Contract, the Contractor
and its affiliates agrec Contract Security Requirements, and if applicable, NH
DHSS Business Associates Agreement terms and conditions remain in effect until
the Data Migration is accepled as complete by NH DHHS.

I the event where the Coniractor has comingled Confidential Data and the
destruction or migration is not feasible, the Statc and Contractor will jointly
evaluate regulatory and professional standards for retention requirements prior to
destruction.

State of NH Contract
Date: 12/2/2020
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10.4.

10.5.

10.6.

10.3.6. If the pamcs identify Confidential Data that will not be mlgratcd and must be
destroyed, the Contractor shall comply with Exhibit P, DHHS Information
Security Requirements; regarding disposition of Confidential Data,

Completion of Services

10.4.1. Each service or migration phase shall be deemed completed (and the migration
process finalized) at the end of the 10th day after the product, resulting from the
Service, is delivered to the recipient in accordance with the mutually agreed upon
migration plan, unless within said 10-day tern the Contractor notifies NH DHHS
of an issue requiring additional time to complete said product.

Disagreement over Service's Results
2

10.5.1. In the event NH DHHS is not satisfied with the resuiis of the Service, NH DHHS
shall notify the Contractor, by email, stating the reason for the lack of satisfaction
within 10 business days of the final product or at any time during the data
migration process. The Parties shall discuss the actions 1o be taken to resolve the
disagreement or issue. If an agreement is not reached; at any time NH DHHS shall
be entitled 10 initiale actions in accordance with Part 3, Section 1.8 Breach of
Data.

Cbntractor‘s Materials

10.6.1. Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, matenals that are competitive with, or similar 1o, the Deliverables,
In accordance with the provision of this Contraci, the Contractor shall not
distribute any products containing or disclose any State Confidential Information.
The Contractor shall be free to use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memornization of the State Confidential
Information by the Coniractor employees or third party consultants engaged by
the Contracior.

10.6.2. Without limiting the foregoing, the partics agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hampshire RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and pelit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personne! practices, financial information; test questions, scoring keys
and other examination data use to administer a licensing examination,
¢xamination for employmenl, or academic examination and personnel, medical,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable informalion that is privale in nalure.

State of NH Contract
Date:12/2/2020
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10.7,

10.8.

10.9.

State Website Copyright

. WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copynghi
to all Data and information, shall remain with the Siate. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or infonnation shall, where
applicable, display the Siate’s copyright.

Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
1o use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor’s proprietary Software code,

Survival

This Contract Agreement Part 2 - Information Technology Provisions, Section 10.
Intellectual Property shall survive the tennination of the Contract.

11.  USE OF STATE’S INFORMATION AND CONFIDENTIALITY

11.1,

11.2,

Use of State’s Information

In' performing its obligations under the Contract, the Contractor may gain access 1o
information of the State, including State Confidential Information. “'State Confidential
Information™ shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemplions). The Contractor shall not use the
State Confidential Information developed or obtained during the perfonmance of, or
acquired, or developed by reason of the Contracl, except as directly connected to and
necessary for the Contractor’s performance under the Contract.

State Confidential Information

11.2.1. The Contractor shall maintain the Confideniiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively
“release™), all Swiasie Confidential Information that becomes available to the

State of NH Coniract
03[6:12/2/2020
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1L.3.

Contractor in connection with s performance under lhe Contract, regardless of
its form.

11.2.2. Subject to applicable federal or Siate Iaws and rcgulauons Confidential
Information shall not in¢lude information which:

2. Shall have otherwise become publiély available other 1han as a result
of disclosure by the receiving panty in Breach hereof;

‘b, Was disclosed (o the receiving party on a non-Confidential basis from
a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a resul
of an obligation in favor of the disclosing party;

c.  Is developed by the receiving party mdcpendcmly of, or was known by
* the receiving party prior to, any disclosure of such mformauon made
by the disclosing party; or’

d. s disclosed with the written consent of the disclosing party. A
receiving parly also may disciose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approva) of the State. The Contractor shall immediately notify the State if
any requesl, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
wilh the State in any effort the State undertakes 10 contest the request, subpoena
or other legal process, at no additional cost to the Siate. .

11.2.4. In the event of the unauthorized release of State Confidential Information, the

- Contractor shall immediately notify the State, and the State may immediately be

entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctive relief,

Contractor Confidential Information
Insofar as the Contractor secks (o maintain the Confidentiality of its Confidential or

proprietary information, the Contractor must clearly identify in writing all information i
claims 10 be Confidential or proprietary. Notwithstanding the foregoing, the Siate

" acknowledges that the Contractor considers the Software and Documentation to be

Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited 10, RSA
Chapter 91-A: Access to Government Records and Meetings. The Staie shall maintain

. the Confidentiality of the ideniified Confidential Infonnation insofar as it is consistent

with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Governiment Records and Meelings. In the event the State
receives a request for the infonnation identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the State will be releasing the

State of NH Contract
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11.4,

requested information. At the request of the Siate, the Contracior shall cooperate and
assist the State with the collection and review of the Contractor’s information, at no

additional expense 1o the State. Any effort to prohibit or enjoin the release of the

information shall be the Contractor’s sole responsibility and at the Contracior’s sole
expense. [f the Contractor fails to obtain a court order enjoining the disclosure, the Siate
shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor.

~ Survival

This Contract Agreement — Part 2 - Information Technology Provisions, Section 11, Use
of State's Information and Confidentiality, shall survive termination or conclusion of the
Contract,

12, LIMITIATION OF LIABILITY

12.1.

12.2,

12.3.

State

Subject to applicable laws and regulations, 'in no event shall the Siate be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability Lo the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — Part 1, P-37 General Provisions -
Block |.8: Price Limitation. .

State’s Immunity

Notwithstanding the foregoing, nothing herein conlained shalt be deemed to constitute a
waiver of the sovereign immunily of the State, which immunity is hereby reserved 10 the
State. This covenant shall survive termination or Contract Conclusion.

. Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 12:
Limitation of Liability shall survive termination or Contract Conclusion.

13.  TERMINATION

13.1.

Termination Procedure

13.1.1. Upon termination of the Contract, the State, in addition 10 any other rights
provided in the Contracl, may require the Contractor to deliver to the Siate any
property, including wnlhout limitation, Software and Written Deliverables, for
such part of the Contract as has been tenninaied.

Siate of NH Contract
Datc:12/2/2020
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13.1.2. After rcceibt of a notice of termination, and except as otherwise directed by the
Siate, the Contractor shall:

a.  The State shali be entitled to any post-termination assistance generally
made available' with respect to the Service, unless a unique Data
retricval arrangement has been cstablished as part of the Software
Llcense Agreement (SLA);

b. Stop weork under the Contract on the date, and to thc extent specified,
in the notice;

c.  Promptly, butin no event longer than thiny (30) days after termination,
tenminate its orders and subcontracis related to the work which has been
terminated and setile all outstanding liabilities and all ¢laims arising
out of such termination of orders and subcontraets, with the approval
or ratification of the Stale o the extent required, which approval or
ratification shall be final for the purpose of this Section;

d.  Take such action as the Siate directs, or as necessary to preserve and
protect the property related 1o the Contract which is in the possession
of the Contractor and in which the Siate has an interest;

¢.  During any period of Service suspension, the Contractor shall not take
any aclion to intentionally erase any State Data;

i.  In the event of 1enmination of any Service or Agreement in
entirety, the Contractor shall not take any. action to-
intentionally erase any State Data for a period of: '

o 10 days after the Effective Date of termination, if the
termination is in accordance with the Coniract period.

¢ 30 days after the Effective Date of termination, if the
tennination is for convenience.

o 60 days aller the Effective Date of termination, if the
termination is for cause.

f.  Transfertitle to the State and deliver in the inanner, at'the times, and 10
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the

. State;

g.  Provide wniten Certification to the Siate that the Contraclor has
surrendered to the State all said propeny; and

h.  Assistin Transition Services, as reasonably requested by the State at no
additional cost.

State of NH Contract
Date:12/2/2020
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14,

15.

13.1.3. Afler such period, the Contracior shall have no obligation to maintain or provide
any State Dala and shall thereafter, unless legally prohibiled, delete all State Data
in its Systems or otherwise in its possession or under its control:

a.  Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which i$ required to be
furnished to the Siate and which has been accepted or requested by the
State;

b.  The Contractor shall implemeni an orderly return of State Data in a’
CS8V or another mutually agrecable format at a time agreed (0 by the .
parties and the subsequent sécure disposal of State Daia;

¢.  The Contractor shall securely dispose of gl requested Data in all of its

forms, such as disk, CD/ DVD, backup tape and paper, when requested

- by the Siate. Data shall be permanently deleted and shall not be

recoverable, according to National Institute of Standards and

Technology (NIST)-approved imethods. Certificates of destruction
shall be provided to the Stale; and

d. Provide wriiten Centification to the Siate that the Contractor has
surrendered to the State all said property.

13.2. Survival

This. Contract Agreement — Parl 2 — Information Technology Provisions, Section 13:
Termination shall survive tenmination or Contract Conclusion,

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the Oplion of continuing under the Conltract with the Contractor, its successors or assigns
for the full remamlng term of the Contract; continuing under the Contract with the Contracior, its
successors or assigns for such period of time as deiermined necessary by the State; or immediately
terminale the Contract without hability to the Contractor, its Successors or assigns.

DISPUTE RESOLUTION

16.1.  Prior to the filing of any formal proceedings with respect to a dispute {other than an action
seeking injunclive relief with respect to intellectual property rights or Conlfidential
Information), the party believing itself aggrieved (the “Invoking Party) shall call for
progressive management involvement in the dispute negoliation by written notice to the
other party. Such notice shall be without prejudice 1o the Invoking Party’s right to any
other remedy penmitted under the.Contract.

16.2.  The parties shall use reasonablc efforts to arrange personal meetings and/or telephone
conferences as needed, al mulually convenient times and places, between negotiators for

State of NH Conlract
Date: 12/2/2020

5 z bs
Contractor’s Initials MS
[ Page 32 of 37



DocuSign Envelope 1D: 2309124D-9037-420B-9C4F-71F88DD0B783

DocuSign Envelope ID: 4D79226C-3951-4E70-BF 10-EF76084A209A

Dep.artment of Health and Human Services
Family Ptanning Database Hosting and. Maintcnance
DPHS - 2020-083

. 163,

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

the parties at the following successive management levels, each of which shall have a
period of allotted 1ime as specified below in which to attempt to resolve the dispute:

The allotied time for the first level négofialions shall begin on the date the Invoking
Party's notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other party.

TABLE 16: Dispute Reselution Respaonsibility and Schedule Table’

LEVEL

CONTRACTOR STATE CUMULATIVE

POINT OF CONTACT

POINT OF CONTACT

ALLOTED TIME

Primary

Michael Stelmach

Family Planning Program
Manager

Five (5) Business Days

First

Enn Stelmach

MCH Administrator

‘Five (5) Business Days

Second

Grace Chan

Direcior DPHS

Five (5) Business Days

Third

Commissioner, DHHS Five (5) Business Days

16, DOIT GENERAL TERMS AND CONDITIONS

17.1.

Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Soflware, Soflware maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafier “Information™), the Contracior understands and agrees to the following rules:

Every Authorized User has ihe responsibility 1o assurc the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

That information shall be used solely for conducling official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempl to access any
information without having the express authority to do so.

That at no time shall the Coniractor access or attempt 10 access any information in a smanner
inconsistent with the approved policies, procedures, and for Agreements relating (o System

. entry/access.

That all Software Licensed, developed, or being evaluated by the State cannot be copied,
shared, distnbuted, sub-licensed, modified, reverse engineered, rénted, or sold, and that at
all times the Contractor must usc utmost care to protect and keep such Software strictly
Confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being evalualed by the State, can be used

State of NH Contract
Date:12/2/2020
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C17.2.

12.3.

174,

by the Contractor. Personal Software (including but not limited to palmtop sync Software)
shall not be installed on any equipment. ’

That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitules a violation of law. :

Email Use

Mail and other'electronic communication messaging Sysiems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
Systems” or “'State-funded Email Sysiems”. The Contractor understand and agree that
use of email shall follow Staie standard policy {available upon request).

loternet Use

The Interel is to be used for access 10-and distribution of information in direct support of
the business of the Siate of New Hampshire according 1o Siate standard policy (available .

upaon request).
-Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.  GENERAL CONTRACT REQUIREMENTS

18.1.

18.2.

18.3.

- Insurance Certificaté

1

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address.

Exhibits

The Exhibits referred 10, in and attached 10 the Contract are incorporated by reference as
if fully included in the text.

Venue and Jurisdiction

Any action on the Coniract may only be brought in the State of New Hampshire,
Mermimack County Superior Court.

State of NH Contract
Date; 12/2/2020
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18.4.

18.5.

18.6.

Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancetlation or termination of the
‘Contract shall so survive, including, but not limited to: Pan 1, P-37 General Provisions —
Section 7; Personnel; Part 1, P-37 General Provisions — Section ) 3; Indemnification; Pan
2 — Infonmation Technology Provisions, Section 10: Intellectual Property; Part 2 -
{nformation Technology Provisions , Section 11: Use of State's Information and
Confidenlinlity; Pant 2 — Information Technology Provisions-, Section 12: Limitation of
Liability; Part 2 — Information Technology Provisions , Section 13; Termination; and Part
3 — Exhibit K: Section 2: Wamanty Period which shall all survive the termination of the
Contract.

Force Majeure’

" 18.5.1. Neither the Contractor nor the State shall be responsible for delays or fajlures in

performance resulting from cvents beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited 1o, .
acts of God, sinkes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents, earthquakes, and unusually
severe weather. '

18.5.2. Except in the event of the foregoing, Force Majeure events shall noi include the
' Contractor’s inability to hire or provide personnel needed for the Contraclor’s
performance under the Coniract. )
.Notices

Any notice by a party hereto to the other party shall be deemed 10 have been duly delivered '
“or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the partics at the following addresses.

TABLE 18.6: Notices

STATE
. POINT OF CONTACT

CONTRACTOR
POINT OF CONTACT

Michael P. Stelmach

Haley Johnston

6 Bates Xing 29 Hazen Drive

Webster, MA Q1570 Concord, NH 03301
774-272-0313 603-271-0061
mstelmach@health-e-link.net Halcy Johnstonfeddlihs v

State of NH Contract
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18. DATA PROTECTION

19.1.

19.2.

19.3.

19.4.

19.5.

19.6.

DHHS Information Security Requirements

Contractor shall comply with all requirements in Exhibit P, DHHS information Security
Requirements, which is attached hereto and incorporated by reference herein.

Access to Sceurity Logs and chqrts
The Contractor shall provide repons 10 the Siate in a format as agreed to by both the

Contractor and the State. Reports shall include latency stalistics, user access, user access
IP address, user access history and security logs for all State files related to this Coniract,

Coatract Audit

The Coniractor shall allow the Stale 10 audit conformance to the Contract-terms. The State

may perform this audit or Contract with a thied party at its discretion and at the State’s
expense,

Data Center Audit

The Contractor shall perfonn an independent audit of its Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary information from the redacted version. A-Service
Organization Control (SOC) 2 audit repont or approved equivalent sets the minimum leve]
of a third-party audit.

Advance Notice

The Contractor shall give advance notice to the Siaté of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and
performance. A major upgrade is a replacement of hardware, Software or firmware with
a newer or better version in order to brmg the System up to date or to improve ils
characlcnstics It usually includes a new version numnber.

Security

The Contractor shall disclose its non-propnietary securily processes and technical
limitations to the State such that adequate prolcclton and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffing — -
the Siate and the Contractor shall understand each other's roles and responsibilities.

State of NH Contract
Date: 12/2/2020
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19.7.

19.8.

19.9.

19.10.

Non-Disclosure and Separation of Dutics

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data to thal which is
absolutely necessary to perform job duties.

Import and Export-of Data

The Siale shall have the ability to import or expon Data in piecemcal or in entirety at ils
discretion without interference from the Contractor. This includes the ability for the State
to import or expont Data to/from other Service providers.

Responsivitics and Uptime Guarantee

The Contractor shall be responsible for the acquisition and operation of all hardware,
Soflware and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Coniractor. The System shall be available
24/7/365 (with agreed-upon maintenance d0wnnme) and provide Servu:c 10 customers as
defined in the SLA. , v

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
inlgraction with State any the Contracior representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the Slaie)’s consent.

Siate of NH Contract
Date: 12/2/2020
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EXHIBIT A - SPECIAL PROVISIONS

L,

REVISIONS TO STANDARD CONTRACT PROVISIONS

Revisions to Form P-37, General Provisions

1.1

Paragraph 3, Effective Daie/Completion of Services, is amended by adding
subparagraph 3.3 as follows: :

33. The parties may extend the Agreement for up to (two) 2 additional year(s) from
the Completion Date, contingent upon satisfactory delivery of services, available
funding, agreement of the panies, and approval of the Govemor and Executwe :
Council.

Paragraph 12, AssignmenUDelc'gation/Subconlracts, is amended. by . adding

subparagraph 12.3 as follows;

12.3. Subcontractors are subject 1o the same contractual conditions as the Contractor
and the Contractor is responsible to ensure subcontractor compliance with those
conditions. The Conteactor shall have written agreements with all-
subcontractors, specifying the work to be performed and how corrective action
shall be managed if the subcontractor’s performance is inadequate. The
Contractor shall manage the subcontractor's performance on an ongoing basis
and take corrective action as necessary. The Contractor shall annually provide
the State with a list of all subcontractors provided for under this Agreement and
notify the State of any inadequate subcontractor performance.

Remainder of!l:is page intentionally left blank

State of NH Contract
Date: 12/2/2020
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EXHIBIT B - SCOPE OF SERVICES

EXHIBIT B- SCOPE OF SERVICES

The Contractor shall provide Hosting and Maintenance services of the State’s Family Planning Database
and Project Management Services to ensure consistent and timely management of family planning data
collection and analysis across multiple community health erganizations that will enable the Dcpartmem to
collect, store, and analyze family planning encounter-level data.

The Contractor shall provide, maintain and update a family planning data sysiem 1o meet the requirements
set forth by this contract including, but not limited to the federal requirements set forth by the Office of
Population Affairs (OPA). The Department’s community health organization partners will have access 1o
and use of the data system and will provide data o the Contractor in order for the Department to extract
aggregaled data for federal reponing and program improvement.

I.. STATEMENT OF WORK |

" "1.1.  General Project Assumptions

b.

1

Siale of NH Contract

The Contractor will provide project tracking tools and templates 10 record and
manage issues, risks, Change Requests, requiremenis, decision sheets, and other
documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor's Project Managers will review these tools and
templates and determine which ones will be used for the Project. The Contraclor
shall conduct training on these tools and templates at the start of each phase in
which they will be uscd

Prior to the commencement of work on Non-Software and Written Deliverables,
the Contractor shall provide 10 the State .a template, table of contents, or agenda
for Review and prior approval by the State.

The Contractor shall ensure that appropnate levels of security are implemented
and maintained in order 10 protect the integrity and reliability of the State’s
[nformation Technology resources, information, @nd services.  Security
requircments are defined in Pant 3 - Exhibit H: Reguirements. The Contractor shall
provide the State resources, information, and Services on an ongoing basis, wilh
the appropniate infrastructure and security controls, to ensure business continuily
and to safeguard the Conﬁdenllalny and integrily of State networks, Sysiems and
Data. .

The Deliverables are set forth in the Schedule descn’bcd below in Section 2. By
unconditionally accepting a Deliverable, the Siate reserves the right to reject any
and all Deliverables in the ¢vent the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but not
limited 10, Software/System Acceplance Testing, and any extensions thereof,

Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Paymeni
Schedule. Pricing will be effective for the Term of this Contract, and any
extensions thereof. '

Date: 12/2/2020 N
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EXHIBIT B - SCOPE OF SERVICES

2. DELIVERABLES

TABLE 2: Deliverables

ACTIVITY, DELIVERABLE, OR MILESTONE

DELIVERABLE
TYPE .

PLANNING AND PROJECT MANAGEMENT

1 [ Conduct Project Kickoff Meeting,

Non-Software

Written

15. | Documentation of Operational Procedures

2 | Work Plan
3 | Project Status Reporis Written
4 :::;is:tr:::;:;z Plan, including Deskiop and Nclwork Configuration Wﬁncn
5 | Secunity Plan Wrilen
6 | Communications and Change. Management Plan Written
7 | Software Configuration Plan Wl%uen
3 Systems Interface Plan and Design/Capability Vf/rinen
9 | Testing Plan Written
10 | Data Conversion Plan and Design Written
11 | Deployment Plan Written
12 | Comprehensive Training Plan and Curriculum_ Writien
13 | End User Support Plan Writien
4 | Business Continuity Plan Written
Written

INSTALLATION

State of NH Contract

Datc: 12/2/2020 22
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Vulnerability Scanning.

16 | Provide Sofiware Licenses if needed Written

17 | Provide Fully Tesled Data Conversion Software Soﬁwarc

18 Provide So_ﬂwarc Installed, Configured, and Operalional to Satisly Sofiware

Stale Requirements
TESTING

19 | Conduct lnteg’r_alioﬁ Testing Non-Software
20 | Conduct User Acceplance Testing Non-Software
21 | Perform Production Tests Non-Sofiware
22 | Test in-Bound and Qut-Bound Interfaces Software

23 | Conduct System Performance (Load/Stress) Testing Non-Software
24 Certification of 3rd Party Pen Testing and Application Non-Sofiware

SYSTEM DEPLOYMENT

Software -

25 | Converted Data Loaded into Production Environment

2% Pol:::id: Tools for Backup and Recovery of all Applications and Sofiware

27 | Conduct Training Non-Software

28 | Cutover to New Sofiwarc Non-Software

29 | Provide Documentation Written

30 | Execute Security Plan Non-Software
OPERATIONS

31 | Ongoing Hosting Supbon Non-Software

32 Software

State of NH Conltract
Date: 12/2/2020
. Contractor's [nitials MS

Ongoing Sﬁpport & Maintenance
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33

EXHIBIT B - SCOPE OF SERVICES

Web Site Hosting

Software

34

Technical Support and Updates

Non-Software

35

Maintenance and Updates

Nen-Software

36

Ongoing support based on 26,105 FPER

Non-Software

37

Ongoing support based on. 26,105 FPER estimate

Non-Software

38

Ongoing support based on 26,105 FPER estimate

Non-Software

19

Conduct Project Exit Meeting

Non-Software

State of NH Contract

Date: X

2/2/2020- o
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

| 3 PAYMENT SCHEDULE
1.1.  Contract Type
This is a Not to Exceed, Softwarc as a Service {SAAS) Conltract. The total Contract value is
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation for the period between
the Effective Date through date indicated in Part 1, P-37 General Provisions - Block 1.7:
Completion Date. The Contractor shall be responsible for performing its obligations in accordance
with the Contract. The Contractor shall invoice the Stale monthly for costs associated with the
allowable Activities/Dcliverables/Milestones inciuded in the Pricing Worksheet below.-Costs for
each Activity/Deliverable/Milestone shall not exceed the toml price set for each Activity,
Deliverable or Milestone.
ACTIVITY/ DELlVERABLES / MILESTONES PRICING WORKSHEET
ACTIVITY, DELIVERABLE, OR DELIVERABLE | ROVEERED
MILESTONE TYPE
DATE
PLANNING AND PROJECT MANAGEMENT
1 |Conduct Project KickofT Meeting Non-Soflware 1/15/2021 . $300.00
2 !Work Plan Wrilten 1/15/2021 $600.00
3 | Project Status Reports Written - pro) c(.:t $1,828.00
requires
4 infrastructure Plan,_ 1nclud{ng - Desktop . and Writlen 171512021 $420.00
Network Configuration Requirements
5 |Secunity Plan Writien 1/15/2021 $1,200.00
* 6 [Communications and Change Management Plan | Written 1/15/2021 © $900.00
7 | Software Configuration Plan Written n/a N/A
8 |Systems Interface Plan and Design/Capability Written - 3/31/2021 $500.00
¢ |Testing Plan ' Wrilten 343112021 $500.00
10 | Data Conversion Plan and Design Written 6/30/2021 $1,200.00 .
1t | Deplaoyment Plan Written 6/30/2021 $1,000.00
12 | Comprehensive Training Plan and Curriculum Written 6/30/2021 "$1,200.00
13 |End User Support Plan Written 9/30/202) $1,000.00
14 | Business Continuity Plan Written 9/30/2021 $500.00
15 | Documentation of Operational Procedures Written 9/30/2021 $500.00
INSTALLATION
16 | Provide Software Licenses if needed Whritten s so‘ﬂl\varc N/A
as o service
State of NH Contract __ ‘ :
Date: 12/2/2020
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17 [Provide Fully Tested Data Conversion Sofiware | Software 1073172021 $0.00
Provide Sofiware [nstalled, Configured, and , :
I8 .| Operational to Satisfy State Requiremenils SEIaE 1021/202 3000
TESTING :
11/19/2021
o ; {3 upload
19 |Conduct Integration Testing Non-Softwarc agencies @ $6,000.00
$2,000 per) .
20 |Conduct User Acceptance Testing Non-Sofiware 9/15/2021 $0.00
21 | Perform Production Tests Non-Sofiware 11/19/2021 $0.00
22 | Test In-Bound and Qut-Bound Interfaces Software 11/16/2021 . $0.00
nfa - system
is currently
23 ?ro;:ii:cl System Performance (Load/Stress) Non-Sofiwarc operational NJ/A
§ and SOC2
centified
n/a - system
e, W " 1 is currently
24 ?H'P:::.'g: Vo:.n . b'll‘,:mg ::n Tiestiig aand Non-Software operational N/A
pplicati ulnerability Scanning. and SOC2
certified
SYSTEM DEPLOYMENT
25 Con\_fertcd Date Loaded into Produciion Software 1/15/2022 $2.200.00
Environment :
2% Provu.ic "1'0015 for Backup and Recovery of all Software 1152022 $0.00
Applications and Data -
27 |Conduct Training Non-Sofiware 1/15/2022 . $520.00
28 |Cutover to New Software Non-Sofiware 2/28/2022 $800.00
29 | Provide Documentation writlen 173112022 $0.00
i n/a - system
30 {Execute Sccunity Plan Non-Software is currently $0.00
operational
OPERATIONS
A ) . $2,000.00 per
31 |Ongoing Hosting Support Non-Software yr. - 2 years $4,000.00
* 32 |Ongoing Suppont & Maintenance Soflware 826)?3:: Year1 si 7,720.00
33 | Web Site Hosting Fec Soflware 55000 PECYT- | $4,000.00
- 2 years
. $2,500.00 per
34 |Technical Support and updates Non-Sofiware ME e $5,000.00

State of NH Contract __ o4

Date: 12/2/2020
Contractor's Initials MS
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$1,483 - Year
| 1
35 |Maintenance and Updates Non-Software §1,527 - Year £3,010.00
2
36 |Ongoing support based on 26,105 FPER cstimale | Non-Sofiware 6/30/2021 $26,737.00
37 |Ongoing support based on 26,105 FPER estimate | Non-Sofiware | 6/30/2022 $42,700.00
38 |Ongoing support based on 26,105 FPER cslimate | Non-Softwarc 12/31/2022 £22,811.00
39 [Conduct Project Exit Meeting Non-Sofiware 12/31/2022 $300.00
State Fiscal Year 2021 Costs
December 16, 2020 - June 30, 2021 (6 Months) S2lle65:00
State Fiscal Year 2022 Costs .
July 1, 2021 - June 30, 2022 (12 Months) $63,085.00
State Fiscal Year 2023 Costs
July {2022 - December 31, 2022 (6 Months)- $31,993.00
TOTAL PROJECT COST (2-Year Contract Period) $147,446.00
1.2.  Vendor Staff, Resource Hours and Rates Worksheet
" Title | : Name- Initiation Im;ilé_meﬁ;ation ‘ I'-_;roje'ct Hourly:| Hours x--
' : T ' Close out | Rate Rate -
Project Michael ' i
Manager Stelmach - 12 hrs 24 rs 8 hrs $160 $7,040
] k
Operations | Erin .
Manager | Stelmach 1Bl pos $M0A0
System Grace Chan
Administrat : 40 hrs $125 $5,000
or
Software Chad
Developer | McCue 32 hrs $145 $¢_$.640
TOTALS 12hrs 112 hrs' 8 hrs. $17,720:
State of NH Contmct __
Date:12/2/2020 )
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1.3.  Future Yendor Rates Worksheet

The State and Contractor agree to the following rates in the event the contract is extended as
described in Pant 2 - Information Technology Provisions Section 2: Contract Term.

- . Extension Year 1 Extension Year 2
" Position Title Hourly Rate Hourly Rate
- ' X (141723 - 12/31/23) (1/1724 - 12/31/24)
Project Manager $170 $175
Operations Manager $69 $71
Software Developer : $133 $137
System Adminisirator $154 $158

1.4,  Services Pricing Worksheet

Pricing reflects the payment of maintenance through the Contract end date. Price reflects the most
optimistic Implementation date. Actual payments may differ from the estimate if the project start
date slips or if Implementation takes longer as this will cause a shorler maintenance period.

Contract _ Contract . Contract Contract
HOSTING Year1 | Year2 | VYeard [ Yeard TOTAL
SERVICES {included.in '(:‘nclqdea: in | {upon contract | (upon contract .k
. Table 1.1" Teble 1.1 | - “renawal) rengwal)
above) above) :

Web Site $2,000 $2,060 $2,122 $2,185 $3,367
Hosting Fee
Technical $2,500 $2,575 $2,652 $2,731 $10,458
Support and
updates
Maintenance $1,483 $1,527 $1,573 $1,620 $£6,203
and Updates
TOTALS $5983 | $6,162 | -$6,347 |  $6,536 | $20,028

State of NH Contract

Date: 12/2/2020 02 :
Contractor's Inmials_{ MS Page 10 of 55
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2. CONTRACT PRICE . _ o

Notwithstanding any provision in the Contract (o the contrary, and notwithstanding unexpected
circumstances, in no event shall Lhe total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall 'be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof. '

3. . TRAVEL EXPENSES

The State will not be responsible for any travel or out of pockel ‘expenses incurred in the
performance of the Services performed under this Contract. The: Contractor must assume all
reasonable travel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered “Fully Loaded", including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

4. SHIPPING ANDDELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement. '

5. INVOICING

The Contractor shall submit accurate invoices to the State on a monthly basis by the Fifleenth
(15" day of the month for allowable costs in accordance with the ACTIVITY / DELIVERABLES
{ MILESTONES PRICING WORKSHEET in Section 1. PAYMENT SCHEDULE above, to be
paid by the State. All invoices submitted shall be subject 10 the State’s prior writlen approval,
which shall not be unreasonably withheld. Invoices must be in a formal as detenmined by the State
and contain detailed information, including withoui limitation: identification and itemization of
each Activity/Deliverable/Milestone for which.payment is sought, and the date(s) of delivery

) and/or installation; monthly maintenance charges; any other Project cosls or retention amounts if
applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State

will pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices
will not be backdated and shall be promptly dispatched.

6. INVOICES .

In lieu of hard copies, the Contractor shall assign an electronic signature to invoices and email to:

DPHSContractBilling@dhhs:nh.gov. °

State of NH Contract

Date: 12/2/2020 bs .
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7. PAYMENT ADDRESS

Payments shall be made via Automated clearing house (ACH). Use the following link 10 enroll
with the State Treasury for ACH payments: https:/Awvww.nh, pov/treasury/siaie-vendors/index.him

8. OVERPAYMENTS TO THE CONTRACTOR

. The Contractor shall promptly, but no later than fificen (15) business days, return 10 the Statc the
full amount of any overpayment or erroneous payment upon discovery or notice from the State.

9. CREDITS

The State may apply credils due 10 the State arising out of this Contract, against the Contractor’s
invoices with appropriate information attached.

State JEXH tfiract e

Conitractor’s nitials Page 12 of 55
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EXHIBIT D - ADMINISTRATIVE SERVICES

L.

State of NH Contract
Date. 12/2/2020

ACCESS/COOPERATION

- As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access 10 all program files, librarics, personal computer-based systems, software
packages, network systems, securily systems, and hardware as required 10 complete the contracted
services. The State will use reasonable effons to provide approvals, suthorizations, and decisions
reasonably necessary to allow the Contractor 1o perform its obligations under the Contract..

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the Siate nccess 10 all Staie-owned documents, materials, reports,
and other work in progress refating to this Contract. Upon expiration or tenmination of the
Contract with the State, the Contractor shall tum over all State-owned documents, malerial,
reports, and work-in progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic formal.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree 1o the conditions of all applicable State and federal laws and
regulations, which are incofporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

3.2)  The Conitracior and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matiers regarding the Contract shall be kept for one (1} year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal penod, -

3.3.  Upon prior notice and subject Lo reasonable time frames, all such records shall be subject

to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regutation or Contracl, as applicable. Access o
these items shall be provided within Memrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to ihe State during the three (3} year period following icrmination of the Contract and
oné (1) year term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

Coniractor’s Initials MS Page 13 of 55
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34. The Siate agrees thai books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
be excluded from the State’s review unless the cost of any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepled
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from
the accounting system and the Contractor shall maintain records pertaining Lo the Services and all
other costs and expenditures.

Remainder of this page intentionally left blank

State of NH Contract
Date:12/2/2020
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EXHIBIT E — IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The Staie believes that effective communication and reporting are essential to Project

success,

The Contractor shall employ effective communication and reporting

strategies to ensure Project success. The Contractor Key Project Staff shall participate
in meetings s requested by the Stale, in accordance with the requirements and terms
of this Contract.

1.1.  Siate Meetings and Reponts

1.1.1.  The Contractor Key Project Staff shall participate in meetings as requested by the

o.

State, in accordance with the requirements and terms of this Contract.

Kickoff Mecting: Participants will include the State and the Contractor’s
Project Team and major stakeholders. This meeting is to establish a sound
foundation for activities that will follow.

Status Meetings: Participants will include, at the minimum, the Contractor’s
Project Manager and the State Project Manager. These meetings will be
conducted at least quarterly and address overall- Project status and any
additiona! topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

The Work Plan: must be reviewed at each Staius Meeting and updsted, at
minimum, on 8 monthly basis, in accordance with the Coniract.

Special Meetings: Necd may arise for a special meeting with Saie leaders or
Project stakeholders to address specific issues. )

Exit Mceting: Participanis will include Project Jeaders from the Contractor
and the State. Discussion will focus on lessons leamed from the Project and
on follow up options that the State may wish to consider.

1.1.2. The Contractor shall prepare agendas and background for and minutes of

meelings.. Background for each status meeting must include an updated Work
Ptan. Drafling of fonnal presentations, such as a presentation for the kickoff
meeting, will also be the Contracior's responsibility.

1.1.3. The Contractor’s Project Manager or the Contractor's Key Project Staff shall

State of NH Contract
Date:12/2/2020

Contractor’s Initials

submit quarterly status reports in accordance with the Schedule and terms of this
Conlract. All status reports shall be prepared in formats approved by the Siate.
The Contractor’s Project Manager shall assist the State’s Project Manager, or
itself produce reports related to Project Management as rcasonably requested by
the ‘State, all at no additional cost to the State. The Contractor-shall produce
Project status reports, which shall contain, at a minimum, the following:

[+
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a.  Project status related to the Work Plan;

b.  Deliverable status;

¢.  Accomplishments during weeks being reported,
d.  Planned activities for the upcoming quarter,

Future activities;
f.  Issues and concemns requining resolution; and
g-  Report and remedies in case of falling behind Schedule.

1.1.4.  As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management, and shall assist the
State in preparing reports and presentations, as reasonably requested by the Siate,
all at o additional cost to the State.

1.2.  The Contractor shall provide Project Management Services that ensure consistent and
timely management of all project activities across multiple Siate contracted Family
Planning vendors, which shall include but is not limited to:

1.2.1. Organize and lead Regional Data Comminice Meetings that consist of leadership
. from Family Planning Programs across New England. Meetings are hetd quanterly
or as required.

2.~ IMPLEMENTATION STRATEGY
2.1. Key Components

The Contractor shall employ an industry-standard Implementation stralegy with a timeline set forth
in accordance with the Work Plan:

a.  The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule
project stafl, irack and manage issues, manage changing requirements, maintain
conmumunication within the Project Team, and report status.

2.2, Timeline

The timeline is set forth in the Work Plan. During the initiat planning period Project task and
resource plans will be established for: the preliminary training plan, the change management plan,
communicalion approaches, Projcct slandards and procedures finalized, and team training initiated.
Timing will be structured to recogmzc interdependencies betwecn applications and structlure a cost
effective and timely execution. Processes will be documenited, training established, and the
application will be ready for Implemeniation in accordance with the Work Plan.

Stale of NH Contract o8
Date: 12/2/2020
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2.3.  State Requested Reports

2.3.1.  The Contractor shall produce & variety of data reports on an ongoing basis.
The Contractor shall ensure the timely availability of these reports as well as
their accuracy. )

2.3.2.  The Contractor shall create reports for NH DHHS, as well as any subset of
the participating sites in the network. Reports are created and validated, then
disiributed to users.

2.3.3. The Contractor shall provide assistance with periodic request for data analysis
and report generation.

2.4. Change Management and Training

The Contractor's change ntanagement and training services shall focus on developing change
managemensi and training strategies and plans. lis approach relics on State resources for the
execution of the change management and end user training. '

Remainder of this page intentionally left blank

State of NH Contract

Date:12/2/2020 e
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EXHIBIT F - TESTING SERVICES

The Contractor shall provide the following Products and Services described in Parnt 3 - Exhibit E: Tesling‘
Services, including but not limited to:

by

I. TESTING AND ACCEPTANCE

fa.

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project.

The Contractor will provide training as necessary to the State staff responsible for test
activities. _
The Contractor shall be respansible for all aspects of testing contained in the Acceptance

Test Plan including suppori, al no additional cost, during User Acceptance Tesl
conducted by the State’and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Projeci and be included in the
finalized Work Pian. A separate Tesi Plan and set of test matenals will be prepared for
each Software function or module. :

All Testing and Acceptance (both business and technically oriented testing) shall apply
o testing the Sysiem as a whole, (e.g., software modutes or funclions, and

" Imptementation(s). This shail include planning, test scenario and seript development,

Data and System preparation for testing, System Integration Tests, Canversion Tests,
Installation tests, Regression tests, Performance Tuning and Stress tests, Security
Review and lests, and support: of the State dudng User Acceptance Test and
Implementation. '

In addition, the Contracter shall provide a mechanism for reporting actual test results
vs. expecied resulis and for the resolution and tracking of all errors and problems
identified during test exccution. The Contractor shall also correct Deficiencies and
support required re-testing.

Test Planning and Preparation

1.1.1. The Contracior shall provide the State with an overall Test Plan that will guide

all testing. The Contractor provided, State approved, Test Plan will include, al a
minimum, identification, preparation, and Documentation of planned tesling, a
requiremenls traccability mairix, test variants, lest scenarios, lest cases, test
scripts, test Data, test phases, expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems
identified during (est execution.

1.1.2. As identified in the Acceplance Tesi Plan, and documented in accordance with -

the Work Plan and the Comtract, State testing will commence upon the

State of NH Contract

Date:

12/2/2020 5
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1.15.

Contractor’s Project Manager’s Certification, in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor's lesting. along
with reporting the actual testing results, prior to the start of any testing executed
by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test dais, and cxpecied resulis.

The State will cominence its testing within Ten (10) business days of receiving
Centification from the Contracior that the State’s personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducled by the State in an'environment independent from the
Contractor’s development environment. The Contracior must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Daia to validate repons, and conducl stress and performance tesling, at no
additional cost.

Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance ofa letter
of UAT Acceplance by the State.

The Contractor must demonstrate that their testing methodology can be integrated
with the Siate standard methodology. :

1.2.  Unit Testing

1.2.1L

1.2.2,

1.2.3.

State of N Contract

In Unit Testing, the Contractor shall test the application components on an
individual basis to verify that the inputs; outputs, and processing logic of cach
application component functions without errors, Unit testing is performed in
either the development environment or a tesling environment.

The goal is to find errors in the smallest unit of Software before logically linking
it into larger units. If successful, subsequent testing should only reveal errors
related to the integration between application modules.

The Contractor developcr, who is responsiblc for a specific unit of work, will be
responsible for conducting the Unit Testing of their imodules.

Activity Develop the scripts needed 1o Unit Test individual

Description application modules, interface(s) and conversion
components.

Contractor's For application modules, conversions and interfaces the

Team Conlractor’s team will identify applicable test scripts

Responsibilities and installation instructions, adapt them to the Project
specifics, test the process, and compare with the
documented expected results,

Dale: 12/2/2020 b3 |
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Work Product Unit-Tested Modules that have been tested to verify that
Description the inputs, outputs, and processing logic of cach
application module functions without errors. Individual
detailed test scripts and installation guides list all the
required actions and Data to conduct the test, the process
for 1est execution, and the expected results,

1.3.  System Integration Testing

1.3.1. The new System is tested in integration with other application Systems (legacy
and service providers) in a production-like environment. System Integration
Testing validates the integration between the individual unit application modules
and verifies that the new System meeis defined requirements and,suﬁpons
execution of interfaces and business processes. . The System Integration Tesl is
pcrformcd in a lest environment.

1.3.2. Thorough end-to-end 1esting shal) be performed by the Contractor team(s) to
confirm that the Application integrates with any interfaces. The (est emphasizes
end-to-end business processes and the flow of information across-applications. It
includes all key business processes and interfaces being nnplememcd confirms
Data transfers with exicrnal parties, and includes the transmission or pnnnng of -
all electronic and paper documents.

Activity Description | Systems Integration Testing ™ validates the integration
between the target application modules and other Systcms,
and verifics that the ncw System mects defined interface
requircinents and suppors execution of business processes.
This tesl emphasizes end-to-end business processes and the
flow of information across the application. 1t includes all
key business processes and inlerfaces being implemented,
confirms Data transfers with external parties, and includes
the transmission or printing of all electronic and paper

documents.
Contractor Team * Take the lead in developing the Systems [ntegration Test
Responsibilities Specifications.

« Work jointly with the State to develop and load the Data
profiles 1o support the test Specifications.-

* Work joinlly with the Siate to validate components of the
test scripls,

State of NH Contract ___ .
Date: 12/2/2020
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State
Responsibilities

* Work jointly with the Contractor to develop the Systems-
Integration Test Specifications.

* Work joinily with the Contractor 1o develop and load the
Data profiles to support the test Specifications.

* Work joinily with the Contractor to validate componenis of
the test scripts, modifications, fixes and other System
interactions with the Contractor supplied Software Solution.

Work Product
Description

** The Integration-Tested System indicates that all interfaces
between the application and the legacy and third-pasty
Systems, interfaces, and applications are functioning

properly.

1.4.  Conversion/Migration

In Conversion Validation Testing,

Validation Testing

target application functions are validdted.

Activity Description

The conversion validation test should replicate the entire flow
ol the converied Data through the Software Solution. As the
Software Solution is interfaced to legacy or third-party
applications/interfaces, testing verifies that the resulting flow
of the converted Data through 1hese interface points performs
correclly.

Contractor Team
Responsibilities

For conversions and interfaces, the Contractor's team will
execule the applicable validation tesis and compare execution
results with the documented expected results.

State
Responsibilities

Extract and cleanse, if nceessary, the legacy Dala to be
converted in the Data conversions.

Work Product
Description

Validation-Tested Conversion Programs. " These programs
include conversion programs that have been tested (o verily
that the resulting convened legacy Data performs correcily in
the entire suite of the Application.

1.5.  Installation Testing

[n Installation Testing the application components are installed in the System Test environment 1o
test the installation routines and are refined for the eventuat production environment. This activily
serves as a dry run of the installation steps in preparation for configuring the production Sysicm.

State of NH Contract "
Date: 12/2/2020
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1.6. User Acceptance Testing (UAT)

1.6.1.

1.6.2.

1.6.3.

1.64.

1.6.5.

1.6.6.

1.6.7.

UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the Siale.

The Contractor’s Project Manager must certify in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any testing executed by
State staff.

The State shall be presented with all testing results, as well as written Centification -
that the Contractor has successfully completed the prerequisite tests, meeting the
defined Acceptance Criteria, and performance standards. The State shall
commence testing within five (5) business days of receiving Certification, in
wniting, from the Contractor that the system is installed, configured, complete and
ready for State testing. The State shall conduct the UAT utilizing scripts
developed as identified in the Acceptance Test Plan to validate the functionality
of the System and the interfaces, and verify Implementation readiness. UAT is
performed in 8 copy of the production environment and- can serve as a
performance and stress test of the System. The User Acceptance Test may cover
any- aspect of the new System, including administrative procedures (such as
backup and recovery).

The User Acceptance Test {UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

UAT will also serve as a performance and stress test of the System. [t may cover
any aspect of the new System, including adminisicative procedures such ns
backup and recovery. The results of the UAT provide evidence that the new
System meels the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System
meets the User Accepiance criteria as defined in the Work Plan.

Upon successfut conclusion of UAT and successlul Systein deptoyment, the Siate
will issue a letler-of UAT Acceptance and the respective Wamanty Period shall
commence.

Activity Description | The System User Acceptance Tests venfy System

functionality against predefined Acceptance criteria that
support the successful execution of approved processes.

State of NH Contract

Date: 12/2/2020 >
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Contractor Team
Responsibilities

» Provide the Siate an Acceptance Test Plan and selection of
1est scripis for the Acceptance Tesl.

* Monitor the execution of the test scripts and assist as needed
during the User Acceplance Test activities.

= Work jointly with the State in determining the required
actions for problem resolution,

State
Responsibilities

+ Approve the development of the User Acceptance Test Plan
and the set of Dalz for use during the User Acceptance Test.

* Validate the Acceptance Test environment.

* Execule the test scripts angd conduct User Accepiance Test
activities.

» Document and summarize Acceplance Test results.

*Work jointly with the Contractor in determining the required
aclions for problem resolution.

« Provide Acceptance of the validated Systems.

Work Product
Deseription

The Deliverable for User Acceptance Tests is the User
Accepiance Test Results. These results provide evidence that
the new System meeis the User Accepiance criteria defined
in the Work Plan.

1.7. Performance Tuning a
The Contractor shall develop and d
software infrastructure as well as a
Administrators in configunng and

nd Stress Testing

ocument hardware and Software configuration and tuning of the
ssist and direct the State’s System Administrators and Database
tuning the infrastructure to support the Software throughout the

The scope of Performance Testing shall be to measure the System level

cal for the development of the applications infrastructure and

operation of the applications in the preduction environment.

[t will include the measurement of response rates of the application for end-

tions and resource utilization {of various servers and network)

under various load conditions. These response rates shall become the basis

Project.
1.7.1. Scope
o.
metrics criti
b,
user transac
{or changes
State of WH Contract
Date: 12/2/2020 (™
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1.7.2.

1.7.3.

¢.  Performance testing and tuning * shall occur in the final production
environment and shall use a copy of the final production database 10 provide
the best results. :

Test Types

Performance testing shall use two different types of tesling to determine the
stability of the application. They are baseline tesis and load tests.

8.  Baseline Tests: Bascline tests ‘shall colléct performance data and -load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics. ;

b. - Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions based on workload
distribution.  System response time and utilization is measured and
recorded.

Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficiem
during development as well as making tuning parameier changes to 1he
environment. '

1.8.  Regression Testing

1.8.1.

1.8.2.

State of NH Contract
Date12/2/2020

Contractor’s Initials

As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the (esting failures
in writing. The Contractor will be required 1o perform additional testing activities
in response to State and/or user problems identified from the testing results.
Regression Testing means sclective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related {possibly
affected) System components still meet their specified requircments,

In designing and conducting such Regression Tesling, the Coniractor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort requiréd for conducting the
Regression Tests. In other words, the Contractor wilt be expected to design and

~0s
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conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

.

For each minor failure of an Acceptance Test, the Acceptance Period
sha)l be extended by corresponding time defined in the Test Plan.

The Contractor shall notify the Stale no later than from the

.Contractor’s receipt of wrinen notice of the test failure when the

Contractor expects the corrections {0 be completed and ready for
retesting by the State. The Contractor will have up to five (5) business
days to make corrections to the problem unless specifically extended
in writing by the State,

When a programming change is made in response to 2 problem
identified during user testing, a Regression Test Plan should be
developed by the Contractor based on the understanding of the
program and the change being made 10 the program. The Test Plan
has 1wo objectives:

i. Validatc that the change/updaie has been properly incorporated
into the program; and

il. Validate that there has been no unintended change to the other .
portions of the program.

The Contractor will be expectéd io:

i. Create a set of test conditions, test cases, and test Data that
will validate that the change has been incorporated correctly;

.1, Creale a sct of 1est conditions, tesi cases, and test Data that
will validate that the unchanged portions of the program still
operate comrectly; and

iii, Manage the entire cyclic process.

The Contraclor will be expected to execule the Regression Test,
provide actual testing results, and certify ils completion in writing to
the State prior to passing the modified Software application 1o the
users for relesling,

1:83. In designing and conducling such regression testing, the Contractor will be
required to assess the risks inherent (o the modification being implemented and
weigh those risks against the time and effort required for conducting the
regression lests. In other words, the Coniractor will be expected to design and
conduct regression lests thal will identify any unintended consequences of ithe
modification while 1aking into account Schedule and economic considerations.

State of NH Contract

Date; 12/2/2020 os
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1.9. Security.Review and Testing

1.9.1. [T Security involves al! funclions pertaining to the securing of Siate Data and
Systems through the creation and definition of security policies, procedures and
controls covering - such arecas as [dentification, Authentication and non-
repudiation.

1.9.2.  All components of the Software shall be Reviewed and tested. Tests shall focus
on the technical, administrative and physical security controls that have been
designed into the System srchitecture in order 10 provide the necessary
Confidentiality, integrity and availability. Tests shall, at a minimum, cover each
of the service components. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES
THAT:

Identifieation ond Authentication | Supports obtaining information about those
parties attempting to log onio a System or
application for security purposes and the
validation of users.

Access Control - Supports the management of pennissions for
logging onlo a computer or netwaork.

Encryption Supports the encoding of Data for security
purposes. -
[ntrusion Detection Supports the detection of iltegal entrance into a

computer System.

Verification Supponrts the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guaraniees the unaltered state of a file.

User Management ' Supports the administration of computer,
application and network accounts within an
grganization,

Role/Privilege Management Supports the granting of abilities to users or
groups of users of a compuier, application or
network.

State of NH Contract
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Audit Trail Capture and Analysis

Supports the Identification and monitoring of
activities within an application or System.

Input Validation

Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

1.9.3. Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architecture in order to provide the
necessary Confidentjality, integrity and availability. Tests shall, at a minimum,

_cover each of the service components. The Contracior shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)

when appropriate.

1.9.4. Prior 1o the System being moved into production the Contractor shall provide
results of all security testing 1o the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious

code (malware).

1.10. Penctration Testing

The Contractor shall provide Certification that their Software and Systemm environment has
undergone penelration testing in accordance with current recommendations from a recognized
industry standards organization, such as the U.S. Depanment of Commerce National Instituie of
Siandards Technology (NIST). The State requires that the Contractor has this testing performed
annually by s qualified third-party Vendor ai least annually, and afler every major release.

1.10.1. Implement a methodology for penetration testing that includes the following:

a. Indusiry-accepted peneiration testing approaches (for example, NIST

SP800-115).

b. Includes coverage for the entire CDE perimeter and critical Systems.

Includes testing from both inside and outside the network.

d. Includes ‘testing to validate any segmentation and scope-reduction

controls.

/ e
¢. Defines application-layer penctration tests to include, at @ minimum, the
vulnerabilities lisied in PCI DSS Compliance: Requiremem 6.5.

. Defines network-layer penetration tests 1o include componcents that
support neiwork functions as well as Operating Systems.

g. Includes Review and consideration of threats and wvulnerabilities
expericnced in the last 12 months.

State of NH Contract

Date: 12/2/2020 -
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1.10.2.

1.10.3.

1.104.

1.10.5,

h. Specifies retention ol penetration testing results and remediation
activities results;

Perform external penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

Perform intemmal penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (su¢h as an Operaling
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

Exploitable vulnerabilities found during penetration testing are corrected and
testing is repeated to verify the corrections. e

If segmentation is used to isolate the CDE from other networks, perform
penetration tests at teast annually and afler any changes to segmentation
controls/methods to verify that the segmentation methods are operation and
effective, and isolate all out-of-scope Sysiems from in-scope Systems.

1. SUCCESSFUL UAT COMPLETION

Upon successful completion of UAT, the State will issue a Letter of UAT Acceplince.

2. SYSTEM ACCEPTANCE

Upon completion of the Warranty Period, the State shabl issue a Letter of Final System

' . . Acceptance.

Remainder of this page intentionally left blank

State of NH Contract
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EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maimtain and support the Sysiem in all material respects as described in Pant
2 - Information Technology Provisions, Sccnon 1: Coniract Documents, through the Contract
end date,

1.1, Cont!-actoi"s Responsibility .
The Contractor shall maintain the System in accordance with the Contract. The Contractor will not
be responsible for maintenance or support for Software developed or modified by the State.

1.1.1. Maintenance Releases

The Contractor shall make available to the State the latest program updalcs,
general Maintenance Releases, selecled funclionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

1.1.2. Standard Agreement

The State will adopt the Contractor’s standard maintenance Agreement modified
to address terms and conditions inconsistent with State Statutes and general State
Information Technology (IT) practices.

1.1.3.  The Contractor shall provide Sysiem availability, hosting and maintenance for the
computer environment that provides the Femily Planning Data System
application.

1.1.4.  The Contractor shall ensure hosted environment is available for general sysiem
usage by the user community from 7 a.m. to 7 p.m. Eastern Standard Time as well
as continuously avsilable for project technical support 24 hours per day, seven {7)
days per week.

1.1.5. The Contractor shall:

1.1.5.1. Maintain a secure data center with HVAC, redundant power and
network configurations, fire detection and suppression and security.

1.1.5.2.  Maintain web/application, dalabase, report and test servers.

1.1.5.3. Mairitain secure firewsll configuration to prevent unauihonzcd access
to servers.

1.1.5.4. Perform ongoing daily incremental and weekly full backup of database
and application.

1.1.5.5. Perfonn System monitoring ensuring uplime and general availgbility.

1.1.5.6. Provide Software maintenance including software paiches and upgrades
for all system applications and operating system.
State of NH Contract i
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1LL5.7. Provide cenification of meeting all applicable laws that govem data

access, maintenance, use and disclosure.

2. ~ SYSTEM SUPPORT

2.1. Contractor’s Responsibility

2.1.1.

The Contractor will be responsible for perfonming on-site or remote technical
support in accordance with the Coniract Documents, including without limitation
the requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreenent, ongoing Software maintenance
and support levels, including al} new Soﬂwarc releases, shall be responded to
accordmg to the following:

Class A Deficicncies — The Contractor shall provide a Help Desk 1o the State
with issue racking available. The Help Desk shall serve as the primary point of
contact for system users and shall be available from 8:00 a.m. to 5:00 p.m. Eastern
Standard Time on a daily basis. Help Desk shall respond by telephone or email
within Four (4) hours of request; or the Contractor shall provide support on-site
or with remote diagnostic Services, within Twelve (12) hours of a request;

Class B & C Deficiencies — The State shall notify the Contractor of such
Def'caencaes during regular Business Hours and the Contractor shalt respond back
within Four (4)" hours of notification of planned corrective action.

Application and dalabase maintenance shall require review and tnaintenance to
ensure general availability and performance.

Enhancement requests shall be implemenied (o improve the. scope and quality of
the services offered as approved by the Reglonal data committee and the
Department. i

Special requests from system users for access to data, to modify system
configurations, or to investigate anomalies in how the system provides data
collection, data analysis, and reporting services.

1.3, The Contractor shall provide Operation Services that includes but is not limited to:

2.1.1.

2.1.2.

213,

State of NH Contract

Meanaging system gccess to ensure secure and appropriale access (o the
application and associated daia.

Internet-based data eniry shall be reviewed 10 ensure site availability and
performance for all Intemet-based data entry users.

PM export file proce'ssing shall be reviewed to ensure the timely and accurale
processing of encounter records from batch file exiracts from agencies’ practice
management and electronic medical records systems.

Date: 12/2/2020 o 3
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2.1.4. Provide assistance with data analysis and reporting needs that is outside the ability
of the requesior.

1.4.  The -Contractor shall provide training services 10 system users to support system
enhancements which shall include but not limited to:

2.1.1. Training on the creation of batch file extracts of family planning encounter
records from agency practice managenent or electronic medical record systems.

2.1.2. Training on the availability, creation and usage of reporis. Reporis shall be
available via the suite of-standard, non-standard, basic ad-hoc query, and
enhanced ad-hot query data analysis and reporting tools.

KX SUPPORT OBLICATIONS AND TERM

3.1.  The Contractor shall repair or replace Soflware, and provide maintenance of the Software
in accordance with the Specifications and (erms and requirements of the Conlraci.

3.2.  The Contractor shall maintain a record of the activities related to Warranty repair or
mainlenance aclivities perfonmed for the Stale.

3.3, For all maintenance service calls, the Contractor shall ensure the following information
will be collecied and maintained:

8.  Naturcof the Dc'ﬁciency;

b.  Curvent status of the Deficiency;

¢.  Action plans, dnl.es, and times;

d.  Expected and actual completion time;
¢.  Deficiency resolution information;

f.  Resolved by;

g-  Identifying number (i.c. work order number);
h.  Issue Identified by; and

3.4.  The Contractor musi work with the Depariment 10 identify and troubleshoot potentially
targe-scale System failures or Deficiencies by-collecting the following information:

0. Mean time between reported Deficiencies.with the Soflware;
b.  Diagnosis of the root cause of the problem; and

c.  Identification of repeat calis or repeat Software problems.

State of NH Contract i
Date: 12/2/2020
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3.5.  Ifthe Contractor fails to correct 8 Deficiency within the allotied period of time stated above,
the Contracior shall be deemed to have committed an Event of Default, and the State shall
have the night, at its oplion, to pursue the remedies in Part 2 = Information Technology
Provisions - Section 13.1: Tennination Procedure, as well as to return the Contractor's-
product and reccive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days ofnonﬁcanon to the Conlraclor
of the Stale’s refund request.

3.6.  Ifthe Contractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed to have commitied an Event of Default, and the State shall
have the righi, at its option, to pursue the remedies in Part |, P-37 General Provisions -
Section 8: Event of Default/Remedics.

Remainder of this page intentionally left blunk
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EXHIBIT H — REQUIREMENTS
3.  REQUIREMENTS

See Anachment ] - Business System and Technical Requirements, which is attached hereto and
tncorporated by reference within. :

Remainder of this poge intentionally feft Mank
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L

EXHIBIT I - WORK PLAN

The Contractor shall ensure the Contract Project Manager in collaboration with the State Project Manager
finalize a Work Plan within Sixty (60) Calendar days of the Effective Date and further refine the tasks
required to implement the Project. The elements of the Work Plan are documented in accordance with the
Contractor’s plan to implement the requirements defined in the RFP and further described in the
Contractor’s Proposal. Continued development and management of the Work Plan is a joint effort on-the
part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage .
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, lask dependencies, and a
payment Schedule required 1o implement the Project. It shall also address intra-task dependencies,
- resource allocations (both State and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor's Work Plan and shall
utilize agréed upon project management software 10 support the ongoing management of the Project.

1. ASSUMPTIONS

1.1. Genera)

8.  The State shall provide team members with decision-making authority (o
support the Implementation efforts, at the level outlined in the Request for
Proposal Docurment State Staffing Matrix.

b.  All State tasks must be performed in accordance with the revised Work Plan.

c.  All key decisions will be resolved within five (5) business days. Issues not
resolved within this imitial period will be escalated 10 the State Project
Manager (or resolution.

d  Any activilies; decisions or issues taken on by the State that affect the
multually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process.

¢.  The Contractor shall provide a separate escrow agreement for the application.

1.2.  Logistics

a.  The Contractor's Team shall perform this Project at State facllmcs at no cost
to the Contracior.

b. The Contractor's Tcam may perform that work at a facility other than that
fummished by the State, when praciical, at their own expense,

State of NH Contract 0s
Date:12/2/2020
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c.

The Contraclor’s Team shall honor all holidays observed by the Contractor
or the State, although with permission, may choose 10 work on holidays and
weekends.

1.3.  Project Management

The State shall approve the Project Management Methodology used for the
Project. : :

The State shall provide the Project Team with reasonable access to the Siate
personnel as needed 10 complete Project iasks.

A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other materia)
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which
team members have access to the Project folder and granting either view or
read/write privileges. The Contractor's Project Manager will establish and
maintain this folder. The State Project Manager shall approve aécess for the
State team. Documentation can be siored locally for the Contracior and State
leam on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded 10 the State Systeni.

The Contractor assumes that an Altemate Project Manager may be appointed
from time to time to handlc rcasonable and ordinary absences of the Project
Manager. :

1.4, Technical Envirenment and Management

State of NH Contract
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a.

The State is responsible for providing the hardware, network, and
communication facilities needed to suppon the Project.

The State shall provide the hardware and operating system 10 host the
Project’s development and production instances. Hardware and operating
sysiem environments must be sized to support a minimum of six (6} instances

-of the applications (inslances _include:” configuration, development,

system/integration testing, Acceptance Testing, training, and production).
All instances shall be inslalled on similar hardware configurations and
operating system.

The State’s hardware operating environment and supporting software shall
meet the Contractor certification requirements for the applications
deployment being installed.

The State is responsible for providing the Iniernet access.

The Contractor téam shall implement Release XX, Version XXX
applications.

The Coniractor wil lead an effort, including the State of New Hampshire
Operations Team, to identify the hardware requirements for the development,
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test and production environments.~ The State of New Hamﬁshire shall satisfy
those hardware requirements prior to the Contracior and State of New
Hampshire teams building of the environrent.

g.  Designated State systems personnei shall be available during normnal working
hours and for adjustments o operating syslems configurations and tuning.

1.5. Conversions

The Contractor Team’s proposal is based on the assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor’s technical team, a subset of the
conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data to

the Contractor’s applications.
Additionally, the Contractor’s Team shall:

a.  Provide the State with Contractor’s application Data requirements and-
cxamples, of Data mappings, conversion scripts, and Data loaders. - The
Contractor’s Team shall identify the APIs the State should use in the design
and development of the conversion.

b.  Provide guidance and assisiance with the use of the Data loaders and
conversion scripts provided. :

Lead the Review of functional and technical Specifications.

d.  Assist with the resolution of problems and issues associated with the
development and linplementation of the conversions.

1.6. Project Schedule
The data sysiem will be available 1o the Department and community health organizations on the
contract effective date.

1.7. Reporting

The Contractor shatl conduct quarterly stalus meetings, and provide reports that include, but are
not limited to, minutes, action items, test results, and documentation.

1.8.  User Training
n.  The Contractor’s Team shall lead the development of the end-user training
" plan. :
b.  Train the Lrainer approach shall be used forthe delivery of end-user training.
The State is responsible for the delivery of end-user training.

d.  The State shall Schedule and track attendance on all cnd-user training classes.

State of NH Contract
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1.9. " Performance and Security Measures

0. The Contractor’s Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and bes
practices information on performance testing,

b.  The State shall work with the Contractor on all lesting as set forth in Part 3 -
Part 3 - Exhibit F: Testing Services.

z. CONTRACTOR ROLES AND RESPONSIBILITIES
2.1.  Contractor’s Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives) shall
be responsible for advising on and’ monitoning the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and 1hé State’s
Project leadership on the best practices for lmplementmg the Contractor Software Solution within
the State. The Project Executive shall panticipate in the deﬁmtlon of the Project Plan and provide
guidance to the State's Team.

2.2.  Contractor's Team Projcct Managér

The Contractor Team Project Manager shall have overall responsnbnhty for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor’s
hnplementation Team. The Contractor Team Project Manager will have the following
responsibilities: '

a Maintain communications with the State's Project Manager;
" b.  Work with the Statc in planming and conducting a kick-off mecting;
¢ Create and maintain the Work Plan;

d.  Assign the Contractor Team consultants (o tasks in the Implementation
Project according Lo the scheduled staffing requirements;

¢.  Define roles and responsibilities of all the Contractor Team members;
f.  Provide monthly update progress reports to the State Project Manager;

g-  Notify the State Project Mannger of requirements for State resources in order
to provide sufficient lead time for resources to be imade available;

h.  Review task progress for time, quality, and accuracy in order to achieve
progress;

i.  Review requirements and scheduling changes and identify the impact on the
Project in order to idemify. whether the changes may require a change of
scope;

State of NH Contract
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m.

n.

Implement scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the
Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when
they arise; '

Provide the Siate completed Project Deliverables and obtain sign-off from the
State's Project Manager;

Manage handoff to the Contractor operational stafT,

Manage Transition Services as needed.

2.3.  Contractor’'s Team Analysis

The Contractor Team shall conduct analysis of requirements. validaie the Contractor Team'’s
understanding of the State business requirements by application, and perform business’
requireinents mapping: ‘

g P

a »n

L

Construct and confirm application test case scenanos;

Produce application configuration definitions and configure the applications;
Conduct testing of the configured application;

Produce functional Specifications for extensions, conversions, and interfaces;
Assist the State in the testing of cxlensions, conversions, and interfaces;.
Assist the State in execution of the State’s Accepiaﬁce Test;

Conduct follow-up meetings 10 obtain feedback, results, and
concurrence/approval from ihe State;

Assist with the comrection of configuration problems ideniified during
System, integration and Acceptance Tesling; and

Assist with the trensition to production.

2.4, Contractor's Team Tasks

The Contractor team shall assume the following tasks:

a.

Siate of NH Contract
Date; 12/2/2020
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Development and Review of functional and technicat Specification to
determine that they are at an appropnaie level of detatl and quality;

Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

Development and Documentation of instaliation procedures;
Development and exccution of unit 1est scripis;
Unil testing of conversions and interfaces developed; and

System Integration Testing,
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3 STATE ROLES AND RESPONSIBILITIES .

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subjeci Matter Experts’ time will vary based on the need
determined by the State Leads and 1he phase of the [mplementation.

3.1.  State Project Manager

The State Project Manager shall work side-by-side with the Contractor's Project Manager.. The
role of the State Project Manager is 1o manage Siate resources, facilitate completion of all tasks
assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implememtation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary Siate
resources, as defined by the Work Pian and as otherwise identified throughout the course.of the
Project. The State Project Manager has the following responsibilities:

a.  Plan and conduct a kick-off meeting with assistance from the Coniractor's
team; y,

b.  Assist the Contractor’s Project Manager in the development of a detailed
Work Plan;

¢.  Identify and secure the State Project Team members in accordance with the
Work Plan;

d.  Define roles and responsibilities of all State Project Team members assigned
to the Project; '

e.  Identify and sccure access o addilional Siate end-user stafl as needed 10
support specific areas of knowledge if and when required to perform cerain
Implementation tasks;

f.  Communicate issucs 10 State management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

g.  Inform the Contractor's Project Manager of any urgent issues if and when
they arise;

h.  Assist the Conlraclor’s team staff to oblain requested information if and when
required to perforin centain Project tasks;

i.  Manage handoff to State operalionél staff; and

j- Manage State s1aff during Transition Services as needed.

3.2.  State Subject Matter Expert(s) (SME)

The role of the State SME is to assist application 1eams with an understanding of the State’s curren)
business practices and processes, provide agency knowledge, and participate in -the
Implementation. Responsibilities of the SME include the following:

State of NH Contract
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Be the key user and contact for their Agency or Department;

b.  Attend Project Team training and acquire in-depth functional k'nowledge' of
the relevant applications;

¢.  Assist in validating and documenting user requirements, as needed,

d.  Assist in mapping business requirements; '

€. Assist in construcling test scripis and Data;

. Assistin System Integration; and Acceptance Testing;

g.  -Assistin performing conversion and integration 1esting and Data Verification;

h.  Attend 'Projccl. mectings when requested; and

Assist in training end users in the use of the Contractor’s Software Solution
and the business processes the application supponts.

3.3. - State Technical Lead and Architect

. The State’s Technical Lead and Architect reports to the State’s Project Manager and is responsible
for leading and managing the Siate’s technical tasks, Responsibilities include:

Attend technical training as necessary to suppont the Project;

b.  Assist the State and the Contractor's Team Project Managers to establish the .
detailed Work Plan; n

¢.  Manage the day-to-day aclivities of the State's technical resources assigned
to the Project;

d.  Work with State IT management to obiain Siale technical resources in
accordance with the Work Plan; :

e.-  Work in partnership with the Contractor and fead the State technical staff’s
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contracior Deliverable and it will be expected that the
Contractor will Icad the overall effort-with support and assistance from the
State: and

Siate of NH Contract
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3.4,  State Application Database Administrator (DBA} (DolT)

nm.

q.

Siate of NH Contract
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The role of the Siate Application DBA(s) is to work closely with the
Contractor’s Team to inslall and matntdin the Application environments
throughout the duration of the Project. It is important that the. State
Application DBA(s) assumes responsibility for the support of these
environments as 5o0on as possible and conducts the following responsibilities
throughout the linplementation Project:

Attend Application DBA (raining and acquire in-depth technical knowledge
of application DBA responsibilities, if the DBA has not already done so;

Work with the Contractor to finalize machine, site, and production
configuration;

Work with the Contractor to finalize logical and physical database
configuration;

Work with the Contractor o install the Contractor’s-tools, and Contractor’s
Applications for the development and training environment;

Work with the Conlractor o clone additional application instances as needed
by the application teains;

Work with the Contractor, upgrades to the Application instances as required
by the Teams. Maimain a consistent and constant panity with all instances as
required by the Applicalion teams;

Work with the Contraclor and the Application teams Lo establish and manage
an instance management plan throughout the Project;

Work with the Conirattor to establish and execute backup and recovery
procedures throughout the Project;

Manage Operating System adjustments and Systemn Maintenance 10 maintain
system configurations and Specifications;

Work with the Application Teams to manage the availability of Application
instances throughout the Project;

Perfonn routine Contractor Application moniloring and tuning;

Work with the Contractor to define and test Application secunty, backup and
recovery procedures; and

Assume responsibility for the database administration functions, upon
transfer of the Application to the State's hardware ptatform.

Develop and maintain role-based secunty as defined by the Application
Teais;

Establish new Contractor Application user lds; and

Configure menus, request groups, security rules, and cusiom responsibilities.
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3.5. State Network Administrator {DolT)

a.  The State Network Adminisirator will provide technical support regarding
- networking requirements administration. The responsibilities will include:

n.  Assess the ability of the Siate’s overall netwaork architeciure and capacity to
adequately supporn implemented applications;

b.  Establish connections among the database and application servers; and

¢.  Establish conneciions among the desktop devices and the Application and
database servers.

3.6.  State Testing Administrator
The State’s Testing Administrator will coordinate the Srate’s testing efforis. Responsibilities
include: '

0.  Coordinaling the development of Sysiem, integration, performance, and
Acceptance Tesi plans;

b.  Coordinating System, integration, performance, and Acceptance Tesls;
¢.  Chairing lesi Review meetings;

d.  Coordinating the State's team and extemal third paniies involvement in
lesting;

¢.  Ensuring that proposed process changes are considered by process owners;
f.  .Establish priorities of Deficiencies requicing resolution; and
g.  Tracking Deficiencies through resolution.

4. SOFTWARE APPLICATION - Not Applicable

5.  CONVERSIONS - Not Applicable

The following table identifies the planned conversions within the scope of this Contract. -

TABLE 5: Planned Conversions

LEAD

I ) 4
CONVERSION COMPONENTS RESPONSIBITIY

DESCRIPTION

State of NH Contract
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Conversion Testing Responsibilities

The Contractor's Team and the State, based on their assigned conversion
responsibilities, as set forth in Pant 3 - Exhibit F: Testing Services shall identify
applicable test scripts and installation instructions, adapt themn to the Project specifics,

test the business process, and compare with the documented expected.results. ’

The Contractor's Team and the State, based on their assigned conversion
responsibililies, shall executc the applicable test scripts that complete the conversion
and compare execution results with the documented expecied results.

The State is responsible for documenting the technical Specifications of all programs
that exiract and format Data from the legacy Sysiems for use by the conversion
processes, '

The Contractor’s Team and the State, based on their assigned conversion
responsibilities, shall develop and Unit Test their assigned conversions.

The State and the Contractor's Teams shall jointly conduct System and Integration
Testing, verifying and validating the accuracy and completeness of the conversions.

The State and the Contraclor’s Teams shall joinily verify and validate the accuracy and
compleleness of the conversions for Acceptance Tesling and production.

INTERFACES - Not Applicable

Interfaces shall be implemented in c.ocheralipn with the State. The following Table identifies the
interfaces within the scope of this Contract and their relative assignment.

TABLE 7: In Scope Interfaces

INTERFACE COMPONENTS

]
3
P-s
)

DESCRIPTION

RESPON

122}

IBITLY

|
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7.1.  Interface Responsibilities

a.

State of NH Contract .
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The Contractor’s Team shall provide the State Contracior Application Data
requirements and examples, of Data mappings and interfaces implemented on
other Projects.

The Contractor's Team shall identify the APls the State should use in the
design and development of the interface.

The Contractor’s Team shall lead the State with the mapping of legacy Data
to the Contracior Application.

The Contractor's Team shail lead the Review of functional and technical
interface Specifications.

The Contractor's Team shall assist the State with the resolution of problems
and issues associated with the development and Implementation of the
interfaces.

The Contractor's Team shall document the functional. and technical
Specifications for the inlerfaces.

The Contractor's Team shall create the initial Test Plan and related scripis to
Unit Test the interface. The State shall validate and accept.

The Contractor’s Team shalt develop and Unit Test the interface.

The State and the Contractor’s Team shall jointly venfy and validate the
accuracy and complelcness of the interface.

The State is responsible for documenting the procedures required to run the
interfaces in production.

The State shall document the technical changcs needed to legacy Systems to
accommodate the interface.

The State shall develop and test all legacy application changes needed to
accommodate the interface.

The State and the Contractor’s Teams shall jointly construct 1est scripts and
creale any Data needed to support testing the interfaces.

The State is responsible for all Data extracts and related formatiing needed
{rom legacy Systems to support the interfaces.

The State is responsible for the scheduling of interface operation in
production,
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8. APPLICATION MODIFICATION

To more fully address the State’s requirements, the Coniraclor's Team shall implement the
following application medifications with the Department’s community health organization
partners. The following table identifies the modifications that are within the scope of this Contract.

TABLE 8: Application Meodifications (Contractor Developed)

REQUIREMENT | COMPONENTS DESCRIPTION
FPAR 2.0 .. Web-based data Panticipating organizations must be able to manually enter
Requirements entry -client visit records into the system.
File upload FPAR 2.0 requires 30 new data ¢lements that agencies
Imerfaces .| will submit ta the system. File upload interfaces must be
reconfigured.
Audit Filc upload audit review and processing musi be updated
1o meet FPAR 2.0 requirements. '
Reporting FPAR 2.0 reponts must be created and made available to
syslem users.

9. PRELIMINARY WORK PLAN

The following table provides the preliminary agreed upon Work Plan timetable.

TABLE 9: High Level Preliminary NH Project Plan
) TAS_K NAME . DURATION START FINISH

Grantee KickofT | 2 weeks 111872021 112912021
Subrecipient Engagement 4 months 711212021 11/19/2021
Configure interfaces 1 month -9/131202) 10/15/2021
QA test. 2 weeks 1012512021 114512021
Activate in PROD 2 weeks 2/14/2022 212512022
Prod monitoring 2 wecks || 2/28/2022 . 3/11/2022

State of NH Coniract
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EXHIBITJ - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1. LICENSE GRANT

1.1,

1.2.

1.3

1.4,

COTS - Not Applicable
The Contractér hereby grants to the State a worldwide, perpetual, irrevocable, non-

. exclusive, non-transferable, limited License 10 use the Software and its associated

Documentation, subject to the tenns of the Contract. The State may allow its agenis

- and Contractors to access and use the Sofiware, and in such event, the State shall first

obtain wrilten agreement from such agents and Contractors that each shall abide by
the terms and conditions set forth herein.

SAAS - Grant of Rights

During the Subscription Term, the Siate will receive a nonexclusive, non-assignable,
royalty free, worldwide right 10 access and use the Software solely for the Siate’s
intemal business operations subject to the terms of this Agreement and up 10 the
number of Licenses documented in the Agreement.

The Parties acknowledge hat this Agreement is a Services agreement and Contractor
will not be delivering copies of the Software to Customer as part of the Agreement.

SUBSCRIPTION - Not Applicable

The contractor hereby grants to the Stale a non-transferable, non -sub licensable, non-
exclusive license 10 use Software and its associated documentation during the
applicable subscription tenm, subject to the tenns of the Contract. The State may allow
its agents and Contractors to access and use the Soflware, and in such event, the Stalc
shall first obtain written agreement from such agents and Contractors that each shall,
abide by the terms and conditions set forth herein.

The Parties acknowledge that this Agreement is a Services agreement and Contractor
wilt not be delivering copies of the Soflware to Customer as part of the Agreemen.

CUSTOM SOFTWARE - Not Applicable

The Contractor agrees that any and all work product created pursuant to this
Agreement, including but not limited 10 all Software, are déemed to be “Work For
Hire” within the nteaning of the Copyright Act of 1976. To the extent Contractor is
deemed to have retained any legal title, rights and interest in these works, Contractor
hereby assigns any and all such title, rights, and interest {(including all ownership and
intellectual property nghts) in the Software and related work product to the State of -
New Hampshire in consideration for the promises set forth within this Agreement.

Siate of‘NH Contract
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3. ' SOFTWARE TITLE

Title, right, and interest (including al) ownership and intellectual property rights) in the
Software provided under this agreement, and its associated documentation, shall remain with
the Contractor.

3 SOFTWARE AND DOCUMENTATION COPIES

The State shall be entitled to copies of any work product upon request to Contractor. Al the
¢onclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contracior shall not retain any work
product associated with this Agreement unless authorized by the State in wriling.

Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsofi Word and
PDF format. The State shall have the right to copy the Soflware and its associated
Documentation within its possession for its inlernal business needs. To the extent thal the
Siate does not have possession of the Soflware, Contractor shall provide a reasonable number
of copies of the Software and associated Documentation upon request. The State agrees to
include copyright and proprietary notices provided to the Siate by the Contractor on such
copies.

q. RESTRICTIONS

Except as otherwise penmitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of the Contractor’s proprietary
nghts;

b. Make the programs or matenals available in any manner to any third party for use in
the third party's business operations, except as permitied herein; or

. Cause or pennit reverse engineering, dasasscmbly or recompilation of the programs.

S.  .VIRUSES

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a pant of its intemal devclopment process, Contractor will use reasonable
cfforts 10 test the Software for Viruses.

6. AUDIT

Upon forty-five (45) days writien notice, the Coniractor may audit the State’s use of the
programs at the Contractor’s sole expense. The State agrees to cooperate with the Contractor’s
audit and provide reasonable assistance and access to information. The State agrees that the
Contractor shall not be responsible for any of the State’s reasonable cosis incurred in
cooperating with the audit. Notwvithstanding the foregoing, the Contraclor's audit rights are
subject (o applicable State and federal laws and regulations.

State of NH Contract
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7. SOFTWARE NON-INFRINGEMENT

Contraclor warranis that it has good title to, or the right 1o aliow the State to use all Services,
equipmeni, and Sofiware, including any sll component parts thereof such as third pany
Software or programs that may be embedded in the Software (“Contracted Resources™)
provided under this Contract, and that such Services, equipment, and Sofiware do not violate
or infringe any patent, trademark, copyright, trade name or other intellectual property rights
or misapproprinte o trade secret of any third-party.

The Warraniy of non-infringement shall be an on-going and perpetual obligation that shall
- survive lgrmination of the Contract. In the event thal someone makes a claim against the Stale

thal any contracted resources infringe their intellectual property rights, the Contracior shall

defend and indemnify the Siate against the claim provided that the Siate: ]

a. Promptly notifies the Contractor in writing, not later than 30 days afier the Stale
receives actual written notice of such claim;

b. Gives the Contractor control of the defense’and any setttement negotiations; and

c. Gives the Contractor the information, authority, and assistance reusonab]y needed to
defend against or settle the claim.

Notwithstanding the foregoing, the State's counsel may participate in any claim to the extent
the State seeks (0 assert any immunities or defenses applicable (o the State.

If the Contractar believes or it is determined that any of the contracted works may have
violated someonc else's intellectual property rights, the Contractor may choose to either
modify the contracied resources 1o be non-infringing or obtain a License 10 allow for continued
use, or if these aliematives are not cominercially reasonable, the Contraclor may end the
License, and require return of the applicable contracied works and refund all fees the State has
paid the Coniractor under the Contract. The Contractor will not indemnify the State if the
State alters the contracied resources without the Contractor's consent or uses it oulside the
scope of use identified in the Contractor’s User Documentation or if the State uses a version
of the contracied works which has been superseded, if the infringememt claim could have been
avoided by using an unalicred current version of the coniracied resources which was provided
to the Stalc at no additional cost. The Contractor will not indemnify the State (o the extent
that an infringement claim is based upon any infonnation design, Specification, instruction,
Software, Data, or material not fummished by the Contractor. The Contractor will not indemnify
the State to the extent that an infringement claim is based upon the combination of any
contracted works with any products or Services not provided by the Contractor without the
Contractor’s consent.

8.  CONTROL OF ALL COMPONENT ELEMENTS
Contractor acknowledges and agrees that it 15 resposisible for maintaining all Licenses or
penmissions Lo use any third-party Sofiware, equipment, or Services that are component parts

of any Deliverable provided under this Agreement for the entire terin of the Contract. Nothing
within this provision shall be construed to require Contraclor to maintain Licenses and

State of NH Contract

Date: 12/2/2020 o3
Contractor’s Initials MS Page 48 of 55



DocuSign Envelope ID: 2309124D-9037-4208-9C4F-71F880DDB783

OccuSign Envelope I1D: 4079226C-3951-4E70-BF 10-EF76084A209A

Department of Healtb and Human Services
Family Planning Database Hosting and Maintenance
DPHS - 2020-083 / §§-2021-DPHS-01-FAMIL-01
PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT K - WARRANTY & WARRANTY SERVICES

10.

Siate of
Date: 12

permissions for Software acquired by the State directly or through third-parties which may be
integrated with the Contractor’s Deliverables,

CUSTOM SOURCE CODE

Should any custom source code be developed, Contractor. shall provide the Staie’ with a copy
of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-cxclusive paid —up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

SOFTWARE ESCROW - Not Applicable

Contractor agrees to providc to the State the currently existing source code and any other (ools
and requirements necessary o creale cxccutable or interpretive programs. This information
may be provided to the State either dircctly, with any such protections as requ:red by the
Contractor or through a mutually .agreed upon Escrow Agreement. Coniractor shall be
responsible for all costs associated with the Escrow Agreement and the Staie shall not assume
any liability to the Company or Escrow Agent as a result of the Agreement.

Contractor agrees that the State shall be entitled 10 utilize the source code in its possession
and/or demand a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

a. The Contractor has made an assignment for the benefit of creditors;

b. The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind,; )

€. A recciver or similar officer has been appointed 1o take charge of all or part of the
Contractor’s assets; _

d. The Contractor 1erminates its maintenance, operalions and support services for Lhe
State for the Software or has ceased supporting and mainiaining the Soflware for the
State whether due to its ceasing to conduct business generelly or otherwise, except in
cases where the tenimination or cessation is a resutt of the non-payment or other fault
of the State; .

¢. The Cantractor defaults under the Contract; or

f. The Contractor ceases its on-going business operations or that portion of its business
operations relating to the licensing and maintenance of the Sofiware.

Upon the occurrence of a Release Event, the Contractor hereby grants the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and to
authorize others 1o do the same on behalf 6f the State (Contractors, agents, etc.), solely for the
purpose of completing the perfonnance of the Contractor's obligations under the Contract,
including, but not limited to, providing maintenance and support for the Sofiware and subject
to the rights granted in this Contract.

The Contracior agrees to pay all costs associated with the escrow covered by this Contracl,
except for nominal fees to cover the cost of reproduction and distribution of release of the
source code (o the State, including all related reasonable administrative expenses.

NH Contract
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EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.

WARRANTIES

1.1, System

The Contractor warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Coniract.

1.2.  Software

The Contractor warranis that the Software, including but not limited to the individual modules or
functions furnished under.the Conlract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operale in accordance with the Spcuﬁcanons and Terms
of the Contract.

For any breach of the above Software warranty, the Slale s remedy. and the Contracior’s entire
linbility, shall be:

. the comection of program crrors that cause breach of the warranty, or if the
Conitractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

c. if the Contracior cannol subslantially correct a breach in a commercially
‘reasonable manner, the State may end the relevant Services and recover the fecs
paid to the Contractor for the deficieni Services.

1.3. Non-Infringement

The Contractor warrants that it has good title to, or the right 1o allow the State to use, al} Services,
equipment, and Soflware ("Material™) provided under this Contract, and that such Services,
cquipment, and Software do not violate or infringe any patent, irademark, copyright, trade name or
other intellectual propenty rights or misappropriate a trade secret of any third party.

1.4.  Viruses; Destructive Programming
The Contractor warrants that the Software shail not contain any viruses, destructive programming,

or mechanisms designed to d:srupi the performance of the Software in accordance with the
Spec:l'cquons

State of NH Contract
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1.5. Compatibility

The Contractor warrants that all System components, including but not limited to the components
provided, including any replacemeni or upgraded System Software components provided by the
Contractor to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

1.6,  Services
The Contractor warrants that all Services to be provided under the Contract will be provided

expediently, in a professional manner, in accordance with industry siandards and that Services will
comply with performance standards, Specifications, and terms of the Contract.

1.7. - Personncl

The Contractor warrants that all personnel engaged in the Services shall be qualified 1o perfonn the
Services, and shall-be properly licensed and olherwise authorized to do so under all applicable laws,
1.8.  Breach of Data .

The Contractor shall be solely tiable for costs associated with any breach of State Data housed at
their location{s) including but not limited to notification and any damages assessed by the courts.
WARRANTY PERIOD

The Warranty Period-shall remain in effect until the conclusion or tennination of this Contract and
any extensions, except for the warranty for non-infringement, which shaill remain in effect in

" indefinitely. .

Remuinder of this page intentionaily left blank
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EXHIBIT L — TRAINING SERVICES'

1. TRAINING SERVICES

The Contra
required to
includes:

ctor shal) provide training to syslem users as new sites are added 10 the system, as
support system enhancements, or on an “as requested” basis.” User based training

1.1.  File extract creation and processing

Health-e-Link provides training on the creation of batch file extracts of family
planning encounter records from sub-recipient practice management or electronic

" bas
1.2. On

medical records systems, The extract files are submitted to the FPDS on & monthly

is.

line Data Entry

‘Health-e-Link provides training to system users 1o suppori online data entry and
review of family planning encounter records.

1.3, Reporting ond data anolysis

Health-e-Link provides training on the availability, creation and usage of reports.
Reporis are available via the suite of standard, non-standard and ad-hoc query data

ana

lysis and reporting tools,

Remainder of this page intentionally left blank
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EXHIBITM - AGENCY RFP WITH ADDENDUMS

Exhibit M - Not Applicable 10 this Coniract.
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EXHIBITN - VENDOR PROPOSAL

Exhibit N — Not Applicable to this Contraci.
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EXHIBIT O - CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS

a.  Attachment ! — Exhibit H Requirements
Attachment 1B = DHHS Standard Exhibits
Contractor’s Certificate of Good Standing
Contractor’s Certificate of Vote/Authority
Contractor’s Centificate of Insurance

o a0 o
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DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any simitar term referring to -
situations where persons other than authorized users and for an ather than authorized
purpose have access or potential access. to personally identifiable information,
whether physical or electronic. With regard o Protected Health Information, “ Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce. :

3. “Confidential Information™ or “Confidential Data™ means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Trealment Records, Case Records, Protected Health Information and
Personally ldentifiable Information,

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and dispasilion is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal [nformation (PI), Personal Financial information
(PF1), Federal Tax Information (FT1), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4, “End User” means any person or enlity {(e.g., contractor, contractor's erhployee,
business associate, subconliractor, other downstream user, elc.) that receives DHHS
data or derivalive data in accordance with the terms of this Contract. '

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulalions promulgated thereunder. '

6. “Incident” means an act that potentially violates an explicit or implied securily policy,
which includes attempts (either failed or successful) to gain unauthorized access to a -
system or its dala, unwanted disruption or denial of service, the unauthorized use of a

. system for the processing or storage of data; and changes to system hardware,
firmware, or software characleristics without the owner's knowledge, instruction, or
consent. Incidents inciude the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,

L1
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all of which may have the potential to put the data al risk of unauthorized access, use,
disclosure, modification or destruction.

“Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire!'s Department of Information

. Technology or delegate as a protected network (designed, tested, and approved,

10.

1.
" Prolected Health Information at 45 C.F.R. Part 164 Subpart C, and ‘amendments

12.

by means of the State, to transmit): will be considered an open network and not
adequately secure for the transmission of unencrypled Pl, PFI, PHI or confidential
DOHHS dala

“Personal Information” (or “PI") means information which can be used to distinguish or
trace an individval's idenlity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable 1o a specific individual, such as date and place of birth, mother's maiden
name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually |dentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Depaniment of Health and Human Services.

‘Prolected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C. FR.§
160.103.

“Security Rule” shall.mean the Security Standards for the Protection of Electronic
thereto.

“Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

1.

2.

A, Business Use and Disclosure of Confidential Information.

The Contractor must not use, disclose, maintain or transmit Confidential Information
excepl as reasonably necessary as oullined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agenls, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential Information in response to a-request
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for disclosure on the basis that it is required by law, in response to a subpoena, efc..
without first notifying DHHS so that DHHS has an opportunity to consent or object to
the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and musl not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
+ User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
" - any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for. the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Conlractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure transmission via the inlernet.

2. Computer Disks and Portable Storage Devices. 'End User may not use computer disks
" or portable storage dewces such as a thumb drive, as a method of transmitting DHHS -
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encryptéd and being sent to and being received by email addresses of
persons aulhorized to receive such information, .

4. Encrypted Web Site. If End User is emplaying the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosling services, such as Dropbox or Google Cloud Storage, to transmit Confidential
‘Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If Erd User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmil Confidential Data via an open
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10.

11.

wireless network. End User must employ a virual private network (VPN) when
remotely transmitting via an open wireless network,

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

SSH File Transfer Protocol (SFTP), alse known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges 1o prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted lo prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Conlraclor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exisl, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
Stales. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
lo detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees lo provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and’identified in seclion V. A2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with-all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anli-spam, anti-spyware, and anti-malware ulilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

:os
V5. Last update 10/08/18 Exhibit K Conlracior Inillals

OHHS Information
Securily Requirements 12/2/2020
Page 40l 9 Dae



DocuSign Envelope 1D: 23091240-9037-4208-9C4F-71F88DDDB783
DocuSign Envelopa ID: 4078226C-3951-4E70-BF10-EF 76084A20D9A
New Hampshire Department of Health and Human Services
Exhibit P
DHHS Information Security Requirements

6. The Contractor agrees to and ensures its complete cooperation with the Stale's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. Ifthe Contractor will maintain any Confidential information on its systems (or its sub-
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request of the Department ; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any subconlractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media conlaining State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with' industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degausang)
as described in NIST Special' Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be ;omlly evaluated by the
State and Conltractor prior to destruction.

.2 If applicable based on the Data Migration Plan in Part 2 of the Contract, the
Contractor agrees to destroy identifi edConfidential Data using a secure method such as
shredding,

and will completely destroy all identiﬁed electronic Confidential Data 'by means of
data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivalive data or files, as follows:

1.” The Contractor will maintain.proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor wnII maintain policies and procedures to protect Department conﬂdenhal
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

3. The Conlractor will maintain appropriale authenticalion and access controls to
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1.

contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidentia! information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Depariment confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Conltraclor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notifi cat|on requirements;

" The Contractor will work with the Department to sign and comply with all appl:cable

State of New Hampshire and Departmenl system access and authorization poticies and
procedures, systems access forms, and computer use agreements as part of oblaining
and maintaining access to any Depariment system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authonzed

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreément. '

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threals, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Conlraclor, or the Depariment may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained' from the Information Security Office leadership
member within the Deparment.

Data Security Breach Liability. In the event of any security breach Contractor shali
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor ali costs of response and recovery from the breach,
including but not limited to: credit moniloring services, mailing costs and costs

:os
V5. Last updato 10/08/18 Exchibil K Conlraclor Initials

DHHS Information

Securily Requirements ' 12/2/2020
Page 6ol § ‘ Date ___



DocuSign Envelope 1D: 2309124D-9037-4208-9C4F-71F88DDDB783

DocuSign Envelope 10: 4D79226C-39514E70-8F 10-EF 76084A2D9A

New Hampshire Department of Health and Human Services

Exhibit P
. DHHS Information Security Requirements

12.

13.

14,

15.

associated with website and telephone call center services necessary due to the
breach.

Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164} that govern protections for individually identifiable health information and as
applicable under State law.

Contractor agrees lo establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at hitps://www.nh.gov/doit/vendorfindex.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendars.

Conlractor agrees to maintain a documented breach nolification and incident response
process. The Contraclor will notify the State’s Privacy Officer and the State's Security
Officer of any security breach immediately, at the emait addresses provided in Section
VI.- This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connecl to the State of New Hampshire netwaork.

Contractor must restrict access to the Confidential Data obtained under this Contract
to only thase authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A, above, implemented-
to protect Confidential Information thal is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information al all times.

c. ensure that laplops and ather electronic devices/media containing PHI, Pi, or PFI
are encrypted and password-protected.

d. send emails containing Confidentia! Information only |f encrypted and being sent
to and being received by emall addresses of persons authorized to receive such
infarmation.

e. limit disclosure of the Confidential Infdrmation to the extent permitted by law.
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f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, hiometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at al! times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved. :

i: understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure,
This applies to credentials used o access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users, DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

1.LOSS REPORTING

The Contractor must notify the Stale’s Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI,

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’'s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspecled or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different-
options, and bear costs associated with the Breach notice as welt as any mitigation
Mmeasures.
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Incidents andfor Breaches that implicate P| must be addressed and reported, as
" applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhbhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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ancor thal provide doturnerind prod scha ¢ [of megr ating sppication moddicathom lram the Ut Accrpianca
Trst Crvisonwment (0 the Producion Erviconment.

Tha Yendor Mt teut the saftwive End the 1yuiem yting an induatry standard and Sate approved lcuh'

5 Y Standar
1 | methodolog 81 more hlly desertbed in Part 3, [ahitic £ Tesitng Services, Saction 1, - e SOCTERrNed
The Vendor munt petform spphication strest Lesting and tuning &1 more hatty dercribed InPart 3, Luubic F,
Y21 1 ting Services, subsection 1.7, ‘ 2z s GO certed
n3 Tha Vandor munt ¢ tnice S0Cumendad proedui s for bow to Line Pioduttion with 3 1peciiic testing o = 5001 centtfied
eervisonment,
T4 I.nu wandor munit deflog Bnd tady Ciagler recovery procedures. L[ Standard SOC2 cenified

TR TESTING
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HOSTING-LLOUD REQUIREMENTS -

Vernder Culyury

(] Reguirement Description Critkeoliy Sisthed Comemarns Comrmants
.3 m_iulpoﬂlcmmw-ﬂln'lonnuuuuw A Gy 3 dats comay L] Tes  {$1andard $OC 2 cerliled,
N o ¢4 1} Mudtiphs Ivdependent sitribwtion pithe sevving Lhe IT squipment, 1) Al 1T sgrdpm
frranms e gusl powered and fully compatble whi the opoiogy of » she's srchiteciure snd
1) owntatf witly PRalTLansbAe AR 8 Iy DLl @ with Fipecled avilability of 9. 90 ¥
it [Vandor WAl malaiain & 100 ¢ hasting ervironment praviding all Aecesiary hardware, ik ware, L] Tes [Standard $OC) centliied.
[2nd Wi ernat bandwidth (o manage the 1pelication aad 1o ers with permision baed .
flogioy,
1) The Dats Contet mutt bt phyibcelly securad ~ restiloted sciail 10 tha w1e 10 petianiel with M Tes Siandard SOCT certlited,
jontsoh. mch 31 blometric, hacge. snd othars security solutions, Policke for granting access mung
be i ghac snd tollgred, ALCHs ihall only be Sramted 10 thost wilth & Aeed 1o perioem ks n
L
o tanddn shal iriiol snd vpdate o Mrvey paichen, bpdairy, sad pchver yiBte Srithin (3 days of M Te Swandaid SOCT cynidhed,
[1ebeast irom the manulsctwes. .
) [Vendor shal manier Syaom, secumty, snd spplicatien lags. ] Tes Srandard SOCT cenifed.
ML [Wander ihadl marage tha sharing of €5t resourcnt. [ Tes Standard $OCT certiied,
" jmi [Vender shat manage dally backup, off-sike #413 Worags. snd reviore oped Kiom, M Tt Standard SOCY certified,
nL 8 |rha Vender shall menitor phryiical hardware, M Yer ' [Standacd SOCT ceriied.
Ll Remety scorss Bl ba cumemnmized 10 1he Haze’s businest spplcstion. W InRwrces where the L] Ho Hol oropotad ot regquired, Nt requlred. G pariormy
[0t 8 requit el SOCHY LS Che SOPUCMIGN O Mervild (esOurt i MOl I thit DMT. L Vendor thal o 2l soltware vpdaies and patching
e Cricha 14MOLe SEILIOD CORALLTION 1D Lhe 1evver LvOugh MW e pratocoh such 13 2 Virlusl of the servers.
bty fgieodh YPA)
H1.10  1Tha Vendor shall 1eport sy bra sch in Lecurity In conformance with Siate of H RSA 154-C100, [ Yei Standard $OCT cenliled,
Ay prsn Sngiged in (rade 0 Lmndrte INAL i sl 10 REA JEB-A0), | shad sha Aoty the
frogulitor which hat prim ary regulatory suthoddty avir wch irede o tommarce. AN sther persom
hall soatty 1he Hew Hamoshies sitsiney generols aftice.
M. [Yendor thall Rove GOtwinenied Shatler reCovery pland Ehal bddr et th 7ecevery of lou Hate L Yei Standarg SOCY cenltled.
data oy well 3y Uhalr own, Sytiema shalk be rchileci o 10 meet the dafined recovery naech, '
CTE] The $HLet Fecowery plan shall et ity 2 ppr i lov oo i L L M Yoy Standard SOCY cenitded.
i tha evern o 3 compenent fallucy, in mosl iIntances, ratems tha R offer alcwtdumnq
wa the fon of a drivg O power supply will nol by LfTident 16 terminele servitr howwvet, theia -
Firbaed LOrTptnantiLs il vt 10 10 dapheced. = |
H2.3 [Viendor thall adhitt 4 10 8 daflngd snd doCumeniet Bach vp Khedube atd armﬂuu M Ter $uandard S0CT cenithed,
H1.4 Bach-up copies of dm are made fov the purpate of tacilating 2 reveee of muu In the avent ) Yes Standard 30CT cenified,
[F1 M8
Nid  |%hepuied Nlhﬂh‘ﬂlﬂ"l mull B (ompieied repularly. The minkmwom scoeplable L e Standard 3OCT centltied,
ftgguency b gilengatiol Bacbup ety gng compleiq bechup wrtetly,
M1E  [Teper or Duher Back-wp medla LDeT MUt be Jecurly Vamisnad hom Ui e [0 0oy Iure ] Yes Siandard S0CT cenliled,
1q gt 3 with L " fagliy.
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Tha Vendor shall employ security maaias a1 pnsurd thal (ha Kale™s spplication and dits v
olected,

Standard

W17 Duts Facavary - 60 Shd vt Lhat recdvery Back 16 Tha last bachup s nol witlcens 1o rrcover Yes Standard Fully weetly,
[Siate Data, the Vendor shall empley the uit of datuba s bagi 11 adition 10 Backup inedis i the incraongnnal dally pnd
teivaration ol the detebave(s} 10 sHovd a rmwch Chrmy b ca 8- UMme F<overy, To 80 IRH, logs must rnudmiuton af dats
bt mtrved 61 the vohwre agthe d with 3 equency wr match the businns nesdi. by agencles lulty

marts requitements,

Wackupi drg Ligeed In
»separate physical

ocation.

SOL] cenilied,

location(s] inchuding byt not Bimiied 19 nouificstion tnd sny demdgen s13a1300 by the cowrts.

ST U WTE ST A

2 H Swte dats v hosted on muRiple servers, dats gachanges between and smong 18rvat | Mt be Tay Standard 50C7 centilind,

pir) (A servers and devices must have e d and #5c piing wniema, the Yes Standard SOCI cenifind.
lstest snih-viral, wekhacher, antl-igam, sril-apyware, and sntinabesre vuiies. The p

a1 5 whole, vhall have Az aithve Intrush Yan s Megwall L

rie of the bnks Aol bt reviewd 3 1etled 10 enwre they potect the Yes  [Standnd SOC? certified.
SLate’s hardware, sohware, snd o related data aueets, Testu shal focan en the Lechnacal,
rdminhirative and phyaical securty controls that hav batn dasigred Inls Lhe Syitem
srchitectute i ardes (o provide confidentisbty, intagrity and svalablty.

M) LI')u Vendor shall pnsere ity completn coopar ateon with the §1at+"y Chisl information Offleer in the Yei Standard $OCY certhiled,
derection of sy scurity vwiner sbility of the hentlng inlritroctwe. .

X The Vendor sthall authorlie 1he 3ase 10 patfoem i huduled And Fendom wcwity suddis. including Yer $tancard SOCT ceniiied,
vuine/sblity susessments, of the Vendor' hoating infs sslructvst dnd/oe the applicalion ypon
CPquels

TN Al erart and dedces Myt hiwe ¢vend logging enabled, Loy mutt be protected wih sirrts Yes Standard SOCT certifled,
limled ta only athorired adminturators. Logy shall inchude Sritern, Agpltaion, Web and -

b i3y oy
piaa Opecating Systema §03) end Darsbaser (OF) thatl be budh snd hardend in sctordange with Yes  [Stsadard SOC tartifled.
delines cet lorth by OIS, HIST ov NSA
The V'udw uhalutl!nhc $000°s Projeay Manaprt of aery secutity broaches within 1wo | 2) hows Yeu l$iaadard $OC2 cenHied.
M ity of thele prouriemnee,
pia e mvm mlhmﬁhﬂcl&(uu $130CIN 60 whit sy bea bch ol SLLe do s howted ot theii Yoo [Staadacd 30C2 certifled.

Luisting policies and

Swilaems Opd 1 ies b J with ihe Spaciih cermi. ond requb of the Conteser,

Yes

The Wanddr's fralem wpport and malnicrince sthall commancs updn the Effective Date and :
exLerd Uvough the end ol the Contract tarm, and any wstentlont thereol. procedures Inplace io
ensure compliance,
a2 The vendot shall malnisin the hardware and Software In sccordanca with the wWeciiatlons, Ye3 Standard Ealsting polickes ang
term, snd requirements of the Conws s, induding providlng, ung ades and Thies a1 reauied, pracedures In place lo
' ansure compllance.
d ) The vendor thall reasir or replace the havdware of 1oftwate, Oc sy portion thereal, so that ihe Stand £rluting policies xnd

procedures In place to
enwie compllance.

MS

12/2/2020



DocuSign Envelope 1D: 2308124D-8037-420B-9C4F-71F880DDB783

DocuSign Envelops ID: 070226C.30% 1 4E70.6F10.EF70034AZ08 ___ sont 1 - Bustness, System and Tochnlcal Requitements

bt 4 AB hirdwrars dnd witware companents of e Vender hovtlng intrastructure shal be Ally ] Yes Sandard Exlsting policies sns
[sepporied by Wl 1ot pettvt muemultatturers at ol te, AN I patthes for operating procedures In plate te
jrrtermn, databasrs, wrd srvices, e, thal by applied witbin slaty (§0) dovs of releste by thel ensure compilance.
Heapettive Miniwlsttur g,
=X The Suns shal hive enkmhed 2 Cers, v phone o Email, (0 the Vendor Lechnical suppan 1talf b ™ Standard Edstlng policles and
[t wrern the howrs o1 5:30am to 5:00pm: Mondasy thiough Friday £5T; procedures n place 10
enwre comphance.
! fred & The Vendor shall conjor m 1o the specific deficiency clats 41 deseribedi o Claw A Defdency - ] Yeu Standard Existing policlas and
Loftware - Critical, does pat aRow Syitern lo opet ate, no work sround, demasnds kimedlaty procedurts in place 1o
tlan; Writlen Documentation - mling significant poriiom of inlormation or urinietiigibie 10 emure complance,
SaLe; Non Software - Servides were Inbdedauate and rravke re-perionmance of Ui Service, !
o Carw Defcdemcy - + Imp #oct Aok 1o o and/or chera M a wort,
Sround and Uit can periorm 141ha; Writlen Documentation - porons of infermation are mhng
[but nat enough 1o make the dedument uniniriligible; Nom SoRtwait - Senvicet were faficient,
[t equire rewarking. but g 1ot reaviis repectormance ol the Service,
o Class € Dl Y - Soft; - ik, e In Adturg, mirima? eliect oo Sriem, low .
priortty ind/or usar can Ui System: Wiklen Documestation - minimat changes requised snd of
minor editing Aature: Non Saftwas - Servicet tequire snly minor rewgriing and #o Aot requite (¢
[performance of the Service.
a7 [As 211 0 ¥he rIICEAINCE MEFCHMAENL, Ongring Lupport et thall bt reIponded Lo steonding ] Yei Standard Exlsting policles and
M 1he Folowing: proceduret Inplace to
2. Clavs A Dafichenches - The Vendor thall have avallsble 1a the Suate oncal [elephone asiitance, wnkurE tompRance. L
fwith bswe 1racking pvailsble 1@ the SLate, ight {E) houry par day snd five 151 493 4 weeh with an
emell / 1elephone inponse within Lwo (7] bours of 1eauest; of th Yendor shall provice wpport
orrlte o with revnote Clagnoitie Services, within four [4) bunnets hours of & requeti.
b, Class 8 K C Defickencies =The S1ate shall notity the Viendor of such Dyfickencies during segular
[bursdeie s hiswen and tha Vendor shallr¢1pond bach within four (1} hawrs o1 nouificsilon ol pl d
corecihet attlon; The Vandor du} 1epak or replace Software, sref provide makuienance of the
Soliware Ln accordande with the Spediications, Terms sod Requirevnents of the Contract,
piad The hotting servet lor the State thall be svalable twenty-lour (14) bours 2 day. 7 davt 2 wee, L Yes  [Suaadad Ceisting poficles and
= ovep! for duting shethied maintenance. procedures b place 1o
- ensure complance.
=) A regulary scheduled malnlenant e window shall be ideatidled [1uch 23 werlly, manthly, or M Yes Standard Cdsling policies and
Quarteriy} at which lima 28 rebevane serves patche snd apolicelion upgr sdes thall be apphed. : procedures in place to
s emure compllange.
it If The Vanders b unable 10 mest the vptlmae requirament, The Vendor thall credn Sate’s sccount (51 Yer Standard Ealating policies and
i a0 armgunt based vpon (e folowing (ormta: {Torak Contract Nem Price/D63) « Number of procadures In plate to ot
Duays Conteact mem Mot Provided, The State mut 1aquett L c2edh la wrhing, ensure compllance. MS
L 12/2/2020
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.11 [Ihe Vendor shal use » change " W policy fer nd traching ol tange L Yer Standard €xiting polkies and
requets a1 well 33 (ol autages. proceduret In place 1o
. anture compilance,
13 A crltical dutage will be dasignated when & buihiens funciien cannat be mes by + nonperiorming ] e Standard Eduing policie: and
spplication and there B 5o work srovnd Lo the peobiem. procedures in place 10
#nsure compliance.
w4, The Vendor shall matnisin & record gl the sciivities retated 10 regsic of Madnlendrce scitvathen '] Yes S1andard Exlsting policles and
sarformed foe the Sate end vhatl repove quarteriy on thy folldwing: Server up-rime; Al things proceduret In place to
Fravests Implimarnted, incucing opevaiing 1atem patches; All CHUCH gt sges reponed Inciuging ensure compllance,
[sctuad e snd taiobulion: Wumber of delicienties reporied by dass with intiki reponse Ume a1
el
. Ul The Yendos wall ghve hw-Businats dirs prior netidication to the $tate Froject Mansger ol uil M Yei Standard Editing policles snd
jchanger/fupdater snd provite the State with training dud 18 the upgr sdes snd changes. I procedures In piace 10
enure compliance.
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1’

1z Propect B

3U1a Raquirement - f Vendos

e Y] Ronpirnrmrey O viriplion - Cpwrareg
The Vardiar's Systom umeie! aral sabniengace thall Sovnerons s upon e [octire Ouls o dslétd Pringh (v will o dh] Lalibing polichr 1. aad procedus o1 in place |8 sruse

301 |Camren ter, sl dey avigrmior theveed. T Lrdad Lamptancs,

[Shimrinn The hetdhanre o bothmare v - T i, wiell rowpsr o e Cantract, inchahng] Lot ting pobcies snd procedur ¢4 in plate io enmre

110 |provirg. wrstes seal oy i reguired ™ Sndart  |oampliange,

w - Iofumarn, o vy TR Werel, e Fat B rioe PRy R ETPGITE wUn P RONCRN, ferim, e v Lohling SoRcies ang B oCrIur TS In PLMCR 10 S e
fremiramerts of v Corract = bl e
lnn‘-“mmlﬂn\mlh_-nc(m-ﬁv-ﬁw‘_:umu-—ndlmu (Mu&-unﬂnhﬂ-ouml.

314 By owm, Mandsr Srmagh Fuder 31, T Sirdard  Lmtians o
imv——_—uuu—‘umnnmmm.mwunw-qn [Cnlntirng polchey g prael Sl 1 i PLUCH b shiadte
partees: & O & Dodamorcy - Safrwsrs - {amcal, dors fut allwe Syiiarh i 0pwr 3, A0 20rt WO, SUraiih VSRR F———

Jachst; wePitinn Dpetmerslaton + mwaary MpYRcond mertionn of dermater o7 uriserigisin A9 S0P B Sekuary < e e
o sry pdiiparis iral towpire re-perlermiance of B berexs, 4 Chaw f Doy - faitesd - SRpwLa, der sl e
11p [T st thare & 5 wart sraund sl ast Can purturin bl = purtiors of - mivang Yo Sundard
It oot s 1 ke By W nern wkntelnpide: n Sefte s - Sorvcet wert Sehoont, rageir ireareng. bt da
partprm. e bervita, 8 Cloon € Owbowncy - SoRw ore - murwrnl, mpnrvtss o Adtwr &, Aeranal riett 58 e,
e BeueiTy Soller 1ae Com une Trsbom; Wrtom DRcempnt e - Fnvmal Sung o4 ¢ i o sl o douver sdviong rodurs; Nea
SPtuts + Serces 10quar s Srdy INAST ¢ 0w \ing arull g topt Foaicy re-peetimmana e o e Sorvice.
The Yoty thal dashs svallaie b Uy Hate Do U0 H) Iagrans ubdit r, goreral muindorands roberars, arimted ‘waiusnbey] E1hTing poRCIEY il procedures in place 1y snary
iy, palchar, and Durimantste Do 4ty ponerslly sftered i ls D iarman, o mo sddienal cms, compliance. L

e Yo Stendard
ot il aptenan o Sutvidon Lo, [ha Vonder Whall s | Uni Ipdonring bl ieriatitn will e { gt ed s merviganed; |} adhurs of) [Lrhting pobchey sad g odirdor o b plade ko ensure
[Our Dedciency; 3} curren! satus of e Dutwbeney? 1) s1abn dlon, Sates, el tnr: 8] 20 pocioed and aciusd oo seves Lome, § ramollanca, 3
Ol ency Fovshaion Iarmition, &) Sesoivmd by, 7] e dyang murmiore i ¢, wort srder sumber, 1) hus wenttied iy

(18 ™ Sundad v
The Yordes /Al oSt wih e ke 0 ienkty snd wouisruust BVerOaly Lurpeicid Wiiem lmben & Orfoechn by € sinting ORChat b gr ok s o1 In. gLaCH 10 S &
ety e fotwawy, IerTaUSn: 1] masn T IETESM T Dohtiirt wiN T Witwery; 1} dugrous & P rood " .

U Lcawne of the pradiom, s 1 sl ot of rapest (o 40 1past Soltwrs protiows. ™ Tardard
A;mdmm—mm-m*‘mm-nwhﬂﬂhwq E1iking polichts s paDC et 64 I P e 16 sreurs
g b the lnllowang o oy mqreed 36 by 160 Byt & G &k Dubithencie < T Verir ol heve aveloliie s the Jnel cometianc .
forv-cadl tubapiupry sallinge, with biinsk LG readobie to the Siae, sight (T3 heun por ey and fore (1) vt 3 wovd e and
“luﬁpmnwﬂhm(nmdm-nh#ﬂmwmc—mu—mw

HY [hevvin, witws bor (4 Dusiness howrs of 5 request; b Clst 8 6 € Dolicioncies =Tht Liate vl Adialy e Verder of achy LY Snaare
[Detcienciey during rogier Intloo houry sd Bt Yorghie ol aridird duct wnitin b (3} Mooy ol spthesss of B '

JomT ack s SCUR T Verdhid thall raper wr roglacs Tofterers, s prowale Susssnsnce of W WalTuars 10 oo g - outh Pl
jpactcoumrn, Vorme snd Requiremeenis 8 O Cntracy; o 1 agresd WTwwm T vt

e qtuwumammmhmnmdm-o—m-—l-wﬂm. Yo Laisning poliche s and proxadur i b plac s 10 wisire

i . comptiance. L
[ ot otage wrll be dusighunadl win & Jastirgis harLeit Lorvalt e Mt iy i felveheriorainry appleacon snd Thete 4 m wah) ¥ Stovdard L olitang gmoiches s prodedur o1 bt placy Mg ST e M

nn 18 the prwiem, s " " i S
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TR - JUPPORT § MAINTE NANCE

10 0f 42



DocuSign Envelope 10: 2308124D-9037-420B-9C4F-71F88000DB783

DocuSign Enveiope ID; 4D70220C-33514E7D-BF 10-EFT0004A2084. gt 1 - Business, System and Tachnlcal Requlremants

12 Project Aegul 1
(=¥ L L " =4y 7 hemdeamiard Oawricien B LA plmmEny ) "'_ - Dutearyils : T Comanen’ .-A 'I"
[P Vom0l Maintien § Wil B DN 2Chrtoed tolried W rofiew’ i RaIRSOTOALY S povtarmed hyr the Kale wnd sl Lurging policies M pracedu il I place 10 ensre
[ Uty o U laflewing: AJ changs requests impiemevand; M Ocal Bl il oty Tl R sl lewarpitance,
LY} frongdutapn; Mumiber o detciumsos. repan vl iny Gavi wUh etied Hrigierhe i s sl », e i 0, o Suncug
1 heniary terver bor the Siate vial e v alabde Cwertybins {20) hiwnt » @07, 7 dovn 2 wort rutopt b darng wchevhied Lrinting polkcies sl praced i in place 18 Mivere
[N} B Handard
frasinernance, Yoy jcempllance,
Tha Vorges wt pusthy P 1eo08 mtth Sy tale wbotsbon (6 Frsithon Paas b Maintsmn » Iuly lunrtoming, Ppvtsd byt pe, Lairiing poicies i precedur os in place 10 snuary
[*NL] 1 Strraaed
] : n [amapilance.
& teguierty schothind muiniomance winduw el 5o Worunud Hath b weuhly, Sy, & iasrierirl af =Puch g 1 robeven: Eohting policles snd pracesur e In plce o st
43 frarver paiches snd appbistion mpgride il by mppled Surdwt boanolance,
N Tev
e Vomtipr will phot tat-lasotiit It Bride Adbieachion Wty ote Prajecy Manager of o charginiuplani. s B U Coltng golicies srd praceder s In placs ke smuure
A48 Riue aais waning S W B o ades ord chang e, 3 Sundad Lomghance.
) 3
Parmare ardd whimars tomporarcy of thy Yended hewting wdipinaiws el e by sepdicied by et frapedivel Crhiting poticlas and procedures v DLt e 10 enbure
Pt lacouren ot 8 vers. Al 6tical patihurs i aperstiog malefin, deiaerns, wri servaey, vic, Thall e Jopiwd wahan Uty |604 standaed [compliand e,
T e o 1vke sra oy themi rygem e s atisrers,
¥ LY N
Tha Varets Wil rpvinie Unr Siols walh + eruind v w FIF die b e ined Iy he 5000 fr Lpinaceng snd d0mninang it i £« lstirng pOliche s arl procrdaies i place (o ensure
L . n e Remodanit,

8
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I Peoject Requi .

State Requiremaents ' Vendor
Rag Requiremant Description Crckcatiny V! . Hﬂh; Camments Comments
(Vandor 1hall participace b an it kil ™ [ .
o Ll participate by ba NN Lich-oll mesting Lo nlilate the Project. " Yes Standard Project 1eam In plate and currently
wipponing the fritem,
vand '] Pr 1t In the RFP,
i fandor shal DTW! ahect Salf a1 spacilled ¢ ” Yes Standard Projact taam In place and curtently
¥ supponing the sytiem.
(Vandor phall Jubmit a thallied Waork Phin within ten [ 10) days afler Contract Prolect plan and related [The Worl Pan shall be updated by Lhe
; [#w3td aad 2pproval by Gervernor and Councl, The Work Plan shall inchide, documentation & developed, Vendor 23 nes £330y wpon Depanment
* PLI hedihout Emiailon, 3 detalied dascrintion of thy Schedule, Loy, Dethverables, L Yay Standard dlszributed and maintsined .'l lspproval and upon Contract renewstit) st
lcWical pvents, task dependencies, 1nd payment Schedule, The plan shall be - 2 mdalinom, : R
it [vendar whall pageride detalled morihiy 11atus reports on the progress of the ” Standard Propect team in place and currently .
" |Project, Ui inchutes saperet Incurred yea Lo date. ] " b " Supporting Lhe system.
AN wiar, technie s and Syvinm Ox s wel s Project Scheduin, AR s ee, technical, and Sysem
plar, sta%us reporty, and correspondence mui be maintalned 23 projeQ Support doc don s ¢ by O ton 35 wih 21 Projedt
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.8.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Séctions
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT -OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151:5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D: 41 U.S.C. 701 et seq.). The January 31,
1889 regulalions were amended and published as Part Il of the May 25, 1990 Federal Regisler (pages
21681-21691), and require certificalion by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the -
regulation provides that a grantee (and by infefence, sub-grantees and sub-contractors) that is a State

. may elect to make one certification to the Department in each.federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate sel out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of tha centification shall be grounds lor susperision of payments, suspension or
termination of grants, or governmenl wide suspension or debarment. Contraciors using this form should
send it lo:

“Commissioner '

NH Department of Health and Human Services
129 Pleasant Streel,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1, Publishing a statement notifying employees that the untawful manufaclure, distribution,
dispensing, possession or use of a conlrolled substance is prohibited in the grantee's
workplace and specifying the actions thal will be taken against employees for violation of such
prohibition; :

1.2. Eslablishing an ongoing drug-free awareness program to inform employees aboul
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace:

1.2.3.  Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace:; o '

1.3.  Making it a requirement that each employee 1o be engaged in the performance of the grant be
given a copy of the stalement required by Section 1.1, :

1.4, Nolifying the employee in the statement required by paragraph {a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the slatemenl: and
1.4.2.  Nolify the employer in writing of his or her conviclion for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction,

1.5.  Nolifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual nolice of such conviction.
Employers of convicted employées mus! provide nolice, including position title, 1o every grant
officer on whose grant activity the convicled employee was working, uniess the Federa[a:ﬁﬁgcy

Exhibit D — Centification regarding Drug Free Conlractor Intials

Workplace Requiremenls 12/2/2020
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following aclions, within 30 calendar days of receiving nolice under
subparagraph 1.4.2, wilh respect lo any employee who is 50 convicted
1.6.1. Taking appropriate parsonnel action against such an employee, up 10 and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or 5
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, Siate, or local health,
law enforcement, or other appropriate agency;
1:7. Making a good faith effort 1o continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performénce of work done in
conneclion with the specific grant.

Place of Performance (streel address, cily, county, siate, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

Contractor Name:

. Doculigned by;
12/2/2020 Micharl Stlmac
Date Name: EWI8T SteTmach

Title:  president/ceo

[os
Exhibil D — Centification regarding Drug Free Conlraclor Initials

Workplace Requirements 12/2/2020
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execule the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered).
*Temporary Assistance to Needy Famifies under Title |V-A
“Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI
*Child Care Development Block Grant under Title iV

The undersigned certifies, to the best of his or her knowledge and betief, that:

1. No Federa! appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempling to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contrac, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor}.

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempling to influénce an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibil E-I.)

3. The undersigned shall require that the language of this certification be included in the award
documenl for sub-awards al afl tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly. -

This certification is a-material representation of fact upon which reltance was placed when this transaction

- was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Tile 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure,

Vendor Name:

» Qoculignad In
12/2/2020 Micdarl Stulmacl,
Dale ame M1chael stelmach
Tilie: President/CEQ
o3
[+
Exhibit £ - Cenification Regarding Lobbying Vendor Initials
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONS|BILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisians of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1,11 and 1.12 of the General Provisions execute the followmg
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submlmng this proposal {contract), the prospectlve primary participant is prowdmg the -
certification set out below.

2. The inability of a person to provide the centification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prosgective primary
participant to furish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determinad to enter into this transaction. 1f it is later determined that the prospective
primary participant knowingly rendered an erronecus certification, in addition to other remedies
available to the Federal Government, OHHS may terminate this transaction for cause or default,

4. The prospective primary participant shall provide immediate written notice fo the OHHS agency to
whom this proposal (contract) is submitted if at any time the. prospeclive primary parlicipant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumslances.

5. The terms “covered transaction,” “debarred,” "suspended,” “ineligible,” “lower lier covered
transaction,” “participant,” “person,” “primary covered transaction,” pn'ncipal " “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage seclions of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions,

6. The prospective primary participant agrees by submitting this proposal {contract) that, should the
proposed covered transaclion be entered into, it shall not knowingly enter into any lower lier covered
transaction with a person who is debaired, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause tilled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, withoul modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transaclions.

8. A participantin a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred. suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is'not required 1o, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and o
! MS

Exhibit F = Centificalion Regarding Debarment, Suspension Contractor Initials
And Other Responsibility Mattars 12/2/2020
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information of a participant is nat required lo exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from paricipation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS
11. The prospeclive primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency:;

4 11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in -
connection with oblaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitryst
_statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3, are not presently indicted for otherwise criminally or.civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph {1){b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions_(Federal, State or local} terminated for cause or default.

12. Where the prosﬁective primary participant is unable to certify to any of the statements in this
certification, such prospective paricipant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospeclive lower tier participant, as
defined in 45 CFR Pan 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, dectared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable Lo certify to any of the abave, such
prospective parnticipant shall attach an explanation to this proposal (contract).

14. The praspective lower tier participant further agrees by submitting this proposal {contract) that it will
include this clause entitled Certification Regarding Debarment, Suspension, Ineligibility, and
Valuntary Exclusion - Lower Tier Covered Transactions,” withoul modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions:

Contraclor Name:

o Docusigned by:
12/2/2020 Midkarl Stibmade
Date . Nae i eHael stelmach
e President/CEQ

[
Exhibit F = Certificalion Regarding OCebarmant, Suspansion Contractor Initials L

- And Other Responsibiily Matters ) 12/2/2020
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Seclion 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in ernployment practices or in
the delivery of services or benefits, on the basis of race, color, retigion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employmenl Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b}) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Actincludes Equal
Employment Opportunity PIan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recnprents of lederal financial
aSSIstance from discriminating on the basis of race, color, or national origin in any program or aclivity},

- lhe Rehabilitation Act of 1873 (29-U.5.C. Section 794) which prohibits recipients of Federal fi nancial
assistance from dlscnmmalmg on the basis of disability, in regard to employmenl and the delivery of
services or benefits, m any program or activity;

- (he Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34) which prohibuts
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation:

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohlbils
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Seclions 6106-07), which prohibits discrimination on the
basis of age in programs or activities recewmg Federal financial assistance. It does not include
employment discrimination;

- 28 C.E.R. pt. 31 (U.S. Department of Justice Regulations — QJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations'— Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for failh- based and community
organizations); Execulive Order No. 13559, which provide fundamental principles and pollcy-makmg
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Depanment of Juslice’'Regulations — Equal Trealment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L..112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activilies in connectton with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of granls, or government wide suspension or

debarment.
D3
Exhibil G { MS
Contractor Initials
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracling agency or division within the Department of Health and Human Services, and
to the Depantment of Health and Human Services Office of the Ombudsman,

The Contractor idenlified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1,11 and 1.12 of the General Provisions, to execute the following
certification: :

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

Decusigned by:
12/2/2020 Mithatl Stlmade
Date . Name: M1 e S;telmach
' Title: President/CEO

3 : 03
Exhibil G l MS'
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmentat Tobacco Smoke, also known as the Pro-Children Act of 1994
(Acl), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or lacal governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facililies used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty ofup to
$1000 per day and/or the imposition of an administrative compliance order on the respansible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representative as identified in Section 1.1t and 1.12 of the Genera! Provisions, lo execute the following

certification:

1. By signing and submitting this contract, the Conlractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:

Doculigned by:
12/2/2020 Michacl Stlmads
Date Name: Michaél Stelmach
2 , Title:  president/ceo

o3
Exhibit H - Certification Regarding Conlractor Initials E—
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and *Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.
a. "Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. ‘Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations. '

c. “Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set" shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501,

e. “Dala Aggreqalion” shall have the same meaning as the term “data aggregation™ in 45 CFR
Section 164.501.

f. “Health Care Qperations" shall have the same meaning as the term “health care operations”™
in 45 CFR Seclion 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIlf, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually |dentifiable Health
information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term “individual® in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Seclion 164.501(g).

j- “Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Seevices.

k. “Prolected Health Information™ shall have the same meaning as the term "protected health
information” in 45 CFR Section 160.103, limited to the informalion created or received by,
Business Associate from or on behalf of Covered Entity. -

32014 ; Exhibit | Contracior Inilials ﬂ-LS
Health Insuranca Portability Act
Business Assoclale Agreament 12/2/2020
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(2)

"Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

. "Secretary” shall mean the Secretary of the Department of Health and Human Services or

his/fher designee.

*Security Rule” shall mean the Security Standards for the Protection of Elecironic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendmenis thereto.

*Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,

unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

QOther Definitions - All terms not otherwise defined herein shall have the meaning -
established under 45 C.F.R. Pars 160, 162 and 164, as amended from time to time, and the
HITECH -

Act.

Business Associate Use and Disclosure of Protected Health Information.

Business Associate 'shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
. For the propermanagement and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
M. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or futher disclosed only as required by law or for the purpose for which it was
disclosed ta the third party; and (ii) an agreement from such third party to nolify Business
Associale, in accordance with the HIPAA Privacy, Security, and Breach Nolification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response fo a
request for disclosure on the basis that it is required by law, withoul first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busf‘ EE:S:S

372014 Exhibit | Conlraclor Initials
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Associale shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Enlity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and ivities of Business ociate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information nol provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident thalt may have an impact on the
protecled health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

"o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification,
o The unauthorized person used the protected health mformalson or to whom the
disclosure was made;
o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the prolected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in wriling to the
Covered Entity.

The Business Associate shall comply with all secllons of. the Prwacy. Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to.the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule. -

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same

restriclions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assggiate
agreements wilh Contractor's intended business associates, who will be receivi HEEII

Exhibil { Contractor Initials
Healih Insurance Portability Act
Business Associate Agreement 12/2/2020
Page J ol



DocuSign Envelope 1D: 2309124D-9037-420B-9C4F-71F88DDDB783

OocuSign Envolope (0: 4D79226C-38514E70-BF 10-EF76084A2004A

New Hampshire Department of Health and Human Services

Attachment 1B - State Agency Exhibits

Exhlbit |

32014

pursuant to this Agreement, with rights of enfoercement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days 'of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the -
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10} business days of receiving a writlen request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI-available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Assaciate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Enlity such information as Covered Entity may require 1o fulfill its obligations
1o provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164,528,

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associale to violale HIPAA and the Privacy and Security Rule, the Business Associate

. shall instead respond to the individual's request as required by such law and naotify

Covered Entity of such response as soon as practicable.

Within ten {10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If returnor
destruction is not feasible, or the disposilion of the PHI has been otherwise agreed to in

~the Agreement, Business Associate shall conlinue to extend the protections of the

Agreement, to such PHI and limit further uses and disclosures of such PH! to those
purposes that make the return or deslruction infeasible, for so long as Business ! ” S

Exhibit | Contracior Inltials
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that-the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164,520, to the exient that such change or limitation may affect Business Associale's -
use or disclosure of PHI. ’

Cavered Entity shall promplly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or_
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered enlity shall pfoinptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Enlity has agreed to in accordance with 45 CFR 164.522,
to the extent that such reslriction may.affect Business Associate's use or disclosure of
PHI, )

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this }
Agreement the Covered Enlity may immediately terminate the Agreement upon Covered
Enlity's knowledge of a breach by Business Associale of the Business Associate

* Agreement set forth herein as Exhibit 1. The Covered Enlity may eilher immediately

lerminate the Agreement or provide an opportunity far Business Associale to cure the
alleged breach within a timeframe specified by Covered Entity. |f Covered Entity
delermines that neither termination nor cure is feasible, Covered Entity shall report the
viglation to the Secretary.

Miscelaneous

Definitions and Requlatory References. All terms used, but nol otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary o amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or crealed on behalf of Covered Enlity.

Interpretation. The parties agree that any ambiguity in the Agreemen! shall be resalyed
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. | MS

Exhibil | Contraclor Inllials
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e. Searegation. If any term or condition of this Exhibit | or the application thereof to any
person{s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the paries hereto have duly executed this Exhibit |.

Department of Health and. Human Services gowlink Technologies, Inc.
tale oy: : sepbdbe Contractor
P M. Thy _ Midacl Shlmad
Signalure of Autharized Representative  Signature of Authorized Representative
patricia M. Tilley Michael Stelmach
Name of Authorized Representative Name of Authorized Representative.
. Deputy Director
’ president/CEO- ;
Title of Authorized Representative Title of Authorized Representative
12/2/2020 : . 12/2/2020
Date Date

:ns
372014 Exhibil { Conlraclor Inillals
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT (FFATA) COMPLIANCE

The Federa! Funding Accountability and Transparency Act (FFATA) requires prime awardees of individua!
Federal grants equal to or greater than $25,000 and awarded on or afier October 1, 2010, to report on
data related lo executive compensation and associated first-tier sub-grants of $25,000 or more. |f the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
Name of entity .

Amount of award

Funding agency

NAICS code for contracts / CFDA program number for grants

Program source 1 n

Award tile descriptive of the purpose of the funding action .

Location of the entity

Principle place of performance

Unique identifier of the entity (DUNS #)
. Tota! compensation and names of the top five executives if: .

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensalion information is not already avaitable through reporting to the SEC.

2ODNONA W

o

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is. made. 3 '

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Informalion), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1,12 of the General Provisions
execute the following Centification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Depariment of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act,

Contraclor Name:

' Docusioned by:
12/2/2020 l Mitharl Stlmach
Date ) ‘Name: STETHECH

Tille:

President/CEQ

:o:
Exhibit J = Coerification Roglnrding the Federal Funding Contractor kitials

Accounlability And Transparency Act (FFATA) Compliance 12/2/2020
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FORM A

As the Contractor identified in Secnon 1.3 of the General Provisions, | certify lhat the responses to the
below listed questions are true and accurate.:

. 605801005
1. The DUNS number for your entity is:

2. Inyour busiriass or organization's preceding completed fiscal year, did your business or organization
receive {1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperalive agreements; and {2) $25,000,600 or more in annual
gross revenues from-U. S, federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperalive agreements?

X wno YES
If the answer to #2 above is NO, stop here
i the answer 10 #2 above is YES, please answer the following:

3. Does the public have access to information about the compensalion Qf.the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO X ___YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer Lhe following:

- 4, The names and compensation of the five most highly compensated officers in your business or
orgamzat:on are as lollows:

e Michael p. stelmach Amount: 190,000
Name: Amount:
Name: Amount:
Name: Amount;
Name: " Amount;

~—03
Exhibli J - Centification Regarging the Federal Funding Contractor Initials

Accountability And Transparency Adl (FFATA) Compliance 12/2/2020
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gurdner, Sceretary of Siate of the State of New Hampshire, do hereby cenify that BOWLINK TECHNOLOGIES is
o Massachusetts Profit Corporation regisiered 0 do business in New Hampshire as BOWLINK TECHNQLOGIES
INCORPO_RATFD on November 23, 2020. | further conify that oll fees and documents required by the Scerctary of Staie’s office

have been received and is in good standing as far as this office is concerned.

Busincss ID: 856568
Cenificate Number : 0005046759

IN TESTIMONY WHEREOF,

| hereio set iy hand and cause 1o be affixed
the Seal of the State of New Hampshire,
this 23rd duy of November A.D, 2020,

William M. Gardner

Sceretary of Sate
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CERTIFICATE OF AUTHORITY

1 Suzanne R. Stelmach . hereby centify that:
(Name of the elected Officer of the Corporalion/LLC: cannol be coniract signalory)

1.1 am 2 duly olocted Sacratary of ROWink Tanhndlouies. inc.

(Corporaiion!LLC Name)

2. The following is a true copy of a vote taken at a meeling of the Board of Directors/shareholders, duly called and

held on _November 16_, 2020 , 8t which a quoruim of the Direclors/shareholders were present and voling.
(Dale)
VOTED: That Michae! P. Steimach, President/CEO {may list more than one person)

(Name and Title of Contrac! Signalory)

_is duly authorized on behalf of BOWIlink Technologies, Inc. to enter into contracts or agreements with the Stale
(Name of Corporation/ LLC) :

of New Hampstire and any of its agencies or departments and further is authorized to execule any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vole. ’

3. | hereby certify that said vote has no! been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this cerificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificale of Authority. | further certify that it is understood thal the State of
New Hampshire will rely on this cerdificate as evidence thal the pefsan(s) listed above currently occupy ihe
position(s) indicated and thal they have full authority to bind the corporation. To lhe extent thal there are any
limits on the authorily of any listed individual Lo bind the corporation in contracts with the State of New Hampshire,

all such limitations are expressly stated herein.
Dated:__11/18/2020 LA 7( . A/-')

Signaldrg of Elected Officer
NameHuzanne R. Stelmach
Tille: Secrelary

Rev. 03124120
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"

CERTIFICATE OF LIABILITY INSURANCE

BOWLING-01 DOTE
OATE (MMDD/YYYY)
11/30/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERYTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY- OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFQRDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If thoe certificato holdor Is an ADDITIONAL INSURED, tho policy{les) must have ADDITIONAL INSURED provisions or bo endorsed.
if SUBROGATION IS WAIVED, subjoct to the terms and conditions of tha pollcy, cartain policies may require an endorsement. A statement on
this certificato doos not confer rights to tho certificate holdor in lleu of such endorgemant(s).

PROOUCER ERNIACT :
mn"oggf'f,g;;'"“"m“ Agency, Inc. [ o, €ay: {800} 222-4242 | EA%. wi,(401) 868-2083
Providence, RI 02004 BHkex.
INSURER(S) AFF OROWG COVERAGE A
ingungr 4 ;Hartford Ins Company of lllinois 38288
WIURED |ingyngr n; Sentinel Ins Co 11000
BOWLINK INC LINSURER G
6 Batos Xing INSURER D :
Wobstor, MA 01570 AGAEATEL
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE UISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
|__EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REQUCED BY PAID CLAIMS,

Wm0 TYPE OF MSURANCE e s, POLICY HUMDER T | T e . uwrs
A COMMERCIAL GENERAL LIABILITY _ EACH OCCURRENGE s 1,000,000
] camsamce [ | ocoum 02SBMAMI0B1 31872020 | 31812021 [BAMAGRTORENIED ¢ 1,000,000
e T, 10,000
| | PERSONAL 8 ATV INGURY |3 1,000,000
| GENL AGGR! LIMIT APPLIES PER: GEMERAL AGGREGATE s 2,000,000
| roucr| SR  propuCTs - coupoe AGG | 5 2000:000
OTHER: 3
[ auromonne uasary [COMBREDSHGE G| |
| ANY AUTO ] & EMYUUURY ”.l person) $
|| S omy 72 BODALY IJURY (Per pesidennt | 5
|| %R omr IR [ i ;
i
UMBRELLA LWAD L DCCU'-'\ | EACH mcmngme [y
£XCESY LIAD CLAMS-MADE [aconecars "
oeo | | revenmions i
N et ) BETIE
Yi{H & T
3{ v PR o,,%%,aow PATTEREXECUTVE I_—L] il 0ZWECADOCF4 311872020 | B0 [, oo aecinent . :oo,oog
[ E.L, DISEASE . EA EMPLOYEE) § 00.00
DE?CR;PT!ONOF QPERATIONS bakow EL OSEASE . POLICY LT |3 500,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, AdcRiuonal Remarka Bchedide, may be sttached H mora spaca la raquired)

CERTIFICATE HOLDER

CANCELLATION

NH Dopartment of Health and Human Sorvices
129 Plcasant Street
Concord, NH 0301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, MOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Tl

ACORD 25 (2016/03)

® 1988.2015 ACORD CORPORATION. Allrights roserved.

Tho ACORD name and logo are rogistored marks of ACORD



