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L

November 15, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health
Services, to enter into a Sole Source amendment to an existing contract with BOWLink
Technologies. Inc. (VC#220007). Webster, MA for the hosting and maintenance of the family
planning services data base system, by increasing the price limitation by $204,591 from $147,446
to $352 037 and by extending the completion date from December 31, 2022 to December 31,
2024, effective December 31. 2022, upon Governor and Council approval. 77% Federal Funds.
23% General Funds.

The original contract was approved by Governor and Council on December 18, 2020, item
#9.

Funds are available in the following accounts for State Fiscal Year 2023, and are
anticipated to be available In State Fiscal Years 2024 and 2025, upon the availability and
continued appropriation of funds In the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.
05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 102-500731
Contracts

for Prog Svc
90080004

$32,855 $0 $32,855

2022 102-500731
Contracts

for Prog Svc
90080004

$45,372 $0 $45,372

2023 102-500731
Contracts

for Prog Svc 90080004
$22,686 $22,686 $45,372

2023 102-500731
Contracts

for Prog Svc 90080017
$0 $57,145 $57,145

2024 102-500731
Contracts

for Prog Svc 90080004
$0 $45,372 $45,372
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2025 102-500731
Contracts

for Prog Svc 90080004
$0 $32,855 $32,855

Subtotal $100,913 $158,050 $258,971

05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS. HHS: PUBUC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM -100% GENERAL FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 103-502507

Contracts for

Operation
Svc

90080208

$18,613 $0 $18,613

2022 103-502507

Contracts for

Operation
Svc

90080208

$18,613 $0 $18,613

2023 102-500731
Contracts for

Prog Svc
90080208

$9,307 $9,307 $18,614

2024 102-500731
Contracts for

Prog Svc
90080208

$0 $18,613 $18,613

2025 102-500731
Contracts for

Prog Svc
90080208

$0 $18,613 $18,613

Subtotal $46,533 $46,533 $93,066

Total $147,446 $204,591 $352,037

EXPLANATION

This request is Sole Source because the data base system provided by the Contractor is
the only data system available that fulfills the federal reporting requirements set by the Health and
Human Services Office of Population Affairs. The system allows for the collection, aggregation
and reporting of program specific data from the Department's four (4) Family Planning Services
sub-recipient health care agencies (clinical service sites) on demographic and social
characteristics of clients and their.use of family planning and related preventive health services.
All data are presented in summary fomi, which protects the confidentiality of individuals who
receive family planning services as required by 42 CFR Part 59. Data collected has multiple uses,
which include monitoring performance and compliance with statutory requirements, fulfilling
federal accountability and performance reporting requirements, and guiding programmatic
activities.

The purpose of this request is to continue to provide the hosting and maintenance for the
family planning services data base system. The family planning service data base system enables
the New Hampshire Family Planning Program to analyze sub-recipient data, which meets the
federal requirements 45 Code of Federal Regulations (CFR) Part 742 and 45 CFR Part 923.. f^e
sub-recipient data allows the program to monitor access of reproductive health services including
contraception, pregnancy testing and counseling, achieving pregnancy, basic infertility services,
preconception health and prevention testing and treatment of sexually transmitted diseases. The
data collected from the data system enables the program to promote and improve the services.
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The Contractor will continue to maintain and provide the data base system, project
management, training, technical support, data collection, customer service, and report
generation. The Contractor wrill also continue to assist in the program's compliance with Office of
Population Affairs for the submission of the Family Planning Annual Report and any new updates
required to the Family Planning Annual Report by the Office of Population Affairs.

The Department will continue to monitor contracted services using the following
performance measures;

•  Ensuring timely availability of Family Planning Data Base System application
generated reports as well as their accuracy.

•  Ensuring technical support services will be available 7 AM to 7 PM EST., seven (7)
days per week to provide database maintenance, enhancement requests, and special
requests while continuously available for project technical support 24 hours per day.
seven (7) day per week.

• Managing system access to ensure secure and appropriate access to the application
and associated data.

As referenced in Part 2 Contract Term of the original agreement, the parties have the
option to extend the agreement for up to two (2) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council
approval. The Department is exercising its option to renew services for two (2) of the two (2) years
available.

Should the Governor and Council not authorize this request, the New Hampshire Family
Planning program would not have the ability to comply with the federal reporting requirements as
there is no other mechanism in place to collect, aggregate and report data.

Area served: Statewide

Source of Funds: CFDA #93.217, FAIN # FPHPA006511US HHS: Office of Assistant
Secretary for Health, NH Family Planning (Title X) Program Family Planning and general funds.

Respectfully submitted,

A. Shibinette

Commissioner

The Deporlment of Health and Human Services'Mission is to join communities and families
in providing opportunities for cUitens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

wu'w.nh.gov/doit

Denis Goulet

Commissioner

November 3, 2022

Lori Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

29 Hazen Drive

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into an amendment with BOWLink Technologies, Inc., as
described below and referenced as DoIT No. 2020-083A.

The purpose of this request is to continue to provide hosting and maintenance for the family
planning services data base system.

The Price Limitation will increase by $204,591 and the contract will have a new total Price
Limitation of $352,037, effective upon Governor and Executive Council approval through
December 31, 2024.

A copy of this letter must accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/jd
DoIT #2020-083A

cc: Mike Williams, IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Family Planning Database Hosting and Maintenance contract is by and between
the State of New Hampshire, Department of Health and Human Services ("State" or "Department") and
BOWLink Technologies, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on December 18, 2020, (Item #9), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and In consideration of certain sums specified: and
WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, and Part 2, Contract Term
Subsection 2.2, the Contract may be amended upon written agreement of the parties and approval from
the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement and increase the price limitation to
support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

December 31, 2024

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$352,037

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:

Robert W. Moore, Director.
I

4. Modify Part 3, Exhibit C, Price and Payment Schedule, Activity/Deliverables/Milestones Pricing
Worksheet, to read:

ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET

ACTIVITY, DELIVERABLE, OR MILESTONE
DELIVERABLE

TYPE

PROJECTED

DELIVERY

DATE

PRICE

PLANNING AND PROJECT MANAGEMENT

Conduct Project Kickoff Meeting Non-Software 1/15/2021 $300.00

Work Plan Written 1/15/2021 $600.00

Project Status Reports Written
As project
requires

$1,828.00

Infrastructure Plan, including Desktop and
Network Configuration Requirements ^

Written 1/15/2021 $420.00

Security Plan Written 1/15/2021 $1,200.00

Communications and Change Management Plan Written 1/15/2021 $900.00

Software Configuration Plan Written n/a N/A

Systems Interface Plan and Design/Capability Written 3/31/2021 $500.00

Testing Plan Written 3/31/2021 $500.00

10 Data Conversion Plan and Design Written 6/30/2021 $1,200.00

11 Deployment Plan Written 6/30/2021 $1,000.00

12 Comprehensive Training Plan and Curriculum Written 6/30/2021 $1,200.00

13 End User Support Plan Written 9/30/2021 $i,tfoo!8o

BOWLink Technologies, Inc.

SS-2021 -DPHS-OI -FAMIL-01-A01

A-S-1.3

Page 1 of 5

Contractor initials^

Date
11/17/2022
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1  14 ̂ Business Continuity Plan Written 9/30/2021 S500.00 1
15 Documentation of Operational Procedures Written 9/30/2021 $500.00 1

INSTALLATION

16 Provide Software Licenses if needed Written
n/a - software

as a service
N/A

17 Provide Fully Tested Data Conversion Software Software 10/31/2021 $0.00

18
Provide Software Installed, Configured, and
Operational to Satisfy State Requirements,

Software 10/31/2021 $0.00

TESTING

19 Conduct Integration Testing Non-Software

11/19/2021

(3 upload
agencies @
$2,000 per)

$6,000.00

20 Conduct User Acceptance Testing Non-Software 9/15/2021 $0.00

21 Perform Production Tests Non-Software 11/19/2021 $0.00

22 Test In-Bound and Out-Bound Interfaces Software 11/19/2021 $0.00

23
Conduct System Performance (Load/Stress)
Testing

Non-Software

n/a - system
is currently
operational
and S0C2

certified

N/A

24
Certification of 3"^ Party Pen Testing and
Application Vulnerability Scanning.

Non-Software

n/a - system
is currently
operational
and S0C2.

certified

N/A

SYSTEM DEPLOYMENT

25
Converted Data Loaded into Production

Environment
Software 1/15/2022 $2,200.00

26
Provide Tools for Backup and Recovery of all
Applications and Data

Software 1/15/2022 $0.00

27 Conduct Training Non-Software 1/15/2022 $520.00

28 Cutover to New Software Non-Software 2/28/2022 $800.00

29 Provide Documentation Written 1/31/2022 $0.00

30 Execute Security Plan Non-Software

n/a - system
is currently
operational

$0.00

OPERATIONS

31 Ongoing Hosting Support Non-Software

$2,000.00
per yr. - 2
years

$4,000.00

32 Ongoing Support & Maintenance Software
8860 per
year - 2 years

$17,720.00

33 Web Site Hosting Fee Software
$2000 per yr.
- 2 years

$4,000.00

34 Technical Support and updates Non-Software

$2,500.00
per yr. - 2
years

$5,000.00

35 Maintenance and Updates Non-Software

$1,483-Year
1

$1,527-Year

2

$3,010.00
f  OS

/liC

BOWLink Technologies, Inc.

SS-2021-DPHS-01-FAMIL-01-A01

A-S-1.3

Page 2 of 5

Contractor Initials

Date
11/17/2022
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36 ;
Ongoing support based on 26,105 FPER
estimate

Non-Software 6/30/2021 $26,737.00

37
Ongoing support based on 26,105 FPER
estimate

Non-Software 6/30/2022 $42,700.00

38
Ongoing support based on 26,105 FPER
estimate

Non-Software 12/31/2022 $22,811.00

39 Conduct Project Exit Meeting Non-Software 12/31/2022 $300.00

Cost Breakdown by State Fiscal Year

State Fiscal Year 2021 Costs

December 16. 2020 - June 30. 2021 (6 Months)
$51,468

State Fiscal Year.2022 Costs
July 1. 2021 - June 30. 2022 (12 Months)

$63,985

State Fiscal Year 2023 Costs

July 1. 2022 - June 30. 2023 (12 Months)
$121,131

State Fiscal Year 2024 Costs

July 1. 2023 - June 30, 2024 (12 Months)
$63,985

State Fiscal Year 2025 Costs

July 1. 2024 - December 31, 2024 (6 Months)
$51,468

TOTAL PROJECT COST $352,037

BOWLink Technologies, Inc.

SS-2021 -DPHS-01 -FAMIL-01-A01

A-S-1.3

Page 3 of 5

Contractor Initials

Date
11/17/2022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective December 31, 2022 upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Department of Health and Human Services

11/17/2022

Date

■DocuSigrwd by;

TiUc^
Narrie'?^^^'^^^''^ m. Til ley
Title: Di rector

11/17/2022

Date

BOWLink Technologies, Inc.
OocuSignod by:

Stelmach

Title: president/CEO

BOWLink Technologies, Inc.

SS-2021-DPHS-01-FAMIL-01-A01

A-S-1.2

Page 4 of 5
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

11/21/2022

Date

—DocuSigntd by:

Title: Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE. SECRETARY OF STATE

Date Name:

Title:

BOWLink Technologies, Inc. A-S-1.2

SS-2021-DPHS-01-FAMIL-01-A01 Page 5 of 5
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secrctar>' of State of the State of New Hampshire, do hereby certify that BOWLINK TECHNOLOGIES is

a Massachusetts Profit Corporation registered to do business in New Hampshire as BOWLINK TECHNOLOGIES

INCORPORATED on November 23, 2020. 1 further certify that all fees and documents required by the Secretar>' of State's ofTicc

have been received and is in good standing as far as this olllce is concerned.

Business ID: 856568

Certificate Number: 0005897082

u.

A

d)

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 15ih dav of November A.D. 2022.

David M. Scanlan

Secretarv of Slate
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CERTIFICATE OF AUTHORITY

1 , Suzanne R. Stelmach , hereby certify that
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1.1 am a duty elected Secretary of BOWIinkTechnoiOQies. Inc. .
(Corporation/LLC Name)

2. The fbllowing is a true copy of a vote taken at a meeting of the Board of Directors/shareholdere. duly called and
held on ̂ November 1_, 2022 . at which a quorum of the Dlrectors/sharehoWcfs were present and voting.

(Date)

VOTED: That .Michael P. Stelmch, President/CEO.
(Name and Title of Contract Signatory)

is diily authorized on behalf of _BOWIInk Technologies. Inc.. to enter into contracts or agreements with the Slate
(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifteations thereto, which
may in his/her Judgment be desirable or necessary to effect the purpose of this vote.

3. 1 hereby certify that said vote has not been amended or repealed and remains In full force and effect as of the
date of the contract/contract amendment to which this certificate Is attached. This authority remains valid for
thirty (30) days from ttie date of this Certificate of Authority. I further certify that It is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(8) listed above currehtfy occupy the
posltion(s) indicated and that they have foil authority to bind the corporation. To the extent that there are any
limits on the authority of any listed Individual to bind the corporation In ̂ d^cts with New Hampshire,
aH such limitations are expressly stated herein.

Dated: 11/14/2022

■j h

>igriat^ of Elected Officer
' NanU: Buzanne R. Stelrr^ch
Title: Secretary

Rev. 03/24/20
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/XiZORCf-

BOWLINC-01

CERTIFICATE OF LIABILITY INSURANCE

MRAND

DATE (MMrt>DrirYYY)

11/17/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or t>e endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsementfs).

PRODUCER

AAA Northeast Insurance Agency, Inc.
110 Royal Little Dr.
Providence, Ri 02904

CONTACT
NAME:

Ext): (800) 222-4242 fific. Ne):(401) 868-2083

INSURERIS) AFFOROtNO COVERAGE NAIC «

INSURER A: Hartford Ins Comoanv of Illinois 38288

INSURED

BOWLINK INC

6 Bates Crossing
Webster, MA 01570

INSURER B: Sentinel Ins Co 11000

iNsuRERC:Misceilaneous Brokered Business

INSURERD:

INSURER E :

INSURER F :

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

tNSR
TYPE OF INSURANCE

ADOL
WSD

SU8R
WVD POUCY NUMBER UMITS 1

A COMMERCIAL GtNERAL UABIUTY

)E 1 1 OCCUR 02SBMAM3081 3/18/2022 3/18/2023

EACHOCCIIRRFNCF
,  1,000,000

CLAIMS-MAC DAMAGE TO RENTED J  1,000,000

MED EXP (Any one oersont
J  10,000

PERSONAL & AOV INJURY
,  1,000,000

GEN-L AGGREGATE LIMIT APPLIES PER: GENERAL ACiGREGATE
J  2,000,000

policy] iJIgV 1 ^LOC
OTHER:

PRODUCTS - COMP/OP AGG
J  2,000,000

s

1 AUTOMOBIL£ UABaJTY COMBINED SINGLE LIMIT
/Ffl eebdenh s

ANYALFTO

:hEDULEO
ITOS

ffcm? ■

BODILY'injurY (Per oersont s

OWNED
AUTOS ONLY

aI^S ONLY 1
i

sc
AL BODILY INJURY (Per accidenl) s

NC
AL

WtOPERTY DAMAGE
/Per eccxleniY s

s

UMBRELLA LiAB

EXCESS UAB

OCCUR

CLAIMS-MADE

EACH OCCURRENCE s

AGGRFGATF s

1 DED 1 1 RETENTIONS s

~b"WORKERS COMPENSATION 1
AND EMPLOYERS' UABIUTY ^ ̂ ̂
ANY PROPRIETOR/PARTNER/EXECUTIVE | 1'

11 y»s. d«scrit>* under i
OFSCRIPTION OF OPERATIONS below

N/A

02WECAD0CF4 3/18/2022 3/18/2023

PER OTH-
STATin-F FR

E.L EACH ACCIDENT
,  100,000

E.L DISEASE - EA EMPLOYEE
,  100,000

E.L. DISEASE-POLICY LIMIT
,  500,000

Cyber Liability CYB10SS96 R2 1/22/2022 1/22/2023 2,000,000

DESCRIPTION OF OPERATIONS/LOCATIONS/VEHICLES (ACORD 101. Additional Romarka Sctiadula, may Im aRachadlf mort apaca Is raqulrad)

State of NH

Department of Health and Human Sorvice$
129 Pleasant St.

Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03) © 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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Lor! A. Shlbinctte

CommlfsiORcr

List M. Morrli

Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 0J301
603-271-4S0I 1.800-852-3345 Ext. 4S0I

Fax: 603:271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

November 23, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source contract with BOWLink Technologies, Inc. (VC#220007).
Webster, MA in the amount of $147,446 to provide the implementation, hosting and maintenance
of a data base system for family planning services, with the option to renew for up to two (2)
additional years, effective upon Governor and Council approval through December 31,2022.68%
Federal Funds and 32% General Funds.

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be. available in State Fiscal Years 2022 and 2023, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price, limitation and^encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEFT OF HEALTH AND
HUMAN SVRCS, HHS: PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2021 102-500731 ■ Contracts for Prog Svc 90080004 $32,855

2022 102-500731 Contracts for Prog Svc 90080004 $45,372

2023 102-500731 Contracts for Prog Svc 90080004 $22,686

Subtotal $100,913

05-95-090-902010-55300000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVRCS, HHS; PUBLIC HEALTH DIV, BUREAU OF COMM & HEALTH SERV, FAMILY
PLANNING PROGRAM

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2021 103-502507
' Contracts for Operation

Services
90080208 ■

$18,613

2022 103-502507
Contracts for Operation

Services
■ 90080208

■  $18,613

Thciycparlmcul of Health and Human Scruicea' Mission is to join communities and families
in providing opporUinitics for citizens to achieve health and independence.
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His Excellency. Governor Chrislcpher T, Sununu
and (he Honorable Council
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2023 .103-502507
Contracts for Operation

Services
90080208 $9,307

Subtotal $46,533

Total $147,446

EXPLANATION

This request is Sole Source because the data base system provided by the Contractor is
the only data system available that fulfills the federal reporting requirements set by the Health and
Human Services Office of Population Affairs. The system allows for the collection, aggregation
and reporting of program specific data from the Department's nine (9) Family Planning Services
subrecipient health care agencies {clinical sen/ice sites) on demographic and sbcial
characteristics of clients and their use of family planning and related preventive health services.
All data are presented In summary form, which protects the confidentiality of individuals vyho
receive family planning services as required by 42 CFR Part 59. Data collected has multiple uses,-
which include monitoring performance and compliance with statutory requirements, fulfilling
federal accountability and performance reporting requirements, and guiding programmatic
activities.

The purpose of this request is to enable the New Hampshire Family Planning Program to
analyze subrecipient data as required under the federal grant. This data not only meets the federal
requirements {45 Code of Federal Regulations (CFR) Part 742 and 45 CFR Part 923) of the
program but also provides the Department with invaluable data to enhance the program's ability
to reduce health disparities among reproductive age individuals by identifying opportunities for
improvement. The data helps to ensure that preventative and reproductive health services are.
provided statewide to all individuals of reproductive age, with emphasis on low income individuals.
The data system allows the program to monitor access of reproductive health services including
contraception, pregnancy testing and counseling, achieving pregnancy, basic Infertility services,
preconception health.and prevention testing and treatment of sexually transmitted diseases. The
data collected from the data system enables the program to promote and improve the services
provided by subrecipients.

The Contractor will obtain data from all Family Planning Services subrecipient health care
agencies, which serve approximately 18,000 vulnerable and low-income individuals throughout
New Hampshire from January 1, 2021 to December 31, 2022.

The Contractor will maintain and provide the data base system, project management,
training, technical support, data collection, customer service, and report generation. BOWLink
Technologies, Inc. will also-assist in the program's compliance with Office of Population Affairs'
for the submission of the Family Planning Annual Report and any new updates required to the
Family Planning Annual Report by the Office of Population Affairs.

The Department will monitor contracted services using the following performance
measures;

•  Ensuring, timely availability of Family Planning Data Base System application
generated reports as well as their accuracy.

•  Ensuring technical support services will be available 7 AM to 7 PM EST., seven
(7) days per week to provide database maintenance, enhancement requests, and
special requests while continuously available for project technical.support 24 hours
per day, seven (7) day per week.
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e Managing system access to ensure secure and appropriate access to the
application and associated data.

As referenced in Part 2 of the attached contract, the parties have the option to eirtend the
agreement for up two (2) additional years, contingent upon satisfactory delivery of services,
available funding, and Governor and Council approval.

Should the Govemor and Council not authorize this request, the New Hampshire Family
Planning program would not have the ability to comply with the federal reporting requlrements as
there is no other mechanism in. place to collect, aggr^ate and report data. Any lapse In
contracting with BOWLink Technologies. Inc. to maintain the data base system impacts the,
integrity of annual data reporting.

Area served; Statewide

Source of Funds: CFDA #93.217, FAIN # FPHPA006407 US HHS: Office of Assistant
Secretary for Health, NH Family Planning (Title X) Program Family Planning and general funds.

Respectfully submitted,

Lori A. Shibinette
Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271.1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

December 2, 2020

Lorl A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source contract with BOWLink Technologies lnc„
of Webster MA^and as described below and referenced as DolT No. 2020-083.

This is a request to enter into an agreement to provide the continuum provision of the
operation and maintenance of the Title X (Family Planning) Region I Data Base System as
JSI Research & Training Institute, Inc. is terminating their contract for these
services. BOWLink Technologies Is the only provider of a database system devoted
entirely to supporting Title X grantees and family planning organizations. The Region I
Data Base System provides the NH Family Planning Program (NH FPP) with project
management, system availability and maintenance, technical support, data analysis, system
operations, customer service, and report generation.

The amount of the contract is not to exceed $147,446.00, and shall become effective
upon the date of Governor and Executive Council approval through December 31, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DolT #2020-083

cc: Michael Williams, IT Manager, DolT

"Innovative Technologies Todayfor New Honnpshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its atiachmcnis shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

l.l State Agency Name

Department of Health and Human Services

1.2 State Agency Address

129 Pleasant Street

Concord. NH.03301

1.3 Contractor Name

BOWLink Technologies, Inc.

1.4 Contractor Address

6 Bates Xing
Webster, MA 01570

1.5 Contractor Phone

Number

(508)721-2265 ,

1.6 Account Number

05-95-90-902010-55300000

1.7 Completion Date

December 31. 2022

1.8 Price Limitation

$147,446,'

1.9 Contracting Officer for State Agency

Nathan 0. White, Director

1.10 State Agency Telephone Number

603-271-9631

1.11 Contractor Signature

12/2/2020

1 Au'cluui SW>*^^

1.12 Name and Title of Contractor Signatory
Michael Stelmach

President/CEO

iT^"''^iTaTcTtgency Signature

jlCTjJ! ■ Date: 12/2/2020
1.14 Name and Title of Slate Agency Signatory
Patricia m. Tilley

Deputy Di rector

l.IS^SfovaTby" the N.H. Department of Administration, Division of Personnel (ifapplicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)
/— Catherine Pines

By: On: 12/2/2020
o5CA#»ttJZC4Ae_

1.17 Approval by the Governor and Executive Council (if applicable)

G&C Item number: G&C Meeting Date:

Page 1 of 4
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2. SERVICES TO BE PERFORMED. The Stale of New

Hampshire, acting through the agency identified in block 1.1
("State"), engages • contractor identified in block 1.3
("(Contractor") to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference ("Ser\'iccs").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
E.xecutive Council of the Stateof New Hampshire, if applicable,
this Agreement, and all obligations of the parties hercunder, shall .
become effective on the date the Governor and- Executive

Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agrccmeni
Shalt become effective on the date the Agreement Is signed by
Ihis State Agency as shown in block 1.13 ( 'EITcclivc Date").
3.2 If the Contractor commences the. Services prior to the
EfTective Date, all Services performed by the Contractor prior to
the EfTcciivc Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the Stale shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services'performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hercunder, including,
without limitation,'the continuartce of payments hercunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT 8, in whole or in
part. In ho.event shall the State be liable for any payments
hercunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Sers'ices under this Agrcctncni immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the'

event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms ofpaymcnt
arc identified and more particularly described in EXHIBIT C
which Is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in thi.s Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the tola! of all payments authorized, or actually made
hercunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND RECiULATIOiNS/ EQUAL EMPLOYMENT
OPPORTUNITY. "
6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duly upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, r\jles, regulations
and siaiuies, and with any rules, regulations and guidelines as the
State or the United States i.ssue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United Slates
access to any ofihc Conirucior's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at Its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afier the
Complciioh Date in block 1.7, the Contractor shall not hire, and
shall not permit any. subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is thateriaily involved in the procurement,
administration or performance of Ihis Agreement. This
provision shall survive termination of this Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting OfTiccr's decision shall be final for the State.

Page 2 of4
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acis pr omissions of the
Comrocior shall consiiiuic an event of default hcrcundcr ("Event
of Default"");

8.1.1 failure lo perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hereunder: and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may
lake any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate thi.s Agreement, efTcctive two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the 'Contractor during the
period from the date of such notice until such lime as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default,, or any subsequent Event of
Default. Noe.xpress failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the pan of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services,. the
Contractor shall., at the State's discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report ("Termination Report'') describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those ofany Final Report described in the attached
EXHIBIT B. In addition, at the State's discretion, the Contractor
shall,.within 15 days of notice of early termination, develop and

Page 3

submit to the State a Transition Plan for services under the

Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the -
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representationtt, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from

the Slate or purchased with funds provided for that purpo.se
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.
10.3 Confidentiality of data shall be governed by'N.H. RSA
chapter 91-A or other existing law.- Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO.THE STATE. In the

performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of Its
ofTicers, employees, agents or members shall have authority to
bind the Stale or receive any bcncltls, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
a.ssignnicm. "Change of Control" means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliaies, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting .shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of ail subcontract's and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a
party.

13. INDEMNIFICATION. Unless otherwise exempted bylaw,
.the Contractor shall indemnify and hold harmless the Slate, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out 'oO the acts or omissipa-of the
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The Slate shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall,'at its sole e.xpense, obtain and
continuously maintain in force, and shall require any
subcontractor, or assignee to obtain and maintain in force, the
following insurance:
14.1.1 commercial general liability insurance against all claims
of bodily, injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or c.xcess: and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein. In an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the Stale
of New Hampshire by the N.H. Departrncnt of Insurance, and
issued by insurers licensed in the State of New Hampshire.
14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a ccnificate(s) of
Insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor. ccrtificate(.s) of insurance
for all rcncwal{s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The ccrtiricatc(s) of insurance and any
renewals thereof shall be attached and arc incorporated herein by
reference.

15. WORKERS'COMPENSATION.

.15.1 By signing this agreement, the Coniractor agrccs, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A ('Workers'
Compensalion").
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with,
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish theConiractingOfficer
identified in block 1.9, or his or her successor, proofofWorkcrs'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable rcnewal(s) thereof, which shall be
attached and arc incorporated herein by reference. The State
shall not be responsible for payntcnt of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under.applicable Stale of New Hampshire
Workers' Compensation la\vs in connection with the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by cenifted mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only afler approval of such amendment,
waiver or discharge, by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assign.s. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and, no rule
of construction shall be appiied againsi or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
e.xclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to e.xplain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITV. Inlheeventanyoflhcprovisionsofthis
Agreement arc held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement willTcinain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting tenns and definitions apply excepfas specifically noted elsewhere in
ihis document.

TERM DEFINITION

Acceptance
Notice from the Stale that a Deliverable has satisfied

Acceptance Test or Review.

Acceptance Letter .
An Acceptance Lcticr provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period
The timeframe during which the Acceptance Test is
performed.

Agreement.
A Contract duly executed and legally binding.

Attachment

Supplementary material thai'is collected and appended at the
back of a document.

Authorized. Persons / Users

The Vendor's employees^ Contractors, Subcontractors or
other agents who need to access the Stale's Personal Data to
enable the Contractor to perfonn the Services required.

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal infonnaiion
maintained by a person or commercial entity.

Breach, Breach of Security
or Data Breach

"Breach" means the loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar tenn referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. Breach" shall have the same meaning
as the term "Breach".in section 164.402 of Title 45, Code of
Federal Regulations.

Business HoursAVork Hours

Vendor personnel shall work nornial business hours behveen
8:00 a.m. and 5:00 p.m. Eastern Standard Time, eight (8)
hour days, forty (40) hour weeks, excluding State of New,
Hampshire holidays. Changes to this schedule may be made

Slate ofNH ContractDa,e: 12/2/2020 f-"
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upon agreement with the Stale Project Manager. State
holidays include; New Year's Day, Martin Luther King Day,
President's Day, Memorial Day, July 4th, Labor Day,
Veterans Day, Thanksgiving Day, the day after
Thanksgiving Day, and Christmas Day. Specific dates will
be provided upon request.

Certification

The Vendor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the- Vendor has completed
development of the Deliverable and certi fied its readiness for
applicable Acceptance Testing or Review.'

Change' Request/Order or.CR

Fonnal documentation prepared for a proposed changed
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Commercial Off the Shelf Softvvnre

(COTS)

Commercial off-the-shelf (COTS) is a term that references a
•non-developmental computer software.

Completion Date
End date for the Contract. (Sec Contract Agreement, P-37
General Provisions, Block 1.7)

Computer Security' Incident

"Computer Security Incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology, U.S.
Department of Commerce.

State of NH Contract
Date:lZ/2/2020

Contractor's Initials
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Information required to be kept Confidential from
unauthorized disclosure under the Contract. "Confidential
Information" or "Confidential Data" means all confidential

infonnation disclosed by one party to the other such as all
medical, health, nnancial, public assistance benefits and
personal informolion including without limitation, Protected
Health Information and Personally Identifiable Infonnation.

Confidential information

Confidential Infonnation also includes any and all
infonnation owned or managed by the State of NH created,
received from or on behalf of any state agency or accessed
in the course of perfonning contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
infonnation includes, but is not limited to Personal Health
Infonnation (PHI), Personally Identifiable InfonTiation(PII),
Federal Tax Infonnation (FTI), Social Security Numbers
(SSN), Pa>nnent Card Industry (PCI), and or other sensitive
and confidential information.

Contract

-

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perfonn as specified in the Contract Documents.

Contract Agreement

Part 1,2, and 3. The Documentation consisting of the P-37,
IT General Provisions, IT Provj-sions, and the Exhibits which
represents the understanding and acceptance of (he
reciprocal legal rights and duties of the parties with respect
to,the Scope of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, ten-ninaiion for convenience, ortcnnination for
default. ,

•  --i;. ' ' "

Contract Documents

Documents that comprise this Contract. (See Pah 2, IT
Provisions - Section I.I)

State of NH ContractD,,,, 12/2/2020 p-"
Contractor's Initials
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Controct Manager(s)

The persons identified by the State and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Docurnentation, obtaining executive approvals, tracking
costs and payments, and representing the ponies in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and- Services described in the
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions - Section 1.8: Price Limitation.

Contractor/Contracted Vendor

The vendor whose proposal or quote was awarded the
Contract with the State and who is respxDnsible for the
Services and Deliverables "of the Contract.

Custom Code

Code developed by the .Contractor specifically for this
Project for the State of New Hampshire.

Deliverable

A Deli.verabic is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the Stale or under the tenns of a Contract

requirement.

Department of Health and Human
Services

An agency of the State of New Hampshire.

Department of Information
Tcchnolog}' (DoIT)

The Department of Infonnation Technology established
under RSA chapter 21-R. by the Legislature effective
September 5, 2008.

DHHS or Department Department of Health and Human Services

Documentation

All infonnation that describes the installation, operation and
use of the Software, including any training or nct\vork
implementation descriptions and materials, cither in printed
or electronic formal. |

Effective Date

The Contract and all obligations of the parties hereunder 1
shall becotne effective on the date the Governor and |
Executive Council of the Slate of New Hampshire approves |
the Contract. 1

Slate of NH Contract
Da,e:12/Z/2020

Contractor's initials
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Encryption

The process of convening data to an unrecognizable or
"encrypted" form. It is commonly used to protect sensitive
information so that only authorized panics can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the Internet.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of Enhancements.

Fully Loaded

Rates are inclusive of all allowable expenses, including, but
not limited to; meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

1

Governor and Council (G&C)
The New Hampshire Governor and Executive Council. .

Hosting Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of penniited users of the Software.

Hosting System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosting Services.

Identification and Authentication

Supports obtaining information about those parties
aiiempting to log on to a system or applicaiion for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

1 Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
"meeting of the minds" on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement.

1 Invoking Party In a dispute, the parly believing itself aggrieved.

State of NH Contract
Date:l2/2/2020

Contractor's Initials AlS
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Key Project Staff
Personnel identified by the Stale and by the Vendor as
essential to work on the Project.

License

Rights to use the proprietary Software, Software Updates,
online and/or hard-copy documentation and user guides.

i

Licensee
The State of New Hampshire

Maintenance Release

Is a release of a product that docs not add new features or
content.

National Institute of Standards and

Technology (NIST)

A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and
maintains measurement standards. It also has active

programs for encouraging and assisting industry and science
to develop and use these standards.

Non-Exclusive Contract

A Contract executed by the State that does not restrict the
State from seeking altcmaiivc sources for the Deliverables
or ScfN'iccs provided under the Contract.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help suppon, Services, other.

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later dale. A NTE value, however, downward depending
on the changes in the scope of work or in the associated-
specifications.

Notice to Proceed (NTP)

The State Contract Manager's written direction to the
Vendor to begin work on the Contract on a given date and
lime.

Open Data Formats

A file format for storing digital data, defined by a published
specification usually mainiained by a standards
organization, and which can be used and implemented by
anyone.

Slate of NH Contract
Date: 12/2/2020
Contractor's Initials
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Open Source Software

Software (hat guarantees the user unrestricted use of the
Software as defined- in RSA chapter 2I-R:I0 and RSA
chapter 21-R;l I.

Open Standards

Specifications for the encoding and transfer of computer
Data (hat is defined in RSA chapter 2I-R:I0 and RSA
chapter 21-R: 13.

Operoting System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is,available
for use by the State in its daily operations; and the StatC/has
issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event

of a conflict or ambiguity. A term or <:ondilion in a document
controls over a conDicling or ambiguous term or condition
in a document that is lower in the Order of Precedence.

Parties

The Contractor and the State of New Hampshire
collectively.

Personal Data

"Personally Identifiable Information" (or "Pll") means
information which can be used to distinguish or trace an
individual's identity, such'as their name, social security
number, personal infonnation as defined in RSA 359-C:l9,
biomctric records, etc., alone, or when combined with other
personal or identifying information which is linked or
linkable to a specific individual, such as date and place of
birth, mother's maiden name, etc.

Project

The planned undertaking regarding the entire subject matter
of an RFP. and .Contract and the activities of the parties
related hereto.

Project Holdback-

Portion of payment to a contractor withheld by (he Slate of
New Hampshire until a deliverable finished to the agenda
satisfaction.

Stale of NH Contract
Daie:lZ/2/ZQ20
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Project Management Plan
A document that describes the processes and methodology
to be employed by the Vendor lo ensure a successful project.

Project ManQger(s)

The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff
State personnel assigned to work with the Vendor on the
Project.

Project Team

The group of State employees and Vendor's personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and quality.

Proposal
The submission from a Vendor in response to the Request
for a Proposal or Statement of Work.

Review
The process of Reviewing Deliverables for Acceptance.

Review Period

The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days. .

Schedule

The dates described in the Work Plan for deadlines for

perfonnance of Services and other Project events and
activities under the Contract.

Ser\'icc$

The work or labor to be performed by the Vendor on the
Project as described in the Contracl.

Software

All Custom, SAAS and COTS Software provided by the
Vendor under the Contract.

Sofrwarc Deliverables
All Custom, SAAS and COTS Software and Enhancements.

Soft>vflrc License
Licenses provided to the State under this Contract.

Slate of NH Coniraci
Dale: 12/2/2020
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Slate of NH Conlracl
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1 Soft>varc-as-a-Scrv{ce (SaaS)
The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Wcb-based email) or a program interface. The State does not
manage or control the underlying- cloud infrastructure
including network, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Solution

The Solution consists of the total Solution, which includes,
without limiiatiori, Software and Services, addressing the
requirements and tenns of the Specifications. The off-the-
shelf SoQware and configured Software customized for the
State provided by the Vendor.

Specifications

The written Specifications that set forth the requirements
which include, without limitation, this Rf P, the Proposal, the •
Contract, any pcrfomiance standards, Documentation,
applicable State and federal policies, laws and regulations,
Slate technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a pan of the Contract as though
completely set fonh herein.

State Data

All Data created, received from or gathered by' the
Contractor or Subcontractor on behalf of the State or in any
way criginnling with the State, and all Data that is the output
of computer processing of or other electronic manipulation
of any Data that was created by or in any way originated with
the State, whether such Data or output is stored on the State's
hardware, the Contractor's hardware or subcontractor's
hardware, a hosted cloud solution or exists in any system
owned, maintained or otherwise controlled by the State or by
the Contractor.

Stale Fiscal Year (SPY)
The New Hampshire State Fiscal Year extends from July 1 st
through June 30th of the following calendar year.

Page 13 of 37
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Stote Project Leader Slate's representative with regard to Project oversight.

Slate's Confldcntial Records

State's infonnatlon regardless oflts form that is not subject
to public disclosure under applicable state and federal laws
and regulations, Including but not limited to RSA chapter 91 -
A: Access to Governmental Records and Meetings.

State's Project Manager (PM)

State's representative with regard to Project Management
and technical matters. Agency Project Managers are
responsible for Review and Acceptance of specific (Contract
Deliverables, Invoice sign ofT, and Review and approval of
a Change Request (CR).

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
Stale and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor.

Support Services
The maintenance and technical support services provided by
Contractor to the State during the Tenfi of the Comraci.

System

All Sofiware, specified hardware, and interfaces and
e.xtensions, integrated and functioning together in
accordance with the Specifications.

System Maintenance
The various forms of computer or server maintenance
required to keep a computer system running properly.

Technical Authorization

■

Direction to a Vendor which fills In details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contract from the Effective Date through
Contract Conclusion ortcnnination.

Siale of NH Contract
D,te:12/2/20?0 —"
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1 Transition Services Services and support provided when the Vendor is
supporting systern changes.

Vendor/Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Coniract with the State and who is responsible for the
Services and Deliverables of ihc Contraci.

Veriflcotion

Supports the confinnailon of auihority to enter a computer
system application or network.

Warranty

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period '

A period of coverage during which the Vendor is responsible
for providing a guarantee , for products and Services
delivered as defined in the Contraci.

Warrant>' Release
Code releases that arc done during the Warranty Period.

Warrant)' Services
The Services to be provided by the Contractor during the
Warranty Period.

Work For Hire

Work created or prepared by contracted personnel within the
scope of (heir employment, or a work specially ordered or
commissioned for use as a contribution to a collective work.

Such work is considered the sole property of the Stale.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contraci. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
(asks/activities. Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables

Non-Soflware Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Stale of NH Coniract
D„,:12/2/2020

Contractor's initials
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INTRODUCTION

This Contract Is by and between the State of New Hampshire, acting through the New Hampshire
Department of Health and Human Services ("Stale") and BOWLink Technologies, Inc. ("Contractor"), a
Massachusetts Corporation, having its principal place of business at 6 Linden Lane, Auburn, MA 01501.

The Contractor shall provide hosting and maintenance of the Department of Health arid Human Services,
Maternal and Child Health, Family Planning Data Base; as well as provide project management, technical
support, data analysis, system operations, customer service and report generation.

RECITALS

Whereas, the State desires to have the Contractor host and maintain the State's Family Planning Program
Data Base, provide technical support, data analysis, system operations, customer service and generate
reports. Additionally, the Contractor shall provide project management services to the Slate to ensure
consistent and timely management ofali activities across multiple organizations and associated Services
for the State.

Whereas, the Family Planning Program (FPP) serves individuals, especially those at or below two hundred
fifty (250) percent of the Federal Poverty Level (FPL), in need of family planning and reproductive health
care services, including individuals who are eligible and/or are receiving Medicaid services, and un
insured individuals through agreements with program sub-grantees.

Whereas, the State of NH requires all program sub-grantees submit aggregate data through a Family
Planning Electronic Record (FPER). The data submitted into the FPER is analyzed and reports are
generated.

The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1. Contract Documents

This Contract Agreement DPHS - 2020-083 is comprised of the following documents:

A. Part I - Fonn P-37 General Provision

B. Part 2 - Information Technology Provisions

C. Part 3 - Exhibits

Exhibit A - Special Provisions

Exhibit B-Scope of Services

Slate of NH Contract
Da,e:12/2/Z020

Contractor's Initials
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Exhibit C - Price and Payment Schedule

Exhibit D - Administrative Services

Exhibit E - Implementation Services • (Not Applicable)

Exhibit F -Testing Services

Exhibit G - Maintenance and Support Services

Exhibit H - Requirements

Exhibit I - Work Plan

Exhibit J - Software Agreement

Exhibit K - Warranty and Warranty Services

Exhibit L - Training Services - (Not Applicable)

Exhibit M - Agency RFP with Addendums, by reference - (Not Applicable)

Exhibit N - Vendor Proposal, by reference • (Not Applicable)

Exhibit 0-Certificates and'Attachments

Exhibit P - DHHS Information Security Requirements

1.2. Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

i. Stale of New Hampshire, Department of Health and Human Services Contract
Agreement DPHS - 2020-083, including Parts 1, 2, and 3.

2. CONTRACT TERM

2.1. The Contract and all obligations of the parties hereunder shall becotne effective after full
execution by the parties, and the receipt of required governmental approvals, including,
but not limited to, Govemor and Executive Council of the State of New Hampshire
approval ("Effective Date").

2.2. The Contract shall begin on the Eflective Date and extend through the dote indicated in
Port 1, P-37 General Provisions - Block 1.7: Completion Date. The Tcnn may be extended
up to two (2) years, ("Extended Term") at the sole option of the Slate, subject to the parties
prior written Agreement on applicable fees for each extended term, up to but not beyond
December 31, 2024 under the same terms and conditions, subject to approval of the
Govemor and Executive Council.

2.3. The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

State of NH ContractDa,e:lV2^0
Contractor's Initials
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2.4. The State docs not require the Contractor to commence work prior to the Efiective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that
the Contract does not become effective, the State shall be under no obligation to pay the
Contractor for any costs incurred or Services perfonned; however, if the Contract bwomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract.

2.5. Time is of the essence in the performance of the Contractor's obligation under the
Contract.

3. COMPENSATION

3.1. Contract Price

The Contract Price is identified in. Pan 1, P-37 General Provisions - Block 1.8: Price
Limitation. Method of payment and tenns of payment arc identified and more particularly
described in Pan I, P-37 - Section 5: Contract Price/Price Limitation/Payment, and Pan 3
- Exhibit C: Price and Pa>aneni Schedule.

3.2. Non-Exclusive Contract

The Stale reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or ponion of an item, group of items, or .total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shallbc responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consislingof both the Contractor
and State personnel. The Contractor shall provide all necessary resources to pcrfonn its
obligations under the Contract. The Contractor shall be responsible for managing the Project to
its successful completion.

4.1. . Contraclor's Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Michael P. Stelmach

6 Bates Xing

State of NH Contrecl
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Webster, MA 01570" ' ■ . '

Tel. 774-272-0313

Email: ms(e]mach@hea)th-€-link.nct

4.2. Contractor's Project Manager

4.2.1. The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to
the prior written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the proposed Contractor's
Project Manager's resume, qualifications, references, and background checks,
and an interview. The Siate may require removal or reassignment of the
Contractor's Project Manager who, in the sole judgment of the State, Is found
unacceptable or is not performing to the State's satisfaction.

4.2;2. The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the required duties under this Contract and all
duties shall be outlined in the Work Plan, tilled Contractor Roles and
Responsibilities. The Contractor's Project Manager must be available to promptly
respond during nonnal Business Hours within two (2) hours to inquiries from the
Stale, and be at the site as needed. The Contractor's Project Manager must work
diligently and use his/ her best efforts.on the Project.

4.2.3. The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2 - Infonnation
Technology Provisions, Section 4.2; Contract Project Manager, and in Part 2 -
Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the departure of the prior
Contractor's Project Manager, and the Contractor shall continue during the ten
(10) business, day period to provide competent Project management Services
through (he assignment of a qualified interim Project Manager.

4.2.4. Notwithstanding any other provision of the'Contract, the Slate shall have the
option, at its discretion, to tenninate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if (he Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of (he Contract.

State of NH Contract
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4.2.5. Contractor Projeci Manager is:

Erin Stelmach

53 Five Mile River Road

Putnam, CT 06260

Tel. 774-272-2800

Email: mailto:estelmach@healih'e-link.net

4.3. Contractor's Key Project Staff

4.3.1. The Contractor shall assign -Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth within this contract and in Attachment 1. Business System and Technical
Requirements. The State may conduct reference and back^ound checks on the
Contractor's Key Project Staff. The State reserves the right to require removal or
reassignment of the Contractor's Key Project Staff who are found unacceptable
to the State. Any background checks shall be performed in accordance with Part
2 - Information Technology Provisions, Section 4.6: Background Checks.

4.3.2. The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor's Key Project Staff shall have comparable or
greater skills than of the Contractor's Key Project Staff being replaced; meet the
requirements of this Contract, including but not limited to the requirements set
forth in Attachment 1. Business System and Technical Requirements, and be
subject to reference and background checks described in Part 2 - Information
Technology Provisions, Section 4.6: Reference and Background Checks.

4.3.3. Notwithstanding any other provision of the Contract to the contrary, the Slate
shall have the option to tenninate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

4.3.3.1. The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

Chad McCue, Software Developer

Grace Chan, System Administrator

State of KH Contract
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4.4. State Contract Manager

The Stale shall assign a Contract Manager who shall function as the Stage's represeniaiiye
with regard to Contract administration. The State Contract Manager is:

Rhonda Siege), Administrator

29 Hazen Drive

Concord, NH 03301

Tel. 603-271-4516

Email: Rhonda.sicgcI@dhhs.nh.gov

4.5. State Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager's duties
shall include the following;

0. Leading the Project;

b. Engaging and managing all Contractors;

c. Managing significant issues and risks;

d. Reviewing and accepting Contract Deliverables;

c. Invoice sign-offs; •

f. Review and approval of Change Request; and

g. Managing stakeholders' concerns.

4.5.2. The State Project Manager is:

Haley Johnston, Family Planning Program Manager

29 Hazen Drive

Concord. NH 03301

Tel. 603-271-0061.

Email: Haley.Johnsion@dhhs.nh.gov

4.6. Reference and Background Checks

4.6.1. The Contractor shall conduct criminal background checks and not utilize any
staff, including Subcontractors, to fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which

Slate of NH Contract
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incarceration for up to I year is an authorized penalty. The Contractor shall
promote and maintain an awareness of (he importance of securing the State's
information among the Contractor's employees and agents.

4.6.2. The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project StafT. The.
State shall maintain the Confidentiality of background screening results in
accordance with Part 2 - Infonnation Technology Provisions, Section j 1: Use of
' Slate's Information, and Confidentiality.

5. DELIVERABLES

5.1. The Contractor's Responsibilities

5.1.1. The Contractor shall be solely responsible for meeting all requirements, and icnns
and conditions specified in this Contract, regardless of whether or not a
Subcontractor is used.

5.2. Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in accordance
'  with Part 3 - E.xhibit B: Scope of Services. Upon its submission of a Deliverable or

Service, the Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.

5.3. Non-Software and Written Deliverables Review and Acceptance

After receiving written Certincalion from the Contractor that a Non-SoHware or Written
Deliverable is final, complete, and ready for Review, the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 - Exhibit
B: Scope of Services. The State will notify the Contractor in writing of its acceptance or
rejection of the Deliverable within five (5) business days of the State's receipt of the
Contractor's written Certification. If the State rejects the Deliverable, the Slate shall
notify the Contractor of the nature and class of the Deficiency and the Coiitraclor shall
correct the Deficiency within the period identified in the Work Plan. If no period for the
Contractor's correction of the Deliverable is identified, the Contractor shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection (hereof, with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or iniincdiatcly tcnninate the Contract, declare the Contractor in default, and
pursue its remedies at law and in equity.

Stale of NH Contract
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5.4. Software Review and Acceptance

Syscein/Software Testing and Acceptance shal) be performed as set forth in the Test Plan
and more particularly described in Port 3 - Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1. Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Pan 3 Exhibit D: Administrative Services.

7.2. Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Part 3 - Exhibit E; Implementation Services.

7.3. Testing Services

The Contractor shall perfonn.testing Services for the Stale set forth in the Contract, and
particularly described in Part 3 - Exhibit F: Testing Scrx'ices.

7.4. Maintenance and Support Services

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Part 3 - Exhibit G: System
Maintenance and Support.

7.5. Warrant}' Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 - Exhibit K: Warranty & Warranty Services.

State of NH Contract
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7.6. Training Services

The Coniractor shall provide (he State with training Services set forth in the Contract, and
particularly described in Pan 3 - Exhibit L: Training Services. .

8. WORK PLAN DELIVERABLES

8.1. The Comracior shall provide the State with a Work Plan that shall include, without
limitation, a detailed description of the Schedule, tasks. Deliverables, major milestones,
task dependencies and payment Schedule.

8.2. The initial Work Plan shall be n separate Deliverable and is set forth in Part 3 - Exhibit 1;
Work Plan. TTie Contractor shall update the Work Plan as necessary, no less than yearly,
to accurately rcncct the status of the Project, including without limitation, the Schedule,
tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any
such updates to the Work Plan must.bc approved by the State, in writing, prior to final
incorporation into Part 3 - Exhibit 1: Worit Plan. The updated Part 3 - Exhibit 1: Work
Plan, as approved by the State, is incorporated herein by reference.

8.3. Unless otherwise agreed in writing by the State, changes to the Part 3 - Exhibit 1: Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from
the Contractor's failure to perform its obligations under the Contract, including; without
limitation, performance in accordance with the Schedule.

8.4. In the event of any delay in the Schedule, the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

8.5. In the event additional time is required by the Contractor to correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Contractor's failure to fulfill its obligations under the Contract. To the
extent that the Slate'se.xecuiion of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

8.6. Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

9.1. The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by (he Department of Information
Technolog)'. Within five (5) business days of the Contractor's receipt of a Change Order,

Stale of NH Contract
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the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), the Schedule, or the Work Plan.

9.2. The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
attempt to respond to the Contractor's requested Change Order within five (5) business
days. The State Agency, as well as the Department of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to Kayc.-rejwted the
Change Order if the panics arc unable to reach an Agreement in writing. -"

9.3. All Change Order requests from the Contractor to the Slate, and the State acceptance of
the Contractor's estimate for a State requested change, will be acknowledged and
responded to, either acceptance or rejection, in writing. If accepted, the Change Order<s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1. Sofrvvare Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold^all, title, and rights in any Software
modifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all perfonnance enhancing
operational plans and the Contractors' special utilities. The Contractor shall
license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Vendor be precluded from developing for itself, or for others,
materials (hat arc competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In '
addition, the Vendor shall be free to use its general knowledge, skills, e.\pcrience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its perfonnance under this agreement.

10.2. State*s Data and Propert}'

All rights, title and interest in State Data shall remain wiihihe Stale. All data and any
propcny which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the State upon demand or upon icnnination of this Agreement for any reason. The
Contractor shall not access State user accounts or State data, c.xccpt:

Stale of NH Contract
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10.2.!. In ihe course of Daio center operations;

10.2.2. In response to service or technical issues;

10.2.3. As required by the express terms of this Contract; or

10.2.4. At the Slate's vsTitten request.

10.3. Data Migration Services

Upon termination, cancellation, expiration or other conclusion of the Contract; the Parlies
agree to cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to NH DHHS and, if applicable, the vendor engaged by NH DHHS to
assume the Services previously perfonned by the Contractor (for this section known as
"Recipient").

10.3.1. The Contractor shall use reasonable efforts to assist Recipient, in connection with
the transition from the pcrfonnance of Services by the Contractor and its Affiliates
to the performance of such Services, which may include assistance with the
transfer of records, migration of historical data, the transition of any such Service
from the hardware, software, network and telecommunications equipment and
internet-related information technology infrastructure ("Internal IT Systems") of
Contractor to the Internal IT Systems of Recipient and cooperation with and
assistance to any third-party consultants engaged by Recipient in connection with
such transition ("Migration Services"), taking into account the need to minimize
the cost of such migration and the disruption to the ongoing business activities of
the Parties hereto and their AfTiliaies.

10.3.2; If a systein, database, hardware, software, and/or software licenses (Tools) was
purchased or created to manage, track, and/or store NH DHHS data in relationship
to this contract said Tools will be inventoried and returned to NH DHHS, along
with the inventory document, once migration of NH DHHS data is complete.

10.3.3. The internal planning of the Migration Semces by the Contractor and its Affiliates
and Migration Services shall be provided to Recipient as set forth in Section 3 of
this Contract. Any such Migration Scr\'ices shall be deemed to be Services for
purposes of this Contract.

10.3.4. Should the data migration extend beyond the end of the Contract, the Contractor
and its affiliates agree Contract Security Requirements, and if applicable, NH
DHSS Business Associates Agreement terms and conditions remain in effect until
the Data Migration is accepted as complete by NH DHHS.

10.3.5. If» the event where the Contractor has comingled Confidential Data and the
destruction or migration is not feasible, the State and Contractor will jointly
evaluate regulatory and professional standards for retention requirements prior to
destruction.

Slate of NH Contract
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10.3.6. If the parties identify Confidential Data that will not be migrated and must be
destroyed, the Contractor shall comply with Exhibit P, DHHS Information
Security Requirements; regarding disposition ofConftdeniial Data.

10.4. Completion of Services

10.4.1. Each service or migration phase shall be deemed completed (and the migration
process finalized) at the end of the lOih day after the product, resulting from the
Service, is delivered to the recipient in accordance with the mutually agreed upon
migration plan, unless within said 10-day term the Contractor notifies NH DHHS
of an issue requiring additional lime to complete said product.

10.5. Disagreement over Service's Results

10.5.1. in the event NH DHHS is not satisfied with (he results of the Service, NH DHHS
shall notify the (Contractor, by email, stating the reason for the lock'of satisfaction
within ID business days of the final product or at any time during the data
migration process. The Parties shall discus the actions to be taken to resolve the
disagreement or issue. If an apeement is not reached," at any lime NH DHHS shall
be entitled to initiate actions in accordance with Part 3, Section 1.8 Breach of
Data.

10.6. Contractor's Materials

10.6.1. Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that arc competitive with, or similar to, (he Deliverables.
In accordance with the provision of this. Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential Infonnaiion.
The Contractor shall be free to use its general knowledge, skills and experience,
and any Ideas, concepts, know-how, and techniques that are acquired or used in
the course of its pcrfonnance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential

Information by the Contractor employees or third party consultants engaged by
the Contractor.

10.6.2. Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include infonnation or records not subject to public
disclosure under New Hampshire RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
iniemal personnel practices, financial .Information," test questions, scoring keys
and other examination data use to administer o licensing examination,
examination for employment, or academic examination and personnel, mcdicol,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable infonnation chat is private in nature.

Slate of NH Contract
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10.7. State Website Copyright

WWW Copyrighl and Intelleciual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright
to all Data and informaiioh, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or infonnation shall, where
applicable, display the State's copyright.

10.8. Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-e.\clusive paid -up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor's proprictar>' Software code.

10.9. Survival

This Contract Agreement Pan 2 - Information Technology Provisions, Section 10.
Intellectual Property shall survive the tennination of the Contract.

11. USE OF STATE'S INFORMATION AND CONFIDENTIALITY

11.1. UseofState's Information

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information c.><einptcd from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Infomiaiion developed or obtained during the perfonnance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2. State Confidentiallnformation

11.2.1, The Contractor shall maintain the Confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively
"release"),' all State Confidential Infonnation that becomes available to the

State of NH Contract
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Contractor In conneciion with Its performance under the Contract, regardless of
its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a. Shall have otherwise become publicly available other than as a result
of disclosure by the receiving party in Breach hereof;

b. Was disclosed to the receiving party on a non-Confidential basis from

a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a result
of an obligation in favor of the disclosing party;

c. Is developed by the receiving party independently of; or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or'

d. Is disclosed with the written consent of the disclosing party. A
receiving party also may disclose Confidential Infonnation to the
e.xtent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the Slate Confidential Information, and the Contractor shall cooperate
with (he State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State.

11.2.4. In the event of the unauthorized release of State Confidential Information, the

• Contractor shall immediately notify the Slate, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctivc relief.

11.3. Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all infonnation it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Sofiware and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identified Confidential Infonnation insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. In the event the State
receives a request for the infonnation identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date (he State will be releasing the
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requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor's information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor's sole responsibility and at the Contractor's sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State's notice to the Contractor,
without any liability to the Contractor.

11.4. Survival

This Contract Agreement - Pan 2 - Information Technology Provisions, Section 11, Use
of State's Infomiation and Confidentiality, shall survive termination or conclusion of the
Contract.

12. LIMITIATION OF LIABILITY

12.1. State

Subject to applicable laws and rcgulalions, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or e.xemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not e.xcecd the
total Contract price set forth in Contract Agreement - Part I, P-37 General Provisions ■
Block 1.8: Price Limitation.

12.2. Staters Immunity

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby rcsers'cd to the
State. This covenant shall survive termination or Contract Conclusion.

12.3. Survival

This Contract Agreement Part 2 - Information Technology Provisions, Section 12:
Limitation of Liability shall survive lennination or Contract Conclusion.

13. TERMINATION

13.1. Termination Procedure

13.1.1. Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract,, may require the Contractor to deliver to the Slate any
property, including without limitation, Sofiware and Written Deliverables, for
such pan of the Contract as has been tcnninated.

Slate of NH Contract
Date: 12/2/2020
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13.1.2. After receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall;

a. The Slate shall be entitled to any posi-lermination assistance generally
made available' with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the Software
License Agreement (SLA);

b. Stop work under the Contract on the date, and to the extent specified,
in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination,
tenninate its orders and subcontracts related to the work which has been

terminated and settle all outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with the approval
or ratification of the Slate to the extent required, which approval or
ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State has an interest;

c. During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i. In the event of termination of any Service or Agreement in
entirety, the Contractor shall not take any. action to'
intentionally erase any Stale Data for a period of:

•  10 days after the Effective Date of lennination, if the
termination is in accordance with the Contract period.

•  30 days after the Effective Date of tennination, if the
lennination is for convenience.

•  60 days after the Effective Date of tennination, if the
lennination is for cause.

f. Transfer title to the State and deliver in the manner, at the limes, and to
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the

• State;
/  •

g. Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

h. Assist in Transition Services, as reasonably requested by the State at no
additional cost.

State of NH Contract
Date:12/2/2020
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13.U. AOer such period, the Contracior shall have no obligation to maintain or provide
any State Data and shall thereafter, unless legally prohibited, delete all State Data
in its Systems or otherwise in its possession or under its control:

a. Transfer title to the Slate and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the Slatc and which has been accepted or requested by the
State;

b. The Contractor shall implement an orderly return of State Data in a
CSV or another mutually agreeable fonnat at a time agreed to by the
parties and the subsequent secure disposal of State Data;

c. The Contractor shall securely dispose of.all requested Data in all of its
forms, such as disk, CD/ DVD, backup tape and paper, when requested

■  by the State. Data shall be permanently deleted and shall not be
recoverable, according to National Institute of Standards and
Technology (NIST)-approved methods. Certificates of destruction
shall be provided to the State; and

d. Provide written Certification to the State that the Contractor has

surrendered to the State all said property.

13.2. Survival

This Contract Agreement - Part 2 - infonnation Technology Provisions, Section 13:
Termination shall survive tcnnination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option ofcontinuing under the Contract with the Contractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contracior, its
successors or assigns' for such period of time as deterinined necessary by the State; or immediately
terminate the Contract without liability to the Contractor, its successors or assigns.

15. DISPUTE RESOLUTION

16.1. Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunclive relief with respect to intellectual property rights or Confidential
Information), the party believing Itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted under the-Contract.

16.2. The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for

State of NH Contract
Da.e: 12/2/2020 „
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(he parties at the follosying successive management levels, each of which shall have a
period of allotted time as speciHed below in which to attempt to resolve the dispute:

163. The allotted time for the first level negotiations shall begin on the date the Invoking
Party's notice is received by the other party. Subsequent allotted lime is days from the
date that the original Invoking Party's notice is received by the other party.

TABLE 16: Dispute Resolution Responsibility; and Schedule Table

LEVEL
CONTRACTOR

POINT OF CONTACT

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTED TIME

Primary Michael Stelmach
Family Planning Program
Manager

Five (5) Business Days

First Erin Stelmach MCH Administrator Five (5) Business Days

Second Grace Chan Director DPHS Five (5) Business Days

Third Commissioner, DHHS Five (5) Business Days

16. DOIT GENERAL TERMS AND CONDITIONS

17.1. Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter "Information"), the Contractor understands and agrees to the following rules:

Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

that information shall be used solely for conducting official Slate business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-Slate use and that at no time shall the Contractor access or attempt to access any
infonnation without having the express authority to do so'.

That at no lime shall the Contractor access or attempt to access any information in a manner
inconsistent with the approved policies, procedures, and /or Agreements relating to System

. entry/access.

That all Software Licensed, developed, or being evaluated by the Stale cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care to protect and keep such Software strictly
Confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being evaluated by the Slate, can be used

Slate of NH Contract
Dalc:12/2/2Q20
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by the Contractor. Personal Software (including but not limited to palmtop sync Software)
shall not be installed on any equipment.

That if the Contractor is found to be in violation of any of the above-stated rulies, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

'  17.2. Email Use

Mail and other'clectronic communication messaging Systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal Email
Systems" or "State-funded Entail Systems". The Contractor understand and agree that
use of email shall follow State standard policy (available upon request).

17.3. lotcrnct Use

The Internet is to be used for access to and distribution of information in direct support of
the business of the State of New Hampshire according to State standard policy (available .
upon request).

17.4. Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perfonn its obligations linder the Contract.

17. GENERAL CONTRACT REQUIREMENTS

18.1. Insurance Certificate
\

The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address.

18.2. Exhibits

The E.xhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

18.3. Venue and Jurisdiction

,  Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

Stale of NH Contract
Dale: 12/2/2020
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18.4. Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to: Part 1, P-37 General Provisions -
Section 7: Personnel; Pan 1, P-37 General Prosnsions - Section 13: Indemnification; Pan
2 - Infonnation Technology Provisions, Section 10: Intellectual Property; Pan 2 -
Information Technology Provisions , Section I I: tJse of Slate's Information and
Confidentiality; Pan 2 - Information Technology Provisions -, Section 12: Limitation of
Liability; Pan 2 - Information Technology Provisions , Section 13: Termination; and Pan
3 - Exhibit K.: Section 2: Warranty Period which shall all survive the lerTninaiion of the
Contract.'

18.5. Force Majcurc

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents, earthquakes, and unusually
severe weather.

18.5.2. Except in the event of the foregoing, Force Majcurc events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

18.6. Notices

Any notice by a party hereto to the oihcr party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

TABLE 18.6: Notices

CONTRACTOR

POINT OF CONTACT

STATE

POINT OF CONTACT

Michael P. Stelmach Haley Johnston

6 Bates Xing 29 Hazen Drive

Webster, MA 01570 Concord, NH 03301

774-272-0313 603-271-0061

mstelmachfS>hcalth-e-link.net Halcv.JohnsionfrDdiihs.nh.eov

State of NH Contract
Dale:12/Z/2020
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18. DATA PROTECTION

19.1. DHHS Information Security Requirements

Contractor shall comply with all requirements in Exhibit P, DHHS Infonnation Security
Requirements, which is attached hereto and incorporated by reference herein. .

19.2. Access to Security Logs and Reports

The Contractor shall provide reports to the State in a forniat as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access
IP address, user, access history and security logs for all State files related to this Contract.

19.3. Contract Audit

The Contractor shall allow the State to audit conformance to the Contract temis. The State
may perform this audit or Contract with a third party at its discretion and at the State's
expense,

19.4. Data Center Audit

The Contractor shall perfonn an independent audit of its Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary infonnation from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level
of a third-party audit.

19.5. Advance Notice

The Contractor shall give advance notice to the State of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and
perfonnancc. A major upgrade is a replacement of hardware, Soflware or finnware with
a newer or better version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

19.6. Security

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection.and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffing —
the State and the Contractor shall understand each other's roles and responsibilities.

State of NH Contract
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19.7. Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements^ and limit staff knowledge of State Data to that which is
absolutely necessary to perform job duties.

19.8. Import and Export of Data

The Stale shall have the ability to import or export Data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Data to/from other Service providers.

19.9. Responsivitics and Uptime Guarantee

The Contractor shall be responsible for the acquisition and operation of all hardware,
SoHware and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments arc the responsibilities of the Contractor. The System shall, be available
24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA. ..v,

19.10. Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the State's consent.

State of NH Contract

Date: 12/2/2020
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EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A-SPECIAL PROmiOHS

REVISIONS TO STANDARD CONTRACT PROVIStONS

I. Revisions to Form P-37, General Provisions

1.1. Paragraph 3, EfTective Dale/Completion of Services, is amended by adding
subparagraph 3.3 as follows:

•  3.3. The parties may extend the Agreement for up to (two) 2 additional year(s) from
the Completion Date, contingent upon satisfactory delivery of services, available
funding, agreement'of the panies, and approval of the Governor and Executive
Council.

1.2. .Paragraph 12, Assignment/Delegaiion/Subcontracts, is amended- by adding
subparagraph 12.3 as follows:

12.3. Subcontractors arc subject to the same contractual conditions as the Contractor
and the Contractor is responsible to ensure subcontractor compliance with those
conditions. The Contractor shall have .written agreements with all-
subcontractors, specifying the work to be performed and how corrective action
shall be managed if the subcontractor's performance is inadequate. The
Contractor shall manage the subcontractor's performance on an ongoing basis
and take corrective action as necessary. The Contractor shall annually provide
the Slate with a list of all subcontractors provided for under this Agreement and
notify the State of any inadequate subcontractor performance.

Remainder ofthis page intentionally left blank
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EXHIBIT B - SCOPE OF SERVICES

EXHIBITS-SCOPE OF SERVICES

The Contraclcr shall provide Hosting and Maintenance services of the Stale's Family Planning Database
and Project Management Services to ensure consistent and timely management of ftmily planning data
collection and analysis across multiple community health organizations that will enable the Department to
collect, store, and analyze family planning encounter level data.

The Contractor shall provide, maintain and update a family planning data system to meet the requirements
set forth by this contract including, but not limited to the federal requirements set forth by the Office of
Population Affairs (CPA). The Department's conununity health organization partners will have access to
and use of the data system and will provide data to the Contractor in order for the Department to extract
aggregated data for federal reporting and program improvement.

I. STATEMENT OF WORK

1.1. General Project Assumptions

0. The Contractor will provide project tracking tools and templates to record and
manage issues, risks, Change Requests, requirements, decision sheets, and other
documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor's Project Managers will review these tools and
templates and detcnnine which ones will be used for the Project. The Contractor
shall conduct training on these tools and templates at the start of each phase in
which they will be used.

b. Prior to the comtnencemenl of work on Non-Soflware and Written Deliverables,
the Contractor shall provide to the State.a template, table of contents, or agenda
for Review and prior approval by the State.

c. The Contractor shall ensure that appropriate levels of security are implemented
and maintained in order to protect the integrity and reliability of the State's
Infonnation Technology resources, information, and services. Security
requirements are defined in Part 3 - Exhibit H: Reqi(ir<in\eius:'X\\t Contractor shall
provide the Slate resources, infonnation, and Services on an ongoing basis, with
the appropriate infrastructure and, security controls, to ensure business continuity
and to safeguard the Confidentiality and integrity of State networks, Systems and
Data.

d. The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any
and all Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

e. Pricing for Deliverables set forth in Pan 3 ♦ Exhibit C: Price and Payrnem
Schedule. Pricing will be effective for the Tenn of this Contract, and any
extensions thereof.

Stale of NH Contract
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EXHIBIT B - SCOPE OF SERVICES

2. DELIVERABLES

Siaie of NH Coniraci
12/2/2020

Contractor's Initials£

TABLE 2: Deliverables

ACTIVITY, DELIVERABLE, OR MILESTONE
DELIVERABLE

TYPE

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Software

2 Work Plan Written

3 Project Status Reports Written

4
Infrastructure Plan, including Desktop and Network Configuration
Requirements

Written

5 Security Plan Written

6 Communications and Change Management Plan Written

.

7 Software Configuration Plan Written

8 Systems Interface Plan and Design/Capability Written

9 Testing Plan Wrinen 1

10 Data Conversion Plan and Design Written

11 Deployment Plan Written

12 Comprehensive Training Plan and Curriculum Written

13 End User Support Plan Written

14 Business Continuity Plan Written

15. Documentation of Operational Procedures Written

INSTALLATION
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EXHIBIT B - SCOPE OF SERVICES

16 Provide Software Licenses if needed Written

17 Provide Fully Tested Data Conversion Software Software

18
Provide Software Installed, Configured, and Operational to Satisfy
State Requirements

Software

TESTING

19 Conduct Iniegraiioh Testing Non-Software

20 Conduct User Acceptance Testing Non-Software

21 Perfonn Production Tests Non-Software

22 Test In-Bound and Out-Bound Interfaces Software

23 Conduct System Pcrformancc.(Load/Stress) Testing Non-Software

24
Certification of 3rd Party Pen Testing and Application
Vulnerability Scanning.

Non-Software

SYSTEM DEPLOYMENT

25 Convened Data Loaded into Production Environment Software •

26
Provide Tools for Backup and Recovery of all Applications and
Data

Software

27 Conduct Training Non-Software

28 Cutover to New Software Non-Software

29 Provide Documentation Written

30 Execute Security Plan Non-Software

OPERATIONS

31 Ongoing Hosting Support Non-Software

32 Ongoing Support & Maintenance Software

State of NH Conlract
12/2/2020
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33 Web Siie Hosting Software

34 Technical Support and Updates Non-Software

35 Maintenance and Updates Non-Software

36 Ongoing support based on 26,105 FPER Non-Software

37 Ongoing support based on 26,105 FPER estimate Non-Software

38 Ongoing support based on 26,105 FPER estimate Non-Software'

39 Conduct Project Exit Meeting Non-Softworc

Stale of NH Contracl
D3te: 12/2/20^0 ■
Conlractor's Initials Page 6 of 55



DocuSIgn Envelope 10; 2309124D-9037^20B-9C4F-71F88DDD8783

DocuSign Envelope ID; 407d226039$l-4E70-BFlO-EF78084A20gA

Department of Health and Human Services

Family Planning Database Hosting and Maintenance

DPHS - 2020-083 / SS-2021-DPHS-0I-FAMIL-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PRICE AND PA YMENTSCHEDULE

1. PAYMENT SCHEDULE

1.1. Contract Type

This is a Not to Exceed, Software as a Service (SAAS) Coniraci. The total Contract value Is
indicated in Part I, P-37 General Provisions - Block 1.8; Price Limitation for the period between
the Effective Date through date indicated in Part 1, P-37 General Provisions • Block 1.7:
Completion Date. The Contractor shall be responsible for performing its obligations in accordance
with the Contract-. The Contractor shall invoice the State monthly for costs associated with the
allowable Activities/Dcliverablcs/Milestoncs included in the Pricing Worksheet below. Costs for
each Activity/Deliverable/Mileslonc shall not e.xceed the total price set for each Activity,
Deliverable or Milestone.

ACTIVITY / DELIVERABLES / MILESTONES PRICING WORKSHEET

ACTIVITY, DELIVERABLE, OR
MILESTONE

DELIVERABLE

TYPE

PROJECTED

DELIVERY

DATE

PRICE

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project KickofTMeeting Non-Software 1/15/2021 .  S300.00

2 Work Plan Written 1/15/2021 $600.00

3 Project Status Reports Written
As project
requires'

$1,828.00

4
Infrastructure Plan, including Desktop. and
Network Configuration Requirements

Written I/I 5/2021 $420.00

5 Security Plan Written 1/15/2021 $1,200.00

■ 6 Communications and Change Management Plan Written 1/15/2021 $900.00

7 Software Configuration Plan Written n/a N/A

8 Systems Interface Plan and Design/Capability Written • 3/31/2021 $500.00

9 Testing Plan Written 3/31/2021 $500.00

to Data Conversion Plan and Design Written 6/30/2021 $1,200.00

1 1 Deployment Plan Written 6/30/2021 $1,000.00

12 Comprehensive Training Plan and Curriculum Written 6/30/2021 $1,200.00

13 End User Support Plan Written 9/30/2021 $1,000.00

14 Business Continuity Plan Written 9/30/2021 $500.00

15 Documentation of Operational Procedures Written 9/30/2021 $500.00 1
INSTALLATION |

16 Provide Software Licenses if needed Written
n/a - software

as a service
N/A

State of NH Contract

Da,e:l^/2/^020
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17 Provide Fully Tested Data Conversion Soflwarc Software 10/31/2021 SO.OO

18.
Provide Software installed, Configured, and
Operational to Satisfy Slate Requirements

Software 10/31/2021 $0.00

TESTING

19 Conduct Integration Testing Non-Software

11/19/2021

(3 upload
agencies @
S2,000 per)

$6,000.00

20 Conduct User Acceptance Testing Non-Software 9/15/2021 $0.00

21 Perform Production Tests Non-Software 11/19/2021 $0.00

22 Test In-Bound and Out-Bound Interfaces Software 11/19/2021 . $0.00

23
Conduct System Performance (Load/Stress)
Testing

Non-Software

n/a - system
is currently
operational
and S0C2

certified

.N/A

24
Ccniftcation of S"* Party Pen Testing .and
Application Vulnerability Scanning.

Non-Software

n/a - system
is currently
operational
and S0C2

certified

N/A

SYSTEM DEPLOYMENT

25
Converted Data Loaded into Production

Environment
Software 1/15/2022 $2,200.00

26
Provide Tools for Backup and Recovery of all
Applications and Data

Software 1/15/2022 SO.OO

27 Conduct Training Non-Software 1/15/2022 . $520.00

28 Culover to New Software Non-Software 2/28/2022 $800.00

29 Provide Documentation Written 1/31/2022 SO.OO

30 Execute Security Plan Non-Software

n/a - system

is currently
operational

$0.00

OPERATIONS

31 Ongoing Hosting Support Non-Software
$2,000,00 per
yr. • 2 years

$4,000.00

■  32 Ongoing Support & Maintenance Software
8860 per year
• 2 years

$17,720.00

33 Web Site Hosting Fee Software
$2000 per yr.
- 2 years

$4,000.00

34 Technical Support and updates Non-Software
$2,500.00 per
yr. • 2 years

$5,000.00

Stale of NH Contract
12/2/2020
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35 Maintenance and Updates Non-Soflwarc

$1,483 - Year
1

$1,527 -Year
2

$3,010.00

36 Ongoing support based on 26,105 FPER estimate Non-Software 6/30/2021 $26,737.00

37 Ongoing support based on 26,105 FPER estimate Non-Software 6/30/2022 $42,700.00

38 Ongoing support based on 26,105 FPER csiimaie Non-Software 12/31/2022 $22,811.00

39 Conduct Project Exit Meeting Non-Software 12/31/2022 $300.00

State Fiscal Year 2021 Costs

December 16. 2020 - June 30, 202 J (6 Months) $51,468.00

State Fiscal Year 2022 Costs.

Julv I, 2021 • June 30. 2022 (12 Months)
$63,985.00

State Fiscal Year 2023 Costs

July i. 2022 - December 3!. 2022 (6 Months)- $31,993.00

TOTAL PROJECT COST (2-Vcar Contract Period) $147,446.00

1.2. Vendor Staff, Resource Hours and Rates Worksheet

Title . Name- Initiation Implementation Project
Close out

Hourly:
Rate

Hours X

Rate

Project
Manager

Michael

Stelmach
12 hrs 24 hrs 8 hrs $160 $7,040

Operations
Manager

Erin

Stelmach
16 hrs $65" $1,040

System
Admlnistrat

or

Grace Chan

40 hrs $125 $5,000

Software

Developer
Chad.
McCue

32 hrs $145 $4,640

TOTALS 12,hrs 1 112 hrs' Shrs- $17,720

State of NH Contmcl

Date:lZ/Z/2Q20
Coniraclor's Initials
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1.3. Future Vendor Rates Worksheet

The Stale and Contractor agree to the following rates in the event the contract is extended as
described in Part 2 - Information Technology Provisions Section 2: Contract Term.

Position TItIo

Extension Year 1

Hourly Rate
n/1/23--12/31/23)

Extension Year 2

Hourly Rate
(1/1/24 - 12/31/24)

Project (Manager $170 $175

Operations Manager $69 $71

Software Developer $133 $137

System Administrator $154 $158

1.4. Services Pricing Worksheet

Pricing reflects the payment of maintenance through the Contract end date. Price reflects the most
optimistic Implementation date. Actual payments may differ from the estimate If the project start
date slips or if Implemeniaiion takes longer as this will cause a shorter maintenance period.

HOSTING

SERVICES

Contract

Year-1

(included in
. Table 1.1 '■

above)

Contract
Year 2

" (included in
raWe 1.1
above)

: Contract
Yearns

(upon cdntraci
renewal)

Contract
■  Year 4

(uponconlracl
renewal)

TOTAL

Web Site
Hosting Fee

$2,000 $2,060 $2,122 $2,185 $3,367

Technical
Support and
updates

$2,500 $2,575 $2,652 $2,731 $10,458

Maintenance
and Updates

$1,483 $1,527 $1,573 $1,620 $6,203

TOTALS $5,983 $6,162 $6,347 $6,536 $20,028

State of NH Contract
Date: ^2/2/2020
Contractor's Initials Page 10 of55
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2. CONTRACT PRICE

Notwiihstanding any provision in ihe Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions • Block 1.8: Price Limiiaiion. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

3. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services pcrfomied under this Contract. The Contractor must assume all
reasonable travel and related expenses Incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered "Fully Loaded", including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

4. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically, itemized in this
Agreement.

5. INVOICING

The Contractor shall submit accurate invoices to the State on a monthly basis by the Fifteenth
(15"') day of the month for allowable costs in accordance with the ACTIVITY / DELIVERABLES
/ MILESTONES PRICING WOI^SHEET in Section I. PAYMENT SCHEDULE above, to be
paid by the Stale. All invoices submitted shall be subject to the State's prior written approval,
which shall not be unreasonably withheld. Invoices must be in a fomial as dctcnnined by the State
and contain detailed information, including without limitation: identification and ilemizalion of
each Aclivity/Deliverable/Milestone for which.payment is sought, and the date(s) of delivery
and/or installation; monthly maintenance charges; any other Project costs or retention amounts if
applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State
will pay the correct and undisputed invoice within thirty (30) days oflnvoice receipt. Invoices
will not be backdated and shall be promptly dispatched.

6. INVOICES

In lieu of hard copies, the Contractor shall assign an electronic signature to invoices and email to:
DPHSContractBillint!@dhhs.nh.eov.

Stale of NH Contract
Da,e: 12/2/2020
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7. PAYMENT ADDRESS

Payments shall be made via Automated clearing house (ACH). Use the following link to enroll
with the State Treasury for ACH payments: httos://www.nh.gov/rrensurv/siate'vendors/index.htni

8. OVERPAYMENTS TO THE CONTRACTOR

. The Contractor shall promptly, but no later than fifieen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery or notice from the State.

9. CREDITS

The State may apply credits due to the State arising put of this Contract, against the Contractor's
invoices with appropriate information attached.

Stale <?^J^jU^5l^ract
Date: (U-S
Contractor's Initials Page 12 of 55
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EXHIBIT D-ADMINISTRATIVE SERVICES

1. ACCESS/COOPERATION

- As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable elTorts to jjrovide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.-

2. STATE-OWNED DOCUMENTS AND COPYRJGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports,
and other work in progress relating to this Contract. Upon expiration or tennination of the
Contract with the State, the Contractor shall rum over all State-owned documents, material,
reports, and work-in progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic fonnat.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1. The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which arc incoiporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7; Contractor Records Retention.

3.2.' The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufncicnily reflect
all direct and indirect costs invoiced in the perfonnance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for

three (3) years following tennination of the Contract, including any c.xtensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (I) year
following the tennination of all litigation, including the tennination of all appeals or the
expiration of the appeal period.

3.3. Upon prior notice and subject to reasonable time fratnes, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrimack County of the Slate of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following tennination of the Contract and
one (I) year tenn following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

State of NH Contract
p,,e: 12/2/2020
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3.4. The Slate agrees (hat books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
be e.xcluded from the State's review unless the cost of any other Services or Deliverables
provided under (he Contract is calculated or derived from the cost structure or profit factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (CAAP). The costs applicable to tlie Contract shall be ascertainable from
the accounting system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures.

Remainder of this page intentionally left blank

State of NH Contract
Daie:li/2/2020_
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EXHIBIT E - IMPLEMENTA TION SER VICES

L  PROJECT MANAGEMENT

The Stale believes thai efTeciive communication and reporting are essential to Project
success. The Contractor shall employ cfTcciive communication and reporting
strategies to ensure Project success. The Contractor Key Project Staff shall participate
in meetings as requested by the State, in accordance with the requirements and terms
of this Contract.

1.1. State Meetings and Reports

1.1.1. The Contractor Key Project StalTshall participate in meetings as requested by the
State, in accordance with the requirements and tenns of this Contract.

a. Kickoff Meeting: Participants will include the State and the Contractor's
Project Team and major stakeholders. This meeting is to establish a sound
foundation for activities that will follow.

- b. Status Meetings: Participants will include, at the minimum, the Contractor's
Project Manager and the State Project Manager. These meetings will be
conducted at least quarterly and address overall Project status and any
additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

c. The Work Plan: must be reviewed at each Status Meeting and updated, at
minimum, on a monthly basis, in accordance with the Contract.

d. Special Meetings; Need may arise for a special meeting with State leaders or
Project stakeholders to address specific issues.

c. Exit Meeting: Participants will include Project leaders from, the Contractor
and the State. Discussion will focus on lessons learned from the Project and
on follow up options that the State may wish to consider.

1.1.2. The Contractor shall prepare agendas and background for and minutes of
meetings.. Background for each status meeting must include an updated Work
Plan. Drafling of fonnal presentations, such as a presentation for the kickoff
meeting, will also be the Contractor's responsibility.

1.1.3. The Contractor's Project Manager or the Contractor's Key Project Staff shall
submit quarterly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor's Project Manager shall assist the State's Project Manager, or
itself produce reports related to Project Management as reasonably requested by
the State, all at no additional cost to the State. The Contractor-shall produce
Project status reports, which shall contain, at a minimum, the following:

Slate of NH Contract ,
D„e:12/2/2020 r"'
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a. Project status related to the Work Plan;

b. Deliverable status;

c. Accoinplishmenis during weeks being reported; .

d. Planned activities for the upcoming quarter;

c. Future acliviiies;

f. Issues and concems requiring resolution; and

g. Report and remedies in case of falling.behind Schedule.

1.1.4. As reasonably requested by the State, the Contractor shall provide the Slate with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management, and shall assist the
Slate in preparing reports and presentations, as reasonably requested by the State,
all p( no additional cost to the State.

1.2. The Contractor shall provide Project Management Services that ensure consistent and
timely management of all project activities across multiple State contracted Family
Planning vendors, which shall include but is not limited to:

1.2.1. Organize and lead Regional Data Committee Meetings that consist of leadership
from Family Planning Programs across New England. Meetings are held quarterly
or as required.

2. IMPLEMENTATION STRATEGY

2.1. Key Compooents

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan:

a. The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project's Work Plan and tasks, manage and schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2. Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: (he preliminary training plan, the change management plan,
communication approaches, Project standards and procedures finalized, and team training initiated.
Timing will be structured to recognize intcrdepcndcncies between applications and structure a cost
effective and timely execution. Processes will be documented, training established, and the
application will be ready for Implementation in accordance with the Work Plan.

Slate of NH Contract
Date-12/2/2020
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2.3. State Requested Reports

2.3.1. The Contrac(or shall produce a variety of data reports on an ongoing basis.
The Contractor shall ensure the timely availability of these reports as well as
their accuracy.

2.3.2. The Contractor shall create reports for NH DHHS, as well as any subset of
the participating sites in the network. Reports are created and validated, then
distributed to users.

2.3.3. The Contractor shall provide assistance with periodic request for data analysis
and report generation:

2.4. Change Management and Training

The Contractor's change management and training services shall focus on developing change
management and training strategies and plans. Its approach relics, on State resources for the
execution of the change management and end user training.

Remainder ofthis paife intentionally left blank

State of NH Contract
Dale: 12/2/2020
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EXHIBIT F -TESTU^C SERVICES

The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to:

I. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibiliiics for the full suite of Test Planning and preparation
throughout the Project.

a. The Contractor will provide training as necessary to the State siafTresponsible for test
activities.

b. The Contractor shall be responsible for all aspects of testing contained In the Acceptance
Test Plan including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

c. The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prep^ed for
each Software function or module.

d. All Testing and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g., software modules or functions, and
Imptcmentation(s). This shall include planning, test scenario and script development,
Data and System preparation for testing, System Integration Tests, Conversion Tests,
Installation tests, Regression tests, Performance Tuning and Stress tests, Security
Review and tests, and support^ of the State during User Acceptance Test and
Implementation.

e. In addition, the Contractor shall provide a mechanism for reporting actual test results
vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Contractor shall also correct Deficiencies and
support required re-testing.

l.l. Test Planning and Prcparntion

1.1.1. The Contractor shall provide the Stale with an overall Test Plan that will guide
all testing. The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test coses, test
scripts, lest Data, test phases, expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problctns
identified during test execution.

1.1.2. As identified in the Acceptance Test Plan, and documented in accordance with
the Work Plan and the Contract, Stale testing will commence upon the

State of NH Contract
Datel2/2/2020
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1.1.3.

Coniracior's Project Manager's Certification, in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor's testing, along
wiih reporting the actual testing results, prior to (he start of any testing executed
by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results.

The State will commence its testing within Ten (10) business days of receiving
Certification from the Cojitractor that the State's personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the Slate in an environment independent from the
Contractor's development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost.

1.1.4.

1.2.

Testing begins upon completion of the Soffvvare configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of UAT Acceptance by the State.

1.1.5. The Contractor must demonstrate that thcirtesting methodology con be integrated
with the State standard methodology.

Unit.Testing

1.2.1.

1.2.2.

1.2.3.

in Unit Testing, the Contractor shall test the application components on an
individual basis to verify that the inputs; outputs, and processing logic of each
application component functions without errors. Unit testing is perfonmed in
either the development environment or a testing environment.

The goal is to find errors in the smallest unit of Software before logically linking
it into larger units. If successful, subsequent testing should only reveal errors
related to the integration between application modules.

The Contractor developer, who is responsible for a specific unit of work, will be
responsible for conducting the Unit Testing of their modules.

Activity
Description

Develop the scripts needed to Unit Test individual
application modules, interrace(s) and conversion
components.

Contractor's

Team

Responsibilities

For application modules, conversions and interfaces the
Contractor's team will identify applicable test scripts
and installation instructions, adapt them to the Project
specifics, test the process, and compare with the
documented expected results.

State of NH Contract
Da[c:lZ/Z/2020
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Work Product Unit-Tested Modules that have been tested to verify that
Description the inputs, outputs, and processing logic of each

application module functions without errors. Individual
detailed test scripts and installation guides list all the
required actions and Data to conduct the test, the process
for test execution, and the expected results.

1.3. System Integration Testing

I
1.3.1. The new System is tested in integration with other application Systems (legacy

and service providers) in a production-like environment. System Integration
Testing validates the integration between the individual unit application modules
and verifies that the new System meets defined requirements and^supports
execution of interfaces and business processes.. The System integration Test is
performed in a lest environment.

1.3.2. Thorough end-to-end testing shall be performed by the Contractor leam(s) to
confirm that the Application integrates with any interfaces. The lest emphasizes
end-to-end business processes and the flow of information across applications. It
includes all key business processes and interfaces being implemented, confirms
Data transfers with external parties, and includes the transmission or printing of
all electronic and paper documents.

Activity Description Systems Integration Testing' validates the integration
between the target application modules and other Systems,
and verifies that the new System meets defined interface
requirements and supports execution of business processes.
This test emphasizes end-io-end business processes and the
flow of infonnation across the application. It includes all
key business processes and interfaces being implemented,
confinns Data transfers with external parties, and includes
(he transmission or printing of all electronic and paper
documents.

Contractor Team

Responsibilities

• Take the lead in developing the Systems Integration Test
Specifications.

• Work jointly with the State to develop and load the Data
profiles to support the test Specifications.

• Work jointly with the State to validate components of the
test scripts.
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State

Responsibilities
♦ Work jointly with the Contractor to develop the Systems'
Integration Test Specifications.

♦ Work jointly with the Contractor to develop and load the
Data profiles to support the test Spccificaiions.

♦ Work jointly with the Contractor to validate components of
the test scripts, modifications, fi.KCs and other System
interactions with the Contractor supplied Software Solution.

Work Product

Description
• The Integration-Tested System indicates that all interfaces
between, the application and the legacy and third-party
Systems, interfaces, and applications are functioning
properly.

1.4. Conversion/Migration Validation Testing

In Conversion Validation Testing, target application funciions are validated.

Activity Description The conversion validation test should replicate the entire flow
of the convened Data through the Software Solution. As the
Software Solution is interfaced to legacy or third-party
applications/Interfaces, testing verifies that the resulting flow
of the convened Data through these interface points perfonns
correctly.

Contractor Team

Responsibilities
For conversions and interfaces, the Contractor's leant will
execute the applicable validation tests and compare e.xeculion
results with the documented expected results.

Stotc

Responsibilities
Extract and cleanse, if necessary, the legacy Data to be
converted in the Data conversions.

Work Product

Description
Validation-Tested Conversion Programs. ' These programs
include conversion programs that have been tested to verify
that the resulting converted legacy Data perfonns correctly in
the entire suite of the Application.

l.S. Installation Testing

In Installation Testing the application components arc installed in the System Test environment to
test the installation routines and are refined for the eventual production environment. This activity
serves as a dry run of the installation steps in preparation for configuring the production System.
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1.6. User Acceptance Testing (DAT)

1.6.1. UAT begins upon complciiori of ihe Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the State.

1.6.2. The Contractor's Project Manager must certify in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any testing executed by
State staff.

1.6.3. The Stale shall be presented wiihall testing results, as well as written Certification
that the Contractor has successfully completed the prerequisite tests, meeting the
defined Acceptance Criteria, and perfonnance standards. The State ,shall
commence testing within five (5) business days of receiving Certification, in
writing, from the Contractor that the system is installed, configured, complete and
ready for State testing. The State shall conduct the UAT utilizing scripts
developed as identified in the Acceptance Tesi Plan to validate the functionality
of the System and the interfaces, and verify Implementation readiness. UAT is
perfontied in a copy of the production environment and can serve as a
perfonnance and stress test of the Systetn. The User Acceptance Test may cover
any' aspect of the new System, including administrative procedures (such as
backup and recovery).

1.6.4. The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

1.6.5. UAT will also serve as a perfonnance and stress test of the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.6.6. The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

1.6.7. Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence.

Activity Description The System User Acceptance Tests verify System
functionality against predefined Acceptance criteria that
support the successful execution of approved processes.
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Controclor Team

Responsibilities

• Provide the Stale an Acceptance Test Plan and selection of
test scripts for the Acceptance Test.

• Monitor the execution of the lest scripts and assist as needed
during the User Acceptance Test activities.

• Work jointly with the State in determining the required
actions for problem resolution.

State

Responsibilities

• Approve the development of the User Acceptance Test Plan
and the set of Data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

• Execute the test scripts and conduct User Acceptance Test
activities.

• Document and summarize Acceptance Test results.

•Work jointly with the Contractor in determining the required
actions for problem resolution.

• Provide Acceptance of,the validated Systems.

Work Product

Description
The Deliverable for User Acceptance Tests is the User
Acceptance Test Results. These results provide evidence that
the new System meets the User Acceptance criteria defined
in the Work Plan.

1.7. Performance Tuning and Stress Testing

The Coniraclor shall develop and document hardware and Software configuraiion and tuning of the
software infraslructure as well as assist and direct the State's System Administrators and Database
Administrators in configuring and tuning the infrastructure to support the Software throughout the
Project.

1.7.1. Scope

0. The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

b. It will include the measurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)
under various load conditions. These response rates shall become the basis
for changes and retcsting until optimum System perfonnance is achieved.

Stale ofNH Contract
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c. Perfonnance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide
the best results.

1.7.2. Test Types

Perfonnance testing shall use two different types of testing to determine the
stability of the application. They are baseline tests and load tests.

a. Baseline Tests: Baseline tests shall collect perfonnance data and load
analysis by running scripts where the output Is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics.

b. Load Tests: Load testing will delcnnine if the behavior of the System can
be sustained over a long period of time while running under e.xpected
conditions. Load test helps to verify the ability of the application
environment under dlffercm load conditions based on workload
distribution. System response lime and utilization is measured and
recorded.

1.7.3. Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes to the
environment.

1.8. Regression Testing

1.8.1. As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required to perfonn additional testing activities
in response to Slate and/or user problems identified from the testing results.
Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

1.8.2. In designing and conducting such Regression Testing, the Coniracior will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the tiine and effort required for conducting the
Regression Tests. In other words, the Contractor will be expected to design and
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conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

a. For each minor failure of an Acceptance Test, the Acceptance Period
shall be extended by corresponding time defined in the Test Plan.

b. The Contractor shall notify the Stale no later than from the
.Contractor's receipt of wrinen notice of the test failure when the
Contractor expects the corrections to be completed and ready for
retesiing by the State. The Contractor will have up to five (5) business
days to make corrections to the problem unless specifically extended
in writing by the State.

c. When a programming change is made in response to a problem
identified during user testing, a Regression Test Plan should be
developed by the Contractor based on the understanding of the
program and the change being made to the program. The Test Plan
has two objectives:

i. Validate that the change/update has been properly incorporated
into the program; and

ii. Validate that there has been no unintended change to the other-
portions of the program.

d. The Contractor will be expected to:

i. Create a set of test conditions, test cases, and test Data that
will validate that the change has been incorporated correctly;

,  ii. Create a set of test conditions, test cases, and test Data that
will validate that the unchanged portions of the program still
operate correctly; and

iii. Manage the entire cyclic process.

c. The Contractor will be expected to execute the Regression Test,
provide actual testing results, and certify its completion in writing to
the Slate prior to passing the modified Software application to the
users for retesiing.

1:8.3. in designing and conducting such regression testing, the Contractor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
regression tests. In other words, the Contractor will be expected to design and
conduct regression tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.
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1.9. Security Review and Testing

1.9.1. IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as Identification, Authentication and non-
repudiation.

1.9.2. All components of the Soft>vare shall be Reviewed and tested. Tests shall focus
on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary
Confidentiality, integrity and availability. Tests shall, at a minimum, cover each
of the service componentis. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES

THAT:

Identification and Authentication Supports obtaining Infonnation about those
parties attempting to log onto a System or
application fbr security purposes and the
validation of users.

Access Control Supports the management of permissions for
logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes.

Intrusion Detection Supports the detection of illegal entrance into a
computer System.

Verification Supports the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guarantees the unaltered state of a file.

User Management Supports the administration of computer,
application and network accounts within an
organization.

Rolc/Privilcgc Management Supports the granting of abilities to users or
groups of users of a computer, application or
network.

State of NH Contract
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Audit Trail Capture and Analysis Supports the Identification and monitoring of
activities within on application or System.

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

1.9.3. Tests shall focus on the technical, administraiivc and physical security controls
that have been designed into the System architecture In order to provide the
necessary Conndentiality, integrity and availability. Tests shall, at a minimum,
cover each of the service components. The Contractor shall provide a certificate
of application, voilnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing

The Contractor shall provide Certification that their Software and System environment has
undergone penetration testing in accordance with current recommendations from a recognized
industry standards organization, such as the U.S. Depanmeni of Commerce National Institute of
Standards Technology (NIST). The State requires that the Contractor has this testing performed
annually by a qualified third-party Vendor.at least annually, and after every major release.

I.IO.I. Implement a methodology for penetration testing that includes the following:

a. Industry-accepted penetration testing approaches (for example, NIST
SP800-II5).

b.

c.

d.

c.
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Includes coverage for the entire CDE perimeter and critical Systems.

Includes testing from both inside and outside the network.

Includes testing to validate any segmentation and scope-reduction
controls.

Defines application-layer penetration tests to include, at a minimum, the
vulnerabilities listed in PCI DSS Compliance: Requirement 6.5.

Defines network-layer penetration tests to include components that
support network functions as well as Operating Systems.

Includes Review and consideration of threats and vulnerabilities

experienced in the last 12 months.
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h. Specifies retention of penetration testing results and remediation
activities results:

1.10.2. Perform external penetration testing at least annually and after any signiHcant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

I.IOJ. Perfonn internal penetration testing at least annually and afier any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

1.10.4. Exploitable Nojlncrabiliiies found during penetration testing are con^ted and
testing is repeated to verify the corrections.

1.10.5. If segmentation is used to isolate the CDE from other networks," perform
penetration tests at least annually and afler any changes to segmentation
controls/methods to verify that the segmentation methods'are operation and
effective, and isolate all out-of-scopc Systems from in-scope Systems.

1. SUCCESSFUL UAT COMPLETION

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

2. SYSTEM ACCEPTANCE

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.

Remainder ofthis page intentionally left blank
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EXHIBIT C - MAINTENANCE AND SUPPORTSERyiCES

1. SYSTEM MAINTENANCE

The Coniractor shall maintain and support the System in all material respects as described in Part
2 - Information Technology Provisions, Section I; Contract Documents, through the Contract
end date.

1.1. Contractor's Responsibilit}'

The Contractor shall maintain the System In accordance with the Contract. The Contractor will not
be responsible for maintenance or support for SoHware developed or modified by the State.

1.1.1. Maintenance Releases

The Contractor shall make available to the State the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and
Documentation that arc generally offered to its customers, at no additional cost.

1.1.2. Standard Agreement

The State will adopt the Contractor's standard maintenance Agrectnent modified
to address tenns and conditions inconsistent with State Statutes and general State
In fonnation Technology {IT) practices.

1.1.3. The Contractor shall provide System availability, hosting and maintenance for the
computer environment that provides the Family Planning Data System
application.

1.1.4. The Contractor shall ensure hosted environment is available for general system
usage by the user community from 7 a.m. to 7 p.m. Eastern Standard Time as well
as continuously available for project technical support 24 hours per day, seven (7)
days per week.

1.1.5. The Contractor shall:

1.1.5.1. Maintain a secure data center with HVAC, redundant power and
network configurations, fire detection and suppression and security.

1.1.5.2. Maintain web/application, database, report and test servers.

1.1.5.3. Maintain secure firewall configuration to prevent unauthorized access
to servers.

1.1.5.4. Perform ongoing daily incremental and weekly full backup of database
and application.

1.1.5.5. Perform System monitoring ensuring uptime and general availability.

1.1.5.6. Provide Software maintenance including sofiware patches and upgrades
for all system applications and operating system.
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1.1.5.7. Provide certification of meeting all applicable laws that govern data
access, maintenance, use and disclosure.

2. SYSTEM SUPPORT

2.1. Contractor's Responsibility

2.1.1. The Contractor will be responsible for perfonning on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

2.1.2. As part of the SoRware maintenance Agreement, ongoing Softvvare maintenance
and support levels, including all new Software releases, shall be responded to
according to the following:

Class A Deficiencies - The Contractor shall provide a Help Desk to the State
with issue racking available. The Help Desk shall seiVe as the primary point of
contact forsystem users andshall be available from 8:00 a.m. to 5:00 p.m. Eastern
Standard Time on a daily basis. Help Desk shall respond by telephone or email
within Four (4) hours of request; or the Contractor shall provide support on-site
or with remote diagnostic Services, within Twelve (12) hours of a request;

Gloss B & C Deficiencies - The Stale shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within Four (4) hours of notification of planned corrective action.

2.1.3. Application and database maintenance shall require review and maintenance to
ensure genera) availability and perfonnance.

2.1.4. Enhancement requests shall be iinplemenied to improve the scope and quality of
the services offered as approved by the Regional data committee and the
Department.

2.1.5. Special requests from system users for access to data, to modify system
configurations, or to investigate anomalies in how the system provides data
collection, data analysis, and reporting services.

1.3. The Contractor shall provide Operation Services that includes but is not limited to:

2.1.1. Managing system access to ensure secure and appropriate access to the
application and associated data.

2.1.2. Internet-based data entry shall be reviewed to ensure site availability and
perfonnance for all Internet-based data entry users.

2.1.3. PM export file processing shall be reviewed to ensure the timely and accurate
processing of encounter records from batch file extracts from agencies' practice
management and electronic medical records systems.
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2.1.4. Provide assistance with data analysis and reporting needs that is outside the ability
of the requestor.

1.4. The Contractor shall provide training services to system users to support system
enhancements which shall include but not limited to:

2.1.1. Training on the creation of batch file e.xtracts of family planning encounter
records from agency practice management or elecironic.medical record systems.

2.1.2. Training on the availability, creation and usage of reports. Reports shall be
available via the suite of-standard, non-standard, basic ad-hoc query, and
enhanced ad-hoc query data analysis and reporting tools.

3. SUPPORT OBLIGATIONS AND TERM

3.1. The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and tenns and requirements'of the Contract.

3.2. The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities perfomied for the State.

3.3. For all maintenance service calls, the Contractor shall ensure the following infonnation
will be collected and maintained:

0. Nature of the Deficiency;

b. Current status of the Deficiency;

c. Action plans, dates, and times;

d. Expected and actual completion time;

e. Deficiency resolution information;

f. Resolved by;

g. Identifying number (i.e. work order number);

h. issue Identified by; and

3.4. The Contractor must work with the Department to identify and iroublcshoot potentially
large-scale System failures or Deficiencies by-collecting the following infonnation:

0. Mean time between reported Deficicncies-wiih the Software;

b. Diagnosis of the root cause of the problem; and

c. Identification of repeal calls or repeat Software problems.
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3.5. If chc Contracior'fails lo correci a Deficiency within the ailottcd period of time stated above,
(he Contractor shall be deeined to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 2 - Information Technology
Provisions - Section 13.1: Tennination Procedure, as well as to return the Contractor's
product and receive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days of irotification to the Contractor
of the Stale's refund request.

3.6. IflheContractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies In Pan I, P-37 General Provisions •
Section 8; Event of Default/Remedies.
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EXHIBIT H - REQUIREMENTS

3. REQUIREMENTS

See Attachmeni 1 - Business System and Technical Requirements, which is attached hereto and
incorporated by reference within.
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EXHIBIT I-WORK PLAN

The Contractor shall ensure the Contract Project Manager in collaboration with the State Project Manager
ftnaiizc a Work Plan within Sixty, (60) Calendar days of the Effective Date and further refine the tasks
required to implement the Project. The elements of the Work Plan are documented in accordance with the
Contractor's plan to implement the requirements defined in the RFP and further described in the
Contractor's Proposal; Continued development and management of the Work Plan is a joint effort on lhe
pan of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage
the Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project, it shall also address intra-task dependencies,
resource allocations (both Slate and Contractor's team members), refine the Project's scope, and establish
the Project's Schedule. The Plan is documented in accordance with the Contractor's Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

1. ASSUMPTIONS

1.1. General

a. The State shall provide team members with decision-making authority to
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matri.x-.

b. All State tasks must be pcrfonned in accordance with the revised Work Plan.

c. All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the Stale Project
Manager for resolution. .

d. Any activities, decisions or issues taken on by .the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process.

c. The Contractor shall provide a separate escrow agreement for the application.

1.2. Logistics

a. The Contractor's Team shall perform this Project at State facilities at no cost
to the Contractor.

b. ' The Contractor's Team may perform that work at a facility other than that
furnished by the State, when practical, at their own expense.

State of NH Contract
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c. The Contraclor's Team shall honor all holidays observed by the Contractor
or the Stale, although with permission, may choose to work on holidays and
weekends.

1.3. Project Management

u. The State shall approve the Project Management Methodology used for the
Project.

b. The State shall provide the Project Team with reasonable access to the Slate
personnel as needed to complete Project tasks.

c. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and infonnation relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which
team members have access to the Project folder and granting either view or
read/write privileges. The Contractor's Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a "shared" network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

d. The Contractor assumes that an Alternate Project Manager may be appointed
from lime to time to handle reasonable and ordinary absences of the Project
Manager.

1.4. Technical Environment and Management

a. The State is responsible for providing the hardware, network, and
communication facilities needed to support the Project.

b. The State shall provide the hardware and operating system to host the
Project's development and production instances. Hardware and operating
system environments must be sized to support a minimum of six (6) instances
of the applications (instances . include: configuration, development,
system/integration testing, Acceptance Testing, training, and production)-
All instances shall be installed on similar hardware configurations and
operating system.

c. The Stale's hardware operating environment and supporting software shall
meet the Contractor certification requirements for the applications
deployment being installed.

d. The State is responsible for providing the Internet access.

c. The Contractor team shall implement Release XX, Version XXX
applications.

f. The Contractor will lead an effort, including the Stale of New Hampshire
Operations Team, to identify the hardware requirements for the development,

State of NH Contract
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tesi and produciion environments. The Slate ofNew Hampshire shall satisfy
those hardware requirements prior to the Contractor and State of New
Hampshire teams building of the environrhenl.

g. Designated State systems personnel shall be available during normal working
hours and for adjustments to operating systems configurations and tuning.

1.5. Conversions

The Contractor Team's proposal is based on the assumption that the State's technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead the Slate with the mapping of the legacy Data to
the Contractor's applications.
Additionally, the Contractor's Team shall;

a. Provide the State with Contractor's application Data requirements and
examples, of Data mappings, conversion scripts, and Data loaders.. The
Contractor's Team shall identify the APIs the State should use in the design
and development of the conversion.

b. Provide guidance and assistance with the use of the Data loaders and
conversion scripts provided.

c. Lead the Review of functional and technical Specifications.

d. Assist with the resolution of problems and issues associated with the
development and Implementation of the conversions.

1.6. Project Schedule

The data system will be available to the Department and community health organizations on the
contract effective date.

1.7. Reporting

The Contractor shall conduct quarterly status meetings, and provide reports that include, but are
not limited to, niinutcs, action items, test results, and documentation.

1.8. User Training

a. The Contractor's Team shall lead the development of the end-user training
plan.

b. Train the trainer approach shall be used for the delivery of end-user training.

c. The State is responsible for the delivery of end-user training.

d. The State shall Schedule and track attendance on all end-user training classes.

State of NH Contract
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1.9. Performance and Security Measures

0. The Contracior's Team shall provide a performance lest workshop lo identify
the key scenarios to be tested, the approach and tools requir^, and best
practices infonnation on perfonnance testing.

b. The State shall work with the Contractor on all testing as set forth in Pan 3 •
Pan 3 - Exhibit F; Testing Services.

2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1. Contractor's Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives) shall
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State's
Project leadership on the best practices for implementing the Contractor Software Solution within
the Stale. The Project Executive shall panicipatc in the definition of the Project Plan and provide
guidance to the Stale's Team.

2.2. Confracfor's Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for (he day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor's
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

a. Maintain commimicaiions with the State's Project Manager;

b. Work with the Slate in planning and conducting a kick-off meeting;

c. Create and maintain the Work Plan;

d. Assign the Contractor Team consultants to tasks in the Implementation
Project according to the scheduled staffing requirements;

c. Define roles and responsibilities of all the Contractor Team members;
'  \

f. Provide monthly update progress reports lo the State Project Manager;

g. Notify the State Project Manager of requirements for Slate resources in order
to provide sufTtcient lead time for resources to be made available;

h. Review task progress for lime, quality, and accuracy in order to achieve
progress;

1. Review requirements and scheduling changes and identify the impact on the
Project in order to identify whether the changes may require a change of
scope;

State of NH Contract
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j. Implemeni scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the
Implementation Plan;

k. Inform the State Project Manager and siafT of any urgent issues if and when
they arise;

1. Provide the Slate completed Project Deliverables and obtain sign-off from the
State's Project Manager;

m. Manage handofT to the Contractor operational staff;

n. Manage Transition Services as needed.

2.3. Contractor's Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor Team's
understanding of the State business requirements .by application, and perform business'
requirements mapping;

a. Construct and confirm application test case scenarios;

b. Produce application configuration definitions and configure the applications;

c. Conduct testing of the configured application;

d. Produce functional Specifications for extensions, conversions, and interfaces;

c. Assist the State in the testing of extensions, conversions, and interfaces; •

f. Assist the State in execution of the Stale's Acceptance Test;

g. Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the Stale;

h. Assist with the correction of configuration problems identified during
System, integration and Acceptance Testing; and

i. Assist with the transition to production.

2.4. Contractor's Team Tasks

The Contractor (cam shall assume the following tasks;

a. Development and Review of functional and technical Specification to
determine (hat they are at an appropriate level of detail and quality;

b. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

c. Development and Documentation of installation procedures;

d. Development and execution of unit test scripts;

c. Unit testing of conversions and interfaces developed; and

f. System Integration Testing.

State of NH Contract
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3. STATE ROLES AND RESPONSIBILITIES

The following Slate resources have been identified for the Project. The lime demands on the
individual Slate team members will vary depending on the phase and specific tasks of the
implementation. The demands on the Subject Matter Experts' time will vary based on the need
deicnmincd by the Stale Leads and the phase of the Implementation.

3.1. State Project Manager

The State Project Manager shall work side-by-side with the Contractor's Project Manager.. The
role of the State Project Manager is to manage State resources, facilitate completion of all tasks
assigned to State stafT, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary Stale
resources, as defined by the Work Plan and as otherwise identified throughout the course.of the
Project. The State Project Manager has the following responsibilities;

a. Plan and conduct a kick-off meeting with assistance from the Contractor's
team; j

b. Assist the Contractor's Project Manager in the development of a detailed
Work Plan;

c. Identify and secure the State Project Team members in accordance with the
Work Plan;

d. Define roles and responsibilities of all State Project Team members assigned
to the Project;

e. Identify and sccure'access to additional State end-user staff as needed to
support specific areas of knowledge if and when required to perfonn certain
Implementation tasks;

f. Communicate issues to Slate management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

g. Inform the Contractor's Project Manager of any urgent issues if and when
they arise;

h. Assist the Contractor's team staff to obtain requested information if and when
required to perfonn certain Project tasks;

I. Manage handofT to State operational StafT; and

j. Manage State staff during Transition Services as needed.

3.2. State Subject Matter E\pcrt(s) (SME)

The role of the Slate SME is to assist application teams with an understanding of the Slate's current
business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

State of NH Contract
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a. Be the key user and coniact for iheir Agency or Department;

b. Attend Project Team training and acquire in-depih functional knowledge of
the relevant applications;

c. Assist in validating and documenting user requirements, as needed;

d. Assist in mapping business requirements;

c. Assist in constructing test scripts and Data;

f. Assist in System integration; and Acceptance Testing;

g. Assist in peiforming conversion and integration testing and Data Verification;

h. Attend Project meetings when requested; and

i. Assist in training end users in the use of the Contractor's Software Solution
and the business processes the application supports.

3.3. State Technical Lead and Architect

. The State's Technical Lead and Archite;ct reports to the State's Project Manager and is responsible
for leading and managing the Slate's technical tasks. Responsibilities include;

0. Attend technical training as necessary to support the Project;

b. Assist the Slate and the Contractor's Team Project Managers to establish the .
detailed Work Plan;

c. Manage the day-to-day activities of the Slate's technical resources assigned
to the Project;

d. Work with Slate IT management to obtain State technical resources in
accordance with the Work Plan;

c. Work in partnership with the Contractor and lead the State technical staffs
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be e.xpected that the
Contractor will lead the overall effort with support and assistance from the
State; and

Slate of NH Contract
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3.4. State Application Database Administrator (DBA) (DolT)

a.

b.

c.

d.

e.

ni

The role of the Slate Application DBA(s) is to work closely with the
Contractor's Team to install and maintain the Application environments
throughout the duration of the Project. It is important that the Stale
Application DBA(s) assumes responsibility for the support of these
environments as soon as possible and conducts the following responsibilities
throu^out the Implementation Project:

Attend Application DBA (raining and acquire in-depth technical knowledge
of application DBA responsibilities, if the DBA has not already done so;

Work with the Contractor to finalize machine, site, and production
configuration;

Work with the Contractor to finalize logical and physical database
configuration;

Work with the Contractor to install the Contractor's tools, and Contractor's

Applications for the development and training environment;

Work with the Contractor to clone additional application instances as needed
by the application teams;

Work with the Contractor upgrades to the Application instances as required
by the Teams. Maintain a consistent and constant parity with all instances as
required by the Apjjlication teams;

Work with the Contractor and the Application teams to establish and manage
an instance management plan throughout the Project;

Work with the Contractor to establish and execute backup and recovery
procedures throughout the Project;

Manage Operating System adjustments and System Maintenance to maintain
system configurations and Specifications;

Work with the Application Teams to manage the availability of Application
instances throughout the Project;

Perfonn routine Contractor Application monitoring and tuning;

Work with the Contractor to define and test Application security, backup and
recovery procedures; and

Assume responsibility for the database administration functions, upon
iraiisfer of the Application to the State's hardware platform.

Develop and maintain role-based security as defined by the Application
Teams;

Establish new Contractor Application user Ids; and

Configure menus, request groups, security rules, and custom responsibilities.

Stale of NH Contract
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3.5. State Network Administrator (DolT)

a.

a.

b.

c.

The State Network Administrator will provide technical support regarding
networking requirements administration. The responsibilities will include;

Assess the ability of the State's overall nctsvork architecture and capacity to
adequately support implemented applications;

Establish connections among the database and application servers; and

Establish connections among the desktop devices and the Application and
database servers.

3.6. State Testing Administrator

The State's Testing Administrator will coordinate the State's testing effoiis. Responsibilities
include:

Q. Coordinating the development of System, integration, pcrfonnance, and
Acceptance Test plans;

b. Coordinating System, integration, performance, and Acceptance Tests;

c. Chairing test Review meetings;

d. Coordinating the State's team and external third parties involvement in
testing;

c. Ensuring that proposed process changes are considered by process owners;

f. . Establish priorities of Deficiencies requiting resolution; and

g. Tracking Deficiencies through resolution.

SOFTWARE APPLICATION - Not Applicable

CONVERSIONS - Not Applicable

The following table identifies the planned conversions within the scope of this Contract.

TABLES: Planned Conversions

CONVERSION COMPONENTS
LEAD

RESPONSIBITIV
DESCRIPTION

State of NH Contract
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7.

Conversion Testing Responsibilities

a.

b.

c.

d.

The Coniractor s Team and the State, based on their assigned conversion
responsibilities, as set forth in Part 3 - Exhibit F: Testing Sen'ices shall identify
applicable lest scripts and insiallaiion instructions, adapt them to the Project specifics,
test the business process, and compare with the documented expected.results.

The Contractor's Team and the State, based on their assigned conversion
rcsponslbiliiies, shall execute the applicable test scripts that complete the conversion
and compare execution results with the documented expected results.

The State is responsible for documenting the technical Specifications of all programs
that extract and format Data from the legacy Systems for use by the conversion
processes.

e.

f.

The Contractor's Team and the State, based on their assigned conversion
responsibilities, shall develop and Unit Test their assigned conversions.

The State and the Contractor's Teams shall jointly conduct System and Integration
Testing, verifying and validating the accuracy and completeness of the conversions.

The State and the Contractor's Teams shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

INTERFACES - Not Applicable

interfaces shall be implemented in cooperation with the State. The following Table identifies the
interfaces within the scope of this Contract and their relative assignment.

TABLE 7: in Scope Interfaces

INTERFACE COMPONENTS LEAD

RESPONSIBITIV

DESCRIPTION

Remainder of this page intentionaUy left blank
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7.1. Interface Responsibilities

0. The Contracior's Team shall provide ihe Stale Contractor Application Data
requirements and examples, of Data mappings and interfaces implemented on
other Projects.

b. The Contractor's Team shall identify the APIs the State should use in the
design and development of the interface.

c. The Contractor's Team shall lead the State with the mapping of legacy Data
to the Contractor Application.

d. The Contractor's Team shall lead the Review of functional and technical

interface Specifications.

c. The Contractor's Team shall assist the State with the resolution of problems
and issues associated with the development and Implementation of the
interfaces.

f. The Contractor's Team shall document the functional and technical

Specifications for the interfaces.

g. The Contractor's Team shall create the initial Test Plan and related scripts to
Unit Test the interface. The State shall validate and accept.

h. The Contractor's Team shall develop and Unit Test the interface.

1. The Slate and the Contractor's Team shall jointly verify and vaMdate the
accuracy and completenesis of the interface.

j. The Slate is responsible for documenting the procedures required to run the
interfaces in production.

k. The State shall document the technical changes needed to legacy Systems to
accommodate the interface.

I. The State shall develop and test all legacy application changes needed to
accommodate the interface.

m. The State and the Contracior's Teams shall jointly construct test scripts and
create any Data needed to support testing the interfaces.

n. The State is responsible for all Data extracts and related fonnatting needed
from legacy Systems to support the interfaces.

0. The State is responsible for the scheduling of interface operation in
production.

Slate of NH Contract
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8. APPLICATION MODIFICATION

To more fully address the State's requirements, the Contractor's Team shall implement the
following application modifications with the Department's community health organization
partners. The following table identifies the modifications that arc within the scope of this Contract.

TABLE 8: Appllcotion Modifications (Contractor Developed)

REQUIREMENT COMPONENTS DESCRIPTION

FPAR 2.0 - .

Requirements
Web-based data

entry

Panicipating organizations must be able to manually enter
client visit records into the system.

File upload
Interfaces

FPAR 2.0 requires 30 new data elements that agencies
will submit to the system. File upload interfaces must be
reconfigured.

Audit File upload audit review and processing must be updated
to meet FPAR 2.0 requireincnis.

Reporting FPAR 2.0 reports must be created and made available to
system users.

9. PRELIMINARY WORK PLAN

The following table provides the prcliminaiy agreed upon Work Plan timetable.

TABLE 9: High Level Preliminary NH Project Plan

TASK NAME DURATION START FINISH

Grantee Kickoff 2 weeks 1/18/2021 1/29/2021

Subrecipienl Engagement 4 rnonths 7/12/2021 11/19/2021

Configure interfaces 1 month .9/13/2021 10/15/2021

QA lest. 2 weeks 10/25/2021 1 1/5/2021

Activate in PROD 2 weeks 2/14/2022 2/25/2022

Prod monitoring 2 weeks 2/28/2022 3/1 1/2022

Stale of NH Contract
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EXHIBIT J - SOFTWARE AGREEMENT

The lerms ouilincd in ihe Software Agreement are set forth below:

I. LICENSE GRANT

1.1. COTS - Not Applicable

The Contractor hereby grants to the State a worldwide, perpetual, irrevocable, non-
. exclusive, non-transferable, limited License to use the Software and its associated
Documentation, subject to the tenns of the Contract. The Slate may allow its agents
and Contractors to access and use the Software, and in such event, the State shall first
obtain written agreement from such agents and Contractors that each shall abide by
the terms and conditions set forth herein.

1.2. SAAS-Grant of Rights

During the Subscription Tenn, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the Stale's
internal business operations subject to the terms of this Agreement and up to the
number of Licenses documented in the Agreement.

The Parties acknowledge that this Agreement is a Ser\'ices agreement and Contractor
will not be delivering copies of the Software to Customer as part of the Agreement.

1.3. SUBSCRIPTION - Not Applicable

The contractor hereby grants to the State a non-transferable, non -sub licensable, non
exclusive license to use Software and its associated documentation during the
applicable subscription term, subject to the tenns of the Contract. The State may allow
its agents and Contractors to access and use the Software, and in such event, the State
shall first obtain written agreement from such agents and Contractors that each shall,
abide by the tenns and conditions set forth herein.

The Parties acknowledge that this Agreement is a Services agreement and Contractor
will not be delivering copies of the Software to Customer as pan of the Agreement.

1.4. CUSTOM SOFTWARE - Not Applicable

The Contractor agrees that any and oil work product created pursuant to this
Agreement, including but not limited to all Software, are deemed to be "Work For
Hire" within the meaning of the Copyright Act of 1976. To the extent Contractor is
deemed to have retained any legal title, rights and interest in these works, Contractor
hereby assigns any and all such title, rights, and interest (including all ownership and
Intellectual property rights) in the Software and related work product to the Stale of
New Hampshire in consideration for the promises set forth within this Agreement.

Stale of NH Contract
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2. SOFTWARE TITLE

Tille, right, and interest (including a!) ownership and intellectual property rights) In the
Software provided under this agreement, and its associated documentation, shall remain with
the Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

The Slate shall be entitled to copies of any work product upon request to Contractor. At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
product associated with this Agreement unless authorized by the Slate in writing.

Contractor shall provide the State with a sufficient number of hard copy versions of the
SoftWi'are's associated Documentation and one (I) electronic version in Microsoft Word and
PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the
Slate does not have possession of the Software, Contractor shall provide a reasonable number
of copies of the Software and associated Documentation upon request. The State agrees to
include copyright and proprietary notices provided to the State by the Contractor on such
copies.

4. RESTRICTIONS

Except as otherwise pennitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of the Contractor's proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in
the third party's business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5. -VIRUSES

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
efforts to test the Software for Viruses.

6. AUDIT

Upon forty-five (45) days written notice, the Cotilracior may audit the State's use of the
programs at the Contractor's sole expense. The State agrees to cooperate with the Contractor's
audit and provide reasonable assistance and access to infomialion. The State agrees that the
Contractor shall not be responsible for any of the State's reasonable costs incurred in
cooperating with the audit. Notwithstanding the foregoing, the Contractor's audit rights arc
subject to applicable State and federal laws and regulations.
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT K - WARRANTY & WARRANTY SERVICES

7. SOFTWARE NON-INFRINGEMENT

Contraclor warrants (hat it has good title to, or the right to allow the State to use all Services,
equipment, and SoHwore, including any all component parts thereof such as third party
Software or programs that may be embedded in the Software ("Contracted Resources")
provided under this Contract, and that such Services, equipment, and Software do not violate
or infringe any patent, trademark, copyright, trade name or other intellectual property rights
or misappropriate a trade secret of any third-party.

The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
■ survive termination of the Contract. In the event that someone makes a claim against the State
that any contracted resources infringe their intellectual property rights, the Contractor shall
defend and indemnify (he State against the claim provided (hat the State: ,

a. Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim;

b. Gives the Contractor control of the defcnse and any settlement negotiations; and

c. Gives (he Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim.

Notwithstanding the foregoing, the Stale's counsel may participate in any claim to the c.xient
the State seeks to assert any immunities or defenses applicable to the State.

If the Contractor believes or it is detennincd that any of (he contracted works may have
violated someone else's intellectual property rights, the Contractor may choose to either
modify the contracted resources to be non-infringing or obtain a License to allow for continued
use, or if these allematives are not commercially reasonable, the Contractor may end the
License, and require return of the applicable contracted works and refund all fees the State has
paid the Contractor under the Contract. The Contractor will not indemnify the Slate if the
State alters the contracted resources without the Contractor's consent or uses it outside the

scope of use identified in the Contractor's User Documentation or if the State uses a version
of the contracted works which has been superseded, if the infringement claim could have been
avoided by using an unaltered current version of the contracted resources which was provided
to the Stale at no additional cost. The Contractor will not indemnify the State to the extent
that an infringement claim is based upon any infonnation design. Specification, instruction.
Software, Data, or material not furnished by the Contractor. Tlic Contractor will not indemnify
the State to the extent that an infringement claim is based upon the combination of any
contracted works with any products or Services not provided by the Contractor without the
Contractor's consent.

8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
pennissions to use any third-party Software, equipment, or Services that are component parts
of any Deliverable provided under this Agrectncnt for the entire terin of the Contract. Nothing
within this provision shall be construed to require Contractor to maintain Licenses and
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pennissicns for Software acquired by the Slate directly or through third-parties which may be
integrated with the Contractor's Deliverables.

9. CUSTOM SOURCE CODE

Should any custom source code be developed. Coniractor.shall provide the State with a copy
of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-c.xciusive paid -up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

10. SOFTWARE ESCROW - Not Applicable

Contractor agrees to provide to the State the currently e.xisting source code and any other tools
and requirements necessary to create executable or interpretive programs. This infonnation
may be provided to the State cither directly, with any such protections as required by the
Contractor or through a mutually .agreed upon Escrow Agreement. Contractor shall be
responsible for all costs associated with the Escrow Agreement and the State shall not assume
any liability to the Company or Escrow Agent as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possession
and/or demand a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

a. The Contractor has made an assignment for the benefit of creditors;
b. The Contractor institutes or becomes subject to a liquidation or bankruptcy

proceeding of any kind;
c. A recei ver or similar officer has been appointed to take charge of all or part of the

Contractor's assets;
d. The Contractor lemiinatcs its maintenance, operations, and support services for the

State for the Software or has censed supporting and maintaining the Software for the
State whether due to its ceasing to conduct business generally or otherwise, except in
cases where the tcnnination or cessation is a result of the non-payment or other fault
of the State;

c. The Contractor defaults under the Contract; or
f. The Contractor ceases its on-going business operations or that portion of its business

operations relating to the licensing and maintenance of the Software.

Upon the occurrence of a Release Event, the Contractor hereby grants the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and to
authorize others to do the same on behalf of the State (Contractors, agents, etc.), solely for the
purpose of completing the perfonnance of the Contractor's obligations under the Contract,
including, but not limited to, providing maintenance and support for the Software and subject
to the rights granted in this Contract.

The Contractor agrees to pay all costs associated with the escrow covered by this Contract,
except for nominal fees to cover the cost of reproduction and distribution of release of the
source code to the Slate, including all related reasonable administrative expenses.
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EXHIBIT K-WARRANTY & WARRANTY SERVICES

I. WARRANTIES

1.1. System

The Contractor warrams that ihe System will operate to confomi to the Specifications, tcnns, and
requirements of the Contract.

1.2. Soft^vare

The Contractor warrants that the Software, including bui.noi limited to the individual modules or
functions furnished under.the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the Specifications and Terms
of the Contract.

For any breach of the above Software warranty, the State's remedy, and the Contractor's eritire
liability, shall be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a corhmercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-perfontiance of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services.

1.3. Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software ("Material") provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third parly.

1.4. Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt the perfonnance of the Software in accordance with the
Specifications.

State ofNH Contract
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1.5. Compatibility

The Contractor warrants that all S>'stcm cornponenis, including but not limited to the com^nents
provided, including any replacement or upgraded System Software components provided by the
Contractor to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

1.6. Scr-viccs

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with performance standards, Specifications, and terms of the Contract.

1.7. Personnel

The Contractor warrants that all personnel engaged in the Ser\'ices shall be qualified to perfonn the
Services, and shall-bc properly licensed and otherwise authorized to do so under all applicable laws.

1.8. Breach of Data

The Contractor shall be solely liable for costs associated with any breach of State Data housed at
their location(s) including but not limited to notification and any damages assessed by the courts.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely. .

Remainder ofthis page intentionally leji blank
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EXHIBITL - TRAIMNGSERyiCES

I. TRAINING SERVICES

The Contractor shall provide training to system users as new sites are added to the system, as
required to support system enhancements, or on an "as requested" basis." User based training
includes:

1.1. File extract creation and processing

Healih-e-Link provides training on the creation of batch file extracts of fajnily
planning encounter records from sub-recipient practice management or electronic
medical records systems. The e.xtracl files are submitted to the FPDS on a monthly

' basis.

1.2. Online Data Entry

Healih-e-Link provides training to system users to support online data entry and
review of family planning encounter records.

1.3. Reporting and data anolysis

Health-e-Link provides training on the availability, creation and usage of reports.
Reports are available via the suite of standard, non-standard and ad-hoc query data
analysis and reporting tools.

Remainder ofthis page intentionally left blank
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EXHIBITM-AGENCYRFP WITHADDENDVMS

Exhibit M - Nol Applicable Co this Coniracl.
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EXHIBIT N- VENDOR PROPOSAL

Exhibit N - Not Applicable to this Contract.
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EXHIBITO - CERTIFICA TES AND A TTACHMENTS

I. CERTIFICATES AND ATTACHMENTS

a. Attachment I - Exhibit H Requirements

b. Attachment IB - DHHS Standard Exhibits

c. Contractor's Certificate of Good Standing

d. Contractor's Certificate of Vote/Authority

e. Contractor's Certificate oflnsurance
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document;

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information." Breach"
shall have the same meaning as the term "Breach" in section 164.402 of Title 45.
Code of Federal Regulations.

2. "Computer Security Incident" shall have the sarhe meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61. Computer Security Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department of
Commerce.

3. 'Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including svithout limitation. Substance
Abuse Treatment Records, Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is goverried by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI). Personal Information (PI), Personal Financial Information
(PFI), Federal Tax Information (FT!), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and.confidential information.

4. "End User" means any person or entity (e.g.. contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a '
system or its data, unwanted disruption or denial of service, the unauthorized use of a

.  system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents Include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,
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all of which may have the potential to put the data at risk of unauthorized access, use.
disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that Is not
designated by the State of New Hampshirels Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit)- will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C;19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided In the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection o/ Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all Its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a request
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for disclosure'on the basis that it Is required by law, in response to a subpoena, etc..
without first notifying DHHS so that DHHS has an opportunity to consent or object to
the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not Indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is enervated and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web'site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Droplx>x or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If Erid User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless networl^. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or' laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User Is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of Information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such lime, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist; unless, otherwise required by law or permitted under
this Contract. To this end. the parties must:

A. Retention

.1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and'identified in section IV. A.2

5. The. Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware. and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

/"—
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6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on Its systems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request of the Department ; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or
any sut>contractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use. electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program In
accordance with' industry-accepted standards for secure deletion and media
sanitization. or otherwise physically destroying the media'(for example, degaussing)
as described in NISI Special-Publication 800-88, Rev 1. Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
(jeen properly destroyed and validated. Where applicable, regulatory and
professional standards'for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. If applicable based on the Data Migration Plan in Part 2 of the Contract, the
Contractor agrees to destroy idenlifiedConfidential Data using a secure method such as
shredding.

and will completely destroy all Identified electronic Confidential Data by means of
data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1." The Contractor will maintain.proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor svill maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use. storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to

— 09
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contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to delect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for Its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements;

7.' The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Department determines the Contractor Is a Business Associate pursuant to 45
CFR 160.103. the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Sun/ey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any Slate of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained' from the Information Security Office leadership
member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to Investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor ail costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs

— OS
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associated with website and telephone call center services necessary due to the
breach.

12. Contractor must, compty with al) applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to. provisions of the Privacy Act of 1974 {5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164) that govern protections for individually identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the Stale of New Hampshire. Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire networi<.

15. Contractor must restrict access to the Confidential Data obtained under this Contract

to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

— 0»

I^S
V5. Last updale 1(V09/18 Exhibit K Contractor initials^ —... ■

OHHS Information

Security Raqulremenis 12/2/2020
Page 7 of 9 Date ■



DocuSign Envelope ID: 2309124D-9037-420B-9C4F-71F88DDDB783

OocuSign Envelope ID: 4O79226C-3951-4E7OBF10-EF76084A2D9A

New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometrlc identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally Identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand that their user aedentials (user name and password) must not be
shared with anyorie. End Users will keep their credential information secure.

-  This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor Is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance vvith this Contract,
Including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

/

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will;

1. Identify Incidents:

2. Determine If personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required,, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different-
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

f—
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Incidents and/or Breaches that implicate PI must be addressed and reported, as
■ applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gcv

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

vs. Last update 10/09/16 E)a^ibii K
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OoPlory

Mothod
CommMilr CommlMli

otsiriowi
-

1

■i.i v»neei Owe *" AWM/nA-etl n«rion*Cwh***« *e><*>»Ww. *U*>J«*uc«mn
llM«*toM IwetotoOfW Oinrttwilon MIlH Mnlie IM IT •evo'nfni, 1) UI1 «ev4pn«M

mwu ktOuriiMMivrcd mO fi*rMinpMM* lAMlw MpalscT ^ •rMiKiuf* *<<0
IKwMttntIf m*lrn>4fuU* tt t MtiiUvRia* M«fi «>eM<l*0 «v*l>batY tl n.lOlli

M in itondorO SOC}<*nifled.

•1.) vnea> ih*Om«iAufei*Mai'* houinf tfHifcowfwni >>«iWlmai>i«c«t>«nrh»?tf«'»'*. M'li'i'*.
•lie M«m*i btnOwWih le iamuc* Om ip«lfc*Oen*M« wpoan incnovA pcmlnlon

M In Sundo'rO SOClconllbd.

"U n>« Dit* C«M*f mwu e« p*iYik*ef M<<M*e>>**ulel>e *<**11 loOi* hi* tee*<ianAfl Mh
cenl'olt Mdi «t Wemt'lc, teOf*. eVxri MmKY Mhitb**. Ooicitt lor |>*Atln| kcoii mini
0* Wi eiM* MM iBloiiia. Mcni tiua **iiir bo |i<m«e lo ih»M «>W> * n*«e m P«rlo«o U«i> In
imOmCftMfi.

M in SuiMirO SOCI Mrtllbd.

nl.a Vfooor iM Imloe MM VB««* *■ WTMr OMClMi. iw«tln. MM who ticMn a«Mn M Ooyi M
it**m bom th*mMi«lK<vr*f.

M  1 in &und>i0 SOCI conlflod.

nU vmmot OmO nonkor Srvoi^ wcvntr. mm tnluiJtii bp. M in SiandofO iOC) ctninod.
Ml.l VoeOor ihoO nw»*e« "lo ilurinielOMi rttOHtoi. 10 In Sundord SOOcirtHlod.
Ml.? VfrMenhoimenofiOoOirbortwevell'****!* Mr>(*.«Mimert opciMbm. M  1 Tot Slandird SOa'c«rtmed.
Ml* n>t VOIMOI tlbl Aonlia'plrrib*'hMexor*. M Trt ' iiindtrd soa ((nllied.
Ml.* k«inM* Mion lltMlb* cw«Ora««0 tolK* Iwit'i bH*w«i •HpOolbn. b bRMKOi rbwrt Ih*

UM* r*euiin occMi l« Pi* (OpUcMbn or Mfvor roteunn am In lb* OML U«t Vtndo* iluO
MoMm lomei* OfiUoo CMuiKibn to ih* mwm ifvowfb wturo •rotou'i Bitfi it * Mriuil ^

u Ho NOIOrOpOWd Not ropwlrtd. Not roevlrod. COAlrKIOr porformi
all tohwar* vodaiit arM d*lchlA|
of tht torvtrt.

Hi.10 TM VmMm tKoa xporl «i>y br«Kt< in toOMllY In «enlo"itM<(« MlhSui* el mi U* lSt<C:ia.
Ani »*(ion*np(M b ueOo or (MMtori* lAu H tvb|*(i 10 U* lU-A:), 1 ttiol Wto AOillV IM
toeuUler aMch Kit MlmMV'ffMbtorv ovihority omoi iwchiroOoor cemmortt, UoPwr o«rtent
lAil amHt iho Now HimoiM'* iiiornor (tiMfirt eflk*.

M In Siondard SOC}(enm«d.

onuxeofrovier 1

H}.l VorMar th»l do** oetumoMoO Ohotlor rotomry ebm Oioi oOttttt lb* rocovorr M tau bJi*
OoUH wolii iMr mm. SrUimi Pulho McbboCToO lo wool lb* Otlhwe »**o ■ try Ao«et.

M In Sundord &oa certUbd.

Hi.} lb*Ohotlor '(tomry ebnihiilOMhI'y ipproenMo molAoOilc'etecvrbi iOOniMniHMm»Mi
In tbo mom *< • (arrponcnl loaun. In moot biiMhot, lyylMot ihilonn * t«««l of r«OimdM>ry
to the Mb of 1 pine or oewor nw^ «• net 0* tuffidoM to lombtou lenbti howmof. iMto
laOoO comOononuiiiPltMiobo'iOiMoO.

M In Sundord soa eonlibd.

H1.J VcnOoi iltofoOfMT* lo 10*lln*0 mM OewiMMoO bock'vO WboOM* orM precoOwrt. M In Sundatd SOClconltted.

H1.4 Iirt-upioplot olO*l*i<(in*0*fe' lb* »urpot«ef iKbuilnf i 'onori olPttOoii biho «*«ni M In Slondaid SOC}f«riirbd.

MM kboOubO Mckipt Of M t*rv«rt tiHitl boipnouito ttiUirly. Ill* minimvm KC*ol*M*
>r**w«ncv h OVIofrAliil bKbvo diOr. ind cnmnlrKbirtufl wmllr.

M in Sundard SOCIceniiled.

H1.I l«eoterO(b*rb*Ck-«»m(OJouoti nwubot«(vr*Oruinil*ri*0 homibrilii leinomcr i*<ui*
bcoOon to rmb btt -ith ih*b>t ol. («i»y.

U In Standard SOClcealilod.

12/7/2020
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H).7 »<u - In tlM rrcM tkji kxt Id iht Int ttcbir hnM wfOocM 10 'Koxr

bMt e«u. Of VooOoi W>*d wwoli'i Hi* xH W «uktM lop Oi <««ilo<i iomcIvo in in*
i*tior*0ano>ih*0K*O*<*|>)Mirfa>0anwc>i clOMt lO'ttl Um* i«<o<*ni. To00 mh. !•(> Mvn
0* HiOMOolf lh« oehMm eonialnlnt tkt d*u»*H *Mi • koouoncy » milcK ih«kwtk>*u nr««i.

M Yai baadard f iiOy wccYIy.
Incramonial oally and

ritubmltilon o> data

by afenclet Ivdy

moeuridulremenu.

■ackupt are tiored In
a teparate phytkal

\H<niineuajHiir ... . . . .

O 1 . Ik* v*nd*> tJulltmptovMCMitvmaaUHti inuir* ih«i Ik* lUK'i topkutien andkiitn
a>Oln<1f0.

M Yat Slandi'd S0C2 cenuied.

ri SuK dJUh k0ft*4 on muOlpl* lervori, o*u taUnn|ei b»iw**n *nd *nian( wvot i muii b«
m<rr0ie4.

M Tai Standard SOC} cerlilled.

Al Miooft loO 4ot4cn HHiit k**« cutimV-ivpeo'lH onO h«'0c*c« *p*> >il<^ ik*
IM<U IMMril, ontMotkoi, •ntl-ip«in. omiipTWiX, «n4 MixiukoMO vllUtt. Iht
roi*enflWii. M • ntioit. iM ktvo toroitln* liHivtlen domilon and (bow*! prowoilon.

M ■ Yet Sundard SOClcaniriod.

»< *1 tompoimui oTik* kihiWMCiK* tM k« imHoh^ m wiiM 10 oiwir iktv oioiRi ik«
luifH k*>4nrt>t.ietl«iri. •nOftirtUtoO 4*ii null. Tmi iMIecinonihtmiinicti,
■OmlnhoiiM wid »*>nlcal mcvIit (onucb thiihno b*«n doiltiiH Iftia ik* Vmno
iftAkwiot* In 0«<*I 10 o«oi»«« conftOonihiiY. kuofrtiyanO »vigib*lT.

M Yat Standard SOOcenined.

Hit Tk* VtnOer (kjO omm* Hi eawipNu caoptmion «>«h ih* luu'i CkitI tnlomalion OHIcw In iKt
knoilionof ony Mtvriiy miMrUBiro'tkokouk^ MittUwCIWf.i

M Yet Standard SOC] cartUled. .

il.« ihtVtnOoi ikokouiho'bfihttiaioupoiloimMlitOiiltOiMioAOeniMturlirovOlli.lncMtni
•oktooMtyowtuninii.o'lk* Vinkor'keilinf MitUiiXlyii tni/ti Ik* •pplidiion gpon
fooiuii.

M Yat Slandard S0C2 certllled.

Hl,» Al WfvortwiOtftvkninwti >>it( ovrnilouint tnoOHO. Ur muU k« prolocttO Mih kcoii
BmhM to enlir iiXkoilioO aOmMuriiori. teti itiMllncliiO* triltni.kC»kCMlen. WfbinO
OntkHtioti.

M Yet Slandaid SOC] cetiKled.

H)1 OpfoUnt tyuoim |0t| and Otukim |0t) ifxllkt Mk *nd kiidtnd ki onordm.ce Mih
rwWHiMtKllonkkrm NnroiNU

M Yet Standard SOC] certified.

il.1 Iki V*«dor iktanaUTylk* k'O^d Manafn oTany wOiittykuKkfiwIlkki tai«|2)hoi«l
ol Ih* Ikn* lh*i m* VtnOM lr>m«o<thck enurim*.

M Yat Sundard SOC] ccnHled.

'lie riM V*n«o> >k*l bo ukkr koWo lor coin OMOclaitOnlili any bxaek ol Icair Oaia hewitO al Ikri'
lec*lton(t| bxMlni kwi not BmlKO lo noiineaden and any damitri iimaad by Hi* count.

M 1 Sundard SOCJcenUWd.

■

M.I rha Vender"! (yuan toooon and inalni«nancf dial cenuMwa upon iki (llMllva Oal* and
aaltnd dvou^ Iko and ol ik* ComrKi itrm, and any titantloni dwroof.

M Yet " 1 Sundard (iltllnipollciciand
erocodutciln olaeeio

cniuro cornpllanci.

M.l Ikt rondo' tkdl malniain dnKaidwaia and Miwaro Wiaccordanca nCih ih* ipotUkalloni,
larnn, andiioukamaniiel ilwConuaci.lnciudU<|p(evldU4.ugpadnand (boiat'ooukcd,

M Yei Standard C'lltlni polickt and
prpeedureiln place to

anivre compliance.

MJ Tk* vmdei ikH ropak or raptaco ilia Ka'dwaca Of loftwt'a.or any portion thataol. lo Ikat Ika
Syuamepaiainlnacce'di'Kt rdtkika SoocUladem,iirnH.and raoukanMniieflkaConuaev

M Yet Sundard {ili(ln| peliclei and
proceduret In place to
enture compliance.

12/2/2020
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Ml u  an* woviam ti uit vtK4« honlni hfcnvwuur* Ml b* Mr
wpp0nH by Mb /n»«Oyt MMutaUucafi at an tbnn. Al vWcat batchcv Iv •c*»«bi|
•ruami. baiabatn. -*• tcnacn, rat. Ml bt ap«M abMn abiv (Ml Mn •( itbaw br Mb

rnMcthb maitHlactuftiv

M Tes Suntfjrd Eilubif poHciet
procedvrtt In piMi to

enaurd complUrKd.

Iht luu Ma hjvt tMtnhaa <4a men* w CnuH. loM vhMw iKhnU uiaaan tull
bn«p«tn M hewn «l Ijaini le S:(Opiiv fctcndatr iiuM|ti ffldar [IT;

M Tea Standard iihibti poHcletand

procedtrcci In pbc* to

onivrc cempHanco,

>ht Vc«i«or ihaa<on>e<>n 10 M tpt<tricOtnc)<Kcy clati at OawtbtO: o Clati A OalhkKv •
Wlwait ■ &ldcal.le«i Aoi alOwlinla'niespoBK. noao'l arewfid.dimsAOibemoOlatt
a<tM: Wrilion ̂ cvmcnuiton ■ rrliib^ tlfnlfkarvi oeiilent ofbilermaUwi w unfeuaWftilt to
Itaic Non Wtwaii • Sonlcn <atr(liiMtauato and (•ouboti-porlo'Mnc* ol M W^a.
0  Oni • 0»M«n(T- Sonwaa* • Importaot. deei not itoooparaiion and/or UMat It a aorV
atMitd aod Mt can Mt(otn tatU; bMitan PocunMntaden • pdrMw olbtlotmailon a>i irdttbif
but not anowfh to maU M documani MttitOiclbli: Moa Wott* • Soavbn Mta daRdm.
t«diib« tnaorUrt^ bkt doxoi >rowbV ta-parlo'inancool M loavfct.
» 0»M C OoTkktKY • io(t«ac< • ndnbnal. cotmttk K Aaltii*. nMtnd iHcdt oa Sni«tt>. low
prlamv lAd/ot WM> (an ui* Syvitb; WrMira Oecamonutlon • (idnlntal chanin rcoubad ard ol'
DbtottdMndnatiMt: Non Mtwata-Stfvkeitoduba ontrndnot '«wwlb>( and dOAM'Cdubata
HtloimaAcaol lha Sonic*,

M Yet Standard Cilstlni pdlcldt and

procedureiin placd 10

crtiuce cemplartco.

At aan ol M mamwnanco arooMna. oi\fobt| luooon KMt thai b* rcioondod to at (Of din*
Wlba lodewbn:

a. Oati A Otfbkncioi • Th* Vondet Ml haw aralabi* to ih* Stai* wvcal lolfphon* atdiianco.
■bh hioo tcacUni avodabli lo M Suit, dghi <l) houri »*< da/ and Ow IS) dan a w«ri with an
(Aia/i*««oh*n*>noont*w«Mniwo|])houi>eli*awcit:ei M vmdff Mlo>o«ld* ivsoo'i
on-tli« or wlih rontoit dlafnottlc Sonfeci. wbMn fovi |4) bviuioti houn of a rooutil.
». Cteti 11 C OondoAdti anw Stall Ml no(% Ihi Vcndai of luch PalkittHio dwbi| totubi
bmlMti houn and tM Vandoi thall>*ioe«d back'wbhbi lour (a) howrt ol notlflcatiOA *1 *lann«d
corracilvt attioA; ntdVandor thai icoab or roolaca Software, and pro<>fd*rnilnt(Aa*(*olM
Software In accordance wWi Hi* Spcdneadent, lermi and leovbtneniiol the Comrict.

u Yet Standard (il»tlA| poDclei and
procddwrei In place to

dAiur* (omplianct.

niehouinf tervof lor the Suie thai b* andabk ivtrunlour |la)bow>t a dar. ' dan a weol
rnept for dorlng iMduard mabnenerKt.

M Yes Suadaid Cikibii poklec and
proccdufci bi place to
ertivre compitaitee.

A laiularair iMduled mabiiananceubidewMI b* UeAUIWd (tuch at wfoUr. wMtldv.«
quartorV} at wdildi time alrolovani urvtr paichet and aoellcellonupiiadn thai be applied.

M Tea Siartdacd Ctiiiini poklei and
precodurei b> place to

enture compliance,

M.lt (Iba Vendor It unable to mc*> M uptime taqultamani. Th* Vendor thai credo State'i aeceuni
Ui an amount bated upon Ih* Mewtaii lornHttcnoulConuacl Item Prke/ltSt ■ Number of
Dart Conitaci nem Not Pioidded. The Uaie muu raoutit thh credit bi wrliln|.

M Yet Standard Ciltilni pollciei and
prpcodurciln place le

eaiuie compllarKe,

12/2/2020
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H4.II tlx Vt«de> #>«1 UM • tfunf* nuAt(«n>tn) pakcYiw nt UKkki| *1 M VCI Slaitdatd C'lillni pelkki and

procedwrat In platt id

aniwa cempflanct.

>W.t> > ciUul MUt* b« •>«>•« * buitMii Imwian unnvi b( <i>c« kf • "onpt/fArmfa^
■pptmloH tn4 Otttt b M wed ireuid le tlw e«e>hm.

M v« SiPAdaid (•luini poOclft and
precfdurtt In pl«<a (o
dntura cempaanae.

Th« Vtneoi iM «i<mt4n * reterd at iha aflMiki ctlaird u 'reA w nulnKiurvr iciMtlat
MHacmte (e< th« tial* •«« <hatl rapoti euwtartf ea iha to»»«4n|: Urrti gp.ilma; tjl tfui^a
ttqwttii implfmtiiiad. todudlai ep«>iln( mi«n> paiahn; A)lciiikJi«uiH« 'teciM kxivektf
Ktval HUM and teiatullan: Mwne*> o( at'HHndat rtpwice by tfatt rneoma Onta at
Mdatilmainram*

M Y»l liandprd Eibiini pondn and
procadurat In placa td
tnturc cemplbncc.

rk« Vandea od#** M'bwibaau dart pater netdlcaiienM UiaSuCi Pialaat Manafft el alt
cHantaiAvdaiei ted paevWa Kit Uala wtui VaM>i« aua leiha vp^adat and Owntn.

M V« Slanda/d Edtilni pdOdet and
prdCadurat in piKP td

enuira cdmpUanca,

12/2/2020
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JUuduKM I: »i«iKi ■•^•Irmtnn

,_MP^RTS MAlNTCNANCE RIQUIRIMENTS.
>Ut« ll»iUre*»e*o

tM tana* .III 1 i
CMnn MMi, ani *«i«iii*n> «<an^.

> MM »• IfkcVp* Ok* m *•!«•« vh M <« «m

•• lw*»e»« ■<« Icnaoa » asMMi wtK IM I«I JtiiK. imiM. M « Vm CMnn. I il lii

P4>i^t MA Vw iMtfoMm, Ipiliv lad

I aon^ «• M* * f aM • •• ViMH MMul iMMt ddt MMid Vd i«m (JAM u
> ecu. >»4«i >1^1 tiMt Ol.

VdMiiiiMM—■IwiMM'KdtidMwgdmgtclHiii'riaM *■
«t: • <lMiOMMpft.t«ftdar*-C>«tA*n>di AdMMa«*»ca.ida«rt mMLMWMiNHM
M—mil CM »■'««»■ •—i«a«iv<V»d>«4)t«n«'>iliWdii»i«n»d»^nl»i»tw;»WdW»d«>»->«w«»»
ti'UlMII i'diiMi 1 —ttmwM <»«>—■, • Qm I >itaiiC| -WlaM • «—11— t—

*• *••• • • MM uMid did iiMf cat mfm uMv—laia I—umian • penwe «iWe—nwi #• WidH
' ■ mE* M «e»—m l—i Mm** • >»>■■»«» ev( tilcM, wi leiwWc M «■ i—

eafeewmffewlMV**. • OwteilMiiri • teAw-«i»eed.»«»dBiwi>i»ae «—dl Wwumwi—
^  aeiM iw t*w trowi; flei»»iiei—»• diiMieii ««•(« raeurW md •) km. Mead n—
Wtam • Wmt 'laat dM, nw. •d—uid «daa <— I—an >»«drf—aax* el Vd IdivlM.

>daddr M mk# ■ II le tie h«t »• Mm werm —Mm. « aiMdmac* idididv M—Ud Smi—Mlf
'Mmwv MlOdV <M Oecunenue—»•< dn HOdiidi dKand le ks naUAiM. M ae ddeiamlcau,

leiileidiMiadatitdiylidi tee. Imviaddildi da—I u«dldliid«WdaHM.»e>dn4«OWiadmi»«d«Wil|a«iMHdl
dnftdAwacr: lleaTddl lUliadI da Pileliw ll<(i«a«MH.dildi. aid daidv «| didaind aid auid —»—«
»»loa«y Idnmuea WewMlei. M Imaw >», »|>ea«daad aa—d-l i.aeM e»d«raaa»a.llA'

[iliien paMddt tM ewWwet ki Me* le cmwi
twMWii.

liiMiaf eekoei
nrndajnct.

M emcfdwea indldci u«itia«

tiMiN •e*d» (od I

(•Jukif eMdnied precWwnMpMidlei

(iluHMfcteii
eemfittm*.

{•hMt M*cMt M* diKtdiirM In pidct la miat
cemelldntd, '

Ohilfi|ec4kltt dad piecWvo le piMt MdfiHiit
Idm^ldncd.

•mu deM atn m hju m
I leMaMd Wenmeen: II m

IdadntdiWdlee^iifdBvaadOlMedeiWdlr—eeuMdir—e* Wlwei eeeebae,

ladi aW Vian taMdi a CeieaOit e*
aOi 0a leKaat; >1 «p«M 0 pa leai

(iliunt eeMdt and veiAdwn k> eiK* te tndiae
*em^Un<f,

M eet <1 0a Mdiaen maaaiawi —naaad. daMaig Mtodn imkeewid and edeen I—, i»M
iiM>idie0alMiim»aa«t-d»eerl»«e«Mm! d. Om d OMttwan ■ Ida Vami d—Mm dwMM M da Uad
an«a« Mwnead aaaidaid, •—hdM HKlaet a adaHi le da km. dl»d B> *e>M M en md Ma W diM i aaM a—a.

/I—^MH leiiii »«nt»dae(H>—^f»-an,a da Veda daege'idi i ■nenadaaa—

tiktbi( eWkJei md pietddwm ka pUft Id emidd
damekintd.

>—V B—if. lax |4| Wddidii Main tl d weiin; k Oim « t < OdlBda—i -na tun dul aeidt da VaMa ^ mm
ailoiiioii Addit dd^ Mnm Mw dnd da Vd—a d— i—end h«> a«in Im |i| keai ^ laUciw d ekdaad

•am dn—v n* Vaaa del nedr a ledad telMn. aid eaudi dMNiMat •< da Wraad n inerdaai ndM da
IddWcw, taiiedMddia«ia»imadatentritvaanreddMtmei»a«atiei

Ha 1'1'da Had eu < dwnti > IM neiddii—i aid aatdii« 0He(« iie<im •• ant« adaildM—m. Ciluint eeacbt end pr«ddi* n ki »td« w tniMd
cem#Wn<«.

dddd a»m« ad t» dad
a—adudai MNi. '

d>>ie.tii Mnnencaadlit eai di ddei'diilamd laaBnan aa dmi * m aaM Idlittng eelicltd dnd prectdiddt In dlK* id anM*
ewptldntd. Acs

l« • tU—OtT t MUNTC lUNCI 12/2/2010
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MKTinMM

"1" •' m'p'd * OWN
. VoMm

llMMd

!1

C**w.d.'

tLt>

f>» * man tf du MM W mm « tvmtm tw »0 UM* aM M
Mn M IM U cAafift rtmiUt MMned; M cnuc^ mama I'ekt'a M

mMv'V •<MomomMdtnfd k*d«m iiT)- ilrf i n M »M mimw«i%it. u v« SlM««

tuKii'* *^icM« and |i»«<dd»'H)" flK* ■• tntwt
CMwnmcd.

UM
\H Npwn MMpr Ipr %M9 fwl N twftr-Nw {l«| • ««v. 1 M • •m mm ta* Mftmm

M
in

t<W<«
lilaUni 0»I<Mi and rddadaiai indlaci td<m«f«
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690. Title V. Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in' Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690. Title V. Subtitle 0; 41 U.S.C. 701 el seq.). The January 31.
1989 regulations were amended and published as Part II of the May 25. 1990 Federal Register (pages '
21681-21691). and require certification by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State

. may elect to make one certification to the Department in each.federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner
NH Department of Health and Human Services
129 Pleasant Street.
Concord. NH .03301-6505

■ 1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's '
workplace and specifying the actions that will be taken against employees for violation of such
prohibition:

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by Section 1.1.
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee'will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federa^^ftcyIfSgehc

1
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973. as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, Stale, or local health,
law enforcement, or other appropriate agency;

1 ;7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1. 1.2. 1.3, 1.4, 1.5. and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name:

OocuJlgn#^ by;

12/2/2020 Mlduul
Date Name:'^^®'' Stelmach

Title: President/CEO

Exhibil D - Certificaiion regarding Drug Free Coniracior Initials
Worlrplace Requirements 12/2/2020
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Seclion'319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for Influencing or attempting to Influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a-material. representation of fact upon which reliance was placed when this transaction
was made or entered Into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352. Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

-OocuSlgntd by:

AuduuX SfiLMAilc12/2/2020

Dit^ Stelmach

—o»

hS

President/CEO

Exhibit E - Certification Regarding Lobbying Vendor Initials.
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative," as Identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification;

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification, The certification or explanation will be
considered in connection with the NH Department of Health and Human Sen/ices' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification In this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred." "suspended," "ineligible." "lower.tier covered
transaction." "participant," "person." "primary covered transaction." "principal," "proposal," and
"voluntarily excluded." as used in this clause, have the meanings set out In the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared Ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment. Suspension, Ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant In a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification Is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but Is not required to. check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and /

A^S
Exhibit F - CertiTicallon Regarding Debarment. Suspensiori Contractor Initials v

And Other Responsibility Matters 12/2/2020
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information of a participant Is not required to exceed that which Is normaliy possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, In
addition to other remedies available to the Federal government, OHMS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that It and its
principals;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commlssioh'^bf fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitnjst
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions.(Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of (he statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting .this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals;
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from parlicipation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the at>ove. such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
Include this clause entitled Xertification Regarding Debarment, Suspension. Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,' without modification In all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

•0ocuilgn«4 by;

12/2/2020

Di^i : Stelmach

President/CEO

Exhibit F - Cortificalion Rooardir>g Oobarmont. Suspension Contractor Irdtlals.
And Other ResponsibSily Matters 12/2/2020
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CERTIFICATtbN OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgranlees or subcontractors to comply, with any applicable
federal nondiscrimlnation requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1954 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, In any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34). which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

• the Education Amendments of 1972 (20 U.S.C. Sections 1681. 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination:

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs): 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations— Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice'Regulations - Equal Treatment for Faith-Based
Organizations): and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act(NDAA) for Fiscal Year 2013 (Pub. L.112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

-DS

Exhibit G
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identlHed in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

OocuSlgnad by:

AitciwuX SWmAcic12/2/2020

Dale . stelmach
Title: president/CEO

Exhibit G
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C • Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor faciiity owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name:

DoctiSlgnM by;

12/2/2020 Midufd SftUftcL

Date Name:"^^'^T stelmach
Title. president:/ceo

Exhibit H - Certification Regarding Contractor InitialsilLtk V
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Paris 160 and 164 applicable to business associates. As defined herein. "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning oiven such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. 'Designated Record Set" shall have the same meaning as the term "designated record'set"
in 45 CFR Section 164.501.

e. "Data Aaoreoation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the terrh "health care operations"
in 45 CFR Section 164.501.-

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160,162 and 164 and arnendments thereto.

I. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501.(g).

j. "Privacv Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received b^
Business Associate from or on behalf of Covered Entity. ''

3/2014 ^ Exhibit I Contractor Initials
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto. j

o. "Unsecured Protected Health Information" means protected health Information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and Is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held conftdentially and
used or further disclosed only as required by law or for the'purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Bustusifiess

1 fcs
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer Immediately
after the Business Associate becomes aware of any use'or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perfornh a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to;

' 0 The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0 The unauthorized person used the protected health Information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity. .

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to.the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assgpiate
agreements with Contractor's intended business associates, who will be receivi^i^Pdl

3/2014 Exhlbil I Conlrador Inillals^
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shali be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health Information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
.  Business Associate shall make available during normal business hours at its offices all

records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the -
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set. the Business Associate shall make such PHI-available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to fon/^arded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate

. shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specifted by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction Infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) bblioations of Covered Entity

• a. Covered .Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. . Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR'164.522,
to the extent that such restriction may.affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the

•  violation to the Secretary.

(6) Misceltaneous

a. ■ Definitions and Reoulatorv References. All terms used, but not otherwise defined herein.
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resoljj^d
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule,

3/2014 Exhibill Contfaclof Initials 1 ^
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Segregation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition'; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI,'return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I. the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall sun/ive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and.Human Services eowlink Technologies, Inc.

p>eoSt«te>br: Contractor

[ Alic/uui,
Signature of Authorized Representative Signatufe^'X''uthori2ed Representative
Patricia m. lilley Michael Stelmach

Name of Authorized Representative Name of Authorized Representative-
Deputy Director

president/ceo-

Title of Authorized Representative Title of Authorized Representative

12/2/2020 ,  12/2/2020

Date Date
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CERTiFICATiON REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT fFFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1.2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result In a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
A. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action .
7. Location of the entity
8. Principle place of performance
9. Unique Identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is.made.
The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act

Contractor Name:

r~Docv4len(4 fry:
Date ^

Title. President/CEO

/  OS

/kS
Exhibit J - ConiTicstion Rogardino the Federal Funding Contractor Initiala^

Accountability And Transparency Act (FFATA) Compliance 12/2/2020
coxsHHS/Mons P8gelof2 pata
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.*

60560100S
1. The DUNS number for your entity is:

2. In your busiriess or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percenter more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) 525.000,000 or more in annual
gross revenues from-U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to iV2 above is NO, stop here

If the answer to U2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.70m(a). 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES. stop here

If the answer to #3 above is NO. please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

190,000
Amount:Name;

Michael P. stelmach

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Cl>OMMS/n07»3

Exhibit J - Certirication Regarding the Federal Funding
Accountability And Transparency Act (FFATA} Compliance
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State of New Hampshire

Department of State

CERTIFICATE

I. Wllliom M. Gardner, Secretary of Siaic of the State of New Hampshire, do hereby certify that BOWLINK TECHNOLOGIES is

a Massachusetts Profit Corporation registered to do business in New Hampshire as BOWLINK TECHNOLOGIES

INCORPORATED on Novetnbcr 23. 2020. 1 further certify that all fees and documents required by the Secretary of State's office

have been received and is in good standing as far as this office i.«; concerned.

Business ID: 856568

Certificate Number: 0005046759

Ofi

I&.

o

s

-ctII®

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affi.xed

the Seal of the State of New Hamp.shire.

this 23rd day of November A.D. 2020.

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

1 . Suzanne R. Stelmach . hereby certify that:
(Name of the elected Officer of the Cofporalion/LLC: cannot be contract signatory)

1. 1 am 3 dulv oloctod Socretaiv of ROWIink lerhnnloQifiS. Inc.

"  ! (Corporation/LLC Name)

2. The foltowing Is a true copy of a vote taken at a meeting of the Board of Directcrs/shareholdefs, duly called and
held on _Novemb€r 16_. 2020 . at which a quorum of the Directors/shareholders were present and voting.

(Dale)

VOTED: That Michael P. Stelmach, President/CEO (may list more than one person)
(Name and Title of Contract Signatory)

Is duly authorized on behalf of BOWiink Technologies. Inc. to enter into contracts or agreements with the Stale
(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further Is authorized to execute any and ait
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that It is understood that the State of
New Hampshire will rely on this certificate as evidence that the pefson(s) listed at)ove currently occupy Ihe
position(s) indfcated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contacts with the Slate of f^w Hampshire,
all such limitations are expressly stated herein.

Dated: 11/18/2020
Signat/fr \ of Elected Officer
Name?€fuzanne R. Stelmach

Title: Secretary

Rev. 03/24/20
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ACORD CERTIFICATE OF LIABILITY INSURANCE DATE (MAVOO/YYYY)

11/30/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED 8Y THE POUCIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, (ho policy(ies) must have ADDITIONAL INSURED provisions or bo endorsed.
If SUBROGATION IS WAIVED, sub)oct to the terms and conditions of the policy, certain pollcios may require an endorsement. A statement on
this certiflcate does not confer rights to the certificate holder In lieu of such endorsement/s).

PROOUCCR

AAA Northeast Insurance Agency, Inc.
110 Royal Little Dr.
Providence. Rl 02904

iHtLuxy. (800) 222-4242 ii&c.H«),(401) 868-2083

INSURERIStAFFORDWC COVCftACe MAICE

iNsiincR A r Hartford Ins Comoanv of Illinois 36288

wsunco

BOWLINK INC

6 Bates Xing
Wet>ster. MA01S70

INSURER B rSentinel Ins Co 11000

INSURERC:

INSURER D :

INSURERE:

INSURER F ;

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTwnHSTANOING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE SEEN REDUCED BY PAID CLAIMS.

kNSR
1YPE OF MEVRANCe

AOOL
irino

9UBR

WYV POLKTNUMBER LIHITB 1
A COMMERCIAL C(NERAL LUBlLfTY

«  OCCUR 02SBMAM3061 3/18/2020 3/18/2021

EACH OCCURRENCE
^  1,000,000

CLAIMS4.WC ,  1,000,000

ME 0 exp lAftT 0«# PAW*)
J  10,000

PfRSONAl t AOV INJURY
J  1,000,000

1 cem. AGSRECAT6 LIMIT APPLIES PER: 1 GENERAL AGGRFruTF
J  2,000.000

□ I  Iloc
OTHER;

PRODUCTS. COMPJOP AGO
^  2,000.000

□ »

1 AUTOUOBLE LUBlLfTY 1 C0M8INE0 SINGLE LIMT
•rKrWitl s

AKYAUTO OOOILY INJURY (Pv otfioni 1
OWNED
AUTOS ONLY

"ifilfeoNLY

SC
AL OOOILY INJURY fP»f •eeWAffl) »
NC
AL

|»^|tOP|gTJ^(^AAUGE
i

t

UMBRELLA LUB

eXCE99LlAO

OCCUR

claius-alaoe

EACH OCCURRENCE t

AGGREGATE i

1 ceo 1 1 RETENTIONS | s

B W0RKER9 COMPENSATION
ANQ EHFL0rER9'LIABn.irY

ANY pfiOPft«TORiPARTHEwexEcunvE nH

IT VM, dMCrib* une«r
DESCRIPTION OF OPFRATIONS

NfA

- 02WECADOCF4 3/18/2020 3/18/2021

V PER 1 OTH.
^ STATUTE 1 FR

E.L. EACH ACCIOEKT ^  100.000
E.L. DISEASE • EA EMPLOYEE J  100.000
E.L.OISGARF • pry m.Y LIMIT ^  500,000

OeSCRtPTIOKOr OPERATX>N9/LOCA110N9/yeHlCtE9 lACORB 10«. AdAUonil Rimancj 9ch*di4«,m«r b« •ItMhMH mort IRM Itnqulratf)

NH Department of Health and Human Services
129 Pleasant Street
Concord. NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE CXPtRATION DATE THEREOF, NOTICE WILL BE OELIVEREO IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) ® 1988-2015 ACORD CORPORATION. All rights rosorvod.
The ACORD name and logo are rogistorod marks of ACORD


