STATE OF NEW HAMPSHIRE 3 q

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

September |, 2022
His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
State House
Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Information Technology and the Department of Safety (DOS), to
amend an existing contract with Coforge Inc. (Vendor #165248) 502 Carnegie Center Drive
Princeton, NJ, by increasing the price limitation by $176,000.00, from $9,382,000.00 to
$9,558,000.00, with no change to the completion date, for technical support services for
additional application implementation and network support of existing Department of Safety
(DOS) projects effective upon Governor and Council approval through August 31, 2027. The
contract was originally approved by Governor and Council on August 17, 2022, Item #27.
Source of Funds: 100% Intra Agency Transfers

Funds are available in the following account for State Fiscal Year 2023. Funds in 2024 are
anticipated to be available upon the availability and continued appropriation of funds in the future
operating budget, with the authority to adjust encumbrances between State Fiscal Years through
the Budget Office if needed and justified without approval from Governor and Council.

CAT#-DEPT#-AGENCY#-ACTIVITY#-ACCTG
UNIT#- DEPT NAME-AGENCY NAME-ACCTG
UNIT NAME SFY 2023 SFY 2024 TOTAL
CLASS CODE-ACCOUNT CODE -CLASS
TITLE

02-03-23-234010-22110000 Dept. of Safety — Div.
of State Police — Hwy Safety Equip Training Grants | $132,000.00 | $44,000.00 | $176,000.00
046-500465 — 1T Consultants

EXPLANATION

The purpose of the amendment is to extend an existing consulting VPN/Network Support
Specialist staff resource to ensure continued technical support services for deploying a VPN
solution in support of the Justice Information Bureau which includes electronic citations (E-
Citations) and the electronic crash records management system (E-Crash). The VPN is the
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His Excellency, Governor Christopher T. Sununu and the Honorable Executive Council
Page 2 .

communications backbone of the criminal justice system in the State which links users at
municipalities, counties, courts and correctional facilitics to state agencies in the system. The
position is grant funded and the federal pass-through grant was recently awarded.

The Department of Information Technology requests approval of this project agreement
with Coforge Inc.

Respectfully submitted,

s

Denis Goulet
Commissioner DOIT

W/- 3
4 Robert L. Quinn /-

Commissioner of Safety

DG/RA
DolT Project Number: 2022-036
RID: 69685

1
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DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES
DOS 2022-036/Dol T 2022-036
CONTRACT AMENDMENT A

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of REP DOS 2022-
036, on August 17, 2022, Item #27, (herein after referred to as the “Agreement”), Coforge Inc. (Vendor
#165248), (hercinafter referred to as “Contractor” agreed to supply centain services upon the terms and
conditions specified in the Agreement and in consideration of payment by the Department of lnformation
Technology (hereinafter referred to as the “Department”), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 17: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Govemor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to increase the contract price in the amount of $176,000.00, from a
contract amount of $9,382,000.00 to a total contract amount of $9,558,000.00; -

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the State of New Hampshire P-37 General Provisions by increasing the Price
Limitation by $176,000.00 from $9,382,000.00 to $9,558,000.00.

2. The Agreement is further amended as described in Table [:

TABLE 1:' AMENDMENT DETAILS. _

Exhibit C

Price and ' AMENDED TEXT

Payment ) L

Schedule

Section Number The table below details total annual cost for contractor resources by

9.3 Contractor resource type for the initial contract term of State Fiscal Years 2023

Annual Total through 2027 for a total initial contract term cost of $9,558,000.00.

Cost Worksheet The table also details total annual cost for the two optional contract
extensions for State Fiscal Years of 2028 and 2029:

State of NH Contract

Date:

_Azoe2
Contractor’s Initials K

Page [ ' 20f5



DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY

DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES
DOS 2022-036/DolT 2022-036

Attachments c.

Under Federal Awards

CONTRACT AMENDMENT A
———— —
SFY.2028 [SFY 2029
Position Title SFY 2023 4|5 s P 2027|5200 ~e%
SFY 2024 5FY 2025 SFY 2026 |SFY 2 {GbNonsDliobtonan
Preject ManugerfApptication Architect| $290000 | $304,000 | 5320000 | $336,000 | 353,000 |! 33700007 |- $348,000"
VPN Natwork Sw Technicign | $240,000 $252,000 $264,000 $27¢,000 3292,000 ]113306,000°|7 522,000
AppBcation Developer | $240,000 $252,000 $264,000 $278,000 $292,000 |Vis306,0001°) $322.0003
Appheation Developer 2 $240,000 | 5252000 | $264000 | 3213000 | 5192,000 |- $306,0004|L 522,000 £
Application Developer 3 1240000 | 3252000 | 3364000 | 3275000 | 3191000 |{,5304,0001 |i'3322,000 §
r\pph'uﬁon Developer 4 1240000 $232,000 $244,000 $278,000 $192,000 |- 3308000 | |1 $322,000 !
VPN/Network Support Techmcaan 2 | 3196000 | $44,000 I
Apphication Devtloper 3 5232,000 | 5261000 | 3278000 | $291000 | $306000° |: $312,0007
Tetal Yearty Cost $1,636,000 | $1,860,000 | $1.904,000 | 52,004,000 [52,104,000 $2.206,000 [ $2.320,000
L I IR i | ST L Tl Gk i L B f
Exhibit' G . T B A S T L T B v ;
o 8 =R % L % N D B I T L kg ve f
‘ : |- : e -.“-'i. AMEND D;'I:EXZI::- , s
' o ’ e R L, pA it e
Attachments . L 4 3k Gy .. -om. i B 2 i
Section 1 ¢. Attachment 3 - Contract Provisions for Non-Federal Entity Contracts

During the performance of this contract/funding agreement, the
contractor/funding recipient agrees:

a. Tocomply with all Federal nondiscrimination laws and regulations, as may
be amended from time to time;

Not to participate directly or indirectly in the discrimination prohibited by
any Federal non-discrimination law or regulation, as set forth in appendix
B of 49 CFR part 2| and herein;

To permit access 1o its books, records, accounts, other sources of
information, and its facilities as required by the State highway safety office,
US DOT or NHTSA;

That, in event a contractor/funding recipient fails to comply with any
nondiscrimination provisions in this contract/funding agreement, the State
highway safety agency will have the right to impose such
contract/agreement sanctions as it or NHTSA determine are appropriate,
including but not limited to withholding payments to the contractor/funding
recipient under the contrac/agreement until the contractor/funding
recipient complies; and/or cancelling, terminating, or suspending a contract
or funding agreement, in whole or in part; and

To insert this clause, including paragraphs (8) through (e), in every
subcontract and subagreement and in every solicitation for a subcontract or
sub-agreement, that receives Federal funds under this program.

In addition to other provisions required by the Federal agency or non-
Federal entity, all contracts made by the non-Federal entity under the

State of Ni!-f Co!'ltract
Date: 2 22
Contractor’s Initials
Page

N
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DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
' DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES
DOS 2022-036/Dol T 2022-036
CONTRACT AMENDMENT A

Federal award must contain provisions covering the following, as
applicable.

a.  All contracts in excess of $10,000 must address termination for cause
and for convenience by the non-Federal entity including the manner

by which it will be effected and the basis for settlement.

b. Debarment and Suspension (Executive Orders 12549 and 12689) - A
contract award (sce 2 CFR_180.220) must not be made to parties
listed on the government wide cxclusions in the System for Award
Management (SAM), in accordance with the OMB guidelines at 2
CER 180 that implement Executive Orders 12549 (3 CFR part 1986
Comp., p. 189) and 12689 (3 CFR part 1989 Comp., p. 235),
“Debarment and Suspension.” SAM Exclusions contains the names
of partics debarred, suspended, or otherwise excluded by agencies, as
well as parties declared ineligible under statutory or regulatory
authority other than Executive Order 12549,

TABLE 2: CONTRACT HISTORY

CONTRACT AND |AMENDMENT |G&C . |ENDDATE |CONTRACT
AMENDMENT TYPE . | APPROVAL 5 ¢ AMOUNT
NUMBER DATE -
DOS 2022-036/DolT | Original Contract | August 17, 2022, August 31, $9,382,000.00
2022-036 ltem #27 2027

CONTRACT TOTAL | $9,382,000.00

State of NH Contract
Date: 8}30]21
Contractor’s Initials
Page 40f 5§



DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION TECHNOLOGY
DMY MAAP AND JIB CONSULTING DEVELOPMENT SERVICES
DOS 2022-036/DolT 2022-036
CONTRACT AMENDMENT A

CONTRACTOR

Except as provided hercin, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written.

__,_-—-;‘i ("’J;_____- Date: 08?30!2 o2
Ritesh Agrawal. Associate Vice President, Finance
Coforge Inc.

STATE OF NEW HAMPSHIRE

C Date: _9/1/2022

<t

Denis Goulet, Commissioner
State of New Hampshire
Department of Information Technology

The preceding Amendinent, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

5] Gncie FH Placaes Date: 09/06/2022

State of New Hampshire, Department of Justice

I hercby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on; (date of meeting)

OfTice of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract

Date:

Page

8[3 S22
Contractor's Initials ‘
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that COFORGE. INC. is a Georgia Profit
Corporation registered to transact business in New Hampshire on October 03, 2008. | further certify that all fees and documents

required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 1D: 603245
Certificate Number: 0005853741

IN TESTIMONY WHEREOF.

T hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 31st day of August A.D. 2022.

David M. Scanlan

Secretary of State



CERTIFICATE OF AUTHORITY/VOTE

I, Ruchi Kuthari . do hereby certify that:

I. lam a duly elected Senior Vice President — Human Resources of Coforge Inc (Erstwhile NIIT Technologies [nc).

2. The following was resolved and duly adopted at a meeting of the Board of Directors of the Corporation duly held on
March | 7% 2004,

RESOLVED: That the Associate Vice President, Finance,

is hercby authorized on behalf of this Corporation to enter into the said contract with the State and to execute any and
all documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, as he/she
may deem necessary, desirablc or appropriate.

3. Ritesh Agrawal is the duly elected Associate Vice President, Finance, of the Corporation. He took this position on Apri)
Ist, 2019.

4. The forgoing resolution has not been amended or revoked, and Ritesh Agrawal rema

Vice President, Finance as of

il}‘ his position as Associale

Executive'Vice President — Human Resources
Coforge Inc (Erstwhile Nl T Technologies Inc.)

STATE OF New Jersey

County of Merver

The foregoing instrument was acknowledged before me this Sl day of
August, 2022, by Rugchi Kulhari

(NOTARY SEAL) W\ﬂlVW |

Notary Public /Justice of the Peace

Commission Expires: lo-0 9-035

P T g T gy .

) WILLIAM L PHELPS
Notary Public, State of New Jenay
1w Commission Expires Oct 9, 1023

-




Client#: 1793767 COFORLIM
DATE (MMDD/YYYY)

ACORD. CERTIFICATE OF LIABILITY INSURANCE 3/31/2022

THIS CERTIFICATE [S ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the cartificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the pollcy, ¢artain policles may require an endorsement. A statemant on
this cortificate does not canfer gny rights o the certificate holder in lieu of such endorsement(s).

PRODUCER fiRue ' Bryan Andrew
US! Insurance Services, LL.C m 'Nh§°. Exty; 404 923-3700 %.Nolz
1 Concourse Pkwy NE L 5. bryan.andrew@usi.com
Suite 700 INSURER(3) AFFORDING COVERAGE NAIC #
Atlanta, GA 30328 INSURER A : Hartford Fire Insurance Company 19682
INSURED INSURER B : Hartford Casualty Insurance Company 29424
COforge! lnc‘ INSURER C : Hartford - WC Ml.l“lpll Illulng Cos 00914
:0? C;rnegie Center INSURER b : Twin Clty Fire Insurance Company 29459
uite 301
. Hartford Insurance Compan 27120
Princeton, NJ 08541 EURERE. BETY
INSURERF ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITICNS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

Tﬁaﬁ TYPE OF INSURANCE ADDLW POLICY NUMBER (Pw%STv%f?n (:&%EIYYYE'XYF\,") LIMITS
A | X[ COMMERCIAL GENERAL LIABILITY 20UUNEI6257 04/01/2022|04/01/2023 EACH OCCURRENCE $1,000,000
| cuamsmsoe [ X] occur BRI IR TIE S s | 550,000
- MED EXP {Any ona person) | $10,000
] PERSONAL & ADv INJURY | $1.000.000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000
| PoLicy D 5’2& D LoC PRODUCTS - coMPror acG | $2,000,000
OTHER: §
E [AutoMoBILE LiABILITY 20UENEI6244 04/01/2022 | 04/01/2023 FOMENED SINGLE LIMIT
P : BODILY INJURY (Per person) | $9,000,000
. SHEauED BODILY INJURY (Per accident} | $1,000,000
| X| RS omy AOToS ONLY _p_(fg?p e §
$
B | X{|UMBRELLAUAB | X |occur 20XHUEI5045 04/01/2022|04/01/2023 EACH OCCURRENCE 10,000,000
EXCESS Llag CLAIMS-MADE AGGREGATE $10,000,000
DED | XI RETENTION S0 $
(G | WORKERS COMBENSRTION ik 20WEARAGEW 04/01/2022|04/01/2023 X |ERpyre | [ETW
6@;.522&%5%%’5’%‘%{%@%“““@ NIA £.L. EACH ACCIDENT $1,000,000
{Mandatary In NH) £.L. DISEASE - EA EMPLOYEE| 51,000,000
::[) ?c':gﬁgﬁ Ls?gpﬁmnous balow E€.L. DISEASE - Poucy UmiT | 31,000,000
D |Professional/E&O 20TE044512022 04/01/2022|04/01/2023 $5,000,000
E |Fiduciary 20KB043747022 04/01/2022(04/01/2023 $2,000,000
E |Crime 20KB043747022 04/01/2022]04/01/2023 $5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES [ACORD 101, Additionsl Remarks Schedula, may be attachad I more spacs Is required)
Certificate of Liability

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

State of New Hampshire
Dept of Inf Tech, Denis Goulet,
27 Hazen Dr.

Concord, NH 03301 AUTHORIZED REPRESENTATIVE

! Cole & Bl

© 1988-2015 ACORD CORPORATION. All rights reserved.

ACORD 25 (2016/03) 1 of1 The ACORD name and logo are registered marks of ACORD

#535489222/M35489122 BCAES
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- STATE OF NEW HAMPSHIRE
DEPARTMENT QOF INFORMATION TECHNOLOGY
27 Hazen Dr., Concard, NH 03301
Fax 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

July 19, 2022
His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Statc House
Concord, NH 03301

REOQUESTED ACTION

Authorize the Department of Information Technology (DolT) and Department of Sefety
{DQOS) toenter into a contract with Coforge Inc. (Vendor #165248) in the amount of $9,382,000.00
to procure technical consulting services the Division of Motor Vehicle Registration and Title
System, Municipal Agent Automation Project {(MAAP), as well as the applications used by the
Division of Staie Police 10 supporl the Justice [nformation Bureau (JIB). The contract is for a five
year ierm Effective upon Governor and Executive Council approval through August 31, 2027 with
an option to exiend for two (2) additional years at the sole option of the State and with Governor
and Council approval. DoIT Agency Source of Funds (Transfer from DOS): 44% Other Funds,
45% General Fund, 11% Highway. DOS Agency Source of Funds: 100% Other Funds.

Funds are available in the following accounts for SFY 2023 and are anticipated to be
available in SFY 2024 through SFY2027 upon the availability and continued appropriation of
funds in future operating budgets, with the authority to adjust encumbrances between
fiscal years through the Budgel Office if needed and justified, without approval from
Governor and Executive Council.

{CA'ru -DEPTRAGENCY ACTIVITYR: - | N N A e N
R N N e e
LCLASS, CODE!ACCOUNT.CODE cussf Code, | R “;-?9-’.5_.' 3 lI-.-’°“,. - 3038, ,-‘T L
PTITLE -~ - .| RPN (N A IS R * P, PO

01.0) 03030010-76230000 DOIT-IT for DOﬁ
046-500465 — 1T Consuliants
01-03-03030010-76230000-DOIT-IT for DOS
046-300463 — IT Consultants .
02-23-234010-40190000-Crimingl Records

03230028 | 34625000 | $782000 | $820,000 | 5862000 | $906,000

03230040 | $535.500 | $1,034,000 { $1,084,000 | 51,141,000 | §1,198.000

046-500465-1T Consultanis 250

02-23-234010-50010000-Watercrafi Saftty 1 157500

046-500465-1T Consuliants , ’

SUBTOTAL $1,554,000 | $1,816,000 1 $1,.904,000 | $2.004.000 | 5§2.104.000
GRAND TOTAL £9.382,000

"tnnovolive Technologies Todoy for New Hompshire's Tomarrow"



His Excellency, Governor Christopher T. Sununu end the Honorebie Executive Council
Poge 2

EXPLANATION

This contract is the result of DOS-RFP 2022-036 - DMV MAAP and JIB Consulting
Development Services that was issued on December 15, 2021 with a closing date of March 8,
2022. Coforge Inc. was the only respondent the REP,

This contract will provide for the use of eight (8) consuiting resources for State Fiscal
Years 2023 through 2027 including one (1) Project Manager/Application Architect, four @
Application Developers and one (1) VPN/Network Support Specialist. in addition one (1)
additional Application Devcloper for Fiscal Years 2024 through 2027 and one (1) VPN/Network
Support Specialist for partial SFY 2023. The Contractor resources will be responsible for all
system development, maintenance and application support for the Division of Motor Vehicles
MAAP system as well as IIB applications for the Department of Safety (DOS) as defined in
DOS-RFP 2022-036 ~ DMV MAAP and JIB Consulting Development Services.

The Depariment of Information Technology requests approval of this contract
agreement with Coforge Inc.

Respectfully submitted,

Denis Goulet
Commissioner DOIT

Robert L. Quirin
Commissioner of Safety

DG/RA :
DolT Project Number: 2022-036
RID: 69685

*Innovative Technologles Today for New Hampshire's Tomorrow”



The State used a scoring scale of 100 points. Points were distributed as follows:

' Project Name: DOS RFP 2022-036 DMV MAAP and JIB Consulting Development Services

! Recelved Proposals i
Evalustion factor Colorge Vendor? . i
Adhsrence to M.:Mnoq Requl.rementu {Pass/fall} . Pass N
. Eh Polnts Avenge Point Average Polnt
Technical Propesat Distritiution| ____Ranking Score| _ Ranking___ score
Proposed Services 10 be Provided: :
Vendor Company ond Service Experence: ] |
I Financis! Strenpih ] 3,431 137 0.00 0.00
i Experience wilh Motor Vehicle Aeglstrationand Title Systems | | 8 386, 2.3 ool o.0o
i Expedence with Criminal Reconds $ystems —— [} .ni .3 0.00) 0.00
1 Experience interfacing with State snd Federal Systams L] 1371 14 0.00 0.00
Experlence with Siste Laws and llqulnuom T 1 FIH] 2.06 0.00) 0.00
i— Waeb Tachnology Experience 3 414 .49 0.00 0.00
i Mansgement of System Development 3 EE 11 0.00 9.00
i Subtotal: Vandor Company and $arvics Laperience 20 14.91 0.00
b _Lxperence ond Quallfications of IT Consultant Condidates
| Technical Experience — . s 414 4.97, .00 0.00
| projectexperionce, 3 [ 1! 4.4 0.00 0.0
! tnteriace Exparence a 3.57| 2.85 0.00) 0.00/
[ Expartence with Motor Vehicie Reglstrslion and Thle Systems [ 4| 314 0.00) 0.00)
1 Experignce whih Crimins) Records Sysiems ] 4.43) 5.31 0.00 0,00
__Experience Interfacing with Stete snd Federal Systerns [ 1.7} 445 0.00 0.00]
Experience with State Liws snd Requisttons | s e L. 3.2 3.3 0.00 8.0
. _ Web Technology Experierce e [ 3.86 463 0.00] 9.00
l M-n:;omcm of System Development 4 1.57 285 0.00 0.00
' “Subtatal: Exparlance and Qualificstions of IT Consulient Condidates 50 1443 0.00
Technical Proposal Score 70 1 $3.54 0.00
i L | 0.00}
! |
* Propasat Cost . = T T T | !
|loweu proposed cnn/vcndor‘s proposed cost ) X maxlmum sliocsted poinis |
fo¢ proposal cost ! o
Tatsl Score 100 | 43.54 i 0.00
sE : Sco rmg Tenm :
‘Storer Name ~Pésition/Agency ;

Ronald Reed

1T Manager V, IT Lead / Do[TIASD!DOS

Mark Stewart

IT Manager 1V / Dol T/ASD/DOS

Jeffery Bond

Assistant Director/ DMV - Administeation

Thomas Chagnon

IT Managcr IH / Department of Safely/DMV

Brittany Shute

Supervisor 1V / DMV / Financial Responsibility




STATE OF NEW HAMPSHIRE
DEPARTMENT QOF INFORMATION TECHNOLOGY
27 Hazen Dr, Concord, NH 03301
Fax: 603-271-1516 TODD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

July 20, 2022

Robert L. Quinn, Commissioner
Department of Safety

33 Hazen Drive

Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with CoForge, Inc.of Princeton, NJ, as described
below and referenced as Dol T No. 2022-036.

The purpose of this contract with CoForge, Inc. is to procure technical consulling services
for the Division of Molor Vehicle Registration and Title System, Municipal Agent
Automation Project (MAAP), as well as the applications used by the Division of Stale
Police to support the Justice Information Bureau (J1B).

The amount of the contract is nol to exceed $9,382,000.00 and shall become effective upon
the date of Governor and Executive Council approval through August 31, 2027,

A copy of this letter should accompany the Department of Safety’s submission to the Governor and

Executive Council for approval. .
Sincerely,
Denis Goulet
‘DG/RA
DolT #2022.036

cc: Ronald Reed, IT Manager, DolT

"Innovative Technologies Today for New Hompshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY/DEPARTMENT OF INFORMATION
TECHNOLOGY

DMV MAAP AND JIB CONSULTING DEVELOPMENT
' SERVICES

DOS 2022-036/DolIT 2022-036
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and ol! of its atachments shall become public upon submission to Governor
and Exccutive Council for epproval. Any information that is private, confidential or
proprictary must be clearly identified to the agency and agreed to in writing prior to signing
the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
|. [DENTIFICATION.

1.1 State Agency Name 1.2 State Agency Address
Depantment of Information Technology / 27 Hazen Drive, Concord NH 03301 /
Department of Safety 33 Hazen Drive, Concord NH 03305
1.3 Contractor Name 1.4 Contractor Address
Coforge, Inc, _ ) 502 Camegie Center Drive Princeton, NS 08540
1.5 Contractor Phone 1.6 Account Numnber 1.7 Completion Date 1.8 Price Limitation
Number 01-03-03-030010-76230000-
(770) 290-6100 046-500465 083172027 $9,382,000.00
1.9 Conlructing OfTicer for State Agency 1.10 State Agency Telephone Number
Department of Technology - Denis Goulet 603-223-5703 i
Department of Safety — Steven Lavoie 603-223-8020
1.1l Contractor Signature 1.2 Name and Title of Contractor Signatory
,_..;-_-—_::\‘"7 Date: 0;7}}14/.2.2_ [C1+ech Aarauoag_, AVP- Finene e
1.13  State Agency Signature 1.14 Name and Title of State Agency Signatory
1 a E M'—- Date:7/20/2022 Denis Goutet. Chief informalion Officer. Commissioner

.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

L.16 Approval by the Attorney General (Form, Substance and Exccution) (if applicable)
By: /sl Sacir 7 Plaverr On: July 29, 2022

1.17 Approval by the Governor and Executive Council (ifapplicable)

G&C Iten number: G&C Meeting Date:

Date:
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
("State”), engoges contractor identified in block 1.3
(*Contractor*} lo perform, and the Conteactor shall perform,
the work or sale of goods, or both, identified end more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference (" Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement (o the
contrary, and subject to the approval of the Governor .and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the pories
hereunder, shall become elTective on the date the Governor
and Executive Council approve this Agreement ps indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 {*Effective Date™).

3.2 If the Contriclor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be perfonned at the sole risk
of the Contraclor, and in the event that this Agreemeni does
not become effective, the State shall have no liobility to the
Contmctar, including without limilation, any obligation to
pay the Contrsclor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7. '

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding eny provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
arc contingent upon the availability and continued
appropriation of funds affected by any state or fedcral
legistative or execulive action that reduces, eliminates or
otherwise mudifies the appropriation or availability of
funding for this Agrecment and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of gpproprisied funds, the Sinte shall have the
right to withhold payment uatil such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer funds from any other account
ar source (o the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.
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5, CONTRACT PRICE/PRICE LIMITATION/ PAYMENT,
5.1 The contract price, method of payment, and terms of payment
arc identificd and more particulerly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Coniractor for all
expenses, of whatever nature incurred by the Contracior in the
perfonnance hercof, and shall be the only and the complete
compensation to the Contractor for the Services. The Siate shall
have no linbility to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwisc payable to the Contracter under this Agreement those
liquidated amounts required or permitied by N.H, RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the lotal of all payments authorized, or dctually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conncction with the performance of the Services, the
Cuntructur shall comply with all applicable statutcs, laws,
repulations, and orders of federal, stsie, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and cqual
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal exceutive orders, rules, regulations
and statuics, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws,

6.2 During the 1erm of this Agreement, the Contractor shall not
discriminate agsinst employces or applicants for employment
because of race, color, religion, creed, age, 'sex, handicap, sexual
orisntation, or national erigin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees 1o pemit the Sme or United Stales
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenanis, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own cxpcnse provide all personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be quelified to perform the
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Services, and shatl be properly licensed and otherwise authorized
to do 50 under all applicable laws,

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for 8 period of six (6} months after the Completion
Date in block 1.7, the Contrector shall not hire, and shall not permit
any subconltracior or olher person, firm or corporation with whom
it is engaged in a combined effort to perform the Services (o hire,
any person who is a State employee or official, who is materially
involved in the procurement, administration or performance of this
Agreement,  This provision shall survive ternination of this
Agrectment,

1.3 The Conlracting OfTicer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute conceming the inlcrpretation of this Agreement, the
Contracling Qfficer's decision shall be finnl {or the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the (ollowing scis or omissions of the
Contractor shall constitute an event of default hereunder (*Event
of Default™):

8.1.1 failure to perform the Services salisfrctorily or on schedule; .

8.1.2 failure to subtmit any repont required hereunder; zndfor

8.1.3 foilure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
iake any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Evenl of
Default and requiring it 1o be remedied within, in the absence of a
greater or lesser specification of lime, thirty (30) days from the
daic of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days afer giving the
Contractor notice of terminnlion;

8.2.2 give the Contractor a writien notice specifying the Event of
Decfauit and suspending oll payments to be made under this
Agreement and ordering that the partion of the contrect price
which would otherwisc accrue (o the Contractor during the period
from the date of such notice.until such time os the State determines
thul the Contracior has cured the Event of Defauli shall never be
paid to the Contractor;

8.2.3 give the Contractor a writien natice specifying the Event of
Default and set off against any other obligations the Stale may owe
to the Controcior any damages the State suffers by reason of any
Event of Defoul; and/or

B.2.4 give the Contractor a written notice specifying the Event of
Defavlt, treal the Agreement s breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both.

8.3. No failurc by the State to enforce any provisions hereof after

any Event of Defoult shall be deemed-a waiver of its rights with

regard to that Event of Defaul, or any subsequent Event of
Default. No cxpress failure 10 enforce any Event of Default shall
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be deemed @ waiver of the right of the State 10 enforce eoch and
8ll of the provisions hereof upon any further or other Event of
Default an the part of the Contractor.

9. TERMINATION. .

9.1 Notwithstanding paragraph B, the State mey, at ils sale
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days writien notice to the Conlructar that the
State is exercising its option to terminate the Agreement,

9.2 [n the event of an early termination of this Agrcement for any
reason other than the completion of the Services, the Controctor
shall, at the Staie’s discretion, deliver to the Contracting Officer,
not later then fifteen (15) doys ofter the date of termination, a
report (“Termination Repon”) describing in detaif all Services
performed, and the contract price eamed, to and including the date
of termination, The form, subject matter, content, and number of
copies of the Termination Report shall be identical (o those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State’s discretion, the Contractor shall, within | 5 days of notice
o early termination, develop and submit to the State a Transition
Plan for services under the Agrecment.

10. DATAJACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
perfonnance of, “or acquired or developed by. reasan of, this
Agreement, including, bul not limited to, sll studies, reports, files,
formulae, surveys, meps, charts, sound recordings, video
recordings, pictorial reproductions, drowings, enalyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
or unfinished,

10.2 All dawa and any property which has been received from Lhe
Siate or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned

. to the State upon demand or upon termination of this Agreement

for any reason,

10.3 Confidentiality of data shall be govemned by N.H. RSA
chapter 21-A or other existing law. Disclosure of data requires
prior written approval of the State.

I1. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all respects an
independent contractor, and is ngither on agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members shrll heve authority 10 bind the
State or receive any benefils, workers' compenssation or other
emoluments provided by the State to its employees.
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12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.]1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written natice, which
shall be provided to the State at lcast fifteen (15) days prior to the
assigniment, and a wrilten consent of the Statc. For purposes of this
paragraph, a Change of Controt shall constilule assignment.
"Change of Control” mesns (a) merger, consolidation, or o
transaction or series ol related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
Fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b} the
sole of all or substantially all of the assets of the Contractor.

12.2 Nane of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copics of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or &n assignment agreement to which it is not a pacty.

(3. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify end hold harmiess the State, its
officers and emplayees, from and against any and all claims,
liabilisies &nd costs for any personal injury or property daniages,
patent or copyright infringement, or ather claims asserted ageinst
the Suate, its officers or emplayees, which arise out .of (or which
may be ciaimed to arise out of) the acix or omission of the
Contractor, or subcontructors, including but not limited to the
negligence, reckiess or intentional conduct., The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13, Notwithsianding the foregoing, nothing herein
contained shall be deemed (o constitute 3 weiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in parograph 13 shall survive the terminalion
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obwain and
continuously maintain in force, and shall require any subcontroctor
or vsgsignee 1n obtain and meintain in force, the foliowing
insurance:

14.1,] commercinl general linbility insurance against all claims of
bodily injury, death or property damage, in smounts of not less
than §$1,000,000 per occurrence and $2,000,000 sggregate or
excess; and

14.1.2 special cause of loss covernge form covering all property
subject to subparsgraph 10.2 herein, in an amount not less than
30% of the whole replacement value of the property.

4.2 The policies described in subparagraph [4.1 herein shall bc
on poticy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Departiment of Insurance, and issued
by insurers licensed in the State of New Mampshire,
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14.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for 8!l insurance requircd under this Agreement.
Contractor shall also fumnish 1o the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal{s) of insurance required under this Agreement no later
than ten (10) days prior 10 the expiration date of each insurance
palicy. The centificate(s) of insurance and any renewals thereof
shall be aitached and are incorporated herein by refercnce.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contracior agrees, certifies
and warrants that the Contractor is in compliance with or exempt
fram, the requirements of N.H. RSA chapter 281.A (“'Workers®
Compensation”).

15.2 To the extent the Conlractor is subject to the requirements of
N.H. RSA chapier 281-A, Contractor shall maintain, and require

Any subcontractor or assignee to secure and maintain, puyment of

Warkers' Compensation in connection with activities which the
person proposes lo undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block
1.9, ur his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and ony
applicable renewal(s) thercof, which shull be altached und are
incorporaied herein by rveference. The State shall not be
responsible for payment of eny Workers' Compensation premivms
or for any other claim or benefit for Contractor, or any
subcontraclor or employee of Conlractor, which might arise under
applicable State of New Hampshire Workers” Compensation lows
in connection with the performance of the Services under this
Agreement,

16. NOTICE. Any notice by a party hereto to the other party shall
be- deemed to have been duly delivered or given at the time of
mailing by certificd mail, postage prepaid, in 8 United States Post
Office addressed to the parties at the addresses given in blocks 1.2
end 1.4, herein,

17. AMENDMENT. This Agreemen! may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only oficr approval of such amendment, waiver
or discharge by the Govemor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuent to State law, rule or policy.

18. CHOICE OF LAW AND FORUM, This Agreement shull
be governed, interpreted and construed in mccordance with the
taws of the State of New Humpshire, und is binding upon and
inures to the benefit of the partics and their respective successors
and pssigns. The wording used in this Agreement is the wording
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chosen by the parties to express their mutual intent, and no rule of
construction shal) be applied ogainst or in favor of any party, Any
Relions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS, {n the cvent of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as

modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third partics and this Agreement shall not be construed 1o
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the wards contained therein shall
in no way be held to explain, modify, amplify or aid in the

Page 8 of (2
Contractor Iritials:
Datc: l“gfzz_

interpretalion, construction or meaning of the provisions of this
Agreement. .

21.  SPECIAL PROVISIONS. Additional or modifying
provisions sct farth in the anached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. [nthe event any of the provisions of this
Agreemeni are held by a court of competenl jurisdiction 1o be
contrary to any state or federal Iaw, the remaining provisions of
this Agreement will remain in full force and cifect.

14, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the enfire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect 10 the subject matter
hereof.
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 Genera! Provisions arc modified as set forth below:

Al Provision 3, Effective Date/Completion of Services, is updated with the following
nddition:

33 The Contract Term is for Five (5) years with 8 Completion Date of August 31, 2027,
with the option to be extended up to Two (2) years(s), ("Extended Term”) at the sole
option of the State, subject to the Parties prior written Agreement on applicable fees
for each cxtended Term under the same terms and conditions, subject to approval of
the Governor and Executive Council.

A.2  Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

5.5 The State’s liability under this Agrcement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
herehy waives any right to specific perforinance or other equitable remedies ageinst
the State. Subject to epplicable laws and regulations, in no event shall the State be
‘liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the Stote,

A3 Provision 8, Event of Default/Remedics, is updated with the following addition:

8.2.5 give the Contractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the

) replacement Services, and all administrative costs directly related to the replacement

-/ of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of which shall be subject to the limitations of liability sel forth in
the Contract,

8.4 8.4 Subject to all applicable laws and regulation, in no event shail the Contractor be
liable for any consequential, special, indirect, incidental, punitive or éxemplary
damages, and the Contractor's liability to the Statc shall not exceed one and half times
(1.5x) of the total Contract price set forth in Contract Agreement, Section 1.8 of the
Contract Agreemeni—General Provisions. Notwithstanding the forcgoing, the
limitation of liability in this section 8.4 shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement—General Provisions
Section 13: Indemuification and confidentiality obligations in Coniract Agreement—

Page 9 of 62 \/‘

Contractor [nitials:
Date: 2



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY
DOS 2022-036/Dol T 2022-036 - DMV MAAP AND .JTB CONSULTING DEVELOPMENT SERVICES
EXHIBIT A - SPECIAL PROVISIONS

General Provisions Section 10: Data/Access/Confidentiality/Preservation, which
shall be unlimited

A.4  Provision 9, Termination, is delcted and replaced with the following:
9. TERMINATION

9. Notwithstanding paragraph 8, the State may, at its sole discretion, and with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cost of all Services and Deliverables for which Acceptance has
been given by the State, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down the Contract activities. The
Contractor shall not be paid for any work performed or costs incurred which
reasanably could have been avoided.

9.2 Termination Procedure

9.2.1  Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any
praperty, including without limitation, Soflware and Written Deliverables, for
such part of the Contract as has been terminated.

9.2.2  After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

a. Stop work under the Contract on the date, and to the extent specified,
in the notice:

b. Promptly, butin no event longer than ten (10) days afier termination,
terminate its orders and subconiracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action to intentionally erasc any State data until directed by
the State;

e. Transfer title to the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested by
the State;

f. Implement an orderly return of Stute data in a CSV or another
mutually agreeable format at a time agreed to by the parties;

g. Securely dispose/destroy of all requested data in all of its forms, such
as disk, CD 7/ DVD, backup tape and paper, when requesied by the
State. Data shall be permanently deleted and shall not be recoverable,
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according 10-National Instilute of Standards and Technology (NIST)-
‘Special Publicntion (SP) 800-88 approved methods. .Certificates of
destruction shall be provided fo the!Swte; and

h. Provide written Cenification fo the State that Contractor has
surrendered to the State all said property and after 180 days has crased
all State data. '

9.2.3 Ifih¢ Coniract las.expired, or terminated ‘prior fo the Campletion Date, for
any reason; the:Contrctor shall provide,.for.a period up-to. ninety ( 50)-days:
dfter dhe expiration or termination, all transitiGn services requested by the
Staté, at no additional cést.to-allow for the expired or wmiinated portion of
the-Services to continué withoutinterruption or adverse-effect. and L facilitate
the orderly transfer of such Services to'the State or ifs designees (“Transition
Services™).

9.2.4 This covenant in paragraph 9 shall survive (he termination of this Contract.

A5 Provision 10, Data/Access/Confidentiality/Prescrvation, is updated with the following
addition:

10.4  In performing its obligations under this Agrecinent, Conirnctor may gain access 1o
Confidential (nformation of the State. Confidential lnfarnintion includes.any and all
information owned or managed by the State of NH - created, received [rom or on
behalf of any Agency of the State or accessed in the course of performing contracted
Scrvices --of which cullection, discldsuré, protection, and 'disp_osiiion is governed by
state or lederal law or regulation. This information includes, but is not limited to
Protccted Health Information (PHI), Personally Identifiable Information (P01},
Personal Financial Information (PFI), Federal Tax information (FTI), Social Security
Numbirs (SSN), Payment Card Industry (PC1), and or other sensitive and Confidential
Informintion. The Contractor-shall not use the Confidential Inforiintion dévclopéd or
ubiained during the pérformance of, or acquired, or developed by renson of the
Ayreement, cxcept as dircclly.connected to and necessary for the performance of the
Agreement.  Contruclor shall maintain the confidentiality of and. protect from
unauthorized use, disclosure, publication, and reproduction (collectively “release”),
all Confidential Information.

104.1 In the event of the unauthorized release of Confidential Information,
Contractor:shall imnicdinlely-notify: the Stite’s Information Securiiy;Officer,
and the State may immedintcly be cnlitled to pursue day remedy at lave and in
equity, including, but not limited to, injunctive relicf.

10.5  Subject 1o applicable federal or State laws and regulations, Confidential Information
shall not include information which:

a. shall have otherwisc become publicly available other than as & result of disclosure

by the receiving Party in breach hereof!

b. was disclosed to the receiving Party on a non-confidential basis from a source

other than the disclosing Party, which the receiving Party believes is not
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prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party;

¢. is developed by the receiving Party independently of, or was known by the
receiving Party prior to, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.

10.6 A receiving Party also may disclose the disclosing Party’s Confidential Information
to the exicnt required by an order of a court of competent jurisdiction. Any disclosure
of the Confidential Information shall require the prior written upproval of the State.
Contractor shall immedialely notily the State if any request, subpoena or other legal
process is served upon Contractor regarding the Confidential Information, and
Conlractor shall cooperate with the State in any effort the State undertakes to contest
the request, subpoena or other legal process, at no additional cost to the State,

10.7  Contractor Confidential information. Contractor shall clearly identify in writing all
information it claims 1o be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor’s designation of material as
confidential. Contrector acknowledges that the State is subject to State and federal
laws governing disclosurc of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identificd by
Contractor as confidential, the State shall notify Contruclor and specify the date the
State will be releasing the requested information. At the request of the State,
Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor's sole responsibility and at

. Contractor’s sole expense. If Contraclor fails to obtain a court order enjoining the
- disclosure, the State shall release the information on the datc specified in the State’s
notice 1o Contractor, without eny liability to the State.

10.8  This covenant in paragraph 10 shall survive the termination of this Contract.

A.6  Provision 12, Assignment/Dclegation/Subcontracts, is vpdated with the following
addition:
12.3  In the event that Contractor should change owncrship for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agrcement or for such petiod of time as determined
necessary by the State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Conltractor, its successors or assigns. ’

A7 Provision 14.1.1, Insurance, is deleted and replaced with the following:
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14,1.1, Commercial general liability insurance ggainst all claims of bodily injury, death or
property demage, in amounts of not less than $ 2,000,000 per occurrence and
$4,000,000 aggregate; and Tech Errors & Omissions insurance, with limits not less
than $2,000,000 per or claim, $4,000,000 aggregate; and

A8  The following Provisions arc added and made part of the P37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

252  Except in the event of the foregoing, Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performeance under the Contract.

26. EXHIBITS/ATTACHMLNTS

261  The Exhibits and Attachments referred to in and attached 1o the Contract are
incorporated by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

27.1  The Statc rescrves the right, at its discretion, Lo retain other vendors to provide any
of the Services or Deliverables identified under this Agreement, Contractor shall
make best efforts 10 coordinate work with all other State vendors performing
Services which relate 1o the work or Deliverables set forth in the Agreement. The
State intends to use, whenever possible, existing Soflware and hardware contracts to
acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS

28.1  Contractor shall abtain ail necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

29. ORDER OF PRECEDENCE '

29.1  In the event of conflict or ambiguity among any of the text within this agreement,
the following Order of Preccdence shall govem:

a. State of New Hampshire, DEPARTMENT OF SAFETY Contract Agreement
DOS 2022-036

b. State of New Hampshirc, DEPARTMENT OF SAFETY DOS - RFP 2022-036 -
DMV MAAP AND JI8 CONSULTING DEVELOPMENT SERVICES
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c. Contractor Proposal Response to DOS - RFP 2022-036 - DMV MAAF AND
JIB CONSULTING DEVELOPMENT SERVICES dated March 8, 2022

30. WORK FOR HIRE
30.1  In performing its obligations under the Contract, the State and the Contractor shall
agree that any work created or prepared by the Contractor's persannel within the
scope of their employment, or a work specially ordered or commissioned for use as a
contribution to a collective work, shall be considered a work for hire. As such, it
shall be considered the sole property of the State.

3. WARRANTY
31.] WARRANTY PERIOD
The warranty period for all services and personnel engaged under this Contract will
be for.the duration of the Contract period. '

31.2 WARRANTIES

PROFESSIONAL SERVICES -

The Contractor warrants that all Services provided under the Contract will be
pravided in a professional manner in accordance with industry standards and that
Services will comply wilh performance standurds.

PERSONNEL
The Contractor shall wacrant that all personnel engaged in the services shall be
- qualified to perform Contractor warrants the services, and shall be properiy licensed
.and otherwise authorized to do so under all applicable laws.

32. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES
The Contractor shall provide the State access fo all Documents, State Data, minterials,
reports, and other work in progress relating to the Contract (*State Owned Docuinents™).
Upon expiration or termination of the Contraci with the State, Contractor shall turn over all
State-owned Documents, State Data, material, reports, and work in progress relating to this
Contract to the State at no addilional cost to the State. State-Owned Documents must be
provided in both printed and electronic format.

33. INTELLECTUAL PROPERTY
The Statc shall hold ownership, litle, and rights in any Custom Application developed in
connection with the performance of obligations under the Contract, or modifications to the

application and their associated Documentation,
The Contractor shall be free 10 use its genera) knowledge, skills, experience, and any other

ideas, concepts, know-how, and techniques that are acquired or used in the course of its
performance under the Contract.
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34. 1T REQUIRED WORK PROCEDURES
All work done must conform to standards and procedures established by the Department of
information Technology and the State.

Remainder of this page intentionally left blank
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!

EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

1. STATEMENT OF WORK

Municipal Agent Automation Project (MAAP) represents a state-of-the-art Motor
Vehicle Online Registration and Title System. The system was successfully
implemented in 2005 and is used to perform vehicle registration, boat registration end
title functions at Division of Motor Vehicles (DM V) headquarters, DMV substations,
Department of Safety Business Office, 233 lowns, and various boat marina locations
across New Hampshire.

The Justice Information Bureau (JIB) includes core applications developed for the
Division of State Police including the NH Criminal Records System, Public Criminal
History Applicant Portal, NH Sex Offender Registry, Gun Line (background checks for
firearm purchases) and Universal Charge Table (chargeable offences based on State
Laws and RSA’s), The Justice Information Bureau facilitates accurate and timely
transmission of electronic data between the State Police, Division of Motor Vehicles, the
NH Judicial Branch, participating local Jaw enforcement agencies and Federal systems
including the NCIC, NLETS and NIBRS. The sysiems are built utilizing a Java and
Oracle-based systems which reside on Linux servers in the State data centers.

1.1 The Contractor shall provide  total of cight (8) [T personnel including:
+ State Fiscal Years 2023 through 2027 - Six (6) consulting resources for including;

-+ One (1) Project Manager/Application Architect
- Four (4) Application Developers
- One (1) VPN/Network Support Specialist

s Partial State Fiscal Year 2023
- One (1) YPN/Network Support Specialist

s Fiscal Years 2024 through 2027,
- One (1) additional Application Developer

1.2 Expericnee with the State's key systems will be critical to the successful employment of
Contractor personnel, the Parties agree to minimal turnover of Contractor staff. Any
changes to the Contractor’s [T Consultant Staff shall require the prior written
justification submitted by the Contractor, snd prior written approval of the State.
Cantractor written justification will include replacement plans and estimated start date
for replacement personnel. State approvals for changes in the Contractor’s IT
Consultant Staff will not be unreasonably withheld. Replacement IT Consultant Staff
shall have comparable or greater skills with regard to performance of the work as the
stoff being replaced and be subject to the provisions of this RFP and any resulting -
Contract.
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1.4

1.5

1.6

1.7

Notwithstanding any provision in the Contracl, the State shall have the option to
terminate the Contract, at its discretion, if the State is dissatisfied with any of the
proposed IT consultants.

The State reserves the right to require removal or reassignment of the Contractor’s | T
Consultant Staft found unacceptable 10 the State.

These Contractor resources will be integrated into the Department of Safety Information
Technology, Division of Motor Vehicles and Justice Information Bureau project teams
and must adhere 1o all required project standards as well ns the State-approved life cycle
methodology. Contractor resources must accurately estimate the scope of their assigned
work and provide that information to the Department of laformation Technology, DMV
and NB Project Leeders on an as-needed basis. These resources will be required to act
a5 business professionals and communicate effectively with all levels of users,
Departiment of Safcty, Division of Motor Vehicles, Justice Information Bureau and
Department of Information Technology personncl.

The Contractar will be responsible for ail system development, maintenance and
application support for the MAAP and JIB Systems as defined in DOS - RFP 2022-036 -
DMV MAAP and JIB Consulting Development Services: Appendix B - Business /
Technical Requirements And Deliverables including but not limited to:

MAAP:
- Core Modules - System Interfaces
- Vehicle Registrations - Vehicle Titles
- Boat Registrations - E-Z Pass
- Boat Mocrings - Financials

- Maintaining High Availability - Hardware/Software Infrastructure Management
- Storage Monitoring /Planning - Performance Monitoring/Planning

- Release Coordination - Troubleshooting
- Permissions Management - Training Support
- Batch Processing - Network Connectivity/VPN Support
- Reports
JIB:
- NH criminal Records System - Public Criminal History Portals
- Sex Offender Registry - Gun Line
- Universal Charge Table - System Interfaces

The Contractor will be responsible for development and support of future system
enhancements, core modules and required development to support Federal or State
regulatory or statutory changes as defined by the Department of Safety.
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2.1
3.

i
Page 18

BUSINESS / TECHNICAL REQUIREMENTS
Business and Technical Requirements are identified in Exhibit G; Attachment |

Compliance Requirements

2.1.1 New Hampshire Driver Privacy
All individuals assigned to the project must comply with New Hampshire Driver

Privacy Laws in accordance with RSA 260:14,
2.1.2 Criminat Justice Information

a. The Contractor and the System must comply with all of the security protocol, data
security and other policies and procedures set forth in CHS Sccurity Policy
V5.9 (Junc 1, 2020) and any future updates, revisions and/or replacements. The
current CJIS Security Policy can be found at:
hitps://www.ibi.gov/servicesfcjis/cjis-security-policy-resource-center.

b. Per the In Force CSP Section 5.12.1 Personnel Screening Requirements for
Individuals Requiring Unescorted Access to Unencrypted CJI the Slate shail
conduct criminal background checks of the Contractor's employees who hold
access to CJI data. The Contractor shall not utilize any staff, including
subcontractors, to fulfill the obligations of the Contract who have a record of any
kind. If a record of any kind exists, access lo CJI data shall not be granted until the
State Chief Security Officer (CSQ) or his/her designee reviews the matter to
delermine if access is appropriate,

c. "Ifthe person already has access to Cll data and is subsequently arrested and or
convicted, continued access to CJI data shall be derenmined by the CSO. This docs
not implicitly grant hiring/firing authority with the CSA, only the authority to
grant access to CJl data. For offenses other than felonies, the CSO has the latitude
1o delegate continued access determinations to his or her designee.

d. The Contractor shall promiole end maintain an awareness of the importance of
securing the State's information ammong the Contractor's employees, agents, and
subcontractors. The Contractor shall ensure that the Contractor’s employees,
apgents, and subcontractors comply with CJIS Policy.

DELIVERABLE REVIEW AND ACCEPTANCE

Non-Software and Written Deliverables Review and Acceptance

The Contractor shall provide a written Certification that a non-software, written
deliverable (such as the Test Plan) is final, complete, and ready for Review. Aflter
receiving such Certification from the Contractor, the State will Review the Deliverable w
determine whelher it incets the requirements outlined in this Exhibit. The State will notify
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the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partiel or
conditional Acceptance of the Deliverable, within five (5) busincss days of the State's
receipt of thie Contractor’s written Certification; provided that if the Siate determincs that
the State needs more than five (5) days, then the State shall be entitled to an extension of
up to an additional ten (10) business days. If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the State is conditioned upon
completian of any related matter, then the State shalt notify the Contractor of the nature
and class of the Deficiency, or the terms of the conditional Acceptance, and the Contractor
shall correct the Deficiency or resolve the condition to Acceptance within the period
identified in the Work Plan. If no period for the Conlractor's correction of the Deliverable
or resolution of condition is identified, the Contractor shall correct the Deficiency in the
Deliverable or resolve the condition within five {5) business days or such fonger period as
the State (in its sole discretion) may agree. Upon receipt of the correcied Deliverable, the
State shall have five (5) business days to review the Deliverable and notify the Contractor
of its Acceptance, Acceptance in part, conditional Acceptence, or rejection théreol, with
the option to extend the Review Period up to five (5) additional busincss days, or mutuaily
agreed upon timeframe. [f the Contractor fails to correct the Deficiency within the allotted
period, Lhe State may, at its option, continue reviewing the Deliverable and require the
Conlractor to continue until the Deficiency is corrected, or immediately- terminate the
Contract, declare the Contractor in default, and or pursue its remedics at {aw and in equity.

3.2 Software Deliverables Review and Acccptance
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceplance and Testing Services described herein.

3.3  Number of Deliverables
Unless the Steic otherwise specifically agrees in writing, in no event shall the Contractor
centify for testing and deliver o the Stalc more then three (3) Deliverables for review or
lesting at one time. As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables exceed three (3) at a time without

the authorization of the Stale.

3.4  Conditional and Unconditional Acceptance
By accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Softwarc/System
Acceptance Testing, and any extensions thereof.

4. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order, The State originated changes, revisions or enhancements shall
be approved by the Department of [nformation Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (¢.g., increase or decrease), the Schedule, and the Work Plan.
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Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowiedge
reccipt of Contractor's requested Change Order within five (5) business days. The State
Agency, as well os the Department of Infonnation Technology, must review and approve all
Change Orders in writing. The Statc shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement in writing within 30 days of receipt of the Change
QOrder.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion or a significant change 1o the scope of the Contract may require approval by the
Governor and Council,

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

5. IMPLEMENTATION SERVICES

The Contractor shall manage Project execution and provide the tools needed to create and
manage Lhe Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contructor and the State shull sdupl o Change Munagement approsch o identify snd plun
key strategies, commumnication initiatives, and training plans.

6. PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manape lssues,
Risks, Change Requests, Requirements, and other documents used in the monagement and
tracking of the project. The State belicves that effective communication and Reporting are
essential to Project success. The Contractor shatl employ effective communication and
Reporting strategies to ensure Project success. The Contractor Key Project Staff shall
participate in meetings as requested by the Stale, in accordance with the requirements and
terms of this Contract,

The Project requires Lhe coordineted efforts of e Project 'cam consisting of both Contractor
and State personnel, Contractor shall provide all necessary resources to perforin its obligations
under the Contract. Contractor is responsible for providing all appropriate resources.and
personnel to manage this Project to a successful completion.

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who heve been convicted of any crime
of dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to | year is an authorized penalty. The
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Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employces and agents.

The State may, at its sole expense, conduct reference and background screening of the
Contractor’s Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement.

The Contractor shall be responsible for knowledge transfer between all Contractor project
tcams for all deliverables defined in this Project Agreement.

6.1  Project Management Meeting and Reports .

The Contractor Key Project Staff shall participate in meetings and pravide reports as
requesled by the State, in aceordance with the requirchients and terms of this Contract.
Tiie mectings sholl be conducted onsite in person, unless: mutually: agreed otherwise.
Unless othenwisc agreed to by the State, the. Contracior shall preparc. agéndas and
background for and minutes of meetings. Atminimum, background for each meeting shall
‘inctude an updatedWark Plan. Drafting-of formal presentations, such as a presentation for
projéct status ingetings, shall'also be the Contractor's respoisibility. The Canitiactor shall
nlso provide the State with information or rcports regarding the Projeci as requesied by
the State. The Contractor shall prépiire special fcports ahd presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as requested
by the State, all at no additional cost to the State.

6.2  The Contractor Key Project Staff
6.2.1 The Contractor’'s Contract Manager
Contractor shall assign a Contract Mahager who will be responsible for all Contracl
authorization und administritign, including but not limited to processing Contract
documentation, obtaining -cxecutive dpprovals, tracKing costs :and payments, and
representing the parties in all Contracl administrative activities. Contractor’s Contract
Manager 15:

Ritesh Agrawal
+1+(770)-290-6038
cilesh.aprawalcolorge.com

6.2.2 The Contractor's Project Manager :
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor's obligations under this Agreement. Contractor’s Project Manager is:

Deepak Pant

(603)-230-3017
Decpak.Pant{dos.nh.gov
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Contractor’s selection of the Project Manager shail be subject to the prior written approval
of the State. The State’s approval process may include, without limitation, at the State's
discretion, review of the proposed Project Menager's resume, qualifications, references,
and background checks, and an interview. The State may require removal or reassignment
of Project Manager who, in the sole judgment of the State, is found unacceptable or is not
performing to the State's satisfaction.

Project Manager must be qualified to perfonmn the obligations required of the position
under the Contract, shall have full authority (0 make binding decisions under the Contract,
and shall function as Contractor’s representative for all administrative and management
maiters. Project Manager must be availablc to promptly respond during normal Business
Hours within Two (2) hours of inquiries from the State, and be at the site as needed. Project
Manager must work diligently and use his/ her best efforts on the Project.

6.2.3 Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written notice and obtaining the prior approval of the
State of the replacement Project Manager. State approvals for replacement of Project
Manager shall not be unreasonably withheld. The replacement Project Manager. is subject
to the same requirements and Review as set forth above. Contraclor shall assign a
replacement Project Manager within Len (10) business days of the departure of the prior
Project Manager, and Contractor shall continue during the ten (10) business day period to
provide competent project munagement Services through a qualified interim Project
Manager.

6.2.4 The Contractors Additional Key Project Staff
The State cansiders the following individuals to be Key Project Stal¥ for this Project:

Srikanth Kaushik
Technology Specialist

The State reserves the right to require removal or reassignment of Key Project Staff who
nre found unacceptable to the State. Contractor shall not change Key Project StafTl
commitments without providing the State written notice and obtaining the prior written
approval of the State. State approvals for replacement of Key Project Staff will not be
unreasonably withheld. The replaccment Kcy Project Stafl shall have comparable or
greater skills than Key Project StafT being replaced.

6.2.5 Termionation for Lack of Project Management and Key Project Staff
Notwithstanding any other provision of the Contracl to the contrary, the State shall have
the option to terminate the Contract, declars Contractor in default and to pursue its
remedies ot law and in equity, if Contractor fails to assign a Project Manager and/or Key
Project Staff imecting the requirements and terms of the Contract or if the State is
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dissatisfied with Contractor's replacement of the Project Manager and/or Key Project
StafF.

6.3  The State Key Project Staff
6.3.1 The State Contrnct Manager
The State shall assign a Contract Manager who shall function as the State’s representative
with reégard to Contract administration. The Siale Contract Manager is: i

Ronald Reed
(603) 230-3019
Ronald. W.Reed@doit.oh.gov

6.3.2 The State Project Manager
The State shall assign a Project Manager. The State's Project Manager is:

Mark Stewart
(603) 230-3075
Mark.W.Stewart@doit.nh.gov

The State Project Manager’s duties shall include the following:

Leading the Project;

Engaging and managing all Contractors working on the Project;
Managing significant issues and risks,

Revicwing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of Change Orders;

Managing stakeholders’ concems.

Wmeanoe

7. ACCEPTANCE & TESTING SERVICES
7.1  Testing and Acceptance
The Contractor shall provide the testing services as set forth below:

7.1.1 The Contractor shal! bear all responsibilities for test planning and preparation
throughout the Project. The Contractor will also provide training as nccessary to the
State stafF responsible for test activities. The Contractor shall be responsible for all
sspects the Acceptance Test Plan including support, at no additional cost, during
User Acceptance Test conducted by the State and the testing of the training
materials.

7.1.2 The Test Plan shal! reflect the needs of the Project. A separate Test Plan and set of
test materials will be prepared for each software functian or module.

7.1.3 All Testing and Acceptance {both business and technically oriented testing) shall
apply to testing the Solution as a whole, (¢.g., hardware, software modules or
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functions, and Implementation(s}). This shall include, but not limited to, planning,
test scenario and script development, Data and System preparation for testing, and
execution of Unir Tests, System Integration Tests, Conversion Tests, Installation
tests, Regression tests, Performance Tuning and Stress tests, Security Review and
tests, User Acceptance Test, Day in the Lifc Test, and support of the State during
User Acceptance Test and Implementation.

7.1.4 In addition, the Contractor shall provide a mechanisim for reporting actual test results
vs. expected results and for the resolution and tracking of atl errors ond problems
identificd during test exccution. The Contractor shall also correct Deficiencics and
support required re-testing.

7.2 Test Planning and Preparation

Acceptance and testing services requires the coordinated efforts of o Project Testing
Team consisting of both Contractor and State personnel. The Contractor shall be
responsible for the planning, documentation, coordination and management of all aspect
of the testing services. '

7.2.1 The Contractor shall provide oversite and management of all phases of the testing
process, including user acceplance testing.

7.2.3 The Contractor shall provide documentation and testing tracking tools to record and
manage issues, risks, change orders, requirements, and other documents used in the
management of testing process.

7.2.4 The Contractor shall successfully perform functional testing and certify of all
requirements prior to release to the State Project Team for user acceptance testing.
This includes but not limited to:

a. Change orders

b. New functionality

¢. System Integration, interfaces with required third party systems.
d. Reporting - Data Imperis/Exports

e. Conversion -

f. System upgrades

8- Security upgrades and patching

7.2.5 The Contractor shal) be responsible for the development comprehensive functional
and user acceptance test plans and scripts that ensure the successful testing of system
change orders and satisfics all conditions for the State's Project Team's testing,
approval and acceptance.

7.3  Siate Project Tcam Testing and Acceptance

Dale:

7.3.1 The State's Project team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

7.3.2 The State Project Team's testing efforts shalt validate and certify expected outcomes
of the change request and/or business requirements in accordance with the Contract
Team's approved test plan and scripts.

7.3.3 The Contractor shall provide technical assistance and oversight of the State Project
Team's testing efforts.
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7.3.4 The Conlraclor and State Project leam shall eccept end approve all conditions and
verify the business requircments are satisficd before scheduling for production
deployment.

8. MAINTENANCE, OPERATIONS AND SUPPORT

8.1  System Maintenance
The Contractor shail maintain and support the Systern in all material respects as described
in the Contract, through the Contract Completion Datc. The Contractor shall make
gvaitable to the State the latest program updates, general maintenance releases, sclected
funclionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

8.2  System Support
The Contractor must perform on-sitc or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein.

As part of the Software meintenance agreement, ongoing Software maintenance and
support levels, including ali new Software releases, shall be responded to according to the
following:

The Contractor shall have available to the State on-call telephone assistance, with issue
tracking available to the State, eight (8) hours per day and five (5) days a week with an
email / telephone responsg within 15 minutes during the hours of 9:00 am to 5:00 pm
Monday - Friday and within one (1) hour of request the remainder of the hours.

a. Severity Level | is defined as urgent siluations, when any part, portion, or module of
the system is down and New Hampshire users, busincss partners or customers are unable
to use the system. Upon notification of a Severity Level | problem, the Contractor will
make every attempt to respond as soon as possible with the expectation that the response
be within {5 minutes. The Contractor will resolve Severity Level | problems within one
(1) hour.

b. Severity Level 2 is defincd as a critical software system component(s) that has
significant outages and/or failure precluding its successful operation. The system may be
operational but is severely restricted (for example, credentials cannot be opened). Upon
notification of a severity level 2 problem, the Contractor will meke every attempt to
respond as soon as possible with the expectation that the response be within J0 minutes.
The Contractor will resolve Severity Level 2 problems within two (2) hours.

c. Severity Level 1 is defined as a minor problem that exists with the system bul the

majority of the functions are still usable and some circumvention may be required to
provide service. Upon notification of a severity level 3 problem, the Contractor will make
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cvery attempt to respond as soon as possible with the expectation that the response be
within 4 hours. The Contractor will resolve Severity Level 3 problems as quickly as
possible, which on average should not exceed thirty business days.

d. Severity Level 4 is defined as a very minor problem or question that does not affect
system function (for example, the text of a message is worded poorty or misspelled). The
Contractor will work with New Hampshlre 1o determine the appropriate turn-around time
for Severity Level 4 problems.

e. Unusual Circumstances: Any issue/problem that may possibly endanger New
Hampshire technical environment will receive immediate remedial action from the
Contractor technical support staff with immediate notification to the New Hampshire IT

slafT,

8.3  Support Obligations
The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance aclivities performed for the State,

a. For all maintenance Services calls, the Contractor shall ensure the following
information will be coliected and maintained:

i.  nature of the Deficiency;

ii.  current status of the Deficiency;

ili.  action plans, dates, and times;

iv.  expecled and actual completion time;

v.  Deficiency resolution information;

vi.  resolved by,

vii.  identifying number i.e. work order number; and
viil.  issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

i.  mean timc between Reported Deficiencics with the Software;
ii.  diagnosis of the root cause of the problem; and
iit.  identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the ailotted period of time stated

abave, the Contractor shall be deemed to have committed an Event of Default, and the
State shell have the right, at its option, to pursue the remedies as defined in the P-37
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General Provisions, Provision 8, as well as to retumn the Contractor’s product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable
License fees, within ninety (90) days of notification to the Contractor of the State’s refund
request,

8.4  Contract Warranties and Represcntations
8.4.1 System
The Contractor warrants that any Systems provided under this Agrcement will operate and
conform to the Specifications, terms, and requirements of this Agreement.

8.4.2 Sofltware
The Contractor wurrants that any Software provided as pant of this Agreement, including
but not limited to the individual modules or functions furnished under the Contract, is
properly functioning within the System, compliant with the requirements of the Contract,
and will operate in accordance with the Specifications and terms of the Contract.

For any breach of the above Soflware warranty, in addition to all its other remedies at law
and in cquily, at the State's uption the Contractor shall:

a. provide the correction of program errors that cause breach of the warranty, or if
Contractor cannat substantially correet such breach in & commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
Contractor for the program license and any unused, prepaid technical support fees
the State has paid for the program license; or '

b. the re-performance of the deficient Services, or

c¢. if Contractor cannot substantially correct a breach in a commercially reasonable
manner, the State may end the relevant Services and recover the fees paid lo
Contractor for the deficient Services.

8.4.3 Compatibility’
Conlractor warrants Lhat all System components, including but not limited to the
comnponents provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate with
the rest of the System without loss of any functionality. %

9, DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensurc there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safcguard the confidentiality, inteyrity and
availability of State information and comply wilh the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and non-public information. Such security
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9.1

9.2

measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applu:s to its own Personal Data and non-
public data of similar kind.

b. Alldata obtained by the Contractor in the performance of this conteact and ali Personat
Data shall b¢ encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify dew it deems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shal! be
identified and made a part of this contract,

d. At no time shall any data or processes - that either belong to or are intended for the
use of the State or its officers, agents or emplayees — be copied, disclosed or retained
by the Contractor or any party relnted to the Contractor for subsequent use in any
transaction that docs not include the State,

e. The Contractor shall not use any information collected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.

Data Location

The Contractor shall provide its Services 1o the Statc and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of
Statc data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personne! or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kepl al its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

Security Incident or Data Breach
The Contractor shall inform the State of any security incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

a. Incident Response: the Contractor nay nced to communicate with outside partics

© regarding a security incident, which may include contacting law enforcement,
fielding media inquiries and secking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing security incidents with
the State should be handled on an urgent ns-needed basis, s part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identified contact immediately if it reasonably believes there
has been n security incident.

c. Orcach Reporting Requirements: [f the Contractor has actual knowledge of a
confirmed data breach that affects the securily of any State content thet is subject
to applicable data breach notification law, the Contractor shall (1) promptly notify
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the appropriate State identified conlact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable ineasures
to address the data breach i a timely manner,

9.3 Breach Responsibilitics
9.3.1 This section anly applies when a Data Breach occurs with respect to State data within
the possession or control of the Contractor and/or the third party designee hosting the
data as agreed upon by the Contractor and the State.
9.3.2_The Contractor, unless stipulated otherwise, shall inimediately notify the appropriale
State identified contact by telephone in accordance with the agreed upon security plan
or security procedures if it reasonably believes there has been a security incident.
9.3.3 The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State identificd contact within 24 hours or sooner by telephone, unless shorter time is
required by applicable law; if it confirms that there is, or reasonably belicves that there
has been a Data Breach the Contractor shall:
n. cooperate with the State as reasonably requested by the State to investigate and
~ resolve the Data Breach,
b.. promptly 1mplcment necessary remedial measures, if necessary; and
¢. document responsive actions taken related to the Data Breach, including any post-
incident review of events and actions taken to make changes in business practices
" in providing the services, if necessary.
9.3.4 Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor’s
breach of its contract obligation or the third party hosting company to encrypt Personal
Data or otherwise prevent its release, the Contractor and/or the third party hosting
company shall bear the costs associated with:
2. (he investigation and resolution of the Data Breach;
_b. uotifications to individuals, regulators or athers required by State law,
¢. acredit monitoring service required by State (or federal) law,;
d. a website or a toli-free number and call center for affected individuals required by
State law;and
¢. complete all corrective actions os reasonably determined by the Contractor based
on root causc; all [(a) through ()] subject 1o this Contract’s limitation of liability.

110, SOFTWARE AGREEMENT

The Contractor shall prov:de the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software

Agrcement
1. ADMINISTRATIVE SERVICES

The Contract shail provide the State with the Administrative Services set forth in the Conlract,
and particularly described in Exhibit E: Administrative Services

12, MERCHANT CARD SERVICES

The Contractor shall provide the following Merchant Card Services:
* PCI DSS Payment Application Data Security Standard (PA DSS)
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Whereas the Contractor provides a Commercial Off the Shelf (COTS) product used by the
Department of Safety which transmits, processes or stores cardholder Data and therefore must
meet PA-DSS validation requirements
Whereas the Contractor access to the production environment which transmits, processes or
stores cardholder data and therefore is considered a “service provider™ under Requirement 12.8
of the PC1 DSS Requirements and Security Assessment Procedures of the latest edition.

The Contractor agrees to the following provisions:

a. Contractor shall comply with all credit card brand rules, as applicable, in
regards to their environment. The Contractor will work with the State if any
non-compliance issues occur 1o ensure proper remediation of any non-

. compliance issues,

b. Payment Card Industry Security Standards Council (PCl 8SC) - Payment
Application Data Security Standard (PA DSS) - As the.Contractor’s product is part
of the processing, transmitting or storing of Cardholder Data it is hereby agreed
that:

i.  Contractor agrees to participate in the Payment Card Security Standards
Council (PCT) Paymént Application Data Sccurity Standards program (PA
DSS);

ii.  Contractor agrees to provide evidence of compliance, PA DSS Attestation of
Validation prior to Contract approval and upon request;

jii.  Contractor is required to provide a PA-DSS Implementation Guide with
instructions on sccure product implementation, sccure configuration
specifics, and to clearly delineate Contractor responsibilities for meeting PCI
DSS requirements. It should detail how to enable security settings within the
netwaork; and

iv.  Contractor shall immediately notify the NH Dol T Chief information Security
Officer and the Merchant Card Administrator if.it learns its application is no
longer PA DSS compliant and shall immediately provide the DOIT Chiel
[nformation Security Officer of the steps being taken to remediate the non-
compliance status. [n no event should Contractor’s notification to the Dol T
be later than seven (7) calendar days after Contractor learns it is no longer PA
DSS complaint.

c. PCI DSS Requirement 12.8 of the latest edition, Service Provider - If the
Contractor provides Services on the production environment used in the processing,
transmission and/or storage of Cardholder Data, it is hereby agreed that:

i.  Contractor agrees that it is responsible for the security of all Cardholder Data
that it obtains or possesses, including but not limited to the functions relating
to storing, processing, and transmitting the Cardholder Data;

ii.  Contraclor attests that, ns of the Effective Date of this contract, it has
complicd with all applicable requirements to be considered PCl DSS
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compliant, and has performed the necessary sleps 1o validate its compliance
with PCI DSS; and

fii.  Conlractor agrees to supply the current status of Contractor’s PCl DSS
compliance, and evidence of its most recent validation of compliance upon
execution of this addendum to the Department of Safety. Contractor must
supply to the Department of Safety an Attestation of compliance at least
annually and upon request.

iv.  Contractor shall immediately notify NH DolT Chief Infarmation Security
Officer and the Merchant Card Administrator if it learns that it is no longer
PC] DSS compliant and shall immediately provide the Depariment of Safety
the steps being taken to remediate the non-compliance status. [n no cvent shall
Contractor's notification ta NH DolT Chief [nformation Security Officer be
later than seven (7) calendar days after Contractor leams it is no longer PCI
D88 compliant.

v.  Contractor acknowledges that any indemnification provided for under the
Cantract referenced above applics to the failure of the Contractor to be and to
remain PCI DSS compliant.

vi.  Contractor shall agrce 10 work with the Department of Safety in order to
clarify how responsibilities for PCI DSS requirements may be shared, by
completing a CPt DSS Responsibility Matrix.

d. Contractor shall disclose any Nested Third Party Scrvice Provider (TPSP) that is a
part of the Cardholder Environment. Contractor shatll document the Nested TPSP's
allocation of liability, responsibility and costs relating to actions of outsourced
contractors and/or notifying the Contractor regarding incidents. The Department of
Safety shall require an Attestation of Compliance on an annual basis and upon
request from the Nested Third Party Scrvice Provider.

13 TERMS AND DEFINTIONS

Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and
Definitions,

14, CONTRACTOR'S CERTIFICATES
Required Contractor Certificates are attached in Exhibit G.
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE
The terms outlined in the Payment Schedule is set forth below:
i. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of al{payments made by the State exceed
the amount indicated.in P-37 General Provisions - Block |.8: Price Limitation. The payment
by the Statc of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

The Department of Safety intends to periodically return to, the Executive Council as needed to
amend this service contract for development of new application functionality and to execute
optional features and services bascd on operational necd and funding availability.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this ContraI:t. The Contractor must assume all
travel and related expenses incurred by Contractor in per formance of its obligations. All lahor
rates in this Agreemeni will be considered “Fully Loaded"l including, but not limited to: nieals,
hotel/housing, airfare, car rentals, car milcage, and any additional out of pocket expenses.

3 SHIPPING FEES

The State will not hay for any shipping or delivery fees|unless specifically itemized in this
Agreement,

4. INVOICING

The Contractor shall submit monthly invoices based upon|the actual hours worked in a month
by the IT Consultant personnel as supplied by the Contreclor and pennitted by the Contract
terms listed herein.  All invoices submilicd shall be subject to the State's prior written
approval, which shail not be unreasonably withheld. The Contractor shall only submit invoices
for Services or Deliverables as permitted by the Contract. [nvoices mustbe in a format as
determined by the State and contain delniled information, including without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is
sought, and the Acceptance date triggering such paymcnl;ldale of delivery and/or installation;
monthly maintensnce charges; any other Project costs or cetention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within|thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS

Invoices may be sent to:
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Department of Information Technalngy
State of New Hampshire

33 Hazen Drive

Concord, New Hampshire 03305

Attn. Mark Stewart

6. PAYMENT ADDRESS

Payments shall be madc via ACH. Usc the following linkI to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (1 S) business days, return 1o the State
the full amount of any overpayment or ecroncous paymcnl upon discovery or notice from the
State.

B. CREDITS

The State may apply credits due to thc State arising out of this Contract, against the
Contractor's invoices with appropriate information attached.

9.  PAYMENT SCHEDULES

9.1 Contract Type
This is a Not to Exceed Contract. The total Contracl value is indicated in P-37 General
Provisions - Block 1.8: Pricc Limitation for the period berween the Effective Date through
date indicated in P-37 General Provisions - Block 1.7: Completion Date. The Contractor
shall be responsible for performing its obligations infaccordance with the Contract. This
Cuntract wili allow the Contractor to invoice the State far services at the rates appearing
in Lhe price and payment tables below:

9.2 Contractor Staff Rates Worksheet
The tablc below details the hour rates for contractor resoufces by resourcc type for the
initial contract term of State Fiscal Years 2023 through 2027 and the two optional contract
extensions for State Fiscal Years of 2028 and 2029:

A

PSS M A N3 (A  T(Optiona|(Optictal
L. v PosMosTe - [SFY-2023)8FY,2004|BEY,102S SEY.2006 |SEY-2037| oy 504 | 5y 2028
|

Project Manaigea{Application Aschitect| $14500 | 315200 | $160.00 [ SI168.00 | $17600 | 14500 | $194.00
VPN/Network Support Techmician 1| $120.00 |. $126.00_|. $132.00 | $139.00 | $146.00 | $153.00 | $161.00

_(Application Developer } $12000 | 3126.00 | $13200 | 313900 | $146.00 | $153.00 | $161.00
[ AppScarien Developer 2 $110.00 | $t26.00 | $13200 | $139.00 | 314600 | $153.00 | §i61.00
Appbcatitn Developer 3 " $120.00 | 312600 | $132.00 | $139.00. | $146.00 | $153.00 | $161.00.
AppScation Developer 4 $120.00 | $126.00 [ $132.00 | $139.00 | $146.00 | $153.00 | $161.00
Appication Developer § 312000 | $126.00 [ $132.00 | $130.00 | 514600 | $i53.00 | $161.00
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9.3 Contractor Annunl Total Cost Worksheet
The table below details total annual cost lor contractor resources by resource type for the
initial contract term of State Fiscal Ycars 2023 through 2027 for a total initial contract
term cost of $9,382,000.00. The table also details total ennual cost for the two optional
contract extensions for State Fiscal Years of 2028 and 2029:

‘ - ‘ SV IGRISTVGE

. Position Titte SFY 2023 [ SFY 2024 | SFY 2025 | SFY 2026 | SFY 2027_ '(Oﬁ_t!??ilfl(opﬁo nal
Project ManigerrApplicstion Architect| 5290000 | 304000 7 $320000 |]3336000 | $352,000 |’ $370000 | 3388000
VPN/Nctwork Suppert Technician | | 3240000 | 12,000 | 164000 |{5278000 | 3202000 |7 5308000 ‘| “s322,000:"
Application Developer) 8240000 | 8252000 | 254,000 (5278000 | $292,000 [(:$3060005 (. 5322,000°¢
Applicstion Developer 2 " 4240000 | £252000 | $264000 []5278,000 | $292.000 |..$308000 | 4322,000,
Apptication Developer ) | s240000 | £252000 | $254000 |[$273,000 ! $292,000 | ;4386000 | $3x2000°-
Application Developer 4 5240000 | 3252,000 | 3264000 ||3278000 | 35292000 [i.:8306000 ./ 3312000 «
VPN/Network Suppon Technicitn 2 364,000 ' | R
Applicatien Developer 3 $22,000 | s2s4,000 |} 32780000 | s292.000 ' $308000 i siaa000:
Total Yesely Cost $1,584,000°| 1,816,000 | 51,904,000 | $2,004,000 | 52,104,000 [52:206,000.| $2:320/000:
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|
EXHIBIT D - CUSTOM SOFTWARE AGREEMENT
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Software Title. The Contractor agrees that any and ail workjproduct created pursuant to this
Agreement, including but not limited to all Software, are deemed to be “works for hire” within the
meaning of the Copyright Act of 1976, To the extent Contractor is deemed to have retained any
legal title, rights and interest in these works, Contractor hereby assigns any and all such title, rights,

and interest (including all ownership and intellectunl property rights) in the Sofiware and related
work product to the State of New Hampshire in consideration for the promises set forth within this
Agreement.

- The State shall be entitled to copies of any work product upon request
10 Contractor. At the conclusion of this Agreement, Contractor agrees to provide all copies of the
Software for all versions, including related documentation, to the State. Contracior shall not retain
any work product associated with this Agreement unless suthorized by the State in writing,

Restriclion on Use. Unless specifically authorized by the State, Contractor shail not utilize work
product derived as part of this Agreement in any manner other than as required by Contractor to
complete its obligations under this Agreement.

Software Non-Infribjtement. Contractor warranis that the Software, including any and all
component parts thereof (“Contracted Works™) that are orilginal works of the Contractor that do not.
violate or infringe any patent, trademark copyright, trade name or other intellectual property rights
or misappropriate a trade secret of any third party. ’

The warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract, In the event that someone makes a claim against the State

that any Contrected Warks infringe their intellectual property rights, Contractor shall defend -

and indemnify (he State agninst the clnim provided that the

Promptly notifies Contractor in writing, not |at
actual written notice of such ciaim;
1

Gives Contractor control of the defense and any

c. Gives Contractor the infonnation, authority, and
against or settle the claim.

State:

er than 30 days after the Statc receives

settlement negotiations; and

assistance reasonably necded to defend

Notwithstanding the foregoing, the State’s counsel may participale in any claim to the extent the

State secks to assert any lmmumhes or defenses applicab

{e to the State.

If Contractor believes or it is determined that any of the gcntracted Works may have violated
someone else'’s intellectual property rights, Cunlmctor may choose -to either modify the
Contracted Resources to be non-infringing or obtain a license to allow for continued use, of if

s

22,
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these alternatives are not commercially reasonable, Contractor may end the license, and
require return of the applicable Contracted Works and refund all fees the State has paid
Contractor under the Conlract. Contraclor wifl not lndemnilfy the State if the State alters the
Contracted Resources without Contractor’s consent or Uses it outside the scope of use
identified in Contractor's user Documentation or if the State uses a version of the Contracted
Works which has been superseded, if the infringement clmmI could have been avoided by using
an unaltered current version of the Contracted Resources which was provided to the Stote at
no additional cost. Contractor will not indemnify the State'to the extent that an infringement
claim is based upon any information dcsign, Specification, instruction, Soflware, data, or
material not furnished by Contractor. Contractor will not|indemnify the State to the extent
that an infringement claim is based upon the combination <I>f any Contracted Works with any
products or services not provided by Contractor without Conlractar's consent.

5. Viruses, Contractor shall provide Software that is free of viruses, destructive programming, and
mcchanisms designed to disrupt the performance of the Software in accordance with the
Specificalions.

Remainder of this page intentionally left blank
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EXHIBIT E - ADMINISTRATIVE SERVICES

1. DISPUTE RESOLUTION

Prior 10 the filing of any formal proceedings with respect to a dispute (other than an action
sccking injunclive relief with respect to intellectual | property rights or Confidential
Information), the Party belicving itsclf aggrieved (the|“Invoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the other
Party. Such notice shall be without prejudice to the Invoking Party’s right to any other remedy
permitted under the Contract.

The Partics shall use reasoneble efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotintors for the
Parties at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:

Table E-1. , |
DISPUTE RESOLUTION RESPONSIBILITY AND SCHED:ULE TABLE
CONTRACTOR STATE
LEVEL  |POINT OF CONTACT POINT OF ICONTACT Er A
y Leepak Pant Merk Stewart 5 )
Primary Decpek.Pany@dos.nh.goy Mark, WiStewnn@iduitnhigoy_ s0a
Norayan Kashyap ’
Flet . 2 om:g ?vaitdl d@doitah.gov 10 Days
£91-0910996676 anld; W egi@ioitinh o .
‘ Ashutosh Jha hsst. Commissioner Richard Bailey E
Second hutgsh, ] had) roe.con) ichard.C.Bgilcylr@das.nh gov i3 Dnys
Shailendre Agrawal ,
Third ShailendmAgmvl@coforge.som CommissionTr of DolT 15 Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s
nolice is received by the other Party. Subsequent ailotted time is days from the date that the
original Invoking Party's notice is received by the other Rarty.

2 ACCESS AND COOPERATION

Subject 1o the terms of this Agrcement and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-based
Systems, Software packages, Network Systems, security| Systems, and hardwarc as required

1o complete the contracted Services.
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3. RECORD RETENTION

Contractor and its Subcontractors shall meintain all Project records including but not limited
to books, records, documents, and other evidence of acc'ounling procedures and practices,
which properly end sufficiently reflect all direct and indirect costs invoiced in the performance
of their respeetive obligations under the Contract.  Contractor and its Subcontractors shall
retain atl such records for three (3) years following lcrmma'uon of the Contract, including any
extensions. Records relating to any litigation matters r'egardmg the Contract shall be kept for
one (1) year lollowing the lermination of all Iitigalion, including the lermination of all appenls
or the expiration of the appeal period.

Upen prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these
. items shall be provided within Merrimack County of thé State of New Hampshire, unless
otherwise agreed by the State. Delivery of and access to such records shall be at no cost to the
State during the three (3) year period following termmanon of the Contract and one (1) year
Term following litigation relating to the Contract, :ncludmg all appeals or the expiration of the
appeal period. Contractor shall include the record retentign and Review requirements of this
section in any of its subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepled
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable
from the accounting System.

5. AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1  Access (o State Systems
In considerntion for receiving access to and use ofj the computer facilitics, network,
licensed or developed software, software mamtnmed or operated by any of the State
entilies, systems, equipmnent, Documentatlon mformatlon reports, or dala of any kind
{hereinafter “Information”), Contractor understands and agrees to the following rules:

6.1.1. Computer Use :
a. Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

b. That informetion shall be used solely for|conducting official State business,

and all other use or access s strictly forb1ddcn including, but not limited to,

personal, or other private and non- .Stafe use and that at no time shall
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Contractor access or attempt to access any information without having the
express authority to do so.

: c. That at no time shall Contractor access or attempt to access any information
in a manner inconsislent with the upprt'wed policies, procedures, and for
agreements relating to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub- Iicen'sed modified, reverse engineercd,
rented, or sold, and that at all times Contractor must use utmost care to protect
and keep such software strictly conﬁdentml in accordance with the license or
any other agreement executed by the Siate Only equipment or software
owned, licensed, or being.cvaluated by tl-lne State, can be used by Contractor
Personal software (including but not limited to palmtop sync software) shall
not be installed on any equipmcnl

e. That if Contractor is found to be in vuolatlon of any of the above-stated rules,
the Contractor may face default and termination under the Agreement and the
individual may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a wolat:on of law,

. That computer use shall follow the Stale standard policy (Statewide Computer
Use Policy is available upon request)

6.1.2, Email Use _
Emeil and other electronic communication messaging systems are State of New
«  Hampshire property and are to be used for business purposes only. Email is defined as
“internal email systems” or “State-funded email systems * Contractor understands and
agrees that usc of cmail shafl follow State standard pol'cy (Statewide Computer Use Policy
is available upon request).

6.1.3. Internet/Intranet Use
The Internet/{ntranet is to be used for access to and d|slr|bunon of information in direct
support of the business of the State of New Hampshlre according to State standard policy
(Statewide Computer Use Policy is available upon request).

6.2  State Website Copyright
All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The Stntelshnll also retain all right, title and
interest in any user interfaces and computer mstruclnons embedded within the WWW
pages. All WWW pages and any other Data or information shall, .where applicable,
display the State’s copyright.

6.3 Workspace Requirement
The State will wark with Contractor to determine requirements for providing neccssary
workspace and office equipment lor Contractor’s staf.

64  Workplace Hours
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Unless otherwise ngreed to by the State, the Contractor’s personnel shall work forty (40)
hour wecks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New
Hampshire holidays. Changes to this Schedule may be made upon agreement with the
State Project Manager.
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EXHIBIT F - TERMS AND DEFINITIONS

The following genernl contracting terms and definitions apply except as specifically noted elsewhere in this

Contract.
TERM DEFINITION
) Acceptance Notice from the Sl.ate that a Deliverable has satisfied

Acceptance Test or Review.

Agreement A Contract duly executed and legally binding.

information required to be 'kept Confidential and restricted
from unauthorized| disclosure under the Contract.
“Confidential Information” or “Confidential Data” means
all private/restricted [confidential information disclosed by
one party to the other such as all medical, health, financial,
public assistance Pencﬁls and personal information
including without limitation, Protected Health Information
and Personally Identifiable Information.

Confidential Information also includes any and all ‘
Conlidential Information inforination owned o:r managed by the State of NH - created, '
received from or on behalf of any state agency or accessed !
in the course of performing contracted services - of which ._
collection, disclosure, protection, and disposition is y
governed by state |or federal law or regulation. This
information includes, but is not limited to Criminal Justice
Information (CJI), {Personal Health information (PHL),
Personally ldenttf'mblc Information (P11), Personat Finencial
Information (PFI), chcral Tax [nformation (FT[), Social
Security Numbers (SSN), Payment Card Industry (PCI),
and or other sensitive and confidential information.

Statc rccords, files, forms, electronic information and other
: documents or information, in cither clectronic or paper
Data _ form, that will be used /converted by the Contractor during
the contract term.
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Data Breach

Data Breach means the loss of conltrol, compromise,
unauthorized  disclosure, unauthorized acquisition,
unauthorized accf:ss,I or any similar term referring to
situations where pcrsg'ms other than authorized users and for
an other than authorized purposc have access or potential
access lo personall:'f identifiable information, whether
physical or elcctromc With regard lo Prolected Heaith
[nformation, "Data Breach” shall have the same meaning as
the term “Breach” in section 164,402 of Title 45, Code of
Federal Regulations.

Deficiency (-ies)/Defects

A failure, shoncomlng orerror in a Deliverable resulting in
2 Deliverable, the Software, or the System, not conforming
to its Specifications.

A Deliverable is any' Written, Software, or Non-Software
Deliverable (letter, report, manuul, book, code, or other),

Deli
eliverable provided by the Conlractor to the State or under the terms
of a Contract rcqulrcmcnt
DMV New Hampshire Division of Motor Vehicles

Documentation

| All information that| describes the installation, operation,

and use of the SoR‘wnre, either in printed or electronic
format. i

Enhancements

Updates, additions, modifications to, and new releases for
the Software or Syslem and all changes to the
Documentation as a result of improvement in quality, value,
or extenl.

Hosted Services

I
Applications, IT inl;raslructure components or functions
that organizations access from external service providers,
typically through an 'inlcrnct connection.

Hosted System

The combination of, hardware, software and networking
components used by the Applicalion Service Provider to
deliver the Hosted Sérvices. .

Identification and Authentication

Supports obtammgl information abOut those parties
attempting to log on [to a system or application for security
purpases and the validation of those users.

Implementation

The process for makin g the System fully Operational for
processing the Data.

g

New [Hampshire Justice Information Bureau
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Municipal Agent Automation Project represents a statc-of-

AP
A the-art Motor Vehicle|0nlinc Registration and Title System.

Informaticon, other thlan Personal Information, that is not
subject to distribution to the public as public information. It
is decmed to be sensitive and confidential by the State
because it contains information that is excmpt by statute,
ordinance or administrative rule from access by the general
public as public infor'rnntion

Non-Public information

Operational means lhat the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State i in its daily operations, and the State has
issued Acceptance.

QOperatignal

“Personal Information™ (or “PI") or “Pcrsonally Identifiable
Information” (Pil) means information which can be used to
distinguish or trace én individual's identity, such as their
name, social sccunty number, personel information as
Personal Information defined in New Hampshire RSA 359-C:19, biometric
records, etc., alone, c;r when combined with other personal
or identifying mformataon which is linked or linkable to a
specific individual, stich as date and place of birth, mother's
maiden name, etc.

The planned undenakmg regarding the entire subject matter of an
Project RFP and Contract and the activities of the parties related hereto.

A written plan put forth by a Contractor for consideration
in response to a sohcuatnon by the State.

“Security Incident’} shall have the samc mcaning
“Camputer Security (Encident™ in section two (2) of NiST
"Publication 800-61, Computer Security Incident Handling
Guide, National Institule of Standards and Technology,
U.S. Department of Commerce.

Proposal

Security Incident

Servi The work or lnbor tolbe performed by the Contractor on the
ervices Project as described in a contract.

All Custom, SAAS| and COTS computer programs and

Softvere applications provided by the Contractor under the Contract.
Software Deliverables . All Cusiom, SAAS nlnd COTS Software and Enhancements.
Software License Licenses provided tq the State under this Conlract
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| The capability prowded t0 the State to use the Coniractor’s
| applications runmng on a cloud infrastructure, The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.
Web-based email) ora program interface. The State does
not manage or contrql the underlying cloud infrastructure
including network, servers, Opcrating Systems, stornge or
even individual application capabilities, with the possible
exception of limited u'ser-speciﬁc application configuration
settings.

Software-as-a-Service (Saa$)

Written details thatI set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any pcrfofrrnance standards, Documentation,
applicable State and federal policies, laws end regulations,
Specifications State technical stall'ldards, subsequent Statc-approved
Deliverables, and other specifications and requirements
described in the Contract Documents, The Specifications
are, by this reference,|made 4 purt of the Contract as though
completely set forth hercin.

All Data created or |n any way originating with the State,

and all Data that is lhe output of computer processing of or
other electronic mampulatuon of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor’s hardware or exists in any system owned.
maintained or otherwise conirolled by the State or by the’
Contractor.

The New Hampsh:re State Fiscal Year (SFY) runs from
State Fiscal Year (SFY) July ) of the precedmg calendar year through June 30 of the
applicable calendar year

A person, pannershlp, or company not in the employment
of, or owned by, lhe Contractor which is performing
Services under this Clomruct under a separate Contract with
or on behalf of the Contractor.

All Software, spcclﬁed hardware, interfaces and extenswns

System integrated and f'uncnomng together in accordance with the
Specifications.

Period of the Contract from the Effective Date through the
Term Completion Date identified in the P-37 General Provisions
or termination.

Supports the couﬁrm:ation of authority to enter a computer
syslem application or netwaork.
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The conditions under, and period during, which the
Contractor will rt:p.'.nrl replace, or other compensate for, the
Warranty defective item without cost to the buyer or user. [t also
delineates the rights and obligations of both parties in case
of a claim or dispute.

A period of coveraéc during which the Contractor is
Warranty Period respansible for provudmg a guarantee for products and
Services delivered as dt,f'nf.d in the Contract.

Documentation that details the activities for the Project
created in sccordance with the Contract. The plan and
delineation of lasks, activities and events to be performed
and Deliverables to|be produced under the Project as
Work Plan specified in Appcndm B: Business/Technical Requirements
and Deliverables. Thc Work Plan shall include a detaiied
description of the Schcdule tasks/activities, Deliverables,
critical events, task dependencws and the resources that
would lead and/or pamclpate on each task.

Rénminder of rhis page intentionalily left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

L ATTACHMENTS

a. Exhibit B Business and Technica! Requirements —|{Attachment |
b. Criminal Justice Information Services Security Addendum — Attachment 2

2, CONTRACTOR CERTIFICATES

a. Contractor’s Certificate of Good Standing
b. Contractor’s Certificate of Vote/Authority
¢. Contractor’s Certificate of [nsurance

Remalinder of this page intentionally left blank
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1. ATTACHMENTS
a. Attachment ) - Exhibit B Business and Technical Requircmenls

. Slnte Requirements r ~[ :'_ " 4 ,"; Vendor %y ‘:-:. ]
=i TR e = ERTI, 3 = e (3 ] 3 : = <'| . P
T IR L ‘ L o T ] Vendar - Delwery 2 o Ea e
s U | : (§
Req# ; RequxremenlDe.scnpllo_n s 2 ;V'Cr.m%al!_iy Response:| Method | Commge_n.tg
: o 2 .J.J.. " :.:; "A"- ', -l." '- .. ¥ 5K, u-"'... k. .:.-..,“"..:.l,. ':l | T .‘-l L :“ l.i—- ‘l' ..'. RO St RN -. .n....~.‘-

Y ’nm.th'llmm'u :/ lpplu mmn luhm'u

., . ‘."E . & _'-. ' -‘ L ‘} . 2 R "
| System Specifi C?!me_"%m.!‘.eq"'r-ewcﬂte;;. VAR R W SN, N .
; * .| Thorough understanding of technologies and " -~ =i "4 7 R
b g tools used in Key opplicationsaised by: DMV N P o
A'll -and State;Police, 85 outlinediin:this'RFP-(see ™ .‘.M--! . ch F :Stqndar'q__;l. CoL
3 TechmcalSkllls requirements) ' .7 . i.“-‘ e I R T 2
) Ability to develop application cnhancements
Al consistent with the present design in both M Yes Standard
code and Ul .
= T — - . —tp————
L .The ability to.conceptualizé futore . e
13, funcuonahty by leveraging ar:exteridingithe " "M';‘ Yes, & 3§'Stqndnrd"-‘ " 4
LT | existing desugn and-recommendlng opumal A : e owmr |
'  odsolutions - 0oL WD e nld :

Recenl experience working with public seclor
Al.d customers, such as State, tocal or Federal M Yes Standard
government agencies

: . ‘Experlence mmmgmg-multlple projecls, l -_q ' AR . : &y
'AlS utilizing both watérfal] undlAglle T kMY o - .-:ch- -y _'Smndard o s I
* | methadologies s L S L i

Thorough undcrstanding of implementing and
AlLG utilizing GitFlow workflow/branching M Yes Standard
strategy 2
AL7 Expé“fienéc maqdéiﬁg t.c;m.assig_'nménts' | - .‘ ?e"s - ;.; .S.t:undard -
Al.8 | Experience working in matrixed organizations | M Yes Standard
AlS Ablllty to do cffecm{c code. revn::ws ofuthcr bl yes T W Stndard |- Lo
. "developers * wlt o A -l e ‘_
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY
DOS 2022-036/Dol T 2022-036 - DMV MAAP AND JIB COVSULTING DEVELOPMENT SERVICES
EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

Thorouph undcrstanding of CJIS compliance
requircments. Consultant staff niust provide to
the State Project Manager proof of completing
bi-hnnunl Cis -lrairiing

P B R T VPRSP Ly I |

M Yes ‘Standard

AlLI1D

L1t

it a\lnmw:. l/)lﬂ[lh( ‘ution fln frite '

System Specnl‘ ic Consulrnnt Requlrements G s ; i “ “-',.‘_

al Thorough undcrstandmg ofPCt complmnce O T P . A ‘, ) .
requirements. Consultant staff must provideto | ° |° £ 0 " | , o
the State Project Managcr.proof of c0mple11ng M e _Slt‘gn.dard .
: annual PCl.lrammg - DT SUVRNRNE 50 N et e el

- alar g Pl ; o, L . et

Thorough understanding of' State of NH driver

. , . M Ycs Sla;rdurd
privacy rcgulallom and compluance

Al1R2

'Thorough underslandmg ofmotorvehlcle' o i{es 'y Standard g ?

“A1.13
‘A  registraiion and tllllng proccsscs nnd’systems

Expertise in devcloping new APIs using 5

Al14 | REST and SOAP web services. Knowledge of | M Yes Standard
integration protocols and Standards.

. u.: Fxperlence dcvelopmg -and managmg 1. _ | . D
-ALYS | iiterfaces to Féderal Systems:(izé.,.FBI, o ML T b Yes | 'Standard! |, R
'+ .. | NLETS,MMUCC,NIEM,CHIEFetc) . | .. 1. " |~ L '

Knowledge-of govemment sector interface M Yes Standard

AVT6 | Giandards (¢.g., NEIM, CHIEF, MMUCC)

N

N \Famulnarnt}' with the Amencar; 'Ass-,bcla-non of ol R |
AlL17 /| -Motor Vehlclc Administrators’ (AAMVA) M) [Yes - [Standard
* ~" |programs and'guidelines .. I L I

Expericnee in systems integration involving
projects across Judicial, Execuu_ve, and M Yes Standard
Legislative branches for enlerprise
applications

Al.l8

"l-.xpcrlcncc unllzmg Microsoft DevOps for- p 1.
.codc management, Agile management’ of M Yes - | standard | b i
Jisprints, ptpelmcs,.rr.pm user stories, epics, 10 } R A ]
:backlog, bugs,:documentation, and testing . | o I P R LR

e

E,Al:l9_'

xpericnce with high-availability architecture
A1.20 | within an Oraclc WebLogic, Redhal EAP M Yes Standard
environment

Al2r

td
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY / DEPARTMENT OF IN:FORMATION TECHNOLOGY

DOS 2022-036/DoIT 2022-036 - DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
Al22 Exqcnence with physical design and unit M Yes Standard
lestmg
; ."-FZ' Expenence wnh conducting performance h ':'!. ' g e o
[,AI 23 " «teslmg and: mmng L e ‘..'"M ' Yc§ : "Slﬁar?dgrsr i
Al1.24 | Experience with system implementation M Yes Standard
..Al.l,s f-",_éxpe-r'i‘ence‘wilh in_t"cgrgtion lcstim—g ' y M ch J.Standard
Experience with developing to defined
Al1.26 | business requirements and User Story M Yes Standard
Development .
- -';_'Abllttyto provide durecuon quahty ovcrsnght' (N : } oo =2 )
' AIZ‘J’ anditechnical trainifig © - ¥ . hf i ch: S}e_ndar'd »
Experience in facilitating meetings with
Al.28 | participation from all levels of the . M Yes Standard
organization i
A129 | Providebug fixes as directed .+ i T "IMe | Yes o, |-Standad 0"
Provide thorougi\ doéumcnt.ation for the new
A1.30 | feature enhancements consistent with existing | M Yes Standerd
| documentation
‘AL3E . IPrcmde trannmg mntcnals and’ conduct" i -M o ks 'Y-cs: oo Skt
©em 0 training ofrthé new cqhancemen&s_ st ull e L og o b e 0] e
A1.32 Conduct thorough knowledge transfer to State M Yes Erapidand
IT resources
.A1.33 ‘-:i_Abi!'fiy to-qﬁié'l(ly ni'as:lcr new élk'i__lnls_. L "-'__h ".'M:':-. _':l_IY_.es _’-S_tllandér'd
Experience designing major aspects of the
AL34. architecture of an apphcaflon, including M Yes Seanded
components such as user imerface,
middlewnrc. and infrastruchire
Al3S | Expcncncc prov:dmg techmcal Icndershlp to~ M i ?'c_s o b 1 standdrd 4
T Lhc appl:cmmn dcve!opmcnt team . S T e
AL36 Experience performing design and code M Yes Stindaid
reviews
ol 137' | Ensuring thatumf'orm cmerprlse-w:dc N‘l +es ‘ ; Sta s
: - | application design Standords.arc maintained | - . |
Page 49 of 62 \\/
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DOS 2022-036/DolT 2022-036 - DMV MAAP AND JIB CO'\'SULTING DEVELOPMENT SERVICES

STATE OF NEW HAM PSHIRE
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

AlJ8

Experience collaborating with other
stakcholders 1o ensure the architecture is
aligned with business requirements

Yes

Standard

A1.39

: ::'H:gh level of techmcal expertise,-combined]- -

.with exccllcnt plannmg, coordinatior and

{ communication sk1|ls nnd the abihry 1] work

| -oniteams:

R

} Standard, |

A1.40

Expenence with relevant development toots
and specific application and system
architecture, in addition to a strong
understanding of object-oriented design

Standard

CA L]

" Ex'pcm.se in the desugn devélnpmcﬁt and

[ deployment of enterprise-level N-tier

“archilecture in & Java Enlcrpnsc-Edltlon L

iplalf‘orm TR e e ¥

. | ISla‘nidzllrc._il-

.

Al.42

Excellent commumication skills, bath verbal
and written

Standard

._Al'.43

Poml contact bcnvccn State and the suppon
 téam..Coordinates |n1lml|vcs identificd: by
1 State with-the : support team from: thc onsct
unti: |mplcmentat|on X

N OO, s PO

9!"'.

r

" Standard) [

Al.dd4

Consutts with functional unit management
and personnel o identify define and document
business needs and objectives, current
operational proccdures, problems, input and
output requirements, and Jevels of systems
RCCESS. ‘

Ycs

Standard

‘Perform duncs asa dcvelopmem proJect ,.
“manager. Dcvclop task lisls, project '
documcnlauon mamtam projéct status "
repon:ng, and ensure milestones.are |dennﬁcd
and met. B :

{

- | Yes

Gor o o,
‘-.Sl_andar‘d"

r
lew

Y

Al4dé

Analyzes the feasibility of, and develops
requirements for, new functionalitics and
enhancements to existing functionalifies;
ensures the system design fits the needs of the
users.

Yes

Standard

"AL4T

' Dcmnnstratmg annllcatmnlprnmrypee and
1 mtegratmg user, f'ccdback

3.

.M' -.

| Stadard” [ -
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STATE OF NEW HAMPSHIRE

|
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY

DOS 2022-036/DolT 2022-036 -

EXHIBIT G - ATTACHMENTS AND CONTRJJCTOR CERTIFICATES

DMV MAAP AND JIB CONS['IJLTING DEVELOPMENT SERVICES

Al.48

Tracks and fully documents change for
functional and busincss specifications; writes
detailed universally understood procedures for
penmanent records and for use in training,.

Yes

Standard

‘A1.49

1! Idcntif’cs opportunities-for- imp-m\'.ri'ngd

:busmess,pmccsses through, mformnllon
systems ‘and/or non- system. drwer changes_
" assists in the preparation oﬁproposais to:

- ‘dcve]op new systems and/or operanonal

changcs

.

Yes

. ' * Standard: '

. ']l .

Al1.50

Reads and interprets technical information
and translates in lerms undeestandablc to the
end-users.

Yes

Standard

-,.Al"sslli

. Plans organizes, and conducts business

ol process rcenganecrmgllmpmvemenbprojecls
| and/or management reviews of MAAP and
. Justlce Infnrmatmn Bureau'systems. _

% Z
) .

Yes. =3

i I

Standard} - .

Al.52

Conducts change impact analysis to assess the
potential implications of changes and
documents MAAP and Justice Information
Bureau busincss rules, functions, and
requirements.

Standard ;

. " 'Provrd'es t'echmcal'assman’;:c |n'trammg,
ALS3 ¢

mcnton rg, and coaching prof:ssaonal and .
lcchmcul ‘stafl.

d .

-

"| Standard

Al.54

Provides work direction to one or more
technical or clerical staff or acts as a team
lead on designated projects or assignments.

Standard

1 TechnicailSkijls-

T T

™
PP

ISR ot Camary

ALlLl

Java 1.8 and higher

Standard

Atz |

Javé'EE 7 and higher .

‘Standerd

AlLLJ

Enterprise JnvaBeans 3.0 and hughcr

Standard

|AL14 |

ServleLs S sl s or _mm a3

el gl “panl o BT A

i _S_tanc'_ih"rﬁ.i: .

AlLlS

JSP components

Standard

“AliE

[

.___.-..‘u.-.-. T N -.':_.

['standadd |

AlLl7

Oracle Stored procedures, triggers, functions

Standard
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Contracior liitinls?

Date: _"]/] o2l \\—




. STATE OF NEW HAMPSH;[ RE
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DOS 2022-036/Dol't 2022-036 - DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES
EXHIBIT G - ATTACHMENTS AND CONTR.A[CTOR CERTIFICATES

jAl.rl.-si Idraé.]e'-Dat-ab_asc 19¢ and h"ighc_:r?"_,.: oy ) _.::.';'_ M f._.ff? Yés i ‘ .-Slgrlc_ig.rd; ' -

AL1Y% | MS SQLU Server 2016 and higher Standard

Yes
Veis 2]

“.
=
SR

| ALLI0 ' HTML: GSS/UliBootstrap: ;' 4., & ~F Standards |

Al1.L11 { WcbLogic 12¢ and higher Yes Standard

v

AlL12 Yeés | Standard{-

Al.l1) Yes Standard

1 f_{'e,ci'lilatl ‘E'A.‘F;»f 7-:x‘ﬂh'c‘iwhli'gl3"err'ﬁ'
XML, JIBX. XSD
ALLid4 _S_CA'P?REST Web S::wiécs R Yes ’>."St-ahﬁ'a}d" .

AL.1.15 | Jasper/Business Objects-Crystal Reports Yes Standard

ML o oL \ i{’,'c_:s‘ . .Smr{dard:' ;

i Ao . r

ALL16

ESB/SOA/Apache Service Mix/JBOSS

EAP/FUSE Standard

ALELT Yes

L

Al'll-.lﬂE.HPZUX..RHE-I:.‘B sndhigher = .. Yes " |'Standard |
ALLIYS [ JAX-WS Yes Standard
A1‘1120' ;Str_u_l's_ - -.-. . + : ‘ :..’"L.rj 1 CYes o "- Sfﬂl’\dard T h : Rk

Al.121 | Tiles Slandqfd‘

AT JAXRS R R T RS R 'Staddard | e

2|2z |glz|2] = |Z=zl=zlzlzl{z|z]z

Al.1.23 Slnndgrd

Jersey

Z

¥
2
)

Al1.24 :Ec‘iiﬁsc}ipﬁ-‘ L ~ | Stapdard';

4

Standard

AL.1.25 | JavaScript

.. Fstandard! |

=

AL126 A'n.gl-;.l.gr .IS,.I}QQts'g@'a‘g i

<

Slanrdard

A1.1.27 | Angular 12 and higher

ALL28 [ISONS e u ey - I'Standard?| .

Standard

AL.1.29 | Ant, MAVEN

o o s, o Ao T ..ﬁ:—r. = a": T, ";-':'. e ity & 5 ... " ™ =7 [ ,‘.... -
ALI30 PGiflow TR L e T 0T o i) Yesy . =‘Standaed |- 4

Al.131

Eclipse, NetBeans, Visual Studio

Standord

R

-A1,1.32

:Microsoft Active Directory

B fé'{;_ndurd:"

A1.133

Microsoft DevOps 17 and higher

Standard

ALL34

tHTTPS, SSL, FTPS, SFTP, eté. configiirations.

zl=zhz|zlz1z

: ;-': 'S.rlgin'dard-:'; A
et -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY
DOS 2022-036/Dol T 2022-036 - DMV MAAP AND JiB CONSL’JLTING DEYELOPMENT SERVICES
EXHIBIT G - ATTACHMENTS AND CONTRAICTOR CERTIFICATES

A1.1.33 | Unix/Linux Shell Scripting M | Yes Standard

:1};\11.!.36: J.?lwasc Paymem Sclutions ; L . M ,“'{{:e's i Su;n—aa-n:l—“_r o

lfg‘iiﬁun:I_}e_t_'uh_:i:_u}: Lk

':Syglem.Spcciﬁc 'C:t).nsulltaqt R::q.i.:glfjc;‘ﬁcét“s;“--_ r -

Thorough understanding of technologies and
tools used in key applications used by DMV
‘and Staie Police, as ouvtlined in this RFP (see
Technical Skills requirements)

Al.l M Yes Standard

. PR 'Abl|ll‘ylt0 dcvclop appllcation cnhancemcnts R K Con o
A2 - | consistent with.the prcscnldemgn.m both -« [M."] ©1.Yes-7 | Standardi || 7
E .codc nnd'UI g : j :

LA LT ERTIRI AC BE I (W 22

Recent experience working with public sector
| A2.3 customers, such as State, local or Federal M Yes Standord
govcrnm ent agencies

— mo . a3 v i TS -ty L. S
o T Under W Sl e e, S L
A4 U ?e standmg chent requlremenlsfuserstorles_ ME L Yes X W Standard | -
S 5 ‘nnd how-they translate in application-features |° = AT, '

Expcricnce managing multiple projects,
AlS utilizing both waterfall and Agile M Yes Standard
| methodologies .

= ;Y . T o maty

a te Thorough undersmndmg oflmplcmennngand O f L S

| A2.6 ] Oilizing GllFIow workﬂowlbranchmg N B Yes - |-Staridard:
" [stategy |, R R P o

Ability to do effective code reviews of other

A2 developers

M Yes Standard

7. | Thorough understanding of. Cil§: compllance I DR "L PR B R
© a4 | Tequirements: Consullunls!affmusl provide to, [, b o fro LT o o B W
i T | the State:Project Manager-proof of. complctmg Mg ZY-F?_' " :r‘S_l.n.nt_:lm:n ey T
' 5~b1 -apnual CIIS training, / Coraleafy o .

S e, B < T AT Pajenal om0 e s
5 i 5 y . a1 .

Thorough understanding of PCI complmnce
requirements. Consultant staff must provide lo

the State Project Monager proof of completing M Yes Standard
annuat PCI training

Al9

Thorough undcrstandlng ufState ofNH drwer N L # wves. " | sidndard” )
,,pr:vacy regulallons and comphancc . S Sob T el 7 ga

st v g - I

Thgroug_h unders}apdmg of motor vehicle M Yes Standard
registration and titling processes and systems
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STATE OF NEW HAMPSH'IRE

DEPARTMENT OF SAFETY / DEPARTMENT OF lNFORMATION TECHNOLOGY
DOS 2022-036/DolT 2022-036 - DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES.
EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

; " Experlence in dcve]opmgmcw AP[s-usmg i . i W o - o :
A212 . Rl:.S [ and SOAP web scivices, - L .; . _'P' 2 , .)ffs‘ Stan,dard ’_;
Experience develdping” and managiog ; '
A2.13 | interfaces.to Federal Systems (i.e., FBT, M Yes Standard
NLETS, MMUCC, NIEM, CHIEF eic.)
! Knowludgc ol'govcmmcnlsectormtcr;';éc '_l 5‘:?-.4 S
AZ1E | Standards (e.8, NEIM, CHIEF, mvuicgy | M ] . [TYes [ | Standard |
‘| Familiarity with the American Association of
A2.15 [ Motor Vehicle Administrators (AAMVA) M Yes Standard
programs and guidelines
. Expencncc utihzmg Microsoft Dchps fon l"- : _ . .
A2LE il codc-managcmcnt ‘Agile:management.of .- : M Yes - Standard-
sprints, pipelines, repos user stories, epics, ‘;, v i it
) backlog, bugs; documcntnlmn anditesling o\ o ) TR 2 (T T B
Experience with high-availability architecture ‘
A2.17 | within an Oraclc WeblLogic, Redhat EAP M Yes Standard
énviromnent
S ‘.-Expcncncc in systems mlcgranon mvo]vmg -"“;:-?H T P EE ]
'AZ.Iﬂ -projects across Judtcml Executwe and. ™ Iy $5 o ch‘ e  Standard’ .a‘
Legislative branches for enterprise ) = 3 I D
[ . ¢ |epplications- - . . o v de ok T
A2.19 Expcricncc with Logicnl design development | M . Yes Standard
HER) S Egpics T e ;: e 0 * ."' 5]
-A2.20 .Expcncncc.wnth physmal demgn and umt M Yes . Standard’
e [ testing. _ e s B M e i 5
% x e 3 ) 1 P s e iid —_— F
A2.21 Experience with conducting pcrformance Vs Siandard
testing and tuning
n T T ol ; i op P R D S om
'A2,22 [:Experience with systemiimplementation” ‘' |'M. " Yes *1 Standard
A2.23 . Compiles_and evaluates user feedback for Yeg Srandard
potential improvements to software
0 2 o - s 24 B B
e Write: hlgh qualuy sourcc oodc to progrnm ¥ | Rt i, TR T
;'M'Zi compicte'applications within deadlines ~ ' rﬁf; . \{cs ".Sta.ndar“ g v
Ad.25 | Experience with integration testing M Yes Standard
_ .- | Experience with developing to defined” | < T fL el T T F
1A2:26- - | Business requirermients.and Uscr Story M Yes . | Standard. [ 1
i | 'Development T T T L, : ' i R ;
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY / DEPARTMENT OF INFORMATION TECHNOLOGY |
DOS 2022-036/DolT 2022-036 - DMV MAAP AND JIB CONSULTING DEVELOPMENT SERVICES

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

Designing creative prototypes/mockups
Ad27 nccording to specifications H Kiea Shenacd
g 9g Troubléshoots; debugs, maintains; and Y D e |
..A2_.28 1improves existing: software ; ”Y-es Standard g
A2.29 | Provide bug fixcs as dirccted M Yes Standard
* '. | ‘Provide thorough documentation for the new P T o O A
1A2.30; - Ifcnturc cnharnceincnts consnstenl with: exnsung M- Yes Standard ,
L as ) ,;documcntmmn Sy Pyt e d | 1.~ -
Provide trmnung materiels and conduct
A231 {raining on the new enhancements M eS8 Stafdacd )
A2.32 ‘Conduct thoroughllfnowlcclgc transrer to. St.atc M' Yes .‘:.‘. Stan dnr d
: ] IT resources w ; - Lo ;
: g s s gl by g
A2.3) | Ability to quickly master new skills M Yes Standnrd
Tt e e
A234 Ensurmgthal unlform enlerpnsc-mdc - Yes "Slanda.rd
; -application: deesignStandards are maintained R 1 ;
Excellent planniny, coordination and
A2.35 | communication skills, and the ability to work | M Yes Standard
nn leams. .
. ."_Experi:nce'wiih"relevnﬁt-"(:I'c':'vé_-libbmeﬁi t'oo‘ls;,:':';- ! 7”'.”' ) T i ;
N and:specific application and.system I PN |
Az—.".'ié _archutecmre mladdmon to a strong. . :M Yes Standard
a ‘.undcrsrandmg ofob}ect-orlcntcd‘dcslgn 5 e “h s 7 o
Experience in the development and
A2.37 dcplgymem gf cnterpnsc-lcvﬁ N-ugf M Yes Standacd
architecturc in a Java Enterprise Edition
platform
A28 . Expcncncc with ETL dala convemon nnd ; ‘M | ves ‘| Standard *
e mlgrauonr ) £ 0 e B Bl ] Te, L ST D
A2.39 Expericnee developing in and out-bound ‘' m Yes Stindard
interfaces
A2.40 -Excellcnt communications skllls,,both verbal. Y T ves Srindard
i | and: wrlltcn v . - . . _
¢ | TeshnlealShills ¢ . w o bbb e ]
A2.1.1 1 Java i.8 and higher-, L ' _:'.M‘ o Yes - Standard
A2.1.2 | Java EE 7 and higher M Yes 1 Standard
:A’.i.'_'l-‘.J T_Eni'er;ifjsq Jaych&iﬁs 3_;0;lénd-hig"_hcr B M. B Y_t?s . ‘Stn'r'ldlardé
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DOS 2022-036/DolT 2022-036 - DMV MAAP AND JIB CONS[?LTING DEVELOPMENT SERYICES

EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES

A2.l4

Serviets

Yes

Standard

.[SPco_'rgponei{ts: o7 -."’:

e

Yes -

| St;ndard‘ I

A2.1.6

PL/SQL

Yes

Smnc!ard

AZ¥T

Oriicié.Stored procédires; triggers, functions -

Stindeed’).

A2.1.30

Gitllow

Yes

Standard

M
M
A2.1.8 | Oracle Database 19c and higher M Yes Standard
iy | WSS S g L T M || Ve st | T
A2,1.10 | HTML. CSS, Ul Boolstrap M Yes Standard
A21.11.| WebLagic 12c andihigher . c M e T Standied: |
A2.1.12 | RedHat EAP 7.x and hlgher M Yes Standard
"A2113 XML, JIBX,XSD T AR T
Al.1.14 | SOAP/REST Web _Ser_vicr.s ) M | Yes Standard | .
Az.-l:lSV'a ..‘l'aspgr[Busigfe_s:_s Ol_:ijei:ts_-Cll';}stal Rl::p(irt-é.‘.t""-.lzll. M| | Yes.. 1Standard- |
A2.1.16 | UML M Yes Standard |
A_2 1 17 '_gi%‘;lszggg\pach:c S,.ewic_Mlx”?O_‘S? 5 l _;:A l ‘ Yis '. Smndnrd! ..u )
AZ._I.lS HP-UX, R.HE.L.Band hlgher Y| Yes Standard
"ALL19 fJAx ws .o R Yes | sndad. | )
'A2.1.20.| Struts M Yes Standard
A1 | Ties s L 5 g T M| ves, T Stenderd |
A2.1.22 | JAX-RS | M Yes | Standard
|A2.1.23 Jersty ’ e | Yes | Standérd
A2.1.24 | Eclipselink M Yes Standard
"A21 25 avaSeript w M| [es, . |Saodwd |
A2.1.26 | Angular IS, Bootstrap M Yes Standard
2127 [Angilar (2andhighes .o IMC [ o ves  [Sndad -
A2.1.28 | JSON M Yes Standard
ALE29ARCMAVEN © | -y M- | Yes  |Stndard|
M
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3;52'."1-131'-'.iEclib;¢,~Ne:B_"eahs,‘-visuﬁl Studiof Mot ‘r_’lt.:s__ 'sianénrd-.__'- =
A2.1.32 | Microsoft Active Directory | M Yes Standard

A%JIJS l.f.\dicr;ﬁoﬂ l?évi_@ps}l_‘? arhi_d_'-l'\_igllicim h‘ JM 3 * Y_cs Stangia'rq_- 5 e

A2.1.34 | HTTPS, SSL, FTPS, SFTP etc. configurations | M Yes Standard

| 42,35 [lUnisdLinux SkellScipting. .. " <0 LML | "ves ™ |'Sihndard.| T

Az.lj36 Chasc Paymcnt Solutions M Yes i Standard

Systcm Speclﬂc Consultant chuircmcms f ; '
: - T O B e L eaer e e

I Reccnt expcncnce workmg with' publlc seclor

A3.1 | 'customers, such as Statc, local orFederal: | N = | Standard . v 7
! h B A el RN N i
‘.“ﬂ"." T T ;o g IR L l.ll " ' LB S

© 5;__'govcmment agencles o

L" s L e L armaaw

Experience working with Law Fnforcement

Al.2 agencies P Yes Standard
o Thoroughiundcrsmndmg of CJIS compllancc B T T T u e "
‘s1a .requirenients:/Consuifiant staffmust prowde (078 T I RGN v L &
e the State’ Project Managcr prooﬁof complchng M PoTYEY 0 B
. | bi-annual CJIS training . S ) :
Tharough understanding of current 1T
824 Security Standards and lrameworks i Ve Biandare
a3s _|iExperienct supporting remiote users decessing. longi || Ves. - | Standih -, e
Lo - lgervicesvia VPN S T P e s Bk w PR 5B (R T .
A3.6 Able to evaluatc VPN related problems with a M Yos Standard
variety of platfonns
i PP IR EEETI oL e S PO TR — =
S "ACE 05 llalson with Local Law Enforccmcnl E S S L
A7 AgencysIT professionals,to agsist with (M 1 Yes Standard . b
- . .. .|troubleshooting VPN connections - L) Che o L :
Plan, implement, and maintain technical |
A | documents related to the VPN platform M ¥es St
1—)\3.9 . -"'C-_io_'nc'i'uctihg‘reg;‘jla'rnerworic pérfén%&ﬁce.té'ﬁ.tslia, MM . i | Yes —5: Standard Lo Bt §
IHandling of escalated nctwork support issues -
A3.10 | including coordination with State and local IT | M Yes Standucd
resources )
'A3.11 | Produce’netwark s'té[ufs‘report_'ss,,:. M || Yes o Standerd |~ . .
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A3.12 | Assist with IT Security audits as needed M Yes { Standacd
- ‘ Experlence with. mstallatlon conf' 8111’8“0]’],1 =l ; o ; i
a 1‘3 | :securing and support-of an. orgammnon $ ,'{l M =
e s Llocalarea network (LAN) and wide, area ) M
! 5el snetwork (WAN)." SE e -;-'-’f S e N
Perform advanced level support for Internal
and External users of the SSL-VPN,
A3-14 | point2Point-VPN platform. VPN M XE Rrandard
‘ lroublcshooting , , |
=L e - Ability 16. 1dentlfy ways to mcrcasé cﬂi;c:crfnc')}"'h P R R N f"j":i" .
-'Alflﬁ_ producuv:ty, and «customer serv:cc for VPN- ah 8 Yes { ty N 8
o | related issues Plmimm . mu e B al? |y sl P e S g ..
Thorough understanding of PCI comphancc
' requirements. Consultant slafT must provide to .
A%IH the Statc Project Manager proof of completing M Yie Stantnd
annual PCI training ! ‘
A31:7 IIRS 1075 chhmcal Standard ~ ¥ *M' “' . "?es Standa.rd' B
A3.18 Expf.ne.nce conducting CJIS scn:urlty M Yes Standard
audits/risk assessments .
.‘A3£1'9 Resourcafulness nnd problem solwng . "*-{"l Mot ] wes ‘standard’ |
- E aptﬂude AL LYPREIE LW -;r"-:' IR : Py Mk
Mamtammg network secunty and ensuring
A3.20 | compliance with security policies and M Yes Standard
' procedures. .
T e 4 - T ,.-.“‘,- RN L i ee s BN B . S ,.Ij_., e T
‘A3,21- |:Rroduie project status reports, as Eeq_u_‘ll'édh_f":'n;-i_[v‘[!" yy .Yc'_E “Standaed?] LT
Experience with seniﬁg up and connecting .
‘A3.22 | remote devices at local law enforcement M Yes Standard
agencies (e.g., Intoxylizer, LiveScan)
KR . 33N IR A AR A Y. e
bad2d Expcrscncc wnh appltcatlons and systegl. O VA Bt ¥I‘c“s‘--»‘::"ih ‘Standard | IR
'- 3 ."l-—- mon“onng T " S, @ 5. ot et Y ’:-1:‘ 4 oame " t -‘ % . . .“ 5 . 2 S
A3.24  Experience hnndllng esca[ated network M Yes Standard
support issues
Rl y 0 I A o (R RN Al
AS 25 Expertencc conducnlng rcgular nenvorlf b ! ] Fhves ,'Lr Stan dar d' oy
T pcrformance tests, i . 0 I ww )l
A3.26 ; Expernence conducnng [T.Security sudits M Yes Standnrd _
USRS L G A TR R ] [ el o e e : a1 —— ’
TA32T..¢ .Echr_icr,\'_cc.p_r_qd,ucmg;r}cw\f‘prk_sjq(us-mpons;f. MEL] ol NES .._m.wS,tandaqd_M d” e o
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Provides documentaiion as necessary for
A3.28 | project tracking and management reporting M Yes . | Standard
that may rcquirc review,

iA329 “Experieiice. in seftifig-up and: morlltortng- ~‘-"'- :-M'i’ : “"" ‘l:cs ’ N 'St‘a.i.ldﬁrd-“ - *L
s | network connéctedicameras G T w7 B oo TER g of TEREEEA FETE
Experience delivering and advanced services
portfolio in (he field of network security :
Al.30 services, such as advisory, assessment, M Yes Standard
implementation, and optimization services, in
client environments.

<" . Conisistently-documerits-timely.and accurate | vy |-+ .

oo o {iredords of seciri matters to devil ecurity | ot L by T il ety B B,
"A331 R4 ORI I ML < | Yes | Standard | . ..
S fnisk analys:s scennnos und rcsponse AT O CENEE | e Mg
B g " ity P LS PR s . g ’ P

Co o procedures. oL VE 0 AR A SO P

A3.32 Excellent commumcauons skills, both verba] M Yes Kinesdanl

and written

Technlcal Sldlls ‘ '- ;]' ‘ “ & 3 1I_ o
Experience conhgurmg, troublcshoolmg and
administering u variety of fircwall
A3.LI technologies (Cisco, SonicWall, Fortigate, l\f Yes Standerd
| ete.) '
‘ - | Stivig: backgruuud i sya(cm:. admlmstratlon A l R RS o, EEAE
: ... '{:network administration® |ncludmg in-depth * “_’_ S P o I " el
AR knowlcdge of the TCPf[P protocol.shite and !¢ -Mﬁ-’.. TR I i Sténdard.. .
T ' secirity 10015, combined'with the‘knowledgc SR M P AP ;
o 1 ofsccunty practicés and:procedures-.. | - T e[ | k) N
' Thorough understanding of Standard VPN S
; : . tandard
ARl protocols (i.e., IPScc and SSL/TLS) M e andar
.A"'ﬁ.‘l'.'d Experience supportmg nétwork. authcuq?lcnllonu i | ) _'Y._es'. . .:"Slﬂﬁdﬁ[‘d d REEEA
TR | pratocls: .0 0 ; e T Y e T el ogN AR | ey
A3.1S Expenence uhlmng network momtormgtools M g | seaidied
(l e, Nugtos)
= AT T T G T L ”

S .. " - R L S D
I chhnlcnl Sld!ls L P AR R T R 5 e
P LR} L3 : i L 2

Experience with Mtcrosoft Active chctory M ' s Standird

A3.1.6 and Trust relationships

“3.1.7_| Experiehce with Milti-faétor aithentication.” il Mt 1| ™ ¢ | 'Yes . | Standardy

Within 4
AJ.L.8 | Experience with camera hardware platfonns | M No Future weeks of
Onbomdlng

At oy

rA3H:9° [ HTTPS; SSL, FTPS, SFTP étc: configurations’ | M*™ 1 "} "Yes ~ *}Stardard |~ -
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A3.1.10 Performance Test Tools such as Apache M Yes Seandird
IMeter )
SV WnixfBinuxéShell Seipring: - "+ et TR s - LSTandrd: |
Pri (PR lradrt i 4 EA i by 2 (N . 4 o LR e
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b. Attachment 2 - Criminal Justicc Information Services Security Addendum
FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES

SECURITY ADDENDUM
The goal of this document is to augment the CIIS Securi'ly Policy to ensurc adequate security is
provided for criminal justice systems while (1) under the control or management of a private entity or (2)
connectivity to FBI CJ1S Systems has been provided to a private !:miry (contractor). Adequate security is
defined in Office of Manageinent and Budget Circular A130 as "secunty commensurate with the risk and
magnitude of harm resulting from the loss, misuse, or unauthorized access to or modification of
information."

The intent of this Security Addendum is to require that the[Contractor maintain & security program
consistent with federal and state laws, regulations, and standards (including the CJIS Security Policy in
cffect when the contract is exccuted), as well as with policies and standards established by the Criminal
Justice Information Services (CJ1S) Advisory Policy Board (APB),

This Security Addendum identifics the duties and responsibilities with respect to the installation
and maintenance of adequate intemal controls within the contractual relationship so that the security and
integrity of the FBI's information resources are not compromised. The security program shall include
considerntion of personnel sccurity, site security, system security, and data security, and technical
security.

The provisians of this Security Addendum apply to all personnel, systems, networks and support
facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a Criminal Justice
Agency or a Noncriminal Justice Agency, which enters into an agreement with a private contractor subject
to this Security Addendum.

1.02 Contractor - a privale business, organization or individual which has entered into an agreement for
the administration of criminal justice with a Criminal Justice Agency or a Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employce receives a copy of the Security Addendum and
the CJIS Security Policy ond executes an acknowledgment of such receipt and the contents of the Security
Addendum. The signed acknowledgments shall remain in the possession of the CGA and available for
audit purposes. The acknowledgement may be signed by hand or via digital signature (see glossary for
definition of digital signature).

3.00 Responsibilitics of the Contractor.

3.01 The Contractor will maintain & security program consistent with federal and state laws, reguiations,
and standards (including the CJIS Security Policy in effect when the contract is executed and all
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_subscquem versions), &s well as with policies and standards established by the Criminal Justice
Information Services (CJIS) Advisory Policy Board (APB).

4.00 Security Violations.
4.0) The CGA must repont securily violutions to the CJIS Systems Officer (CSO) and the Director, FBI,
atong with indications of actions taken by the CGA and Contractor.

4.02 Security violations can justily terminalion of the uppended agreement. 4.03 Upon
notification, the FBI reserves the right to:
a.  Investigate or decline to investigute uny repori of unauthorized use;

b. Suspend or terminate ncoess and services, including telecommunications links.
The FBI will provide the CSO with timely written notice of the suspension.
Access and services will be reinstated onl;} after satisfactory assurances have been
provided to thé FB! by the CGA and Contractor. Upon tlerminalion, the
Contractor's records containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after termination of the
Security Addendum,

6.00 Scope and Authority

6.01 This Security Addendwin does not confer, grant, or authorize[any rights, privileges, or obligations on
any persons olher than the Contractor, CGA, CJA (whcre applicable), CSA, and FBI.

6.02 The following documents are incorporated by refecence anld made part of this agreement: (1) the
Security Addendum; (2) the NCIC 2000 Operating Manual; (3) th'e CJIS Security Policy; and (4) Title 28,
Code of Federal Regulations, Part 20. The parties are also subject;to applicable federal and state laws and
rcgulations.

6.03 The terms set forth in this document do not constitute the sole understanding by and between the
parties hereto; rather they augment the provisions of the CJIS Security Policy to provide a minimum basis
for the security of the system &nd contained information and it is understood that there may be terms and
conditions of the appended Agreement which impose more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified by the parties
to the appended Agreement without the consent of the FBI.

6.05 All notices and correspondence shall be forwarded by FirsyClass mail to:
information Security Officer

Criminal Justice Information Services Division, FBI
1000 Custer Hollow Road

Clarksburg, Wesl Virginia 26306
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State of New Hampshire
Department of State

CERTIFICATE

1. David M, Scanlan, Secrelary of State of the State of New Hempshire. do hereby centify that COFORGE. INC., is a Georgia Profil
Corporatien registered Lo transact business in New Hampshire on October 03,12008. 1 funther centify that all fees and documents

required by the Secretary of Siare’s ofTice have been received and is in good standing as far &s this ofTice is concerncd.

Business 1D: 603245
Certificate Number: DO0S831677

IN TESTIMONY WHEREOQF.

| hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this | 8th doy of July A.D. 2022,

David M. Scanlan
Secretary of State




CERTIFICATE OF AUTHORITY/VOTE.

|, Ruchi Kylhai . do herebyicertify that:

or;

.l am aduly clected Senior Vice President ~ Human Resources of _Ci

2. The following was resolved and duly adopted at a meeting of the Board of Directors of the Corporation duly held on
Mareli 17, 2004 .

RESOLVED: That the

is hereby authorized on behalf of this Corporation to cater into the said contract with the State and to execute any and
all documents, agreecments and other instruments, and any amendments, revisions, or modifications thercto, as he/she
may deem necessary, desirable or appropriate.

3. Ritesh.Ayrowni is the duly elecied Associaie: Vice President, Finance, of the Corporation. He took this position on April
15, 20109,

4. The forgoing resolutiun has nul been amended or revoked, and Rites

Vice Pregident, Jfinance as of ’ N

h Agrawal remains in his position as Associnte

| /

Senior Viet President — Human Resources
Coforge Inc (Etstwhile NI T Technologies Inc.)

STATE OF New Jersey

County of_f1€¥cer”

The foregoing instrument was acknowledged before me this ‘ L1 day of

w, ¥
rctoher 302+ by Ruchi Kulhari
a1y aom

(NOTARY SEAL) W

Notary PuBlic / istice of the Peace

Commission Expires: |0 -09-302¢

P

" wilLas | PHELPY Sorart
Notary Public, tate ol New Jersey
wy Commston Exgirm Oct ¢, 2013

P
o e




Client#: 1793767

ACORD..

CERTIFICATE OF LIABILITY INSURANCE

COFORLIM

OATE (MWDDFYYYY)
3131/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFOROED BY THE POLICIES .
BELCOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: I the certificate holder |s an ADDITIONAL INSURED, the pollcy(iss) must have ADDITIONAL INSURED provisions or be andorsed.
1t SUBROGATION IS WAIVED, subject to the tsrma and conditions of the policy, cartaln policles may require sn endorsement. A statament on
this cortlficata doos not confor any rights to the cerilficate holder In lieu of such endorsamant{s).

PROOUCER -
USI Insurance Services, LLC

1 Concourse Pkwy NE

THeY Bryan Andrew

1 (A0, e

(PORE 404 923.3700
,gm%k,,. bryan.andrew@usi.com

Sulte 700 INSURER(S) AFFOADING COVERAGE RAIC 8

Atlanta, GA 30326 MIUREN A ; Hartford Fira Insurance Company 19682

INSURED wsuren p : Hartford Casualty insurance Company 29424
Coforge, Inc. waungr ¢ : Hartfford - WC Muttipte [ssulng Cos 00914
502 Carnegie Center waURER O : TWIn City Fire Insurance Company 29459
::Jl::;?):\, i b NSURER £ ; Hartford Insurence Company 27120

INSUREN F :
COVERAGES CERTIFICATE NUMBER. REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TEAM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY 'PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

'I‘r’nn TYPE OF INSURANCE w POLICY NUMBER (sibs, Lt W, UNTS
A | X| COMMERCIAL GENERAL LIABILITY 20UUNEIB25T D4IO1I2022 04/01/2023 EACH OCCURRENCE 51,000,000
| cuamis mane @ oCCuR | BAMARRITAENTES ) [550,000
|| MED EXP {Ary ona parnon} | 510,000
| ] PERSONAL & ADV RUURY 131,000, 000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL ADOREGATE 32,000,000
POLICY j’é& Loc PRODUCTS - COMPAOP AGS | 42,000,000
OTHER: 3
E | AUTOMORNLE LARILITY 20UENEIG244 04/01/2022]04/01/202F FoemeD SveLe L T
| v aute BODILY INJURY (Pwr person) | 31,000,000
| S omr Rros 0 BOOR.Y WAURY (Por scckions] } 1,000,000
| X] XS5 oy N PROBERTT BAMAGE :
. s
B | XjumsreuAuAs | X | occur 20X HUEIB045 04/01/2022|04/04/2023 EACH OCCURRENCE £10,000,000
EXCE3J LIAD CLAIMS-MADE " | coreGate 310,000,000
oeo | X| mevewmons0 L
= :‘.?5:3?5&'&',‘3?4}'3 20WEARAGEW 04/01/2022]04/01/202% X [S5R e | ISR
A &%ﬁ?ﬁ;ﬁﬁﬂ”ﬁ%ﬁ“cmwﬁl - E.L. EACH ACCIDENT 31,000,000
{Msndatory in NM) EL. DXSEASE . EA EmPLOYEE] 31,000,000
g x%%ﬂemmm £.L. (ISEASE - POLCY LiviT | 31,000,000
D -|Professional/lE&0 20TEO044512022 04/01/2022(04/01/202) $5,000,000
E |Fiduclary 20KB043747022 04/01/2022(04/01/2023 $2,000,000
| E |Crimo 20KB043747022 04/04/2022]04/01/2023 $5,000,000

Centificate of Llabllity

DE!C!IPHDN OF OPERATIONS / LOCATIONS | YEHICLES (ACORD 101, Additionsl Remarhe Scheduie, myy be sttechad If more space (s required)

CERTIFICATE HOLDER

CANCELLATION

27 Hazen Dr,
Concord, NH 03301

State of New Hampshire
Dept of Inf Toch, Denls Goulat,

SHOULD ANY OF THE ABOVE OESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WLl BE OELIVERED N
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVE

Col. &

SN —
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