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JANE E. YOUNG
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JOHN M. FORMELLA
ATTORNEY GENERAL

February 23, 2022

His Excellency, Governor Christopher Sununu
And the Honorable Council
State House

Concord, New Hampshire 03301

Your Excellency and Members of the Council:

REQUESTED ACTION

Authorize the Department of Justice (DOJ) to enter into a sole source contract with
CCVC, Inc., Highlands Ranch, CO (Vendor #393784), in an amount not to exceed $60,000, for
the purpose of purchasing a software package called Sexual Assault Evidence Kit tracking (Kit),
a custom, web-based software product designed for use by the State of New Hampshire to track
the life cycle of sexual assault evidence kits effective upon approval of the Governor and
Executive Council through Apnl 1,2022. 100% Federal Funds.

Funding is available as follows:

02-20-20-200010-8575 : FY 2022

Victims Fund

038-500175, Technology Software $60,000
EXPLANATION

This is a sole source contract because the Department has been working with CCVC,
Inc. since 1994 on other victim assistance software. The Vendor is very familiar with the victim
service portion of the office and systems to track sexual assault kits (Kits).

As the State of New Hampshire’s chief law enforcement agency, the Department is
obligated to ensure the enforcement of laws including the laws against sexual assault. The
Department has determined that the ability to track the use of Kits is critical in its performance of
its constitutional, statutory, and moral obligation.

Telephone 603-271-3658 + FAX 603-271-2110 + TDD Access: Relay NH 1-800-735-29064
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When a victim of sexual assault éives a statement, the responding officials begin an
investigation of the reported crime. The victim is seen by a health care provider who will, as part
of medical treatment for the victim, assign a Kit and use that Kit to collect forensic evidence of
the crime. That Kit will then be forwarded to a forensic laboratory for analysis of evidence
contained therein.

When the laboratory has completed its analysis, it will send the Kit, together with a report
detailing the results of the lab’s analysis, to the law enforcement agency that is investigating the
crime. The law enforcement agency will use the data gathered by the laboratory in their efforts
to identify the perpetrator and to arrest, charge and prosecute the person or persons to obtain
justice for the victim and to deter such criminal acts.

The DOJ will purchase software, from CCVC, Inc., that uses a unique identifier and a QR
code attached to the Kit. These codes would allow everyone in the investigatory chain, who uses
the Kit, to log its whereabouts. The QR code would be the login credentials and, because it is
attached to the Kit, only those who have the Kit in his or her possession would be able to enter
data related to its whereabouts. This method provides extra protection for the victim and allows
the Department instant access to the Kit’s evidence trail.

Data will be stored on a secure, encrypted, cloud-based database. This data 1s only
available to designated DOJ staff. These members will be able to track the progress of each Kit
and generate reports related to all aspects of the handling and processing of the Kits. It is
important to note, however, that no personally-identifiable information will be stored on this
system, meaning that no information regarding the victim and any suspects will be part of this
system. The Department intends only to track the whereabouts and progress of the individual
Kits. In short, this is an inventory tracking system to assure that all Kits are being processed to
completion.

In the event that federal funds become no longer available, General Funds will not be
requested to support this subgrant item.

Please let me know if you have any questions concerning this request. Thank you for
your consideration of this request.

Respectfully submitted,

%%Z B._es

John M. Formella
Attorney General

#3468345
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DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH.03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

February 7, 2022

David A. Rienzo

Attorney; Dir. Law Office Infrastructure
Department of Justice

State of New Hampshire

33 Capitol Street

Concord, NH 03301

Dear Attorney Rienzo:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract with CCVC, Inc., of
Highlands Ranch, CO, as described below and referenced as Dol T No. 2022-113.

The DOJ requests approval to enter into a contract with CCVC, Inc. for the
design, production and purchase of a software package called Sexual Assault
Evidence Kit tracking (SAEK, or the “Kit”), a custom, web-based software
product designed for use by the State of New Hampshire to track the life cycle of
sexual assault evidence kits. This software will be used by law enforcement and
forensic laboratories located across the state, and potentially out of state as well.

The cost of the contract is $ not to exceed $60,000.and it shall become effective upon the
Governor and Executive Council approval through April 1, 2022.

A copy of this letter should accompany the Department of Justice’s submission to the
Governor and Executive Council for approval.

Sincerely,
Denis Goulet
DG/RA

Contract #2022-113
cc: Rebecca Bolton, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow”
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Govemor
and Executive Council for approval. Any information that is private, confidential or
proprietary must be clearly identified to the agency and agreed to in writing prior to signing

the contract.
AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 Staie Agency Name

Depariment of Justice

1.2 Staie Agency Address

33 Capitol Street, Concord New Hampshire 03301

1.3 Contractor Name

CCVCINC

.4 Contractor Address

PO Box 631159, Highlands Ranch, CO 80163

1.5 Contractor Phone

Numbeg

303-662-1673

1.6 Account Number

02-20-20-200010- §§°1 5 -
O_% - 500115

1.7 Completion Date 1.8 Price Limitation

4-1-2022 $60,000

1.9 Contracting Officer for State Agency

Kathleen B. Carr, Director of Operations

1.10 State Agency Telephone Number
603-271-6395

1.11 Contractor Slgnature

(‘/LA—

e

1.12 Name and Title of Contractor Signatory

William L. Ross, President

1.13  State Agency Signature

Aathbpen Carn

Date: 02/14/2022

/-
1.#4” Name and Title of State Agency Signatory

Kathleen Carr, Director of Administration

1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By:

Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution} (if applicable)

pyY akhimena Rakhmaldoa

on: 2/1412022

1.17 Approval by the Governor and Executive Council (if applicable)
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State”), engages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the artached EXHIBIT B which is
incorporated herein by reference (“Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 (“Effective Date”).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continucd
appropriation of funds affected by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall

the State be liable for any payments hereunder in excess of -

such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
- shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.
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5. CONTRACT FRICE/PRICE LIMITATION/ PAYMENT.
5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services, The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA £20:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contracior agrees to permit the State or United States
access to any of the Confractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and ocrders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel .
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
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Services, and shall be properly licensed and otherwise authorized
10 do so under all applicable laws,

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or official, who is materially
involved in the procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative, In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES,

B.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default”):

8.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the {ollowing actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (3¢) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Apreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines
that the Contractor has cured the Event of Default shall never be
paid to the Contractor; .

8.2.3 give the Contractor a written notice specifying the Event of
Default and set oft against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both, '
8.3. No failure by the State to enforce any provisions hereof afler
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall

M
2oTh
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be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State’s discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (“Termination Report”) describing in detail all Services
performed, and the contract price earned, to and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State’s discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit o the State a Transition
Plan for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been rececived from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State,

11. CONTRACTOR’S RELATION TQ THE STATE. In the
performance of this Agreement the Contractor is in all respects an
independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members shall have authority to bind the
State or receive any benefits, workers’ compensation or other
emoluments provided by the State to its employees.
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12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior writien notice, which
shall be provided to the State at least fifteen (15) days prior to the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
“Change of Control” means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13, INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of {or which
may be claimed to arise out of} the acts or omission of the
Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
centinuously maintain in force, and shall require any subcontractor
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H, Department of [nsurance, and issued
by insurers licensed in the State of New Hampshire.
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in b]ock 1.9, or his or her successor, certificate(s) of insurance for
all rcncwal(s) of insurance required under this Agreement no later
than ten {10) days prior to the expiration date of each insurance
policy., The certificate(s} of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“'Workers'
Compensation”).

[5.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers’ Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block
1.9, or his or her successor, proof of Workers’ Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers” Compensation laws
in connection with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
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chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A) and/or
* attachments and amendment thereof, the terms of the P-37 (as

modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are

for reference purposes only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the

Page 9 of 43
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interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23, SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, cach of which shall be
deemed an original, constitutes the entirc agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

A.1  Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

3.3

The Term may be extended up to three (3} years(s), (“Extended Term™) at the sole
option of the State, subject to the parties prior wrilten Agreement on applicable fees
for each extended Term, up to but not beyond April 1, 2025 under the same terms and
conditions, subject to approval of the Governor and Executive Council.

A.2  Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

8.5

The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A.3  Provision 8, Event of Default/Remedies, is updated with the following addition:

8.2.5

give the Contractor a written notice specifying the event of Default, terminate the
agreement as breached, and procure Services that are the subject of the Contract from
another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related to the replacement
of the Contract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of which shall be subject to the limitations of liability set forth in
the Contract. '

A.4  Provision 9, Termination, is deleted and replaced with the following:
9. TERMINATION

9.1

Page 10 of 43

Notwithstanding paragraph 8, the State may, at its sole discretion, and with written
notice, terminate the Agreement for any reason, in whole or in part. In the event of
such termination, the Contractor shall immediately stop all work hereunder and shall
immediately cause any and all of its suppliers and subcontractors to cease work. The
State shall be liable for cost of all Services and Deliverables for which Acceptance has
been given by the State, provided through the date of termination but will not be liable
for any costs for incomplete Services or winding down the Contract aciivities. The

ContracforilnitiaIS' éﬂ%g ~
Date: 20 Z L



STATE OF NEW HAMPSHIRE
Department of Justice
Online Inventory Tracking System
'EXHIBIT A — SPECIAL PROVISIONS

Contractor shall not be paid for any work performed or costs incurred which
reasonably could have been avoided.

9.2 Termination Procedure

9.21

9.2.2

9.2.3

Page Il of 43
Contractor Initials:
Date:

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

a. Stop work under the Contract on the date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section,

c. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action to intentionally erase any State data until directed by
the State;

e. Transfer title to the State and deliver in the manner, at the times, and

. to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested by
the State;

f. Implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties;

g. Securely dispose of all requested data in all of its forms, such as disk,
CD/DVD, backup tape and paper, when requested by the State. Data
shall be permanently deleted and shall not be recoverable, according
to National Institute of Standards and Technology (NIST)-Special
Publication (SP) 800-88 approved methods.  Certificates of
destruction shall be provided to the State; and

h. Provide written Certification to the State that Contractor has
surrendered to the State all said property and afier 180 days has erased
all State data.

If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up to ninety (90) days
afler the expiration or termination, all transition services requested by the
State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate

LO 272
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the orderly transfer of such Services to the State or its designees (“Transition
Services™).

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A.S Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following
addition:

10.4

10.5

10.6

Page 12 of 43

In performing its obligations under this Agreement, Contractor may gain access to
Confidential Information of the State. Confidential Information includes any and all
information owned or managed by the State of NH - created, received from or on
behalf of any Agency of the State or accessed in the course of performing contracted
Services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personally Identifiable Information (PII),
Personal Financial information (PF1), Federal Tax Information (FTI), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other sensitive and Confidential
Information. The Contractor shall not use the Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the
Agreement, except as directly connected to and necessary for the performance of the
Agreement. Contractor shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively “release™),
all Confidential Information.

10.4.1 In the event of the unauthorized release of Confidential Information,
Contractor shall immediately notify the State’s Information Security Officer,
and the State may immediately be entitled to pursue any remedy at law and in.
equity, including, but not limited to, injunctive relief.

Subject to applicable federal or State laws and regulations, Confidential Information
shall not include information which:

a. shall have otherwise become publicly available other than as a result of disclosure
by the receiving Party in breach hereof’

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party;

c¢. is developed by the receiving Party independently of, or was known by the
receiving Party prior to, any disclosure of such information made by the disclosing
Party; or

d. is disclosed with the written consent of the disclosing Party.

A receiving Party also may disclose the disclosing Party’s Confidential Information

to the extent required by an order of a court of competent jurisdiction. Any disclosure

of the Confidential Information shall require the prior written approval of the State.

Contractor shall immediately notify the State if any request, subpoena or other legal

process is served upon Contractor regarding the Confidential Information, and

Contractor, Initials:
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10.7

10.8

Contractor shall cooperate with the State in any effort the State undertakes to contest
the request, subpoena or other legal process, at no additional cost to the State.

Contractor Confidential Information. Contractor shall tlearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor’s designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disciosure of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contractor as confidential, the State shall notify Contractor and specify the date the
State will be releasing the requested information. At the request of the State,
Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibility and at
Contractor’s sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

This covenant in paragraph 10 shall survive the termination of this Contract.

A.6  Provision 12, Assignment/Delegation/Subcontracts, is updated with the following
addition:

12.3

In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for such period of time as determined
necessary by the State; »

b. immediately terminate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns.

A.7  The following Provisions are added and made part of the P37:
25. FORCE MAJEURE

25.1

25.2

Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract,

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

Page 13 of 43
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27. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware contracts to acquire supporting Sofiware and hardware.

28. GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

29. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within this agreement, the
following Order of Precedence shall govern:

i.  State of New Hampshire, Department of Justicee Contract Agreement .
ii.  Contractor Quote, (see Exhibit G)

Remainder of this page intentionally left blank

Page 14 of 43
Contractor |nitials;
Date:

s



STATE OF NEW HAMPSHIRE
Department of Justice
Online Inventory Tracking System

EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

STATEMENT OF WORK — SEE ATTACHMENT |

1.

2.1

4.1

BUSINESS / TECHNICAL REQUIREMENTS

Business and Technical Requirements are identified in Exhibit G: Attachment 2
Compliance Requirements
No protected information shall be collected, stored or distributed pursuant to this Contract.

ACTIVITY, DELIVERABLE, AND MILESTONE

The development process will consist of two phases — the development phase and the testing
phase. The development phase will run from contract approval until approximately March 1,
2022. The user acceptance testing phase shalt run from the end of the development phase
until thirty days after the end of the development phase, or approximately March 31, 2022,
There will be no development milestones.

DELIVERABLE REVIEW AND ACCEPTANCE

Non-Software and Written Deliverables Review and Acceptance

The Contractor shall provide a written Centification that a non-software, written
deliverable {(such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contractor, the State will Review the Deliverable to
determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contractor’s written Certification; provided that if the State determines that
the State needs more than five (5) days, then the State shall be entitled to an extension of
up to an additional ten (10) business days. If the State rejects the Deliverable or any
portion of the Deliverable, or if any Acceptance by the State is conditioned upon
completion of any related matter, then the State shall notify the Contractor of the nature
and class of the Deficiency, or the terms of the conditional Acceptance, and the Contractor
shall correct the Deficiency or resolve the condition 1o Acceptance within the period
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable
or resolution of condition is identified, the Contractor shall correct the Deficiency in the
Deliverable or resolve the condition within five (5) business days or such longer period as
the State (in its sole discretion) may agree. Upon receipt of the corrected Deliverable, the
State shall have five (5) business days to review the Deliverable and notify the Contractor
of its Acceptance, Acceptance in part, conditional Acceptance, or rejection thereof, with
the option to extend the Review Period up to five (5) additional business days, or mutually
agreed upon timeframe. If the Contractor fails to correct the Deficiency within the allotted
period, the State may, at its option, continue reviewing the Deliverable and require the
Contractor to continue until the Deficiency is corrected, or immediately terminate the
Contract, declare the Contractor in default, and or pursue its remedies at law and in equity.

Page 15 of 43
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4.2  Software Deliverables Review and Acceptance
System/Sofiware Testing and Acceptance shall be performed as set forth in the Test Pian
and more particularly described in Acceptance and Testing Services described herein.

4.3  Number of Deliverables
Untess the State otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time, As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables exceed three (3) at a time without
the authorization of the State.

4.4  Conditional and Unconditional Acceptance
By accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the eveni the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

4. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, .in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor’s requested Change Order within five (5) business days. The State
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejected the Change Order if the
Parties are unable to reach an agreement in writing within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is'accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

5. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline set -
forth in accordance with the Work Plan:

Page 16 of 43
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7.1

Page 17

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status. '

The Contractor and the State shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.

1

PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and
tracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor shail employ effective communication and
Reporting strategies to ensure Project success. The Contractor Key Project Staff shall
participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obtigations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completion.

The Contractor Key Project Staff
7.1.1. The Contractor’s Contract Manager
Contractor shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor’s Contract
Manager is:
William Ross, Principal CCVC, Inc.
- 303-622-1673
bill.ross@ccve.org
7.1.2, The Contractor’s Project Manager
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor’s obligations under this Agreement. Contractor’s Project Manager is:
William Ross
303-662-1673
bill.ross@ccvc.org
Contractot’s selection of the Project Manager shall be subject to the prior written
- approval of the State. The State’s approval process may include, without limitation,
of 43
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1.2

at the Siate’s discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

Project Manager must be qualified to perform the obligations required of the position
under the Contract, shall have full authority to make binding decisions under the
Contract, and shall function as Contractor’s representative for all administrative and
management matters. Project Manager must be available to promptly respond during
normal Business Hours within twenty-four (24) hours of inquiries from the State, and
be at the site as needed. Project Manager must work diligently and use his/ her best
efforts on the Project.

7.1.3. -Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject to the same requirements and Review as set forth above. Contractor
shall assign a replacement Project Manager within ten (10) business days of the
departure of the prior Project Manager, and Contractor shall continue during the ten
(10) business day period to provide competent project management Services through
a qualified interim Project Manager.

7.1.4. The Contractors Additional Key Project Staff

7.1.5. N/A Background Checks
The State may require, and, at its sole expense, conduct reference and background
screening of the Contractor’s staff assigned to this Contract.

7.1.6. Termination for Lack of Project Management and Key Project Staff
Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to pursue
its remedies at law and in equity, if Contractor fails to assign a Project Manager and/or
Key Project Staff meeting the requirements and terms of the Contract or if the State is
dissatisfied with Contractor’s replacement of the Project Manager and/or Key Project
Staff.

The State Key Project Staff

7.2.1. The State Contract Manager
The State shall assign a Contract Manager who shall function as the State’s
representative with regard to Contract administration. The State Contract Manager is:

David A. Rienzo
603-271-1268
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david.a.rienzo@doj.nh.gov

7.2.2. The State Project Manager
The State shall assign a Project Manager. The State’s Project Manager is:
David A. Rienzo
603 271-1268

david.a.rienzo@doj.nh.gov
The State Project Manager’s duties shall include the following:

Leading the Project;

Engaging and managing all Contractors working on the Project;
Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;

Invoice sign-offs;

Review and approval of Change Orders;

g. Managing stakeholders’ concerns.

WORK PLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan
within Fourteen (14) days of the Effective Date and further refine the tasks required to
implement the Project. Continued development and management of the Work Plan is a joint
effort on the part of the Contractor and State Project Managers.

meAanowR

The preliminary Work Plan created by the Contractor and the State is set forth in this Section.

This Contract will be fulfilled in two phase: the development phase, to begin upon acceptance
of the Contract by all parties and to conclude on approximately March |, 2022; and the User
Acceptance Testing phase, to run for approximately 30 days following the end of the
development phase, or until approximately March 31, 2022

In conjunction with the Contractor’s Project Management methodology, which shall be used
to manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both State and The
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.

ACCEPTANCE & TESTING SERVICES

Upon completion of the development phase, the User Acceptance Testing phase shall begin.
This shall run for approximately 30 days, during which the State shall appoint members of
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its staff to test all aspects of the Product. The Contractor shall work closely with the testing
staff to resolve all relevant concerns or issues. Upon satisfactory completion of the User
Acceptance Testing phase, the State shall certify that the State’s requirements are met and
the Product will be accepted. - :

10.1

10.2

10.3

Date:

MAINTENANCE, OPERATIONS AND SUPPORT

See Contractor’s Quote

System Maintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein.

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shali be responded to according to the
following:

Class A Deficiencies — The Contractor shall have available to the State on-call telephone
assistance, with issue tracking available to the State, eight (8) hours per day and five (5)
days a week with an email / telephone response within four (4) hours of request; or the
Contractor shall provide support on-site or with remote diagnostic Services, within twenty
four (24) business hours of a request;

Class B & C Deficiencies — The State shall notify the Contractor of such Deficiencies
during regular Business Hours and the Contractor shafl respond back within twenty four
(24) hours of notification of planned corrective action.

Support Obligations
The Contractor shall repair or replace Software, and provide maintenance of the Software

in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State;

a. For all maintenance Services calls, the Contractor shall ensure the following
information will be collected and maintained:

227
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10.4

i.  nature of the Deficiency;
ii.  current status of the Deficiency;
jii.  action plans, dates, and times;
iv.  expected and actual completion time;
v.  Deficiency resolution information;

vi.  resolved by;
vii.  identifying number i.e. work order number; and
viil. issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

i.  mean time between Reported Deficiencies with the Software;
ii.  diagnosis of the root cause of the problem; and
iii.  identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedics as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor’s product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable
License fees, within ninety (90) days of notification to the Contractor of the State’s refund
request.

Contract Warranties and Representations

10.4.1. System
The Contractor warrants that any Systems provided under this Agreement will operate
and conform to the Specifications, terms, and requirements of this Agreement.

10.4.2. Software
The Contractor warrants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions furnished under the
Contract, is properly functioning within the System, compliant with the requirements
of the Contract, and will operate in accordance with the Specifications and terms of
the Contract.

For any breach of the above Software warranty, in addition to all its other remedies at
law and in equity, at the State’s option the Contractor shall:

a. provide the correction of program errors that cause breach of the
warranty, or if Contractor cannot substantially correct such breach in
a commercially reasonable manner, the State may end its program
license if any and recover the fees paid to Contractor for the program
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license and any unused, prepaid technical support fees the State has
paid for the program license; or

b. the re-performance of the deficient Services, or

¢. il Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and
recover the fees paid to Contractor for the deficient Services.

10.4.3. Compatibility

Contractor warrants that all System components, including but not limited to the
components provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate
with the rest of the System without loss of any functionality.

10.4.4. Services .

Contractor warrants that all Services to be provided under this Agreement will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards, Specifications, and terms
of the Contract.

10. DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

Page 22 of 43

The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and non-public information. Such security
measures shall be in accordance with recognized industry practice and not less
stringent than the measures the Contractor applies to its own Personal Data and non-
public data of similar kind.

All data obtained by the Contractor in the performance of this contract and all Personal
Data shall be encrypted at rest and in transit with controlled access. Unless otherwise
stipulated, the Contractor is responsible for encryption of the Personal Data.

Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shall be
identified and made a part of this contract.

At no time shall any data or processes — that either belong to or are intended for the
use of the State or its officers, agents or employees — be copied, disclosed or retained
by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the State.

The Contractor shall not use any information collected in connection with the service
issued from this Contract for any purpose other than fulfilling the service.
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11.2

11.3

Data Location ¥

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

Security Incident Or Data Breach
The Contractor shall inform the ‘State of any security incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing security incidents with
the State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the State identified contact immediately if it reasonably believes there
has been a security incident.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject
to applicable data breach notification law, the Contractor shall (1) promptly notify
the appropriate State identified contact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reascnable measures
to address the data breach in a timely manner.

Breach Responsibilities

11.3.1. This section only applies when a Data Breach occurs with respect to State data
within the possession or control of the Contractor and/or the third party
designee hosting the data as agreed upon by the Contractor and the State.

11.3.2. The Contractor, unless stiputated otherwise, shall immediately notify the
appropriate State identified contact by telephone in accordance with the
agreed upon security plan or security procedures if it reasonably believes there
has been a security incident.

11.3.3. The Contractor, unless stipulated otherwise, shall promptly notify the
appropriate State identified contact within 24 hours or sooner by telephone,
unless shorter time is required by applicable law, if it confirms that there is,
or reasonably believes that there has been a Data Breach the Contractor shall:

Page 23 of 43
Contractor [rgtials:

Date:

o272



STATE OF NEW HAMPSHIRE
Department of Justice
Online Inventory Tracking System

EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

a. cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach;

b. promptly implement necessary remedial measures, if necessary; and

c. document responsive actions taken related to the Data Breach,
including any post-incident review of events and actions taken to
make changes in business practices in providing the services, if

, © necessary.

11.3.4. Unless otherwise stipulated, i a Data Breach is a direct result of the
Contractor’s breach of its contract obligation or the third party hosting
company to encrypt Personal Data or otherwise prevent its release, the
Contractor and/or the third party hosting company shall bear the costs
associated with:

a. the investigation and resolution of the Data Breach;

b. notifications to individuals, regulators or others required by State law;

¢. a credit monitoring service required by State (or federal) law;

d. a website or a toll-free number and call center for affected individuals
required by State law — all not to exceed the average per record per
person cost calculated for Data Breaches in the United States
(currently $201 per record/person) in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon Institute at
the time of the Data Breach; and _

e. complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a) through (e)] subject to this
Contract’s limitation of liability.

11 SOFTWARE AGREEMENT
The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement

12. ADMINISTRATIVE SERVICES
The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Services

13. TRAINING
The Contractor shall provide the following Training Services:
The Contractor shall provide training to the State staff that will administer the Product and
the data collected thereby as part of the Testing phase. Following the conclusion of the User
Acceptance Testing period, training shall be via a User’s Guide and online help.

14, TERMS AND DEFINTIONS
Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and
Definitions.
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15. CONTRACTOR’S CERTIFICATES
Required Contractor Certificates are attached in Exhibit G.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

1.
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CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agreement will be considered “Fully Loaded”, including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement,

INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
State and contain detailed information, including without limitation: itemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project cosis or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

INVOICE ADDRESS .

Invoices may be sent to:

NH Department of Justice, 33 Capitol Street, Concord, NH 03301
David A. Rienzo
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6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.him

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State
the fult amount of any overpayment or erroneous payment upon discovery or notice from the
State.

8. CREDITS

The State may apply credits due to the State arising out of this Contract, against the
Contractor’s invoices with appropriate information attached.

9. PROJECT HOLDBACK

The State shall withhotd ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty
Period.

10. PAYMENT SCHEDULE

10.1  Contract Type
10.1.1. Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-37 General
Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in P-37 General Provisions - Block 1.7: Completion Date. The
Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment tables
below:

10.1.2. Hardware Pricing
Not Applicable

10.1.3. Software License Pricing
Not Applicable

10.1.4. Software Operations, Maintenance and Support Pricing
Please see Contractor’s Quote

10.1.5. Hosting Pricing
Not Applicable
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10.1.6. Other Cost Pricing
Not applicable

10.1.7. Implementation Pricing Summary
Not applicable

10.1.8. Contractor Staff, Resource Hours and Rates Worksheet
Not applicable

10.1.9. Future Contractor Rates Worksheet
The State may request additional Services from the Contractor The State and
Contractor agree to the following rates in the event the contract is extended as
described in P-37 General Provisions, Section 3 Effective Date/Completion of
Services.

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1.

11

1.2

1.3

1.4

LICENSE GRANT

COTS — Not Applicable (N/A)

The Contractor hereby grants to the State a worldwide, perpetual, irrevocable, non-
exclusive, non-transferable, limited License to use the Software and its associated
Documentation, subject to the terms of the Contract. The State may allow its agents and
Contractors 10 access and use the Software, and in such event, the State shall first obtain
written agreement from such agents and Contractors that each shall abide by the terms and
conditions set forth herein.

SAAS — Grant of Rights

During the Subscription Term, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the State’s internal
business operations subject to the terms of this Agreement and up to the number of
Licenses documented in the Agreement.

The Parties acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Software to Customer as part of the Agreement.

SUBSCRIPTION -- Not Applicable (N/A)

The contractor hereby grants to the State a non-transferable, non -sub licensable, non-
exclusive license to use Software and its associated documentation during the applicable
subscription term, subject to the terms of the Contract. The State may allow its agents and
Contractors to access and use the Software, and in such event, the State shall first obtain
written agreement from such agents and Contractors that each shall abide by the terms and
conditions set forth herein.

CUSTOM SOFTWARE -

1.4.1. Software Title
Contractor retains copyright, title and ail rights to work product created as part of this
Agreement.

1.4.2. Documentation and Copies
The State shall be entitled to copies of any work product upon request to Contractor.
At the conclusion of this Agreement, the Contractor agrees to provide copies of the
Software including related Documentation, to the State Restriction on Use Not
Applicable (N/A)
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Unless specifically authorized by the State, Contractor shall not utilize work product
derived as part of this Agreement in any manner other than as required by Contractor
to complete its obligations under this Agreement.

1.4.3,

Software Non-Infringement

Contractor warrants that the Software, including any all component parts thereof
(“Contracted Works™) are original works of the Contractor that do not violate or
infringe any patent, trademark, copyright, trade name or other intellectual property
rights or misappropriate a trade secret of any third party.

1.44.1.

1.4.4.2.

1.4.4.3.

1.4.4,

The warranty of non-infringement shall be an on-going and perpetual
obligation that shall survive termination of the Contract. In the event that
someone makes a claim against the State that any Contracted Works infringe
their intellectual property rights, Contractor shall defend and indemnify the
State against the claim provided thai the State:
a. Promptly notifies Contractor in writing, not later than 30 days after
the State receives actual written notice of such claim;
b. Gives Contractor control of the defense and any settlement
negotiations; and
¢. Gives Contractor the information, authority, and assistance
reasonably needed to defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any
claim to the extent the State seeks to assert any immunities or defenses
applicable to the State.

If Contractor believes or it is determined that any of the Contracted Works
may have violated someone else’s intellectual property rights, Contractor may
choose to either modify the Contracted Works to be non-infringing or obtain
a license to allow for continued use, or if these alternatives are not
commercially reasonable, Contractor may end the license, and require return
of the applicable Contracted Works and refund all fees the State has paid
Contractor under the Contract. Contractor will not indemnify the State if the
State alters the Contracted Works without Contractor’s consent or uses it
outside the scope of use identified in Contractor’s user Documentation or if
the State uses a version of the Contracted Works which has been superseded,
if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Works which was provided to the State at
no additional cost. Contractor will not indemnify the State to the extent that
an infringement claim is based upon any information design, Specification,
instruction, Software, data, or material not furnished by Contractor.
Contractor will not indemnify the State to the extent that an infringement
claim is based upon the combination of any Contracted Works with any
products or services not provided by Contractor without Contractor’s consent,
Viruses
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Contractor shall provide Software that is free of viruses, destructive programming,
and mechanisms designed to disrupt the performance of the Software in accordance
with the Specifications.

SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the
Software provided under this Agreement, and its associated documentation, shall remain with
the Contractor.

SOFTWARE AND DOCUMENTATION COPIES

The State shall be entitled to copies of any work product upon request to Contractor, At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
produci associated with this Agreement unless authorized by the State in writing,

Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft Word and
PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the
State does not have possession of the Software, Contractor shall provide a reasonable number
of copies of the Software and associated Documentation upon request. The State agrees to
include copyright and proprictary notices provided to the State by the Contractor on such
copies.

RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of the Contractor’s proprictary
rights;

b. Make the programs or materials available in any manner to any third party for use in
the third party’s business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

VIRUSES

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
efforts to test the Software for Viruses. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the
programs at the Contractor’s sole expense. The State agrees to cooperate with the Contractor’s
audit and provide reasonable assistance and access to information. The Siate agrees that the
Contractor shall not be responsible for any of the State’s reasonable costs incurred in
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cooperating with the audit. Notwithstanding the foregoing, the Contractor’s audit rights are
subject to applicable State and federal laws and regulations.

SOFTWARE NON-INFRINGEMENT '

Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software, including any all component parts thereof such as third party
Software or programs that may be embedded in the Software (“Contracted Resources™)
provided under this Contract, and that such Services, equipment, and Software do not violate
or infringe any patent, trademark, copyright, trade name or other intellectual property rights
or misappropriate a trade secret of any third-party.

The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the State
that any Contracted Resources infringe their intellectual property rights, the Contractor shall
defend and indemnify the State against the claim provided that the State:

a. Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such ¢laim;
Gives the Contractor control of the defense and any settlement negotiations; and

c. Gives the Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the extent
the State seeks to assert any immunities or defenses applicable to the State.

If the Contractor believes or it is determined that any of the Contracted Resources may have
violated someone else’s intellectual property rights, the Contractor may choose to either
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially reasonable, the Contractor may
end the License, and require return of the applicable Contracted Resources and refund all fees
the State has paid the Contractor under the Contract. The Contractor will not indemnify the
State if the State alters the Contracted Resources without the Contractor’s consent or uses it
outside the scope of use identified in the Contractor’s User Documentation or if the State uses
a version of the Contracted Resources which has been superseded, if the infringement claim
could have been avoided by using an unaltered current version of the Contracted Resources
which was provided to the State at no additional cost. The Contractor will not indemnify the
State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, Data, or material not furnished by the Contractor, The
Contractor will not indemnify the State to the extent that an infringement claim is based upon
the combination of any Contracted Resources with any products or Serwces not provided by
the Contractor without the Contractor’s consent.
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1

Contr
Date:

CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
permissions to use any third-party Software, equipment, or Services that are component parts
of any Deliverable provided under this Agreement for the entire Term of the Contract. Nothing
within this provision shall be construed to require Contractor to maintain Licenses and
permissions for Software acquired by the Staie directly or through third-parties which may be
integrated with the Contractor’s Deliverables.

CUSTOM SOURCE CODE

Pursuant to this Contract, Contractor shall devetop a web-based application to track inventory
of a specific physical item. The Contractor may create or develop custom source code for this
purpose. The Contractor shall ensure that the web sites which operate in relation to this code
shall not be unreasonably restricted from the State’s use.

SOFTWARE ESCROW

Contractor agrees to provide to the State the currently existing source code and any other tools
and requirements necessary to create executable or interpretive programs. This information
may be provided to the State ¢ither directly, with any such protections as required by the
Contractor or through a mutually agreed upon Escrow Agreement. Contractor shall be
responsible for all costs associated with the Escrow Agreement and the State shall not assume
any liability to the Company or Escrow Agent as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possession
and/or demand a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

a. The Contractor has made an assignment for the benefit of creditors;

b. The Contractor institutes or becomes subject to a liquidation or bankruptcy proceeding
of any kind;

c. A receiver or similar officer has been appointed to take charge of all or part of the
Contraclor’s assets;

d. The Contractor terminates its maintenance, operations, and support services for the

State for the Software or has ceased supporting and maintaining the Software for the

State whether due to its ceasing to conduct business generally or otherwise, except in

cases where the termination or cessation is a result of the non-payment or other fault

of the State;

The Contractor defaults under the Contract; or

f. The Contractor ceases its on-going business operations or that portion of its business
operations relating to the licensing and mainienance of the Software.

e

Upon the occurrence of a Release Event, the Contractor hercby grants the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and to
authorize others to do the same on behalf of the State (Contractors, agents, etc.), solely for the
purpose of completing the performance of the Contractor’s obligations under the Contract,
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including, but not limited to, providing maintenance and support for the Software and subject
to the rights granted in this Contract.

Remuainder of this page intentionally left blank
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EXHIBIT E — ADMINISTRATIVE SERVICES

1.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the Party believing itself aggrieved (the “Invoking Party”) shall call for
management involvement in the dispute negotiation by written notice to the other Party. Such
notice shall be without prejudice to the Invoking Party’s right to any other remedy permitted
under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
Parties in which to attempt to resolve the dispute:

ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State
will provide the Contractor with access to all program files, libraries, personal computer-based
Systems, Software packages, Network Systems, security Systems, and hardware as required
to complete the contracted Services. . :

RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not limited
to books, records, documents, and other evidence of accounting procedures and practices,
which properly and sufficiently reflect all direct and indirect costs invoiced in the performance
of their respective obligations under the Contract. Contractor and its Subcontractors shall
retain all such records for three (3) years following termination of the Contract, including any
extensions. Records relating to any litigation matters regarding the Contract shall be kept for
one (1) year following the termination of all litigation, including the termination of all appeals
or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these
items shall be provided within Merrimack County of the State of New Hampshire, unless
otherwise agreed by the State. Delivery of and access to such records shall be at no cost to the
State during the three (3) year period following termination of the Contract and one (1) year
Term following litigation relating to the Contract, including all appeals or the expiration of the
appeal period. Contractor shall include the record retention and Review requirements of this
section in any of its subcontracts.

ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable
from the accounting System.
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5. AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State’s expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1  Access to State Systems
In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment, Documentation, information, reports, or data of any kind
(hereinafter “Information™), Contractor understands and agrees to the following rules:

6.1.1.

6.1.2.

Computer Use

Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

That information shall be used solely for conductihg offictal State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall
Contractor access or attempt to access any information without having the
express authority to do so.

That at no time shall Contractor access or attempt to access any information
in a manner inconsistent with the approved policies, procedures, and /or
agreements relating to system entry/access.

That all software licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that at all times Contractor must use utmaost care to protect
and keep such software strictly confidential in accordance with the license or
any other agreement executed by the State. Only equipment or software
owned, licensed, or being evaluated by the State, can be used by Contractor
Personal software (including but not limited to palmtop sync software) shall
not be installed on any equipment.

That if Contractor is found to be in violation of any of the above-stated rules,
the Contractor may face default and termination under the Agreement and the
individual may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.,

That computer use shall follow the State standard policy (Statewide Computer
Use Policy is available upon request)

Email Use

Email and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined
as “internal email systems” or “State-funded email systems.” Contractor understands
and agrees that use of email shall follow State standard policy (Statewide Computer
Use Policy is available upon request).
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STATE OF NEW HAMPSHIRE
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EXHIBIT E - ADMINSTRATIVE SERVICES

6.2

6.3

6.4

6.1.3. Internet/Tntranet Use
The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard
policy (Statewide Computer Use Policy is available upon request).

State Website Copyright

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

Workspace Requirement
Contractor shall perform ail work tasks remotely. Contractor shall not require the State to
provide any workspace.

Workplace Hours

Unless otherwise agreed to by the State, the Contractor’s*personnel shall work forty (40)
hour weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New
Hampshire holidays. Changes to this Schedule may be made upon agreement with the
State Project Manager.

Remainder of this page intentionaily left blank
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting terms and definitions apply excepl as specifically noted elsewhere in this

Contract.
TERM DEFINITION
Notice from the State that a Deliverable has satisfied
Acceptance Acceptance Test or Review,
A Contract duly executed and legally binding.
Agreement ¢ rauy gally b 5
Data Breach means the loss of control, compromise,
unauthorized - disclosure, unauthorized  acquisition,
unauthorized access, or any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
Data Breach access o personally identifiable information, whether

physical or electronic. With regard to Protected Health
Information, “Data Breach” shall have the same meaning as
the term “Breach” in section 164.402 of Title 45, Code of
Federal Regulations.

Security Incident

“Security Incident” shall have the same meaning
“Computer Security [ncident” in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology,
U.S. Department of Commerce.

Page 38 of 43

Contractof Initial sz :{ l/
Date:
2 22—




STATE OF NEW HAMPSHIRE
Department of Justice
Online Inventory Tracking System
EXHIBIT F - TERMS AND DEFINITIONS

Information required to be kept Confidential and restricted
from unauthorized disclosure under the Contract.
“Confidential Information™ or “Confidential Data” means
all private/restricted confidential information disclosed by
one party to the other such as all medical, health, financial,
public assistance benefits and personal information
including without limitation, Protected Health Information
and Personally Identifiable Information.

Confidential Information also includes any and all
Confidential Information information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but is not limited to Personal Health
Information (PHI), Personally ldentifiable Information
(PI), Federal Tax Information (FT1), Social Security
Numbers (SSN), Payment Card Industry (PCI), and or other
sensitive and confidential information,

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to

ntract - .
Co perform as specified in the Contract Documents.

A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming

Deficiency (-ies)/Defects to its Specifications.

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
Deliverable provided by the Contractor to the State or under the terms
of a Contract requirement.

All information that describes the instaliation, operation,
and use of the Software, either in printed or electronic

Documentation
format.
Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Enhancements Documentation as a result of improvement in quality, value,

or extent,
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Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosted System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Identification and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the S):stem fully Operational for
processing the Data.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information, It
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

3

Operational

Operational means that the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued Acceptance,

Personal Information

“Personal Information” (or “PI”} or “Personally Identifiable
Information™ (P11) means information which can be used to
distinguish or trace an individual’s identity, such as their
name, social security number, personal information as
defined in New Hampshire RSA 359-C:19, biometric
records, etc., alone, or when combined with other personal
or identifying information which is linked or linkable to a
specific individual, such as date and place of birth, mother’s
maiden name, etc.

The submission from a Vendor in response to the Request

Proposal for a Proposal.
All Custom, SAAS and COTS computer programs and
Software applications provided by the Contractor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.
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Software License

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical staridards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein,

State Data

All Data created or in any way originating with the State,
and al! Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of the
applicable calendar year,

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing

Subcontractor Services under this Contract under a separate Contract with
or on behalf of the Contractor.
All Software, specified hardware, interfaces and extensions,
System integrated and functioning together in accordance with the

Specifications.
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Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions

Term o
or termination.
Supports the confirmation of authority to enter a computer
Verification system application or network. )
The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
Warranty

delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty' Period

A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Remainder of this page intentionally left blank
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EXHIBIT G — ATTACHMENTS AND CONTRACTOR CERTIFICATES

1. ATTACHMENTS

a. Exhibit B Business and Technical Requirements — Attachment |
b. Agency Compliance Documents — Attachment 2

2. CONTRACTOR CERTIFICATES
a. Contractor’s Certificate of Good Standing

b. Contractor’s Certificate of Vote/Authority
¢. Contractor’s Certificate of Insurance

Remainder of this page intentionally left blank
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- Attachment 1 - Statement of Work
Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Problem

There is currently no electronic system in place to track the current location of Sexual Assault Kits.
Processing status must be made available to sexual assault victims. Specific information must be available
to DOJ authorized users. Management reporting to be determined as well as lost kit processes must be
created.

Specific Solution Information

+ Approximately 350 kits per year are issued
e Victims may confidentially and ananymously view kit status by going to the web site and entering
the 8-character tracking code that is given to them at the time of the exam.

s DOJ personnel must have ability to search, modify, add, import, export data, create reports, etc.

Salution Technical Overview
A secure, encrypted SQL Server database and associated SSL web server on Microsoft Azure will be created.
This closed system will be accessed in via S5L secure web site.

1. Victim web site. Victims may query the system anonymously using a unigue Kit Tracking code
assigned to the kit. {See page 3). !

2. Location updater web site. Accessed via QR code or web site with Kit Tracking Code. Enters Kit
Tracking Code, selects the location and status. (See page 4).

3. Admin web site for authorized DOJ personnel only. May have full or partial rights to manage the
data, run reports, etc. (See page 6) )

Details

The SAEK Software program will be web-based consisting of 3 separate SSL secured web sites hosted on a
Microsoft Azure server. One for victim inquiries, another for the updaters (hospitals, police departments
and labs) and the third for in-house administration and reporting. Each web site/unique web page will have
separate functions and be independent of one another but will share a common Azure SQL Server database.

Each kit will have a custom label added when received. This label will include a tear off receipt that is given
to the victim. This receipt has the unique 8-digit Kit Tracking Code assigned to the Kit ID and applied to the
kit as it is received by DOJ. These labels are custom configured and will be preprinted and delivered as part
of this project.

© CCVCINC 2021 Ver. 1.07 12/10/2021 Page 10of 8



Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Security: No PID will be used by this system. All data will be en;:rypted end-to-end and secured on a closed,
Azure server. Data and the web sites will be backed up daily or more frequently. Antivirus, malware
detection and prevention will be enabled. Web site, Azure security audits and application security audits
will be performed and Admin/DQ! will be informed of any issues.

Samptle Kit label

Labels will be printed and delivered to the Admin users as requested. Kit labels will be printed similar to the
diagram below. One label is attached to the kit at front top left next to NH logo with other hanging off for
tear off to give to victim as shown in photo. This is subject to change as the project is tested.

Label pair in approximate actual size
Top victim tear-off
Bottom part on kit

Below is your Evidence Kit Tracking Code.

Go to: kitinfo.covenb.org
DO NOT LOSE THIS CODE!

Kit tracking cannot be viewed without it.

LYTZ-GHDM

Jr2rls  Scan the QR code or go to:

kitupdate.ccvenh.org
v to update status & location
1X[a EVIDENCE KIT TRACKING CODE:

LYTZ-GHDM  p:s00s

Important:

The 8-character evidence tracking code and QR code are system generated has over 78 billion possibilities
making guessing impossible.

Victim will be handed Kit Tracking Code tear off for follow up. This is similar to anonymous survey entries,
USPS Certified Letter tracking, Airline Tickets or concert ticket ID codes. Only information is available with
the code.

@ CCVCINC 2021 Ver. 1.07 12/10/2021 Page 2 of 8



Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Victim web site: https://kitinfo.ccvenh.org

Victims may query this site anonymously by entering Kit Tracking Code.
Enter Kit Tracking Code: LYTZ-GHDM and click Search.

Thrs web sute wnll allow you to check the status of your examlnatlon Enter the information
below and click Search. <This text is updated by Admin user>...

Kit Traclung Code LYTZ-GHDM

* B LS

If search finds matching kit information, then status information shows.
e = ST
...This web site will allow you to check the status of your examination. Enter the information

below and click Search. <This text is updated by Admin user>.,

KntTrackmgCode [m . , @‘ Search j

'-lnfonnatlon Found: .

<Thisisa sample -Data-shown and status descnptlons are user oonflgured>
b7 1/2020 Evidence Collection : <Hospital Name> + <Hosp|tal Phone Number>
'1/3/2020 - Police Agecy - <Police Department Name> + <Phone Number> o
'1/$/2020 - Lab For Analysis- <Police Dept. Lab name>.

1/20/2020 - Police Agncy <Police Department Name> + <Phone Number>

- <Etc> . , A

If no match, then a custom message will show. This message is set by the Admin users and may include
instructions for the victim, contact number/emails, etc.

...This web site will allow you to check the status of your examination. Enter the information
below and click Search. <This text is updated by Admin user>....

KitTrackingCode- .;zzzzzzzzi i .k Search 3 :

Invahd Knt Trackmg Code.’ lnformatlon Not Found <rh|s text is updated by Admin user>

Important:
No data other than the unique Kit Tracking Code is required.

© CCVCINC 2021 ' Ver. 1.07 12/10/2021 Page 3 of 8



Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Updater web site https://kitupdate.ccvenh.org

For hospital staff, police, others: They scan QR code on the label or go to web site URL using any available
device. The user enters the Kit Tracking Code. If it's a match in the system, the user can update status and
location. All access will be logged with IP/date/time/KitTN entered as permitted by NH state IP policy.
IMPORTANT: Updater must have physical control of the kit to update the status as the Kit Tracking Code is
printed on the kit label.

This web site will allow you to update the kit status . Enter the Kit Tracking Code and click OK. <This textis
updated by Admin user>....

" Kit Tracking Codelgxx_x.;xxx -

If correct match between QR scanned or the entered Kit Tracking Code, then this update screen shows:

Computer screen might look like this:

This web site will allow you to update the kit status . Enter the Kit Tracking Code and click OK. <This text is
updated by Admin user>,..,

Mittracking Code: [imzaiom | e B

This is Kit Number 8008 <For verification> -

" Oate:[1/23/2011 J <Populate5 with Today but may be d1anged>

o ' ‘Status: [(f-rom list of statuses> U!<From Admin populated list> -

v Recelved BY: '@ Medicnl Fadity (@) Law Enfmmem O OtherINot Uisted i‘ <Determ|nes which list to display below>

|<From list of Medlﬂl!pollce type in namelphone){ !J<From Admin POPU|aIEd list>

T

Important: )

No data other than the unique Kit Tracking Code is required to be entered.

All Lists are pre-loaded with all Hospitals, Police Agencies and Status info <DQJ User defined>:
The text and drop-down selection values are set up by Admin users as desired

Returned to police agency
Final Disposition

1. Inventory (at AG Office) — Internal Only (not shown on updater - receipt of kit into system}

2. Hospital (Not used yet) — Internal Only {ship out — sent to hospitals and externa! destinations)
3. Evidence Collection

4. Police Agency

5. lab

6.

7.

© CCVCINC 2021 Ver. 1.07 12/10/2021 Page 4 of 8



Sexual Assault Evidence Kit Tracking (SAEK) - SOW

If Kit Tracking Code is not found, then this screen shows:

This web site will allow you to update the kit status . Enter the Kit Tracking Code and click OK. <This textis

updated by Admin user>....

Kit Tracking Code: [LYTZ-GHDM _ i t—-o'g—‘!

 Invalid Kit Tracking Code. Information No.t" Found. <This text is vpdated by Admin user>.... .

Important:
User defined text might include number to call or email address to contact with update information, etc.
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Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Admin/DOJ Internal Users (Julie and team) https://kitadmin.ccvenh.org

Secure access. Users authorized by Admin (Julie Curtin). Require UID and complex passwords.
Allows entry of all kit header and box label information from kit. Information shown below plus additional
information as required for tracking and reporting.

Existing spreadsheet data will be imported based on the structure below.

| m‘} I Agency ] Dace of Ofterse Lm{ﬂu: | WLmﬁ'rt\lN:dunl mlll.f’lv!uf ] ‘lﬂ_‘“mmm County *

Draft of current data is below.
Admin updated/reviewed/reported.
Kit Data:
Kit ID Number (as shown on kit)
Date Received from Vendor
Vendor
Expiration Date
Lot Number
Kit Tracking Code (system autogenerated and prepopulated)
Date of Offense/Assault
SAFE-ITR Grant Action
Status as selected, Tested Y/N and Lab #/Notes
County
General Notes

Hospital/Law Enforcement/Lab Data;

Organization Name
Organization Phone
Organization Type (Hosp/LE/Lab)

Grant Action/Disposition List:
Internal Code
Description

Tracking Data - Updated by Updater Recipient (see page 4).
Kit Tracking Code
Dates Received/Collected/Offense
Received by (Hospital, LE, Other)

© CCVCINC 2021 Ver. 1.07 12/10/2021 Page 6 of 8



Sexual Assault Evidence Kit Tracking (SAEK) -SoOw

Internal User functions draft:
Menu driven screen with the following capabilities.

Data entry/review see kits and statuses, manual entries etc.
Search

Update/export/report kit data

Update/export/report Law Enforcement list
Update/export/report Hospital list

Reporting — IMPORTANT: Review all past reporting requests and make sure we are collecting
supporting data '

7. Admin options

Text entry and update for all screen text

Status list updates

Label text updates

User access

A

0T

Delivery:
90 Days after acceptance

Cost:
See separate quote
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Sexual Assault Evidence Kit Tracking (SAEK) - SOW

Reference material:
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Exhibit G 1 a - Business and Technical Requirements

BUSINESS REQUIREMENTS - ~

State Requirements

Vendar

Req#

Requirement Description”

Criticality

‘Vendor
Ru_pcmsn

Detivery
Method

- Comments

SUBHEAD

B1.1

Inchuded, See Sexual Assauht Evidence Kit Tracking [SAEK] - SOW

Bl.2




APPLICATION REQUIREMENTS ~

- State Requirements o _ Vendor
T - = ' . : Vendor | Deltvery ‘ o o
Req# Reguirement Description - Crity L Comments P
=a i ent Descrlp . ul.ltv Response | Method . )
GENERAL SPECIFICATIONS s — :
Ability to access data using open siandards access protocol [please
All spectfy supported versions in the comments field). M YES Standard - SO Server, ASPX, MS Ature are uted
Data is available In commonly used format over which no entity has
exclusive control, with the exception of National or International
ALl standards. Data ks not subject to any copyright, patent, trademark or M YES Standard SaL Server, ASPX, MS Ature are used
other trade secrel regutation.
Web-based compatible and in conformance with the following W3C -
Al3  |standards: HTMLS, €55 2.1, XML 1,1 M YES Standard SQL Server, ASPX, MS Ature are used
APPLICATION SECURITY . - - _ > - - e
Verify the identity or authenticate all of the system dient apphcations
Az |before allowing use of the system to prévent access to inappropriate or |y ves | Standard Sys admins may aflow additional authorited sers (o the adminisiralion srea.
confidential data or services.
Verify the identity and authenticate all of the system’s human users
azz [btfore aflowing them to use its capabillties 1o prevent access tof ves | Standard Incluced. See Sexual Assautt Evidence Kit Tracking [SAEK) - SOW
Inappropriate or confidential data or services.
az3 |Enforce unique uier names, M ves | standard Inchuded, See Sexual Assauh Evidence Kit Tracking [SAEK) - SOW
Enforce complex passwords for Adminkstrator Acoounts in accordance .
a24  [with DolT's statewide User Account and Password Policy. M YES | Standard Included. See Sexual Assault Evidence Kit Tracking (SAEK) - SOW
Enforce the use of complex passwords for general users using capital
A2s  [testers, numbers and special characters in accardance with DolT's M ves | standard Inchaded. See Sexual Assautt Evidence Kit Tracking (SAEK] - SOW
statewide Lier Account and Password Policy.
Encrypt passwords In transmission and at rest within the database.
A2.6 M YES Standard included. See Sexual Assault Evidence Kit Tracking {SAEK) - SOW
Establish abifity 10 expire passwords after a definite period of time in
a2y  [Mcordance with DolT's suatewide User Account and Password Policy. M ves | standard tncluded. See Sexual Assault Evidence Kit Tracking {SAEK] - SOW
Provide the abHity to limit the number of people that can grant or
A28 |change authorizations, M YES Standard Included. See Sexual Assault Evidence Kit Tracking (SAEX) - SOW
Establish abifity to enforce session timeouts during periods of inactivity.
A9 M YES Standard Inchaded. See Sexual Assauht Evidence Kit Tracking (SAEK]) - SOW
The application shall not store authentication credentials or sensitive
A2.10 |dataln its code. ] YES Standard Inclugded, See Sexual Assault Evidence Kit Tracking [SAEK) - SOW
Log all attempted accesses that fall identification, authentication and
A2.11  |authortzation requirements. M YES Standard Included, See Sexual Assault Evidence Kit Tracking (SAEK] - SOW
The application shafl log afl activities 1o a central server to prevent .
parties to application transactions from denying that they have taken N I‘::o;l . H . ]
A2,12 |place. M Ne val:‘at of Users are not required 1o create log ins so specific user activity cannot be monitored.
o . :
Proposing h




All logs must be kept for {XX- days, weeks, or months).

‘Not

Availables] - Pl L - o v
A2.13 No nl:d:t 4 " . Users are not required to create kog ins so specific user activity cannot be monitoréd, -
Propasing - - -
The apphication must afiow a human user to explicitly terminate a
A2,14 jon, No remnants of the prior sestion should then remain. YES Standard Included. See Sexual Assauht Evidence Kit Tracking (SAEK) - 50W
Do not use Software and Sysiem Services for anything other than they
A2.15 |are designed for, YES Stanglard QL Server, ASFX, MS Azure are used
The application Data shall be protected from unauthorized use when at
A216  |rest. YEs Standard SOL Server, ASPX, MS Ature are uted
The application shall keep any senshtive Data or communications private
A2.17  |trom unauthorized individuals and programs. YES Standard SOL Server, ASPX, M5 Ature are used
Sub: sent application enhancements ar upgrades shall not remove or
A2.18 |degrade security requirements. YES Standard SOL Server, ASPX, MS Azure are used
azg |Utize change manag dex and procedures. YES Standard Internal change management system based on MS Offke/Outlook
‘Web Services : The service provider shall use Web services exclusively to
A2.20 Interface with 1he State’s data In near real time when possible. YES standard

5QL Server, ASPX, MS Ature are used




TESTING REQUIREMENTS ) R : s

State Requirements. . . Vendor
’ ) . . Vend ! - . ! - R -
Req# - - Requirement Cescription Criticafity R 0 ::e :::;: Comments : :
[ APPLICATION SECURITY TESTING . - -
All components of the Software shall be reviewed and tested to ensure
11 [they protect the State’s web site and fts related Data assets. M YEs. | standard Only a link toffrom the state web site will be implemented,
The Vendor shall be responsible for providing dotumentation of security|
testing, as approprizte. Tesis shall focus on the technical, administrative
112 [dndphysical security controls that have been designed into the System [l YES | Standard We use Burp Suite Pro and will scan the proposed she monthly. We will correct any high severity errors found.
architecture in order 1o provide the necessary confidentiality, integrity
and avallability,
Provide evidence that supports the [act that Identification and
Authentication testing has been recently accomplished: supports
T1.3 [obtaining information about those parties attempting to log onto 3 ™ YES Standard We use Burp Suite Pro and will scan the proposed site monthly. We will correct any high severity errors found. We will supply these test
systeen or application for security purposes and the vaidation of users. . results on request.
Test for Access Control; supports the management of permissions for ‘We use Burp Suite Pro and will scan the proposed site monthly, 'We will correct any high severity errors found, We will supply these test
T14  |logging onto a computer or network. M YES Standard results on request.
Test for encryption; supports the encoding of data for security purposes,]
115 [and for the abillty to access the data in a decrypted format from v Yes Standard We use Buep Suite Pro and will scan the proposed site monthly, We will cocrect any high severity errors found. We will supply these test
required tools. results on request.
Test the Intrusion Detectlan; supports the detection of flegal entrance We use Burp Sulte Pro and will scan the proposed site monthly. We will correct any high severity errors found. We will supply these test
T16  |into a computer system. M YES Standard results on reguest.
Test the Verification feature; supporis the conflrmation of authority to We use Burp Suite Pro and will scan the proposed site monthly. We will correct any high severity errors found, We will supply these test
T1.7  jenter a computer system, appcation or network, M YES Standard results on request
Test the User Management feature; supports the adminkstration of
T1.8 computer, application and network accounts within an organization. M YES Standard We use Burp Suite Pro and will scan the propoted site monthly, We will correct any high severity errors found, YWe will supply these test
) resuits on request,
Test Role/Privilege Management; supparts the granting of abilities to
119  |usersof groups of users of 3 computer, application or network. " YES Standard We use Burp Suite Pro and will scan the proposed tite monthly, We will correct any high severity errors found, We will supply these test
) results on request,
Test Audit Trail Capture and Analysis; supponts the identification and .
W Burp Suite Pro and will scan the proposed tite monthly, We will correct any high severity errors found, We will s these test
T1.10  |monitoring of activities within an application or system. ) YES Standard | "Y€ use Burp Suite Pro and will scan the proposed site 'e:m’ pop ny hig ty pply
Test Input Valldatlon; ensures the application is protected from buffer
THi1 cverllow, cross-site scripting, SQL injection, and unauthorized access of " YES Standard We use Burp Suite Pro and will scan the proposed site monthly, We will correct any high severity errors found. We will supply these test
files and/or directories on the server. results on request,
For web applications, ensure the application has been tested and
hardened to prevent critical appHcation security Naws. [ At 3 minimum,
L the application shafl be tested agalnst all flaws outlined in the Open " YES Standard We use Burp Suite Pro and will scan the proposed site monthly. We will correct any high severity errors found. ‘We will supply these test
o Web Application Security Project [OWASP) Top Ten resuits on request.
[http:/ www.owasp.ong/index.php/OWASP_Top_Ten_Project).




Provide the State with validation of 3rd party security reviews
performed on the appBcation and systern environment. The review
may include a combination of vidnerability scanning, penetration Wae use Burp Suite Pro and will scan the proposed site manthly. We will correct any high severity errors found. We will supply thess test
TL13  lesting. static analysis of the source code, and expert code review YES Standard resufts on request.
{please specily proposed methodology in the ¢ ts Felkd).
Prior 10 the System being moved into production, the Vendar shall
Ti.14  |provide results of all security testing to the Department of information YES Standard We use Burp Suite Pro and will scan the proposed site prior to move to procduction, We will supply these test results on request.
Technology for review and acceptance.
Vendor shall provide documented procedure for migrating appBcation .
T1.15 |modifications from the User Acceptance Test Environment to the YES Standard We use Burp Suite Pro and will sean the proposed site prior to mave 1o production, We will supply these test results on request,
Production Environment.
NOARD TESTING - * 0
21 The Vendor must test the software and the system using an Industry YEs Standard We use Burp Suite Pro and will scan the proposed site monthly. We will correct any high severity errors found. We will supply these test
X standard and State approved testing methodology. anda results on request.
n2 The Vendor must perform application stress testing and tuning. YES standard SaLS . ASPX, MS Azure are used
The Vendor must provide documented procedure for how to tyne - R . . ) . ' " R
T2.3  |Production with a specific testing environment. - YES Custom =" Mot sure what documentation s requited with this item. -
- -.
T2.4 The vendor must define and test disaster recovery procedures. YES Standard We have current disaster recovery plans in place on our Azure platform,




T i . ] - HOSTING-CLOUD REQUIREMENTS
State Requirements ~  ~ -~ | g ] -

Req ¥ T Requirement Description . ' Criticaltty vendor | Deltvery | - R

fesponse | Method . i

OPERATIONS - -

Vendor shall provide an ANSUTIA-942 Tier 3 Data Canter or equivalent,
A tier 3 data center requires 1) Muttiple independent distribution paths
serving the [T equipment, 2} All IT equipment must be duat-powersed
HL1  |and futly compatible with the 10pclogy of a site's architecture and M YES Swandard SQL Server, ASFX, M5 Azure are used
3jConcurrently maintainable site infrastructure with expected
availability of 99.982%. .

Vendor shall maintain a secure hosting environment providing all
Hiz [recessary hardware, software, and Internet bandwidth 1o manage the " YES

Standard ' SQL Server, ASPY, M5 Azure are used
application and support users with permission based logins,

The Data Center must be physicalty secured — restricted access to the
site to personnel with controls such as blometric, badge, and others
W13  |secusity solutions. Palicies for granting access must be in place and M YES Standard SOL Server, ASPX, MS Ature are used
followed. Access shalf only be granted 10 those with a need to perform
tasks in the Data Center.

Vendor shall install and update alt server patches, updates, and other

HLA  |utifithes within 60 days of release from the manufacturer. M YES Standard S04 Server, ASPX, M5 Ature are used
Mys [Vendor shall monitor System, securlty, and application ks, M Yes | Standard We have alerts in place and continuously monitor logs.
g [Vendor shall mansge the sharing of data resources. M YEs | Standard SOL Server, ASPX, MS Azure are used
Vendor shall manage daily backups, off-site data storage, and restore
HL7 operations, M YES Standard SOL Server, ASPX, MS Ajure are used
g |The Vendor shall monitor physical hardware. M ves | Standard SO Server, ASPX, M5 Azure are used
Remots access shall be customized to the State’s business application.
Ininstances where the State requires access to the application or server
H19  [fesources notinthe DMZ, the Vendor shall provide remote deskiop Y] YES Standard State personnel will not need remate Betess.
jconnection (o the server through secure protocols such as a Virtual
|Private Network {VPN}.

The Vendor shall report any breach in security in conformance with
State of NH RSA 359-C:20. Any person engaged in trade of commerce
that is subject to RSA 358-A:3, | shall also notify the regulator which has
HLIC  |orimary regulatory authority over such trade or commerce, All other M YES Standard Will do.
persons shall notity the New Hampshire attorney general's office.

DISASTER RECOVERY - - - = - - - - B

endor thall have documented disaster recovery plans that address the
HL1 recovery of lost State data as well as their own. Systems shall be v YeS

Standard We have multiple backups in place bath via Azure and off site,
architecied to meet the defined recovery needs,

The disaster recovery ptan shall identify appropriate methods for
procuring additional hardware in the event of 2 component failure. In
most instances, systems shall offer a level of redundancy so the loss of a
HL2  |drive or power supply will not be sufficient 1o terminate services M JYES Standard Azure bult in.
however, these failed components will have 10 be replaced,

Vendor shall adhere to a defined and documented back-up schedule and
H13  |procedure. M YES Standard We have muttiple backups In place both via Azure and off site.




Back-up coples of data are made for the purpose of facitating a restore

H24  |of the data In the event of data loss or System failure, YES Standard We have muitiple backups in place both via Azure and off site.
Scheduted backups of all servers must be completed reguiarly. The
H2.5 minimum acceptable frequency is differential backup dally, and YES Standard Wa have multiple daily complete backiups.
complete backup weekly.
Tapes or other back-up media tapes must be securely transferred from - :
the site to another secure location to avokd complete data loss with the - Het . i
loss of a facility Avallable/|* . . ;
H2.6 . NO Mot We do not physically transfer any data or use any tapes or physical media moves., - N
o . : - - B
Proposing -
Data recovery = In the event that recovery back to the kast backup is not
sutficient to recover State Data, the Vendor shall employ the use of
database logs in addition (o backup media in the restoration of the
H2T  ldatabase(s) to afford a much closer to reak-time recovery. To do this, YES Standard We have muttiple dally complete backlups.
logs must be moved off the volume containing the database with a
fregquency to match the business needs,
HOSTING SECURITY . - - - -
H3.1 The Vendor shall employ security measures ensure that the State’s
application and data is protected. _YES Standard SOL Server, ASPX, MS Ature are used
H3.2 [ State data ks hosted on multiple servers, data exchanges between and
among servers must be encrypted. YEs Standard SQL Server, ASPX, M5 Arure are used
H33  {AN servers and devices must have currently-supported and hardened
|operating systems, the latzst antiviral, anti-hacker, anti-spam, anti-
1spyware, and anti-maiware utllities. The environment, as a whole, shall YES Standard SOL Server, ASFX, MS Azure are used
have aggressive intrusion-detection and firewall protection.
Hi4 AN components of the infrastructure shall be reviewed and tested to R -
ensure they protect the State’s hardware, software, and its related data Not. :
ssers, Tests shafl focus on the technical, administrative and physical S Avallable/ o -
security controls that have been designed into the System architecture NO Not -_ Notapplicable. ‘Ho state hardware or software is used.
. o ot > el
in order to provide confidentialty, integrity and avaitabllity, Propasing |- . - ;" B . - " o .
H1S The Vendor shall ensure lts complete cooperation with the State's Chief
Information Officer in the detection of any security vulnerability of the YES Standard Wit do
{bosting infrastructure,
H3.6 The Vendor shalt authorize the State to perform seheduled and random
security sudits, including wainerablity assessments, of the Vendor”
hosting Infrastructure and/or the application upon request. YES Standard State may perform any security audits at any time.
H3.7  [All servers and devices must have event logging enabled. Logs must be
protected with access Emited to only authorized administrators.
Logs shall Inchude System, Application, Web and Database logs. YES Standarg State may perform any security audlts at any time.
HE Operating Systers (05) and Databates (DB) shall be bullt and hardened
in acoordance with guidelines set forth by CIS, NIST or NSA. YES Standard SQL Server, ASPX, MS Azure are used
H3.3  [The Vendor shall notify the S1ate’s Project Manager of any security
breaches within two (2) hours of the time that the Vendor learns of theli YES standard will do.
occurrence,




H3.10

The Vendor shall be solely liable far costs associated with any breach of
State data housed at thelr location(s} induding but not limited to
notification and any damages assessed by the courts.

YES

Standard

SERVICE LEVEL AGREEMENT

H4.1

The Vendor's System suppert and maintenance shall commence upon
the Effecive Date and extend through the end of the Contract term, and
any extensions thereof,

YES

Standard

The vendor shall maintain the hardware and Software in accordance
with the spetifications, terms, and reguirements of the Contract,
inchading providing, upgrades and fxes as required.

YES

Standard

The vendor shall repair or replace the hardware or software, or any
portion thereof, so that the System operates in accordance with the
Specifications, tarms, and requirements of the Contract.

YES

Standard

* |services, etc., shall be applied within sixty (60) days of relexse by their

AN hardware and software components of the Vendor hosting
Infrastrueture shall be fully supported by their respective manufacturers
at all times. AN critical patches for operating systems, datab web

respective manufacturers.

YES

Standard

The State shall have unlimited access, via phone or Email, 10 the Vendor
1echnical suppant staff between the hours of 8:30am to 5:00pm-
Mondazy through Friday EST.

YES

Standard

The Vendor shall conform to the spedific deficiency class as described:

o Class A Deficiency - Software - Critical, does not allow System 1o
operate, no work around, demands immedlate action; Written
Documentation - missing significant portions of information or
uninteffigible to State; Non Software - Services were Inadequate and
require re-performance of the Service.

o Class B Deficiency - Software - important, does not stop operation
and/for there it » work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough to
make the document unintefligible; Non Software - Services were
deficient, require reworking, but do not require re-perforeance of the
Service.

o Class C Deficlency - Software - minimal, cosmetic in nature, minimal
effect on System, low priority andfor user can use System; Written
Documentation - minimal changes required and of minor editing nature;
Non Software - Services requice only minor reworking and do not
require re-performance of the Service.

Feet

We do not have a formal classification of defiiencies. We respond as needed based on the requests. Response time from ous
support team is alwavs within 1-2 hours and fixes are usually done same day if urgent or as discussed with ihe person reporting
* the issue, We can certainky add classl!ocaﬂons however this is an addubna! and unnecessary cost.

As part of the maintenance agreement, ongoing support issues shall be
responded to according 10 the following:

#, Class A Defkiencies - The Vendor shall have available to the State on-
il tetephone assistance, with Bsue tracking svailable to the State, eight
[8) hours per day and five {5) days a week with an emall / telephone
response within two (2) hours of request; or the Vendor shall provide
suppor on-site or with remote diagnostic Services, within four (4)
business hours of a request;

b, Class B & C Deficlencies —The State shall notify the Vendor of such
Deficlencies during regular business hours and the Yendor shall respond
back within four {4) hours of natification of planned corrective action;
The Vendor shall repalr of replace Software, and prowid 1
the Software in accondance with the Spedfications, Terms and
Requirements of the Contract.

nce of

YES

Custom

1
i

We do riot have formal classification of deficiencies. We respond as needed based on the requests. Response time from ouf
support team is alwavs within 1-2 hours and fixes are usually done same day if urgent or as discussed with the person reporting

the issue, We can cenaunl\r addy classsﬁcatnons however this is an additional and unnecessary cosl,




H4.8 | The hosting server for the State shall be avallable twenty-four (24) hours M
a day, 7 days a week except for during scheduled maintenance. -
YES Standard SO Server, ASPX, M5 Azure are used

H4,5  |A regularly scheduled maintenance window shall be identifled (such as M
weekly, monthly, or quarterly} at which time all retevant server patches

YES Standard
and appBcation upgrades shall be applied.

HA.10 (i The Vendor s unable to meet the uptime reguirement, The Vendor M - o . . L A . N
shall eredit State’s account in 2n amount based upon the following - | l.dnl : R - e R . . . Lo - )
forrula: (Total Contract Item Price/365) x Number of Days Contract No |Aveitable/ we do not physically control the Azure platofrm and have no capability to manage the azure hardware. ’
Rem Not Provided. The State must request this credit In writing. . ~ Not - - . ..

Praposifig L e, ) -t .

H4.11  (The Vendor shall use a change management policy for notification and M
tracking of change requests at well a5 critical outages. YES Standard

H4.12  |A critical gutage will be desighated when a3 business functioncannotbe | M
met by a nonperforming application and there Is no work around to the YES Standard
problem.

H4.13  [The Vendor shall maintaln a record of the activitles related to repair or M s ) K E -
maintenance activities performed for the State and shall repert NI I . . - - - . . N ., ;
quarterly on the following: Secver up-time; All change requests v . We do not have a formal classification of deficiencies. We respond as needed based on the requests. We do maintain a histort
implemented, including operating system patches; All critical outages YES Custom | -of all service/repair fequests. Server up time and other mgtrics are available from the Arure platform, This will increase the
reported inchuding actual issue and resohution; Number of deficiencies B " . H . - -

- tast hovrever.
reported by class with initial response time as well as tima to close. - ' A . . s .- IR B R t.
- Lo . F g . - . - .
[ L e .. Cer ]

H4.14  |The Vendor will give two-business days prior notification 10 the State M As needed,
Project Manager of all changes/upd: and provide the State with YES Standard
training due to the upgrades and changes.




* State Requirements

SUPPORT & MAINTENANCE REQUIREMENTS -

Vendor

Req#

) . : -n
Requirement Description

Criticality

. Vendor
Response

Method

Detl\(efv

. . _ Comments - : .

|SUPPORT &

MAINTENANCE REQUIREMENTS * — J -

511

The Vendor's System support and maintenance shall commence upon
the Effective Date and extend through the end of the Contract term, and
any extensions thereof.

YES

Standard

sl.2

the hardware and Software in acordance with the
Spedifications, Lerms, and requirements of the Contract, induding
providing, upgrades and fixes as required,

YES

51.3

Repair Software, of 2oy portion thereaf, 30 that the Sysiem operates in
accordance with the Speciflcations, Lerms, and requirements of the
Contract,

YES

Standard

S14

The State shall have unkmited sccess, via phone or Email, to the Vendor
technical support staff between the hours of 8:30am to 5:00pm-
Monday through Friday EST.

YES

Standard

515

The Vendor response time for suppert shall conform to the specific
deficiency class a3 described below or a5 agreed to by the partles:

o {lass A Defidency - Software - Critical, does not atlow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or

inteligible 1o State; Non Software - Services were inadequate and
require re-pedormance of the Service.
0  Class B Deficiency - Software - important, dees not stop operation
andfor there is 3 work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough to
make the documnent unintelligible; Non Software - Services were
defident, require reworking, but do not require re-performance of the
Service.
o Class C Defictency - Software - minimal, cosmetic in nature, mintmat
effect on System, low priority and/or user can use System; Written
Documentation - minimal changes required and of minor editing nature;
Mon Software - Services require oaly minor reworking and do not
require re-performance of the Service.

Custom

.

. B - . . ) ) Lo . ‘.\ . i .
We do not have a formal classifation of deficiendies. We respond as needed based on the régquests. Response time from oug

SUPPON team is always within 1-2 hours and fxes are usually done same day if urgent or a5 discussed with the persan reporting
the issue. \Ve can certainly add classifications however this is an additional and unnecessary cost.

51.6

The Vendor shall make available to the State the latest program
updates, general maintenance releases, selected functionality refeases,
patches, and Documentation that are generalty offered to Its customers,
a1 no additional cost

YE5

Standard

517

For all maintenance Services calls, The Vendor shall ensure the following
information will be collected and maintained: 1} nature of the
Deficiency; 2) current status of the Deficlency; 3) action plans, dates,
and times; 4) expected and actual completion time; S Deficency

{resolution Information, &) Resolved by, 7) Identifying number i.e. work

order number, B) kssue identified by;

YES

Customn

“| We do not have 8 formal classification of deficiencies. We respond as needed based on the requests. Response time from ous

support Leam is ablways within 1-2 hours and fixes are usually done same day if urgent or as discussed with the person reporting

" theissue. We can certainty add classifications however this Is an additional and unnecessary cost.

1.8

The Vendor must work with the State to identify and troubleshoot
potentially large-scale System faihures or Defidencies by collecting the
{ollowing information: 1} mean time between reported Deficiencies with:
the Software; 2} diagnosis of the root cause of the problem; and 3)
identification of repeat cafls or repeat Software problems.

YES

Custom

This is & web site using SQL Server hosted on MS Azure platform, There are no "large scale™ sysiem outages we are able to
N . ' E : . : track, - ~ - Bl




As part of the Software maintenance agreement, ongolng software

{makntenance and support issues, thall be responded to actording 1o the

fobowing or as agreed 10 by the parties:

2. Class A Deficiencies - The Vender shall have avaltable to the State on-
call telephone assistance, with lssue tracking available to the State, eight
18) hours per day and five (5) days 3 week with an email / telephone

{response within two (2] hours of request: or the Vendor shall provide

support on-site or with remote diagnostic Services, within four {4)

We do not have a formal classification of deficiencies. We respond as needed based on the requests, Response time from oul]

519 ‘YES Custom suppor: leamis ahways within 1-2 hours and fixes are usuvally done same day i urgent or a5 discussed with the persan reporting
business hours of a request; ~
-~ : the issue, We can certainly add cla:slficauons however.this is an additional and unpecessary cost,
b. Class B & € Deficiencies —The State shall notify the Vendor of such
Deficiencies during regutar business hours and the Vendor shalt respond R
back within four [4) hours of natification of planned corrective action; -
The Vendor shall repalr or replace Software, and provide maintenance o R
the 5oftware in accordance with the Specifications, Terms and Lo . _ ,
Requirements of the Contract; or as agreed between the parties. * oo, - _' R - - ‘ -l
The Vendor shall use a change management policy for notification and
5110 |tracking of change requests as wel as oritical outages. YES Standard
A critical outage will be designated when a business function cannot be
met by a nonperforming application and there is no work around 1o the - A T!:::I - . - O . o .
si.11  |problem. NO “H . o/ We do not physically contsol the Azure platform and have na capabitity to manage the azure hardware, -
o . - A
Proposing T . B ~
The Vendor shall maintatn a record of the activities related to repair or . ! - Toe * : N )
maintenance activities performed for the State and shakt report - LETO- T . . o s .
s1.12 quarterly on the lollowing: ANl change requests implemented; All critical : vés Custon | - We donot havea !nrrnal clasiification of deficiencies. We respond as needed based on the reuuests We track all se:vlce
. i i om -
outages reported including actual issue and resolution; Number of : H requests and resultant ﬁms Weacan cermnly agd classifications however this ks an additional and unnecessary cost.
deficiencies reported by class with initial response time as well as time s .
to dose. . . ' _
A regutarly scheduled maintenance window shall be identified {such as
$1.13 weekly, monthly, or quarterly) at which time all relevant server patches YES Standard
and application upgrades shall be applled.
The Vendor shall give two-business days prior notification to the Siate
$1.14 Project Manager of all changes/updates and provide the State with YES Standard
training due to the upgrades and changes.
The State shall provide the Vendor with a personal secure TP site to be . o7 ., - - . - *
used by the State for uploading and downloading flles if applicable. ."‘:LI - T I ' !
$115 NO A"';, . =/ . .+ Hotspplicable. A
o T

Proposing




) © PROJECT MANAGEMENT ’ ) . -

State Requirements . ) - : Vendor o t - )
' . N - Vendor 6:“veﬁ . D N T ’ ' o .
Regq® . : Requirement Description Crithcal ! : . i . Comments .
car. equ P fity Response | Method. i
PROJECT MANAGEMENT - . — - _ - 5 - - —
'Vendor shall participate in an initia) kick-off meeting to initiate the
PLY  |Project. M YES Standard
PL2 Vendor shall prowvide Project S1a¥f as specified In the RFP. M YES Standard
|vendor shall submit a finalized Work Plan within ten (10} days after
Contract award and approval by Governor and Coundi, The Work Plan
shall include, without imitation, a detatled description of the Schadude,
p1.3  [tasks, Delverables, milestones/critical events, task Sependencies, and M YES Standard Included. See Sexual Assault Evidence Kit Tracking (SAEX) - SOW
payment Schedule. The plan shall be updated no less than <every two
weeks.>
Vendor shall provide detalled <th-weekly or monthly> status reporis on - -
the progress of the Project, which will inciude expenses incurred year to ltlot le‘ R ’ - .
pra |date. M NO Availabte/| - - . Notappficable. =~
Not . « ' 3 R . _
Proposing T . . - - - - e
All user, technical, and System Documentation as well as Project
Schedules, plans, status reports, and correspondence misst be
PL5  |maintained as project documentation. (Define how- WORD format- on- M YES Standard We will provice documentation in MS Aword,
Line, in a commeon library or on paper).




Exhibit G 2 a Contractor's Certificate of Good Standing
State of New Hampshire

Department of State

4

" CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that CCVYC INC is a Colorado Profit
Corporation registered to transact business in New Hampshire on November 30, 2020. [ further certify that all fees and documents

required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Busingss [D: 856995
Certificate Number: 0005464208

IN TESTIMONY WHEREOF,

[ hereto set my hand and caise to be affixed
the Scal of the State of New Hampshire,
this Sth day of November A.D. 2021,

Do fodor

William M. Gardner

Secretary of State
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BT A ATE VL EANIE T HILaIRRI s urance

DATE [MWDOIYYYY)
10/2512021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: [f the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED prov:s:ons or be endorsed.
If SUBROGATION S WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsements).

PRODUCER
" GREEN [_N_S‘QRANCE AGENCY. '
2305EF Ara'p'a'l‘erd'#ZZiS

fa oy (30317844217

| wace

Centennial, CO 80122
INBURED INSURER B ; Beazley Insurance Company,inc 37540
CCVC Inc 1 RC: |
Genoa Group, LLC RD;- .
PO Box 631159 RERE i
Littleton ,CO 80163 INAURERF :
COVERAGES . CERTIFICATE NUMBER". REVISION NUMBER".
THIS 1S TO CERTIFY THAT THE POLICIES OF iNSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POUICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
_ EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REQUCED BY PAID CLAIMS,
K TYPE OF INSURANCE . _E&ﬁﬁi POLICY NUMBER ey LIMITS .
| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE 3 2.000 000
cramsaaoe [ X] oecur DAMACE To RENTED 3 1.000.000
| MED EXP {Any one person)__|1$ 10000
A t Y 34 SMB PM0920 DX 411812021 | 418/2022 [PERSONAL & ADV INJURY |15 2 000,000
| gen. AGGREGATE LIMIT APPLIES PER: | GENERAL AGGREGATE § 2000000 |
IX POLICY D FRO: D Loc lerooucTs - comeror aGg |l
QTHER; s
lAutouoatLE LIABILITY COMBINED SIWGLE LINIT ¢
E ANY AUTO BOOILY INJURY (et persan) || $
O 500 v (e sccen 5
HIRED [ |[Nor-owneo PROPERTY DAMAGE s
— iNJTOS ONLY AUTOS ONLY 1P ancident)
H
| [jumererass | | oecun leacH pecummence $
EXCESS LIAB CLAIMS-MADE AGGREGATE s
oo | [R_glg_HTIONs _ s
WORKERS COMPENSATION PER aiH,
AND EMPLOYERS' LIABILITY [ hnre [ [ 88
Y PROPRIE [OR/P ARTNEREXECUTIVE E.L EACH ACCIDENT s
FRICERMEMBER EXCLUDED? NIA
{Mxndatory in NH) E.L. DISEASE - EA EMPLOYEE |3
Il yes, describe under l
SCRIPTION OF OPERATIONS petow E.L..DISEASE - POLICY LMIT. |3
3,000,000 Each Claim Each claim l
Professional E&D * I
8 Y (| vi27E1200901 41182021 |} 4182022 | 3,000,000 Aggregate aggregate
o_és.cmﬂfluubr OPERATIONS i LOCATIONS / VEHICLES {(ACORD 101. Additional Remarks 3 tw, Mmay be had if more space is required}
it is understood and agreed that the State of NH Department of Justice is included as an Additional Insured as respects to General
Llahility as required by written contract per the terms and conditions of the policy
CERTIFICATE HOLDER . CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

State of NH Department of Justice
33 Capitol Street
Concord, NH 03301

THE EXPIRATION DATE THEREOQOF, NOTICE WILL BE OELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

AUTNOR&}EO REPRESENTATIVE q

Jl /é/w\-«’:‘. / e B
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Carr, Kathleen

To: Rienzo, David
Subject: RE: SAEK - COI - Workers' Comp

From: Bill Ross (CCVC INC} <bill.ross@ccvc.org>

Sent: Monday, February 14, 2022 12:50 PM

To: Rienzo, David <David.A.Rienzo@doj.nh.gov> :

Cc: Rakhmatova, Takhmina <Takhmina.Rakhmatova@doj.nh.gov>; Carr, Kathleen <Kathleen.B.Carr@doj.nh.gov>
Subject: RE: SAEK - COIl - Workers' Comp

EXTERNAL: Do not open attachments or:click on links unless you recognize and trust the sender.|

Hi David,

This is good news. [EEEINGLLEIR o\ S lem PIEVEES

AMIER, VAASAYIAS LEAS \BENASINEAST WAIRSIEE WA
Thanks,
Bill

" Bill Ross
bill.ross@ccve.org
Phone: 303-662-1673

CCVCINC




