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THE STA TE OF NEW HAMPSHIRE
DEPAR TMENT OF TRA NSPOR TA TION

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 0330)

William Cass, P.E.

Assistant Commissioner

Bureau of TSMO

December 2, 2021

REQUESTED ACTION

Authorize the Department of Transportation to enter into a service agreement with University System of
New Hampshire (USNH), Concord, New Hampshire (Vendor #315187) for managed fiber network
service, in the amount of $38,483.85, effective upon Governor and Council approval and once services
have been installed and tested, for a five year term. 52% Highway Funds and 48% Turnpike Funds
(Intra-Agency Transfers)

Funding to support this request is available in State FY 2022 and FY 2023. Funding is contingent upon
the availability and continued appropriation of funds in FY 2024, FY 2025, FY 2026 and FY 2027, with
the ability to adjust encumbrances through the Budget Office between State Fiscal Years if needed and
justified:

04-096-096-960515-3052

Trans Sys Mgmt & Operations
039-500180

Telecommunications Data

FY 2022 ' Y 2023 FY 2024

$15,400.00 $4,872.00 $5,018.16

FY 2025 FY 2026 FY 2027 '

$5,168.70 $5,323.77 $2,701.22

EXPLANATION

The Department of Transportation operates a Statewide ITS program used to gather and disseminate
information about road and weather conditions to the public and other State agencies. This statewide
intelligent transportation system (ITS) is operated and managed from the Bureau of Transportation
Systems Management and Operations (TSMO), Transportation Management Center (TMC) located
within the Incident Planning and Operations Center (IPOC) in Concord.

Located at Portsmouth International Airport at Pease is a communication facility that is the focal point
for wireless ITS communications along Spaulding Turnpike, Interstate 95'and NH Route 101 as well as
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the gathering point for safety and security camera images from all three interstate bridges with the State
of Maine.

The leased services for the Statewide fiber optic cable network with USNH is intended to interconnect
the TMC's ITS network directly to the seacoast ITS communications facility located at Pease, bypassing
an older, complex lower bandwidth microwave radio network made up of multiple paths between
Concord and Portsmouth. The leased interconnect is intended to become the primary communications
path to the seacoast ITS systems including the dynamic part-time shoulder running project on Interstate
95 and over the Piscataqua River. Use of this leased service with one time construction cost will also
allow for evaluation, reconfiguration and upgrades to the existing microwave system that has been in
continuous duty service since November of 2011.

This service agreement has been approved by the Attorney General as to form and execution and the
Department has verified that the necessary funds are available. Copies of the fully executed service
agreement are on file at the Secretary of State office and the Department of Administrative Services
office, and subsequent to Governor and Council approval will be on file at the Department of
Transportation.

Your approval of this license agreement is respectfully requested.

Sincerely,

Victoria F. Sheehan

Commissioner

Attachments



Network Services Agreement

NH Department of Transportation and USNH

This Agreement Is between State of New Hampshire Department of Tmnsportatlon ("NHDOr'l.havIng a

place of business at Smokey Bear BK/d, Concpr^,- NH 03301 and the University System of New
Hampshire, ("USNH") located at 5 Chenell DriW,,Concord NH 03301. USNH and NHDOT are referred to
Individually as a "PaHy" and collectively as the "Parties". This Agreement describes the service and the
responsibilities as agreed by botli.partles.

1 Relationship - NHDOt and USNH enter this agreement In a spirit of mutual respect and
collaboration.collaboration.

2  Context' The USNH Wide Area Network (WAN) provides data-transport, internet, Internet 2, and
other netwbrk'services in support of education, research, and outreach for several New Hampshire
Institutions. The WAN Is comprised of leased services from multiple providers as well as the IBEAM

NH Ijglitwave'network. The New Hampshire IBEAM, owned by the University System of New
'  Hampshire, Is a high-speed regional optical network comprised of fiber optic cabling, network

equipment and software, and monitoring systems. UNH staff, located at the University of New
Hampshire In Durharn, provide operations, administration, maintenance, and pfovlslbhlng (OAM&P)
forthbOSNHWAN.

•  9

3  PrerequlsJtiK to this agreement - There are no prerequisites to this agreement.

4  Service pescrij^pn'^'Services are defined In the Service lnforniatlbn;sectlon of Exhiblt-B; Network
and jntemet Service Order. 'NHDOT may "request addltlonal-hetwortc servlces.'such as DHCP, DNS,
access .control list (ACL) fllteflng, as well as Connect NH video cpllaboratlon^,TcoTlocati^ and other
servicesrthese additional servlces would.be.included In an amendment tojihis agreement or In a
separate agroenhent. • ^

5  Term & Termirtation

5.1 Initial Service Term Is defined In the Fees and Term section of Exhibit B;,Network and Intemet
Service Ortler,- to commence on the date that G & C approval Is provided. See Paragraph 7,
Provisioning. Renewal Term will be negotiated prior to the service end date and Is contingent
on approval from G&C. The termination of Service will not affect the NHpOTS obligations to pay
for other Servlce(s) as ordered.

5.2 Termination for Cause - Either party-may terminate this Agreement upon written notice If the
other party:

5.2.1 Commits a material breach of this Agreement and falls to curefsuch breach withln^thirty
.  (30)^ays after the receipt of "written notice of such breacHfforh'.th'e other pai^; or

5.2.2 Becprii'es Insolvent, acknovvledges insolvency in any manner, ce.ases tb do business,
makes an asslgnrnent for the benefit of Its credKoti, or files a petition for bankruptcy.

5.3 If NHDOT terminates this agreement for any reason, NHDOT will be liable for all termination
charges, of colocatlon fees and carrier clrcult(s). Including leased fiber, provided on behalf of
NHDOT.

5.4 Effect of Termination r Upon termination ofthls Agreement for any reason, NHDOT shall pay to
USNH all outrtanding undisputed fees due to USNH as of the effectlve date of termination. In
addition, any terms'that by their nature extend beyond termlriiatlon of this Agreement shall
survive.

Agreerhent for Network Service .*^ NHDOT and USNH
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6  Fees - Fees are defined In the Fees and Term section of Exhibit B, Network and Internet Service

Order and will not change during the first term of this agreement. If agreement renews beyond the

first term, UNH will apply a 3% increase to the annual fee each year, beginning In the first renewal

year. The annual recurring charge and annual Increases can be renegotiated prior to each auto-

renewal.

7  Provisioning - USNH WAN will work with the NHDOT technical staff to provision the new service and

perform final testing. Billing will commence no sooner than the Commencement Date - that is: the

date on which both parties agree that the service is functional.

8  Acceptance of Service

8.1 After USNH has completed provisioning the Service, there will be a one month "Interim Term"
during which NHDOT will evaluate the Service. If service meets NHDOTS reasonable

expectations, which include USNH providing reliable service as described In Paragraph 4, Service

Description, above, NHDOT will Issue a written "Acceptance of Service" letter via email to the
USNH Customer Account Representative.

8.2 Commencement Date will be the next business day following UNH's receipt of Acceptance of
Service from NHDOT.

8.3 If, at the end of the Interim Period, the Service does not meet NHDOTS reasonable
expectations, NHDOT may issue a written "Rejection of Service" letter via email or US Mail to

USNH. If NHDOT Issues a Rejection of Service as described, NHDOT may withdraw from this
Agreement with no obligations to USNH.

9  Billing - USNH will Issue an invoice for Service to NHDOT upon Acceptance of Service, and at the
beginning of each subsequent billing cycle as defined in the Fees and Term section of Exhibit B,
Network and Internet Service Order. NHDOT will notify UNH Information Technolc^ Business

Service Center of any changes or problems via the email address or phone number listed in Exhibit

A, Notices and Contact Information.

10 Network Downtime

10.1 Definition • Downtime due to the USNH Internal network or those network elements over

which USNH has direct control and lasts 15 minutes or longer. USNH is not responsible for

3rd party fiber-optic cable, electrical power, customer action or inaction; or events of force
majeure as deftned in paragraph 24.

Service Credit • In the event NHDOT experiences downtime (as defined in 10.1 above),

NHDOT will receive a Service Credit based on the cumulative unavailability of the affected

service in a given calendar month as set forth in the following table.

Service Credit:

10.2

1 second - 30 Minutes No Credit

30 Minutes-2 Hours 25%ofMRC

2 Hours -12 Hours 50% ofMRC

12 Hours or greater 100%ofMRC '

10.3 NHDOT must request a Service Credit within seven (7) days of the downtime or NHDOT will
forfeit the Service Credit.

10.4 In the event USNH discovers, or is notified by NHDOT, that NHDOT Is experiencing a

performance problem, USNH will take all necessary actions to identify and correct the
performance problem.

Agreement for Network Service - NHDOT and USNH
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11 Support

11.1 The service includes live phone and email suppor;t.<,USNH Wide Area Nc^ork engineers shall
provideisupport during USNH business.hours Sam - 4'30prn Monday thrpughfriday,
excluding UNH holidays.

11.2 USNH shall provide Operations, Administration, Maintenance and Provisioning which
includes operation of multiple test, monitoring, and jogging systems to assure optimal
operation of service. These systems provide 24/7 nbtificatipn to USNH network staff of
critical outages. USNH Staff responds to critical outages outside USNH business hours on a
bestreffort basis.

11.3 Problem Notification

11.3.1.1 NHDOrs technical,contact is to report problems via telephone call to the USNH
WAN Hotline: (603) 862-BITS (2487) or via email to wan.netoostOunh.edu.

11.3.1.2 Problem Notifications will be entered and tracked in the USNH trouble-ticketing
system with an associated "incident Number^. Upon c'ornmencement of Problem
Resolution, USNH staff will provide.NHDOT v/lth the Incident Number.

11.4 Problem Resoiutipn - USNH WAN service depends on fiber and.network providers and
common carriers. USNH will be responsible to work with providers to resolve outage on

NHDOrs ̂haif.

11.5 USNH network staff response time and resolution time objectives to a Problem Notification
during business hours are based on severity as follows:

Problem

Severity

Level

Description
Response

Time

Objective

Resolution

Time

Objedlve

CRITICAL A complete outage.
60

Minutes
2 Hours

MAJOR A significant degradation of the service. 2 Hours 4 Hours

MINOR A minor degradation of service 4 Hours
Next Business

Day

11.6 Upon resolution of the Problem, USNH WAN staff will close the incident and notify NHDOT

,that the incident has been closed.

12 NHDOT responsibility vin order to assure the rhost rapid recovery of diminished service
("Problem"), NHDOT shailiprovide accurate and detailed information in reporting the Probierh. in

addition, if deemed necessary by the USNH technical staff, NHDOT shall cooperate and participate
with the USNH staff in thp work of troubleshooting the Problem. Among other activities, this

required cooperatioti shall include timely execution of the following:

12.1 Providing accurate description of the problem symptoms;

12.2 observing and reporting on the status of power and LED indicators on the USNH equipment at

NHDOrS site;

12.3 reporting jog and other information from NHDOrs networking equipment or other network-
connected equipment;

Agreement for Network Service ~ NHDOT ahd.USNH
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12.4 capturing network trace Information on NHDOT equipment using TCPDUMP, Wlreshark, or
similar test programs;

12.5 disconnecting NHDOT equipment from the network that USNH staff determine Is potentially
causing the problem;

12.6 disconnecting and reconnecting power to the IBEAM equipment to initiate a reboot;

12.7 providing access to NHDOT facilities (e.g. data room or telecom closet).

12.8 NHDOT will provide a host IP interface with PING capability on NHDOTS network.

13 Client NMS Portal • NHDOT may request access to USNH WAN web-based network monitoring
platform (*NMS portal") to have read-only view of up/down status and usage statistics. NHDOT will
keep NHDOTS NMS portal login information confidential.

14 Ongoing maintenance - USNH will, from time to time, modify, upgrade, or replace software and
hardware components in the Service. USNH will work with NHDOT to schedule such work to
minimize any down-time impact on NHDOTS users. Maintenance down-time Is not counted In the
service level Network Downtime calculation.

15 USNH WAN equipment - Any USNH WAN equipment on site Is owned by USNH. If any USNH WAN
equipment Is placed on NHDOTs site, NHDOT will provide appropriate electrical power and secure
space, and assure temperature In space will not exceed 80 degrees Fahrenheit. NHDOT will not
touch, move, power-down, nor otherwise alter the state of the USNH WAN equipment on NHDOTS
premise without express permission of USNH IT network staff. NHDOT can request that USNH move
equipment, and USNH staff will work with NHDOT to coordinate such a change in a timely manner.
NHDOT will assist USNH to make reasonable arrangements to perform this work.

16 NHDOT network - It Is presumed that NHDOT is connecting a local area network (NHDOT LAN) to
the USNH WAN service. NHDOT shall operate NHDOT LAN in a responsible manner. NHDOT is solely
responsible for the selection, implementation, and maintenance of security features for protection
against unauthorized or fraudulent use of service.

17 Appropriate Use >

17.1 NHDOT use of USNH WAN shall comply with the USNH Acceptable Use Policy (AUP). USNH staff
are bound by the USNH AUP as well. The USNH AUP can be found on the USNH Internet website
at http://www.usnh.edU/olpm/UNH/VI.Prop/F.htm#5 The AUP can be attached as an exhibit to
this agreement at NHDOTS request.

17.2 NHDOT use of USNH WAN shall comply with the Internet2 Network Acceptable Use Policy (AUP),
which can be found at:
http://www.lnternet2.edu/media/medialibrarv/2013/09/18/lnternet2_Network_Acceptable_Us
e_Policy l.pdf. The AUP can be attached as an exhibit to this agreement at NHDOTS request.

18 Suspension of service - USNH may suspend service without billing relief for the following: Non
payment; AUP violation; failure to protect USNH equipment on NHDOT site; failure to provide safe
working environment for USNH staff when working at NHDOT site; violation of the terms of this
agreement. USNH will provide a 10-day minimum notice period before suspending sen/Ice except
for egregious AUP violations. Egregious violations may result In immediate suspension of service
until the violation Is cleared.

19 Good Faith Performance - The Parties will act in good faith In their performance of this Agreement.
Neither party will unreasonably withhold nor delay actions required In this Agreement.

20 Confidentiality ■ The Parties will respect the privacy of each other's information - That Is: Neither
Party will observe, capture, view, nor share with other parties, any of the Information flowing

Agreement for Network Service - NHDOT and USNH
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through or stored In the other Part/s equipment (or in print form), and will not allow other parties
to do so either - with the following exception: In order to troubl^hoot or modify USNH WAN
service, USNH WAN,personnel may capture data packets and observe data patterns on the USNH
WAN. When performing said troubleshooting or modlficatibn,tUSNH staff will respect the privacy of
NHDOTS Information as described.

21 Insurance • Each Party shall maintain general liability insurance to protect against any damage that
the Party's employees may cause inadvertently to the opp^lte Part/s equipment. In addition, each
Party will maintain workers' compensation Insurance at statutory limits.

22 Force Majeure - If performance of this Agreement or any obligation under this Agreement Is

prevented, restricted, or Interfered with by causes beyond either Party's reasonable control ("Force
Majeure"), and If the party unable to carry out its obligations gives the other party prompt written
notice of such event; then.the obligations of the party invoking this provision, other than delay In
the payment of money due and payable hereunder, shall be'susperided to the extent necessary by
such event. The term Force Majeure shall include, without llrhitation, acts of God, fire, explosion,

vandalism,-storm or other similar occurrence, orders or acts of military or civil authority, or by
national emergencies, insurrections, riots, wars, supplier failure's, shortages, breaches, or delays.

23 Assi^ment • Neither Party may assign nor transfer this Agreement, nor any interest In this
Agreement without the prior written consent of the,other Party whose agreement will not

unreasonably be withheld. Action by either Party In violation of this provision wilj relieve the other
Party from any further obligations arising from this Agreement.

24 Ameiidment to this Agreement - This Agreement may be amended, extended, or terminated by
mutual agreernent. Amen'drnent must be In writing and signed by authorized personnel from both
Parties.

25 Notices • All notices must be in writing and given by U.S. mall, certified and postage prepaid, or

nationally recc^nlzed overnight courier that regularly maintains recoitis of items delivered. Notices
will be ma'de'jtb.the Business and .Billing Contacts defined In Exhlblt A, Notices and Contact
Information section.

26 Governing Lew - This Agreement shall be interpreted, construed, and govemed according to the
laws of the state of New Hampshire and any disputes arising hereur)der-shall be brought In a court
of competent Jurisdiction In the State of New'Hampshlre.

27 Effectiveness; Date - This Agreement will become effective wHeh all the parties have signed It. The
date this Agreement Is signed by the last party to sign It (as indicated by the date associated with

that party's sighature) will be deemed the date of this Agreement.

Note: Signatures follow on next page.

Agreement for.Network Service - NHDOT and USNH
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Each party Is signing this Agreement on the date stated opposite that part/s signature.

NH DEPARTMENT OF TRANSPORTATION

By: p.. Sl- _ Typed Name: S/l^TT<.o
Title: Date:

Approved by the Attorney General (Form,
Substance and Execution)

/^(JAAjUj 0.
State of New Hampshira,

Date: lliolzozz

Department of Justice

Approved by NH Governor and Council

Date:

UNIVER^rjySTE^F NEW HAMPSHIRE
By:^

Title: Manager WAN Services USNH

Typed Name: Tony Bargardo

Date: 10/21/2021

Agreement for Network Service-NHDOT and USNH
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Exhibit A

NotloM and Contact Information

USNH:

Customer Account Representative

TonyBar^rdo
Manager Wide /^ea Network services

University of New Hampshire

50 College Rd/Durham, NH 03824
(603)862-6677

Technical Contact

NetwbricNH -Universl^ of New Hampshire
SO.College Rd; Durham, NH 03824
wan.netopsig)unh;edu

(603) 862^2487 (862-BrrS)

Billing Contact

UNH ET&S L^/WAN
50 College RD

Durham, NH 03824

(603) 862-1030

tetecom(S)unh.edu with'subject line: Billing Inquiry - Network Services ̂ reement

Emergency contacts:

^During Normal Business Hours:

USNH WAN NetOps Hotline:

(603) 862-2487 (862-BITS) or Wah.netop$@unh.edu
During NohrBusihess Hours:

UNH Poilte'blspatch (603) 862-1392

NHDOT:

Primary Contact:. Business Contact: Technical Contact:

Susan Klasen Janelle Marquez Thomas Diihigan
• •••, ■

Susan.M.Klasen@dot:hh:gov Janelle.N.Marquez@dothh.gov Thomas.F.Duhigah@doit.nh.go
603-271-6862 603-271-6862 603t_223-4354 >

Page 7 of 7
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•  ' , N- ^ ..

'' -.'u '"''I'/A'wJ-"-'- ■> " .Networkand lntemetService,Order
,  • ' '

|TM University of
Utxl New Hampshire

Sarvka Order •:

AcceurN Rcprcsantitiva:
Sytttm Englnaan
Customer PO*: -

Tony BirianSp 603462-M77
win nfto««unh rdu ua-SUOai?

. Customer Information - New'HampshIre Department of Tninsportation

NtrMi

Tttte!
Addrus;
Oty, Statt, 2lp
E-Mill Addmi:
Ptiona Numban

Contract Contact
Sisan nastn
Administrator, Bureau erf TCMO

Concord, NH 03^
Suwn.KlMfngtlot-nh.fov

(603) 223^364

OUOflt
Samt as Cistomar hifo

TacMcil
Susan Klawn

•uraauofTSMCXTMC
PO Best 46)

Concord, NK 0l902-04t3
BuffauSOtftlot.nh.fov

603-271-6B62

.A Location Information
LoeatSon Addrtss:

location Fleer/Sutta:
location Oty, Siata, Zip:
Location Ptim Number:
Local Contact:
Local Contact Email:
Local Contact Pbona:

Pease Water Tower, Meranatlonal Drive
43* 4'4i,29"N, 70*4rS5.25"W
Paase Tradepert Newinston, NH
N/A
N/A
N/A
N/A
1000 Basel

locatlOB DetanyCommcntg . .-.S-

ConiwcUon ty^ «4II bt IC ethcmct.

Z Location Information
Location Address:
Location fleer/Siita:
Locatlen Oty, Stata, Zip:
Location Ftiona'Numbaf:
Local Cortact
Local Contact EmaU:
tool Contact Phona:

Hand^

llOSmdteyBear.Blyd. j

locMlo^atifl|j^Coiimeit^

Service Information Fees

Sarvica Type:
Customer Bequast Data*:

New

8/i72r --r

*OB«n»ottowMaiWicetiwauil«bla»t>an.buthio*lnfa«n>»ac«nlpwpo»ttontr
Scfvlct condst el a layer 2 polni to point icrvtei batwaan the a and Z locations. Sarvica to
CenvnaiKc upor\ approwN ofCAC and onca sarvtccs have bean Innallad and tastad. Ttmr of tM*
larvica It 2 yaws.

Stfvica:
Symmetrtcsl Bandwidth:
Protection Level:
Service:
Symmatrkal BartdwWth:
Protection LWei:
Sarvica:

Symmetrlcsl Bandwidth:
Prataction Laval:

imerrtet
SarvleaTypa

Mondd)
Rtctrrke

owfia (Mag
Noneaaarlni
crartapmo

OMbos
IhwMeAed

3?^
$0.00

Transport
■k

200 Mbps
Unprotected
AmortUe^R?"

'$400.001 $i3,ooaoo
3.00 ^2££

OMbpS
Unprotected

$0.00 SO.OO
SOM $aoo

Totab: $400 I A- suiooo
This section covers drcutt installation onty. Inside wiring and cross cormects are not included *
unless othierwlse stated. . •

Sarvica Tarm: 'GACApprcMai I IS year term BinimCyeia' " O'

Terms
Thatarms andcondltlonr tonidnad In the Nt^rtSaf^c>AcraarT»mtar«l>wt^Jncorpofatid^r«iwm<a ar\d.ara madaapaneithl«Sanitca<yar.Anya<^|ulty or conflict In wchjnrnuai^eotrdltlons^^
batwaartihlsSarvlcaOrdwand ihaNatwc^Sa^ca Affraarwt and all nhlblis attached tharatoiiwir^ierwi^and'ewtreUrt bytht twrmmdcoridltloni aicwtdniidlnthasaiciWatwort Sanrlctatraanrttit

,'Additional Comments

Acceptance '
NatworkNH Sl|nature:

Name:

Titia:

Data:

Tonytarpfdo
Manatar ol WAM Sarvlctt USMH
10/21/21

Customer Sifnaturn:

Name:

Titia: •

Data: ■

ClaiiAKwuno: frtctefc wiimt, mi nyon ■!»«»»»« nA)ict ta UHM wsu'd.



Subsection USNH Online Policy Manual - VIII. Cybersecurify Policies and Standards

B. Aeceptahle Use Policy
1. Purpose ^

The information tecimplogy resources provided by the (llniversi^. System of New H^pshire
(USNH) and its component in^itutions support the educational;;instroctiohal, rekarch, wd
administrative activities of the Uhiyersity System and those in^imtipris. Use of these resoi^esjs
a privilege that is extended to UST^ community members. Inappropriate or improper use of
these shared resources can impede or negatively impact availability for the r^t of the
community. As such, all community members are required to behave in a responsible, ethical,
and legal manner during that use.

This policy defines acceptable use of information technology iespurces at USNH and its
component in^hitjons and outlines the responsibilities and obligations of community members
who are granted access to or use of these resources. SpecificaUy, this policy supports the
following objectives:

•  Safeguarding the confidentially, availability, integrity, and privacy of institutional
infonhation and enterprise information technology resources

•  Providing a reliable information technology environment for all USNH community
membera

•  Guaranteeing use of enterprise information techndlogy^resburces is consistent with the
prihciplcs and values that govern use of other USNH and cornponent institution resources
(c:g.,'facilitics)

•  Cohfirming that enterprise information technology resources are used for their intended
purposes

2. Scope

This policy applies to anyone who utilizes USNH information technology resources, and all uses
of those rerources, irrespective of where the resources are being used: This includes students,
faculty, staff, contractors, vendors, prior students/alumni, parents, volunteers, arid external
cu^omers utilizing services provided by USNH.

For purposes of^is policy only, any individual who is authored to access or use a USNH or
component institution information technology resource is considered a member of the USNH
community.

This policy covera the use of all information and information technology resources owned,
mwaged, licensed; or entrusted to USNH or one of its component institutions, regardless of who



is providing those resources, how they are being provided, or how they are being
accessed. Referred to throughout this policy as institutional information and USNH information
technology resources, this includes, but is not limited to:

•  Information technology resources administered by Enterprise Technology & Services
(ET&S) or contracted vendors

•  Information technology resources administered or managed by individual administrative,
academic, or business units

•  Institutionally owned endpoint devices
•  Institutional telecommunication services including voicemail
•  Personally owned endpoint devices that connect to any USNH network
•  Devices, regardless of device ownership, that connect to any USNH information

technology resource, including students' use of devices

Business Application Owners or Technology Service Owners have the authority to establish
more restrictive requirements governing use of those resources in their care. When there we
additional use restrictions for a specific information technology resource, individuals who need
access to that resource shall be informed of those restrictions, and agree to abide by them, prior
to access being granted.

3. Audience

This Policy applies to all USNH community members granted access to any USNH information
technology resource.

4. Policy Statement

4.1 Information Technology Resources are Shared

4.1.1 USNH provides information technology resources to authorized members of
the USNH community and others in support of each USNH component institution's
mission and the mission of the University System.

4.1.2 To ensure access to and reliability of this shared resource, USNH and its
component institutions shall safeguard the confidentiality, integrity, availability, and
privacy of these information technology resources and the institutional information
captured, stored, processed, transmitted, or otherwise managed by them.

4.1.3 USNH and component institution policies that govern freedom of expression,
discriminatory harassment, and related matters in the context of standard written
expression, also govern electronic expression as well. This Policy addresses
circumstances that are particular to information technology resources and is intended
to augment, but not to supersede, other relevant USNH and component institution
policies.

4.2 Community Member Rights and Responsibilities



4^.1 'Members of the USNH community shall be provided with the use of
information technology resources. While accessing ̂ d using ̂ ese re^urces,
cbmmuhity members shall have a reasonable expectation of:

•  reliable use of these shared resources

•  protection from abuse and intrusion by others sharing these resources

4.2.2 Community members shall be responsible for exercising good judgment in
the use of those resources including respecting the rights and pfiya^ of others,
respecting the security and .integrity of ̂ e information technology resources they
aie giyen access to, and observing all relevaht laws, regulations, contractual
obligatlohs^ and USNH policies and standards.

4.2.3 Any suspicious activity related to .enterprise or institutional accouhts^or-
iriformation technology resources shall be reported immediately accofding to the

'  Cybersecurity Incident Reporting process.

43 Acceptable Use

43.1 Acceptable Use of information technology resources is always ethical,
reflects academic integrity, and shows,restraint inthe consumption of shared
resources.

43.2 It demonstrates respect for intellectual property, ownership of data,
infonmatiph technology resource security, and freedom from intimidation and
harassment.

>

433 The following are explicitly defined as acceptable:

433.1 Use that suppprts the acLmihistrative, academic, research', outreach,
service^ and operational mission of USNH and each of its component
institutions.

A

433.2 ■'Ure of information technology resources, for which the cpmmuriity
member has fĉ n authorized to access and use so long ̂ ^diat use adheres to
the intended use of those resources.

43.33 Use that prptects the intellectual property of others and the rights of
copyright holders of music, videos, images, texts, and other media.

4.4 Prohibited JUse

4.4.1 Use'of USNH information technology resources that is illegal, disruptive, or
that has the ]Mtential to negatively impact other community members or shared
information technology resources is prohibited.



4.4.2 Use that violates a USNH or component institution policy, a contractual
obligation, or that subverts the mission of USNH, or its component institutions is
prohibited.

4.4.3 Additionally, the following uses of USNH information technology resources
are explicitly prohibited:

4.4.3.1 Unauthorized Use

4.4.3.1.1 Use or attempted use of any information technology
resources without permission.

4.43.1.2 Use of another community member's credentials, even if the
community member gives their permission.

4.43.1.3 Sharing any password associated with enterprise or
component institution credentials in violation of the USNH Password
Policy.

4.43.1.4 Allowing or enabling use of USNH information technology
resources by any individual or organization that is not affiliated with
USNH or one of its component institutions.

4.43.2 Illegal Use

4.4.3.2.1 Use of USNH information technology resources in violation
of civil or criminal law at the federal, state, or local levels or in
violation of any regulation.

4.4.3.2.2 Use of USNH information technology resources to libel,
slander, harass, defame, intimidate, or threaten anyone.

4.4.3.2.3 Use that violates copyright laws through inappropriate
reproduction or dissemination of copyrighted material.

4.4.3.3 Inappropriate Use

4.4.33.1 Use that is inconsistent with the University System's non
profit status.

4.4.33.2 Use of USNH information technology resources for profit
and/or commercial use, including non-USNH or component institution
business purposes.



4.4 Use for the purpose of lobbying.that connotes USNH or
component institution involvement in or endoi^ment of any political
candidate or ballot initiative.

4.4JJ.4 Attempting to alter or reconfigure any USNH information
technology resource without proper authorization.

4.4JJJ5 Use that results in the display of obscene, lewd, or sexually
harassing images or text in a public area or location that can be:ih view
of others.

4.4J.4 Damaging Use

4.43.4.1 Use that damages the integrity of information technology
resources, whether they belong to USNH or not.

4.4.3.4.2 Use of information technology resources to gain unauthorized
access to networks or other information technology resources, whether
they belong to USNH or not. •

4.43.43 Use that seeks to circumvent, defeat, or attempt to defeat
information technology resource security controls.

4.43.5 Disguised Use

v.*

4.4.3;5.1 Use that attempts to alter or obscure the identity of the
community member or the identity of an endpoint or other connected
device while communicating with any USNH network

4.4.3:5.2 Masquerading as or impersonating others or otherwise using
a false identity without authorization, while accessing and/or utilizing
USNH information technology resources.

4.4.3.6 Disruptive Use

4.43.6.1 Use that impedes, interieres with, impairs, or otherwise
causes harm to the activities of other community members (e.g.,
consumption of excessive b^dwidth, distribution of malicious
programs, spamming internal distribution lists).

4;43.6.2 Removal of any USNH-owned or administered information
technology resource from its normal location without authorization.

4.5 Privacy



4;5.1 Student educational records stored on or accessible via USNH information

technology resources shall only be shared and used in accordance with the Family
Educational Rights and Privacy Act of 1974 (PER?A). Handling requirements for
information protected by FERPA are provided in the Protected Information
Handling Standard.

4.5.2 White all USNH community members shall have a reasonable expectation to
a certain degree of privacy related to their use of information technology resources
provided by USNH and its component institutions, there are specific circumstances
under which access to information or information technology resource use for a
specific community member shall be authorized for USNH officials, ET&S
personnel, law enforcement, other community members, or other external parties.

4.5J Some of those circumstances allow for this access without the knowledge
and/or consent of the impacted community member.

4.5.4 The rules governing when and how that access is granted and to whom it can
be granted for allowable circumstances shall be documented in the Access to
Password Protected Information Standard.

4.5.5 ET&S reserves and retains the right to access, affect, and inspect information
technology resources, and the information stored within those resources, .without the
consent of community members, to the extent necessary to manage and administer
those resources (e.g., backup and caching of information and communications, the
logging of activity, monitoring of general usage patterns, and other activities
necessary or convenient for the provision of service).

4.6 Use of Personally Owned Devices

4.6.1 USNH and its component institutions shall allow community members to
connect personally owned devices to USNH networks and to use personally owned
endpoint devices to access approved institutional information and USNH
information technology resources on-campus or remotely.

4.6.2 While this is an acceptable use of USNH information technology resources,
community members who choose to use personally owned devices to connect to
and/or access any USNH information technology resource shall agree to the
following:

4.6.2.1 Connecting to a USNH network with a personally owned endpoint or
other device implies consent for USNH and its component institutions to
perform security scans on that device while connected to the network.

4.6.2.2 Any personally owned device connecting to a USNH network must
be registered with the appropriate component institution.



4:6.23 Unregistered devices may .^ blocked from accessing USNH
networks or other information ,tectmplpgy resources.

4.6.2.4 All personal endpoint devices connecting to USNH information
technology resources must meet the requirements defined in the Endpoint
Management Standard.

4.6.2.5 Personally owned endpoint devices used by USNH employees to
conduct USNH or component institution business that are involved in a
cybereecurity incident may be searched as part of the.intemal ET&S
investigation or any investigation by law enforcement.

4.63 Although use of personally owned endpoint devices or other devices to
connect to or use USNH information technolpgy.resburces is considered acceptable
use, these.devices shall not be used to hoM websitesj applications, or services, across
any USNH network, for a non-USNH of .component institution organization, without
specific authorization from the Chief Iniformation Security Officer (CISO).

4.7 Personal Use of USNH Information Technology Resources

4.7.1 Incidental personal use of USNH information technology resources is
allowed;(e.g., internet access, accessing personal e-mail) as long as it is consistent
with this Policy, and any applicable administrative, academic, or business unit
policies, procedures'.and guidelines, and it does not:

V

4.7.1.1 Interfere with the performance of an employee's job or other
responsibilities.

4.7.1.2 Consume a disruptive amount of information technology resources.

4.7.13 Violate any other USNH or component institution policies:

4.73 While this is considered an acceptable use, supervisors may impose further
limits on use of USNH information technology resources for non-work purposes, in
accordance with normal supervisory proc^ures.

4.8 Network Inffastruture

4.8.1 Unless specifically authorized, by the Chief Information Security Officer;
(CISC), community members shall not coimect networking equipment (e.g., routers,
hubs, sniffers).to any USNH network, nor operate network seryices (e:g., routing,
name service, multicast Mryices) oh any endpoint or other device attached to a
USNH network.



4.8.2 Community members shall not attempt to modify or tamper with any USNH
wired and/or wireless network services nor to extend these information technology
resources beyond the limits provided.

4.8.3 Unauthorized information technology resources connecting or attempting to
connect to a USNH network may be denied access, have access terminated, and/or
be banned from future access.

4.8.4 Detailed requirements for obtaining authorization to connect to a USNH
network shall be provided in the relevant USNH Standards.

4.9 Loss of Access to Shared Information Technology Resources

4.9.1 ET&S may temporarily deactivate or restrict an individual's access to one or
more shared information technology resources, even in the absence of a suspected
AUP violation, when necessary to preserve the confidentiality, integrity, and/or
availability of those and other information technology resources.

4.10 Acceptable Use Violations

4.10.1 If a community member observes or is otherwise aware of an alleged
violation of this Policy, they should report the matter to the CISO.

4.10.2 The CISO, based on the details of the alleged violation, may investigate and,
if appropriate, refer the matter to the appropriate USNH institution's disciplinary
authorities as outlined in the Enforcement section below.

4.11 Policy Maintenance

4.11.1 This Policy and the related standards shall be reviewed and maintained
regularly, but no less than once per year.

5. Enforcement

Failure to comply with this policy puts the University System, its component institutions, and its
information and information technology resources at risk and may result in disciplinary
action. Disciplinary procedures will be appropriate for the individual responsible for non-
compliance (e.g., students, faculty, staff, vendors) as outlined in the relevant institutional
regulations for that individual (e.g., student conduct and/or applicable personnel policies).

Non-compliant technology and/or activities may be mitigated as deemed necessary by the CISO
V and/or GIG.

Employees who are members of institutionally recognized bargaining units are covered by the
disciplinary provisions set forth in the agreement for their bargaining units.



6. Exceptions )

Requests for exceptions to this policy shall be submitted and approved according to the
requirements provided in the Cybersecurity Exception Standard.

7. Roles and Responsibiljties

7.1 Business Application Owners/Technology Service Owners

7.1.1 Adhere tp the rules governing access to specific community member
insti^tipnal information and/or infoimation technology resources defined in the
Access to Password Protected Information Standard.

7.1.2 When warranted:

7.rj.l Establish more'restrictive requirements goveming:u^ of information
technplogy resoums in their care.

7.1.2.2 Provide USNH community members with any additioiwl .
requirements governing use of that specificJnforfhationtechnplo^ resource
prior to granting access to that resource. i ' ; h. ^

*. -

-«:7.1 Ensure USNH community members agree tb abide byjhfqrmatioh
technology specific requirements before access is granted. ' /

7.2 Chief Information' Security Officer (CISC)

I  ► • '

7.2.1 Detemiine 'if alleged violations of this policy require inyestigatioh or further
action.

7.2.2 Refer violations of this policy, where appropriate, to the relevant USNH
institutional disciplinary authority.

7.2J Document i^ues of clarity within thispolicy or the related standajxls;rais^!^
by USNH community members.

7.2.4 Ensure issues with this policy raised by.USNH community members are
resolved in a timely manner though revision of this policy and the related standards,
if needed.

7.2.5 Ensure this policy and related standards are reviewed and'fnainUiined
regiilarlyi but no less than once per year.

7J USNH Community Members



73.1 Observe all relevant laws, regulations, contractual obligations, and USNH
policies and standards in relation to their access and use of USNH and component
institution information technology resources.

73.2 Exercise good judgement in the use of USNH information technology
resources.

733 Respect the rights and privacy of other community members.

73.4 Respect the security and integrity of USNH information technology
resources.

733 Protect all enterprise and component institution credentials (usemame and
password) issued to them.

73.6 Report any suspicious activity related to enterprise or institutional accounts or
information technology resources immediately according to the Cybersecurity
Incident Reporting process.

,  73.7 Avoid engaging in any prohibited use of information technology resources
including the connection of networking equipment to any USNH network and
modification or tampering with aiiy USNH network service.

7.3.8 Underst^d the ramifications of using a personally owned endpoint or other
device to access USNH information technology resources.

7.3.9 Report alleged violations of this policy to the CISO.

7.4 Enterprise Technology & Service (ET&S)

7.4.1 Provide information technology resources in support of USNH and
component institution missions and objectives.

7.4.2 Safeguard the confidentiality, integrity, availability, and privacy of
institutional information and USNH information technology resources.

7.43 Cooperate, upon the advice of the USNH Gerieral CounsePs Office (GCO),
with any local, state, or federal investigation involving or pertaining to use of
institutional information or USNH information technology resources.

7;4.4 Adhere to the rules governing access to specific community member
institutional information and/or information technology resources defined in the
Access to Password Protected Information Standard.

8. Definitions



See the ET&S Cybcrsccurity Policy & Standard Glossarylfor full definitw of each term.

Acceptable Use
Anti-virus

Authorization

Availability
Business Application Owner
Chief Information Security Officer
Confidentiality
Copyright
Credentials

Cybersccuri^ incident
Encryption
Endpoint Device
Exception
Informatioii' Technology Resource
Information

Institutional Information

Integrity
Intellectual Property
Passwonl

Pe'i^nally Owned Device
Policy
Privacy
Prohibited Use

Standard -

Technology Service Owner ; v;
U^mamc
USINH Community Member
Vulnerability

1 . .. j



Enterprise Technology & Services

Glossary OF Terms

Access: The ability to make use of any information technology resource or to gain entry to a physical
area or.locatlon.

Access Cbntrol: Process or procedure designed to manage, allow, and restrict use.of USNH
Information and information technology resources and/or physical entry to the physical spaces that
house them, for the purposes of preventing unauthorized use.

I

Account: A mechanism used to establish personalized access to a computer, website, or other
Information technology resource, generally tied to a set of credentials like a usemame and password.

Administrative/Operational Control: Process or procedure intended to safeguard information or
information technology resources that Is primarily implemented and executed by people, rather than by
other Information technology resources.

Administrator: A person who manages an application, a database, a network, or an information
technology resource.

Antl-malware Software: A program or tool that detects many forms of malicious software called
maiware {e.g., viruses and spyware) and prevents them from infecting computers. It may also cleanse
already-Infected computers.

Asset: A tangible or intangible resource of value that an organization possesses or employs in order to
achieve the organization's mission/business objectives.

Audit Log: A chronological record of Information technology resource activities, including records of
system accesses and operations performed In a given period that is used for operational purposes.

Audit Record; An individual entry in an audit log related to an audited event.
}

Authentication: Verifying the identity of a user, process, or device, often as a prerequisite to allowing
access to {information technology] resources.

Autiientication.Factor: A piece of information used to verify the Identity of a community member,
device, or information technology resource.

USNH ET&SClossary of Terms PiCeloTtO
ust Revised Oete: 15 JAN 2021



mUfdversi
(/New
Authorization: Access privileges granted to a user, program, or process or the act of granting those
prMteges."

Availability: Protection against lntentionai;or accldental attempts to (1) perform unauthorized deletion
of data or (2) otherwise cause a denial of service or data.

Backup:.Acopy of information, files, and programs made to facilitate recovery, if necessary.

Baseline: Formally apprbved cdnfiguration for an information technology resource.

Biithil^t Acxe»:;AccounU;:prlvilege and/or authorizations automatically granted based on a
communitymernbeKs;(^,rseTgra roje(s).

Brea^: A.cybe*r»curity iricident In which sensitive, pro^cted, or confidential data is copied,
' tfahsrnitted, viewed;itbten, used, modified; or destroyed by an Individual,unauthorized to do so.

Bulk Email: Sending la^e quantities of email with simllar. contentto'multiple recipients.
*  • w""

Businesis AppUratipn Owner: An individual outside of Enteipiise Technology & Services (ET&S)who
is respohsib[e for.deliyeiy, administration) supr^rt, and management of a.nbh-ET&S rnanaged )
inforrhatlon techhblp^ resource, generally, thisiresdurceris'ayendor cloud-hosted seivlce. , >

Business Contlnul^ Plan::The procedures and:ihstnictions^an,drg3hlzation will follow to.continue
' business operations pr rapidly recover operational capabllltleVin the 4yent'of a naturai or other disaster;

It covers business;prpcesses, ass^ human resourcesVbuslness ̂

Central AutfaehticatlbhrVeriflcatlon of an ideritity for the puiposes of allowing access to information
technology resources.that can be leveraged tb accesX manyYesou/ces.'lDfte^^ referred to as slngli^sigh
on or-reduces slgh-oh. " ■ - . *

Cehti^y Managed'Account: A type of authorization created and managed In a central.directdry,,
allowing access rhany Inforfhatlon'technology resources.

Chief InfoTOation Offi^r (CIO): Executive leader responsible for.the management, implementation,
and usability of information and information technology resources. >>

Chief.Ipiorinatipn Security Officer (CISC): Executive leader resppnsibje for the development,
irnplerhentatipn, oversight, and maihtVnahce of ah organization's Information security of cyberaecurityl „
program.' " '

.Cloud,Se'iMcetjinformation technology capability provided fora'fee using a third;party prpyider^s
lnfrestructuH(e;g., servers/hardware, networkingfequipment), ihfbimation'SY$tem,.prappiicatipn:that
is accessed over the internet. Includes Infrastructure-as-a-Servlce (iaaS) and Spftware-as-a-Service

(SaaS).

USNHETaSGbssaryorTtnns Ptt«'2oflO
Ijst Rtvlsi^ battriS JAN'2021



mIHversi
ofNew
Coarse-grained Role: A designation used to describe a specific relationship with the University System
and/or one of its component Institutions.

Compensating Control: A management, operatlonai, physical, or technical safeguard or
countermeasure employed In lieu of the recommended or required safeguard or countermeasure that
provides equivalent or comparable protection or risk mitigation.

Compromised Account: Access to an information technology resource or resources that is known to
be vulnerable to attack or misuse by unauthorized parties because of exposure, breach, or
intentional/unintentional revelation.

Computer-based Training: An educational delivery mechanism where content is provided via a
computer program rather than by a person.

CONFIDENTIAL In^nnadon: Tier S of the proposed USNH information Classification Framework
which includes information requiring the highest level of protection and most restrictive security
controls and safeguards. It includes electronic Personal Health information (ePHI) covered by HIRAA and
specific information/data used in some grant-funded research efforts.

Confldentiaiity: Presen/ing authorized restrictions on information access and disclosure, including
means for protecting personal privacy and proprietary information.

Coiifiguration Management: A collection of activities focused on establishing and maintaining the
integrity of Information technology resources, through control of the processes for initializing, changing,
and monitoring the configurations of those resources.

Credentiais: A set of USNH attributes, generally represented by a userhame and password, that
uniquely identifies an entity such as a person or a device.

Critical Buslness Process: Business processes performed by any administrative, academic, and
business unit that involve Information that Is classified as PROTECTED, RESTRICTED, or CONFIDENTIAL
per the proposed USNH information Classification framework.

Cybersecurity: The ability to protect or defend the use of cyberspace from cyber-attacks. The practice
of protecting information and Information technology resources from "unauthorized access, use,
disclosure, diisruption, modification, or destruction in order to provide confidentiality, integrity, and
availability."

Cybersecurity Event: Anomalous or unexpected activity with the potential to adversely Impact the
confidentiality, integrity, or availability of institutional information, regardless of its format, or any
information technology resource.

Cybersecurity Incident: An anomalous or unexpected event, set of events, condition, or situation that
actually or potentially Jeopardizes the confldentiaHty, integrity, or availability of Institutional
information, regardless of format, an information technology resource or the information that resource
USNH ET&SGlossarv of Terms PefeloflO
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captures, processes; stores, or ,transmits or that constitutes a violation or Imminent threat of violation of
security policies, securify procedures; or acce^able use policies.

Data Steward: A business subject matter expert designated as accountable for a specific type or types

of institutional Information who determines the classification of that lnforrn^lon,.approves access to
and use of that Information and provides Institutional authority for mandating Ihforniatlonjsecurity
controls to protect that information.

Deprovlsion: To remove accesis to an Information technology resource.or resources.

Disaster Recovery Plan: A plan that, when activated, designates how critical information technology,
resources will be restored and outlines the resources required to achieve restoration ofJthdse resources
after a natural or human-Induced disaster.

Domain: The portion of an email address that follows the ̂ .symbol that acts as a comrnpn suffix to
designate email addresses that are under the control of a specific organization.

Elevated Access: Authorization withln:an,appllcation that allow a community merhber to perform
functions within that applicatlon.that regular users of that application cannot perform, including making"'
configuration changes, authorizing use by other community members, and modification to information:
stored within the application.

Ena^dbh: The transfonfikloaof data (called 'plaintext*) Into a form (called 'cipher text') that
conceals the data's orlglna|.meahlng!tp prevent lt from being known or used.

JT ' */ - -

Endpolnt/Endpolnt pevlce:'Ah electronic computing device that connects to a network and
comrtiunicates back and forth wjtH'that network. Endpoints Include desktop computers, laptop .
computers, tablets, mobjie'^ or.any similar network enabled/devlce.

Ezceptton: A tiemporary exemption frorri being required to contply with a USNH or Institutional Policy
or Standard. -

FAIR~: FAIR, whlch'starids for Factor Analysis for Information Rjsk; Is a cyber risk framework used for
quantitative analysis of Information security risk.

FE^A: FERPA; which stands for Family Educational Rightf and Privacy Act, Is a 'federal law that
protects the,privacy pf.student educational records."

Flnergralned Role: A.deslgnatlon used prpvide Information technology resouipe;access.to.ramm
rnembefswhp are part of a specific group, like all students In Chemistry 101 or all Incoming students;

Flret^l: A part of a computer system or network that is designed to block unauthorized access while
permitting outwardcpmmunlcatlon;

USNHETasOossarybfTerms Pife4oft0
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GLBA; GLBA, which refers to the Gramm Leach Blilley Act, Is a federal law that requires financial
Institutions - companies that offer consumers financial products or services like loans, financial or
Investment advice, or Insurance - to explain their Information-sharing practices to their customers and
to safeguard sensitive data. At USNH, GLBA Is applicable to information provided for financial aid
purposes.

Guest/Lab Account: A type of account that Is used to provide access to specific Information
technology resources for Individuals who are participating In an activity, like a summer camp, at a USNH
Institution or that Is used to administer shared dievices In a computer lab.

HIPAA: HIPAA, which refers to the Health insurance Portability and Accountability Act, Is a federal
law that mandates specific privacy and security requirements for handling and protecting personal
health information (PHI).

Host-based Firewall: A firewall that runs on and protects an Individual server or endpoint device
Instead of an entire network.

Identifier: Unique data used to represent an Identity and associated attributes. A USNH username and
USNH ID number are examples of Identifiers.

Identity: The set of physical and behavioral characteristics by which an individual [entity] is uniquely
recognizable.

Identity System of Record: An Information system that is used to capture, store, process, transmit,
and otherwise manage the information contained In Identity records. Examples at USNH Include the
Banner HR system and each of the component Institution's student information systems.

Incident: See Cybersecurlty Incident

Information: Facts, data, or Instructions in any medium or form.

Information Security: See Cybersecurlty.

Information Steward: See Data Steward.

Information Technology Resource: Any hardware, software, firmware, equipment, Internet of
things (loT) dwices, applications. Information systems, etc. used to access, capture, store, process,
utilize. Integrate, Interface with, transmit, or otherwise manage Information.

Institutional Information: Information, In any format, created, collected, recorded, captured, stored,
processed, transmitted, or otherwise managed by or for the University System and its component
institutions, to conduct USNH business.

Institutionally Owned Endpoint: A computer or computing device Intended for end-user use
purchased by the University System or one of Its component institutions.

USNHETiSGIosMfVOfTennj Pife5o<lO
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IntegiiQr: Ensuring the authenticity of Information^that Information is not altered, and that the source
of the information is genuine - and of information technology resources - that resources are functioning
as Intended, without any unauthorized modific^ions or alterations.

Interact Connected Device: A physlal object'that can connect to.the.lntemet including,'but not
limited to, desktop computers/laptops, tablets, smart phones, sensors; household appliances, and
wearable technology like a smart watch.

Internet of Things (loT): The interrannection.via the lntemet of computing devices embedded in
everyday objects, enabling them to send and receive data:

Keystroke Logging: The process used to record the keys struck on a keyboard without the khowjedge
of the user.

Lea^ Functlohality: Configuring information technolo^.resources such that they provide only those
capabilities needed to perform the activities ̂ slgned-tp theni'and restrict the use of capabilities, such
as ports, protocols, or services, that are not essential to those activities.

Least Pilvllege: Access control strate^ requiring that community members only be given access to
the information, information technology resources, and specific capabilities within those resources,

necessary tp perform their Job duties.

Lpcal^udientlcation: Verification of an idehtity for the purposes of allowing access to a single
information,technology resource.

Lpc^y Managed Account A type of authorization crieated and managed on or for a.specific
tnfdfmatloh techndlo^ resource.

I  ̂ ,

Log: A record of the events occurring withlh.an organization's Information technology resources and
networks.

Logical ControLTbolsand^protocpls'.used by information technology resourced to enforce security '
measures. . ^

MAC Addrass: Amedia^fccess control address or MAC address is a unique hardware Identification
number that unlqueiy/idehttfles each device on;a network;

Mitigate: The effort>to reduce loss by;rhaking:a deficiency less severe.and lessening thejrnpact of
potential damages. ^

•  f

Muld-factbr Authehtirati6n:(MFA):'Access that requires the use of ̂ o or more different factors
Including (i) something yPii know (e.g., password/P|N);.(ii) something you have:(e.g.i authehtlcatipn app
on a mobile device, token); or (iii) somethingVpu are (e.g., biometric).

USNHETasOdsafYOfTenns NaeSoflO
Uist itevbed Oste: IS iAN 2021



Universi^ System
(/New Hampshire
Network Device: A piece of equipment that enables communication and data transmission between

information technology resources across a network or networks. Examples include gateways, routers,
wireless access points, networking cables, and switches.

Non-Primary Identity: A unique identifier established for a USNH community member that is
separate from their primary identity. Examples of non-primary identities are Pool, Secondary, Service,
System Administrator.

NTP: Network Time Protocol (NIP) Is a protocol used to synchronize time on all participating
Information technology resources to within a few milliseconds of Coordinated Universal Time (UTC).

Outof Band: A circumstance where a different method (e.g., process, procedure, tool, etc.) or

frequency Is used or required instead of the standard method or frequency.

Password: A trusted secret compromised of "a string of characters (letters, numbers and other

symbols) that are used' as part of confirming the identity of a person, device, or Information technology

resource.

Patch: An update to an operating system, application, or other software Issued specifically to correct
particular problems with the software.

PCI-DSS: The Payment Card Industry - Data Security Standard (PCl-DSS) is a set of 'operational and
technical requirements' developed by the PCI Security Stanclards Council that defines required security

practices for all 'organizations accepting or processing payment transactions' or that develop

Information technology resources used to process them.

I

Personally Identifiable Informatlpn (Pll): Any information about an Individual that can be used to
distinguish or trace an individual's Identify and any other Information that Is linked or ilnkable.to an

Individual.

Personally Owned Endpoint: A computer or computing device purchased by a USNH community
member using money that was not provided by or associated with USNH or one of its component

Institutions.

Phlshlng: Tricking Individuals into disclosing senstth/e Information by claiming to be a trustworthy

entity In an electronic comrhuhlcation (e.g., internet web sites, email).

Physical Security: Safeguards used to protect the locations where Information and information
technology resources are stored or housed against unauthorized access.

Policy: High-level statement of principle intended to provide direction to the USNH community.

Portable Device: An endpoint device that Is small enough to be carried from one location to another

as part of regular use (e.g;, laptop, tablet, mobile phone).

USNH ETftSiSlouary of Terms PegtToflO
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Primary Identity: The,Identity associated with a.useKs/USIlH userria'me. Each Indjylduarperson has
onlyone prlmary Identity across the entire Unhrerslty System qf.New Hampshlre.and Its.compdhent
in^ttutions.

Privileged Access: An escalated level of permlssiphs for an Information securl^ resource that Is
granted to community members that are responsible for the admihlstratlon of those resources,
administrative services such as system'rnalntenance, data management/and user sup^rt.

Procedure: An established or official way of doing something. . ;
Vi, .

PROTECTEDjlnfqrmatlbn: Tier 3 qithe proposed USNH:lhfbnnatioh dasslficatlonrFrameworic whl^::.
includes|lnfdrmation requiring safeguards and s^clflcprlyacy:hahdIlr|g^procedures. It'lhciudefstudentC.
Infpfm^lpn and educatlqnakecdrds protected under FERPA. ' ,

n  .■ . • ♦

ProvbloiUnjp-Establishing the authpdzatlonsjnMdied to enable access to:a specific Information
, technology resource (eig., creating an account)'

PUBLlC;Informatlon::^^ of the proposed USNH Information ClasslfiratlbhiFrarfiework whlch
Includes lnforma,tibn;sp«ciflcally approved by data.stewards for public distribution. ,<

Quarahdhe: ;{nie process of restricting the ablllty of an Inform'atldn technojb^Tesourca like an
endpolnt^o/^a serye/ntp connect to network resources. * t

Remote'Acw^: The abjiitv-for community members to;access:ySNH Infomiation technology, respufces.
frotii exterhariocatlbns. . r

RemovableMedla: Any device whose primary purpose is tq/electrbnlcally store Info.rm'atlon that can
be easily transported. Examples of removable media include'USB'flash drives, CD-ROM,ipvpTROM, ;
external or, portable hafd drlves,.or. any other portable cbmputlhg'devlce with storage capabilities.

Replay-Resi^nt AiiAen^ Cpnfl^ratlon that protects against reuse of authehticatldn
Information that Is retransmltted:with the'lntent of producing ah.uriauthorlzed effect,brgialning
uiiauthorlzed access; • . ^ 'v:

-'RESTWCTED Information: Tier 4-of the proposed USNH.Infbfmation.Qassiflcatl'on Fraifiewpf^ which
includes Irifdrmatioh.requlrlng specific security controls. It Includes persotiailyildentiRablelnfotlnation '
like S5N and passport nurnber, credit cardInformation, and researth Information.

:■ i,

.lU^iThe probable frequency arid probable magnitude of future.Tbss.

Rl^Acc^tance: The fprmal.process of documenting an acknovvjedgementof the details of a known
risk that cannot or will not be mitigated.

Risk A^s^eiit: A systematic process of Ideritlfylng, analyzing, and documenting potential
Information security risks. -

USNH ETAS 6Io»hy^ Terms Pa|e8ofl0
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Risk Management: the program ar^d supporting processes to manage risk to organizational operations
(e.g., mission, functions, reputation), organizational assets (e.g., information, information technology
resources), Individuals, .and Includes: (i) establishing the context for risk-related activities; (II) assessing
risk; (ill) responding to risk once determined; and (iv) monitoring risk over time.

Risk Tolerance: The level of risk an entity is willing to assume in order to achieve a potential desired
result.

Security Categorization: A risk management designation used across the USNH Information Security
Program, to consistently express the critlcallty of an Information technology resource or business
process, based on the Institutional information Involved and the breadth of Impact if that resource or
process were compromised.

Security Configuration Baseline: An agreed configuration for a specific Information technology
resource designed to safeguard that resource.

Security Control: A safeguard or countermeasure prescribed for an information technology resource
designed to protect the confidentiality. Integrity, and availability of its information and to meet a set of
defined security requirements.

Security Log: A chronological record of information technology resource activities, including records of
system accesses and operations performed In a given period used for information security purposes.

SENSITIVE Information: Tier 2 of the proposed USNH information Classification Framework which
includes information requiring that can be shared when there are valid purposes to do so, but that
cannot be shared publicly.

Segregation of Duties: A security principle that requires the use of one account for non-privileged
access and a separate account to be used for privileged access to decrease the likelihood of, and
potential for, unauthorized use of the privileged access.

Separation of Duties: A security principle that divides critical functions among different staff members
in an attempt to ensure that no one individual has enough information or access privilege to negatively
impact confidentiality. Integrity, and/or availability.

Server: A "Server^ is any device which provides service to other network devices regardless of the scale
of those services. Specifically excluded from this definition for the purposes of this document:

1. Devices that provide Individualized service to other devices, such a blue tooth devices. RF
extemais, etc.

2. Devices that provide service for the purpose of system management only (i.e. a device that
provides service (like RDP or SSH) for the purpose of being managed by other systems)

Despite the exclusion of these types of devices, services provided by them must still be run securely and
with up-to-date versions of software.

Service Account: An authorization that enables an Information technology resource to communicate

with and connect to another information technology resource.

USNH ET&S Gkmary of Terms \ 9 of 10
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Single Sign On (SSO): A capability that allows the use of one set of authentication credentials, like a
username and password, to be used to access several information technology resources.

Spam: Electronic Junk mall or the abuse of electronic messaging systems to.lndtscrlmlnately send
unsolicited bulk messages.

Standard: A publlshed:statement on a topic specifying requlrernents that must be satisfied or achieved

in order to comply wlth;ia policy.

Susceptible: Ukely or liable to be Influenced or harmed by a partlcular.thlng.

Technology Service Owner: The Individual within Enterprise Technology & Servicei(ET&S)
responsible for operation and rhaihtenance of an Information technology, resource.

Threat: The potential for a threat source to exploit (intentional) or.trlgger (accldentaj):a specific ̂
vulnerability.

Username: A unique character string used to designate a specific Identity;

USNH Community Member: Aiiy iridivldual who has a relationship with the Unlyenlty^Systjem pf New
Hampshlfe^df one of Its component institutions Including employees, studerits,.'applicants;.pH
students/alumni, donors, and sponsored users.

USNH ID: A unique nine^iglt number used to designate a specific Identity. Also called'9 Number^..
■r\' ' ■

Vendor: A third-party provider of an information technology resource or capability.

Vulnerability: Weakness In^aninfbrrnatlon technology resource security procedures, Internal controls;
or lmplementatlon,that could^be exploited or triggered by a threat source.

Waiven A perm~anent.(lbnger than one year) exemption from the requirement,to comply with a' Policy
and/or Standard:

USNH ST&S Gtosary of Terms
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Glossary of Terms

Acce^: The abinty to make use of anyjlhforma'tibn technolpgy^resburra.pr.tp gain ent^~tb a:physlcaj;
area orlocation.v\^, . j. \i ■ '

Access.Control: prpcess or procedure designed to manage, altow/andjrestrlct use
information and^lnfprmatlon technology resources and/df physlcal entiV totheiphyslcaj'spacei
house them, for the^purposes of preventing unauthorized use.

Account: A mechanism used to establish personalized access to a cornputer; website; or other
Infprmatlon techhplp^ respurce, generally tjed to a set of credentials like apseiiianie and password.

•  .* • ^ »T 'V* '1 • •

Admtnlstratlvey6|M^tl6n^ Cpn^l: ProcKs br.procedufe.'lnte^^^ to^safeguardihfbrmatlon or
information tecKnptogy resources that is prjmarlly implemented|and'exeaAed by peppiei.rather.thah by
other Information technoldgy^resources. ^ '
•  I '- ' 'pi'- • - ' • -r-

. {^Administrator: A/pe^rsoWyho manages an appllMtlon, a dayabase,Ja:netwo ari^lnfprrhatlpn
*  •technologyresource. ' ^ .

■ Antiri^wa^;^ftu^^ A program or tool thatfdetecfts manyjformspf malicious sbf^are^called
malware (e.g., \druses and spyware) and prevents them from Infecting computeh. It may^a^b cleanse,
already-Infected computers.

'  Asseb^;^nglblerdf1ntanglble .resource of value that an oi^anlzatloh^pbssesses'oV empjp^.'l^^ order to
'achleve the organization's missloh/buslnes'spbjiectlvei i V

Audit Lb^ A chron6logl(^l record of Jnfonmatlon.technblogy resource adMtles,.lncludlr|grecbrd^^ pf
system accesses and oper^lpns perfprrned In eglven peHod that Is used for operational purposes.

">

Audit Record: An IndiyidualpntrYlri.an^a^ related to an audited event.

•

' ,*.o

' AuAentlcatipn: Verifying the Idetitity'of a user, process, or device, often as a prerequisite to allowing
. access to[lriforTiiatlpn technology] resources.

Auttienticatidh Apiece of Information used to verifyJheldentlty of ̂community member,
device,"pr Informadpn technplogy.^^^^^

USNHCraSGIosa^dfTtrmt PateloflO
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Audiorization: Access privileges granted to a user, program, or process or the act of granting those
privileges."

Availability: Protection against intentional or accidental attempts to (1) perform unauthorized deletion
of data or (2) otherwise cause a denial of service or data.

Backup: A copy of Information, files, and programs made to facilitate recovery, If necessary.

Baseline: Formally approved configuration for an information technology resource.

Birthright Access: Accounts, privileges, and/of authorizations automatically granted based oh a
community member's coarse-grain role(s).

Breach: A cybersecurity Incident In which sensitive, protected, or confidential data Is copied,
transmitted, viewed, stolen, used, modified, or destroyed by an Individual unauthorized to do so.

Bulk Email: Sending large quantities of email with simitar content to multiple recipients.

Business AppllcatlOD Owner: An individual outside of Enterpiise Technology & Services (ET&S) who
is responsible for delivery, administration, support, and management of a non-ET&S managed
Information technology resource, generally, this resource Is a vendor cloud-hosted service.

Business Continuity Plan: The procedures and Instructions an organization will follow to continue
business operations or rapidly recover operational capabilities In the event of a natural or other disaster;
it covers business processes, assets, human resources, business partners and more.

Central Authentication: Verification of an Identity for the purposes of allowing accesis to information
technolpgy resources that can be leveraged to access many resources. Often referred to as single-sign
on or reduces sign-on.

Centrally Managed Account: A type of authorization created and managed In a central directory,
allowing access many Information technology resources.

Chief Information Officer (CIO): Executive leader responsible for the management, implementation,
and usability of Information and information technology resources.

Chief Information Security Officer (CISO): Executive leader responsible for the development,
implementation, oversight, and maintenance of an organization's Information security or cybersecurity
program.

Qoud Service: Information technology capability provided for a fee using a third-party provider's
Infrastructure (e.g., servers, hardware, networking equipment). Information system, or application that
is accessed over the Internet. Includes Infrastructure-as-a-Service (laaS) and Software-asra-Servlce

(SaaS).
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iMt Revised Oatr. IS JAN 2021



Uni^«rsi^ Sy^ein
of New Hampshire
Coarse-grained Role: A designation used to describe a specific relationship with the University System
and/or one of itsxomponent institutions.

Compensatihg Control: A management, operational, physical, or technlnl safeguard or
counterrneasure employed in;lieu of the recommended or requlredsaf^uard or countermeasure that
provides equivalent or cbmparable.pfotection or risk mitigation.

Compromlsed Account: Access to an information technology resource of resources that is known to
be vulnerable to attack or misuse by unauthorized parties becausepf exposure, breach, or
ihtentibriai/unintentionairevetation. *-

1

Computer-based Jralnlh^An eduatlp^^^ delivery mechanism where content Is provided.via a
computer program rather than b7y. a person.

CONFIDENTIAL InformaUon:. Tier 5 of-the proposed USNH Information Classification Franiework'

which includes ihformatioh're'quiring.the highest level of protection and most festrictive security - <' >
controls and safeguards^ It includes electronic Personal Health Information (ePHI) covered bynHIP/^ and
specific.lhformatlon/data used In some grant-funded research efforts.

i ̂

Confidentiality: Preserving authorized restrictions on Inforrhation access and dUctosufe; Inclii'ding
meahs'for protecting personal privacy and proprietary Informatloh.

Configuration Management: A collection of activities focused on establishing and maintaining the
integrttyoflnformatlbn technoidgy, resources, through control pf the pr^esses for initializing,,changing,
arid monitoring the configurations of those resources.

Credentials: A'set of USNH artfibutes,-generally represented by a usernairie and password, that
uniquely identifies an entity such as a person oj a.device. ■

Ciltlcal Bii^ess Proce^i Buslhe^ processes F«rformed by any administrative, acadernlS^and
buslne^ unit that ihvbtve information that is dasstfied as PROTECTED, RESTRICTED, or CONFIDENTIAL

'  t ^ i > " *
perlthe proposed USNH:lnforfnatl6fi'aassificatiori framework. - .

Cybereecurlty:-The ability'td'prbtect or defend the use of cyberspace from cyber^-attaclu. The practice^
of protecting informatipri.and infqrrnatibn technplo^ resources from 'unauthorized access, use^
disclosure,'dlsi^ption, mb'dlRcation, of destrtictlbri in order to provide cdnfidentialtty; Ihtegfl^, and
availability.''

xCj^ersecurlty ̂ ent Anpfnalous pr unexpected activity with the potential to adversely'irnpact the'
cbnfidentlallty, integrity, oriayailabllity of Institutional Information, regardless of its format, or any
information techiiplogy resource. ^ '•

Cybersecurtty Inddent An anomalous or unexpected event, set of eyentvcondltion, dr situation that
actually or potentially jedpafdizes the cofifidentlallty, integrity, or availability of Instltutiohal
information, regardless df for'rnat, an information technojqgy resource of the information that resource
USNH Eras OosarY of Terms P«S«SoflO
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ca^ures, processes, stores, or transmits or that constitutes a violation or Imminent threat of violation of
security policies, security procedures, or acceptable use policies.

Data Steward: A business subject matter expert designated as accountable for a specific type or types
of Institutional Information who determines the classification of that Information, approves access to

and use of that Information and provides Institutional authority for mandating Information security
controls to protect that Information.

Deprovislon: To remove access to an Information technology resource or resources.

Disaster Recovery Plan: A plan that, when activated, designates how critical Information technology
resources will be restored and outlines the resources required to achieve restoration of those resources
after a natural or human-Induced disaster.

Domain: The portion of an email address that follows the @ symbol that acts as a common suffix to
designate email addresses that are under the control of a specific organization.

Elevated Access: Authorization within an application that allow a community member to perform
functions within that application that regular users of that application cannot perform, including making
configuration changes, authorizing use by other community members, and modification to Information
stored within the application.

Enciyptlon: The transformation of data (called "plaintext") Into a form (called "cipher text") that
conceals the data's original meaning to prevent It from being known or used.

Endpoint/Endpblnt Device: An electronic computing device that connects to a network and
communicates back and forth with that network. Endpolnts Include desktop computers, laptop
computers, tablets, mobile devices, or any similar network enabled device.

Exception:/A temporary exemption from being required to comply with a USNH or institutional Policy
or Standard. ̂

FAIR™: FAIR, which stands for Factor Analysis for Information Risk, is a cyber risk framework used for
quantitative analysis of Information security risk;

FERPA: FERRA, which stands for Family Educational Rights and Privacy Act, Is a "federal law that
protects the privacy of student educational records."

Finergralned Role: A designation used provide Information technology resource access to community
members who are part of a specific group, like all students In Chemistry 101 or all incoming students.

Firewall: A part of a computer system or network that is designed to block unauthorized access while
permitting outward communication.

USNHeT&SClouaryofTtrms P«f»4ofl0
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GLBA: GLBA, which refers to the Gramm Leach Blllley Act,'is a federaj law.that requlres.financial
Institutions - companies that offer ransumers financial products or services like loans,-financlat or

Investment advice, or Insurance - to explain their informatio'hrsharihg practices to thelr.customers and .
to safeguard sensitive data. At USNH; GLBA Is applicable to Information provided for financial aid t
purposes.' * <

Guest/Lab Account: A type of account that Is used to provide access to specific Information
technology resources fo>lndiyidualf whd.are' participating in ah activity, like a summer camp, at a USNH
Institution or-that is used to administer shared devlces ln a cbrhputer lab; •

HIPAA: HIPAA, wMch refers to the Health Insurance Portability and Accountability Act, is a federal
law that mahdates'specjfic privacy and security requirement,forhandling'and protecting penonal
health Inforrhatlon (PHI).

Hb^Tbased Firewall: A firewall that runs on and protects an Individual server.or endpoint device
Instead of an entire-network.

Identiflen Unique da^ used tp;represent an identity and associated attributes. A USNH username and
USNHilD number are e^mpiesbf identifiers.

Identity: The set pf^physlcaLand behavioral chararteil^ics by which ah ihdividual[entity] Is uniquely
recognizable.

Identl^.System of Record: An information system that is used to capture, store, process/transmit,
and otherwise m'anagie the information contained In Identity records. Examples at USNH include the
Banner HR system and each of the comppnent'lnsfitutloh's student information systems.

-Incident See Cybersecurity Incident

Informadon: Facts, data, or Instructions In any medium on fonm.

lnfpniiadonSeci^ty:'See Cybersecurity. ' ^
V

Informatlon Steward: See Data Steward.

Infonnadpn Technology Respurce:'Any hardware; software,;fininware, equipment, Internet of.
things (loT) devices, appllcatibhs, Ihfonnatlbn systems,^etc. used to access,.capture, store, process,
utilize, lntegrate;*lnte'rface wdh^^ or otherwise manage lnformation.

Inisdtutlonallnfdrmatlon: Information, In any format, created, collected, recorded, captured; stored,
processed, trahism|tted; of otherwise'managed by of forthe Unlverslty System and itsxpm^'nent • *
Institutions, to conduct USNH business.

Instlhidonally Owned Endpolnib A computer or computing device Iritended for en^^user use
.  i •

purchased by the University System or one of its component Institutions.
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Integrity: Ensuring the authenticity of Information—that Information Is not altered, and that the source
of the Information Is genuine - and of information technology resources - that resources are functioning
as Intended, without any unauthorized modifications or alterations.

Internet Connected Device: A physical object that can connect to the Internet Including, but not
limited to, desktop computers, laptops, tablets, smart phones, sensors, household appliances, and
wearable technology like a smart watch.

Internet of Things (loT): The Interconnection via the Internet of computing devices embedded In
everyday objects, enabling them to send and receive data.

Keystroke Logging: The process used to record the keys struck on a keyboard without the knowledge
of the user.

Least Functionallly: Configuring information technology resources such that they provide only those
capabilities needed to perform the activities assigned to them and restrict the use of capabilities, such
as ports, protocols, or services, that are not essential to those activities.

Least Privilege: Access control strategy requiring that community members only be given access to
the Information, Information technology resources, and specific capabilities within those resources,
necessary to perform their job duties.

Local Authentication: Verification of an Identity for the purposes of allowing access to a single
Information technology resource.

)

Locally M^aged Account: A type of authorization created and managed on or for a specific
Information technology resource.

Log: A record of the events occurring within an organization's Information technology resources and
networks.

Logical Control: Tools and protocols used by information technology resources to enforce security
measures.

MAC Address: A media access control address or MAC address Is a unique hardware identification
number that uniquely Identifies each device on a network.

Mitigate: The effort to reduce loss by making a deficiency less severe and lessening the lmpact of
potential damages.

Multi-factor Authentication (MFA): Access that requires the use of two or more different factors
Including (I) something you know (e.g., password/PIN); (il) something you have (e.g., authentication app
on a mobile device, token); or (ill) something you are (e.g., blometric).

USNH Eras GJoMfy of Terms fiaeStrfW
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Nepvoric Device: A:p|ece equipment that enables communication and'data transmission between
information technolo^ resources across a network orhetworks. Ex^ples include gateways, routers,
wireless acc^s points^ networking cables, and switches. '

, " .' > ■ ■' , , ■■ _
Nqn*I^m^.Identity A unique identifier established fora .USNH cpmmuni^ member that is
separate from.thelr.p'rlmary Identity. Examples of hoh-prlmarvJdentities are.Pool, Secondary, Service,
System Adinlnlstrator. . > '

'  '' f' ' *

NTP: Network Time;Pr<rtpral (NT?) Is a pi^ocol used to synArohlze-tlrne pri aH'part ' . i;
ihfonnation technology resdurdes to within a few mlllisecdhi^'of cdoidihat(^.Unlversal,lime;(U^

Out of Baod::A'drtumstance where'adifferent methckl (e.g;i\pidcessy;pi^ or
frequency.ls used or requjred Instead.pfjhe sta^ method orr^qCieni^. r

Passwprd:A trusted secret cprnproniised of ?a strlrig of charactersi(letters„numberi and:other^
symbols)'that are used' as part of conflnhlng th'e identity of a personf d%ice, dr Infonriatlod technolo^
resource.

'}

Patch: An update to anpperating^em; application, onother software^lssued.specifically to correct
particular pipblerns'^.wlth the software.

V  v*"
PCI-pSS:-The payment'(^fdjndustry T Data S^^ Standard (PGI-DSS) ls,a set of 'operational,and
techhlMl requirement'develops Council that defines requif^ security
practices.fohall^'brganizadqns'acceptingpf processing payment tranisactions'or that develop^ ,
lnfbfmatipdt'chnplpgy;respufces*,u^ them. '' ^ ^

•r-

* . ■

Personally Identiflabie'lnfp'rmaddn:(Pll):-Ahy.ihf9rmatlpn about ari lndlvidual that can be used to ~
distinguish or ir^'e afi indlvlduars (dentlfy.and any o^her:lnfpmiatlon thatls lintel or linkable todn
individual. f - v..'

'• -X- ,
i  »

Pei^onally ()hyi^d'Endpo|ht: A;computer or.comput|ng'deyl^^ purchased byia'tSNH^c^^ ^
member using rnoneythat was not proyldediby or asspclated>with.USNH drone of its cprhppnent
Institutions. "'

Phisbln^ Tricking lndiylduals|lnto disclosing sensitive jnformaddn.by dalmlng to be'a^trustworthy
entltyin an'electronlcxommunication(e.g;;'lnternet^ebsites, email). ^ k* '

■f ■■ " ■ ' t-' '
Physical Security: Safeguards used to protc^ the |ocatiohs;^here.ihf6fmatibn and Information
technology resources are stored or housed against unauthprized.acceM*

■. Policy: High-level statement of principle Intended tbVprovldedlfectioh,to the USNH community:

Pdrtible Device: An endpoint device that Is small:.enpugh^to^te canied frorh one location to another
aspartofregular-use:(e.g., laptop, tablet, mobile phoiie):'^-'' ' ^
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Primary Identity: The identity associated with a user's USNH username. Each individual person has
only one primary identity across the entire University System of New Hampshire and Its component
Institutions.

Privileged Access: An escalated level of permissloris for an information security resource that is
granted to community members that are responislble for the administration of those resources,
administrative services such as system maintenance, data management, and user support.

Procedure: An established or official way of doing something.

PROTECTED Information: Tier 3 of the proposed USNH information Classification Framework which
Includes Information requiring safeguards and specific privacy handling procedures. It includes student
Information and educational records protected under FERPA.

Provisioning: Establishing the authorizations needed to enable access to a specific information
technology resource {e.g., creating an account).

PUBLIC Information: Tier 1 of the proposed USNH Information Classification Framework which
includes information specificaily approved by data stewards for public distribution.

Quarantine: The process of restricting the ability of an information technology resource like an
endpoint or a server to connect to network resources.

Remote Acce^: The ability for community members to access USNH information technolo^ resources
from external locations.

Removable Media: Any device whose primary purpose is to electronically store Information that can
be easily transported. Examples of removable media Include USB flash drives, CD-ROM, DVD-ROM,
external or portable hard drives, or any other portable computing device with storage capabilities.

RepIay^Reslstant Authentication: Configuration that protects against reuse of authentication
information that Is retransmitted with the Intent of producing an unauthorized effect or gaining
unauthorized access. .

RESTRICTED Infonnation: Tier 4 of the proposed USNH Information Classification Framework which
Includes information requiring specific security controls. It includes personally identifiable Information
like SSN and passport number, credit card Information, and research Information.

Risk: The probable frequency and probable magnitude of future loss.

Risk Acceptance: the formal process of documenting an acknowledgement of the details of a known
risk that cannot or will not be mitigated.

Risk Assessment: A systematic process of identifying, analyzing, and documenting potential
information security risks.

USNH ET&SGIouarY of Terms P«t«<oflO
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Risk Mahagemen^fthe prc^ram.arid supporting processes to manage risk to organlzatlonal operatlons
(e.g., rnlissldn/functlpns/reputation);organizational assets (e.g., information, Information technology
resourcies),.lhdlvlduals,}.and Inctiiides:, (i)'establlshing the context for rlsk-rejated activities;:(11) assessing
risk; (HI) respondihgto risk once determined; and (Iv) monitoring risk over time.

Risk Jbieraiice: The jeyel^ofrrlsk an entity Is wllllng.to assume In orderto acHleye a potential desired
result

j:.;- 'f. .

Security^tiegpriutibn: A' risk manageme designation used acrbss the USNH Infbrmation Security:
Program, to consistently express^the c'fitlulli^^of an Information technology resource.or buslheM;
process, based on the InstltutlphaJ Ihformatidn l^ and the'breadthTof Impact if that'nudun^
process'were compromised. *

!

Security Confl^ratioh'B^eU^ agreed configuration for a.speclf1c;lnformatlon technology
resource designed to safe^ard that respur<».

Secuii^ Controh^safeguard,or countermeasure prescribed for an Infprmatlon technotp^.re^urce.
designed to protect the confidentiality, Integrity, and availability of.Its Infprmatlon and to meet a set of
defined security repujrements;

Security Log: A chronologicaijrecord of Information technology resource activities. Including records of
system accesses ahd'operatlbrisiperformed In a given period used for Information securttyjpurppMS.

*

SENSITIVE Inforinatlbni'Tief 2'of the proposed USNH'Informatlon CtassificatldniFra'mewoiHc which
Includes infpnhatlon<requlflhg that Clan be'shared when'there.are yalid.purposes to dp so,'k^'that
cannot be shared'publldy.

I  • * I ^ »

Segregationldf bud thatrequlfies'the use of one account for non-prlvlleged'
access and a separaty accpuht to'.t^ u for.pi^lieged access to decre^ethe likejlhood of; and' v ' ̂
potential fpr,Vhauthorlzed ̂ e pf the privileged access. ; r ■ .

Sepai^tlbnpf putiesi^A security principle that divides critical functions among different staff memt^rs
In an.atternpttb ensure that:np.Pne IhdMdual has enough Informatlbh or actyss prMlegeto.r^atl^^.,
tnipact conftdentlallty, lntegflty,*:and/brravallabltity.

Serven A 'Server* Is any deylce'which.p>pvlde$ service to other network devlces regardless of the scale
of those services. Speciflcally.excluded from this definition for the'purposes of this document:

1. Devices that proyide'jndlvlduallzed service to other,devices, such a blue tooth devices. RF
externals, etc.

2. Devices that provide service for the purpose of system management only (I.e. a device that

provides sejvice ilike RDP or $SH):forthe purpose.of being managed by other^stems)
Desplte.the exclusion of these types of devlces, services provided,by them must still be run securely and
with uFKto-date versions Pf software.

Service Account: An authorization that enables.an Information teclmplogy resource to communicate
with and connect to^another Informatlon^technology resource.
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Single Sign On (SSO): A capability that allows the use of one set of authentication credentials, like a
username and password, to be used to access several information technology resources.

Spam: Electronic Junk mall or the abuse of electronic messaging systems to Indiscriminately send
unsolicited bulk messages.

Standard: A published statement on a topic specifying requirements that must be satisfied or achieved
In order to comply with a policy.

Susceptible: Likely or liable to be Influenced or harmed by a particular thing.

Technology Service Owner: The individual within Enterprise Technology & Services (ET&S)
responsible for operation and rhaintenance of an Information technology resource.

Threat: The potential for a threat source to exploit (intentional) or trigger (accidental) a specific
vulnerability.

Username: A unjque character string used to designate a specific identity.

USNH Community Member. Any Individual who has a relationship with the;University System of New
Hampshire or one of Its component in^itutions including employees, students, applicants, prior
students/alumni, donors, and sponsored users.

USNH ID: A unique nine-digit number used to designates specific identity. Also called "9 Number".

Vendor A third-party provider of an Information technology resource or capability.

Vulnerability: VVeakness in an iiiformatlon technology resource security procedures, internal controb,
or Implementation that could be exploited or triggered by a threat source.

Walveh A permanent (longer than one year) exemption from the requirement to comply with a Policy
and/or Standard.
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