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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DI VISION OF PUBLIC UFA L TH SER VICES

Lori A ShlbiDcKc 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964

Patricia M. Tillcy wmv.dhhs.nh.gov
Director

February 2, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Departrnent of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive amendment to an existing contract with Sage Pursuits, Inc.
{d/b/a Envision Technology Partners, Inc) (VC# 318560), Greenwood Village, CO for
enhancements to the web-based Immunization Information System (IIS) to support the COVID-
19 pandemic, by increasing the price limitation by $2,499,000 from $2,651,554 to 5,150,554 with
no change to the contract completion date of June 30, 2025 effective retroactive to July 1, 2021
upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on June 10, 2020, item
#14A.

Funds are available in the following accounts for State Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

See attached fiscal details.

EXPLANATION

This request is Retroactive because the Department needed to expand the New
Hampshire Immunization Information System functionality to ensure immunization data
throughout the State can be reported. The Department did not have the funding available to
support these, required efforts until November 2021. With retroactive approval, the Department
will be able to compensate the Contractor for work completed during the COVID-19 Vaccination
response effort.

The purpose of this request is to expand the New Hampshire Immunization Information
System functionality. The expansion will support Health Level seven (HL7) onboarding of 400
providers (1,000 sites); developing state dashboards for data quality reporting; and establishing
data interfaces with the State's Enterprise Business Intelligence for COVID-19 vaccination data.
Additionally, the Contractor will be making modifications of existing New Hampshire Immunization
Information System reports to meet new Center of Disease Control requirements for COVID-19.
In addition, this amendment will support the implementation of the following additional modules:

•  Vaccine Ordering Module

•  School Nurse Module

The Deparlmcnl of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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•  Communication/Provider Management Module

HL7 onboarding is a major undertaking by both the provider community and for the
Department. The onboarding process is a multistep process, and includes integrated user and
provider management modules while allowing clinics to register in one portal. The Contractor will
work on the New Hampshire Immunization Information System to enhance the process, which will
make onboarding easier for both the provider community and the Department. The Contractor will
develop the New Hampshire Immunization Information System inventory module, which allows
providers to order COVID-19 vaccines directly from the State, bypassing the ordering from the
Centers for Disease Control using the Vaccine Tracking System (\n*rckS).

The Department will monitor contracted services by ensuring that the Contractor performs
the following project management functions:

Scheduling and conducting meetings with Department staff, maintaining action plans
and reporting on the current status of all tasks;

Conducting briefing sessions with Department management or the project team upon
request;

Reviewing written weekly status reports where the Contractor documents any decisions
made or discussions with Department staff;

Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

Reviewing an online monthly report.on the activity and status of all logged requests
received.

As referenced in Part 2, Information Technology Provisions, Contract Term of the original
contract, the parties have the option to extend the agreement for up to five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Department Is not exercising its option to renew at this time.

Area served: Statewide

Source of Funds: CFDA# 93.268, FAIN #23IP922595.

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted,

^DocuSl0n«d by:

>  24BAB37E08EB4M...

Lori A. Shibinette

Commissioner



DocuSign Envelope ID: 2B3B8232-8DFD^120-80A1-D1868D5E7A75

Fiscal Details Sheet for Sage Pursuits, Inc.
d/b/a Envision Technology Partners, Inc.

05-95-090-902510-1956, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION COVID-19

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022
102-

500731

Contracts

for Prog Svc
90023210 $0 $1,524,000 $1,524,000

Subtotal $0 $1,524,000 $1,524,000

05-95-090-902510-2495, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION ARP

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022
102-

500731

Contracts

for Prog Svc
90023800 $0

j

$975,000 $975,000

Subtotal $0 $975,000 $975,000

05-95-090-902510-5178 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH. BUREAU OF INFECTIOUS DISEASE CONTROL,
IMMUNIZATION PROGRAM

State

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2020 102-500731
Contracts for

Prog Svc
90023200 $964,114 $0 $964,114

2020 103-502664

Contracts for

Operational
Svs

90023103 $173,000 $0 $173,000

2021 103-502664

Contracts for

Operational
Svc

90023103 $160,063 $0 $160,063

2022 103-502664

Contracts, for

Operational
Svc

90023103 $160,063 $0 $160,063

2023 103-502664

Contracts for

Operational
Svc

90023103 $160,063 $0 $160,063

Page 1 of 2
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Fiscal Details Sheet for Sage Pursuits, Inc.
d/b/a Envision Technology Partners, Inc.

2024 103-502664

Contracts for

Operational
Svc

90023103 $160,063 $0 $160,063

Subtotal $1,777,366 $0 $1,777,366

01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds) Activity Code
03900052

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount .

Revised

Budget

2020 038-509038
TECHNOLOGY

• SOFTWARE
03900052 $74,188 $0 $74,188

2021 038-509038
TECHNOLOGY

• SOFTWARE
03900052 $200,000 $0 $200,000

2022 038-509038
TECHNOLOGY

- SOFTWARE
03900052 $200,000 $0 $200,000

2023 038-509038
TECHNOLOGY

- SOFTWARE
03900052 $200,000 $0 $200,000

2024 038-509038
TECHNOLOGY

- SOFTWARE
03900052 $200,000 $0 $200,000

Subtotal $874,188 $0 $874,188

Total $2,651,554 $2,499,000 $5,150,554

Page 2 of 2
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the VaxNH Immunization Information System contract is by and between the State of
New Hampshire, Department of Health and Human Services {"State" or "Department") and Sage Pursuits,
Inc. d/b/a Envision Technology Partners, Inc. ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on June 10, 2020, (Item #14 A), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions. Paragraph 18, the Contract may be amended
upon written agreement of the parties and appropriate State approval; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows;

1. Part 1 Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$5,150,554 . .

2. Add Part 3, Exhibit A Statement of Work, Section 3 Deliverables, Milestones, And Activities
Schedule, Table 1 Section 16 to read:

OPERATIONS

Activity, Deliverable, or Milestone
Projected
Delivery Date

Deliverable Type

16 COVID Enhancements and HL7 Support 6/30/2024 Software

3. Add Part 3, Exhibit A Statement of Work, Section 4, Deliverable 16: HL7; Enhancements and
Support to read:

Deliverable 16: Enhancements and Support

Communication/Provider

Mgmt Task Items
Sub

Tasks

Provider Management
Enhancements Discovery
Sessions - Part 1

4.1

Description

Part -1 Perform JAD sessions to gather requirements and
workflow needed for managing providers. Expand on the
ideas to date to improve registration, communication, and re-
certification of COVID and non-COVID providers, and
manage ultra-cold vaccines like the Pzifer COVID vaccine.
Take the current functionality and add the additional client
management features, including clinic- program
communication support within the application. The intent is
to reduce the workload on the NH IIS Program for pandemic
and post-pandemic provider management activities.
Prioritize functionality into Part 1 versus Part 2
enhancements.

-OS

CM.

SS-2020-DPHS-04-IMMUN-01-A01

A-GAR-1.1

Sage Pursuits, Inc. d/b/a
Envision Technology Partners, Inc.

Page 1 of 8

Contractor Initials

Date
2/2/2022
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Provider Management

Enhancements Discovery
Sessions - Part 2

Provider Management
Enhancements

Development - Part 1

4.2

4.3

Provider Management
Enhancements

Development - Part 2

Support for added
functionality to the Provider
Management Module'

COVID Dashboard Task

Items

Support of the WebIZ
embedded Power Bl

dashboards

One additional Power Bl

report

Support of the WebIZ
embedded Power Bl

dashboards

One additional Power Bl

report

Support of the WebIZ
embedded Power Bl

dashboards

One additional Power Bl
report

EBI and Vital Records

Task Items

Vital Registry integration

EBI integration setup and
maintenance

Vital Records Support

SS-2020-DPHS-04-IMMUN-01-A01

A-GAR-1.1

4.4

4.5

Sub

Tasks

5.1

5.2

5.3

5.4

5.5

5.6

Sub

Tasks

6.2

Part 2 - Perform JAD sessions to gather requirements and
workflow needed for managing providers

Develop Part 1 of the ideas to improve registration,
communication, and re-certification of COVID and non-

COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
program communication support within the application. The
intent is to reduce the workload on the NH IIS Program for
pandemic and post-pandemic provider management
activities.

Develop Part 2 of the ideas to improve registration,
communication, and re-certification of COVID and non-

COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
program communication support within the application. The
intent is to reduce the workload on the NH IIS Program for
pandemic and post-pandemic provider management
activities.

Description

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities

Description

6.1 switch the file delivery mechanism to leverage SFTP

maintain and enhance functionality as needed to support EBI
integration

6.3 Support fee for the VINI integration

Sage Pursuits. Inc. d/b/a
Envision Technology Partners, Inc.

Page 2 of 8

•OS

CM.

Contractor Initials

Date
2/2/2022
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Vital Records Support 6.4 Support fee for the VINI integration

Vital Records Support 6.5 Support fee for the VINI integration

Additional COVID Data and

Work Task Items

Sub

Tasks
Description

Funding for unplanned
COVID work and adhoc data

requests
7.1

Adhoc data requests, Twilio charges, and other COVID
unplanned work

QR Code Support 7.2 Patient Portal Enhancement and Support

Twilio Charges 7.3 Twilio Charges - 2 months

Funding for unplanned
COVID work and adhoc data

requests
7.4 Adhoc data requests and other COVID unplanned work

QR Code Support 7.5 Patient Portal Enhancement and Support

Funding for unplanned
COVID work and adhoc data

requests
7.6 Adhoc data requests and other COVID unplanned work

QR Code Support 7.7 Patient Portal Enhancement and Support

Funding for unplanned
COVID work and adhoc data

requests

7.8 Adhoc data requests and other COVID unplanned work

4. Add Part 3 Exhibit B Price and Payment Schedule, Section 1 Payment Schedule, Subsection 1.1
Firm Fixed Price, Table 2: Price and Payment Schedule, Deliverables, Sections 16 through 22 to
read:

1

16
HL7 Enhancement Task

Items

Sub

Tasks

'  Delivery <
Date '

Price

HL7 Onboarding
Discovery Sessions - Part
1

HL7 Onboarding
Discovery Sessions - Part

1.1 12/31/2022 $  , 100,000.00

1.2 6/30/2023 $ 100,000.00

HL7 Onboarding
Discovery Sessions -Part
3

1.3 12/31/2023 $ 100,000.00

HL7 Onboarding
Development - Part 1

1.4 6/30/2023 $ 160,000.00

HL7 Onboarding
Development - Part 2

1.5 12/31/2023 $ 160,000.00

1  / <1.

CM

SS-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits. Inc. d/b/a . >
Envision Technology Partners, Inc.

A-GAR-1.1 Page 3 of 8

Contractor Initials

-

Date 2/2/2022
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HL7 Onboarding
Development - Part 3

1.6 6/30/2024 $ 220,000.00

17
School Nurse Task

Items

Sub

Tasks

Delivery
Date

Price

Setup of the WebIZ
School Nurse functionality

2.1 7/1/2021 $ 15,000.00

Support of the WebIZ
School Nurse functionality

2.2 7/1/2021 $ 612.50

Support of the WebIZ
School Nurse functionality

2.3 6/30/2022 $ 3,266.67

Support of the WebIZ
School Nurse functionality

2.4 6/30/2023 $ 3,266.67

Support of the WebIZ
School Nurse functionality

2.5 6/30/2024 $ 3,266.67

18
Vaccine Ordering Task
Items

Sub

Tasks

Delivery
Date 1

Price

Add Z6 Profile to the

Vaccine Order shipping
info screen

3.1 9/30/2022 $ 100,000.00

19
Communication/Provider

Mgrht Task Items
1

Sub

Tasks

Delivery j

Date
1.

Price

Provider Management
Enhancements Discovery
Sessions - Part 1

4.1 6/30/2022 $ 100,000.00

Provider Management
Enhancements Discovery
Sessions - Part 2

4.2 12/31/2022 $ 60,000.00

OS

[(A
SS-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/b/a

Envision Technology Partners, Inc.
A-GAR-1.1 Page 4 of 8

Contractor Initials

Oate 2/2/2022
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Provider Management
Enhancements

Development - Part 1
4.3 6/30/2023 $ 200,000.00

Provider Management
Enhancements

Development - Part 2
4.4 6/30/2024 $ 117,000.00

Support for added
functionality to the
Provider Management
Module

4.5 6/30/2024 $ 40,000.00

j 20 COVID Dashboard Task

items

Sub

tasks
Delivery

Date
Price

Support of the WebIZ
embedded Power Bl
dashboards

5.1 6/30/2022 $ 78,400:00

One additional Power Bl

report
5.2 12/31/2022 $ 40,000.00

Support of the WebIZ
embedded Power 81

dashboards

5.3 6/30/2023 $ 78,400.00

One additional Power Bl

report
5.4 12/31/2023 $ 40,000.00

Support of the WebIZ
embedded Power Bl

dashboards

5.5 6/30/2024 $ 78,400.00

One additional Power Bl

report
5.6 6/30/2024 $ 40,000.00

21
EBI and Vital Records

Task Items

Sub

Tasks

Delivery
Date

Price

, Vital Registry integration 6.1 6/30/2022 $ 25,000.00

EBI integration setup and
maintenance

6.2
7/1/2021-

6/30/2024
$ 209,362.48

Vital Records Support 6.3 6/30/2022 $ 26,666.67

Vital Records Support 6.4 6/30/2023 $ 26,666.67

Vital Records Support 6.5 6/30/2024 $ 26,666.67

(A

SS-2020-DPHS-04-IMMUN-01-A01

A-GAR-1.1

Sage Pursuits, Inc. d/b/a
Envision Technology Partners, Inc.

Page 5 of 8

Contractor Initials

Date 2/2/2022
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Additional COVID Data

and Work Task Items

Funding for unplanned
COVID work and adhoc

data requests

QR Code Support

Twilio Charges

Funding for unplanned
COVID work and adhoc

data requests

QR Code Support

Funding for unplanned
COVID work and adhoc

data requests

OR Code Support

Funding for unplanned
COVID work and adhoc

data requests

Sub

Tasks

7.1

7.2

7.3

7.4

Delivery
Date

7/1/2021-

12/31/2021

6/30/2022

1/1/2022-

2/28/2022

1/1/2022-

6/30/2022

7.5 6/30/2023

7.6 6/30/2023

7.7 6/30/2024

7.8 6/30/2024

Price

$  49,025.00

$  5,000.00

$  3,000.00

$  100,000.00

$  15,000.00

$  100,000.00

$  15,000.00

$  60,000.00

Grand Total $  2,499,000.00

SS-2020-DPHS-04-IMMUN-01 -AOI

A-GAR-1.1

Sage Pursuits, inc. d/b/a
Envision Technology Partners, Inc.

Page 6 of 8

Contractor Initials

(A

Data 2/2/2022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective retroactive to July 1, 2021, upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date \written below, ,

State of New Hampshire
Department of Health and Human Services

2/3/2022

Date

-DocuSign«d by:

(M6rooersorD«

Nanie; Patricia m. Tilley

Title;
Di rector

2/2/2022

Date

Sage Pursuits, Inc. d/b/a Envision Technology Partners,
Inc.
.x^DocuSlgntd by:

*> ft\CrCBCt801P4^7,„ , .

Name: Claire Murchie

Title;
President

SS-2020-DPHS-04-IMMUN-01-A01

A-GA-1.0

Sage Pursuits, Inc. d/b/a Envision Technology Partners, Inc.

Page 7 of 8
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The preceding Amendment, having been reviewed by this office, is approved,as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

'DoeuSkontd by:

2/3/2022

-74e734844ft<1480.

Date Name: Robyn Guarino
Title:

Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

SS-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/b/a Envision Technology Partners, Inc.

A-GA-1.0 Page 8 of 8
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SAGE PURSUITS, INC. is

a Colorado Profit Corporation registered to transact business in New Hampshire on May 22, 2020. 1 further certify that all fees and

documents required by the Secretar>' of Stale's office have been received and is in good standing as far as this office is concerned.

Business ID: 842769

Certificate Number: 0005657663

SI

B&.

o

^3

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 2nd day of February A.D. 2022.

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

1, Steve Murchie, hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretary/Officer of Sage Pursuits, lnc.(d/b/a: Envision Technology Partners, Inc.)
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on _February 1, 2022. at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That Claire Murchie, President (may list more than one person)

(Name and Title of Contract Signatory)

Is duly authorized on behalf of Sage Pursuits, lnc.(d/b/a: Envision Technology Partners, Inc.) to enter into contracts
or agreements with the State

(Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. 1 hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated:2/2/2022

Signature of Elected Officer
Name: Steve Murchie

Title: Secretary

Rev. 03/24/20
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ACORCX CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DO/VYYY)

11/24/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(los) must have ADDITIONAL INSURED provisions or bo endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such ondor8ement(s).

PRODUCER

Denver Agency

210 University Blvd, Suite 600

Denver CO 80206-4661

contact Christy Fields

("0)257-7956

ADDRESS- christy@denveragency.com
INSURERIS) AFFORDING COVERAGE NAK«

INSURER A - Sentinel Insurance Company. LTD 11000

INSURED

Sage Pursuits. Inc.. DBA: Envision Technology Partners

7995 Prentice Ave.

Suite 305E

Greenwood Village CO 80111

INSURER B; Trumbull Insurance Company 27120

INSURER c: ̂ orth American Capacity Ins Co .

INSURER 0 ;

INSURER E :

INSURER F:

COVERAGES CERTIFICATE NUMBER: 2021-22 Master Cert REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TJJfR
LTR TYPE OP INSURANCE

X

r!mrRi POLICY NUMBER

COMMERCIAL GENERAL UABLrTY

CiAIMS-MAOE X OCCUR

GENt AGGREGATE LIMIT APPLIES PER:

POLICY Q LOC
OTHER:

X

34SBAPN3468

POLICY EPF
(MMIDiVYYYYI

11/28/2021

POLICY EXP
IMWOO/YYYYI

11/28/2022

LIMITS

EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES lEfl CHieurrtfieal

MED EXP (Any one p«f»of>)

PERSONAL a AOV INJURY

GENERAL AGGREGATE

PRODUCTS. COMP/OP AGG

2,000.000

1,000.000

10.000

2,000.000

4,000.000

4,000.000

AUTOMOBILE LIABILITY

ANYAUTO

X

COMBINED SINGLE LIMIT
(Ea ecddwil

BODILY INJURY (Per p«r«on|

OWNED

AUTOS ONLY
HIRED
AUTOS ONLY X

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

34$BAPN3468 11/28/2021 11/28/2022 BODILY INJURY (Par accklaril)

PROPERTY DAMAGE
(Par aeddantl

Hired Car Physical 50.000

X UMBRELLA UAB

EXCESS LIAB

DED X

X OCCUR

CLAIMSJMOE

EACH OCCURRENCE
1.000,000

34SBAPN3468 11/28/2021 11/28/2022
AGGREGATE

1,000,000

RETENTION %
10.000

w
ER

WORKERS COMPENSATION

AND EMPLOYERS- UABILITY

ANY PROPRIETORff'ARTNER/EXECUTIVE

OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
K yat, daacrlba undar
DESCRIPTION OF OPERATIONS t>alov>

STATUTE

□ 34WECBT6534 11/28/2021 11/28/2022 e.L. EACH ACCIDENT 1.000,000

E.L. DISEASE - EA EMPLOYEE 1.000.000

E.L. DISEASE - POLICY LIMIT 1.000.000

Technology Professional Llabilily (Claims
Made) C-4LPY-017530 11/28/2021 11/28/2022

Limit (each claim):
Aggregate:
Deductible: $10,000

$5,000,000

$5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS I VEHICLES (ACORD 101, Additional Ramart* Sebadula, may ba attached If more ipaca la required)

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire: Department of Health

and Human Services

129 Pleasant Street

Concord . NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WtTH THE POLICY PROVISIONS.

AUTHORIZEO REPRESENTATIVE

ACORD 25 (2016/03)
01988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SER VICES

29 HAZEN DRIVE, CONCORD. NH 03301
603-27M50I 1-800-852-3345 ExL 4501

Fei; 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

(HA

May 29. 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source contract with Sage Pursuits. Inc. (d/b/a Envision Technology
Partners. Inc) (VC# 318560), Greenwood Village. CO in the amount of $2,651,554 for a web-
based Irrimunizatioh Information System (IIS), with the option to renew for up to five (5) additional
years, effective upon Governor and Council approval through June 30, 2025.53% Federal Funds.
47% General Funds.

Funds are available in the following accounts for State Fiscal Years 2020 and 2021, and
are anticipated to be available In State Fiscal Years 2022, .2023, 2024, and 2025, upon the
availability and continued appropriation of funds In the future operating budget, with the authority

■to adjust budget line items within the price limitation and encumbrances between state fiscal years
through the Budget Office, If needed and justified.
05-95-090-902510-5178 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL.
IMMUNIZATION PROGRAM

State-
Fiscal Year

Class /
Account

Class Title Job Number Total Amount

2020 102-500731 Contracts for Prog Svc 90023200 $964,114

2020
103-502664 Contracts for

Operational Svs
90023103 $173,000

2021
103-502664 Contracts for

Operational Svc
90023103 $160,063

2022
103-502664 Contracts for

Operational Svc
90023103 $160,063

2023
103-502664 Contracts for

Operational Svc
90023103 $160,063

2024 ■
103-502664 Contracts for

Operational Svc
90023103 $160,063

Subtotal $1,777,366

Tht Dtportnienl of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds) Activity Code
03900052

State

Fiscal Year

Class /

Account
Class Title

Activity
Code

Total Amount

2020 038-509038
TECHNOLOGY -

SOFTWARE
03900052 $74,188

2021 038-509038
TECHNOLOGY-

SOFTWARE
03900052 $200,000

2022 038-509038
TECHNOLOGY -

SOFTWARE
03900052 $200,000

2023 038-509038
TECHNOLOGY.-

SOFTWARE
03900052 $200,000

2024 038-509038
TECHNOLOGY -

SOFTWARE
03900052 $200,000

Subtotal $874,188

Total $2,651,554

EXPLANATION

This request is Sole Source because the vendor is the only vendor able to provide the
necessary services. The Centers for Disease Control and Prevention recognizes Envision
Technology Partners, Inc. as a qualified vendor to provide a web-based Immunization Information
System, The Department previously attempted to competitively bid the services included in this
contract. A Request for Proposals was posted in February 2019 and canceled in May 2019
because no vendors responded to the solicitation.

The purpose of this request is for the Contractor to create a web-based Immunization
Information System, which is a confidential, electronic system used to track administration of
vaccines. This data system will record all immunization doses administered by .participating
providers to persons residing within New Hampshire to provide consolidated immunization
histories so providers can deternnine appropriate patient vaccinations. In addition, the system will
have the functionality of a vaccine ordering management system, which will be used by the
Department to order, track, monitor, and assure accountability for $28 million in childhood
vaccines purchased annually and distributed to approximately 300 healthcare providers in New
Hampshire. The Contractor will work with the Department to setup and maintain this system,
which will be available to all healthcare providers in New Hampshire. The system will provide
aggregate data on vaccinations for use in surveillance, program operations, and public health
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action and be in full compliance with New Hampshire Administrative Rules He-P 307, which are
designed to protect the privacy of residents and ensure that patient participation is voluntary.

During the first year of the contract, the Department will use approximately $1.0 million of
federal funds to purchase the software licenses and transfer vaccine inventory, train and educate
NHIP staff on. the new system as well as provider demographic information (e.g. health care
provider addresses, usemames, login, phone, etc.) from the legacy system to the new system.
The Department will also educate New Hampshire staff on how to use the system, as well as
develop education for end users. The roughly $300,000 of general funds will be used to pay for
continued maintenance and support of the system during year one, which is the same source of
funds used currently to fund the annual support and maintenance of the legacy system. The
legacy system is incompatible with New Hampshire's needs and the annual support and
maintenance of the existing system is unsustainable. The Department will recognize an
immediate cost savings when it switches to the new system of approximately $200,000 per year
in annual maintenance and support fees. Even when taking into consideration the $1 million in
implementation costs, the Department will still save $79,655 over the life of the 5-year contract..

The Contractor will provide a project management plan as well as participate in regular
project status meetings. The Contractor will work with the Department to migrate the current
provider contact details and vaccine inventory data of providers to the new system. Training to
internal staff will be given on how to use this system. The Contractor will assist in setting up
interfaces between healthcare providers' electronic medical records and the new system. The
Contractor will also assist in ensuring vaccine management files involved in providing ordering
and returns from health care providers are interfacing with the Centers for Disease Control and
Prevention vaccine ordering system. This system is used to process all vaccine purchased by the
State of New Hampshire. The Contractor will provide updates and releases on a scheduled basis
to ensure patient information is stored in accordance with HIPPA regulations and the strongest
industry security standards.

Implementing this Immunization Information System offers numerous benefits to the
Department, healthcare providers, and individuals and is a key component of immunization l^est
practices recommended by the Centers for Disease Control and Prevention. Decreased duplicate,
immunizations, decreased healthcare costs, and increased immunization rates are all
documented benefits of an Immunization Information System. This system can prompt providers
to use the most up-to-date immunization recommendations and can provide technology to remind
patients when immunizations are due. Participating patients and families will benefit from having
access to a complete electronic immunization record that includes information from multiple
healthcare organizations regardless of where a vaccine was received. The Department will use
the system to assure accountability of publicly-purchased vaccines and to identify communities
with low vaccination rates to promote vaccination and prevent infectious disease outbreaks.
Besides New Hampshire, all 49 states and the District of Columbia, have an Immunization
Information System in place.

The Department will monitor contracted services by ensuring that the Contractor performs
the following project management functions:

•  Scheduling and conducting meetings with Department staff, maintaining action plans
and reporting on the current status of all tasks;

•  Conducting briefing sessions with Department management or the project team upon
request;

•  Reviewing written weekly status reports where the Contractor documents any decisions
made or discuissions with Department staff;
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•  Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

•  Reviewing an online monthly report on the activity and status of all logged requests
received.

As referenced in Rart 2, Information Technology Provisions, Contract Term of the attached
contract, the parties have the option to extend the agreement for up five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval.

Should the Governor and Council not authorize this request. New Hampshire will be the
only state in the nation without an Immunization Information System. If authorized, this system
would allow for enhanced vaccine accountability of publicly purchased vaccine, and timely
immunization data during vaccine-preventable disease outbreaks or pandemics. Moreover, the
federal funding directed towards the acquisition and implementation of the system vi^uld be
jeopardized if this system was not purchased.

Area sen/ed: Statewide
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Source of Funds: CFDA# 93.268 FAIN# NH23IP922595

In the event that the Federal Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

-5^
Lorf A. Shibinette

Commissioner

for

Denis Gouiet

Commissioner

Dept. of Information Technology

DolT RID #51248
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STATE OF NEW HAMPSHIRE
DEPARTMEffTOF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271.1516 TDD Access: 1-800-735-2964

www.r\h.gov/doil

Denis Gouiet

Commissioner

May 29. 2020

Lori A. Shibinette

Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord. NH 03301
\

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of information Technology (DolT)
has approved your agency's request to enter into a sole source contract with Sage Pursuits, Inc. (d/b/a
Envision Technology Partners, Inc) (VC# 318560),. Greenwood Village, CO as described below and
referenced as DoIT No. 2020-025.

The purpose of this request is for Sage Pursuits, Inc. to implement a web-based
Immunization Information System which is a confidential, population-based,
computerized database that records all immunization doses administered by participating
providers to persons residing within a given geographical area. The Immunization
Information System will provide consolidated immunization histories to determine
appropriate client vaccinations by a provider. In addition, the system will have the
functionality of a vaccine ordering management system. Sage Pursuits, Inc. will also
provide annual support and maintenance.

The amount of the contract is not to exceed $2,651,554 and shall be effective upon
Governor and Executive Council approval, through June 30,2025.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

— .

for

Denis Gouiet

DG/ik

DoIT #2020-025

cc: Mike Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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FORM NUMBER P07 (version 5/8/15)

Subjeci: VaxNH Immunization Informaiion Svstcfn (SS-2WPPHS-M-IMMU-£Q
Noiice: This agrconieni and all of iis atiachmcnis shall bccotnc public upon submission to Governor and

.Exwuiive Council for approval. Any information thai is private, confidential or proprietary must
■ be clearly identified to the agency and agreed to in vrriting prior to signing the contract.

agreement - -

•  The State of New Hampshire and the Contractor hereby mutually agree as follows:
(  GENERAL PROVISIONS

1. IDENlll-ILAIIUrt.

1.1 State Agency Name
NH bepartment of Health and Human Services

1.2 Stale Agency Addr«s ..
129 Pleasant Street
.Concord." NH 03301-3857 ... . .

1.3 Contractor Name
Sage Pursuits, Inc. d/b/a Envision Technology Partners. Inc.

1.4 Contractor Address
7995 East Prertiicc Avenue. Suite 305-E
•Green\vo<^ Village. CO 80111

1.5 ConifBCiOf Phone

Number •. .
303.914.9797

.1.6 Account Number

05-093-090-902510-517S0000

1.7 Completion Dale

June 30.2025

1.8 Price Limitation

■ £3.03.1.607- $2,651,554

1.9 ContraciingOfficer for Slate Agency -
Nathan 0. White. Director

✓

1.10 State Agency Jclephonc Number
603-271-9631 V

l.lt ComwtorSignature ^ , 1.12 Name and Title of Comracior Signatory

Omrt

1.13 Acknowledgemcni: Statcof .Couniyof-

On beforethcundcrsigncdofriccr.pcrsonallyappcarcd'the|)er$onideniifiedinblock.l.l2.orsatisfactorily
proven "to be the person vJhose name is-signcd in block 1.11. and acknoMt^ged that s/hc executed this document in the capacity

1.13.1 S.i^a.iurc ofNoiaryPubUcor Jusiice of the Peace

fSeair

,  1.13.2 Name and Title ofNotary.or Justice ofthc Peace.

1.14 State Agency Signature

..IvAiiWLul Date:

1,15 Name and Title of State Agentty Signatory

,1.16 -Approval by the N.H. Department of Administration. Division of Personnel ///applicable)

^  " gy. ■ Director. On:

1.17 Approval by the Attorney General (Form, Substance and Execvition) (ifapplicable)

By" ■ / ■ 5/22/2020

1.18 Approval by the Governor and Executive Council///"tTpp/icnb/e;

■ By: . On: ■ ^ ■

O
CM
O
CM

ir>
o

Page 1 of 4 ,
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2. EMPtOYM ENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 ("State"), engages
contractor identiHed in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shell become efTcctivc on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become elTective on the date the
Agreement Is signed by the State Agency as shown in block
1.14 ("Effective Date").
3.2 1 f the Contractor commences thc.Scrviccs prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement docs not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, alt obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, arc
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The Stale
shall have no liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under (his Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of alt payments authorized, or actually
made hereunder, exceed the Price Limitation set forth.in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws,'regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive Information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
afflrrnative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
OS the Stale of New Hampshire or the United States issue to
Implement these regulations. The Contractor further agrees to ,
permit the Slate or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEU

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom It is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved In the
procurement, administration or performance of this

of 4
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Agreement. This provision shall survive termination of this
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
ofany dispute concerning the interpretation of this Agreement,
the Contracting OfTicer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hercundcr
("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hercundcr; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective (wo
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period Irom the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the Stale may.owc to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITV/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video"
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the Stale or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Slate, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifleen (15) days after the dale of
termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price eamed, to
and including the date of termination. The form, subject
matter, content, and number of copies of (he Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSICNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior wrinen notice and
consent of the State. None of (he Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the Slate, its ofTicers and
employees, irom and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at-its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,OOOpcr occurrence and $2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
Stale of New Hampshire by the N.H. Depanment of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

of 4
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14.3 The Conlracior shall furnish lo ihc Coniracting OfTicer
idcnlifled in block 1.9, or his or her successor, a certincate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, ccrtificaie(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the c.xpiration
date of each of the insurance policies. The ceilificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9. or his
or her successor, no less than thirty (30) days prior wrinen
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
^certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 28) -A
("Workers' Compensaiion").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281 -A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall,
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and arc
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
lime of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuanl to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed lo confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
fonh in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent Jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, conslitutes-the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timcframe durine which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the application
.Software or the System

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back of
a document

Audit Trait Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized Persons The Contractor's employees, contractors, subcontractors or other
agents who need to access the State's personal data to enable the
Contractor to perform the services required.

Certification The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

Completion Date End date for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure undtr (he Contract

Contract This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement Part 1, 2, and 3.. The documentation consisting of both the pp
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work
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Contract Conclusion Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract Agreement,
Section I.I)

Contract Managers The persons identified by the Stale and the Vendor who shall be
responsible for all contractual authorization and administration of the
Coniraci. These responsibilities shall include but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contract
Management)

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
l;8fP-37).

Contractor The Vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software Software developed by the Vendor specifically for this Project for the
State of New Hampshire

Data State's records, files, forms, Data and other documents or
information, in cither electronic or paper form, that will be used
/convened by the Vendor during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of a the State's unencrypted non-public
data.

DBA Database Administrator

Oenciencics/Defects A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
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Documenfation • missing significant portions of information or
unintelligible to State; Non Sofnvare • Services were Inadequate and
require re-performance of the Service.

Class B Deficiency - Software ■ important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of Inforrhation arc missing but not enough
to make the document unintelligible; Non Software • Services were
deficient, require re working, but do not require re-performance of the
Service.

Class C Deficiency - Software ♦ minimal, cosmetic in nature,
minimal effect on System, losv priority and/or user can use System;
Written Documentation • minimal changes required and of minor
editing nature; Non Software • Services require only minor reworking
and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract requirement.

Department of Information

Technoloffv (DoIT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature Certification that guarantees the unaltered stale of a file, also known
as "code signing."

Effective Date The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the

5late of New Hampshire approves the Contract

Encryption Supports the transformation of data for security purposes

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to (he Documentation as a result of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor's cost experience
in performing the Contract

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car. mileage, and
out of pocket expenses

Governor and Executive Council The New Hampshire Governor and Executive Council.

Identification and

Authentication

Supports obtaining information about (hose parties attempting to log
on to a system or application for security purposes and (he validation
of those users
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Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

InrormatioD Technology (IT) Refers to the tools and processes used for the gathering, storing,
mantpulaiing, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technoloRies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
etc.

Intrusion Detection Supports the detection ofilleRal entrance into a computer system

Invokine Party In a dispute, the party bclievinR itself agftrieved.

Key Project Staff Personnel identified by the State and by the Contractor as csseniial
to work on the Project.

Licensee The State ofNew Hampshire

Non Exclusive Contract A contract executed by the Slate that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information Data, other than personal data, that is not subject to distribution to
the public as public information, it is deemed to be sensitive and
confidential by the State because it contains information that is

• exempt by statute, ordinance or administrative rule from access by .
the general public as public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President's
Day, Memorial Day, July 4"', Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

Onen Data Formats A data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA 21 -R: 10 and RSA 21 -R; I I.

Open Standards Specifications for the encoding and transfer of computer data
that is defined In RSA 2I-R:I0 and RSA 2I-R:I3.
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Operational The System is operating and fully functional, all Data has been
loaded; the System is available for use by the State in its dally
operations, and the State has Issued an Acceptance Letter.

Order of Precedence The order in which Contrac^Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document that
is lower inihe Order of Precedence

Personal Data Data that includes information relating to a person that identifies the
person by name and has any of the following personally identiflable
information (Pll): government-issued identification numbers (e.g.,
Social Security, driver's license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) rdating to a person.

Project The planned undertaking regarding the entire subject matter of a
Contract and the activities of the parties related hereto.

Project Team The group of State employees and contracted Vendor's personnel ,
responsible for managing the processes and mechanisms required
such that the Services are procured In accordance with the Work Plan
on time, on budaet and to the required specifications and quality

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Proiect.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Proiect Staff State personnel assi{yied to work with the Vendor on the Proiect
Proposal The submission from a Vendor in response to the Request for a

Proposal or Statement of Work' .

Protected Health Information

(PHI)

Individually identifiabfe health information transmitted by
electronic media, maintained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment
records held by a covered entity In its role ̂  employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance

Review Period The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network
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Schedule The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Security Incident The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within the
possession or control of the Contractor. A security incident may
or may not turn into a data breach.

Service Level Agreement (SLA) A signed agreement between both the State and the Contractor that
is subject to the terms and conditions in this document that unless
otherwise agreed to includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for meaisure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and addressed, and
(6) any remedies for performance failures.

Service The work or labor to be performed by the Vendor oh the Project as
described in the Contract.

the Contractor The vendor and its employees, subcontractors, agents and affiliates
who are providinR the services agreed to under the contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract

Sofrwore-Qs-o-Service (SaaS) The capability provided to the Slate to use the Contractor's
applications running on a cloud infrastructure. The applications are
accessible from various client devices through a'thin-client interface
such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure including network, servers, operating systems,
storage or even individual application capabilities, with the possible
exception of limited .user-specific application confiRuration settings.

Software Deliverables Software and Enhancements

Software License Licenses provided to the Stale under this Contract

Solution The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications.

Specifications The written provisions thai set forth the requirements which include,
without limitation, the Contract, any performance standards,
Documentation, applicable State and federal policies, laws and
regulations, State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements described in
the Contract Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth herein.

State STATE is defined as:

State of New Hampshire
Department of Health and Human Services
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29 Hazen Drive

Concord, NH 03301
Reference to the term "State" shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving.

State's Conndential Records State's information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chanter 91 -A

State Data For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of computer
processing of or other electronic manipulation of any data that was
created by or in any way originated with the State, whether such data
or output is stored on the State's hardware, the Contractor's hardware
or exists in any system owned, maintained or otherwise controlled
by the State or by the Contractor.

Stale Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July 1" through
June 30''' of the following calendar year

State Identified Contact The person or persons designated in writing by the State to receive
security incident or breach notification.

State's Project Manager (PM) State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice

sign off. and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned 'by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets, or

specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.

Term Period of the Contract from the EITeciive Date through termination.
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Transition Services Services and support provided when Contractor is supporting System
changes.

UAT User Acceptance Test

Unit Test Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application ornetwork

Walk Through A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written, Deliverables
/

Non-Software written deliverable Documentation (letter, report,

manual, book, other) provided by the Vendor either in paper or
electronic format.
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INTRODUCTION

This Contract is by between the State of New Hampshire, acting through New Hampshire Depanment
of Health and Human Services ("Stale"), and Envision Technology Partners, Inc., a Corporation,
("Contractor"), having its principal place of business at 7995 East Prentice Avenue. Suite 305-E
Greenwood Village, CO 80111

An Immunization Information System (US) is a confidential, population-based, computerized database
that records all immunization doses.administered by participating providers to persons residing within
a given geopolitical area. An IIS can make available aggregate data on immunizations for use in
surveillance, program operations, and public health policy development. An MS also provides
consolidated immunization histories to determine appropriate client vaccinations by a provider. In
addition, IIS has the functionality of a vaccine ordering management system.

RECITALS

Whereas the State desires to have the Contractor provide an Immunization Information System, and
associated Services for the State;

Whereas the Contractor wishes to Implement Envlsion's Commercial Off the Shelf, WebIZ Immunization
Information System, for the New Hampshire Division of Public Health Services. The solution includes a
license to the WcbIZ application, hosting, maintenance, and support for the activities of the New
Hampshire Immunization Information System (NHliS). The WebIZ application provides the ability for
health and medical practices to enter immunization data, analyze, and track immunization activity for
individuals from birth to death throughout New Hampshire. WebIZ data is used to evaluate the
efTectivcness of the statewide Immunization Program, determine the need for the new programs, and
identify undcrserved populations. The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

l.I CONTRACT DOCUMENTS

This Contract Agreement (2020-025) is comprised of the following documents:

A. Part I • Form P-37 General Provision

B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit 8- Price and Payment Schedule
Exhibit C-Special Provisions

Exhibit D- Administrative Services

Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services

2020-025 IT Provisions - Part 2 Page 10 of 3
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Exhibit H- Requirements
Exhibit I- Work Plan

Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services

^  Exhibit M- Agency RFP with Addendums, by reference
Exhibit N-Vendor Proposal, by reference
Exhibit O-Certificates and Attachments

Exhibit P- DHHS Information Security Rcquirernents
Exhibit Q - Certificaiion Regarding Drug-Free Workplace Requirements
Exhibit R-Certification Regarding Lobbying
Exhibit S- Certification Regarding Debarmcnt, Suspension, and Other
Responsibility Matters
Exhibit T- Certification of Compliance with Requirements Pertaining to Federal
Nondiscriminatlon, Equal Treatment of Faith-Based Organizations and ^
Whistleblower Protections

Exhibit U - Certification Regarding Environmental Tobacco Smoke
Exhibit V- Health Insurance Portability and Accountability Act Business
Associate Agreement
Exhibit W- Certificaiion Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern;

a. Slate of New Hampshire, Department of Health and Human Services Contract
Agreement 2020-035, Including Parts I.

b. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035, including Parts 2

c. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035, including Pans 3

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full execution
by the parties, and the receipt of governmental approvals, including but not limited to, Governor
and Executive Council of the State of New Hampshire approval(Effective Dale) The contract shall
begin on the Effective Date and extend through June 30, 2025 followed by five (5) years of
maintenance and support. The Term may be extended up to June 30, 2030, ("Extended Term") at
the sole option of the State, subject to the parties prior' written agreement on applicable fees for
each extended term. Maintenance and Support services shall start on the next day of the State's
issuance of the Letter of Acceptance in response to DAT.
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The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, rhcthod of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract -Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal, the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, e.xcept that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the
Contractor.

4. CONTRACT MANAGEMENT

The Contractor shall provide all necessary resources to perform its obligations under the
Contract. The Contractor shall be responsible for managing the Project to its successful ■
completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Claire Murchie

7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 801 1 1
Desk: 303.914.9797x104

Cell: 720.891.8551

Fax: 303.914.9781

Email: cimurchie@envisiontechnolQgv.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the Slate. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
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reassignment of the Contractor's Project Manager who, In the sole judgment of the
State, is found unacceptable or Is not performing to the State's satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, Including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project
Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to Inquiries from the State, and be at the site as needed. The
Contractor's Project Manager miist work diligently and use his/ her best efforts on
the Project.

4.2.3 The Contractor shall not change Its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Information Technology
Provisions, Section 4.2.1: Contract Project Manager, and in Contract Agreement
Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the departure of the prior
Contractor's Project Manager, and the Contractor shall continue during the ten (10)
business day period to provide competent Project management Services through
the assignment of a qualified interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the Slate shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

4.2.5 CONTRACTOR Project Manager is:
Claire Murchle

7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 8011 1
Desk: 303.914.9797 x104

Cell: 720.891.8551

Pax: 303.914.9781

Email: cimurchle@envisiontechnologv.com
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4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in Exhibii A Section 3. Deliverables, Milestones and Activities Schedule and

Exhibit A Section'I. Deliverables. The State may conduct reference and background

checks on the Contractor's Key Project Staff. The State reserves the right to require
removal or reassignment of the Contractor's Key Project Staff who are found
unacceptable to the Stale. Any background checks shall be performed in accordance
with Information Technology Provisions Section 4.6: Reference and Background
Checks.

4.3.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the prior
written approval of the Stale. State approvals for replacement of the Contractor's
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Contractor's Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in E.xhibit A Section
3. Deliverables, Milestones and Activities Schedule and .E.'thibit A Section 4.
Deliverables, and be subject to reference and background checks described in
Contract Agreement- Information Technology Provisions, Section 4.6: Reference
and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor's replacement Project staff.

4.3.3.1 The Contractor Key Project Stall shall consist of the following
individuals in the roles identified below:

I

The Contractor's Key Project Staff:

Key Memberfs) Title

Claire Murchie President

Steve Murchie CEO and

Developemnt
Manager

Brad Couse Senior

Developer
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4.4 STATE CONTRACT MANAGER

The Slate shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

TWHull

29 Hazen Drive

Concord, NH 03301

Tel: (603) 27M456
Email: Torane. Hull(gDHHS.NH.COV

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include
the following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
€. Invoice sign-offs;
r. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

TWHull

29 Hazen Drive

Concord, NH 03301

'  Tel:(603)27l-4456
Email; Torane. HuIl(§DHHS.NH.GOV

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct crirriinal background checks and not utilize any staff, including
subcontractors, to fulfil) the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
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misdemeanor ofTense for which incarceration for up to I year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidcnliaiity of background screening results in accordance with the Contract Agreement -
Information Technology Provisions-Section 1 1: Use of Stale's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The Stale will consider the Contractor to be wholly responsible.for
(he performance of the Contract and the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Coniraci Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State vviII Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Coniraci
Deliverables. The Slate will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State's receipt of the Contractor's written
Certification. If the State rejects the Deliverable, (he State shall notify the Contractor of the nature
and class of the Deficiency and the Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no period for the Contractor's correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected,
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or immediately terminate the Contract, declare the Contractor in default, and pursue its remedies at
law and in equity.

5.4 software review AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the' State with the administrative Services set forth in the
Contract, and particularly described in E.xhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in E.xhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: Maintenance and Support
Services.

7.6 WARRANTY SERVICES

The Contractor shall provide the Slate with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty and Warranty Services.
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8. WORK PLAN DELIVERABLE

The Contracior shall provide the State vyith a Work Plan that shall include, without limiiaiion, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit 1: Work Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately rcfleci the status of the Project, Including without (imitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is Incorporated
herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit 1: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor's failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the Stale
causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project,

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall ,
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend
on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the Work
Plan.

9. CHANGE ORDERS

The Slate may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five (5)
business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contracior may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor's requested Change Order within five (5) business days. The Slate Agency, as well as
the Department of Information Technology, must approve all Change Orders in svriiing. The State
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shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's estimate f^or a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing, if accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State, which, at the minimum, will require
governmental approvals, including Governor and E.xecutive Council approval.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated [>ocumentation, shall remain with the Contractor.

Upon successful completion and/or termination ofthe Implementation ofthe Project, the Contractor
shall own and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contract, or modifications to the Contractor provided
Software, and their associated Documentation including any and all performance enhancing
operational plans and the Contractor' special utilities. The Contractorshall license back to the State
the right to produce, publish, or otherwise use such software, source code, object code,
modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA

All rights, title and interest in State Data shall remain with the State. All data which has been
received from the State or purchased with funds provided for that purpose under this Agreement,
shall be the property of the State, and shall be returned to the State upon demand or upon
termination of this Agreement for any reason. The Contractor shall not access Slate user accounts
or State data, except (I) in the course of data center operations, (2) in response to service or
technical issues. (3) as required by the express terms of this contract or (4) at the State's written
request.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
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and experience, and any Ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the Slate Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the State WWW site <NH.GOV, etc.>, Including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

N/A

10.6 SURVIVAL

This Contract Agreement Section 10: Inielleciual Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USEOF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (set e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the Slate
Confidential Information developed or obtained during the performance of; or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confideritiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all Slate Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.
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Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval
of the State. The Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the Slate Confidential
Information, and the Contractor shall cooperate with the State in any effort the Slate
undertakes to contest the request, subpoena or other legal process, at no additional cost to the
State.

In the event of the unauthorized release of State Confidential Information, the Contractor

shall immediately notify the State, and the Stale may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the. State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor's information, at no additional expense to the Stale. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the Slate shall release the information on the date specified in the Slate's notice
to the Contractor, without any liability to the Contractor.
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11.4 SURVIVAL

This Section 11, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

12.2 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.3 SURVIVAL

This Section 12: Limitation of Liability survive termination or Contract conclusion.

13 TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder ("Event of Default")

a. Failure to perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of notice,
unless otherwise indicated within by the Slate ("Cure Period"). If the Contractor
fails to cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days after giving the Contractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both.
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b. Give the Coniractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines that the

Contractor has cured the Event of Default shall never be paid to the Contractor.

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and the
Coniractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability-set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall cure
the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30)'days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Coniractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
Slate. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Paymem Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative efTects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.
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In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable If the Contractor did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the Stme shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in*
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall:

a. The State shall be entitled to any post-termination assistance generally made available
with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all

outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be .final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

I. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

•  10 days after the effective date of termination, If the termination is in
accordance with the contract period

30 days after the efTective date of termination, if the termination is for
convenience
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•  60 days after the efTeclive date of termination, if the tennination is for cause
2. After such period, the Contractor shall have no obligation to maintain or provide

any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of Slate data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data;

h. The Contractor shall securely dispose of all-requested data in ail of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology CNIST)-approved methods. Certificates of destruction shall
be provided to the State.

i. Provide written Certification to the Slate that the Contractor has surrendered to the
State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or ̂ signs for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time"as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the Slate's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the Slate.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees ("Assigns") are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
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of ihe contracl. The Slate shall consider the Contracior to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under Ihe Contract. In the
event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option to continue under the Contracl with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, Its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctivc relief with respect to intellectual property rights or Confidential information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contracl.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient limes and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL CONTRACTOR STATE CUMULATIVE

ALLOTTED

TIME

Primary Claire Murchie

President

TWHull

State Project
Manager (PM)

5 Business Days

First Steven Murchie

CEO

Lisa Morris

Director

10 Business Days

Second Lori Shibinette,

Commissioner

15 Business Days

The allotted lime for the first level negotiations shall begin on the date the Invoking Party's notice Is
received by the other party. Subsequent allotted lime Is days from the date that the original Invoking
Parly's notice is received by the other party.
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17 GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the Stale entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
Information without having the express authority to do so.

c. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any othW Agreement e.xecuted by the State.
Only equipment or software owned, licensed, or being evaluated by the State, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

c. That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE

EMail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
"internal Email systems" or "State-funded Email systems." the Contractor understand and
agree that use of email shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform Its obligations under the Contract.
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17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including Slate of New Hampshire, Department Name, name of the Individual responsible for
the funding of the contracts and his/her address.

17.6 EXHIBITS

The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included In the text.

17.7 VENUE AND JURISDICTION

Any action on the Contract may only be brought in the Slate of New Hampshire, Merrimack
' County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit 0 Section 5:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements,
and Information Technology Provisions-Section II: Use of State's Information,
Confidentiality and Information Technology Provisions- Section 13: Termination which shall
all survive the termination of the Contract.

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of Cod, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing. Force Majeure events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other parly shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR TO STATE:
CLAIRE MURCHIE TW HULL

STATE OF NEW HAMPSHIRE

7995 E. PRENTICE AVE. STE.205-E DIVISION OF PUBLIC HEALTH
GREENWOOD VILLAGE, CO 801 1 1 29 HAZEN DRIVE
TEL: (303)914-9797 EXT. 104 CONCORD, NH 03301
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CJMURCHIE@ENVIS10NTECHNOLOGY.COM

17.11 DATA PROTECTION

The Cbniractor shall comply vviih Exhibit P of this Contract, DHHS Information Security
Requirements.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United Slates. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, e.xcept as set forth in Exhibit P of this
Contract, DHHS Information Security Requirements..

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.

17.14. BREACH RESPONSIBILITIES

The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.

17.15. NOTIFICATION OF LEGAL REQUESTS
The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under (his contract, or
which in any way might reasonably require access to the data of the State, the Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
without first notifying the Stale, unless prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the Slate in a format as agreed to by both the Contractor
and the State. Reports shall include, user access, user access IP address, user access history
and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The Slate may
perform this audit or contract with a third party at its discretion and at the State's expense.

17.18. DATA CENTER AUDIT
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The Contractor shall perform an independent audit of its data centers at least annually at Its
expense, and provide a redacted version of the audit report upon request, the Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party audit. For
the Azure attestation will not be provided by the vendor, the Department would have to obtain
that information on their own.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice to the State of any upgrades (e.g., major upgrades,
minor upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics. It usually
includes a new version number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the Stale such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and port snifTmg — the State and the Contractor
shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for.the Slate to
import or export data td/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services'being provided. The technical and professional "
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime.), and provide service to customers as defined in this agreerhent.

17.24. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any lime to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The Stale shall provide the Contractor with notice of its
determination, and the.reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall immediately remove such
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individual, the Contractor shall not assign the person to any aspect of the contract or future work
orders without the State's consent.
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1. Statement of Work

The Contractor shall provide the New Hampshire Division of Public Health Services (DHHS) with a fully
integrated WebIZ Immunization Information System that supports the full breadth,of the New Hampshire
Immunization Information System (NHllS) operations. The Contractor shall provide fully integrated solution,
including license to the WebIZ System, hosting, maintenance and support. WebIZ System shall enable health
and medical practices to enter immunization data, analyze, and track immunization activity for individuals from
birth to death throughout New Hampshire to evaluate the efTectiveness of the statewide Immunization Program,
determine the need for the new programs, and identify underserved populations.

2. General Project Assumptions

2.1. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contractor's Project Managers will review these tools
and templates and determine which ones will be used for the project, as part of the initial planning

•  phase of the contract. Training on these tools and templates will be conducted at the start of each phase
in which they will be used.

2.2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall

provide to the State a template, table of contents, or agenda for Review and prior approval by the State.

2.3. The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State's Information Technology resources,
information, and services. Security requirements are defined in. The Contractor shall provide the State
resources, information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business continuity and to safeguard the confidentiality and integrity of
State networks. Systems and Data.

2.4. The Deliverables are set forth in the Schedule descril)ed below in Section 3 and Section 4. By
unconditionally accepting a Deliverable, the Stale reserves the right to reject any and all Deliverables
in the event the State delects any Deficiency in the System, in whole or in part, through completion of
all Acceptance Testing, including but not limited to, Software/System Acceptance Testing, and any
extensions thereof.

2.5. Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

State of NH Contract 2020-025
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3. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Table I

Activity, Deliverable, or Milestone
Projected
Delivery

Date

Deliverable Type

PLANNING AND PROJECT MANAGEMENT >

1 Contract Licenses 6/30/20
Software

Licenses

2 Project Management 6/30/21 Written

3 Project Planning 9/10/20 Written

-  . . - • r- • •' ; -'r". • • ;
INSTALLATION r....

4

WebIZ Configuration, Setup, and VTrckS and
HL7 Interfaces WebIZ, Provider Management,
HL7 Onboarding, and Public Portal

1 1/30/20

Software

5 Data Conversion Plan n/30/20 Software

6 Development I/I1/2I Software

7 Practice Data Conversion 5/31/21 Software

8
Technical Support for Azure Hosted
Environment

6/30/21
Software

TESTING ; ... i.

9 WebIZ Training and Materials 2/4/21 Software

SYSTEM'dEPLOYMENT"" " ' ' .

10 User Acceptance Testing 6/3/21 Software

1 1
Production Release and Go-Live and 90 Day
Warranty

9/3/21
Software

OPERATIONS

12 . Datamart Setup 9/3/21 Software

13 Mobile WebIZ 9/3/21 Software

14 Annual Support After Go-Live 9/3/21 Software

15
Emergency Response Enhancement Requests
(including Change Orders)

N/A
Software

Slate of NH Coniraci 2020-025
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4. DELIVERABLES

The following sections describe the required tasks and subtasks to be performed by the Contractor for each
Deliverable under the terms of this Agreement. The Contractor rnusi perform each task and/or subiask, but
Is not limited to performing only the Identified task or subtasks In a given project area. The Parties hereby
agree that the Dellverables(s) are the controlling items and that the Contractor's obligation is to perform
and deliver the Deliverable as described in the following sections. Deliverables should be submitted to the
Department and will be subject to Department review and acceptance.

I

Deliverable!: Contract Initiation

Deliverable One Due Date

Envision Licenses ■  , 06/30/2020

Task Item
Sub

Tasks
Description

Contract Initiation Sub Contractor to deliver Software License Agreement for all
modules; WebIZ, Provider Management, DataMart, Mobile
WeblZ

Deliverable 2: Project Management

Deliverable Two Due Date

Envision Project
Management

06/30/2020, continuing for 12 months.

T^k Item
Sub

Tasks
Description

Weekly Meetings Sub 1 Schedule and conduct meetings with NH DPHS stafT,
maintain action plans and report on the current status of all
tasks.

Sub 2 Conduct briefing sessions with NH DPHS personnel as
requested by NH DPHS Management or Project Team.

Status Reports Sub 1 Contractor will provide written weekly status reports that
document any decisions made or discussions with NH
DPHS staff.

Deliverable 3: Project Planning

Slate of NH Contract 2020-025
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Deliverable Three Due Date

Prolcct Plannlne and

Initiation

•• .'i ... •
•  09/10/2020 '

Task Item
Sub

Tasks •
Description

On-site Project Kickoff Subl The Contractor will lead a two-day onsite meeting with the
NH DPHS project team to ensure that all key participants and
stakeholders have the same common understanding about the
project scope and implementation methodology. Contractor
will provide the agenda and be responsible for publishing
meeting minutes. The result of the onsite meeting will be the
refinement of the Project Plan.

Detailed Project Plan Subl The Contractor will refine the draft project plan based on
feedback from the kick-off meeiihR

Provide Project Templates Sub 1 Provide approved lerfiplates and completion instructions for
all subsequent deliverables, including:

•  Project Management Artifacts (e.g., Status reports, Issues
Log, Meeting Notes/Summaries)

•  JAD Session Artifacts (e.g., WeblZ Configuration
document, VTrckS, and HL7 Specification documents)

•  UAT and Data Migration Test Plans

•  Training Plans and Materials

1

Deliverable 4: WeblZ ConHguration, Setup, and Interfaces

Deliverable Four Due Date

WebIZ Configuration
and Setup

;il/30/2020

Task Item
Sub

Tasks
Description

Establish WeblZ

Development environment.
Subl The Contractor will configure an internal Development

environment for New Hampshire. The environment will be
created at Envision headquarters and shall be used
throughout the duration of the Contract to customize and
maintain WeblZ with no disruption to NH programmatic
activities.

SiaieofNH Contract 2020-025
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Configuration Specification Subl Contractor will facilitate a set of online meetings
with the NH DHHS staff to review the features and •

functionality of WebIZ, Public Portal, Provider
Management, and HL7 Onboardlng. Contractor will
produce the configuration document of the new WebIZ
application based on the NH DHHS staff.

VTrckS Documentation Subl Contractor will provide the WebIZ specification for a bi
directional vaccine online ordering system to CDC's
VTrckS system.

HL7 Documentation Subl Contractor will provide the WebIZ specification for an
HL7-compliant bi-directional external system interface that
automatically senses and correctly processes messages in
HL7 V2.5.I.

Deliverable S: Data Conversion Flan

Deliverable Five
.

''Due Date •

Design 11/30/2020

Task Item
Sub

Tasks
Description

Data Migration Plan Subl The Contractor will facilitate a set of online meetings
with the NH DHHS staff to create a Data Migration Plan that
outlines the activities associated with transltioning the legacy
data into WebIZ. This will include mapping the data, defining
transformation rules, and a review of migration results after
each attempt. This document will progressively summarize
the percentage of data successfully migrated and include a list
of failures and associated corrective actions.

Deliverable 6: Development

Deliverable Six '  . . Dug Date

Dcvclopmcnl ■  ' .-01/11/2021 ...

Task hem
Sub

Tasks
Description

Siaie of NH Contract 2020-025
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WcbIZ Development and
Configuration-All Releases

Sub! The Contractor will complete the development activities
needed to achieve the validated NH DPHS requirements:

•  Configure WcbIZ for NH DPHS

•  Provide updated online help.
•  Provide updated administration materials.
•  Deliver an updated copy of the source code.

Deliverable 7: Practice Data Conversion

Deliverable Seven Due Date

Practice Data Conversion 05/31/2021

Task item
Sub ■

Tasks
Description

WcbIZ Development and
Configuration-All Releases

Subl The Contractor will complete the development activities
needed to achieve the validated NH DPHS requirements:

•  Configure WebIZ for NH DPHS

•  Provide updated online help.
•  Provide updated administration materials.
•  Deliver an updated copy of the source code.

Data Migration Process Subl The Contractor will develop and document a Data Migration
Process Description and provide an updated Data Migration
Test Plan in accordance with the previously approved Data
Migration Plan.

Sub2 The Contractor will repeatedly migrate the legacy data and
review the results with the Department .

Deliverable 8: Contractor Technical Support for Azure Hosting

Deliverable Eipht Due Date

Contractor Technical Support for
Azure Hosting

12/01/2020, continuing for 5 additional months

task Item"
Sub. .

Tasks
Description

Stale ofNH Contract 2020-025

Exhibit A 7 Statement of Work - Part 3
Date: 5/'S/2j0
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STATE OF NEW HAMPSHIRE
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VaxNH Immunization Information System

CONTRACT 2020-025

PART 3 - EXHIBIT A

STATEMENT OF WORK

Setup the Azure
Infrastructure to support the
WebIZ environments

Subl The Contractor will leverage Envision's Agreement
for Azure Covemment Cloud Hosting
environment to setup, manage, backup and secure the
necessary software and Azure Government Cloud
infrastructure to support the four (4) Azure
environments for use by the Department:

1. Test

a. Used to test bug fixes, approved
enhancements, and upgrades to the
system.

b. Used to validate Service Pack and

global application upgrades.
c. Typically will require a "snapshot" of

production data to initiate testing.
d. May require data cleansing and / or

enhancement scripts.
e. Will require an updated Test Plan.

2. Training
a. Used for user training.
b. Will require a one-time conversion of

training data from the legacy training
system using the same protocols as
devdoped for production.

3. QA - HL7 User Acceptance Testing
a. Used by HL7 users to test HL7

messages prior to submitting
messages to production.

4. Production

a. Will require a one-time conversion of
production data from the legacy
system to the new system.

5.

Contractor Technical Support
for Azure Hosting

Sub 1 The Contractor shall make technical support personnel
available by phone and email on the following
schedule; Monday through Friday, 8:00 A.M. To
S:OOP.M., excluding state holidays.

Sub 2 The Contractor will act as the central point of contact
for all Azure support issues, including network access
and infrastructure management.

Sub 3 Contractor will log Azure bug reports and provide to
the Department technical support services for the
Server Environments based on the priority levels and
problem resolution processes described in the
Performance Measures, above.

State of NH Contract 2020-025

Exhibit A - Statement of Work - Part 3
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STATE OF NEW HAMPSHIRE
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VaxNH Immunization Information System

CONTRACT 2020-025

PART 3-EXHIBIT A

STATEM ENT OF WORK

Sub 4 The Contractor will respond to technical questions
about the Azure Server Environment. Such requests
will be assigned a default Priority of Low unless the
Department requests a higher priority be assigned to
the request.

Monthly Report Sub The Contractor shall provide or make available online
a monthly Azure issue report on the status of all logged
requests received from the Department.

Activities Tracking Sub The Contractor shall maintain a log of Azure requests
in a Department approved tracking system with a
unique number assigned to each Department request.
The unique number shall be provided by the
Contractor to the Department for reference and
communication.

Sub 2 The Department, will assign one of four levels of
priority to each request:
Critical

•  Total System failure

•  Major component is not working
•  Mission critical impact to business function

•  Initial Response I hour / 24 hours resolution after
required information provided

High

Associated function not working with no
workaround available

Moderate to severe impact to business function

Initial Response within 4 hours / 3 business day
resolution after required information provided

Medium

Low

System / functional error that can be bypassed
System / functional errors that occur outside
normal routine

Low to moderate impact to business function

Initial Response within 24 hours / agreed upon
timeline between Contractor and Dcparimenl

Possible design problem
Questions
Low impact to business function/workaround
exists

Initial Response within 72 hours / agreed upon
timeline between Contractor and Department

State of NH Contract 2020-025

Exhibit A - Statement of Work - Part 3
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VaxNH Immunization Information System

CONTRACT 2020-025

PART 3-EXHIBIT A

STATEMENT OF WORK

Deliverable 9: WcblZTrainIng and Materials

Deliverable Nine Due Date

WebiZ Training and
Materials

2/4/2021"

Task item
Sub

Tasks
Description

Training Environment - I"
Release

Sub 1 The Contractor will establish and populate a Training
Environment on the hosting site.

Sub 2 The Contractor will add administrator accounts as

necessary to support the training effort for the first
release.

WebIZ Written Training
Materials - Initial Release

Subl The Contractor shall provide a four day onsite "train the
trainer" training including training plans and related
(raining materials. End users include NH immunization
staff and other stakeholders with role-based access to the

application. Training plans and materials shall be based
on a Train the trainer" model designed to ensure that NH
staff will be self-sufficient with respect to training
application stakeholders.

Sub 2 For the initial release of the application the Contractor will
provide updated training materials for end users,
administrators, and IT personnel.

Deliverable 10: User Acceptance Testing

Deliverable Ten Due Date

User Acceptance Testing 6/3/2021

Task Item
Sub

Tasks
Description

State of NH Comraci 2020-025

Exhibit A - Statement of Work - Part 3
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PART 3-EXHIBIT A

STATEMENT OF WORK

User Acceptance Testing
Environment

Sub 1 The Contractor will establish and populate a UAT
Environment on the hosting site. This environment
shall be validated to pass all test cases associated with
the current release before releasing it to the user
community for their testing efforts.

Sub 2 The Contractor will add user and administrator
accounts to support the testing effort.

User Acceptance Testing Subl The Contractor will provide test plans to be executed
against the application installed on the UAT
environment. Department staff will be responsible for
executing the test plans and reporting issues back to the
contractor.

Sub 2 If any "showsiopper" bugs (critical issues) are
discovered during UAT, appropriate issues will be
added to the issue tracking system and the Contractor
will revert to the Development or Design stage (as
appropriate) to address their resolution.

Sub 3 The Contractor will provide the Department a UAT report
that documents any non-critical issues and the proposed
releases in which they wilt be addressed.

Deliverable 11: Production Release and Go-Live

Deliverable Eleven ' Due Date

Production Release and Go-

Livc
9/3/2021, or Ninety (90) days after Production "go live"

Task Item
Sub

Tasks
Description ' ,

Production Deployment Sub 1 The Contractor will;

•  Establish and validate the production
environment on the hosting platform using
test data,

•  Notify NH DPHS IT staff to freeze any
legacy data sources (if necessary),

•  Execute the Data Migration Process to
populate the new production instance,

•  Add appropriate user and administration
accounts,

•  Execute ALL test cases one more time.

Stale of NH Contract 2020-025

Exhibit A - Statement of Work - Part 3
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VaxNH Immunization Information System

CONTRACT 2020-025

PART 3- EXHIBIT A

STATEMENT OF WORK

•  If there are no Critical (showstopper) issues
raised:

o The contractor will release the new

production Instance.
•  Otherwise:

o  Log the new (non-critical) issues,
o Notify NH DPHS IT staff to revert to

the appropriate prior lifecycic stage to
address the issue($)

Sub2 The Contractor will provide the Department a
Production Issues report that documents any non-
critical issues and the proposed releases in which
;hey will be addressed.

Data Dictionary Sub I The Contractor will provide documentation
describing the database structure associated with the
current release in production.

WeblZ Licensing Subl Contract will provide the user license for the
application.

Deliverable 12: Datamart Setup

Deliverable Twelve Due Date

Datamart Setup 9/3/2021

Task Item

ii'

Sub

Tas

ks ■ ■

Description i - ■ ,

Datamart Setup Sub 1 The Contractor will:

•  Define the slices to collect

•  Set up the Datamart database

•  Load the data

•  Train New Hampshire how to use the Dataman

Deliverable 13: Mobile WeblZ

Stale ofNH Conlraci 2020-025

Exhibit A-SiAieoifQl of Work - Part 3
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STATEM ENT OF WORK

Deliverable Thirteen Due Date

Mobile WeblZ 9/3/2021 'V \ '

Task Item
Sub

Tasks
Oescriptipn ' • • v

Determine Hardware

Needed and Purchase

Hardware (assumes 26 units
are needed)

Subl Contractor wit! racllitate a set of online meetings
with the NH DHHS staff to setup, the Mobile WeblZ
application and determine exact hardware configuration
required. Contractor will purchase the hardware.

Install Countermind and

WeblZ Mobile Software

Subl The Contractor will install the Mobile WeblZ software on

the hardware ship the equipment to NH DHHS staff.

Train Staff and remotely assist
with first event

Subl The Contractor will remotely train the NH DHHS staff on
how to use the software and hardware and remotely assist
the NH DHHS staff with their first event leveraging the
software^ardwa^e.

Deliverable 14: Annual Support After Go-Live

Deliverable Fourteen Due Date

WeblZ Annual Support
9/3/2021, or Ninety (90) days after Production "go

live"

Task Item
Sub " .

Tasks
Description

Problem Support Sub 1 The Contractor shall make technical suppon personne)
available by phone and email on the following schedule;
Monday through Friday, 8:00A.M. To 5:00P.M.,
excluding state holidays.

Sub 2 The Contractor will act as the central point of contact
for all support issues, including application
functionality, application availability, network access,
and infrastructure management.

Sub 3 For each scheduled release of the application, the
Contractor will log bug reports and enhancement
requests and provide to the Department technical
support services for the Software based on the priority
levels and problem resolution processes described in the
Performance Measures, above.

State of NH Contract 2020-025

Exhibit A - Statement of Work - Part 3

Date:

Contractor'tractor's Initials
Cc7/vi Page 12 of 52



DocuSign Envelope ID: 2B3B8232-8DFD-4120-80A1-D1868D5E7A75
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VaxNH Immunization Information System
CONTRACT 2020-025

PART 3-EXHIBIT A

STATEMENT OF WORK

Sub 4

Sub 5

Sub 6

Monihiy Rcpon

For each scheduled release of the application, the
Contractor will coordinate with the Department • to
identify the specific set of bug fixes and enhancements
to be associated with the upcoming release.
For each scheduled release of the application, the
Contractor will provide a delta document outlining what
has changed since the last upgrade and updated test and
training documentation for changes made to the system
and/or extemal interfaces (as appropriate to the release)
to the Department.

The Contractor will respond to technical and functional
questions about the Envisions Application. Such
requests will be assigned a default Priority of Low
unless the Department requests a higher priority be
assigned to the request.

Sub 1 The Contractor shall provide or make available online a
monthly report on the activity and status of all logged
requests received from the Department.

Activities Tracking Sub The Contractor shall maintain a log of requests in a
Department approved tracking system with a unique
number assigned to each Department request. The
unique number shall be provided by the Contractor to
the Department for reference and communication.

Sub 2 The Department will assign one of four levels of
priority to each request:
Critical

•  Total System failure

•  Major component is not working
•  Mission critical impact to business function
•  Initial Response 1 hour / 24 hours resolution after

required information provided
High
•  Associated function not working with no

workaround available

•  Moderate to severe impact to business function
•  Initial Response within 4 hours / 3 business day

resolution after required information provided
Medium

•  System / functional error that can be bypassed
•  System / functional errors that occur outside

.  normal routine

I  • Low to moderate impact to business function

State of NH Contract 2020-025

Exhibit A 7 Statement of Work - Pan 3
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CONTRACT 2020-025

PART 3-EXHIBIT A

STATEMENT OF WORK

•  Initial Response within 24 hours / agreed upon
timeline between Contractor and Department

Low

•  Possible design problem
• Questions

•  Low impact to business function/workaround exists
•  Initial Response within 72 hours/ agreed upon

timeline between Contractor and Department

Annual Updates Upgrade NH DPHS is entitled to a minimum of one full upgrade
per year to the then current Licensed Software version
to be completed at a mutually agreeable lime. The
Contractor will plan and coordinate the update with the
Department at least one (1) month in advance arid
coordinate downtime communications.

Monthly Updates Sub 1 The Contractor, as needed, will plan and coordinate the
application of patches. The Contractor will plan and
coordinate the update with the Department at two (2)
weeks in advance and coordinate downtime

communications.

CDC IIS Annual Reports Subl The Contractor will provide support relating to data
extracts and queries relating to Immunization
Information Systems Annual Report required by the
Center for Disease Control and Prevention (CDC) for
WeblZ.NET only.

User Acceptance Testing Subl The Contractor will provide test plans to'be executed
against the application installed on the Test
environment. Department staff will be responsible for
e.xeculing the test plans and reporting issues back to the
contractor.

Sub 2 If any "showslopper" bugs (critical issues) are
discovered during UAT, appropriate issues will be
added to the issue tracking system and the Contractor
will revert to the Development or Design stage (as
appropriate) to address their resolution.

Deliverable 15: Emergency Response Enhancement Requests (including Change Orders)

Deliverable Due Date

Emergency Response
Enhancement Requests ,  1

State of NH Contract 2020-025
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Date: 5//5/^
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STATEMENT OF WORK

(including Change
Orders)

. ■ , ■ ■ ■ / •

Task Item
Sub

Tasks
Description

Emergency Response
Enhancement (including
Change orders)

Subl State will provide detailed statements of work for
Emergency Response Enhancements in the form of a
ChanRe Order.

Sub2 Contractor at no cost to the State will provide fixed cost
proposals for the Emergency Response Enhancement.

Sub3 Upon acceptance, The State will pay 50% upfront.
The last 40% will be paid with a 10% hold back when the
service is delivered to production.
The final 10% will be paid after a 90-day warranty period.

Siaie of NH Contract 2020-025

Exhibit /L-/§latement of Work - Part 3
Date:
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CONTRACT 2020-025

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

LI Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract the period between the Effective Date through June 30,
2025. The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following activities,
Deliverables, or milestones at fixed pricing/rates appearing in the price and payment tables below.
New Hampshire would like to leverage the Govemment Services Administration (GSA) rates.

Table 2: Price and Payment Schedule

Activity, Deliverable, or Milestone
Projected

Delivery
Date

Price

PLANNING AND PROJECT MANAGEMENT

1 Contract Signature 6/30/20 $335,000

2 Project Management
6/30/20-

6/30/21
$60,000

3 Project Planning
6/30/20-

9/10/20

$63,809

INSTALLATION •, : /. •A

■

4

WebIZ, Provider Management, HL70nboarding,
and Public Ponal Configuration, Setup, and
VTrckS and HL7 Interfaces

11/30/20

$30,000

5 Data Conversion Plan 1 1/30/20 $26,328

6 Development I/I I/2I $31,405

7 Practice Data Conversion 5/31/21 $30,000

Technical Support for Azure Hosted
6/30/21

$42,000
Environment

FESTING : ■ . ' , V . ' ■

9 WeblZ Training and Materials 2/4/2! $30,000

SYSTEM DEPLOYMENT, V. , .. .

10 User Acceptance Testing 6/3/21 $20,000

11 Production Release and Go-Live 9/3/21 $48,750

State of NH Contract 2020-025

Exhibit B -y Price and Payment Schedule - Pan 3
Date:
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PRICE AND PAYMENT SCHEDULE

OPFRATIONS' • . •
.r • " ' ■

12 Datamart Setup 9/3/21 $20,000

13 Mobile WeblZ 9/3/21 $174,000

14 Annual Support Fees (Table 3 Detail below) Year 2 $360,063.00

Annual Support Fees(Table'3 Detail below) Year 3 $360,063.00

Annual Support Fees (Table 3 Detail below) Year 4 $360,063.00

Annual Support Fees (Table 3 Detail below) Years $360,063.00

15
Emergency Response Enhancement Requests
(Including Change Orders)

N/A
$300,000.00

1.3 Annual Support Fees

The Pricing Tables below reflect the payment of maintenance and support through the Contract end
date. The Price reflects the anticipated implementation date. Actual payments may differ if the project start
date slips or if implementation takes longer as this will cause a shorter maintenance period. Table 3: Detail
of Annual Support Fees provides the detailed list of products and services provided during the maintenance
and support period.
Table 3: Detail of Annual Support Fees

2019 Product/Service Provided
Product/Service

Name

Medium Customer

Support and .

Maintenance

Fee Firm Fixed Price

Commercial Rate

Medium Customer Support

and Maintenance

Fee Firm Fixed Price

GSA Rate

immunization Registry Webl2.NET

Annual oroduct support $56,250

CIX IIS Annual Report . S5,625

CDSI Forecaster support $7,500

VTrckS ExIS Interface support $7,500

AFIX Assessment support 57,500

HL7 Message support 57,500

HL7 OnboardioR support $7,500

Flu PreBook $6,563

Public Portal
, 55,625

Annual Support Fees
$111,553

•

Provider Management* WebPM.NET 525,000

State of NH Contract 2020*025

Exhibit B t Price and Payment Schedule - Part 3
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PRICE AND PAYMENT SCHEDULE

Azure hosting support* AZURE.NET $60,000

Microsoft Azure Govcrr\ment Hosting .

Cost *
SllO.OOO

immunization Adhoc Reporting Data

Mart* Annual product support WebOM.NET
Szo,ooo ■

Mobile WebiZ * WebMOBILE.NET $14,000

Mobile WebiZ hardware (26 units)* $19,500

Open Market Annual Support Fees (Not
on the GSA Schedule)*

$248,500

Grand Total • Annual Support Fees $360,063

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and norwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated in
the P«37 General Provisions Block 1.8 ("Price Limitation"). The payment by the State of the total Contract
price shall be the only, and the complete reimbursement to the Contractor for all fees and expenses-, of
whatever nature, incurred by the Contractor in the performance hereof.

The Stale will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All Invoices
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
The Contractor shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a format as determined by the State and contain detailed information, including without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly maintenance charges;
any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the
correct and undisputed invoice within thirty (30) days of invoice.receipt. Invoices will not be backdated and
shall be promptly dispatched.

Invoices shall be sent to:

Department of Health and Human Services
Division of Public Health Services

29 Hazen Drive

Concord, NH 03301

Email address; DPHScontracibilling@dhhs.nh.gov
Payments shall be made via ACH. Use the.following link to enroll with the State Treasury for ACH
payments: https://www.nh.&ov/treasurv/state-vendors/index.htm

Slate of NH Contract 2020-025
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PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

Paymenis shall be made via ACH. Use ihe following link lo enroll wiih the Slate Treasury for ACH
payments: httos://w\vw.nh.gov/treasurv/state'Vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full amount
of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the Support and Maintenance fees for a period of 60 days after
first productive use of the System.

If the system is down for longer than a period of four (4) hours then the State will receive a credit that will go
towards the following State Fiscal Year using a consistent formula. If the system is down for four (4) hours
that will constitute a half-a-day, each hour after that will be rounded up to the next half-day. The formula to
be used is as follows:

(Annual Support Fees/ Three Hundred and Sixty-Five (365)) x number of half days the system is down.

In the final State Fiscal Year of the contract annual support payment the following formula will be used:

(Annual Support Fees • average system down limes of the prior year)

Final payment will be made at the end of the contract period.

8. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred In the performance
of the Services performed under this Contract. The Contractor must assume all reasonable travel and
related expenses incurred by Contractor in performance of its obligations. All labor rotes in this
Agreement will be considered "Fully Loaded", including, but not limited to: meals, hotel/housing,
airfare, car rentals, car mileage, and any additional out of pocket expenses.

9. SHIPPING AND DELIVERY FEE EXEMPTION

The Slate will not pay for any shipping or delivery fees unless specifically itemized in this Agreement.

State of NH Contract 2020-025
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SPECIAL PROVISIONS

1. Revisions to Form P-37, General Provisions

1.1. Paragraph 3, Subparagraph 6.1, Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6. r In connection with the performance of the Services, the Contractor shall comply with
all applicable statutes, laws, regulations, and orders of federal, state, county or municipal
authorities, which impose any obligation or duty upon the Contractor with respect to its
performance of the Services, including, but not limited to, civil rights and equal opportunity
laws. In addition, the Contractor shall comply with all applicable copyright laws.

1.2. Paragraph 3, Subparagraph 6., Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.3 Unless the Contractor is otherwise exempt, if this Agreement is funded in any part by
monies of the United States, the Contractor shall comply with all the provisions of
Executive Order No. 11246 ("Equal Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41 C.F.R. Part 60), and any rules,
regulations and guidelines as the Stale of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to permit, the State or the
United States reasonable access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with the covenants, terms and conditions of this
Agreement at the Contractors principal place of business during normal business hours and
provided that the State or the United States make best efforts not to interfere with the
business operations of Contractor.

1.3. Paragraph 8, Event of Default/Remedies, is amended as follows:

8.1 Any one or more of the following acts or omissions of the Contractor shall constitute
an event of default hereunder ("Event of Default"):
8.1.1 Failure to perform the Services in accordance with [Exhibit A];
8.1.2 Failure to submit any report required hereunder; and/or

•  8.1.3 Failure to perform any other material covenant, term or condition of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may take any one, or more, or
all, of the following actions:

8.2.1 Give the Contractor a written notice specifying the Event of Default and
requiring it to be remedied within thirty (30) days from the date of the notice; and
if the Event of Default Is not timely remedied, terminate this Agreement, effective
two (2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of Default and if the
Contractor does not remedy such Event of Default within thirty (30) days from the
date of the notice, suspending all payments to be made under this Agreement until
such lime as the Contractor has cured the Event of Default;

8.2.3 give the Contractor a written notice specifying the Event of Default and if the
Contractor does not remedy such Event of Default within thirty (30) days from the
date of the notice, set ofT against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of Default; and/or
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8.2.4 Give the Contractor a written notice specifying the Event of Default and if
the Contractor docs not remedy such Event of Default within thirty (30) days from
the date of the notice, treat this Agreement as breached and pursue any of its
remedies at law or in equity, or both.

1.4. Paragraph 9, Subparagraph 9.3, Effective Date/Completion of Services, is amended as follows:

9.1 As used in this Agreement, the word "data" shall mean all of the State's confidential or
proprietary information delivered by the State to the Contractor under this Agreement,
including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts,
sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes, letters, memoranda,
papers, and documents, all whether finished or unfinished; provided, however, any
evaluation, analysis, comments, and information or ideas for improvement or modifications
to the Services or the Contractor's proprietary software, in any medium whatsoever, and
whether provided by the State or otherwise obtained by the Contractor, will not be
considered data under this Agreement and will be considered the property of the
Contractor.

1.5. Paragraph 9, Subparagraph 9.2, Effective Date/Completion of Services, is amended as follows:

9.2 All data which has been received from the State under this Agreement shall be the
properly of the Slate, and, to the e.xient it is in the possession of the Contractor, shall be
returned to the State upon demand or upon termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing
law. Disclosure of data requires prior written approval of the State.

1.6. Paragraph 1 1, Indemnification, is amended as follows;

11. The Contractor shall defend, indemnify and hold harmless the State, its officers and employees,
from and against any and all losses suffered by the state, its officers and employees, and any and
all claims, liabilities or penalties asserted against the State, its officers and employees, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be
claimed to arise out oQ the acts or omissions of the Contractor. Notwithstanding the foregoing,
nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph 13 shall survive
the termination of this Agreement. Notwithstanding anything to the contrary in this Agreement,
the Contractor is not obligated to defend, indemnify or hold harmless the State, its officers and
employees, from any claim or corresponding losses arising out of or resulting from the Stale's, Its
officers' or employees': (a) gross negligence, or more culpable act or omission, including without
limitation, recklessness or willful misconduct; or (b) bad faith failure to comply with any of its
obligations under this Agreement.
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.7. Paragraph 14, Subparagraph 14.1, Pan 14.1.1, Insurance, is amended as follows:

14.1 The Contractor shall at its sole expense, obtain and continuously maintain in force, and shall
require any subcontractor or assignee to obtain and maintain in force, the following insurance:

✓

14.1.1 commercial general liability insurance against claims of bodily injury, death or property
damage, in amounts of not less than $2,000,000 per occurrence and $4,000,000 aggregate, and
technology professional liability coverage in the amount of $5,000,000 for each claim
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ADMINISTRATIVE SERVICES

1. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program flies, libraries, personal computer-based systems,
software packages, network systems, security systems, and .hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

2. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, and materials,
reports. Upon expiration or termination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress relating to
this contract to the State at no additional cost to the State. Documents must be provided in
both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart
4.7 Coniracior Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract. The Contractor and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be kept
for one (t) year following the termination of all litigation, including the termination of all ap'peals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall bo at no cost to the State during the three (3) year period
following termination of the Contract and one (I) year term following litigation relating to the Contract,
including ail appeals or the expiration of the appeal period. The Contractor shall include the record
retention and review requirements of this section in any of its subcontracts.
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The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor's cost structure and profit factors shall be excluded from the Slate's
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures.
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I. PROJECT MANAGEMENT

The Slate believes that efTeciive communicalion and reporting are essenlial to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the Stale, in accordance with
the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor's Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technology. This meeting
will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor's Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor's Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budget. A status and error
report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with Slate leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal presentations,
such as a presentation for the kickoff meeting, will also be the Contractor's responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the State. The Contractor's Project Manager shall assist the State's Project Manager, or itself
produce reports related to Project Management as reasonably requested by the State, all at no additional
cost to the State. The Contractor shall produce Project status reports, which shall contain, at a minimum,
the following:

1. Project status related to the Work Plan;
2. Deliverable status;

3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and

6. Issues and concerns requiring resolution.
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7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by the
Stale, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth

In accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan, which will
be customized to address the State's specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient
time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project's Work Plan and tasks, manage and schedule Project staff, track and manage issues,
manage changing requirements, maintain communication within the Project Team, and report
status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize intcrdependcncies between applications and
structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2.3 Change Management and Training

The Contractor's change management and training services shall be focused on developing
change management and training strategies and plans. Its approach relies on State resources
for the execution of the change management and end user training.
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The Conlracior shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State stafT responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work Plan.
A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the System
as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include planning, -test
scenario and script development. Data and System preparation for testing, and e.xeculion of Unit Tests,
System Integration Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance Test and
Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The Contractor
shall also correct Deficiencies and support required re-testing.

l.l Test Planning and Preparation

The Contractor provided, State approved, Test Plan will include the test scripts, expected results, and a
tracking method for reportingaclual versus expected results as well as all errors and problems identified
during test e.xecuiipn. As identified in the Acceptance Test Plan, and documented In accordance with
the Work Plan and the Contract, State testing will commence upon the Contractor's Project Manager's
Certification, in writing, that the Contractor's own staff has successfully executed all prerequisite
Contractor's testing, prior to the start of any testing e.xecuted by State staff. The State will be presented
with a State approved Acceptance Test Plan including the test scripts and expected results.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the Stale's personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducted by the Slate in an environment
independent from the Contractor's development environment. The Contractor must assist the State
with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to validate
reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.
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1.2 System Integration Testing
The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is performed in
a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and the
flow of information across applications (IF APPROPRIATE). It includes all key business processes
and interfaces being implemented, confirms data transfers svith external parties, and includes the
transmission or printing of all electronic and paper documents.

Activity Description ■ Systems Integration Testing validates the integration between the target application
modules and other systems, and verifies that the new System meets defined interface
requirements and supports execution of business processes. This test emphasizes
cnd-tb-end business processes and the flow of information across the application. It

.  includes all key business processes and interfaces being implemented, confirms data
transfers with external parties, and includes the transmission or printing of all
electronic and paper documents.

Contractor Team

Responsibilities
•  Take the lead in developing the Systems Integration Test Specifications.
• Work jointly with the State to develop and load the data profiles to support the

test Specifications.
• Work jointly with the Stale to validate components of the test scripts.

State Responsibilities. • Work jointly with the Contractor to develop the Systems Integration Test
Specifications.

• Work jointly with the Contractor to develop and load the data profiles to support
the lest Specifications.

•  Work jointly with the Contractor to validate components of the lest scripts,
modifications, fixes and other System.interactions with the Contractor supplied
Software Solution.

Work Product

Description
•  The Integration-Tested System indicates that all Interfaces between the

application and the legacy and third-party systems, interfaces, and applications
are functioning properly.

1.3 Conversion Validation Testing

In Conversion Validation Testing, target application functions are validated.
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Activity Description • ■ , The conversion validation test should replicate the entire flow of the
converted data through the Software Solution. As the Software Solution is
interfaced to legacy or third-party applications/interfaces, testing verifies that
the resulting flow of the converted data through these interface points

. performs correctly.

Contractor .Team

Responsibilities
'  * • 1

For conversions and interfaces, the Contractor's team will execute the applicable
. validation tests and compare execution results with the documented expected.
\  results.

Statc.'Responsiblliiics. ^
1

: Extract and cleanse, if necessary, the legacy data to be converted in the data
• conversions.

Work Product

Description
Validation-Tested Conversion Programs. .These programs include conversion
programs that have been tested to verify that the resulting converted legacy data

; performs correctly in the entire suite of the Application.

1.4 Installation Testing

In Installation Testing the application components are installed in the System Test environment to lest
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

1.5 User Acceptance Testing (HAT)

UAT begins upon completion of the Software configuration as required and user training.according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System, it may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

Activity Description The System User Acceptance Tests verify System functionality against predefined
Acceptance criteria that support the successful execution of approved processes.

Contractor Team

Responsibilities

.  • .

•  Provide the State an Acceptance Test Plan and selection of lest scripts for the.
Acceptance Test.

• Monitor (he execution of the test scripts and assist as needed during the User
Acceptance Test activities.

• Work jointly with the State in determining the required actions for problem
resolution.
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;State Responsibilities: •  Approve the development of the User Acceptance Test Plan and the set of data
for use during the User Acceptance Test.

•  Validate the Acceptance Test environment.
• • Execute the test scripts and conduct User Acceptance Test activities.
• Document and summarize Acceptance Test results.
'• Work jointly with the Contractor in determining the required actions for problem

resolution.

•  Provide Acceptance of the validated Systems.

Work Product -

Description
The Deliverable for User Acceptance Tests is the User Acceptance Test Results.
These results provide evidence that the new System meets the User Acceptance
criteria defined in the Work Plan.

1.6 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of the
Solution as well as assist and direct the Slate's System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software throughout the Project

1.7 Scope
The scope of Performance Testing shall be to measure the System level metrics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measuremenl of response rates of the application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and retesting until optimum System performance is achieved.
Performance testing and tuning shall occur in the final production environment and shall use a copy of
the final production database to provide the best results.

1.7.1 Test Types
Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the output is broken down into business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, each individual script is
run to establish a,baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

1.7.2 Tuning
Tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more'efficient during development as well as making tuning parameter changes
to the environment.
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1.8 Regression Testing
As a result, of the user testing activities, problems will be identified that require correction. The Stale will
notify the Contractor of the nature of the testing failures in writing. The Contractor will be required to
perform additional testing activities in response to State and/or user problems identified from the testing
results. Regression testing means selective re-testing to delect faults introduced during the modification
effort, both to verify that the modifications have not caused unintended adverse effects, and to verify that
the modified and related (possibly affected) System components still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort required
for conducting the regression tests. In other words, the Contractor will expected to design and conduct
regression tests that will identify any unintended consequences of the modification while taking Into
account Schedule and economic considerations.

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the.
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Control Supports the management of permissions for logging
onto a computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a
computer system

Verification Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer, application
and network accounts within an organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of
activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL iniection, and
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unauthorized access of files and/or directories on the

server.

Tests shall focus on the technical, administrative and physical security controls that have been designed
into the System architecture in order to provide the necessary confidentiality, integrity and availability.
Tests shall, at a minimum, cover each of the service components. Test procedures shall include 3"^
party penetration tests and application vulnerability scanning, will be handled per section 1.9.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the Department of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malwarc).

1.9 Penetration Testing (Non-PCI Environment)
The Contractor shall provide certification that their Software and System environment has undergone
penetration testing in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor.
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1 Contractor's Responsibility
The Contractor shall maintain the System in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement
The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and genera) State information technology
practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to Si.I through SI.20 of the Support and Maintenance Requirements in Exhibit H
Requiremenis, Attachment 1.

2.2 If the Contractor fails to correct a Deficiency withih the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,
at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the Contractor's
product and receive a refund for all amounts paid to the Contractor, including but not limited to,
applicable license fees, within ninety (90) days of notification to the Contractor of the State's refund
request

2.3 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,
at its option, to pursue the remedies in Part 1 Section 14.
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Attachment I: Project Requirements is hereby incorporated within.
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WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within fifteen (15) days of the Effective Dale and further refine ihe tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor's
plan to implement the System. Continued development and management of the Work Plan is a joint effort on
the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the Stale Is set forth at the end of
this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It shall also address intra-lask dependencies, resource allocations
(both State and Contractor's team members), refine the Project's scope, and establish the Project's Schedule.
The Plan is documented in accordance with the Contractor's Work Plan and shall utilize the Solution to support
the ongoing management of the Project.

I. ASSUMPTIONS

A. General

•  The Stale shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Stalling
Matrix.

•  All Stale tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved within this

initial period will be escalated to the Slate Project Manager for resolution.
•  Any activities, decisions or issues taken on by the Slate that affect the mutually agreed upon Work

Plan timeline, scope, resources, and costs shall be subject to the identified Change Control process.
•  The Contractor shall maintain an accounting system in accordance with Generally Accepted

Accounting Principles (GAAP).

B. Project Management
•  The State shall approve the Project Management Methodology used for the Project.
•  The State shall provide the Project Team with reasonable access to the State personnel as needed

to complete Project tasks.
•  A Project folder created within the State system shall be used for centralized storage and retrieval

of Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor's Project Manager will-establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a "shared" network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

Slate of NH Contract 2020-025
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•  The Contractor assumes that an Aliemaie Project Manager may be appointed from time to lime to
handle reasonable and ordinary absences of (he Project Manager.

C. Conversions

•  The Contractor Team's proposal is based on the assumption that the State's technical team Is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data to
the Contractor's applications.

•  Additionally, the Contractor's Team shall:
1. Provide the State with Contractor's application data requirements and examples, of data

mappings, conversion scripts, and data loaders. The Contractor's Team shall identify the APIs
the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders-and conversion scripts
provided.

3. Lead the review of functional and technical Specifications.
4. Assist with the resolution of problems and issues associated with the development and

Implementation of the conversions.

D. Reporting
•  The Contractor shall conduct <\veckly / every two wceks> status meetings, and provide reports that

include, but are not limited to, minutes, action items, test results, and Documentation.

E. UserTraining
•  The Contractor's Team shall lead the development of the end-user training plan.
•  A train the trainer approach shall be used for the delivery of end-user training.
•  The Stale is responsible for the delivery of end-user training.
•  The State shall schedule and track attendance on all end-user training classes.

F. Performance and Security Testing
•  The Contractor's Team shall provide a performance test workshop to identify the key scenarios to

be tested, the approach and tools required, and best practices information on performance testing.
•  The Slate shall work with the Contractor on all testing as set forth in Contract Exhibit F - Testing

Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities
DHHS reserves the right to request another person if the person currently assigned is not satisfactory

1) Contractor Team Project Executive
The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives) shall'
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State's
Project leadership on the best practices for implementing the Contractor Software Solution within

State of NH Coniraci 2020-025
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the Stale. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

Maintain communications with the State's Project Manager;

Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according to
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;
Provide weekly and month update progress reports to the Slate Project Manager;

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress;
Review requirements and scheduling changes and identify the impact on the Project in order to
identify whether the changes may require a change of scope;
implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform, the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State's Project
Manager.

Manage handoff to the Contractor operational staff;
Manage Transition Services as needed.

3) Contractor Team Analysis
The Contractor Team shall conduct analysis of requirements, validate the Contractor Team's
understanding of the State business requirements by application, and perform business
requirements mapping:

•  Construct and confirm application test case scenarios;
•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured application;
•  Produce functional Specifications for extensions, conversions, and interfaces;

•  Assist the State in the testing of extensions, conversions, and interfaces;
•  Assist the State in execution of the State's Acceptance Test;

•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;

•  Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and

State of NH Contract 2020r025
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Assist with the transition to production.

4) Contractor Team Tasks
The Contractor team shall assume the following tasks:
•  Development and review of functional and technical Specification to determine, that they

are at an appropriate level of detail and quality;

•  Development and Documentation of conversion and interface programs in accordance with
functional and technical Specifications;

•  Development and Documentation of installation procedures; and

•  Unit testing of conversions and interfaces developed; and

•  System Integration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the individual
Slate team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Experts' lime will vary based on the need determined by the State Leads
and the phase of the Implementation.

I) State Project Manager
The State Project Manager shall work side-by-side with the Contractor Project Manager. The role
of the Stale Project Manager is to manage State resources (IF ANY), facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The Slate Project
Manager represents the Slate in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
" eject. The State Project Manager has the following responsibilities:

Plan and conduct a kick-off meeting with assistance from the Contractor team;
Assist the Contractor Project Manager in the development of a detailed Work Plan;
Identify and secure the State Project Team merhbers in accordance with the Work Plan;
Define roles and responsibilities of all State Project Team members assigned to the Project;
Identify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;
Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;

Inform the Contractor Project Manager of any urgent issues if and when they arise; and
Assist the Contractor team staff to obtain requested information if and when required to
perform certain Project tasks.

Manage handoff to Stale operational staff;
Manage State staffduringTransition Services as needed.

2) State Subject Matter Expert($) (SME)
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The role of the State SME is to assist application teams with an understanding of the State's current
business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;
Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
Assist in validating and documenting user requirements, as needed;
Assist in mapping business requirements;
Assist in constructing test scripts and data;
Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data verification;
Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Software Solution and the business
processes the application supports.

3) State Technical Lead and Architect
The State's Technical Lead and Architect reports to the State's Project Manager and is responsible
for leading and managing the State's technical tasks. Responsibilities include:

•  Attend technical training as necessary to support the Project;

•  Assist the State and the Contractor Team Project Managers to establish the detailed Work
Plan;

•  Manage the day-to-day activities of the State's technical resources assigned to the Project;
• Work with State IT management to obtain State technical resources in accordance with the

Work Plan;

• Work in partnership with the Contractor and lead the Stale technical staffs efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall effort
with support and assistance from the State; and

•  Represent the technical efforts of the State at each project meetings.

4) State Testing Administrator
The Slate's Testing Administrator will coordinate the State's testing elTorts. Responsibilities
include:

•  Coordinating the development of system, integration, performance, and Acceptance Test
plans;

•  Coordinating system, integration, performance, and Acceptance Tests;
•  Chairing test review meetings;
•  Coordinating the State's team and external third parties involvement in testing;
•  Ensuring that proposed process changes are considered by process owners;

•  Establish priorities of Deficiencies requiring resolution; and
•  Tracking Deficiencies through resolution.
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3. software APPLICATION

N/A

4. CONVERSIONS

Convert data as applicable.

A. Conversion Testing Responsibilities
•  The Contractor Team and the State, based on their assigned conversion responsibilities, as set

forth in Contract Exhibit F: Testing Services shall identify applicable test scripts and installation
Instructions, adapt them to the Project specifics, test the business process, and compare .with the
documented expected results.

•  The Contractor Team and the State, based on their assigned conversion responsibilities,' shall
execute the applicable test scripts that complete the conversion and compare execution results
with the documented expected results.

•  The Slate is responsible for documenting the technical Specifications of all programs that extract
and format Data from the legacy systems for use by the conversion processes.

•  The Contractor Team and the State, based on their assigned conversion responsibilities, shall
develop and unit test their assigned conversions.

•  The State and the Contractor Teams shall jointly conduct System and integration Testing,
verifying and validating the accuracy and completeness of the conversions.

•  The State and the Contractor Teams shall jointly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in cooperation with the State via the Change Order process, which is
identified in Part 2. The following Table 5.1 identifies the Interfaces within the scope of this Contract and
their relative assignment.

Table S.l: In-Scope Interfaces

1: liitiTfui'v t 1 ' Kc<>|ion>ililL'!Party- 1  iDv.scriplioit

Voccinc Tracking SysJcm

(VTrckS) in accordance with

EXiS speciTications

Coniroclor and

Division of Public

Health

VTrckS is CDC's vaccine ordering system. An interface is setup
so that daily ordering, inventory, wastage and/or return files can be
sent to VTrckS. Also on a daily basis, files are received letting the
program know of vaccines shipped to providers on that day. This
file is uploaded into the IIS and the provider then knows lo watch
for the shipment to enter into their inventory. VTrckS provides
other services but no interface is needed.

Nl! [Mcdicaid Maiugemcni-

InfoiTnoiion System (MMIS)

Contractor and

Division ofPubiic

Health

MMIS authorized users would have access to the IIS lo assess the
vaccination records of their clientele. MMIS has the capability to
send files of the vaccination records of their clientele for input into
the IIS.

State of NH Contract 2020-025

Exhibit I - Work Plan - Part 3

Dale:

Contractor's Initials CAtA Page 40 of 52



DocuSign Envelope ID: 283B8232-6DFD-4120-80A1-D1868D5E7A75

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
VaxNH Immunization Information System

CONTRACT 2020-025

PART3 -EXHIBIT I

WORK PLAN

1  li)lei'f:irc 1, 1
Ptiriy 1  Dcsri'lption

New Hampshire Vital'

Records System ' ' • ,.]

1  . ■ "

V. ■ . i:

Contractor and

! Division of Public

Health

An interface with Vital Records is needed to download, the new

births, in the state into the IIS. A file of deaths would be
downloaded into the IIS as well to stop reminder/recall notices
being sent to relatives of recently deceased patients who may have
participated in the IIS.

New Hampshire Enicrprisc •

OniD Warehouse '

Contractor and

' Division of Public

Health

Aggregate data will be shared with other programs for disease
monitoring ihrou^ the EDW.

Electronic Health Records i

Sysicms ''

'  ■■ ■ L. ■ ;

Contractor ond

Division of Public

Health
4

One of the main avenues to receive patient vaccination information
is through electronic health records of providers using HL7. An

.  interface would be required to be setup for each provider
depending on the EHR and version used.

National Provider Identifier

(NPI)

Contractor and

Division ofPubiic

Health

The NPI datable is maintained by CDC. The database contains
the unique lO-digit -identifier and identifies HIPAA-covered
healthcare providers. Each provider enrolled in the IIS will enter
their NPI. The database also lists providers who are no longer
covered:

A

New Hampshire Electronic

Dikasc Suiycillancc System.

(NHEDSS).

Contractor and

Division of Public '

Health

' NH EDSS maintains a database of disease conditions that must be

reported by clinicians. An interface between the two sysicms
would prove beneficial to monitor an outbreak of vaccine-
preventable diseases and the areas hardest hit.

Various StalcllSs-
Contractor and

' DivisionofPublic

Health

NH is bordered oh three sides by other states having each an IIS.
Residents of NH cross borders to access their healthcare providers
and their vaccination information will be entered into NH IIS and

vice versa.

A. Interface Responsibilities

•  The Contraclor Team shall provide the State Contractor Application Data requirements and
examples, of data mappings and interfaces implemented on other Projects. The Contractor Team
shall identify the APIs the State should use in the design and development of the interface.

•  The Contraclor Team shall lead the State with the mapping of legacy Data to the Contractor
Application.

•  The Contractor Team shall lead the review of functional and technical interface Specifications.

•  The Contractor.Team shall assist the Slate with the resolution of problems and issues associated
with the development and Implementation of the interfaces,

•  The Contractor Team shall document the functional and technical Specifications for the interfaces.
•  The Contractor Team shall create the initial Test Plan and related scripts to Unit Test the interface.

The Slate shall validate and accept.
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•  The Contracior Team shall develop and Unit Test the Interface.
•  The State and the Contractor Team shall jointly verify and validate the accuracy and completeness

of the interface.

•  The Slate is responsible for documenting the procedures required to run the interfaces in
production.

•  The State shall document the technical changes needed to legacy systems to accommodate the
■  interface.

•  The Slate shall develop and test all legacy application changes needed to accommodate the
interface:

•  The State and the Contractor Teams shall jointly construct test scripts and create any data needed
to support testing the interfaces.

•  The Slate is responsible for all data extracts and related formatting needed from legacy systems to
support the interfaces.

•  The Stale is responsible for the scheduling of interface operation in production.

6. PRELIMINARY WORK PLAN

The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 6.1: High Level Preliminary NH Project Plan

Task,Name Start Finish

WebIZ Immunization Registry Implementation Tue 6/30/20 Fri 9/3/21

Deliverable I: Contract Slnature Tue 6/30/20 Tue 6/30/20

Deliverable 2: Project Management Tue 6/30/20 Wed 6/30/21

Proiect Status Meetings and Reports (Weekly) Tue 6/30/20 Thu 7/30/20

Project Status Meetings and Reports (Weekly) Fri 7/31/20 Mon 8/31/20

Project Status Meetings and Reports (Weekly) Tue 9/1/20 Wed 9/30/20

Proiect Status Meetings and Reports (Weekly) Thu 10/1/20 Fri 10/30/20

Project Status Meetings and Reports (Weekly) Men 1 1/2/20 Mon 1 1/30/20

Project Status Meetings and Reports (Weekly) Tue 12/1/20 Thu 12/31/20

Proiect Status Meetings and Reports (Weekly). Mon 1/4/21 Fri 1/29/21

Project Status Meetings and Reports (Weekly) Mon 2/1/21 Fri 2/26/21

Proiect Status Meetings and Reports (Weekly) Mon 3/1/21 Wed 3/31/21

Project Status Meetings and Reports (Weekly) Thu 4/1/21 Fri 4/30/21

Proiect Status Meetings and Reports (Weekly) Mon 5/3/21 Mon 5/31/21

Project Status Meetings and Reports (Weekly) Tue 6/1/21 Wed 6/30/21

Deliverables: Project Planning Tue 7/7/20 Thu 9/10/20

Project Kickoff Meeting (remote due to COVID-19) Tue 7/7/20 Mon 7/20/20
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Detailed Project Plan Complete Wed 9/2/20 Wed 9/2/20

Specification Document Templates Completie Thu 9/10/20 Thu 9/10/20

Deliverable 4: WebIZ Confieuration, Setup, and Interfoces Thu 7/30/20 Mon 11/30/20

Deliverable 5: Data Conversion Flan Tuc 7/21/20 Mon n/30/20

Deliverable 6: Development Fri 10/30/20 Men 1/11/21

Deliverable 7: Practice Data Conversion Tue 1/12/21 , Mon 5/3I/2I

Practice Data conversion - Iteration 1 Tue 1/12/21 Mon 1/25/21

Practice Data conversion - Iteration 2 Tuc 1/26/21 Mon 2/8/21

Practice Data conversion - iteration 3 Tue 2/9/21 Mon 2/22/21

Practice Data conversion - Iteration 4 Tue 2/23/21 Mon 3/8/21

. Practice Data conversion - Iteration 5 Tue 3/9/21 Mon 3/22/21

Practice Data conversion - Iteration 6 Tue 3/23/21 Mon 4/5/21

Practice Data conversion - Iteration 7 Tue 4/6/21 Mon 4/19/21

Practice Data conversion - iteration 8 Tue 4/20/21 Mon 5/3/21

Practice Data conversion - Iteration 9 Tuc 5/4/21 Mon 5/17/21

Practice Data conversion - Iteration 10 Tue 5/18/21 Mon 5/31/21

Deliverable 8: Technical Support for Azure Hosted Environment Tue 12/1/20 Wed 6/30/21

Support Azure Environments Men 1/4/21 Fri 1/29/21

Support Azure Environments Mon 2/1/21 Fri 2/26/21

Support Azure Environments Mon 3/I/2I Wed 3/31/2I

Support Azure Environments Thu 4/I/2I . Thu 4/29/21

Support Azure Environments Fri 4/30/21 Mon 5/31/21

Support Azure Environments Tue 6/1/21 Wed 6/30/21

Deliverable 9: WeblZ Training and Materials Fri 10/30/20 Thu 2/4/21

Deliverable 10: User Acceptance Testing Tuc 1/26/21 Thu 6/3/21

Deliverable 11: Production Release and Go-Live Fri 6/4/21 Fri 9/3/21

Deliverable 12: Datamart Setup Mon 7/12/21 Fri 9/3/21

Deliverable 14: Annual Support Fees Due Fri 9/3/21 Fri 9/3/21

Deliverable 13: Mobile WebIZ Mon 6/14/21 Fri 9/3/21

Determine Hardware Needed and Purchase Hardware (26 units) Men 6/14/21 Fri 7/16/21

Train Staff and remotely assist with first event Mon 8/16/21 Fri 9/3/21
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1. LICENSE GRANT

< I. License Grant.

Subject to the payment of applicable license fees, Contractor hereby grants to the Stale a non-transferable,
non -sub licensable, non-exclusive license to use Software and its associated documentation during the
applicable subscription term, subject to the terms of the Contract. The State may allow its agents.and
Contractors to access and use the Software, and in such event, the State shall first obtain written
agreement from such agents and Contractors that each shall abide by the terms and conditions set forth
herein.

2. Software Title. Title, right, and interest (including all ownership and intellectual property rights)
in the Software provided under this agreement, and its associated documentation, shall remain with the
Contractor.

3. Software and Documentation Copies. Contractor shall provide the State with a sufficient number
of soft copy versions of.the Software's associated Documentation and one (I) electronic version In
Microsoft Word and PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the State docs not
have possession of the Software, Contractor shall provide a reasonable number of copies of the Software
and associated Documentation upon request. The State agrees to include copyright and proprietary notices
provided to the State by the Contractor on such copies.

4. Restrictions. Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor's proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party's business operations, except as permitted herein; or

c. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5. Viruses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of its internal development process. Contractor will use reasonable efforts to test the Software
for viruses.

6. Audit. Upon forty-five (45) days written notice. Contractor may audit the State's use of the
pro^ams at Contractor's sole expense. The Stale agrees to cooperate with Contractor's audit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be responsible
for any of the State's reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing. Contractor's audit rights are subject to applicable State and federal laws and regulations.

7. Software Non-lnfrinoement. Contractor warrants that It has good title to, or the' right to allow the
State to use all Services, equipment, and Software, including any all component parts thereof such as
third-party software or programs that may be embedded in the Software ("Contracted Resources")
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provided under this Contract, and that such Services, equipment, and Software do not violate or infringe
any patent, trademark, copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive termination
of the Contract. In the event that someone makes a claim against the State that any Contracted Resources
infringe their intellectual property rights. Contractor shall defend and indemnify the State against the claim
provided that the State:

a. Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual written notice of such claim;

b. Gives Contractor control of the defense and any setllement negotiations; and
c. Gives Contractor the information, authority, and assistance reasonably needed to defend

against or settle the claim.

Notwithstanding the foregoing, the State's counsel may participate in any claim to the extent the State seeks to
assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated someone
else's intellectual property rights, Contractor may choose to either modify the Contracted Resources to be
non-infringing or obtain a license to allow for continued use, or if these alternatives are not commercially
reasonable. Contractor may end the license, and require return of the applicable Contracted Resources and
refund all fees the State has paid Contractor under the Contract. Contractor will hot indemnify the Slate if.
the State alters the Contracted Resources without Contractor's consent or uses it outside the scope of use
identified in Contractor's user Documentation or if the Slate uses a version of the Contracted Resources

which has been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State at no additional cost. Contractor will
not indemnify the State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, data, or material not furnished by Contractor. Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination of any
Contracted Resources with any products or services not provided by Contractor without Contractor's
consent.

8. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible for
maintaining all licenses or permissions to use any third-party software, equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be construed to require Contractor to maintain licenses and permissions
for Software acquired by the Stale directly or through third-parties which may be integrated with the
Contractor's deliverables.

9. Custom Software. Should any custom source code be developed. Contractor shall provide the
State with a copy of the source code, which shall be subject to the License rights. The Slate shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid-up right and license to use, copy, modify and
prepare derivative works of any custom developed software.

State of NH Contract 2020-025
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SOFTWARE AGREEMENT

10. Software Escrow. Coriiractor agrees to provide to the Slate the currently existing source code and
any other tools and requirements necessary to create executable or interpretive programs. This information
may be provided to the State either directly, with any such protections as required by the Contractor or
through a mutually agreed upon Escrow Agreement. Contractor shall be responsible for all. costs associated
with the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent
as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possession and/or demand
a release of the source code from the Escrow Agent upon the occurrence of any of the following events
("Release Events"):

(a) Contractor has made an assignment for the benefit of creditors:
(b) Contractor institutes or becomes subject to a liquidation or bankruptcy proceeding of

any kind;
(c) A receiver or similar officer has been appointed to take charge of all or pad of

Contractor's assets;

(d) Contractor terminates its maintenance and operations suppod services for the State
for the Software or has ceased suppoding and maintaining the Software for the State
whether due to its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment or other fault of the
Stale;

(e) Contractor defaults under the Contract; or
(0 Contractor ceases its on-going business operations or that podion of its business

operations relating to the licensing and maintenance of the Software.

Upon the occurrence of a Release Event, Contractor hereby grants the Stale the right to use, copy, m^ify,
display, distribute, and prepare derivative works of the source code, and to authorize others to do the same on
behalf of the Slate (Contractors, agents, etc.), solely for the purpose of completing the performance of
Contractor's obligations under the Contract, including, but not limited to. providing maintenance and suppod
for the Software and subject to the rights granted in this Contract

•State of NH Contract 2020-025
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WARRANTY and WARRANTY SERVICE

1. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

■1.2 Software

The Coniracior warrants that the Software, Including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the Stale's remedy, and the Contractor's
entire liability, shall be;

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the Slate may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,-
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or
(c) if the Contractor cannot substantially correct a breach in a commercially

reasonable manner, the State may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

1.3 Non-Infringement
The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software ("Material") provided under this Contract, and that
such Services, equiprhent, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

1.4 Viruses; Destructive Programming
The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

1.5 Compatibility
The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Softsvarc
components provided by the Contractor to correct Deficiencies or as an Enhancement, shall
operate with the rest of the System without loss of any functionality.

State of NH Contract 2020-025
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WARRANTY and WARRANTY SERVICE

1.6 SciViccs
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.
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EXHIBIT L

TRAINING SERVICES

Exhibit L Training Services • Not Applicable to this Contract
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PART 3-EXHIBIT M

AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibil M - Not Applicable to this Coniract
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VENDOR PROPOSAL, BY REFERENCE

Exhibit N - Not Applicable to this Contract.
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CONTRACT 2020-025PART 3 - EXHIBIT 0

CERTIFICATES AND ATTACHMENTS

A. Exhibit H Requirements - Attachment 1

B. Exhibit P - DHHS Information Security Requirements

C. Exhibit Q - Certification Regarding Drug-Free Workplace Requirements
D. Exhibit R- Certification Regarding Lobbying
E. Exhibit S- Certification Regarding Debarment, Suspension, and Other

Responsibility Matters
F. Exhibit T- Certification of Compliance with Requirements Pertaining to Federal

Nondiscrimiation, Equal Treatment of Faith-Based Organizations and

Whistleblower Protections

6. Exhibit U - Certification Regarding Environmental Tobacco Smoke
H. Exhibit V- Health Insurance Portability and Accountability Act Business Associate

Agreement

I. Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance

J. Contractor's Certificate of Good Standing
K. Contractor's Certificate of Vote/Authority

L. Contractor's Certificate of Insurance
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control.. compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar terrti referring to
situations where persons other than authorized users and for an other than •
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to. Protected Health
Information." Breach" shall have the same meaning as the term""Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident' shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or 'Confidential Data' means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI); Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI). Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized uise of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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DHHS Infonmatipn Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means" of the State, to transmit) will be considered an open
•network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data. ■

8. "Personal Information" (or "PI") means Information which can l)e used to distinguish
or trace an individual's identity, such as their name, social security numt>er, personal
information as defined in New Hampshire RSA 359-C:19, biometric recocrts^lc.,
alone, or when combined with other personal or Identifying information whichn^ilnked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name. etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164. promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Inforrhation at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. La$l update 1(V09/)8 Exhibit K Contractor initials
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request for disclosure on the basis that It Is required by law, In response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated In this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting ,DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable In cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email Is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure! SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User Is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sut>-folders used for transmitting Confidential Data v/ill
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form It may exist, unless, otherwise required by law or permitted
under this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified, in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker. anti-spam, anti-spyware. and antl-malware utilities. The environment, as a

<y/vt
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on Its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use. electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for. secure deletion and media
sanitizatlon, or otherwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1, Guidelines
for Media Sanitizatlon. National Institute of Standards and Technology. U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract,'Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the Information Itfecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data'(i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor. Including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103. the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach. Including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach, in an amount not to exceed $5,000,000 per occurrence.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PMI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b), .HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually Identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and Incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties In connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users; .

a. comply v/ith such safeguards as referenced In Section IV A. above.
Implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI. or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvoted and being
sent to and being received by email addresses of persons authorized to
receive such information.

C1M,
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
Identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1- Identify Incidents; '

2. Determine if personally identifiable Information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37:

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

OJAA.
vs. LosI update 10/04/18 ExhibilK Contracior inlliais

DHHS Information

Security Requirements C/f</2J0>
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DHHS Information Security Requirements

5. Determine whether Breach notification is required, and. if so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrlvacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

OJ/Vt
V5. Last update 1(V09/18 Exhlbll K Contractor initials ^
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certificalion:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION ■ CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L, 100-690, Title V. Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25.1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-gfantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send It to;

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord. NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be Imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer In writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice. Including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit Q , , .. .
Vendor Initiats
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has designated a central point for the receipt of such notices. Notice shall Include the
identification number(s) of each affected grant;

1.5. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2. with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and Including

termination, consistent with the requirements of the Rehabilitation Act of 1973. as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1. 1.2, 1.3. 1.4. 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Vendor Name: Teck^olo^tf foythm,

Date cUunMwchit,1Hsi^e*it
Title:

OIM,
Exhibit Q w iVendor initials
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certi5cation;

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered);
•Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
•Medicald Program under Title XIX
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for Influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with (he awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL. (Disclosure Form to
Report Lobbying. In accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included In the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that ail sub-recipients shall certify and disclose accordingly.

This certification Is a material representation of fact upon which reliance was placed when this transaction
was made or entered Into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: Cm'sioh Tecknoto^jj fcHhets,

Ckin Mmhie,

CJM.
^  Vendor Initials
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute thefoltowing
Certification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
.considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter Into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, In addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary,participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any lime the prospective primary participant learns ■
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction." "debarred." "suspended," "ineligible," "lower tier covered
transaction." "participant." "person," "primary covered transaction." "principal." "proposal," and
"voluntarily excluded." as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment. Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant In a
lower tier covered transaction that it is not debarred, suspended, ineligible, or Involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant fnay
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but is not required to. check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit S ^
Vendor initials
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information of a participant is not required to exceed that which is normally possessed by a prudent
person In the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals:
11.1. are not presently debarred, suspended, proposed for debarmeni, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment render^ against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performirig a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, Stale or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76. certifieis to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name: CwisionTediwUigij fcHmtS, Iw.

(Mr& Mmkie, fhesidetit

OJM.
Exhibit S Vendor Initials
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or In
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or In the delivery of services or
benefits, oh the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 200Dd. which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. Slate and local
government services, public accommodations, commercial facilities, and transportation;

-the Education Amendments of 1972 (20 U.S.C. Sections 1681. 1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs:

-the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employrnent discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 30 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.-

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit T C^JM.
Vendor Initiala
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In the event a Federal or State court or Federal or Slate administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services; Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

I. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

5//5/2j:>

Vendor Name: Cwision Technology fcHmn, Inc.

Qate Name:
Title:' Mmhie, Tf-esiM

Exhibit T OJH
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C • Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Vendor Name: ^HVisfoH Teckhoto^y Iht.

S/fS/lo

toik®' Clain Mmhie, fi^&sident
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified In Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. 'Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aaareaation' shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. TitleXlll. Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

j

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996. Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the'term "protected health
infonnation* in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity. C/IM.

3/2014 Exhibit V Contractor InHials
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Securitv Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C. and amendments thereto.

o. "Unsecured Protected Health Information' means protected Health information that is not
secured by a technology standard that renders protected health Inforrnation unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the Arrierican National Standards
Institute. . ,

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information,

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI In any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. l>elow; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further discloseid only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not. unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law. without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 Contraaof Initials
Health Irtsuronco Portability Act / ̂  /
Business Assodato Agreement S/^S/2J0

Page 2 ol 6 Date ^



DocuSign Envelope ID: 2B3B8232-8DFD-4120-80A1-D1868D5E7A75

New Hampshire Department of Heatth and Human Services

Exhibit V

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered;Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not.be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-Identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected heatth information was actually acquired or viewed
o The'extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party t^neficlary of the Contractor's business associate
agreements with Contractor's intended business associates, who will t>e receiving PHI

Exhibit V ^ .... CJM
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Exhibit V

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity.
.  Business Associate shall make available during normal business hours at its offices all

records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Sectjon
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI. Business Associate shall make available
to Covered Entity such information as Covered. Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of respphding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures Of such PHI to those
purposes that make the retum or destruction infeasible. for so long as Business ^ ̂ ^
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Cpvered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity-for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not othemvise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA. the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. ■

3/2014 ^ Contractor Inilials
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SoQreqatlon. If any term or condition of this Exhibit I or the application thereof to any
p€rson(s> or circumstance is held invalid, such Invalidity shall not affect other terms or
condKions v^ich can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and condilions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The

of Health and Human Services

Signatore of Authorized Representativenatore oi Autnonzea ne

Name Authorized Representative

Title of Authorized Representative

Date

em'sion Technology Tantnens, Inc.
Name of the Contractor .

Signature of Authorized Representative

CMye Mmkie
Name of Authorized Representative

Tnesident
Title of Authorized Representative

S/fS/ZO
Dale

3/2014
Exhibit V

Hetlth Insu'tflce PortablKty Act
Duiin«ti Asiodal« Agreement

PegeSolS

Cc/M
Contrector Initiali
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT iFFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of Individual
Federal grants equal to or greater than $25,000 and award^ on or after October 1,2010, to report on
data related to executive compensation and associated first-tiersub^rants of $25,000 or more, if the
initial award is below $25,000 but subsequent grant modificattons result in a total award equal to or over
$25,000, the award Is subject to the FFATA rejsorting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following Information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
A. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109*282 and Public Law 110-252,
and 2 CFR Pad 170 (Reporting Subaward and Executive Compensation Information), and fudher agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with ail applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

Date Name:
Tiue: " Mmhie,

Exhibit W OIM,
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1; The DUNS number for your entity Is: 078319405

2. Iri your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U .8. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more In annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

^  NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: ' Amount:

Name; Amount:

Name: Amount:

Name: Amount;

Name: ' Amount:

Exhibit W Contractor Initials, ^3^
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Attachment 1: Project Requirements

Vendor Instructions

Vendor Response Column; Place a "Yes* if the current release of the Software can fully support AIL the functionality
described in the row, without special customization. A '^es" can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be used with delivery method
Future, Custom, or Not Available/Not Proposing (see delivery method Instructions below).

Criticality Column:

(Ni) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must

be met in order for the proposal to be accepted. If the proposer believes that there is something about their proposal
that either obviates the need for this requirement or makes it of less importance this must be explained within the
comments. The State retains the right to accept a proposal iff the need of the requirement is reduced or eliminated by
another feature of the proposal.

(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great
usefullness but the lack of this feature is not considered serious enough to disqualify the proposal.

(O) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which usefull
or potentially usefull but not a central feature of the Project. ''

Delivery Method Column:

Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below)
that indicates how the requirement will be delivered.

Standard • Feature/Function is included in the proposed system and available in the current Software release.

Future • Feature/Function will be available In a future release. (Provide anticipated delivery date, version, and service

release in the comment area.)

Custom • Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours
and average billing rate or flat cost for the Software modification in the comment area. These cost estimates should
add up to the total cost for Software modifications found in the cost summary table In Section X of the RFP).
Not Available/Not Proposing • Feature/Function has not been proposed by the Vendor. (Provide brief description of
why this functionality was not proposed.)

Comments Column;

For all Delivery Method responses Vendors must provide a brief explanation of how the requirement will be met.
Free form text can be entered into this column.

INSTRUCTIONS
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Att3chni«nt 1: Proieci Requirements

BUSINESS REQUIEMENTS

State Requlremertts Vendor . Sute ar>d Vendor

Reqa Reqirircmcnt Descrtptlen CritJolIty
Vendor

Response

Delvery

Method'
Comments ' State and vendor Agreed upon Comments

dineral Builnni PequireuienH 1
ei.i The Solution muu have abDty to Ocsp(*y data on usert Kreen. M Tes Standard Via standard web browsers

B1.2 The SoHrtlOA must have abilKv to send or export multiple Tile formats. M Yes Standard

Hi(hly formatted output Is generated as PDF rses. ̂ tput
intended for analysis is generated as either Excel
wortboob or CSV Res.

B1.3 The Solution must have abBity to detvcr/expofl fraphical data dKplavs. M Ho Future

Whie there are some Emhed areas of the appGcation

where grapMcai output is produced. K can't be ceruidered

broad coverage. We do have a proposal cirtvbting wkh
our customers to add an vbuabat'on component using

Power Bl. but it has not been funded vet The State accepts vendor response.

61.4 The Solution mutt have ablTity to receive and lot messaiet in multiple fornuts. M Yes Startdird

Kl7 messages are Kcepted in 2.S.1 vl.S format m
addition, a flat Rie import format can be used for provider:

who do net have Ki7 caoablUtles.

Bl.S The Solution must have abiOty to tenetate and save multiple fJe fonnats. lU Yes Standard

Outbound HL7 messages are 2.S.1 vi.s standard.

AddttionaDy. sorhe file formats intended fiK external
consumers are in documented custom formats.

B1.6 The SohitiOA mi»i have abOty to 1o| user receipl of Tiles. M Yes Standard AB trvisactions within the system are logged.

B1.7
The Solution must have abOiy to vaMate thai afl required data fields are compleie

and valid.
M Yes Standard

There are some differences In how vaildadons are

enforced between dkect-erury usage and Hecuonk

submissions, but both have standard and predictable

responses.

Bl.l
Vendor mutt hott and provide access to Slate Project Staff to test environment tha

mlrcors production ettvlronment.
M Yes Standard

The TEST environment Is most often used for UATof new

software patches and leieaies. During lAO sessions, we1
agree what type of data wR be maintairted in TEST:
productioA duptkate: production snapshot; scrambled
production; manuaBy created: etc.

B1.9
The Solution must allow user to compare the expeaed results of the forceastinf

test case to the resufts observed by the tester..
M Yes Standard

The foreccttlng en^e Includes an audit capabfSty thai

explains the togk paths applied to determine best series

for the patient.

Bl.lO
The Solution must have abUty to deploy updated/new cBnical decision support iosii
to production environment In a tkneiy way.

M Yes Standard

While Envision is deployli^ new COSl logk as quktdy as

current processes and lechnolofy aBows, we aho have a

hew automated deployment system In development that

we hope 10 have embedded in a software version by

yeaccrtd 2020. This wlB dramatically shorten the

dlst'ibut'ion limefirte.

•

Bl.ll
The Solution must have abiSty to notify end users of updated/new cKnkal decision

Support toBk accordini to federal. State, and local laws, retvlatlens and poOcies.
M Yes Standard

Notilkation is normaty left to states to manage, but the

software provides various mechanisms to alert users to

software changes.

ei.i2
The Solution iruti allow State Profect Staff to tend unauthortied utert referral

communlcaiient for FxStv/Oriansstion ReKbtration.
M Yes Standard

The sohrt'on contains options for SCtf-regtStratiOrt of

indlvidval users and faciSUes.

81.13
The Solution must require user to afree to conrideniiaCty poficy prior to aBowini

l.iter 10 access Ihe system.
M Yes Standard Multiple poBcy agreements can be enforced.

Bl.14
The Sotuton mutt have abOltv to eienroniealy lenerate VFC provldef cnroBmem

forms and store related data.
M Yes Standard

Contractor Initials: CjM
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Attxhmeni 1: Projea Reqi/iremenu

81.IS
TTic SolutiOA muti have VFC onlnc enretmeni capabiftin (hat include cmefter>cv

back-up plan Oocumentatton.
M Yes Standard

We do not have a feature for dmks to uplbad bxk-vp

plans, but U a back up plan b required, the rcqukoneRi

can be tracked whh the cnrointcm.

81.16

The Solution must have the provider onboardini hmctiortaBtv. i.e.. trackinf

onbeartfnf iteps. ccmmeni area, providef onboardinf quesdonnalre. which

intedaeet with main provider information (able.

M NO Future

Seme of these Hmctioits are implentcntcd whh the curfeo'

Provider OnboarrSrtg Module, but others arc niB to be
buih. The State xcepis vendor response.

81.17
The Solution must allow user to open multiple screens at once within the

application.
M Yes Standard

with thecaveat that in awebbatcd appOcatlon, thbcan

be problematk. There b no lockinf of records opened by a
user, so if a user Opens naihlple Instincts of (he sante

record and rrtakes edhs, ktconsbteni deta can result

81.18 The SoMJon must have abCty to provide enDne access to cnroRmeni (ormtsl. M Yes Siartdard

81.19
The Solutlot) must have the ablBrr to mterppcraie with case manaxemeni tool for

scheduint artd rovtlnt for she vblu locectstered factiiies.
O Ho N/A

The solutien includes a case manatentenilxBltythat ntay

address Stale requirements. The State xcepu vendor response.

81.70
The Solution must support the entrr of al orfanbttlon dcmof rapblo and data

when completlne electronic forms.
M Yes Standard

81.21
The Solution must allow user to save a form In pro(ress and return to modifY or

submit It at a later time.
M Yes Siartdard Implemented for lortter/morc complei forms, but rtot afl.

81.22
The Sohiiion must have abilltv to vatdate that aR of the Trelds are complete before

lilowlftt the user to submli the form onlne.
M Yes Standard

81.23
The Soluiien must have ablCtY to alert user of IrKomplete ndds and Inappropriate

entries.
M Yes Staitdaid

81.24 The Solution must have abUtY to submit form deraonkiBY. M Yes Standard

B1.2S The Solution must allow user to modtfv form unto It b submitted. M Yes Standard

81.26 The SoMon must have ibUTY to uan In paper forms. P Mo N/A

The solution hscd does not include uannini capabMties.

bul scanned fiXs (c-B-. treinint cettiTicates) can be

attxhed to a lorm. The State Kcepts vendor respottse.

81.27
The Sduton must have abBltv to retrieve information from scanned forms and

autemitlcallv 00 reovired data fieWs whh retrieved Infornui'on.
0 HO N/A

The State accepts vendor response.

81.28 The Solution must have abdltv to record person who b makini the requcsi. M Yes Siartdard

81.29
The Solution must have ability to vaOdate medkal license number afainii

Professional Ucensini Agency record database.
P No Custom

We have evaluated but ttever implemented Ihb capabiGty.

In the absenceof more detailed requltcmenu, no cstrmati

for effon or cost b prwided in ihb response.
The Slate xcepts vendor response.

81.30 The Solution must have abStY to dbptay the submlned tocm to user. M Yes Standard

81.31 The Solution must have the abCty to inte^ate docunteni imatin( into System. P NO K/A

The solution Itself dees not Include docvrrteni hiuthri

capabiBdes. but hrute fiei le4.. iraMni certlTcates) can

be attached to a form. The State accepts vendor response.

81.32
The Solutlen must have abaity to search for and alen if there b a potential rsutch of
dupBcate facQties.

M Yes Standard

81.33
The Solution must heve ablhv to compare fxUlty rc^tratlon applkation

Information to current rKords to flttd matches.
M Yes Standvd

81.34 The Solutien must allow user to assltn a rcjeciion code to a lelected appTicailon. M Yes Startdard
Denial reason codes are available lor new user rcfistratien

end (ommeno are available for enroffments.

81.3S
The Solution must support a rules-based alcerithm to sunm approval or refection
based on review.

M No N/A

Solution does not cvcrenOy support the rtoUon of an

intdisc*! assistant toi could be added, in the absciKe of
more detailed requlrememi. nd estkisate for effort v cost

b provided In thb response. The State accepts vendor response.

81.36 The Solution must provide commursication to applicant on rc^stratien status. M Yes Standard, Via embedded emaB

81.37. The Solution must aflow IIS staff to review and refect/approve refbtration form. M Yes Standard

Contractor initials;
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BI.3S
Th« Sohrtlen rtMCi jDow appfic»ni to ctfK, save, and rnubmlt a rejected IkBiv

reftotratlon appBcaUon.
M Tes Standard

As il pcruins to VK pregratn cnrcAmcnts. individual user
tegbtrations cannei be resubmltted otkc rejected.

B1.39
The SoMIOR rnun have abBinr to create and tavc new records for approved fxBliy

M Tes Standard

ei.<o TTie SoHrtion mvtt have the abOty to create urtlque provider site lO. M res Standard
LMlqucncss is enforced during creation, but the process

alows for assignment of nseaninfful IDs.

Bl.ai
The Solut'ort rmnt have the ability to store multiple unique provider fxltty site lOs

M No N/A Not currenthr supported, but could be added. The State accepts vendor response.

B1.42
The Solution must have abirty to settd approval notification to facility re^traiion

M yes Startdacd Via embedded email

Bl.<3
The SohrtioA must have the abSty to send rnass emals to providers or ether

authorired users.
M Mo M/A

Mot currently supported, but couM be added. The sysiem
akeady supports emal for scripted actiorts and

noilficatiotu. The State accepuvendtx respectse.

B1.44
The Solutlort must have abHity. at Slate level, to access audit lofs for xiions
performed by users on patient, vaccination. fKitty. and user records.

M No N/A

This might require some darifkatlen bi dtscvssiocts. Evoy
record in the system (padem. provider, user. fadCty. etc.)

hat audH tracUtsg (or user create and update. Sonsc recort

types have more detailed change uacting as wtl
(vacdnatloni, patiem adrlress and vfC tiaiut. etc.). These

types of audH are visible to al users of the applicadon.
However, there is another level of audttini tfut takes r<ac<

(or HIPAA compfiance. and ihb b net vblbic lo any

appBcatlon user, if needed (or hipaa Investlgatiorts,
Envision provities reports as part of support and

malrttenance.

Envision Is able to complete a HIRAa

Investigation (or the State and can supply

that Information. The State accepts vendor

response.

B1.4S
The Soiution must (ive State AdrnMsuators the abdty to access and maintain

Internal tabies. chanqc attribute values or properties, and modify drop devm Rsts.
M Tes Standard

Thb ap^es to the vast majoriry of tookuo tables In dse

appficaiien. However, some cedes arc reserved for system

use. where altering a value or property would alTcci

desired performance of the applcation.

B1.46

The Sohitien must suppon best practices In xcordance vrith AUU/htiROW guide fo
coltaboration with inventory Management Operations. Ven^ wifl tworli vdih Sute
durint SoMion Implementation to define how Statrspccinc business rules wIfl be

M Ves Standard

An exception would be if ihe State-specific business ndes

«iolait AiRA/Mtttow guideSnes. in which case wc may not

be able to comply.

61.47

The Sohrtlon must support best practices In accordance with AiRA/MiROw guide lo
cotlaboration with vaccines for ChBdren program. Vendor wil wort with State

during Solution Implcnsentation to define how State- specific business rules wiB be
M Tes Standard

An ezcepiloo would be If the State-specific business rtries

violate AIRA/MIROW guldeflnei. In which case we may not

be able to comply.

B1.4B

The Solution must support best praakes In accordance with AiRA/hnROW guide fo

ReminderTRecal. Vendor wil wort with State during Sohrtiori knplementadon to

address how State-specific busittess rules wQ be lupponed.

M Ves Standard

An exception would be if the State-specific business ndes

violate AiRA/MfltOW guidetncs. In which use we may not

be able to comply.

61.49

The Solution must support best practices In xcordance with AIRA/MIROW guide lo
Data QuaOty Auurance. Vendor wiB work Mth State during Solution
implemeniatlon to define how Suie-speclfic business rules wID be supported.

M Yes Standard

We have not currcntky Implemented the AIRA OQA/MQE
tool. We have a number of equivalent capabiiiies that

preceded MQE. The State accepts vendor response.

B1.S0

The Solution must support best pracHco in Kcordance with aira/MIROW guide lo
Vaccine Level DedupBcatlon. Vetrdor wil work wf^ Slate during Sekiiion
Inylcmentation to address hew Scate-spectflc busirtesi rules wil be supported.

M No K/A

Ful compBance vrith the latest MIROW Vaccine Level
DedupBcatlon guidance b not curt ently Implemented. Thb

work b currency underway and should be complete In

2019. The State accepts vendor response.

B1.S1

The Solution nuKi support best prxiicet in KCordance with ABLA/MlROW guide lo
Management of Moved or Gone Cbewhere (MOCE] and other padent status
designation business rules, vendor wil work wkh State durittg Soh/tion
in^emenutien to define how Sute-speciflc business rules wil be svpponed.

M Yes Slartdard

Art exception would be If the Staie-spcdfic business rtdes

vtelatc AIRA/MIROW guidefiAcs. bi which case we may not
be able to comply.
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Anachmern i; Prefect RequSremeflU

B1.S2
The SottftiOA mutl vm standards described in current COC impienienuUQn coides

lof hnmunitatiOM ntessigtinx findutfnt suooert (or Kl.7 2.$.!).
M res Standard

We are campB»ii with the CDC Implcmematlon (ttidt lor

Hi7 2^.1 at the release US level

ei.ss
The SoKrtien must wte standards described in current COC impiementatton |uidcs

for irrwTwnbaiion dau values.
M Yes Standard

B1.SA
The SoKrtioA must suppon imtnurUraijot) messatint based en KL7 Cinkal
Documeni Architecture. Onical Care Documcni (CCO).

0 No N/A Thb lunctionaBty is net currently avalUble. The State accepts vendor resportse.

Bl.SS The Sohrtlon must Implement a data nsart lor ad-hoc reoertlnf. M res Standard
Thb optional module wiB be Included in the proposed

product oflerim The State accepts vendor response.

B1.S6

The Solution must utillBe role-based Kcess to control user access to ilS

funcilonaBTY. reports, and data. The Vendor must wort wUi the State to define

mutuaRv atreed upon user roles and associated access rixhis.

M Yes Siartdatd

ei.s7
The Solution must have the abiSty to Ont comments or notes to database lecordi,

ibnes. dates, usen, and T^tory tables.
M Yes Standard

A simple comment capabiDtY exhts In most daubate

major entities (users, providen.vaccinatioru. etcjandcar

be casVy added to others If desirable. We have noted,

however, that for the patient entity, a separate Notes

manatcmeni uOty b preferred by users due to the

potential depth attd complcilty of rtetes attached.

Bl.M
The Solution must have a buOl^n mesta|in| luncttortaOty to alow for

communication between users and provider facilities wHhin the SYstem.
P No N/A

Net currently in^lemented. but has been dbcussed wkh

our user contmunirv. The State accepts vendor response.

Bl.SB

The Solution must have a built-in e-mail capabUty to allow tor communication from

within the tvstem to individual e-ntall addresses, irKludlnt abHitr to send

vKClnasion records.

P No N/A
Not currently implemented, but has been dbcussed with

our user community. The State accepts vendor response.

Aat/rnt Retort Buiintst RpjutVifmfnO'
-  -

--

B2.1 The Solution must allow user to create • new patient record. M Yes Standard

B2.2 The Solution rrwst have abSCY to create a new rKOrd. U Yes Standard

ezj The Solution must allow Srstem adtnirsiii/tior to create • new patient record. M
Yes Standard

B2.4 The Sdution must have ablOtv to Identify isew patient records. M
No N/A

Thb may be an easily addressed requirement If we are

provided with additional business needs. The State Kcepts vendor response.

B2.S
The Soiuiien mull have abiCty to prevent a record from beint saved unless reouirec

data elements are completed.
M

Yes Standard

There b a standard set of core required values, artd an

ertensSrie set of values which can be made required in a

pankiriar customer environment.

BLB
The SoluUon must have ablDiy to prompt user to conrvm creation of i new patient

record after possRile matches arc found.
M

Yes Standard

S2.7
The Soloiion rmsi have ablGty to flat new patient records where possibie matches

are found.
M

No M/A

Audit creation dates art shown on the possible matth

display, but nethini flats a record as 'new*. The State accepts vendor response.

S1.8
The Soluiion must have abiity to prompt user to confirm creation of a new patient

record after poistde matches are found.
M

Yes Standard Note: thb b dupicate el hem t2.6

B2.9 The Solution must have ibiCty to tutomaticaBy (cneraie a unique patient lO. M

Yes Standard

The patient lO in the system b an intcsct. Incrcasirg as an
lOENTiTYIn.U. Thbb abolheprfmary key lor thetabb.

B2.10
The Solution mutt have abiQty to documeni at COC-approved core data eiemcmt

related to vaccint administration.
M

Yes Standard

Note: Envisien staff have participated in every cote data

elentettt dcRnltion project for the past ten years.

B2.11 The Solution converts addresses to use standard US Postal conventions and codes. M
Yes Startdard

02.12
The SohiOon must have the abOty to acate a map usln| leocodes lor statistical

reporting. '
M

NO N/A

Thb fuactionaBty b not currently Implemented Atcdy in

WeblZ. However, a project h currently underway to

integrate Smarty Streets address vaidatiets (an ASIA

beneTitj which inclutles ceecodinc. Pmdins approval of

2019-2020 CoAf funding requests, wt have a foBow on

project to intesrate advanced vbualratiens vsinf howertl

(additional costs may apoM- The State accepu vendor response.
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Anachment l: Project Requirements

B2.13
The Solution rrtust (fisptay at' '•> Tcar/meftih/Oav format in iB ate displar

(cA.. 2 retn. < months, 3 Omi-
M

Yes Siattdard

82.14
The Sohit'on must contain an eptionti selection calenOat lor date TaeWs in aOdltlon

M
Tes Siartdard

BMS
The Soiulion must provide for ietieal and vrldeattf searthini of ti DeWs invoMnf

Ht7 components.
M

NO M/A

There b net curremfy a mechanbrn to arbttrarify search

the database lor any field thai ml|hi l>c matched by a*

Ht7 messasecomponenL However, the Hl7 messatelet

alows for text sirlnt searches, which mfthi address thb

need. The State acceou vender response.

62.18

The Solution m«st be able to cenOvct and narrow search on a6 related neWs |e.|..

11$ number, lender, patieftt rrslddte name, patient address, patient phone rsumber.

vxcine type, lot number, manufacturer, others.)

M

fee N/A

The system current supports patient search on: Patient

EWstAast/Mlddle. 008. Patient 10. other unique pcfsoarri

idcntKlen (SSN. Student lO. medical record number, etc.).

Gender. 6inh Mother informaihsix. Birth Father
information. We have a recent customer request to add

phone number to the search, witkh wil be added

sometime In 202a Patient search does not suppon any

vaccination event^related data. The State accepts vendor response.

62.17 The Solution must have abBtty to flat a record try a User for deletion. M

No H/A

No icneral capability to 'flat a record for dciet'ion'
Currently exhts. An excesKion would be In the manual

duplicate identHlcai'on process, where a user with

appropriate priviletes can identify a maithini pair, and

note which record should be deleted. The State accepts vendor response.

62.16 The SoMlon must have atsSry to delete a record by Admlnbtiator. M

Yes Standard

Only users with tite appropriate security attributes can

view ai»d/or eA deleted records, or dcieie records.

Record deletion b typkaBy a 'soft* delete, except In some

cases where the patient and al related lnlorrn«tion can be
es|)unted from the system.

62.19
The Solution must have the abUiy to delete patient records without compromblni

Inventory Intetrity.
M

Yes Standard

If a record to be deleted In a merit Includes admnsbtered

inventory, the vaccination event nwst be tssltned to the

record to heepor the merfe cannot proceed.

62.20
The SoluUon must have abdltYtocepv lelecied data elements from the record tobi

deleted Imo a rtcwty created record.
M

No N/A

In the context of me«iint records, data elements from the

record to be deleted can be crtoved to the record to be

kept. There b currently rto mechanbrn to create new

records as a partial extract of an e>Ssiin| record. There b a

(ooposed project (pcndnf C*AS Iwndlnt) to chance AU

dvpBcaie mcrjes 'nte an A«8i< process.

62.21 The Solution must have a^ty (or user to select patient record status Indicator. M

Ho N/A

Requbemcni utKlear. webiZ fuBy implemenii COC PAiS

luldcBncs. and authorbed users have the ability to modify
(lobal status settinp. Patients who arc Deceased or Opted
out cannot be seen or modifled except by users vdth

appropriate priviletes. Inactire Patients cannot be

rrtodifled except by state staff .

62.22 The Solution must have the abBty to dHpiay oatlent status biAator. M

No' H/A

Requirement unclear. WebiZ fuBy Impiemenu COC PAIS

fuideBnes. and authorised usen have the abOlty to modify

flobal status tettincs. Patients who are Deceased or Opted

out cannot be seen or modlflcd except by users vrith

appropriate prtvOeces. The Suie accepts vendor response.
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Attachment 1: Pro|ea Requirements

B2.23
the SoiuUoA RKitt preveni user access and updates lo records thai have been

pixed Irs an Inxtlve status.
M

NO N/A

Requiremeni unclear. WebiZ fully implerrtenis CDC PAIS

(uidefinet. and authertied users have the abSty to modify
ibbal status settings. Ratients who xe Deceased or Optec
out carusec be seen or mediflcd esept by users wbh

appropriate prMletes. v The State accepts vendor respome.

B2.24
The Solution mutt document acihrc/lnactfve status of indmduals at both the

provider orBaniialion/site and tcotraphic fu'lsdiaion leveb.
M

No N/A

Unclear how 'Jurisdictions* ve defined, wt may have a
lolwtion wHh recently introduced 'Resions* feature.

After further discussion, vendor stated that

they could meet this reqtdrement. The State

accepts vendor response.

62.2$ The Softitlon must have the abllitv to rxaB or reopen a dosed record. M Yes Standard The State accepts vendor response.

B2.26
The SofvtlOA must have abOrty to perform a patient rxord query based on one or

multiple user-deTmed parameters.
M

No N/A SpecUic rcqubcineni unclear.

After further discussion, vendor stated that

they could meet this requirement. The State

accepts vendor response.

B2.22 The Solution must suppon a rule-based patient rxord query altorlihm. M res Standard

B2.2S The Solution must support a madmum query response time of 4 sMonds. M

Yes Siandxd

Typicaby very xhievable. dependent upon system load

and networt uafTtc. Performance at the appBcaiion level b

leneraBy sub-sccortd. This can vary If the query b so brox
thai the subset of data returned exceeds preset

thresholds.

B2.2e
The Solution must have ability to produce a patient rxord rratch usini user-derinet

criteria.
M

Yes Standard

B2.)0 The Solution must have abCliy to Asilay and print patient record. M Yes Stanitard

B2.31 The Solution must have abBity to sKureiy erport and cmaS a patient record. M

Yes Startdard

Immunisation rKords ate typically leneraied at • PDF tile,

which can be attached to any enul (including encrypted).

The errtailcapabiiiybcuriently ertemalio theappficilion

but could be chanied to a built-in capabTrty.

B2.32
The Solution must support a patient rxord query aliorithm to return 'best

matches.* -■
M

Yes Standard

B2.33
The Solution must have the abiSty to specify required parameters for patient
Queries.

M
Yes Standvd

B2.)«
The Solution must allow user to re-querr for a patient rxord by modifffn^ eibdnf
most currcftt query parameters.

M
Yes Standard

B2.3S The Solution must have ablDry to query with a search strins arkd/or filter. M Yes Standard '

62.36
The Sdwt^ must have abiCty to set an adiusiabie Emit to the number of possible
patient query riuuhes based on the btununlration pro(ram poBcy.

M

Yes Standard

Thb b a system setUni that wil be determiAed durini
confliurition JAO sessions. There xc two tertinp; a toft
Emit that throws a wamir\| before dbplaylnt data, and a
hard Bmlt that forces a levblon In search parameters
before corttinuiftf.

•

B2.37
The Solution must have abiOry to display the list of returned possible patient query
matches as aflowed bv local poGcy.

M
Y« Standxd

B2.38
The Solution must aBow user to select a patient record from the Esi of possible
patient query matches.

M
Yes Startdard

82.39
The Solution must have abBUy to prevent a record from beint saved unless speciftet
data elements ate completed and vadd.

M
Yes Siartdxd

B2.40 The Solution must have ability to associate a patient with a citnic/site. M Yes Standard

B2.4I
TheSohnion mutt have abSity to flat patient record for death and Mudeadate o'
death.

M
Yes Standard

82.42 The Solution nnrst fiave the abQry to InxtiviteTlock patient record. M Yes Standard Usinc the soft delete capabiSty

62.43
The Solution must have ability to automatically inactivate patient records based on
ate.

M

No N/A

TTte Slate has the option to add in speciHc
a|e parameters (example at age 110 - it will
go bsactive), the State can update to Inactive
if the patient passes away. The State accepts
vendor response. x^-T
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Attachment 1: Protect Requirements

B2.M The Solution must have abiOtY to reacirvate patient record. M Yes Standard

B2.4S The Sctvtion must have abiDty to edit status c( patient record. M Yes Standard

02.46
The Sotvtion must have abiOtY to eiectronicalv document padent consent to

M
Yes Standard

02.47
The Solution riMsi have abiOtY to etectronkaty document patient consent to

participate in IIS.
M t«o N/A

CurrentV WcbiZ assumes default palknt inclusion in the
DS with the oppertunltY to Opt Out under several scenario
for record rrtanaiement. A capabBiy to require each

patient to 'opt-in' is possible, but not quoted here witheu
additional requirements. The State accepts vendor response.

02.4«
The Solution must have abWtv to receive updated patient record in a desifnated

lormat from the provider's CHR.
M

Yes Siarsdard

Assumes Hl7 cs the primary mechanism, with a system-

defined flat file option as faCback.-

02.49 The Solution must support an online data request form. M

Yes Standard

Thc application includes t capabiHty for a potential user to

rcQwcsi access to the system. If this Is intended to mean a

sinfle-pailent request for vaccination hhtoty. that b

handled by an optional moihiieciBed the Patient Portal

(price wiB be inchided in quote).

e2.M
The Solution must provide onGne instrvct'ons to 'read only* user on how to create

M
No N/A Requirement unclear The State accepu vendor response.

B2.SJ
The Soluilon must haveebllitYtotenef'te tecord/nie in formal specified by user-

M
No N/A ^ Requbemertt unclear The State accepu vendor response.

02.S2 The Sohrtien must have abinty to receive an electronic data request M No N/A Requirement unclear The State accepu vender response.

B2.S3
The Solution must have abSty to query and view the System's edstint

vsers/auifsorliaiion Acreemenis.
M

No N/A

The Slate elves their uses cenain
authorlution levels, which they can chante

at any point. The State accepu vendor
response. The State accepu vendor response.

Veninetio'n ffere/rf ftiquiiemena, . .

03.1 The Soluiion must alow the user to view a patient Immunitation record. M Yes Standard

03.2 The Solutidin must have aMity to print official immunltation certiRcate or record. M
Yes Standard

03.3
The Sclvtien must Bow user to add/motCfy/delete vaccine and/or demofraphic

Information.
M

Yes Standard Based on user pr'tvBctes

03.4 The Solution must have abOtty to dbptay patient record with vaccine forecast M
Yes Standard

03.6
The Sofution must aHow the user to print a patient record with vaccine fotKasi an<
redact demofphic data per ptofam poBcy.

M

Yes Statrdard

Oeatlon and/or configuration of standard documents

(Official iZ Record. Student Certificates, Adminiitraiive

Records, etc.) Is part of the standard onboardlnt effort for
new shes, and Is irtcluded In the initial costs.

- B3.6

The Sohrtion must aOow authorbed users to view patient vaccination h'rsiery and

forecast inchidinfcontcaindlcadens and hbtory of disease (Includini M Yes Standard

03.7
The Solution must have ability to tend and receive patient query results in a

M Yes Standard Ceneraby via Hi7, unless otherwise specified.

03.0
The Stf ut'»« must have abiOty to export paiieni history and forecasts in multiple

formats (e.t POT. ipreadsheetL
M Yes Standard

03.9 The SotuUon must have ibiGTy to indicate vacdne refusal by patient. M Yes Standard

03.10 The Sohtiion must have abfity to selKt patient vaccine refusal reason code. M ves Standard

03.1)
The Solution must have abSty to dlsptay patient txemptioot. contrakidkatlotts artd

reactions iri Kcordarsce with VKCine Recommendat'ions and GuldeBnes of the aCV
M Yes Standard

This b a fairfy extensive module that wQ be configured

durlni lAO sessions.
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Atiachmem 1: Projea Requirenienu

63.12
The Solution mutt have abaitY to document advene texciont in xcordanee with

M Yes Standxd

63.13 The Solution mutt have abUhv to imerooerate wtih VAERS. M NO N/A

The tynem currently b linked to the VACRS webtke but rtc

efftirt b made to pre-populMe some/al of the VA£RS

reportint form, at thb It not supported by COC The State accepu vendor response.

63.14
The Solution mutt have abiOty to dbptay. print and es^en an updated imnwniiatio*

record and forccatL
M Yet Standard

B3.1S The Solution mutt tvpport a rwlet bated vxdne cGrtkal dccblon lupport aStorithnv M Yet Standard
Yes. bated whoiy on the COCt COS) lefic. tupperting data

and lesu.

63.16 The SoWOon mutt have abairr to apply dlKtive datet to vxcirtc rulci. Yes Standard

(nvhion lodowt the CDSI loflc speclflcaiion and

tupportint data. COS! provides a way to version vxcirw

tcrict rulei when AQP makei tlgnlflctnt changes, lor
exarr^le. on August 7. 2009. the minimum Interval artd age

for the 4* dose of Pofio was changed ifgnlflcantly and the
lofic and supporting data allow for thb rule to be appfied
dUferenily (or vxcinatioftt adminbitred before thai date

vs on or after that date

63.17 The Solution mutt have abEty to tori vxclne rulet by caiexory. M Yes Standard

WebiZ provides a (acOTy for vsert to be able to view the

CDSI lupporting dau by vxcine Antigen and then by

appGcable lerles and target doses vriihta. AddhicnaBy.

WebS aho provides an audit capability where the user car

tee what rules have been appied to any admWttcred

vxcine wbh regard to it's evaluation status as wd m the

rules that apply to generating lorxatt dates for the aea

dose in the vacdna series.

63.18
The Sohiiien mutt ha^ ability to maintain nitiorical rxordt ol effective dates of
previout forecast tcheduiet.

M Yet Standard

WeblZ uses the COS! Logic Specification and Supporting

Data. To Che extent that effxttvc dxe rules xc provided

by cost. v/ebiZ luppont and uies these in forxxt and
evaluation.

63.19
The Solution mutt have ab>lty to re«<cw/applr an ImmunitaHon Khedde that wat

appropriate at the time of admMttration.
M res Standard

WeblZ lodowt the CDS) legk Speciricitlon and Svpportng

Data. To the extern that there are differing rules (Le..

iniervalt. ages and skip conditions). WeblZ uses the

appropriate supporting data based on the admlnbtrailon

date and the cffKtlve date ol the rules. The evaluation

and (orxatt audit utBty provides a user with the abSiy to

tee the rules that apply lo« any given target dote.

63.20
The Solution mutt aPow its Syttem tiafl to eailly update the ruie-baied vxcine

clWc al tuppen locic.
M No N/A

Thb b a task that Cavbion nunages under our Support atsd

Mainlenanct procam. The State accesns vendor response.

63.21
The Soiutlort rtMtl have the abiEty to Incorporate new vaccirsc codes Into the llS atK

Che lorKattlm ataorithm
M Yes Standard Dependent on COS) rule ocxlon and publcatlort

63.22
The Solution mutt have abEty to Immcdlatelv update a vxcine forxatt (or a
nttleni record wtten bntnunbatloni are tdded/modlfled/defeted.

M Yes Standard

63.23 The Solution mutt aBow user to create and save forecattlnt test cases lor reuse. M Yes Standard Ciirrenthy thb b only exposed for Internal use.

63.24
The Solution mwu have abEty to document patient vxcine fundint eG^bEty

information.
M Startdard
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e3.2S
T>ie SofciUon mwu have abCty to sdect vKctoe (uncSnf efi^btSry (or each vKC>n«

5me.
M No M/A

This is standard with KL7. but currcnpy the manud vaccitu

entrr screen is based on paUent4evd eflBMtty. we have a

protect bi our schedule for complctien In 2020

For every dose manually entered the

provider has to seiea fundtni eKftbnhy.

There is a workflow to administer mutupte

entries- is a process currently beinf werlced
on.

B3.26 The Sohition mgtt have aMitv to Idtntlfy oew vaccine ertftts. M No N/A
Datefsiof admlnstratien areciearty visible, but there b no

notion of a *new' event. The State accepts vendor response.

B3.27
The Sohrtien must tecofd and make avaOable iB submitted vKCinatlon and/or

demoiraphiclnformaiion in a tlmety manner.
M Yes Standard GeneraOy this is instantaneous.

■ .

84.1 The Solution must aflow user to select teminder/recai parameters. M Yes Standard

B4.2 The Solution must allovr user to select one or rtwe notiRcation methods. M Yes Stattdard

Reminder/Recal process fenerates acohortef padcnts

needlni to be contaned. Corttact mechardsm b a

secondary decbion.

B4.3
The Sohriion must have ability to produce a list of patients accordUif to user-

deToed parameters.
M Yes SundarO

B4.4
The Solution must have ablitY 10 prompt (or dlnical user review oT patient fists

before sendint notircations.
M Yes Slartdard There are no 'automated* notUkatient at ihb time.

B4.S The Sohrtien must have aMity to print a lisi of queried (saUents. M Yes Standard

B4.B The Solution must have abflitY to lot each lime a user tetterates a fist of patients. M Yes Stattdard EKh reminder recall run records who created the tcpon.

B4.7
The Solution must have the ablOty to dhptay the date the Reminder RksI notice

was sent to a patient.
M Yes Standard

Can partialiy be accompfiahed by chccklni flat to auto-

create patient event when patient b Included In

rcmiittler/recal. but dependeru on a human actuaty

completbv the nodfieation of the patleru.

B4.8
The Solution must aOow the end user to set and/or mocfify the remlttdeiAKal
count Iknh lot a patiem.

a4 TCS Standard

B4.9

The Solution must allow user or System adminHtrator to set upper limit (or the

number of times a remirxlef/recal w3l be feneraied ar>d sent widtoui a patient

response.

M Yes Standard

B4.10
Allow the user to estaWish a time interval between reminder recall notkes (e.|., 90

days cr 60 days).
M Yes Standard

The applkatlon does not have a feature to automaikaOy

create noikes per a Khedule. but the user can manauty

create noikes based on thefr preferred schedule.

B4.I1
The Sohrtien must prevent sending isotifleatlons to patients who have met the

'count* Bmit of reminder/recal.
M Yes Standard

User can select a 'count' value that wia exclude patients

from the reminder recall If they have been Inciuded In

previous reminder recaBs and have net received a

subsequent vaccbiatlon.

B4.12
The Sohrtion must prevent all records frven an inactive status from beini included 1

the Ksi of oatients (or reminder/rccil.
M Yes Starsdard

TCS. we exclude patients Inactive at the cOnk sefeaed for

the reminder recai. when usint the cfink version.

B4.13 The Sohrtion must have abSty to leneratt and send electronk notlfkaiions. M No N/A

Not currently a bt^-ht feature of the.tpplkaiion.
However, the appicatlon does have built-in maB and SMS

capablEties now. and it would be rclativeiy strafhtforwarr

le extend them to reminder/recaB. In the absersce of mote

detailed requirements, no estimate for cHort or cost b

provided h thb response.

There are spedfic notifications that are

already built In that aDows output of data.

The State Kcepts vendor response.

B4.14
The Solution must aBow user to lenerate customls able, qvery- drhren man labels,

letters, or pestcarcb based en user choice.
M va Standard

B4.1S
The SeMcn must have ibSlty to track notifkaden anempts and loi back to a

padeni's record.
M Yes Standard

notlflcation atlcmpts are toned when changtof patient

status to Inactive for reason tost to fdttow up

54.16
The Solution must allow user to select remlndcr/recal notHkation opt-out on a

patient record.
M Yes Standard

54.17 The Sohrtion must have abUitv to update/save patient status. M Yes Standard If refertftf to Patient Active/Inactive Status

Contnctor Inltiab:
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M.IS

The Solinien mvsi have abSTty to recofnite and Include some Inactive records <or

Twtwre ttotlfictUons (e.|^ not deceased, opied-oui e( re^crY. but needs to be
ftOtlflcd in pandemic scenario).

' M No N/A

There are some override condltlorts such as Ignoring the

patient seitbig (or Oo Not Include Padent bt

Remlnder/Recal, but rto general set of ̂rcrrldc rtdea. This

option could be added, but«the absence of more

detaBed reoubements. no estimate (or efTort or cost b

provided bt this response. The State accepts versdor response.

Oi-Oupli<otlen fiuilnns Re^uitenienis t

BS.1
The Sohitien must have abllttv to autonuiicallr Mentlfy new patient records at

possible duplicates.
M

Yes Staitdard

Occurs during the Add Patient process to a limited extent,

and al new records arc included In nightly dupBcate

idcntifKatlon.

BS.2
The Solution must havcablOtv to automatkaihrldenUfved&iint patient records as

dvpGcates.
- M

Yes Standard

6S.3 The Solution must aBow users to titanuabe Rag dutdlcaie records. M Yes Siandvd

6S.4 The Sdutlort must support a ivles-based a^orfthm to evaluate duplicate records. M
Yes Standard

es.s
The Sohrtion most aBow rules to be eas>y<dliable by in staff (add, remove,

motffy).
M

No N/A

We are wi»ftlr< on an enhartcemcnt to aBow users to

ad]usi the matchbig algorithms senshMty. and later to use

additional algorithms. The State accepts vendor response.

BS.6 The SoMIen must flag when possible dvpBcate records needing manual review. M
Yes Standard

Currentty. ad ideniirted possftic dupBcaies requbr manual

review.

BS.7
The Solution must have atsZty to combine two or more duplicate records Kcordlng

to business rules.
M

No N/A

BSJ The Solution must aOew user to crsanuatir Hag records for manual review. M Yes Siartdard

BS.9 The Solution must have abBty to alert user d records pendinf lor marMiai review. M
No N/A The State accepts vendor resportse.

BS.IO
The Sohitien must aOow user to view records shnuhaneoushr (or decision to merge

records.
M

res Standard

t/ser views dupBcates tide-by-slde artd decides vtttch data

should prevaB tn the merge.

es.n
The Solution must allow user to itavlgate the System whBe reviewing possible

dupBcaies.
M

Yes Startdard

>Mth the caveat that bt a web-based tppOcailen. this can

be preWemaiic. There is no locbing oT records opened by a

user, so H a user opens multiple instances o( the santc

record and makes edhs. mcenslsient data can result.

BS.iZ
The Solution must aOow user to select dau elements to merge Into a consolidated

record.
M Yes Siartdard

8S.13 The Soknien must support an audit iraB when records are merged. M Yes Startdard

BS.34
The Solution must have ab&cy to retain 'preHncrged* records and reverse merge

events.
M No M/A

Currently the appBcation uses a model of 'one record of

two vril sisrvtve*. We have a major project schcdided
begbtnbtg tn 2019 (pettding funding approvals) that wB

change this to an *A plus 6 yields C* model, which wH

greatly enhattce traceaNtltv and 'undo* operatlom.

(f two patients are consigned in the system,

one wiO go Inactive. The State accepts vendor

response.

BS.IS The Sohjtlon mull aBow user to flag record as 'not a dupBcate*. M Yes Startdard

B5.16
The Solution must have abXty to prevent matching for the same pair of records tha

have been fUgied as *rsot a dupGcate'.
M Yes Standard

BS.17
The Solution must aBow user to manuaty flag a record as pending lor manual

review.
M Yes Standard

Currently. aS identined possible dupBcates reovbe manual
review.

BS.IB The Setvtlon must have abSty to alen user of records peisding for manual review. M Note: DupBcate of BS.9

BS.19
TheSohrtion must haveabBtyio auiomatka*yideniifyf»ew vaccine events as

dupBcates or possible duplicates.
M Yes Startdard Both through the Ul and KL7

BS.20
The Seltrtion mutt have abSty to autemaikatty identity easting vacdrse events as

dupBcates.
M Yes Standard Both through the Ul and H17

BS.21 The Seluilon must aOow users to manuaPy Bag dupBcate events. M HO N/A
A report exbls wtueh can Identify poterttlai dupBcate

events.
-T

Oo«T « 2020-02S

1. BUSINESS ftEQUlACMENTS

Conlraaoi' initials:

OZO



DocuStgn Envelope ID: 2B3B8232-8DFD-4120-80A1-D1868D5E7A75

Attachment I: Projec Requirements

BS.22

The Solution must have abiStr to dbpiar to the end user the vaccine mx.

manufacturp. lot number, expiration date. HOC adndnistratioA date,

adminbtratien the. efifibilitY. and who cniped the dote for manual vaccine

dedupBcatiort te^dew.

M y« Standard

BS.23 The Solution must dupport a ntles-bated aitonthm to cvahiatt dupficate events. M res Standard

BS.24
The Solution mvtt support probattCistk aiforlthm to determine and flat when

duoflcaic events need manual review.
M '' No N/A

We use vaccine type, vaccine iroup and daip to Rai

potential dupiicaip. - The State Kcepts vendor response.

BS.25
The Solution must have ablity to seleci the 'best' vacclnailon event avtomatlcallr

that does not require manual review.
M Yo Standard

True In Hi7 procpsing. in manual entry, thb b kft to the

USP maldnt the entry.

BS.2B The Solution must allow user to deipe a dvplkate vKcine event M Yn Standard

es.27 The Solution must have abCty to dbptay possible dupGcate records. M YP Standard

BS.28
The Sohrtieo must have abSry to avtomatlcallr idertdlr new patient rpords as

pessftic duplcates.
M Note: OvpScaieof es.1

es.29 The Solution must have the abiBtr to crcMc a possible dupHcaie report. M Yp Standard

BS.20 The Solution must have abilty to prevent dup8caie records from bcln| created. M No N/A

Usps arc prompted when possible dupOcatP are

Idpitlfied. but can stB entp a new record that becomp a

duplicate, in HL7. thb procpi b much more rigorous.
The State accepu vendor response.

es.3i The Solution must aOow userio identify dupBcate patient records. M YP Standard

Vaedne Ordering BtnineiifttQut/tmenn' i

85.1 The Solution mirst support usp order1t>| of vaccine. M Yp Standard

85.2
The Solution muR have abUry for providp to access artd place order throu|h the IC

System.
M Yp Standard

85.)
The Solution must aDow provtders u vcrtfy/updaie contact information durVti eacf

erdp.
M Yp Startdard

85.4 The Sohrtioo must have abrSty to display an ordp history of a providp. M YP Startdard
CBrtk users can see (heh order hbtory and status d each

ordp.

85.5
The Solution must have abBtty to dbpiay ai open ordps (in transit or ordps in

process).
M Yp Standard

Obtlc uscn can see their ordp hbtory and status of each

Pdp.

85.6
The Sokiiion must have abHtty. at State level, to asti|n futtdinf source/product

Intent at the vKcine ocdp Kne level.
M Yp Startdard

85.7
The Solution must have ibQhy to dbptay ordp status, approval status, and shipplni

status for both public artd private desp.
M No

VKcine orderirtg for privately funded dpsp b not

supported. The State Kcepu vendor response.

85.8
TheSoMien mutt have ablUty to communicate orderitattrs or an audh lei to the

providP.
M Yp Standard

86.9
The Solution must have ability to store shipper's tracUn« numbp and Ink to the

shipper's website so that the end usp may foBow their vaccine sldpmenL
M No M/A Net currently supported.

85.10 The Solution must have capabBHies for usp to edh thippkti information in the iS. M Yp Standard

85.11 The Solution mutt have ablEty to sum ouanthiet from multlpteshippint notices. M No N/A Requirement ursdear
The State accepts vendor response.

85.12
The Sohfiion must have the ablBty to automatically alert providp via emaU that

vKCinc has been shipped.
M Yp Standard

86.13 The Sotutien must have ability to dbptay ndnimum ordp incretrtents. M Yp Startdard

Yp. wedbplaythepactagesbe for exhNK artd enforce

thb p a mininwrn quantity. A mfmlmum ordp qeantky

abe be sp for dnip that valdaip the tocat pdp

quarttbY.

86.14
The Sobtion must have abBltv localculaie and dbptay its recommended ordP

quantities.
14 Yp SiandPd Based on prior usage paaems.

85.15
nit Solution must aBow providp to erttp a reason for vaccine orders outside the

varlatKe threshold.
M YP Standard

a comment b required If dnic b using ordp ferRina

and the ordp quanihy dop net equal the forpasted

quantity.

Contractor Initial:ctor Initiats
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06.16
The Solution rmist akrt user during vKdrvc ordering U provider's eurrent on-slte

Inventory h above threshold for ordering.
M No N/A riot currently supported The Slate Kcepts vendor response.

06.17 The Sotui'on must alert user for the need for manual order Intervention. M No N/A Not currently supponed The State accepts vendor response.

06.18
The Solution mvst aBow provider (0 attach flies of various formats to the vaccine

order.
M No N/A Not currently supported

The Slate accepts vendor response.

06.19
The Sohrtion must aOovr only speclflc users to order vaccines, delete and edit

orders, and view order statutes for a clinic based on assigned user permissions.
M res Standard

06.20 The Solution must aliovr user to view order on the screen attd print. M yes Standard

06.21 The Solution rmist allow user to view and print the attKhments. M NO N/A ARachrnents rtoi supported The State accepts vendor response.

06.22 The Solution ntusi abHitv to block a provider order. ■ M Yes Starvdard

06.23
The Sohrtion must support a rules-bated dccisioo algorithm to approve or reject

order.
M No N/A

06.24
The Sohrtion must have an override function allowing a provider to place additions

orders within a current tier ordering timeftame during an emefgerscv situation.
M res Standard

A provider can be gtven user permissions to override

deTaned order constraints. We vmuld suggest that these

permissions be Dmked to program staff who could order

on bchaB of the provider in emergefscy shvtatlorti.

06.2S The Solution must have abOitv 10 reject order. M Yes Standard

86.26 The Solution must allow user lo select the reason code for rejection. M NO N/A The State accepts vendor response.

06.27 The Solution must support reason codes for order rejection. M NO N/A The State accepts vendor response.

06.28 The Solution must allow user to edit. save, and resubmh order after rejection. M Yes Standard

06.29
The Solution must allow Immunitaijon program to edit. save, arsd resubmci vKCine

order after rejection.
M Yes Standard

06JO The Sohrtion must have abCltv to transmfi order to the CDC. M Yes Standard Via standard CDC upload protocol

06.31 The Sohrtion must aflow immursiration program to view error message from CDC M Yes Standard

06.32 The Solution must have the abiity to Interoperaie vrith VTrekS. M Yes Standard

06.33 The Solution must have abiOty to displav the shipping fie. M Yes Standard

06.34
The Solution must suppon an interface aaowirtg an immurtiaation program to view

order confirmations.
M No N/A

The State accepts vendor response.

06.3S The Sohrtion must have abiSty to send rejection notification back to t!S program. M No N/A

The State would like to see a list of all of the

orders that have gone through to make sure

that there ire no Issues. Filed are extraaed

and uploaded The Sute accepts vendor

response.

06.36
The Sohrtion must have abSity to support user vcriflcation that order Inlormaiion,
packing sip Information, and package contents are equivalent.

M Yes Standard

User can view order and shipment information whhin the

application for verfKatlon with the packing sip and

package contents

06.37
The Sohrtion must allow user to edit Inventory data elements Itt the case of

discreparsdes in the shippitsg flle.
M Yes Standard

06.38 The Sohrtion must have abifrtv to flag errors itt a shipping Hie. M Yes Standard
Formattini errors and order numbers that could not be

matched are flamed.

06.39 The Solution must have abaty to notify distributor of an Incorrect shipping fae. M No N/A
The State accepts vendor response.

06.40
The Sohrtion must have abiDty to notify State thai prorider shipments have arrhrtd

arsd If there arc anv discrtoartries per provider efflce.
M NO N/A Not currentty Implemented.

The State accepts vendor response.
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R6.41
Thff Solution must <Bow user to send acknewledscmeni of ortter teccipl

rlcctror^«nr or maRuaBy.
M No N/A

-

ReQulremcni uttclear.

Communication is completed within the

system and » popup wID occur if an order has

been approved or refeaed. You can turn en

emaits, so they can get the hbiory of what Is

happening. TTte Siate accepts vendor

response.

B6.42
Tlie Sohnion muit allow the user to aciivaie each product In the liS after ihlpmeni

isrcce*red.
M Tes Startdard

e&.43
The Solutiofl must have aMtty to flag order by vacdne type as over-order qtianiitY.

under-order Quantity, or damaged.
M No N/A Not curretuly implemented.

When you get a message, it attempts to

match up with the inventory for the patient.

The State accepts vendor response.

B6.44
The Solution most eve abSity lor State to inferm distributor of ever quanc'niei

recewed. under Quantities received, or damaged order.
M NO N/A Not curreruly implemented.

The State accepts vendor response.

66.4S
The Solution rwsi ave abSitv to alen the AArdnhuators of discrepanclet In receiver

orders.
M No N/A Not currently Implemented.

The State accepts vendor response.

B6.46 The Solution must have abiOty to return order to the immuntiaiiOA program. M Yes Standard
hroviden are able to submit Returns lo Program for

review and approval

VaedntlrtventoryBusifiestPujuSrementt I 1

B2.1
The Soltniett must have vxclne inventory capabUiles thai manage a universal State

Ske New Hampshire
M Yes Standard

We arc currently working with at lease two other unlvcriat

states.

B7.7
The Sohnion rtnist have vaccine inventory capabilities that marvage (adult) private

and State Inventories.
M Yes Standard

Private vKCine inventories can be managed, but ordering

b outside the system

B7.3
The Sohnion must have abilty to print current inventory fist at provider. State, and

jurbrflctlonal leveb.
M No N/A Defirsitlon of *|tarbdiction* b not dear.

Need to be able to print from Gty Heath

Departrnem (Nashua arsd Manchester) the

len (to) and Regional Publk Heath Network

(RPHN) turlsdioions. For the two "maior*

cities Nashua and Manchester, they are their

own networks, but the network oversees the

greater Nashua and Manchester areas and

not )ust the tpedfic cties. State will need it

separated out • cities on their own arsd the

RPKN. The Sute accepts vendor resportse.

B7.4 The Solution must have abOty to display current provider Inventory. M Yes Standard

e7.s
The Solution must have opening dashboard which disptays pertinent infomuiiors

regarding vaccine iRventory and/or coverage.

M ReQuirement unclear

There are dashboards, which the Sute

Inquired If this can be done by the regional

pubHc health network. The Sute accepts

vendor response.

B7.6
The SohiUon must have abiiiy to disptay Inventory by vaccine type and funding

source.

M Yes Standard

87,7
The Soluilon must have abfiity to Query the Ittveniory system/function by funding

source and vaccine type.
M Yes Standard

B74
The Sohnion must haveabOiry to reflect inventory decrementing as vaccines are

administered and reooned (real-iime).
M Yes Standard Both via ui and Kl7

B7.9

The Sohnion must have abQity to decrement vaccine Irtventory, regariBess of

patient's nS active status, inchrding but net Omhed to the vacdne type, tlose level,

by furrdittf source, artd by lot number.

M Yes Standard

87.10
The Sohnion must have the capabWty for a user to enter a refrigerator count atsd

tccencOe differences in inventory.
M Yes Standard

87.11
The Sohition mutt have abfihy to capture and display provider refrlgeraiitMi storage

capacity/eapabffity.
M NO N/A

Contractor Initials
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B7.12 Tht Solutioo mwit have abOItv to produce •» Inventory recorKfiUtlon report. M Yes Standard

67.1J
The Solution must allow the user to ittKh wiafe rcporu to an Inventory

recondljiion report.
M No M/A

67.14
The Solution muti haw abUty to dbptay aterts/ncUncailotts for vacdnei nearint

expiration.
M Yes Standard

B7.1S
The Solution must have ablity to track, at State level, borrowed dotei ol vaccine

with redastifled fundlni sources.
M Yes Standard

67.16
The Solution must aBow user, at State level, to assi(n and modify quantity for

exolred/tosi/wasted inveniory uslni inventory adkistment codev
M Yes Standard Abe availabte to provlden

67.17
The Solution nwst have the ability to track and notify Admirsisirators of manual

charttes to inventory.
M No N/A

The State accepts vendor response.

67.18
The Solution must have the ablQtylodetermint the total cost ol wasted vxcinepr

Itwenioryloi HKiP.
M NO N/A

We have a report thai Bsts the number of wasted doses fo
each vaccitse at a clinic, but the toui cost would need to

be manuaBycalcutated.

Alerts/noiirication are needed when there

are changes to inventory. The State accepts

vendor response.

67.19
The Solution must have temperature lot teportint capabilities with a warnini

mechanism when lerhperatures are out of rancc.

1

M Yes Starsdard

67.20
The Solution must have abiCTv to automaticaBy decrement vxcine doses as

vxcinations are recorded, whether ihrouth the user interface or an (HR system.
M Yes Starsdard Repeats B7.8

67.21
The Solution must have the capabiCcy to auto decrement the inventory upon

submission of administration data.
M UfKiear how thb Is different from 67.20

inttffoceBusinntfleciijIremeriti

68.1
The Solvtion must support secure file transfer transport methods ncludnt but not

Dmiied (0 federaby mandated Encryption.
M Yes Standard

•

68.2
The Solvtion must supfiort web service transport methods Wtcludinf but not Bmited

to lederaOv mandated Encryption.
M Yes Standard Currently HTTPS only.

68.3
The Solution must susspon Direct iranspon rnethods indutSnt but not Bmited lo

federally mandated Encryption.
M NO N/A DIrea protcxol not supported, and b not recommended.

The State accepts vendor response.

68.4 The Solution must have the abiSty to import from Electronic Health Record lysiems M Yes Standard viaHi7

68.5 The Solution must provide functionality lor batch H17 messastnf. M Yes Standard
Note that batch messaxin( reduces leedbxk to the

sender, ar>d Is not a recommcrtded apprOKh.

68.6 The Solution must provide functionality lor real-time H17 messafirts- M Yes Standard

68.7
The Soluiion must have abBlry to store and dbpUy alt US Cote Oau Elements as

Bsted by New Hampshire HL7 implementation Guide.
M No N/A

Unable to tind a reference to thb local iG to verify, we

support the national standard Hl7 iG 2.5.1 vl.S.and aB US

core diu elements. Per AIRA AART iestin(, we provide a

besi-irxtass Hl7 emlne for iS. The State accepts vendor response.

68.8

The Sohniort must have the abiSty to tenetate Kcurate enot messase ̂
appropriate format in case of a record query faBure in accordarKC with current hl7

imoicmentatien Guide.

M Yes Standard

88.9
The Sohrtien must have abaitv to automaticaBr accept data and update a patient

record in Kcordirtce with current Hi7 hnplemeniaiionGuide.
M Vo Standard

68.10
The Solution must have abSliY to create tnd tend error messajes in desitnated

formats In accordance whh current Kl7 Implementation Guide.
M Yes Standard

68.11
The Solution must have ability to lot error or Kknowiedtement messates in

accordicKt with current HL7 Imolementation Cuidt.
M Yes Standard

68.12
The Solution must have abDty to filter or son error or aclmowledtemeni messates

in accordarKe with current Hi7 Implementation Guide.
M Yes ^andard

68.13 Tht Sohrtien must have ability to view response Hies. M Yes Standard

68.14 The Solution must have ablBry to los user views of received response ties. M No N/A Requirement undev. The State accepts vendor response.

68.15
The Solution must allow llS Staff to view current ar^ past error messateft) lor a

user in accordance wfth current HL7 Implementation Guide.
M Yes Standard

68.16
The Solution must aitow user to manualy modify a data error in the I5 and

reswbmii the record in accordance whh current Hl7 Imptementatlon Guide.
M Yes Standard

Mwv
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B«.W
The Solution must support an interfKe with 5N5 or other State irtventonr

M NO N/A
-

The State accepts vendor response.

B8.18
The Soluiion must have ability to interoperate with other inventory systems throuti

M NO N/A The State accepts vendor response.

68.19
The Solution most have abSity to receive 'real-time' records from vtial Recortls <or
birth, death. adopOon, and name chartte events.

M res Custom

Qeation of the Vital Records inierfxe is one of the

standard tasks for onboarding a new state. Costs are

mciuded in this response.

88.20 The Solvtlon must have abiPiy to Kcept Tdes from Vital Records ir> muhipte lormats M Yes Custom
The speciTic format and interface to be used are
determined during earfy sad sessions during onboarcKng.

88.21
The Solution must have ability to detect li a newborn record is a new record or a

M res Custom VR Impon rules determined during lAD sessions

88.22
The Solution must have ablTity to match an existing record with IncotTdrtg vital

M Yes Custom VR import rules determined during lAO sessions

68.23
The Solution must have abi&ty to use new vital record data to update patient

M ■ Yes Custom VR Impon rules determirsed during lAO sessions

88.24 The Solution must have ability to capture date of death from vital records data. M Yes Custom VR Import rules determined during jao sessions

88.25 The Solute must provide furKHonaBty for batch Hl.7 rrtessaglttg. M Note: Duplicate of B8.S

88.26 The Solution must provide functlonaEiy for teal-lime Hi7 messaging. . M Note; OwpBcate of 88.6

88.27 The Solution must su{>f>on Secure FSe Transpon-based data exchange. M Yes Standard

88.28
The Solution must support data exchange based on the Direct protocol

M No N/A Direct protocol not supported, and is not recommended. The State accepts vendor response.

88.29
The SohJion must suppon data exchange based on web services and Simple Object

M Yes Standard

88.30
The Solution must provide the aUity to import from and expert to IMR/IHR

M Yes Standard la? is the standard mechanism

88.31
The Solution must provide functionaGty to extract and send an inununliatlon

M Yes Standard Via HL7 today; a REST API is forthcoming.

88.32
The Solution must allow barcode scanning and recognition utilizing current 1-0 and
2-0 barcode standards.

M No N/A
Not currently available in Web appficatton. but We have
buM support for barcodes into our Mobile solubon.

AFix repons take place of the CoCASa

reporting. The State accepts vendor

response.

88.33 The Solution must provide Optical Charaaer Recognition from scanned forms. 0 No N/A

88.44 Sohibon must have the abiTity to import and export configuTable flat faes.
M NO N/A

Import, espccialy. reouires s'«nir<ani business rules

precessinf.

88.45
Solution must vaEdate if a user wants to terminate (he session prior to lerminaiing

the session due to time out or user decision.
M Yes Standard

Vendor t0 provide irsteroperabaity tpedfici and record layout for the foflowing;

88.34 Vaccine TracHrtg System (VTrckS) in accordance with £XiS speclRcationi M Yes Standard
Currently support aB standard file formau supported In
ExIS.

88.35 NH Medicaid Management Information Systern (MMtSI M' Yes Custom
format T8D. An aBocalioo is provided In the quote based
on requirerTsents TBO.

88.36 New Hampshire Vital Records System M
Format TBD. An aBocatlon is provided in the quote based

on requberrsents TBO.

88.37 New Hampshire Enterprise Oau Warehouse M Yes Custom
ForfT»( TBO. An aliocaiion is provided in the quote based

on tequVemenisTBO.

88.38 Electronic Health Records Systems M Yes Standard HL7 h (he startdjrd mechanism

88.39 Nadonal Provider ideniirrer (NPl) M Yes Custom .
Format TBO. An aBocation is provided in the quote based

on requirements TBO.

88.40 New Hampshire Eiecuonic Disease SurvelBance System (NO EOSS) M Yes Custom
Format TBO. An aiocaiion b provided in the quote based

on reqviretnenis TBO. Hi7 is potential no<osi altematrv*.

OcMT ff 202CM)2S
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Atuchmeni 1: Project Re<)wremenu

BS.41 vaHoui Sute aSs M res Standard
Via Hl.7. We are current^ the only IIS prowdcr wkh a

worklm interstate interface utBbint the ONC KVt.

BS.<2 New Hampshire Htaith InlormsUen Or|anli*tien (NH HIO) M re Standard VlaHl?

ftB.43 VKCine Advene (vent Reponlnf Syttcm (VAEttS) M NO N/A

VAERS doe rwt support an automated Interface.

Currently, the VACRS system prefen a manual web

submission, but h also supports an uploaded fUabIt 60F.

We have evsluaied the potential of pie-fUr^ ihh POT

iormat but It b not a system standard and may be prone

to errors. Currcntty. the adverse events hartdling in Webl2
Inks the use to the manual web lorms. The State acceou vendor resporsse.

fteparti Sut/neVi Hfeui/'emena ;  '

69.1
The Solution must have abiCtv to store rcpon lemptaies uslnt past user-derated

parameiers or iS-defined ptfameters. M No N/A Not currenciy avaiabfe.

69.2 The Solution must alow user to select from a bt of predefined reports. M Ye Starrdard

89J The Solution must aSow user to cheese parameters for reports. M to Siattdard

89.«
The Solvtlen must have ability to tenerate an ad hoc report based upon selected

parameters.

M T« Standard

We have seveal mechanisms to accomplbh thb. indutfrsg

the abiCty Iw a krtowiedgejbit use to write custom

querie that can be scheduled and viewed vdthin the

ippHcailen.

B9.S
HThe Solution must have abiGty to dHptay and/or anrcfate data based en user

role. M T« Standard

69.6 The Solution must have abiCty to perform a slathlical analysb on eiistin| data.

M NO N/A

Siatbtlcal toeb ate not buOt-in. but we eovlde an ad hoc

extract that can easiy be imported mu a tod like SAS.

Knowledgeable users can aho wrhr custom Queries

against the OlTP e Oatamart databases.

69.7
The Sduiiott must have the abBty to terteraie VFC aecoontabSty reporu lor

manaxlnt VK inventories and orders. M Ye Standard

69.6
The Sehrtien must have the abBty to icrteratc a doses adminbtered report that

tracks at the dose number level in the vKclne series. M Ye Standard

69.9
The Solution must have the capablfity to deterrnne active and Irsaeiivc statuses on

patients for reoortlni accuracy. M Ye Standard

69.10
The Solution must have the capabUHy to lenerate a report descilbini the nuntber 0

patients declninn or refusine vaccinationi. M Ye Standard

69.11
The Solutiott must provide users the abifity to letterate coveraie reports on their

paDeni population bv Me. vaccine series and vaccine m»e. M Ye Standard

69.12

The Sohrtioa must provide users the abOty to itrteate coverate reports that

^play the number missed opporturdties. the number late but up-to-date, and the

number of invalid doses. M Ye Standard via ApFtx/lQiP startdard reporu
.

• 69.1} The Sohrt'on must aflQw user to scleci data parameten for report leneratlon.
M Ye Standard

69.14 The Soitftion must aOow user to select report output parameters.
M Ho N/A

Most reporu have presd output optiorts (POT. Exel.

CSV). The latie two can be Tilteed after eitraa. The State accepts vendor response.

69.IS The Soluiien musi aBow user to choose a lime that report wU be lenerated.

.M 1*0 H/A

Most reports are generated in real-time. Some reporu are

generated as a scheduled task off-hours (e.g.,

rcminder/recal). Custom Queries can be set to run on a

schedule f060wing standard cron settings. The State accepu vendor response.

69.16
The Solutien must have abWty for Srsicm 10 determine if the repon can be

Immedlatetv lenerated orlf h mutt be defaycd based on tire. M NO N/A

Thb b a desirable feature in our readmap. but not

currenthr planned or schedided. The State accepu vender response.

69.17
The Solution must have abSirv to prompt user toconfkm thegessetation of a report

at a later time If regoired. M No M/A The State accepu vendor response.

69.16 The Solution must have abiSty to save. dbpUy. or print report. M Ye Slaisdard

69.19 The Sohfdon mutt have abi&ty to produce reports in multiple formats. M Ye Standard

Dorr n 2020^25
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Atuchmen! t; Praiect Requirements

B9.20
Tlie SoMion must allow Visicm AAninisintor (o hide Systm standard reports to

business uscTL M Yes Standard

Access to report catcfories {comakiinf multiple reports} b

set at the user level

B9.21 Titc SoMtOA must tBow System AAninbuster to medriy System starsdsrd reports.
M No N/A The State xaoo vencfor response.

B9.22 The Solution must sBow user to ddete a vser-deflrsed report M Yes Sursdatd Applies to Query Manager

B9.2)
The Soiutioft must aBow user to delete and/or modifv data dements within a user,

defined report. M Yes Startdard Appliei to Query Manater

B9.24
The Solution must have abSity to lenerate user-defined or customliable reports

based on conflturable parameters. M Yes Standard

B9.22-24 enabled through a Qtrery manater, which

requires SQL expertbe.

a9.25 The Solullen must aBow user to return to and modifv report criteria. M Yes Standard

B9.26 The Solution mutt have abCtty to verily that tha report Is in the correct lormat.
M Requlremeni unclear

89.27 The Sohrdon must have abiBty to send report by email. M Ho N/A Can be sent as attachment in exterttai cmal system The State accepts vendor response.

89.28
The Sohrtion must have abBtty to export daa in selected nte lormats. inclurSt^ PDF

and CSV. M Yes Sitttdard Caxel (XLSX} format b tsecomlnB standard

89.29
The Solution must have abiity to ezpon data that b interoperable with suthtkat

anahrsb Software. M Yes Statsdard

B9.30 The Solution must have the aUGty to create error Ot reports. M Requirerttent unclear

B9.31 The Solution must cxch/de aD records with an Inactive status from covcraie reporu
M Ya Standard

B9.32 TheSohrtion must have the abiOryiOBenerate CoCASA repons.
M Mo N/A

AFIX rcponitti capabUHies have replxed the need for

CoCASA The State xcepts vendor resporue.-

B9.33 The Selutien must have the abUtY to export fSes that can be imported into CoCASA
M Yes Standard

69.34
The Solution must have the atriBty to ccncrate paiient istt. inckidini randomited

patieni Ests. for Afn meihodoiocies. M No N/A

Al Standard AFIX/IQIP reports are supported, but not

rMdombed Osts. The State xcepts vendor response.

B9.3S
The Solutionmusthavt theabrBtyiocapturt inforrrsaiion about AFIX feedback

results, site vbh suRwrsaries. etc. M NO N/A

we do rtot currently trxk AFIX feedback information o<

she vbh sutrwnaries. The State xcepu vendor response.

B9.38
The Setutien must have the abUty to icnerate a Isiint of afix feedbacks by

iurbdiciion (Inclutfrtt; Pin. CBnk Name. Assess Date. Scafl) M No N/A we do not currently track AFIX feedback lnforn>atian. The State xcepts vendor response.

69.37 The Solution must have the abUty lenerate AFU reports based on Jurbdlctions.
M No N/A Mcan'ni of '{urbdictiOA* Is not dear. The State accepts vendor response.
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A(t«hcnen( I: Project ftcowremenU

APPUCATION REQUIREMENTS

Stat« Reflulr*meno -Vendor- .. . . .Si*i#ar*«v«noor

il,q. ■" 'A«r*™«mO«crtptlon 1" Comnvwrti - ' State«idVendorARrcrtuponComm.nO
CiFNfRfltSPfOnCAnO.vS. .• . -  - 1

Al.l
The SeAttiwt must Krx tbllty (s aoe«i data Mkif ee«n tund*td1KC*B emocs'
pletu ipMtfr Mpoerted yriion* in lt» cemnwnu fltW).

M Tee Startdard

Currtrd Indunnr itandard ptewcal lor aeeestadati In
fervBunftation bdormatlon rraemi b H1.7. Pieft'Ted
verden b 2A.! vU. and b ItAr owponed. Wen racentfr
deprecated venion b 2.).t and hAr upporied. M with
fewer leiiwei than 2A.l.Cmer^rt| nandard b fHtX,
wHch ta wotocyped and may ba In production by yearend
2020(Aandardltatien bauet perdlnc).

A).2

TTm SelutleA mun A*** evaaabl* In CMiunOtUy raad termet av«r whkh no
cndlv haitrdusho control. MOt thi txceoiionofNtClorul or lnum«lion*>
fundcrdt. D«u b not nibjcet la infceorHcbi. P*t*nt, trademark or other trade

M Ter Startdard

Oaubase b SOL Strvcr Crrtirprba CdRlon verilen 2016 er
tiler. Al data itructwee are decumenled In data
dktlaneriet preeMed ledltflU.

*1.1 SchnSot* muft Indwdf gnpMc»l tuet (Cin) i4<hndle|Ui. M Yei Standard

Mnerteity, WebIZ war bUll ualng AVJIel with the Wab
Fermt davebemeni pacttm. hlare recenthr. rww
davetoomerd hai emeleyed the MVC pitum. Both
aanamtvtiibt Baautrap ler camitttni Mydn^ but the
MVC canwanentry hat I mara modern laek.

WebIZ luppart* al modem brewwriA1.4
The Salvtlan'i Weh-tosed Inurftce imst be campatWe end in canfermance ertth M Ma N/A The State accepts vendor rctponte.

*IJ

SolutJen mutt proeWe a user Interface to allow (or centralied rasM dau enirr e(
manut>r keved intormatian end wanned barcodet br muftlple concurrent Suie
uaen.

M He M/*

The laMlcn cocdaitu a module kuandad (er rapid entry
of mbtimal data by (urbdlctien RaR. bvl It wO naed to be
vetted by the Slate to detennlne tuhabHty. Ctmrenily, no
bat cede wannlna b kcarperatad bia the web tehrtien.
but coidd ba added (to dale, ether cuilnmen have net
been able W e(ree on neriad functferwlby}. 6w cade
waiviint b InccrperaiedlnwaurMoWe teiwtien. bvl k
reprewnti a differcnl modafty from rapid data entry. The suit actrpts vendor icsponse.

*1.6

Vendor mux) mtb«aln the data entrr user Interface ertih foal la maintBin tew «! '
vu artd iMtdtkrcneu el Ow beerface •> wed at la reduce the number el wrtew M Te* Standard

*1.7
Sahrtlan nnai rtm an aS cirrtntlrmanufacturrrHvpoarted »e«donael Vdndewi

M y« Sundard

*1.1
Vender rmm maintain Solwtian'i Wtb.baMd imarface to keep k compttMe with
eunent veralpna ol meet cammerdr uaed btewwr Software, wchatlnlemet
explorer. MIcrowft Edft. Vrfarl. (iaocle Oireme. and MolBa Nrelaz.

M Yee Standard
Owwna b Envbtant reference pfalferm, but IE. Edge.
Fartfoa and Safari are letled rettdbrfy.

*1.9
The SaAittori'i Web-ba*ed IntcrfKe murt nippert Android. lOS and Wlndewi-
baied wirelau handheld dteicer for ReW or clinic InprN.

o Me N/A

Paru oliha leknien have been medlfled tolnchrde

reieervKri behirler, but many remabdnd parti of the
applcatien eipacia w)de-wreen.dau Iniendve byoM,
arW are nel raipomlra. Al wreeni thetid ba aeeeuMe
•4a mebOe dmricai. but uwr eiperiencet may net be
optlmbed lor acUvttici reaubbig more daU prauniaiieA.
ftata that a MaUa verdan dtiigtwd far OS tafeiati Is
avaRibla. but Is Imandad tar remote, dbcannected use
such at mau tinitt. The Slate accepts vendor rctponst.

lAPPUCAfio.vjtafa/Tr - . -
. —-

A2.1 The Salutian nurti tuppert Sit<(ie Sign-On vwr Acceu CamroL M Mo future

Wt are ciorenOy under cerkract la delvar an LOAP
authenticittoncitansientailto iynem.but k wetddenly
appiy la thaea usen managed under the ergani2itbn*s
AO. Thb may er may net aiddrau (he Sute's
leoubsmims. The State accepts vcndoc rcsporiM.

A2J

The Sehitian must verifr the idcfltftv or *iAh*ntleate al of the lyitem cSent
apoBcitienr before allgwind uw e( the rtmem la prevent acten 10 Ittapproprlate
or cardldtntltl data er leorkei.

M Me N/A Heaidramena unclear.

The vendor ti authcisbcatinc incrs and incline thek access based en role.
CoRvminicating bv-between servers, etc. b bcift( (edewed ihrouth best
practkcs. The State accepts vender responM.

CoAtrsctor tnhitb:

OoTT ■ 2020425
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AUtchmtnt 1; PrOft<l Rct|triremcMi

Rcqf Rrqulrtmtnl OcsoiRUwt- CrftleaBty
Vendor

Maportsa

OaPvary

Method
- ■ • CemmantS

-  • . - c

' Sate and VMdor A(re«d upon CotTimeriti'

A2J

Th* SotutioA must vvritr ih* idanlStTMiO MhAntlcAM <Iel tht fyiufn'i human

uMt N'art i>oiii<nt ch*re to um Its upabBUot le pra««M accau to M Yat Slendard
Parmlsslens ara frontad by staar. rait, madula and Ipaclfh
saeurtty lunctien.

A2.« Tlx SoKrtlen mvti anfona unioua usa* namas. M Tas Stendard

A2J
TTw Seluilen mirtt antarca complai passwords lor Adailnutmor Accownuin

M rat Standard Camplas passwords ara tnfortad cbbaty H rapuirtd.

A2.6

T>ia SelutleA mint ardecta tlx usa o4 (ompSas passwords 'or (anaral wars wskif

eaplul latlars, rwmbart and tpadaJ chiractars In accardsnsa wkh DofTi Statawlda M Tci Standard

A2.7
Ttx JohAion tmnt ancrvat passwords In tnnsnSbsion and at cast wilWn tha

M Tas Standard UsIncSMASi:

A2.I

TTia SaSudon must aOabAsh abStY to aspira passwords altar a dafWu parlad c/

lima in attijidacaa wUi OoSTs Stataadda Usar Aaaouru and Password PoScy- M Yas Standard

*}J
Tha Soltrtioti nunt provWa tha abtitr to IMt tha numPar «f paepla that can (ran*

ercSunta aatharitatierti.
M Yas Standard

Usar admMnrationb a vadfic fwwiari. carwrshy

Pmhad to creeyam staff.

A2.10
Tha Sciutlon msist astabbh abUty la aniaraa sassian timaeuisdtatnf parfods e<

M .  Yat Standard

A2.II

Tha Jelutien must net st»a avthantication cradandab ec sanslclra data in hi coda.

M Yas Standard

Cradantbli and slndhr aanshrra data hava racantKy boon

mevad to an ancryptad database ubia. and seen wB

mava lo lha Attva Kay Vault tarvica.

A2.t2
Tha Sahciioit muss let aR atcamptad accassat that tail Idarttmcalien. ascthantlcatian

and lucharliitleh raawirameAts.
•A Yas SUfldard

A2.13
Tha Sahnion must lac al aetMtks la a ctnlni sarrar to pravcm partlas to

appdntlen iraruxtlens tram danvint thai thavhava tihan ptaca.
M Yat Standard

A3.3*

All Iocs for lha Sahitian ntvsl bt tcpl fee 12 manths.

. M Tat Sundard

Lacs ara canaraby arcMvad aftar 90 days lar parlornsanca
raaaons. but lha arcNvad raaardt ara avtlabla enlina In

raaSdma. Parmanam dolatian peAcy b sHadapandanL

A2.1$ Al holen tablas tor tha SeArtion mtnt ba hapt lor <7> M Tas Standard History taWasara typbaPy kapt indaHnilafy

A2.1»
Tha tehitlan cnust menkar lor aut of prdlnary actMiy.

P No N/A ftapukamanl iindaar.
Aftar ftNihai dbcusslan wbh tha vendor, tha SUle accepts the moriitorini

provided by the vender.

A2.17

Tha Sahnion must allow a human usar lo atpOcKSy tarndnata i tasslen. No

ramnanti (a-f• ceaSias. cacha. ate.) el lha prior sasalan should than ramaln.
M No N/A Aftar sassian tartrdnatlers lama caeUis rrxy ramaln

Rertuininceaobes-Authcntscated user what user they are. as well at

Mher cnmples can be provided. More of a clean up U tftcy expbcilTy

terminate ressioA. lets if they dose the screen. Envbion: AH cooties are

encryolcd. The State accepts this response.

A2.1*
Tha Sahnlenmuxlvslldala II a Usar atpnu taiarmlnaia tha sassion prier le

ttrmbiatbtt lha sattlon dua ta ilma eui or usar dacltien.
Id Yas Standard

A waminc b Isauad prior lo tha standard timaaut paciod

axplrallen

A2.19

Vrnder roust praalda a Sacurlty StraiatvdtscrlMni Vtnder's a pproach to

msnatlnc Wermatien sacurttr risks let iha SahAlorv This stcurSly tsratcfv wdi
ansufo that Sdutlan and Oats ara sa«urad accprdbic ta MPAA Saeurtty Rtia,

Fadaral Infermatjan Precassinc, Industry, and Naw Kampdiira standards. StrolatV

must addrtss Vender's approach la accovstabBty. risk manacarnarti, lapl and

bast pranks cempuanea. and tachnkal sacurfcy. Suta rtvWw and appronl Is

rapuirad ler all anharKimants and chancts.

SA Wo N/A

WablZb COTS tefiwara.and wa ara unaUa ta cemphr

with Sttta ravlaw and approval far al anhancamants and

chartcat bayond narmalUAT.

Every iSffercnt state supported would be dilficuft to cnstNt each lUte
does approvib before enhancements and chances. Concern over approval

loop of newrdcases. OOfT- This Is primarily for custom work, {ovbion-

Tries 10 btdd for the common food as pdorHy. Tocta on OTS loiirtlons.

State ca n |obi and approve any areas that apply to Che State bi the UAT

enyironmeni. State cvi turn off and on. State abo invited to esptwatorv

sessions, The Slate accepts this response.

A2.20

Vtndor must daaalop a Sacurlcy Pbnancempasshsc lha lapiei of warUorca.

Ineidani rapertln^ and tachnkal sacurlcy of Infannacien assats ihratNheul

Bacyda (craatlen la daitrunlon). Stata rrviaw and approval b raptdrad lor aP
anhancamants and chsnaas.

M No N/A

WaMZ k COTS loftwara, and wa ara sasaMa to eompfy

with Stata ravlaw and approval far al anhancamants and

chtncas bayond normal UAT. Same as a above. The State accepts ihh resportse.

A3J1

Vandor must previda a datadad Ptsyakal Saeurtty Oat^n lor Canuactor comroPad

heitinc lacfltty. Phyticsl Sacwtty Daslfn must addrass nsrrathra dascrlptlaAel
aiwiranrBanul aanirlcy Inchidinc parlmalat sacurlcy and arttry centrals, ilarstii.

and metdterlnc. Stata ravlaw and approval b rapiA-td far al anhancariMnts or

cftanras.

M No N/A
Wry deal security b cavarnad by Mkrosaft'f Atwa

Cevammani drta canter poAcy Vendor has provided securitY documentation, the State may reQuest a

tour of an ArtNC Sccuriry belBlv. The Stale accepts thb response.
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Atuchmtnt 1: ̂ aj«ci RequircmcAtt

R*qi Rtqutrtfiwm Ocwlptlcn CrftkaOty
Vandet

KneoftM

OaHaary

•Aathed
CdRHncnta Suit and Vendor A«iecd apon Conimtnu

A2.22

V«c^ fnuM d«vtlO» • dtuM Uiclcal Sacurtty 0«tir> for O cwnouitr and

natMrt (ytuflM. lacie*l Sdcurity Otdp\ taun iddr«u dMcNpiien el
tofleil aacuflTv cemrab Inriedinq ipeleatlen ucvfty. Inwiden nantcanaAL iMe

hardanbiL amMnit. rameia Ktru. (ncnrvtlen. mixAoHtn. and capertinc. Slata

M Tat Sundard

A2.2)
Vander tiuM bnelt/nani and documant a> precaducat and faatvraidnerlbad bt
tiM Phyakal a/v9 lefieil Sacurtiy 'lant uaurlTv cenfliuratlana.

M Taa Sundard

Neta that Cndaien aentrelt iha letkaliacuritvdat%»and
can prerida a elan, but Iha phyilcalaacutltYdatlpib

MIcreaoft'i ratpentMlTy In Aiura Gevt, and It a detahr

luardad taaral.

A2.24 AB ioftwira and HardararanHA ba Iraaol madeieui aeda. M Va> Standard

A2.25 Stdmkiii mull net vaBdala ner raqufea In amal lei uaai aeceunu. . M Yai Sundard
Emal may ba taqelrad lor carulnhinctienilBy. tudi at
lall-Mnrka ratIwatlerv

A2.»
Vander mvn not uaa Sedtwara and Syllam Saivfcai l» anythlnc KAar than they

M Tai Sundard

A2.27

The JeAtdwt Oau mus ba precanad hem latautherbad uta artiaA at 'an

M Tai Sundard

Daubaie b atxrypted ai rats <rla SOL Server rnMparam

Data tncryptiO'V utb<« ACS2SS ciphar. Thb eeven OtU.
lee and ftaetuo fSai

A2.2t
The Solution mun kaap any tandtiva OaU er cenwnunkitlena prfrata from

M Vat Standard

A2.29
SubiaeuaM anhancamanu or tmpradaa to iha Setotlen mun net ramme er

M Tat Sundard

A2.S0
Vander mint uUlia chanqa maMpamant deavmantatlon and precadurai

M Tat sundard
Seurca centrel and chant# erdart manated Ihreuth

Mkro»fl Taim Foundallen SarvktL

OoTT » 2020025
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Att»d>fn*n1: l>ig[»Cl

r
TESTING

1  . Sott Mqukptncnts :
Vender suta andVender

tniihtaiMnOim»a>A Hit* lAd Afmd CamrKRU

APPUCArron 5/r US'Iy >(J rmc

A1 miipomwuglthgirtmin »<cb« twtogwA anP i«a«4 M tnw>« «wv p>«<Kt

tt>* hMg't wgb <h* mA k> (fUM 0*U.

7)M Vtn«w «wu hm •

■pugritii- lnt> 'xvu<■(•««•< Pw >i«>»«fcrA ■*■■«■ic»»
csntftAi that h«v« PaanAaiicnH tfia Svfvm
ih*«*c*t>«T im«>iK| md avilitan.

•I M«<ptrr WMint, M
*vee»l wtw^T

inwPn I»$t0d4»

i,i4miu tiiM Mcvoni ite ixi Oui WoMiacMian W AatfiarukMien
ImMI hat Wan >K«M*r eepee aAuMa* lnl«wt>ln» •

»t ttm * avMam «r l» MOaitt pwatMir
•ndtfwvaMMianali
I«w tm Aetna Cwwit iwiekti th> lAnntawnw td >iiniiaiiu <n bun* ■
M«anv
T«u In iiiunitiiAi; nCMAi Pw ifUtnl •> 4«t< Mcuakt nd I

TentfiakwrvtbwDnntion;mm titbtPnactlntWkit«M»b»»k>t»Wwbwi.

Taw ifn VatiTKatkn laanaa; tvaparu 0<a aanTrmatlan al aaOiackT to aikn
iaWaa,
Itti PwVtn MaAa«a>aai«i laanaa; niaaarti tha a^wkktkatiewa* »a*Alai>.

tan Ma/TrMafa Maoafaaiata; iiAHi'r'i. Pw c<aAiia« at aMkPat la aaan f
pa>wia<aia«»«Hal>iaaA.
tan Aa*> tirt < 111 la m

aciMttaa aA«M SaMwa.

lau kwiia VaMatlaA.- aMaat «<a laaikiiiaa k «faia(taP tram bvBn aatrttoa,
craaa^a tebtk^ Ml «4a<tiaA. aAp anaudiariaaP acrna H Aaa antfar
pkKWtn ea tAe anw^

F«i laak aaolndawi. aatwa tha awiltailaa kat kaa« laoaP and kndawa* ta
attank Cnskal aa^eaiian aaoattytlaaiv < *1 • iiiW«»»a<«. tha ipaHcatlan lanAt W
iauada(iiiaual BanaaaaiiadtaPnOpaa Wak 'paPcallew iaewky^aiaci
(OWASP) Taa ttM (>mpV/a»a»i«,aaai».a«t/fc<Pai.^ipA>WAtf_Taa.TaA.Pia<acUI

aaMa ika Haaa mUlt «iMali«a a< M panr aaewkr raatawi pvltiimd en tka
aMkcatieA W naan aiiakataaaik. Itn leateaa mar >nda<i » canlbaarian 1
rytnwbUn acatvife^ aaiaaeatian uniac oatk mArak a< Ika aauna cada. and
aapancada taaCna lakcM •aaadrnaaciii aiidadiUci in an uannaa Md).

Mac la Pw IfUaaa Mn( naoad ima atadaniaav Ika Vainai mad aradda ratida
at^aactakTtankdiatfaOaP"*'""'***''*""***"'' TectaWbealaafeeiewind

ladwe lea mipatint laekcatian
nMdfkatlam kani P«a Van Acccpunea Tail Cwataanmaaa la the kiaduedan

►paalaadan latla P<a fanak aaakcaPan aaa
Pa a PCr« aaaiT anaiuidt. d dadaad. a pan lait a< A
Stala'a laadlk aaaaian In tka haoad aaadiaaianani i
tanfcnad£AaMa^aJka^_^^^^^^^^^_

r>>aM apaoflu Man can pa candacaad Pa Cha Vaaa dminp
UAT.
r>i*aa ipceflcc laau on Pa laadiaclad Pa tha Icaia <u I I
OAT. '
IPnaa ipeeiflci lean can Pa caaidwcied Pa the katedwine
UAT. •
llwae wadfio Ieui can Pa eaaidwciad Pa Uw kau dwine
UAT.
Hiaaa wiUfPa lactac
OAT.

> Pa »MMiad Pa Paa kaaa dwtni

'Thaca taaenoiamacan
UAT.

Paiaad.nitPaPwkatadacPu

tlwaa ap iiitlu taaic can
UAI.

Pa tandacta* Pa »a kna dnln(

TPaH laadlWi tam tan
UAT.

pa cenduoed Pa Iht kale diaint

Vcatflcddtfrina annual paaiatiMian lawat^ al andnanan.

Vandoa aiaPilaPtt hn cf al bcPiawamaO,

;Vandv h laipewHa lea ini|mki« keaaUAT lactPn ta Naduetleat.

STAWOAAO tfifl.vc

n.i
Itia Veadaa emu ie« the lafiwiaa and Pia ivtw adne an Pidwaui Itendaed and

kaia ipaia.adianlnemaaiaddcc»ainic»aPdkrdi>u*ad>»PacPanft->a«ltfr.
'm Tvi

nj
Tin Vandal nuM parlann ipideaPen (Paw ladPif and nadnf aa ipaaa li«r M 10* %tw^m4

nj
TP# Vender mwai aapitde deoBiiancad pracadnalaf hantawnc^adwcdanidat

M Y«

M Vtt

rj.»
nieV«n<wmuiipr»i^*e tow lull e we ■« 4#»v*eem«R< ̂

tM «rto» tm tfw toyriBA.
M Tn

Ml I ?01»42S

Caavactaa Inklafa:
Data05/7S/2jOZO
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-HOSTING-CIOUD REQUIREMENTS --

*. State Requirements . .. . ... ..Vdrtdof T'. T. - " Sott and Vendor . 1

Raqs ' KaqiawwKBt PeioVon OWcalti Ccwwerta State and Vendor Agreed tipoii Comments 1
Rcsportte AAedsod . .. .... .. |

onuAnoNi -
.

Hl.l

Vendor mutt provide en *rm/TlA-9«2 Tier ) 0«U Center Or eqiiveltnt. A tier )

deu center rceUret 11 Mtdtiple Independent dbtrtanion peihe ter-virc ihe IT

equipment. 2) Al IT equipmenl rnim be dusl-pdwwred and Mtr eon^atlMe with the

tapolocv ol • the'i arcNiecture and ))CerKtf ccnttr maimsinebie itte WrMtructure
whheipected eviUabllitv el n.SSM

M Tes Standard

Al hesdng vrsl be conducted In Mleroielt'i Ature

Covernmerst doud {see httpiy/dect.mlerosefl.cem/en-
tB/ature/tecuritv/tecvritv-mfcroseft-trust<enter)

K1.2

Vendor neai melnuin a teetire hoitkt( enyVoronent proHdlne al nrctuarr

Hardware. Software, and Ircemel banAwidth ts mtrtaee the eppOciilen and

ivppert muhlple concurrent mere with pcrmiuion based bcira.
M Tes Standard

AJ hosting wO be cendskted In Microsoft's Acva

Government Ooud (see bRpaV/docsunleroaoft.canVtrt.

us/atve/secuiiry/sccuritirrrkrotafl-tfsm-ceniirl

HI.)

The Oala Center rmot be phrekaPr aectatd - rcttricted aeetts to the tke to

periormel with contmb such as blemeok. bodtc. and ethcn security loiutlera.

acdelee lor (randne acectt mist be In ptKe and feeowed. Acccis must ordy be

trtracd to those with a need to peri arm tasla In the OaCa Center.

M Tes Standard

Al hostbsg wA be conducted In Mfcreiofi't Aiva

Govarnment OOud (tee htlps;//docs,«sicieioftcern/er>-

ta/arure/secuitty/securltrmkfesefi-trset^emer)

H}.«
Vendor mutt Initaf and update ill Mcver petches. updates, and other utlUtiet

within coders of releise from the menufacturer.
M Tes Standard

HI.) VerMor must monitor System, security, and applcatiOAlocs. M Tci Standard

Hl.« Vendor must manacc the sharinc oi data tcseisccs. M Tes Standard

HI.7
Vcrrdor must mtni|a dady badiups. oH-ilte data sioract, and restore operitioru.

M Tes Standard

Hi.a
The Vender must tnenlter phydeal and virtxal Hardware.

M Tes Standard
Note: No mordtering of physical hordnere b permitted In
the hottlne envbonmerd.

H1.9

The Vender must cnaarc al Oocsancnsaiiers application (enA(istt>orv and

devetoement resources essodaeed wttn the lotuUen are stored its the State's

Cerdleurallen Manacement Database.

M f«e N/A

Incprubtent wfeh rcqtliremcfd lor a hosted COTS solution DoTT acceptv Can obtain directhy from the Atore webtite.

HI.to

The Vender must report eny breech In securirr in corderttsence with Suu of NH

ISA )S>Ct20 and HIPAA 45CFR H lC4.400>e}4. Anr person enfiCed in trade or

eemmerce that b sikfeei to RSA )SI-A:)-I mutt also notify Cha rccidater vrhleft has

primary recUetOry authority over such trade or comnse'ce. Al other persons must

notify the New HampsNre attomey (tnerari ofike.

M Tes Standard

Envblon'i nenrsal process tor handnng al noOfkatiens b to

alert the Imrrambailon propam. and loBow rxemmer<ded

nest steps at the lima.

Hi.]}

The Vender must Immedtoieiy report any i%nHicani performance bsuei or Oreach

of Security to the State of Hew HamptfPe bnrnunbatlersPiocramOfrectar «fa

telephone or Cmal.

M Tes Standard

Hl.}2

The Vendor must operate honing Services On a network offering adequate

periormance to meet the cwrent and arsy ftmee bsislness reqtlretnents (or tfse

Stata iooleatlerv

M Tei Standard

Hi.})
Vcnder'i fiestcd Solution must proitda abAty to retain enlrse, real-time lletfene

data access il demographic records vrtthout nepthe Impact to pcrformarKe.
SA Tes Standard A4MI logs are archived en an egraid tgon schedula. but

archhes are evalbWe In real-ilme prdlne.

HI.14
Vendor's hosted Solution must provide tbSty lor el sisers to access Use system

without necitlve Impact to pcrfomsance.
M Tes Starsdard PreiAsionIng of virtual servers wA be determined by

anbdpated tyttem load, and can be adjusted H needed.
•

Hl.l)
Vendor's hotted Solutien must proidde abftty to support any needed tmeucsiof

bn/nunbailen records whhesrt negative impact la periornsance.
M Tes Standard PcDvlikmlng ct virtual servers wfl be determined by

ancklpetad rysttmleed. tndon be ad)ustcd II needed.

Hi.lS Vendor must manage the databases end Sendees en al servers hotting the Sefutien. M Tes Standard

OliASiififttcovitir .

H2.I

Vendor must provide decucisersted dbaiier recovery ptwst that addreu the recovery

pf lost State data at wel as cheb osns. Systems must be arddtxted to meet the

defVsed recovery needs.
M Tes Standard

Note: 0* requbemetds arc typleaBy decided during SAD

sessions baaed en site requirements. Serra cost ta'Hngs

may bt tvelatfe d TTR reqtirtmcnts are rabtcd.

- ■ /-i -7.-.

OolT f 202<HI2S
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H2J

Vtntfer mutt prootd* and •««•«« la • dcflntd and deewwKed bwk-up ichtdada

•Ad proctdw*. M Yet Standard

C/Mslon abe utSrci Anrt SQL bodcuyt which bitcC||cncty

ercttci btcrtmental artd fid backupt bated on data

chances «id peuap of time.

H2.4
Sack^ ceglrt e< data an mada ier tha pvpeaa ol ladButkii a rattera ef data

In awnt ol dau ton or Sntcm (aBm.
M To Standard

HZ.S

ichadUcd backupi of cAcira Sdutlen irvtt bo comptotcd rtfulaftr- Tha Adrtmura
accapiabla frrqucner ta dWetcttial bacho> dabr.'and eompktt backup weokta. M Vet Standard

H2.(

back-up madto mtBl bo tecwohr tmnifcrrod from tho tito to OAOtbof MCuta

location to rmU cempltta data leu udth tho lou of a (aelOty. M Mo CiBtem

Standard practice blocafiy redundant tterafe IJa. en

difforam itorap units b« tamo data eemar). At addtd cost,

these can bo mode pe-rodundant. SicneisH).9.

K2.7

Data rocooonr • In iho tvom chat racmorr back to the bn b^kup b not mfUam
toracevat Stato Oota, tho Vender mult ampter tha um efdattbata >0(1 in addition

to backup modb In (ho rottoratien of the databoMft) to attord a mudt ctotof to roal
diTio rc<m«ry. To do thh, toft mutt bo meaad off tho tafepno coMaMn( the

databaia adch a trcQMncY Co match (ho budnou notdi.

M re* Standard
Ltd and letbockops are Bkan rtp^rVtsbit Aauro

Manetedftaekmard shipped to Anea Bleb Sterap.

-

HOiJiyGSfCVBin • - r'
"■<

—,—

HJ.1
Tho Vondet mutt omploy locurllv moattoti thai cnatiro (hat (ho Stata't apfdcatlon
and data b prottctcd.

Id Vet Standard

H}.2 Al Oau tohangot ffHitt bo oncryptad. M v« Standard HTTPS protocol wHh mfnbmen TIS 1.0

H3.2

Al Mfwari and dovlcoi must havo eu>ron0y.|upportad and hardanod eporalinf
tyntmt. iho btctt anti-malwara and imMtackc utiltlot. The cnwironmont, at a
whelo, mutt ha«o attrculvo Immtlon^otactlen and flrowal protactlcn. M Vet Standard

HX«

Al compontma of the Mraxructura mutt bo rcabwad and tcicod (e enturc Ihoy
pretoct (ho Staic't Hardware. Sofhraro. and data. Totu mutt tocut on tho
iKhnical adndnbtrntho and ohnlcal tacwbvcenpolt.

Id Vet Standard

Tho Vcndo' mutt anttfc lu cemplcta cooporadon wbh tho Suu'i Odof
iRformaclen Officer In (ho dctoction of any toctPhy ndncrabarv of (ho fwstirf
Mrattrveturo.

M Tet Standard
H b ccarmicn to arianp applbation pen tests kt
colbbersden wUi laUcroaoft.

H3.6

Tho Vendor muu autherbo (ha Stato (o porform tchcdtdcd and random audlta.
Indt^lnt wcurtiv and tuktofabdllv auoumonU. of iho Vender' hettkid
Wratcrvcturo ond/or (he applkatlen upon roouOK. M No N/A

h h common to arrsrip appfcation pen tests In
eofbbOTKlon with Mkresefi. However, aceou to the
ftOttlAf Wroitructura b hichfr restrtcted and pitaraOr no*
eramod br Microsoft.

Hk7
Al lervort end devfcat mutt have event loc>''Y anabfid. lop must bo protected
with acceti Imlud to ard|r authorbed adtuMttralort. lop mutt Inchidt Srstem.
Apoficaden. Web and Ootabate too.

M Vet Standard

H3.«
Opcratinf Syttemt (03) and OKabatct (08) mtrtt bo bt<( and twrdened b>
accerdanca wWt cUUeWt to* forth bv OS. MIST or NVl.

M Vet Standard

H3.9
The Vendor mutt nedfy the Stait'i hre(ect Manatar of any teetpftr brtachet wttfdn
(WO 12) heun of (he time that the Vender bama of (hob occurrcnca.

M Tet Standard

H3.10
Tho Vendor mux bo leWy labio for cottt ataodatod wfth any broadt of Stats data
houtod al thob location(i)btdtdln| bi/i not fimked tonotlflcatlenandanydamapt
attaued by tho courlt.

' M No N/A

CnvbienaabfBrr IP cover cosu assodaitd with a breach
are Imitad to the extent that i*o can Inturo opintt. Ote
coMrapbtmltcdtoiSMporoccurrcnca. Anyadditiondl
btstrara eovorap roqtired bevond Chat amount wfi.
need to bo paid for by Mew Hampshire.

K^erence (he CiMblt P- OHHS tnlermiiion Securiry
Ke<)(dremenu

SfRVKeuviiACBiiMinr *
"

•

H4.1

Tho Vtndor't Syiiem ti«port end malmenaneo mutt commence upon i>w Cflactbo|Dato and artond ihroufh tho and of iha Cereract larm. and any eclemiorii thereof. M Vet Standard

H«.2

iTha Vender mutt maintain the Hardwerc and Software In accordanct with ihe

ItpedAcatlerB. term, and rcqtireinenu of chs &r«nct. IncSudnc pro«4dn(
lueerodetend fbet.

M Yet • StM^ard
Noto thdt tho herdwart bt the Mlooteft CovommofO

Qowd sorvor ersdronmer* bnec latdcr.EnvblenscsntraL

H4.3

The Vendor must rcpeb or rcpbcc the Hardwari or Software, or any portion
thereof, to that the System cporatat In accordance wfth tf>e SpccMotleni, cermt.
and rodUrementa of the Contract.

fd Yet Standard
Nou that tho fprdware In the Mkrosefl Government

lObt^ aarvor orwbonmonc b net under CmbianB tontreL
|We havo. however, mlpoiod to newer hoiis at needed.

r7id/
ConirKtor inHiils:

OolT I 202002S
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K«.4

Al Hartfwv* ard Sotcwvc compencnu of t>i« Vendor hottlnf Wnnructurt <n«m

b* h% u^portcd hr r«vccdvt menufactwcn ai al tbnc*. A1 approved

crtikal patdwi for operaflng miems. deubeaca. web icntccs. etc. must be

tppbed obHn ifaty (CO) d>ra of rateaae by tJwb mpeetke mamdacturen.
t'n Standard

H4^

Tba Sutt nuM have urinVtcd aecei>.v(a ptane or Emol, to the Vendor leetvbeal

tupportitaN between the heufi e( 7:30an) to S.'OOara Monday throufhFridatCST

(ei iiorxiltkal deficiendei;
M

a

No N/A

Oar Denver'baaed taroport deak operatci from TrOOam to

SfiOpm UST lAoraday -Friday for norxrlllcal bauet. and

crUeal biuai are meniiered Sunday through Saturday

73m • SMwn MSr. The State actepts this response.

The State mwn have <rrdmhed J4/7/J6S aeceu. via phone or Email, to the Vendor

technical wveort ttaff when conccmint crkical deflctendea and lyitem wpibna.
No M/A

Our Derwer-baied tupport deak Pperalea from 7Mem lo

S.-OOpm MST Monday -Friday lor norvprhicai luwea. and

eritlcaltatuel are rraonkercdSuplavthrouch Sataeday

73m-S:00omMST. The State accepts this response.

H4.«

The Vendor reiponae tbne tar nipport murt conform to the tpadflcdcfidtncycbit

at deacitaed beta* or aa aceod to by the partica:

• CUia A Daflclencv • Software • CrtUcal. doci noe altaw Syncm to operate, no wort

around, demanda bnmediau actlort; Wrtnan Oecumenution • miatirif aifnlfteant

portlona of Informetlon or unlmeOI|Ibie to State: "on Software • Servkaa arere

btadeouate and rcpulre re-perfermarKt of the Scrvlea.

• Oaai 6 Ocftdcney-Software • Imporuncdeei not itopoperationard/or there b

a work around and wter can perform uiki; Written Oocumefnation • perttani of

btformaclon ara miaalni but net cneut^ to makt lha document ledrttelBifble: Ion

Software • Servkci were dcftdere. rcqtira reworUnt, but derw reaubt ra-

performance of the Scrvlee.

• Oata C Deficiency - Software • minimal, coametk bi nature, mbdmel effect en

Syttem. low prlerity and/or user can uie Syatem: Wrlnen DecumcratJon - inifdmal

chorttea rcoiircd and of minor edkbic notwe: Men Softwara • Scrrfeea reqtire orpy
miner rewertine ar<d do net reotdre re-parformanca of tha Sarvtaa.

M No Cusiona See tab 7 lor Envblon itandard SLA lermi

The Siate acceots ihJs response.

M.7

A> part of the malnienenec adreemcre. endobtg i*9port bawei rnuM be reaponded

to KCPtdInd to the tciMoatin(:

a. Oatt A Oefidanclea • The Vendor mual have avababli lo the State ert<al

ttlapherw axilitarKe. with baue t/acUnf avalable to the Suie. twcnty-leur (24)

hpuri a day, leven (7) daya of the areek with an email / telephone teapcnM wbhin

on* (1) hour of repueat; or the Vendor muct provWe tupoortorvtlte or arlth remote

diaciteitk Servicea, adthin four (4) butWaa hour* of a rcpueit:

D. Oaai B t C Qcfklendea -The Sutt muit notify tha Vandor of iwch Oefldendet

durlrc resuter buahteai houra and the Vendor mun rcapend back arbhln four (4) ■

hcura of notification of planned correcthre actlen: The Vendor must repair er

replace Softwara, and provide malrKertance ol Ifte Sofcarare In accordanca with the

Spedfkatlena. Tcrtna and Repuiremenu of the Contract:

M No Cuilem See tab 7 tar Envblon atandard SIA lermt

The Stale accepts Ihis response.

H4.I
The henlnf aerver lor the State must be avaBeble at defbaed by upttane

repubamenta. eK«pt tor diebti tehedulad malratertataca.
M

ret Suradird The Alaee customer SLA lor c> tcraAcea b M.S1S, and

Erwbien metchet ihau

H4.9

A rc(u(arlv Khcdulcd matrKeraance arltadow mutt ba ideratlfled (ttich ta aveekly,

moiaiMr, or quarttrly) at which timt alrclcvitp aerver petcheaaradappBcatien

vpc'adei mual be appBed.

M

Tei Slantbrd TypleaBy this b coordbwted with monthly ippBcatlon

patchct, but earr icdamdani hoatbip arctaicctura alewt ui

to Incrementaby patch a> wtL

H4.10

II Tha Vendor b unatPe M meet the uptime requbemcrat. TTae Vendor muii c/cdh

Sute'f accourp bt an amotm baaed tcon the foBowbi« lormula; flotal Cocpraci

Rem brbt/MS) a Nomber of Oaya CorPract Item Not Provided. Tha State must

reouetl ttaa crcdk ba vrrltinp.

M No Staradard

Crwblpn wS rcfuttd arvy monlea crcdted 10 ua by MIcroaef'

lor any New Hampthire Anre oartacta from Mkrotofi

Anre Covcrnment Oeud eervlcei.
State has provided addttionaf information bt E;dta)n 6 Price

and Payment Schedule.

H4.1]
The Vendor maot provide documentation and utMte a cfaanpt menateraaetw poicv

for rwitflcatien and iracUnp of chanpa rapuaru a i avel aa outaeea.
M Tea Standard

H4.12
Anoutata wll bedealpiatcdwhcna btobaeai function cannot ba met by a

rweertoTTTine appecidon erad there b no avert around to the problem.
M

No
Go torn See tab 7 tor Enviaiert itandard SIA Itrma

The Slate accepts ihb response.

OcXT ■ 2020-025
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H4.I3

T>«« V«n4o< muU mtlnoin* r«eof4«< th« »ctM4*irci*tc4wH*rdw*r* «rd

Software aciSWei pertomwd chat affact tha Sototteo aotf tnun report MoncMr en

the IgBowIng; Server i^iime: Al ehanp requeiti bxpltmeMeO. Indudirtt opcritira

lytscfn patehai; M eirutci reported lndjdn( acttal icuw end ttMkittoo; Number

of defWlarwIet reported br daai vdth Initial reiporae time c> weB at ticiM to eleia.

M Tei SunArd

H4.14

T>w Vender wfii five cwe-bvtlneM deyt prior nedflcatlen to the State Prelcet Staff e

•• oklcal chan(ti/updaiaf and protridc the State «rith trairring due to the uptradet

andchsneei.

M Te» Sundard

H4.1S

The Vertdor wSI che e 30 dayi prior r«etifleattert to the State Prefect Staff ei el nen-

crftkeichentet/updatci end provide the Suu w4ihtralnb\(duc to the up(rade>

andcharvei.

M To Standard

TraMtfonnew leetvo may coma bilhe lormof

decumenutlert. fve wcbbiat. end/or rideo coMtni.

Dorr > 202M>2S

Qm

OS/fS/2jOZO
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Atttchmeni 1; Prc{«ci Requtremena

SUPPORT & MAINTENANCE REQUIREMENTS

State Requirements Vendor State and Vtrtdor' ■

Req t •Itiqulrtmewt t>tKitpUen CrMcathy
Vendor

ftesponsa

DePvcry

Method
Cdrnmeni* .• State artd Vertdor A|yeed upon Commenis

SUPPOKtA MASNUNOfiCt PtQinntMtNli '

Sl.J

Th* Vrndor*! Srtltm lupport «nd m«intefianc« muit cdtubcacc upon the

El'cctiv* 0*te tftd extend thmuth the end el the Cent/set term, end any

extensloni thcreel.

M

*

Si.2

Vendor must mainuin thc-H»rdw»rt end Sofrwirc in accordance with the

Spedficetiom. terms, and rcquiremeMt of the Centmet. Indude>| pro'rtdm.

uecredes end Ihet as reeuned.

M Yes Sundard

S1.3

Vendor must repair Software, or arty portion thereof, to that the Solution

operates in accordance wtih the Spedficatlooj. terms, and reqttlrantenu of the

ContraCT.

M Yes Standard

St.4

rhc State must have ordimCed access, via phorte or (mai. to the Vender technical

support stiff between the hews of TrSOam to S:00pm Monday threuth Friday CST

for norxrftkal defWenoes;
M r«o N/A

Our Oenver*ised support desk operates from 7:00am to

HJOo"* MST Mortday -Friday lor non-crilleal issues, ar«d

eritleal issues are morutorcd Swtday throsoh Saturday

7-pm-S:00pm MST. The State accepts iftls resportse.

S1.S

The State must havt unlimited 24/7/M$ access, via phone or Email, to the Vendor

techrtlcal support staff when corteemint critical dcficicndrs and outaies.
M No N/A

Our Ocnver-basetl support desk operates from 7M*m to
SDOpm MST Monday -Friday lor non-erhical issues, artd

critical issues arc morsitored Sunday chreuth Saturday

7sm-SMemMST. The State accepts ihb resportse.

Sl.«

The Vendor rcsporue time for support must conform to lite ipedftc defWertcy

dass at described below or as afreed to Py the panks:

• Oass A Oefidency - Software - Critical, does rtoi alow System to operate, no

work areucv^ denunds immediate action; Written Ooeumcnution • ndsxinc

sttnillcani portions of information or uritHcBltlbie to State; Non Software •

Servicej were inadequate andrequire ra^erformanee ol the Servica.

• Oast B Otflciertcy • SotTwara • important, dees net stop operation artier thera

is a workaround and user can perform tasks; Written Oocumeniation • pertlortsof

inlorTTMtion art ml«in| but r>et enough to maka tf>e document urtinteCQtible: Non

Software • Scfvieef were deficient, require rtwordt*^ but do ttei requirt re-

perforrttance of the Service.

• Oats C Oefidency - Software • minitnsi, cosmetic In rseturc, minimal effect en
System, lew priority and/or user can use Systam; Written Oocumentation -

mMmal cftances required and ol minor e^nf nitura; Non Software • Scrvlees

require only manor rewertirtq end do not require re-pcrformartee of the Servica.

M See tab 7 for E/wision standard SLA terms

$t.7

The Vendor must make tvaSabie to tfte Statt for review and use the latest

profram updates, teneral maintenance releases, selected functlonaSry rdcasei,

patches, atsd Oocumentation that are cctcTaSy offered to Its cvstomeri, at no

addtionelcost.

M Tes Standard

/

SLt :

For eU mainienartce Services calh. The Vertder must ensure the loltowinf

information win be collected and maintained: 1} natwa of the OeficictKY; 2)

cvacrM naius of the DcfidcrKy; 3) action plans, dates, trtd times; 4) espectad and

actual comptetsen time; S) Delidencv rescfwtion Information. 6) Aesetvcd by, 7)

Identifyiiq cwnber i.e. wort order number, 8) bsue Identlfled by, 9) Approved by

Suie status. lOJ/tporowedby, U)ComplciIonOu«Oaie;

f Yes SlanArd

Wi wOl (rack ill bsues/rcqucits tJvosqh resoliAlon in

SysAid. This nchrdes: catctery, status, TFS lO. TTS Status,

release. AR other informatioo may ba capitircd within

notes, but no specific fiddi exist to track the other hems.

OolT > 202(H>2S

ConlTKtor IniUJb:

Oste

.
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AtKChnent 1: Proitct Requirements

lUq ■ Mquhemeni Oesolptlen' - - OMcaBty
Vendor

Response

OeBvery

Method
••Commeno &aie and Vertdor Agreed upwCommenu

S1.9

The Vendor mun wort wtth the State to ideftCVv end i/ouUethooi'potcntUnv

■•rxetcele Sviicm (eBures Or Defldendci br ceaectine the feBowint infermiiien:
1} meen time between reponed Oeficiendet whh the Sottware: 2|^|noti« el the
root ctute of the problem; end 3) Idenilfletilon of repeat caBt or repeat Soliwtre
orobleffls.

P Vcs Sundard
we lyplcaly provide the root tause lor ^ brge-seale
Issues, but not mean time between reported bugs.

Si.10

Aa part of the malntenartee afreement, ontelrid support issues must be responded
to eecordbq to the loilotidnt;
a.Oau A Ocfidcneiei ■ The Vendor mutt have ev»Bab9e to the State ervoi
iclephorte atsiRanee. with issue tracUrtq aviilabia to the State, twentY-lowr (24]
houn a dev. seven (7) days el the week with art emai / letephoAe response within
one (l}hour ol request; or the Vertdor must provids support en-tlte or with
remote tSafnostie Services, within lour (4} business hours of a reouest;
b. Oass B & C Oefldencin -The Stale must notify the S^endor of sudt Oefldeneies
durinq rcfular business houn artd the Vendor must respond back within lour (4)
hours of notification of planned correaive action; The Vendor must repair or
replace Software, artd provide maintenartec of the Software in accordartce wHh
the SpcciTieailont. Terms artd Requlremenit of the Contract;

M No H/A See StA Ts t O

The State Kcepu thh response.

Sl.ll
The hosiin( server for the State must be available as defined by uptime
retniremenu, except for durint scheduled mtlncenance.

M Tes Standard

Sl.t2
An ouiate wlB be dcsitnated when a buslttess Iwteiion cannot be ntci by a
nonperlormirtq appGcation artd there b no work around to the protdem.

M res Standard

si.n

The Vender must maintain a record of the activities related to Hardware and

Software acthritict pcrfornwd that affect the Solution and must report IrSeothly on
the icltowinq: Server up-time: AB chanft requests bnplcmenied. kieludbq
operalinf lyiiem patches; Al ouia|ct reported indudbs actual issue and
resolution; Number of dcTidcndet reported by cbss with initial response time as
well as time to close.

M Tes Starsdard
We provide montWy Aiwe status reports to iB dicnts.
ictdudng uptime metrics

Sl.ia

In (he developmeni or maintenance of any coda, the Vender mtrst enture that the
Software It independently verified and validated usiht a meihodolory determined
appropriate by the State.

M No N/A WeblZ is COTS software

State and vendor discussed development
methodolofv and lestinf. Slate accepts the Vertdor
methodolotfes.

si.iS
The Vendor must partner with (he Slate with possible soludons to resoN* issues
to maintain a fuOy fimctienint. hotted Svnem.

M re* Standard

Sl.tS

A reqvbrty schedided maintentnee window must be identiflcd (such ii wectdy
monchfy, or quarterly) at %>hieh time aB rtlcvint server patdses and appfieaiion
uetrades mutt be apeOed.

M No N/A
Crwision prefers having »mc DeiifaiBty to schedule
eowveniem dmrs with dbnts lor potentbl downtime ie
iheb systems

Vendor tvQI provide one week notification and
approval State accepts this reiportse.

S1.17

The Vender must (hq cwe-builncss days prior notification to th« State Project
Suli of aB critical chanqes/updaies artd preside itw Suie with training due to ih«
upgrades and changes.

S4 res Standard

Sl.lS

The Vendor must give a 30 dayi prior notifieition to the Stata Prejeet Staff ol atl
nenqrhical eharttts/updaiei and provide the State with (raining diw to the
upgradei and changes.

M res Standard

SI.19

AB Hardware and Software components of the Vendor hosting Mrasiructure must
be ludy supported by (heir respective mantilacturcrt at all times. Al appr^reC
critical patches igr opcraUng systems, daiabites. web terwcet. etc. muP be
tppCcd within liity (60)d>YS of release by their respective mamdacturera.

M

res Standard

SI.20
The Vendor must provide a method of u^eadng and downloadng flies to (he
Suie's FTP she, as appBceble.

M
res Standard

Need specir«ailon lor fie rypes to be transferred and
why.

OoTT a 2020-02S
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AnxKment ]: Project Reqvtrenteflts

PROJECT MANAGEMENT
^  e *

State Retirement) Vender I sute and vendor |

Mo ■ - ReoUrcmcm OWcatty
Vender

Retpente

Deiptri Cenenenti ' Stateand Vendor Ajteed upon Cornmeno |
MOrECT/MAJVAGIM/A/r . .. .. s

H.l Vendor m««i ptrtMpete In in Mitel Udc^ meetlne loMibte cho ProJecL M . Tet Startdird

ei.i
Vendor rmnt prgeWi Pre|eet Sutf is ipedfled In the AFP.

M Yet Standard
Vender retervet te f1(ht to aut'"*''* and/er tvbttltuta
tun wbh Giitemcr aeorovai.

►UJ

Vendor m««l MrOmli • Ibubed work Plin wkhin un |10| dev* iftar Centrict
iwerdendepproeilfaTCt'itinOi' lt»d CcvrriL The Work Pten nant IrKitidc.
•rfchoul ItTVuilon.« deteled dcsotpiion el the adicdote. uiki. OeavenMeA
eritlol evcmi. ut) depcndendn. end prrmeru Sdwdute. The plan nrun be
updated no leu thin everv two wewtl.

M No Startdard

Adraft verden ol the arerli pten hat been prerlded whh
iMl reipertae. A nrtettad werk pbn wfl be prorlded 10
diyi after the InUal Ucteft rreetlne b hcU and wO ba
updated weelpr urttl the new tyttern b dep^red. At the
pebw the >S b bnpkmenieA the freoueney el wori pbn
vpdatet wfldbrMth tea mutuaPr apced toddhrcry
frcouettcv (bhwetVr or mcntfdr at rmdid). The State accepts vender rcioonse.

ri.4

Vender nwit prerldedctaacd weeUf etatv* report! en the pregreis el the
Prefect, whkh wltl Indudc cjipcnsc* Itrcurred treir to date. M Ne

1

Standard :
Vertdor vrb provide deuBad weeUf itatui rcperti en the
ptepeti el tha prefect but the nperuet teeurred te date
vdl be irectad In the work plan. The State xceoti vender responte.

ri.)

AB uMr. icchrilcil, and Srrtcni DocumcMiOon it area at Prefect Smedulct. plant,
ttatvt reportJ. and cerretpertdcnu mutt be nMntilned at prefect documentatien
and mvtl be provided to the State In Word or POP fermaL

M Tat Standard

tn addition, documcnti may be prodded In orlftnei
appdeatlen file formats {t^. Eieei Prefect. Vltle.
PewcrfdnL eic.1

OofT 12020^25
6. PftOJECT MANACEMEW
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Service Level Agreemertt

Severity Definition

Critical

Respond within 1 hour

Total System failure

Major component is not working

Mission critical impact to business function

High

Respond within 4 hours

Associated function not working with no

workaround available

Moderate to severe impact to business function

Medium

Respond within 48 hours

System / functional error that can be bypassed

System / functional errors that occur outside

normal routine

Low to moderate impact to business function

Low

Respond within 72 hours ^

Suggestions (future enhancements)

Possible design problem

Questions

Low impact to business function/workaround exists

DolT H 2020-025
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