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, STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette ) 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Partricia M. Tilley : www.dhhs.nh.gov
Director

February 2, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampsh:re 03301

REQUESTED ACTION

Authorize' the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive amendment to an existing contract with Sage Pursuits, Inc.
(d/b/a Envision Technology Partners, Inc) (VC# 318560), Greenwood Village, CO for
enhancements to the web-based Immunization Information System (IIS) to support the COVID-
19 pandemic, by increasing the price limitation by $2,499,000 from $2,651,554 to 5,150,554 with
no change to the contract completion date of June 30, 2025 effective retroactive to July 1, 2021
upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on June 10, 2020, item
#14A. ‘

Funds are available in the following accounts for State Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified. )

See attached fiscal details.
EXPLANAT_ION

This request is Retroactive because the Department needed to expand the New
Hampshire Immunization Information System functionality to ensure immunization data
throughout the State can be reported. The Department did not have the funding available to
support these required efforts until November 2021. With retroactive approval, the Department
will be able to compensate the Contractor for work completed during the COVID-19 Vaccination
response effort.

The purpose of this request is to expand the New Hampshire Immunization Information
System functionality. The expansion will support Health Level seven (HL7) onboarding of 400
providers {1,000 sites); developing state dashboards for data quality reporting; and establishing
data interfaces with the State’s Enterprise Business Intelligence for COVID-19 vaccination data.
Additionally, the Contractor will be making modifications of existing New Hampshire Immunization
Information System reports to meet new Center of Disease Control requirements for COVID-19.
In addition, this amendment will support the implementation of the following additionat modules:

+ Vaccine Ordering Module

+ School Nurse Module -

L. ' I |
The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens Lo achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

+ Communication/Provider Management Module

HL7 onboarding is a major undertaking by both the provider community and for the
Department. The onboarding process is a multistep process, and includes integrated user and
provider management modules while allowing clinics to register in one portal. The Contractor will
work an the New Hampshire Immunization Information System to enhance the process, which will
make anboarding easier for both the provider community and the Department. The Contractor will
develop the New Hampshire Immunization Information System inventory module, which allows
providers to order COVID-19 vaccines directly from the State, bypassing the ordering from the
Centers for Disease Control using the Vaccine Tracking System (VTrckS). -

The Department will monitor contracted services by-ensuring that the Contractor performs
the following project management functions:

+ Scheduling and é0nducting meetings with Department staff, maintainihg action plans
and reporting on the current status of all tasks;

. Conductlng briefing sessions with Department management or the project team upon
request; :

¢ Reviewing written weekly status reports where the Contractor documents any decisions:
made or discussions with Department staff;

e Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

+ Reviewing an online monthly report.on the activity and status of all logged requests
received,

As referenced in Part 2, Information Technology Provisions, Contract Term of the original
contract, the parties have the option to extend the agreement for up to five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Department is not exercising its option to renew at this time,

Area served: Statewide
Source of Funds: CFDA # 83.268, FAIN #23IP922595

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted, -

Docu$igned by:

i b, Loy

24BAB3ITEDBEB42S...

Lori A. Shibinette

Commissioner
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Fiscal Details Sheet for Sage Pursuits, Inc.
d/b/a Envision Technology Partners, Inc.

05-95-090-902510-1956, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION COVID-19 -

State : Increased .
. Class / . Job Current Revised
Fiscal Class Title {Decreased)
Year Account Number Budget Amount Budget
- Contracts :
2022 | 0% | for Prog Svc | 90023210 $0| 1,524,000 | $1.524,000
Subtotal 30 31,524,000 $1,524,000

. 05-95-090-902510-2495, HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH BUREAU OF INFECTIOUS DISEASE,
IMMUNIZATION ARP

State . Increased .
Fiscal Ai'g:j r“' . | classTite | l‘l’r"’]‘; o g‘;‘l';e:: (Decreased) ';z"c;sif
Year g Amount 9
' . . Contracts '
2022 | g% | for Prog Svc | 90023800 $0|  $975,000| $975,000
Subtotal $0 $975,000| $975,000

05-95-090-902510-5178 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
IMMUNIZATION PROGRAM

State : : Increased .
. Class / I Job Current - Revised
Fiscal | account’ Class Title | i mber | Budget (Di‘;iﬁf:d) Budget
Contracts for 90023200 ' '
2020 | 102-500731 Prog Svc . $964,114 50 $964,114
Contracts for ‘ .
2020 | 103-502664 | Operational | 90023103 $173,000 $0 | $173,000
Svs ’
Contracts for -
2021 | 103-502664 | Operational | 90023103 $160,063 $0 $160,063
 Sve T
Contracts, for
2022 | 103-502664 | Operational | 90023103 $160,063 $0  $160,063
: Svc : : ’
Contracts for
2023 | 103-502664 | Operational | 90023103 $160,063 $0 $160.063
Svc : '

Page 1 of 2
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Fiscal Details Sheet for Sage Pdrsuits, Inc.
d/b/a Envision Technology Partners, Inc.

2024

103-502664

Contracts for
. Operational
Svc

90023103

$160,063

$0

$160,063

Subtotal

$1,777,366

$0

$1,777,366

01-03-03-030010-7695000 GENERAL GOVERNMENT,

INFORMATION TECHNOLOGY

DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS. Class 027 — 50% General Funds and 50% Federal Funds) Activity Code

03900052
State Increased
Fiscal ‘S: 12:3& Class Title N:;‘;.er gﬂgeztt (Decreased) Féeuv;szf
Year ) g Amount . 9
. | TecHNOLOGY | .,
2020 | 038-509038 | . soFTwage | 03900052 $74,188 $0| $74,188
: TECHNOLOGY }
2021 | 038-509038 | . soFTwWARE | 03800052 | $200.000 $0| $200,000
TECHNOLOGY
2022 | 038-509038 | _sorTware | 03900052 | $200,000 $0}  $200,000
TECHNOLOGY
2023 | 038-509038 |- _soFTwARE | 03900052 | $200,000 $0 |  $200,000
" | TECHNOLOGY . | :
2024 | 038-509038 | . sorTware | 93900052 | $200,000 30| $200,000
Subtotal | $874,188 $0| $874,188
Total | $2,651,554 | $2,499,000 | $5,150,554

Page 2 of 2
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State of New Hampshire
Department of Health and Human Serwces
Amendment #1

This Amendment to the VaxNH Immunization Information System contract is by and between the State of
. New.Hampshire, Department of Health and Human Services ("State" or "Department”) and Sage Pursuits,
Inc. dfb/a Envision Technology Partners, Inc. ("the Contractor”).

WHEREAS, pursuant to an agreement {the "Contract") approved by the Governor and Executive Council
on June 10, 2020, (item #14 A}, the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and appropriate State approval; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions cohtained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Part 1 Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$5,150,554

2. Add Part 3, Exhibit A Statement of Work, Section 3 Deliverables, Milestones, And ActiQities
Schedule, Table 1 Section 16 to read:

' |OPERATIONS
- . . ' Projected .
\Activity, Deliverable, or Milestone _ Delivery Date Deliverable Type
16  |COVID Enhancements and HL7 Support 6/30/2024 . [Software

3. Add Part 3, Exhibit A Statement of Work, Sectlon 4, Deliverable 16 HL7. Enhancements and
Support to read: '

Deliverable 16: Enhancements and Support.

Description

| Communication/Provider Sub

Mgm__t Task ltems

Part -1 Perform JAD sessions to gather requirements and
workflow needed for managing providers. Expand on the
ideas to date to improve registration, communication, and re-
certification of COVID and non-COVID prowders and
manage uitra-cold vaccines like the Pzifer COVID vaccine.
Take the current functionality and add the additional client
management features, including clinic- program
communication support within the application. The intent is
to reduce the workload on the NH IS Program for pandemic

and post-pandemic provider management activities.

Prioritize functionality into Part 1 versus Part 2
[. D8
2/2/2022

Provider Management
Enhancements Discovery 4.1
Sessions - Part 1

enhancements.

$8-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa Contractor Initials
Envision Technology Partners, Inc.
A-GAR-1.1 . Page 1of 8 o Cate



Provider Management
Enhancements Discovery 42
Sessions - Part 2

Provider Management
Enhancements 43
Development - Part 1 :

Provider Management
Enhancements 4.4
Development - Part 2

Support for added
functionality to the Provider 45
Management Module-

COVID Dashboard Task
Items

Support of the WeblZ
embedded Power Bl 51
dashboards
One additional Power Bl
report '
Support of the WeblZ
embedded Power Bl 53
dashboards
One additional Power BI

54
report
Support of the WeblZ
embedded Power Bl 55
dashboards
| One additional Power B 5.6
report ’

EBI and Vital Records
, Task.Items

52

Vital Registry integration 6.1

EBI integration setup and 6.2
maintenance ’
Vital Records Support 6.3

DocuSign Envelope ID: 2B3B8232-8DFD-4120-80A1-D1868D5ETATS

Part 2 - Perform JAD sessions to gather requirements and
workflow needed for managing providers

Develop Part 1 of the ideas to improve registration,
communication, and re-certification of COVID and non-
COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
program communication support within the application. The
intent is to reduce the workload on the NH 1IS Program for
pandemic and post-pandemic provider management
activities.

Develop Part 2 of the ideas to improve registration,
communication, and re-certification of COVID and non-
COVID providers, and manage ultra-cold vaccines like the
Pzifer COVID vaccine. Take the current functionality and add
the additional client management features, including clinic-
program communication support within the application. The
intent is to reduce the workload on the NH IIS Program for
pandemic and post-pandemic provider management
activities.

Description

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities :

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities .

Support fee for the reporting functionality

Develop one additional report to support the pandemic
response activities

Description

switch the file delivery mechanism to leverage SFTP

maintain and enhance functionality as needed to support EBI

integration
(o

Support fee for the VINI integration

5$5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/b/a Contractor Initials

Envision Technology Partners, Inc.

Page 20f 8 Date 2/2/2022

- A-GAR-1.1
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Vital Records Support 6.4 Support fee for the VINI integration
Vital Records Support 6.5 Support fee for the VINI integration

 Additional COVID Data and Sub
'Work Task ltems Tasks

Description

Funding for unplanned

COVID work and adhoc data 71 Adhoc data requests, Twilio charges, and other COVID

unplanned work

requests
QR Code Support 7.2 Patient Portal Enhancement and Support
Twilio Charges 7.3 Twilio Charges - 2 months

Funding for unplanned
COVID work and adhoc data 7.4 Adhoc data requests and other COVID unplanned work
requests

QR Code Support 7.5 Patient Portal Enhancement and Support

Funding for unplanned _
COVID work and adhocdata 7.6 Adhoc data requests and other COVID unplanned work
requests ’

QR Code Support 7.7 Patient Portal Enhancement and Support

Funding for un'planned ) )
COVID work and adhoc data 7.8 Adhoc data requests and other COVID unplanned work_
requests )

4. Add Part 3 Exhibit B Price and Payment Schedule, Section 1 Payment Schedule, Subsection 1.1
. Firm Fixed Price, Table 2: Price and Payment Schedule, Deliverables, Sections 16 through 22 to
read: - '

—_—

Su_b ' Delivery |

_HL7 Enhancement Task'
,Items Tasks ' Date

[ HL7 Onboarding -
Discovery Sessions - Part 1.1 12/31/2022 : $ . 100,000.00
1 : : . .
HL7 Onboarding

| Discovery Sessions - Part 1.2 6/30/2023 $ 100,000.00
2
HL? Onboarding _ .
Discovery Sessions -Part 1.3 12/131/2023 $ 100,000.00
3
HL7 Onboarding '
Development - Part 1 1.4 6/30/2023 $ 160,000.00
HL7 Onboarding | |
Development - Part 2 1.5 12/31/2023 $ 160,000.00 .

- §8-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa . Contractor Initials

. Envision Technology Partners, Inc.
A-GAR-1.1 Page 3 of 8 , Date _ 2/2/2022
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HL7 Onboarding

Development - Part 3 16

School Nurse Task

6/30/2024

Delivery
Date

220,000.00

Items

Setup of the WeblZ 21
School Nurse functionality '
Support of the WeblZ 29
School Nurse functionality '
Support of the WeblZ 213
School Nurse functionality '
Support of the WeblZ 24
School Nurse functionality '
Support of the WeblZ 25
School Nurse function.ality e

71112021

71112021

6/30/2022

6/30/2023

6/30/2024

Vaccine Ordering Task: Sub Delivery

15,000.00
612.50
3,266.67

3,266.67

3,266.67

 Items Tasks . Date

Add Z6 Profile to the
Vaccine Order shipping 3.1
info screen -

9/30/2022

Communication/Provider  Sub: i Delivery |
"Mgmt Task Items Tasks + Date

Provider Management
Enhancements Discovery 4.1 6/30/2022
Sessions - Part 1
Provider Management
Enhancements Discovery 42 12/31/2022
Sessions - Part 2

$5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/b/a

Envision Technology Partners, Inc.

A-GAR-1.1

Page 4 of 8

100,000.00

100,000.00

60,000.00

Contra;tor Initials

Date

@

2/2/2022
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Provider Management
Enhancements 43

6/30/2023
Development - Part 1 :

Provider Management
Enhancements 4.4
Development - Part 2

6/30/2024

Support for added

functionality to the 45
Provider Management '
Module

6/30/2024

_COVID Dashboard Task.  Sub

" Delivery
items Tasks Date

Support of the WeblZ
embedded Power Bl 5.1
dashboards

One additional Power Bl
report

Support of the WeblZ
embedded Power Bl 53
dashboards

One additional Power Bl
report

Support of the WeblZ
embedded Power BI 55
dashboards

6/30/2022
5.2 12/31/2022
6/30/2023
54  12/31/2023

6/30/2024

One additional Power Bl
report

56 6/30/2024

- EBI and Vital Records Sub Delivery
Task items Tasks ! Date

| Vital Registry integration 6.1 6/30/2022
EB! integration setup and 6.2 7/1/2021-
maintenance 6/30/2024
Vital Records Support . 6.3 6/30/2022
Vital Records Support 6.4 6/30/2023
Vital Records Support 6.5 6/30/2024

§8-2020-DPHS-04-IMMLUN-01-A01 Sage Pursuils, Inc. d/bfa
Envision Technology Partners, Inc,

A-GAR-1.1 Page 5of 8
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200,000.00

117,000.00

40,000.00

78,400.00

40,000.00
78,400.00
40,000.00
78,400.00

40,000.00

25.000.00

209,362.48

26,666.67
26,666.67
26,666.67

G

2/2/2022

Contractor Initials

Date
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Additional COVID Data Sub . Delivery

and Work Task items Tasks Date

- Funding for unplanned 711/2021-
COVID work and adhoc 7.1 $ 49,025.00
d 12/31/2021 :
ata requests .
QR Code Support 7.2 6/30/2022 $ 5,000.00
. 11/2022-
Twilio Charges 7.3 2/28/2022 $ 3,000.00
Funding for unplanned
COVID work and adhoc 74 172022 - $  100,000.00
6/30/2022
data requests : _
QR Code Support 75 6/30/2023 $ 15,000.00
Funding for unplanned : '
COVID work and adhoe 7.6 6/30/2023 3 100,000.00
data requests :
QR Code Support 7.7 6/30/2024 $ 15,000.00
Funding for unplanned ‘ .
COVID work and adhoc 7.8 6/30/2024 $ 60,000.00
data requests
Grand Total $ 2,499,000.00
:DS
$8-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bla Contractor Initials

Envision Technology Partners, Inc.
A-GAR-1.1 : Page 6 of 8 Date __2/2/2022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective retroactive to July 1, 2021, upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by: .
2/3/2022 Paeia M. They
Date Name: patricia M. T11 Tey
. Title:
Director

Sage Pursuits, Inc. d/b/a Envision Technology Partners,
Inc.
DocuSigned by:

2/2/2022

{Laire Murdur
Date Name: ¢ a*l’re Murchie
Title:
President
$5-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa Envision Technology Partners, Inc.

A-GA-1.0 Page 7 of 8
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

DocuSigned by:
2/3/2022 [:?omjm Hunsino
= 748734844041400,,

Date Name: Robyn Guarino
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

-

- R

Date _ o Namé:
Title:

§8-2020-DPHS-04-IMMUN-01-A01 Sage Pursuits, Inc. d/bfa Envision Technology Partners, Inc.
A-GA-1.0 Page 8 of B '
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SAGE PURSUITS, INC. is
a Colorado Profit Corporation registered to transact business in New Hampshire on May 22, 2020. 1 further certify that all fees and

documents required by the Secretary of State’s office have been received and is in good standing as far as this office is concerned.

Business 10: 842769
Certificate Number: 0005657663

IN TESTIMONY WHEREOF,

[ hereto set my hand and cause to be effixed
the Seal oflhq Statc of New Hampshire,
this 2nd day.of February A.D. 2022.

Dor Lok

William M. Gardner

Secrctary of State
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CERTIFICATE OF AUTHORITY

|, Steve Murchie, heregby certify that:
{Name of the elected Officer of the CorporatlonILLC cannot be contract signatory)

1.1am a duly elected Clerk/Secretary/Officer of Sage Pursuits, Inc. {d/bfa: Envision Technology Partners, Inc.)
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and-
held on _February 1, 2022, at which a quorum of the Directors/shareholders were present and voting.
(Date)

VOTED: That Claire Murchie, President (may list hore than one person)
{Name and Title of Contract Signalory)

is duly authorized on behalf of Sage Pursuits, Inc.{d/b/a: Envision Technology Partners, Ihc.) to enter into contracts
or agreements with the State )
{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is aulhorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote, :

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. 1 further certify that it is understood that the State of
New Hampshire will rely on this ceflificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,

all such limitations are expressly stated herein.
z Z /

Signature of Elected Officer
Name: Steve Murchie
Title: Secretary

Daled:2/2/2022

Rev. 03/24/20
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&
ACORD
u

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY}
11/24/2021

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUHNG INSURER(S}), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provislons or be endorsed.
If SUBROGATION IS WAIVED, subjact te the terms and conditlons of the policy, certain policies may require an endorsement. A statement on
this certificata does not confer rights to the cerlificate holder In lieu of such endorsement(s).

PRODUCER CONTACT  Christy Fields
Denvar Agency PHONE ' (720) 257-7956 (. Mo
210 University Bivd, Suite 600 Eal 5. christy@denveragency.com
INSURER(S} AFFORDING COVERAGE NAIC #
Denver CO 802064661 | ;ysurpra: Senlinel Insuwrance Company, LTD 11000
INSURED insurgr B:  Trumbull Insurance Company 2120
Sage Pursuits, Inc.. DBA: Envision Technology Partners surer ¢ : North American Capacity Ins Co -
7995 Prentice Ave. INSURER D :
Sulte 305 INSURER E :
Greenwood Village CO 8011 INSURER F :
COVERAGES CERTIFICATE NUMBER: _ 2021-22 Master Cent REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN (S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
[ADDLSUBR
B TYPE OF INSURANCE NSO | wyp POLICY NUMBER D Tf%ém LiMITS
3¢| COMMERCIAL GENERAL LIABRLITY EACH OCCURRENCE s 2.000,000
TAMAGE TO RENTED
| CLAIMS-MADE E OCCUR PREMISES (En accumrencel s 1,000,000
= ’ MED EXP {Any one parson} s 10.000
Al 345BAPN3468 1172802021 | 111282022 [ pensonar s aov Ry | § 2:000,000
GEN' AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s_4.000000 -
> poucy s Loc PRODUCTS - cOMPrOPAGG | s 4.000.000
OTHER: . $
COMBINED SINGLE LIMIT
| AUTOMOBILE LIABILITY LOMBINED, s
ANY AUTO BODILY INJURY {Per person} -
— | owneD SCHEDULED
AL | ey || 30w 34SBAPN3463 11/28/2021 | 11/28/2022 | BOOILY INJURY (Par accident) | $
S| Hiren NON-OWNED PROPERTY DAMAGE s
| ™ AUTOS ONLY AUTOS ONLY {Par accident)
Hired Car Physical s 50,000
| | umereLLALA | X ocour EACH GCCURRENCE s 1,000,000
A EXCESS LIAB CLAIMS-MADE 348BAPN3468 1/28/2021 | W/2872022 | Lnanegate s 1,000,000
peo_| <! revenmon s 10.000 : $
WORKERS COMPENSATION | PER OIR-
AND EMPLOYERS' LIABILITY YIN ><I STATUTE ER Ty
B | e AL CUTIVE NIA 34WECBT5534 11/28/2021 | 117282022 | Bk EACHACCIDENT s
1,000,000
{Mandatory In NH} E.L. DISEASE - EAEMPLOYEE | § 'Y
It yas, describe under 1,000,000
DESCRIPTION OF OPERATIONS below EL. DISEASE -POLICYLIMIT |3 T.MUW
. o . Limit {each claim}: $5,000,000
Technology Professional Liability (Claims .
C | made) C-4LPY-017530 11/28/2021 | 11/28/2022 | Aggregate: $5.000.000
Deductible: $10,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACCRD 101, Additional Remarks Schedule, may be sttached If more space s required)

CERTIFICATE HOLDER

CANCELLATION

State of Neaw Hampshire; Dapariment of Health
and Human Services
129 Pleasant Street

Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

%—/Zﬁ«/'

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD nama and logo are registered marks of ACORD

‘
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STATE OF NEW HAMPSHTRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lerl A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner . 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Liss M. Morris www.dhhs.nh.gov
Director
May 29, 2020

His Excellency, Governor Chnstopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

A &

Authorize the Department of Health and Human Services, Dwusmn of Public Health
Services, to enter into a Sole Source contract with Sage Pursuits, Inc. (d/b/a Envision Technélogy
Partners, Inc) (VC# 318560), Greenwood Village, CO in the amount of $2,651,554 for a web-

based Immunization Information System (11S); with the option to renew for up to five (5)

additional .

years, effective upon Governor and Council approval through June 30, 2025. 53% Federal Funds.

47% General Funds. .

Funds are available in the following accounts for State Fiscal Years 2020 and 2021, and

are anticipated to be available in State Fiscal Years 2022, 2023, 2024, and 2025,

upon the

availability and continued approprlatlon of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between state fiscal years

through the Budget Office, if needed and justified.

05-95-090-902510-5178 HEALTH AND.SOCIAL SERVICES DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL

IMMUNIZATION PROGRAM

State- - . Class / B T
Eiscal Year Account Class Title Job Number Total Amount
2020 102-500731 - Contracts for Prog Svc - 90023200 $964,114
-~ ] 103-502664 Contracts for 20023103 $173,000
2020 Operational Svs :
103-502664 Contracts for 90023103 $160,063
2021 Operational Sve - ' '
| 103-502664 Contracts for - 80023103 $160,063
20?2 Operational Svc .
. 103-502664 _ Contracts for 1 90023103 $160,063
2023 | Operational Svc ' '
103-502664 Contracts for 80023103 $160,063
2024 - ’ Operationa! Svc
. _ Subtotal $1,777,366

The Department of Health and Human Seruvices’ Mission is to join communities and fanmilics

in providing opportunities for ¢ilizeng to ochieve heolth and independence.
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His Excellency, Govemnor Christopher T. Sununu
and the Honorable Council
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01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
DEPARTMENT OF, INFORMATION TECHNOLOGY OF, IT FOR DHHS 100% Other Agency
Funds (DHHS Class 027 - 50% General Funds and 50% Federal Funds) Activity Code

03900052

Fisi?it‘?ear | Ail::tsu‘\’t Class Title Ag:::? Total Amount
2020 | 038-509038 TN e~ | o03%00052 | §74188
2021 | 038-509038 : TESC(?F'#WOLESEY' | 03900052 . $200,000
2022 | 038-509038 TEgg'F'ﬂ'ngY ) 03900052 $200,000
2023 | 036500038 TES%",_'—“%E,E'EY’ 03900052 $200,000
2024 | 038-509038 TESCJ';‘,%S;SEY ) 03900052 $200,000
Subtotal $874,188
Total $2,651,554

EXPLANATION

This request is Sole Source because the vendor is the only vendor able to provide the
necessary services. The Centers for Disease Control and Prevention recognizes Envision
Technology Partners, Inc. as a qualified vendor to provide a web-based Immunization Information
System. The Department previously attempted to competitively bid the services included in this
contract. A Request for Proposals was posted in February 2019 and canceled in May 2019
because no vendors responded to the solicitation.

. " The purpose of this request is for the Contractor to create a weh-based Immunization
information System, which is a confidential, electronic system used to track administration of
vaccines. This data system will record all immunization doses administered by participating
providers to persons residing within New Hampshire to provide consolidated immunization
histories so providers can determine appropriate patient vaccinations. In addition, the system will
have the functionality of a vaccine ordering management system, which will be used by the
Department to order, track, monitor, and assure accountability for $28 million in childhood -
vaccines purchased annually. and distributed to approximately 300 healthcare providers in New
Hampshire. The Contractor will work with the Department to setup and maintain this system,
which will be available to all healthcare providers in New Hampshire. The system wili provide
aggregate data on vaccinations for use in surveillance, program operations, and public health
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and the Honorable Council .
Page 3ol 5

action and be in full compliance with New Hampshire Administrative Rules He-P 307, which are
designed to protect the privacy of residents and ensure that patient participation is voluntary.

During the first year of the contract, the Department will use approximately $1.0 million of

federal funds to purchase the software licenses and transfer vaccine inventory, train and educate

. NHIP staff on_the new system as well as provider demagraphic information (e.g. health care
provider addresses, usemames, login, phone, etc.) from the legacy system to the new system.
The Department will also educate New Hampshire staff on how 10 use the system, as well as
develop education for end users. The roughly $300,000 of general funds will be used 1o pay for
continued maintenance and support of the system during year one, which is the same source of
funds used, currently to fund the annual support and maintenance of the legacy system. The
legacy system is incompatible with New Hampshire's needs and the annual support and
maintenance of the existing system is unsustainable. The Department will recognize an
immediate cost savings when it switches to the new system of approximately $200,000 per year
in annual maintenance and support fees. Even when taking inlo consideration the $1 million in

* implementation costs, the Department will still save $79,655 over the life of the 5-year contract..

The Contractor will provide a project management plan as well as participate in regular
project status meetings. The Contractor will work with the Department to migrate the current
provider contact details and vaccine inventory data of providers to the new syslem. Training to
internal staff will be given on how to use this system. The Contractor will assist in selting up
interfaces between healthcare providers' eleclronic medical records and the new system. The
Contractor will also assist in ensuring vaccine management files involved in providing ordering
and retums from health care providers are interfacing with the Centers for Disease Control and
Prevention vaccine ordering system. This system is used to process all vaccine purchased by the
State of New Hampshire. The Contractor will provide updates and releases on a scheduled basis
to ensure patient information is stored in accordance with HIPPA regulations and the strongest
industry security standards.

Implementing this Immunization Information System offers numerous benefits to the
Department, healthcare providers, and individuals and is a key component of immunization best
practices recommended by the Centers for Disease Control and Prevention. Decreased duplicate.
immunizations, decreased healthcare costs, and increased immunization rates are all
documented benefits of an Immunization Information System. This system can prompt providers
to use the most up-lo-date immunization recommendations and can provide technology to remind
patients when immunizations are due. Participating patients and families will benefit from having
access to a complete electronic immunization record that includes information from multiple
healthcare organizations regardless of where a vaccine was received. The Department will use
the system to assure accountability of publicly-purchased vaccines and lo identify communities
with fow vaccination rates to promote vaccination and prevent infectious disease outbreaks.
Besides New Hampshire, all 49 states and the District of Columbia_have an Immunization
Information System in place.

The Department will monitor contracted services by ensuring that the Contractor performs
the following project management functions:

« Scheduling and conducting meetings with Department staff, maintaining action plans
~ and reporting on the current status of all tasks;

’

« Conducling briefing sessions with Department management or the project team 'upon
request;

o Reviewing written weekly status reports where the Contractor documents any decisions
made or discussions with Department staff;
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» Maintaining an issues list and enhancement requests and providing technical support
services for the server environments based on the priority levels and problem
resolution; and

« Reviewing an online monthly report on the activity and slatus of all logged requests
received.

As referenced in Pant 2, Information Technology Provisions, Contract Term of the attached
contract, the parties have the option 1o extend the agreement for up five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval.

_ Should the Governor and- Council not authorize this request, New Hampshire will be the
_only stale in the nation without an Immunization Information System. if authorized, this system
would allow for enhanced vaccine accountability of publicly purchased vaccine, and timely
immunization data during vaccine-preventable disease outbreaks or pandemics. Moreover, the
federal funding directed towards the acquisition and implementation of the system would be
jeopardized if this system was not purchased. |

Area served: Statewide
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Source of Funds: CFDA# 83.268 FAINS NH231P922595
In the event that the Federal Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

e

Lor A. Shibinette
Commissioner

\' | . B W“ﬁd“" for

Denis Goulet
Commissioner - .
Dept. of Information Technology

.

DolT RID # 51248
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goutlet
Commissioner

May 29, 2020

Lori A. Shibinette

Commissioner

Department of Health and Human Semccs
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

~

Dear Commissioner Shibinette:

This letter represenls formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source contract with Sage Pursuits, Inc. (d/b/a
Envision Technology Partners, Inc) (VC# 318560), Greenwood Village, CO as described below and
referenced as DolT No. 2020-025. '

The purpose of this request is for Sage Pursuits, Inc. to implement a web-based
Immunization Information System which is a confidential, population-based,
computerized database that records all immunization doses administered by participating
providers 1o persons residing within a given geographical area. The Immunization
Information System will provide consolidated immunization histories to determine
appropriate client vaccinations by & provider. In addition, the system will have the
functionality of a vaccine ordering management system. Sage Pursuits, Inc. will also
provide annual support and maintenance.

The amount of the contract is not to exceed $2,651,554 and shall be effective upon
Governor and Executive Council approval, through June 30, 2025.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,
Bl @ e,
Denis Goulet

DGfik
DolT #2020-025

cc: Mike Williams, 1T Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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o : : : ' FORN NUMBER P-37 (version S/8/15)
Subject: VaxNH lmmunization |n(ormation System ($5-2020-DPHS-04-| MMUN} ] LT
ﬂmj;_q: This agreement and alt of its altachments shall become public upan submission to Governor snd -
_Execulive Council for approval. Any information that.is privae, con fidential or proprictary must
" be clearly identified (o the agency and agreed 10 in writing prior to signing the contracl. '

' ; : AGREEMENT -
a The Statc of New Hampshire and the Contracior hereby mutually agree as follows:
¢ GENERAL PROVISIONS oo

I. IDENTIFICATION.

1.} State Agency Name . - _ 1.2 Staic Ageney Address |
NH Depariment of Heslth and Human Services : © 1 129 Pleasant Street
- : " | .Concord. NH 03301-3857

.-

1.3 Contractor Name 1.4 Contractor Address

‘CJM

" 05/27/2020 -

Sage Pursuits, Inc. &/b/a Envision Technology Partners. Inc. 7995 Eait Prentice Avenue, Suite J05-E
- ) : -Greenwood Yillage. COBOLIY

1.5 Contractor .Phonc 1.6 Account Number 1.7 CWltlim Date 1.8 Price Limitation

Number. - . ' ) : ‘ )
303.9i4.9797 ) 7 05-095-090-902510-51780000 | June 30, 2025 - : 530607 52,651,554
1.9 -Conlmctiﬁg Officer for Siate Agency .- o . 1.10 State Agency Telephone Number
Nathan D. White, Dircstor . ’ 603-271-9631 .
N CQn!r'actor Signature - ) 1.12 Name and Title of Contractor Signatory

.

@ﬂm‘,ﬁ M enichors , -dm’r'e'Mmhfé.'.erb(ent

.13 Acknowledgement: State of . County of -

on ’ = , before the ur;dgrsigncd oﬂ"ls:cr. personally appearcd the person ideniified in block.1.12. or satisfactorily

| proven to'be the person whose name is.signed in block 1.1, dnd acknowledged that s/he executed this document in the capacity

| indicated in bloek 1.12. : 1
1430 Signature of Notary Public or Justice of the Peacc e

[Sesl] .

| 1.13.2 -Nome and Title of Notary ot Justice of the Peace.

L.i4 State Agency Signature 1.15 Namneand Title of Stete Agency Signatory

Ann%.wr'\ma_ :Dal';: 5 igline Mni[iwu

1.16 -Approvel by the N.H. Depariment of Administration, Division of Personnél (if applicable)

By':. C . T '_ : ' Directoi'.On:

ta7 ;Ap;:}(o.val By the Attoracy General (Form, Substance and Execution} (if applicable)

By: '/'_wét/inm : 2 . Kk fnats Dot

512212020

1.18 Approvat by the Govemor and Exceutive Councit (if applicable)
By . : ; - . On: . b
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acling
through the agency identified in block 1.1 (“State”), engages
contractor identified in block 1.3 (“Contractor”) 1o perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporaied herein by reference
(*Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agrecement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shatl become effective on the date the Governor
and Exccutive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effeclive an the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the.Services prior to the -
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement docs not
become effective, the State shall have no lisbility to the
Controcior, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contracior must complete all Services by the Comp!cuon Date
specified in block 1.7,

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement 10 the
contrary, alt obligations of the Stmie hereunder, including,
wilhout limitation, the continuance of payments hercunder, are
contingent upon the availability and continued appropriztion
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right 1o withhold
payment untit such funds become available, if ever, and shall
have the right 1o terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 ‘The contract price, method of payment, and 1erms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation 10 the Contractor for the Services. The State
shall have no fiability to the Contractor other than the contract
price.

- Page 2 of 4

5.3 The Siate reserves the right to offset from any amounts
olherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of low.

5.4 Notwithstanding any provision in this Agreement to the
conlrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth.in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. '

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authoritics
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreecment, the Contractor shall
not discriminate against employees or applicants for
employment becausé of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take

~ affirmative action to prevent such discrimination.

6.3 ITthis Agreement.is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the
regutations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees 10 |
permit the State or United States access 10 any of the
Contractor’'s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and 1he covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Conlractor shall at its own expense provide all
personnel necessary 1o perform the Services. The Contractor
warrants that all personnet engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) rhonths after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services 1o hire, any person who is a State
employee or official, who is materizlly involved in the
procurement, administration or performance of this

Contractor Initials OJM

DateOS/75/2020
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Agreement. This provision shall survive termination of this

Agreement.

7.3 The Contracting QOfficer specified in block 1.9, or his or

her successor, shall be the State’s representative. In the event

of any dispute concerning the interpretation of this Agreement,
. :the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES,

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure 1o submit any repont required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement, :

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or ll, of the following actions:

- 8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contracior a writien notice specifying the Event
of Default and suspending atl payments to be made under thig
Agreement and ordering that the portion of the coniract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor,;

8.2.3 set ofT against any other obligations the Stote may, owe (o
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not fimited to, all studies, reports,
files, formulac, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyscs,
graphic represeniations, computer programs, computer
printouts, notes, letiers, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason,

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the Siate.

Page 3 of 4

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Qfficer, not later than fifteen (15) days afier the date of
termination, a report (“Termination Report™) describing in
detail all Services performed, ‘and the contract price ¢amed, 10
and including the date of iermination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Repon
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. [n
the performance of this Agreement the Contractor is in all

~ respects an independent contractor, and is neither an agent nor

an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority 1o
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State 10 its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall nol assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employecs, and any and all claims,
Habilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE. . A

14.) The Contractor shall, at-its sole expense, obtain.and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Depariment of
Insurance, and issucd by insurers licensed in the State of New
Hampshire. .

Contractor Initials M
Date B5//5/2020
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer

_ identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thinty (30) days prior to the expiration
date of each of the insurance policies. The cenificate(s) of
insurance and any renewals thereof shall be artached and are
incorporated herein by reference. Each centificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thiny (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

- 15.1 By signing this agreement, the Contractor agrees,
+certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A

(" Workers' Compensution”).

15.2 To the exient the Contracior is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shell
maintain, and require any subcontractor or assignee (o secure
and maintatn, payment of Workers” Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall.
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers® Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereofl afier any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State 10 enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contracior.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed 10 have been duly delivered or given ai the
time of mailing by certified mail, postage prepaid, in a United
Swaies Post Office addressed to the parties at the addresses
given in blocks 1.2 and | 4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the partics hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no
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such approval is required under the circumsiances pursuanl to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the Sinte of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agrecment
is the wording chosen by the parties to express their mutuzl
intent, and no rule 6f construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third pantics and this Agreement shall not be
construed to confer any such benefil.

21. KEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the inlerpretation, construction or meaning of the
provisions of this Agrecment.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23, SEVERABILATY. Inthe event any of the provisions of
this Agreement arc hetd by a court of competent jurisdiction to
be contrary o any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes-the entire Agreement and
understanding between the partics, and supersedes all prior
Agreements and understandings relating hereto.

. Cim
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State lhat a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, crileria, and Schedule for Deliverables.

Acceptance Test and Review

Tests performed to determine that no Defects exist in the application
Software or the System

Access Control

Supports the management of ‘permissions for loggmg onto a
computer or network

Agreement

A contract duly execuled and legally binding.

‘Appendix

Supplementary material that is collected and appended at the back of
a document '

[Audit Trai Capture and
Analysis :

Supports the identification and monitoring of activities within an
application or system :

Authorized Persons

The Contractor's employees, contractors, subcontractors or other
agents who need to access the State’s personal data 10 enable the
Contraclor to perform the services required.

Certification

The Vendor's writien declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Dcliverable and certified its readiness for apphcable Acceptance
Tesling or Review. '

Change Order

Formal documentation prepared for a proposcd change in the
Specifications.

Completion Date

End date for the Contract

Confidential Information

information required to be kept Conﬁdcnnal from unauthonzed .
disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obtigations for each party to perform as
specified ini the Contract Documents.

Contract Agreement

Part |, 2, and 3.. The documentation consisting of both the pp
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect 10 the Scope of Work

2020-025 [T Provisions — Part 2
Contractor Initials:
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Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or ermination for default,

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contraci. These responsibilities shall include ‘but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contract
Management)

Contract Price

The total, not o cxceed amount to be paid by the Siate to the
Contractor for product and services described in the Contract
Agreement. This amount s listed in the General Provisions Section
1.8 (P-37).

Contractor

The Vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

.| Conversion Test

A test to ensure thal a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System,

Cure Period

The thirty (30) day period following written notification of a defauit
within which a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this project for the
State of New Hampshire

Custom Software

Software developed by the Vendor specifically for this Project for the
State of New Hampshire

Data

State’s records, files, forms, Daia and other documents. or
information, in cither electronic or paper form, that will be used
/converied by the Vendor during the Contract Term

Data Breach

The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of a the State’s unencrypied non- pubhc
data.

DBA

Database Administrator

Deficiencies/Defects

A failure, deficiency or defect in' a Deliverable resulung in a
Deliverable, the Software, or the System, not conforming 1o its
Specifications.

Class A Deficiency - Software - Critical, does not allow System 10
operate, no work argund, demands immediate action; Wriiten

2020-025 IT Provisions ~ Part 2
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Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency ~ Software - important, does not stop operation
and/or there i5 a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
1o make the document uninielligible; Non Sofrware - Services were
deficient, require reworking, but do not requlre re-performance of the
Service,

Class C Deficiency — Soffware - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System,
‘Written Documentation - minimal changes required and of minor
editing nature; Non Soffware - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software Deliverable
{letter, repon, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract reguirement.

Department of Information
Technology (DolT)

The Department of Information Technology established under RSA
21-R by the Legislature effective Seplember 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Cenification that guarantees the unaltered state of a file, also known
as “‘code signing "

Enbhancements

Effective Datc The Contract and all obligations of the panties hereunder shall become
effective on the date the Governor and the Executive Council of the
State of New Hampshire approves the Contract

Encryption Supports the transformation of data for security purposes
Updates, additions, modifications to, and new releases for the

Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor’s cost experience
in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car renlals, car, mileage, and
oul of pocket expenses

Governor and Executive Council

The New Hampshire Governor and Executive Coum:ll.

Identification and
Authentication

Supports obtaining information about those parties attempting 1o log
on to a system or application for security purposes and the validation
of those users

2020-025 IT Provisions — Part 2
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Implementation

The process for making the System fully operational for processing
the Data.

implementation Plan

Sets forth the transition from development of the System to fuli
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and ‘various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
elc.

Intrusion Detection

Supports the detection of illegal entrance into a computer system

Invoking Party

In a dispute, the party believing itself apgrieved.

Key Project Staff Personnel identified by the State and by the Contractor as essential
to work on the Project.
Licensee The State of New Hampshire

Non Exclusive Coatract

A contract executed by the State that does not restrict the State from
seeking allemative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information

Data, other than personal data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is

-exempt by siatute, ordinance or administrative rule from access by .

the general public as public information.

Non-Software Deliverables

Deliverables that are not Sofiware Deliverables or Written
Deliverables, .., meetings, help suppon, services, other

Norma!-Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4" Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided '

Notice to Proceed (NTP)

The State Contract Manager’s written direction. o the Vendor to
begin work on the Contract on a given date and lime

Opcen Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Soflware that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:1 ).

Open Standards

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13.

2020-025 1T Provisions — Part 2
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Operational

The System is operating and fully functional, all Dala has been
loaded; the System is available for use by the State in its daily
operations, and the State has issued an Acceptance Lefter.

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence ' C

Personal Data

Daia that includes information relating 1o a person that identifies the
person by name and has any of the following personally identifiable
information (P1l): government-issued identification numbers (¢.8.,
Social Security, driver’s license, passport); financial account

"information, including account number, credit or debit card

numbers; or protected health information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter of a

Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor's personnel .
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budget and 1o the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor 10 ensuré a successful Project.

Project Maoagers

The persons identified who shall funclion as the State’s and the
Vendor's representative with regard to Review and Acceptance of |-
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Stall

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work:

Protected Health Information
{PHI)

Individually identifiable health information transmitied by
electronic media, maintained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232p, records
described 81 20 U.S.C. 1232g(a)(4)}B)(iv) and employment
records held by a covered entity in its role as employer.

Regression Test Plan

A plan integrated into the Work Plan used 10 asceriain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review

The process of reviewing Deliverables for Acceptance

Review Period

The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days. -

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

2020-025 IT Provisions — Part 2
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Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State’s
unencrypled personal data or non-public. data within the
possession or cantrol of the Contractor. A security incident may
or may not turn into a data breach. .

Service Level Agreement (SLA)

A signed agreement between both the State and the Contractor that
is subject to the terms and conditions in this document that unléss
otherwise agreed Lo includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, {5) how disputes are discovered and addressed, and
(6) any remedies for performance failures.

‘Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Contractor

The vendor and its employees, subcontractors, agents and afTiliates
who are providing the services agreed to under the contract.

Softwarce

All custom Sofiware and COTS Software provided by the Vendor
under the Contract '

Software-ns-n-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The applications are
accessible from various client devices through a‘thin-client interface
such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure inctuding netwark, servers, operating systems,
storage or even individual application capabilities, with the possible
exception of limited user-specific application configuration settings.

Software Deliverables

Software and Enhancements

Sofrware License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications.

Specifications

The written provisions that set forth the requirements which include,
without limitation, the Contract, any performance standards,
Documentation, applicable State and federal policies, laws and
regulations, State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements described in
the Contract Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth herein.

State

STATE is defined as:
Siate of New Hampshire
Depariment of Health and Human Services

2020-025 IT Provisions = Part 2
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29 Hazen Drive
Concord, NH 03301
Reference 10 the term “'State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work atso defines a high
level view of the architecture, performance and desiga requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving.

State’s Confidential Records

State’s information regardless of its form that is not subject 1o public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-A

State Data

For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of computer
processing of or other elecironic manipulation of any data that was
created by or in any way originated with the State, whether such data
or output is siored on the State’s hardware, the Contractor’s hardware
or exists in any system owned, maintained or otherwise controlled
by the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1* through
June 30" of the following calendar year

State Identified Contact

The person or persons designated in wriling by the State 1o receive
security incident or breach notification.

State's Project Manager (PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of, or
owned ‘by, the Vendor, which is performing Services under this
Contrack under a separate Contract with or on behalf of the Vendor

System

All Sofiware, specified hardware, and interfaces and extensions,
integraled and functioning together in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which {ills in details, clarifies, interprets, or
specifies technical requirements. ‘It must be: (1) consistent with
Statement of Work within statement of Services; (2} not conslitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement :

A plan, integrated in the Work Plan, 10 verify the code

Test Plan
. (new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.

2020-025 IT Provisions - Part 2
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Transition Services

Services and support provided when Contractor is supporting System
changes.

UAT

User Acceptance Test

Unit Test

Developers create their own test data and test scenarios 1o verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

Supports the adminisiration of computer, appllcauon and network
accounts within an organization

Veador/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with

-the State and who is responsible for the Services and Deliverables of

the Contracl.

Verification

Supports the confirmation of authority to cntcr a computer system,
application or network

Walk Through

A step-by-step review of a Specification, usability features or design
before it is handed off 1o the technical team for development

Work Hours

Vendor personnel shall work normal business hours beiween 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the Siate Project
Manager,

Work Plan

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events 10 be performed and Deliverables 1o be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Writtenl. Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.

2020-025 1T Provisions — Part 2
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Health and Human Services (“State”), and Envision Technology Pariners, Inc., a Corporation,
(“Contractor”), having its principal place of business at 7995 East Prentice Avenue, Suite 305-E
Greenwood Village, CO 80111

An Immunization Information System ([1S) is a confidential, population-based, computerized database
that records all immunization doses. administered by participating providers 1o persons residing within
a given geopolitical area. An 1iS can make available aggregate data on immunizations for use in
surveillance, program operations, and public health policy development. An [IS also provides
consolidated immunization histories to determine appropriate client vaccinations by a provider. In
addition, 11S has the functionality of a vaccine ordering management system.

RECITALS.

Whereas the State desires to have the Contractor provide an Immunization Information System, and
associated Services for the Siate;

_ Whereas the Contractor wishes to implement Envision’s Commercial Off the Shelf, WeblZ Immunization
Information System, for the New Hampshire Division of Public Health Services. The solution includes a
license to the WeblZ application, hosting, maintenance, and support for the activities of the New
Hampshire Immunization Information System (NHIIS). The WeblZ application provides the ability for
health and medical practices to enter immunization dala, analyze, and track immunization aclivity for
individuals from birth 1o death throughout New Hampshire. WeblZ data is used 10 evaluate the
effectiveness of the statewide Immunization Program, determine the need for the new programs, and
identify underserved populations. The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2020-025) is comprised of the following documents:

A. Part | - Form P-37 General Provision
B. Part 2 -.Informaition Technology Provisions
C. Part3 - Exhibits
£xhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
£xhibit C- Special Provisions
Exhibii D- Administrative Services
Exhibit E- Implementation Services
Exhibil F- Tesling Services
Exhibit G- Maintenance and Suppon Services

2020-025 IT Provisions — Part 2 Page 10 of 31
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Exhibit H- Requirements
Exhibit I- Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
- Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference o
Exhibit O- Certificates and Attachments
Exhibit P- DHHS Information Security Requirements
Exhibit Q — Certification Regarding Drug-Free Workplace Requirements
Exhibit R- Centification Regarding Lobbying ‘
Exhibit S- Certification Regarding Debarment, Suspension, and Other
Responsibility Matters
Exhibit T- Centification of Compliance with Requirements Pertaining to Federal
Nondiscrimination, Equal Treatment of Faith-Based Organizations and -
Whistleblower Protections
Exhibit U — Certification Regarding Environmental Tobacco Smoke
Exhibit V- Health Insurance Ponability and -Accountability Act Business
Associate Agreement
Exhibit W- Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govemn:
a. State of New Hampshire, Department of Health and Humen Services Contract
Agreement 2020-035, including Parts 1.
b. State of New Hampshire, < Departmem of Health and Human Services Contract
Agreement 2020-035, including Parts 2
¢. State of New Hampshire, < Department of Health and Human Services Contract
Agreement 2020-035, including Parts 3

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full execution
by the parties, and the receipt of governmental approvals, inciuding but not limited 1o, Governor
and Executive Council of the State of New Hampshire approval(Effective Date) The contract shall
begin on the Effective Date and extend through June 30, 2025 followed by five (5) years of
maintenance and support. The Terim may be extended up to June 30, 2030, (“Exiended Term™) al
the sole option of the State, subject to the parties prior written agreement on applicable fees for
each extended term. Maintenance and Support services shall start on the next day of the State’s
issuance of the Letter of Acceptance in response to UAT.
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The Contractor shall commence work upon issuance of a Notice to Proceed by the State.
3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

32 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item, -
group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or
_omission of such other vendors, except thal the Contractor shall be responsible for any delay, act, or
emission of the other vendors if such delay, act, or omission is caused by or due to the fault of the
Contractor.

4, CONTRACT MANAGEMENT

The Contractor shall provide all necessary resources to perform its obligations under the
Contract. The Contractor shall be responsible for managing the Project to its successful -
completion. '

4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Claire Murchie
7995 East Prentice Avenue, Sune 305-E
- Greenwood Village, CO 80111 _
Desk: 303.914.9797 x104 ’ :
Cell: 720.891.8551 '
Fax: 303.914.9781

Email: cimurchie@gnvisiontechnology.com

42 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the -
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, at the Siate’s discretion, review of the
proposed Contractor’s Project Manager’s resume, qualifications, references, and
background checks, and an interview. The State may require removal or
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4.2.2

423

4.24

425

reassignment of the Contractor’s Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contraci, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contracior’s Project
Manager must be avaiiable to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, and be al the site as needed. The
Contractor's Project Manager must work diligently and use his/ her best efforts on
the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project -
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Information Téchnology

" Provisions, Section 4.2.1: Contract Project Manager, and in Contract Agreement
Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor’s
Project Manager within ten {10) business days of the departure of the prior
Contractor’s Project Manager, and the Contractor shall continue during the ten (10)
business day period to provide competent Project management Services through
the assignment of a qualified interim Project Manager. ,

Notwithstanding any other provision of the Contract, the State shall have the
option, al ils discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract.

CONTRACTOR Project Manager is:
Claire Murchie

7995 East Prentice Avenue, Suite 305 E
Greenwood Village, CO 80111

Desk: 303.914.9797 x104

Cell: 720.891.8551

Fax: 303.914.9781

Email: cjmurchié@envisiontechnology. Q
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4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1

43.2

4.3.3

The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in Exhibit A Section 3. Deliverables, Milesiones and Activities Schedule and
Exhibit A Section 4. Deliverables. The State may conduct reference and background
checks on the Contractor's Key Project Staff. The State reserves the right to require
removal or reassignment of the Comracior’s Key Project Staff who are found
unacceptable to the State. Any background checks shall be performed in accordance
with Information Technology Provisions Section 4.6: Reference and Background
Checks. -

The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State wrilten justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Key Project Staff will not be unreasonably withheld, The replacement of the
Contractor’'s Key Project Staff shall have comparable or greater skills than of the
Contractor’'s Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited 10 the requirements set forth in Exhibit A Section
3. Deliverables, Milestones and Activilies Schedule and Exhibit A Section 4.
Deliverables. and be subject to reference and background checks describéd in
Contract Agreement- Information Technology Provisions, Section 4.6: Reference
and Background Checks,

Notwithsianding any other provision of the Contract 10 the contrary, the State shall

" have the option to terminate the Contract, declare the Contractor in defaull and to

pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with
the Contractor’s replacement Project stafT.

4.3.3.1 The Contractor Key Project Siaff shall consist of the following

individuals in the roles identified below: ‘

The Contractor’'s Key Project Staff:

2020-025 IT Provisions —
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4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

TW Hull

29 Hazen Drive

Concord, NH 03301

Tel: (603) 271-4456

Email: Torane. Hull@DHHS.NH.GOV

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include
the following:

Leading the Projéct;

Engaging and managing all Contractors;

Managing significant issues and risks.

Reviewing and accepting Contraci Deliverables;

Invoice sign-offs;

Review and approval of change proposals; and

Managing stakeholders' concerns.

merAp TR

The State Project Manager is:

TW Hull
29 Hazen Drive
Concord, NH 03301
' Tel: (603) 271-4456
Email: Torane. HUll@DHHS.NH.GOV

4.6 REFERENCE AND BACKGROUND CHECKS .
The Contractor shall conduct crimiinal background checks and not utilize any staff, including

subcontraciors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
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misdemeanor offense for which incarceration for up to | year is an authorized penalty. The
Contractor shall promole and maintain an awareness of the importance of securing the State's
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracied
Vendor Project Manager and the Contractor Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement —
Information Technology Provisions-Section 11: Use of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.

The Contraclor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor 1o be wholly responsible.for
the performance of the Contract and the sole point of comtact with regard 10 all contractual matiers,
including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After recemng written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State- will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the Siate’s receipt of the Contraclor's written

- Centification. 1 the Siate rejects the Deliverable, the State shall notify the Contraclor of the nature

and class of the Deficiency and the Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no pericd for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the Siate shall have five (5) business days to
review the Deliverable and notify the Coniractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. [f the Contractor fails
1o correct the Deficiency within the allotted period of time, the State may, at its option, continug
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected,
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or immediaiely terminate the Coniract, declare the Contractor in default, and pursue its remedies at
law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Sofiware Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and panticularly described in Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
The Contractor shall provide the State with the administrative Services set forth in the
Coniract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Coniractor shall provide the Slate with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform iesting Services for the State set fonh in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Serwces for the Software
set forth in the Contract, and particularly described in Exhibit G: Maintenance and Support
Services,

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services sel forth in the Centract, and
particularly described in Exhibit K: Warranty and Warranty Services.
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8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work Plan.
The Contractor shall update the Work Plan as necessary, bul no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, 1asks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Pian must be approved by the State, in writing, prior to final incorporation into Contract Exhibit
I: Work Pian. The updated Contract Exhibit I: Work Plan as approved by the State, is incorporated
herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not retieve the Contractor from liability to the State for damages resulting from the Contractor’s failure
to perform its obligations under the Contract, including, without limitation, performance in accordance
with the Schedule. '

In the event of any delay in the Schedule, the Contractor must immediately notify the Stale in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the State
causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State’s execution
of its major wasks takes longer than described in the Work Plan, the Schedule shall automal:cally extend
on a day-10-day basis.

Notwithstanding anything 10 the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor’'s Work Plan or elements within the Work
Plan.

9. CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Depariment of information Technology. Within five (5)
business days of the Contractor’s receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor’s requested Change Order within five (5) busincss days. The State Agency, as well as
the Department of Information Technology, must approve all Change Orders in writing. The State
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shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing,

All Change Order requests from the Coniractor to the State, and the State acceptance of the
Coniractor’s estimate for a State requested change, will be acknowledged and responded to, either
accepiance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined 1o apply by the State, which, at the minimum, will réquire
governmental approvals, including Governor and Executive Councit approval.

10.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and iriterest (including all ownership and intellectual property rights) in the Sofiware, -
and its associated Documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the lmplementation of the Project, the Contractor
shall own and hold all, title, and rights in any Software modifications developed in connection with
performance of obligations under the Contraci, or modifications 10 the Contractor provided
Software, and their associated Documentation including any and all performance enhancing
operational plans and the Contractor’ special utilities. The Contractorshall license back to the State
the right to produce, publish, or otherwise use such soflware, source code, object code,
modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Sofiware, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free 10 use ils
general knowledge, skills, experience, and any other ideas, concepls, know-how, and techniques
that are acquired or used in the course of its performance under this agreement,

10.2 STATE'S DATA

All rights, title and interest in State Data shall remain with the State. All data which has been
received from the Siate or purchased with funds provided for that purpose under this Agreement,
shall be the property of the State, and shall be returned to the State upon demand or .upon
termination of this Agreement for any reason. The Contractor shall not access State user accounts
or State data, except (1) in the course of data center operations, (2) in response to service or
technical issues, (3) as required by the express terms of this contract or (4) at the State's written
requesl.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials thal are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
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and experience, and any ideas, concepts, know-how, and techniques thal are acquired or used in
the course of ils performance under this Contract, provided that such is not obtained as the result
of the deliberale memorization of the State Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannol include information or records not subject to public disctosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited 10 the following: records of grand juries and petit
juries; records of parole and pardon beards; personal school records of pupils; records pertaining
to internal personnel praciices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW sile <NH.GOV, etc.>, including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE
N/A

10.6 SURVIVAL

This Contract Agreement Section 10: /ntellectual Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contraclor may gain access lo
information of the State, including State Confidential Information. “State Confidential
[nformation™ shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of; or acquired, or
developed by reason of the Contraci, except as direcily connected to and necessary for the
Contractor’s performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION
The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication; and reproduction (collectivcly “release”™), all State Confidential
Information that becomes available to the Contraclor in connection with its performance
under the Contract, regardless of its form.
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Subject to applicable federai or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (i) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidentiat Information shal! require the prior written approval
of the Siate. The Contractor shall immediately notify the Siate if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any efort the State
undertakes 10 contest the request, subpoena or other legal process, at no additional cost to the
State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any

_remedy at law and in equity, including, bul not limited to, injunctive relief.

CONTRACTOR CONFIDENTIAL INFORMATION

insofar as the Contractor seeks to mainlain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Noiwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential [n{lormation
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the. State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor’s sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s notice
to the Contractor, without any liability to the Contractor. :

2020-025 IT Provisions — Part 2 Page 21 of 31
Contractor Initials; &M

Date:



DocuSign Env.elope ID: 2B3B8232-8DFD-4120-80A1-0186B8D5ETATS

STATE OF NEW.HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
"PART 2 - INFORMATION TECHNOLOGY PROVISIONS

11.4 SURVIVAL

This Section 11, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE
Subject 10 applicable laws and regulations, in no event shal! the State be liable for any

consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable Jaws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8,

12.2 STATE’S IMMUNITY )
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

1.3 SURVIVAL .
This Section 12: Limitation of Liability shzll survive termination or Contract conclusion.

13 TERMINATION
This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder (“Event of Default”)

a. Failure 10 perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure 10 perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

- a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of notice,
unless otherwise indicated within by the Siate (“Cure Period™). If the Contractor
fails to cure the default within the Cure Period, the State may terminate the Contract
effective two (2) days afier giving the Contractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both. :
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b. Give the Contractor a writlen notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue 1o the Contractor during the period
from the date of such notice until such time as the State determines that the
Contractor has cured the Event of Default shall never be paid to the Contractor.

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the.State for the replacement Services,
and all administrative costs directly relaied to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject to the limitations of liability-set forth in the Contract.

13.1.2 The Vendor shall provide the State with written notice of default, and the State shall cure
the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in pant, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is staied under the Contraci shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract,

13.2.2 During the thiny (30) day period, the Contractor shall wind down and cease Services as
quickly and efTiciently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1  The Statc may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurcment and
performance of Contracts. ' )
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13.3.2

In such case, the Siate shall be entitied to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracied
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1

Upon termination of the Contract, the State, in addition to any other rights provided in’
the Contract, may require the Contractor to deliver lo the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been lerminated.

13.4.2 Afler receipt of a nolice of termination, and except as otherwise directed by the State, the
Contractor shall:

The State shall be entitled 10 any post-termination assistance generally made available
with respect to the services, unless a unique data retrieval arrangement has been
established as part of the SLA.

Stop' work under the Contract on the date, and to the exient specified, in the notice;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outsianding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be.final for the purpose of this Section;

Take such action as the Siate directs, or as necessary 10 prcséwc and protect the
property related 1o the Contract which is in the possession of the Contractor and in
which the State has an interest;

During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

I. Inthe event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

» 10 days afier the effective date of termination, if lhe termination is in
accordance with the contract period :

» 30 days afier the effective date of termination, if the termination is for
cenvenience
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s 60 days after the effective date of termination, if the termination is for cause

2. After such period, the Contractor shall have no obligation to maintain or provide
any State dala and shall thereafter, unless legally prohibited, delete all State data
in its systenis or otherwise in its possession or under its contro!.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required 1o be furnished to the Siale and
which has been accepted or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data;

I

h. The Contractor shall securely dispose of all-requested data in all of its forms, such as
disk, CD/ DVD, backup 1ape and paper, when requesied by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Cenificales of destruction shall
be provided to the State.

i. Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

ASSIGNMENT, DELECATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written conseni of the State. Such consent shall
not be unrcasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the Siate.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitied assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
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of the contracl. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract,

15.3 Notwithstanding the foregoing, nothing herein shail prohibit the Contractor from assigning the
Contract 1o the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in wriling all obligations and responsibilities under the Contract. in the
event that the Contractor should change ownership,  as permitted under Section 15: Change of
Ovwnership, the State shall have the option 1o continue under the Contract with the Contractor, its
successors or assigns for the full remaining 1erm of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

DISPUTE RESOLUTION

Prior 1o the filing of any formal proceedings with respect to a dispute (other than an action seekmg
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggricved (the “Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the invoking Party’s right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotied time as specified below in
which 10 attempt 1o resolve the dispute:

Dispute Resolution Responsibility and Schedule Tabte

LEVEL CONTRACTOR STATE CUMULATIVE
ALLOTTED
. TIME
Primary | Claire Murchie TW Hull 5 Business Days
President State Project
L Manager (PM)
1 First Steven Murchie Lisa Morris 10 Business Days
CEO Director
Second Lori Shibinette, 15 Business Days
' Commissioner

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotied time is days from the date that the original Invoking
Party’s nolice is received by the other party.
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GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE -

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
cquipment, Documentation, information, reponts, or data of any kind (hereinafier
“Information”), the Contractor understands and agrees to the following rules:

Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or atlempt to access any
information without having the express authority to do so.

That at no time shall the Contraclor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures and for agreements relating
10 system entry/access.

That alt software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care to protect and keep such software strictly
confidéntial in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evaluated by the Siate, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment. .

That if the Contractor is found 1o be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

17.2 EMAIL USE -

EMail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“internal Email systems” or “State-funded Email systems.” the Contractor understand and
agree that use of email shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE _

The Internet/Intranel is 10 be used for access 10 and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS
The Coniraclor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.
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17.S INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, name of the individual responsable for
the funding of the contracts and his/her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack

" County Superior Court,

17.8 SURVIVAL

“The terms, conditions and warranties contained in the Contract that by their context are

intended 1o survive the completion of thé performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the 1erms of the Exhibit D Section 5:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements,
and Information Technology Provisions-Section 11: Use of Siate’s Information,
Confidentiality and Information Technology Provisions- Section 13: Termination which shall
all survive the termination of the Contract.

17.9 FORCE MAJEURE
Neither the Contractor nor the State shall be responsible for delays or failures in performance

-resulting from events beyond the control of such party and without faalt or negligence of such

party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power fa:lurcs, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given al the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed (o the parties ai the following addresses.

TO THE CONTRACTOR TO STATE:
CLAIRE MURCHIE TW HULL
' © STATE OF NEW HAMPSHIRE -
7995 E. PRENTICE AVE. STE.205-E DIVISION OF PUBLIC HEALTH
GREENWOQD VILLAGE, CO 80111 29 HAZEN DRIVE
TEL: (303) 914-9797 EXT. 104 CONCORD, NH 03301
TEL: (603) 271-4456
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CIMURCHIE@ENVISIONTECHNOLOGY.COM

17.11 DATA PROTECTION

The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements. :

17.12. DATA LOCATION

The Contractor.shall provide its Services 1o the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted 1o information technotogy systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors 1o store Statc data on
portable devices, including personal computers, except as set forth in Exhibit P of this
Contract, DHHS I[nformation Security Requirements..

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.

17.14. BREACH RESPONSIBILITIES
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements. '

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under this contract, or
which in any way might reasonably require access to the data of the State. the Contractor shall
not respond 10 subpoenas, service of process and other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice. =~

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed 1o by both the Contractor
and the Siate. Reports shall include, user access, user access IP address, user access history
and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT
The Contractor shall aliow the State 1o audit conformance 10 the contract terms, The State may
perform this audit or contract with a third party at its discretion and at the State's expense,

17.18. DATA CENTER AUDIT
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The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit repont or approved equivalent sets the minimum level of a third-party audit. For
the Azure atiestation will not be provided by the vendor the Department would have to obtain
that information on their own.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice to the State of any upgrades (e.§., major upgrades,
minor upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order 10 bring the system up to date or to improve its characteristics. It usually
includes a new version number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary secunty processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the Stale and
the Contractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand each other's roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data 1o that which is absolulely
necessary to perform job duties. -

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This inctudes the ability for.the State to
import or export data 1o/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE ‘
The Contractor shall be responsible for the acquisition and operation of atl hardware, soRlware
and network support related to the services being provided. The technical and professional -
activities required for establishing, managing and mainléi_ning the environments are the
responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon

. maintenance downtime), and provide service to customers as defined in this agreement.

" 17.24. RIGHT TO REMOVE INDIVIDUALS
The State shall have the right at any time 10 require that the Comractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal, If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall immediately remove such

2020-025 [T Provisions — Par 2 ‘Page 30 of 31
Contractor Initials;__ G :
Date: s[éséz O



DocuSign Envelope 1D: 28385232-80FD-41 20-80A1-D1868DSETA7S

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System
CONTRACT 2020-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

individual. the Contractor shall not assngn the person 10 any aspect of the contract or future work
orders without the Stale’s consent.
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1, Statement of Work

The Contractor shall provide the New Hampshire Division of Public Health Services (DHHS) with a fully
integrated WeblZ Immunization Information System that supports the full breadth, of the New Hampshire
Immunization Information System (NH11S) operations. The Contractor shall provide fully integrated solution,
including license to the WeblZ System, hosting, maintenance and support. WeblZ System shall enable health
and medical practices 10 enter immunization data, analyze, and track immunization activity for individuals from
birth to death throughout New Hampshire to evaluate the effectiveness of the statewide Immunization Program,
determine the need for the new programs, and identify underserved populations.

2. General Project Assumptions

2.1

The Contractor will provide project tracking tools and templates to record and manage Issucs, Risks,
Change Requests, Requirements, and other documents used in the management and tracking of the
project. The State of New Hampshire and the Contracior’s Project Managers will review these tools
and templates and determine which ones will be used for the project, as part of the initial planning

+ phase of the coniract. Training on these 10ols and templates will be conducted at the start of each phase

2.2,

2.3

24,

2.5.

in which they will be used.
Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State & template, table of contents, or agenda for Review and prior approval by the State.

The Contractor shall ensure that appropriate levels of security are implemented and maintained in
order to protect the integrity and reliability of the State’s Information Technology resources,
information, and sérvices. Security requirements are defined in. The Contractor shall provide the State
resources, information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business conunuuy and 1o safeguard the confi dcnlnahry and integrity of
State networks, Sysiems and Dara.

The Deliverables are set forth in the Schedule described below in Section 3 and Section 4. By -

unconditionally accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in pan, through completion of
all Acceptance Testing, including but not limited to, Software/System Acccptance Testing, and any
extensions lhcreof

Pncmg for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be efTective
for the Term of this Contract, and any extensions thereof.

State of NH Contract 2020-025
Exhibit A — Statement of Work — Part 3
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3. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Table |
|Projecled )
Activity, Deliverable, or Milestone Delivery Deliverable Type
Date
PLANNING AND PROJECT MANAGEMENT ;
. Software
| Contract Licenses 6/30/20 Licenses
2 Project Management 5/30/21 Written
i Project Planning 9/10/20 Written
INSTALLATION o L .. '
WeblZ Configuration, Setup, and VTrckS and Sofiware
KB HL7? Interfaces WeblZ, Provider Management, 11730720
) HL7 Onboarding, and Public Portal
5 Data Conversion Plan 11/30/20 Software
6 Development /11721 Software
[7 Practice Data Conversion 5/31/21 ‘|Software
s ‘gec?.mncal Support for Azure Hosted 63021 Software
nvironment ‘
TESTING ‘ e R
O |WeblZ Training and Materials Prar Software
SYSTEM DEPLOYMENT =~ I -
10 User Acceptance Testing 6/3/21 Sofiware
Production Release and Go-Live and 90 Day Software
b 0/3/21
Warranty
OPERATIONS -
12 . Datamart Setup 9/3/21 Software
13 Mobile WeblZ 9/3/21 Software
14 Annual Support After Go-Live 9/3/21 Software
s Emergency Response Enhancement Requests N/A Scftware
(including Change Orders)

State of NH Contract 2020-025
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4. DELIVERABLES

The following sections describe the required tasks and subtasks to be performed by the Contractor for each
Deliverable under the terms of this Agreement. The Contracior must perform each task and/or subtask, but
is not limited to performing only the identified task or subtasks in a given project area. The Parties hereby
agree that the Deliverables{s) are the controlling items and that the Contractor’s obligation is 10 perform
and deliver the Deliverable as described in the following sections. Deliverables should be submitted to the

Department and will be subject to Department review and acceptance.
t .

Deliverable 1: Contract Initiation

BT ST —

—=—]

Task llém | ) '?'g:ks D'escripnon ) '

Contract Initiation Sub | Contractor to deliver Software License Agreement for all
modules: WeblZ, Provider Management, DataMart, Mobile
WeblZ

Deliverable 2: Project Management

i/ ‘ : \
. Deliverable Two I * Due Date ) _

Envision Project

06/30/2020, continuing for 12 months.

Management
: Sub -
Task ltem Tasks Description ‘ . : ‘
Weekly Meelings Sub | Schedule and conduct meetings with NH DPHS staff,
: ' : maintain action plans and report on the current status of all -
tasks.

Sub 2 Conduct briefing sessions with NH DPHS personnel as
requesied by NH DPHS Management or Project Team.

Status Reports Subl Contractor will provide written weekly status reports that
' document any decisions made or discussions with NH
DPHS staff.

Deliverable 3: Project Planning

Siate of NH Contract 2020-025

ExhlbnA— talc cnt of Work — Part 3
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i Deliverable Three
0

Project Planning and !
- Initiation .

Sub '

[Task ttem Description

On-site Project Kickoff Subl he Contractor will lead a two-day onsite meeting with the
INH DPHS project team to ensure that all key panticipanis and
takeholders have the same common understanding about the
project scope and implementation methodology. Contractor
-[will provide the agenda and be responsible for publishing
meeting minutes. The resuli of the onsite meeting will be the
refinement of the Project Plan. :
Detaileg Project Plan Subl The Contractor will refine the draR project plan based on
feedback from the kick-off meeting
Provide Project Templates Sub 1 Provide approved templates and completion instructions for
: Il subsequent deliverables, including:
e Project Management Artifacts (e.g., Status reports, Issues
Log, Meeting Notes/Summaries)
* JAD Session Antifacts (e.g., WebiZ Configuration
document, VTrckS, and HL7 Specification documents)
*  UAT and Data Migration Test Plans
® Training Plans and Materials

/
Deliverable 4: WeblZ Configuration, Setup, and Interfaces

Due Date
WeblZ Configuration ‘113072020
and Setup -
Task Ilcm‘ Tasks Description
Establish WeblZ Subl [The Contracior will configure an internal Development
Development environment. [environment for New Hampshire. The environment will be

created at Envision headquarters and shall be used
throughout the duration of the Contract to customize and
maintain WeblZ with no disruption to NH programmatic
activities,

State of NH Contract 2020-025
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Configuration Specification Subl Contractor will facilitate a set of online meetings

with the NH DHHS staff to review the features and -
functionality of WeblZ, Public Portal, Provider
Management, and HL7 Onboarding. Contractor will
produce the configuration document of the new WeblZ
pplication based on the NH DHHS staff.

. |VTrckS Documentation Subl Contractor will provide the WeblZ specification for a bi-
dicectional vaccine online ordering system to CDC’s
VTrckS system. .

HL7 Documentation Subl Contractor will provide the WeblZ specification for an

: HL7-compliant bi-directional external sysiém inierface thai
automatically senses and correctly processes messages in
HL7 v2.5.1.

Deliverable 5: Data Conversfon Plan

> Deliverable Five ’ ‘Due Date - - T
[ Design J| ____unonoo

Sub L
Task It.em ' : Hr asks [I)escr[ptlop , ‘ .
|Data Migration Plan Subl The Contractor will facilitate a set of online meetings

with the NH DHHS staff to create a Data Migration Plan that
outlines the activities associated with transitioning the legacy
data into WeblZ. This will include mapping the data, defining
transformation rules, and a review of migration results after
each attempt. This document will progressively summarize
the percentage of data successfully migrated and include a list
of failures and associated corrective actions.

Deliverable 6: Development

I. Deliverable Six - R o : k .
[ ovoren | — —

State of NH Contract 2020-025

Exhibit A ~ Statement of Work - Part 3

Date: S/75/20
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WeblZ Development and Sub] [The Contractor will complete the development aciivities
Configuration — All Releases needed to achieve the validated NH DPHS requirements:
» Configure WeblZ for NH DPHS

= Provide updated online help.

» Provide updated administration materials,

¢ Deliver an updated copy of the source code.

Deliverable 7: Practice Data Conversion

[practice Data Conversion [~ oo -

Sub .o . .

Task item

. Tasks Description
WeblZ Development and Subl [The Contractor will complete the development activities
Configuration — All Releases needed to achieve the validated NH DPHS requirements:

s Configure WeblZ for NH DPHS

* Provide updated online help.

» Provide updated administration materials.

. ¢ Deliver an updated copy of the source code.

|Data Migration Process Subl The Contractor will develop and document a Dala Migration
|Process Description and provide an updated Data Migration
Test Plan in accordance with the previously approved Data
Migration Plan. ' .
Sub2 The Contractor will repeatedly migrate the legacy data and
review the results with the Department .

Deliverable 8: (':ontractor Technical Support for Azure Hosting

Deliverable Bight __-_ DucDate .\

Contractor echniéal Support for
) Azure Hosting

Sub.

State of NH Contract 2020-025

Exhibi‘tfl\ ;ggairgnl of Work - Part 3
Date: 2/70/
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Setup the Azure Subl
Infrastructure to support the

WeblZ environments

[The Contractor will leverage Envision’s Agreement
for Azure Government Cloud Hosting
environment to setup, manage, backup and secure the
necessary software and Azure Government Cloud
infrastructure to support the four (4) Azure
environments for use by the Department :

1. Test

a. Used 1o test bug fixes, approved
enhancements, and upgrades (o the
system.

b. Used to validate Service Pack and
global application upgrades.

c. Typically will require-a “snapshot™ of
production data 10 initiate testing.

d. May require data cleansing and / or
enhancement scripls.

€. Will require an updated Test Plan.

2. Training

a. Used for user training.

b. Will require a one-time conversion of
training data from the legacy training
system using the same protocols as
developed for production.

3. QA - HL7 User Acceptance Testing

a. Used by HL7 users to test HL7
messages prior to submitting
messages to production.

4. Production : -

a. Will require a one-time conversion of
production data from the legacy
system to the new system.

5.

The Contractor shall make technical support personnel
available by phone and email on the following

|schedule: Monday through Friday, 8:00 A.M. To

5:00P.M., excluding slate holidays.

The Contractor will act as the central point of contact
for all Azure support issues, including network access
and infrastructure management.

Contractor Technical Suppon Sub |
for Azure Hosting
Sub 2
Sub 3

Contractor will log Azure bug reports and provide to
the Department technical support’ services for the
Server Environments based on the priority fevels and
problem resofution processes described in  the
Performance Measures, above.

State of NH Contract 2020-025
Exhibit A ~ Statcment of Work — Part 3
Date:

Contractor’s Initials GZM

Page 7 of 52




DocuSign Envelope ID: 2B388232-8DFD-4120-80A1-D1868D5SETATS

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System

~ CONTRACT 2020-025

PART 3 - EXHIBIT A
STATEMENT OF WORK

Sub 4

The Contractor will respand to technical questions
about the Azure Server Environment. Such requests
will be assigned a default Priority of Low unless the
[Department requests a higher priority be assigned to
the request.

Monthly Report

Sub |

The Contractor shall provide or make available online
a monthly Azure issue report on the status of all logged
requests received from the Department.

Activilies Tracking

1Sub 1

The Contractor shall maintain a log of Azure requests
[in a Department approved tracking system with a
unique number assigned 10 each Department request.
The unique number shall be provided by the
Contractor to the Department for reference and
communication.

Sub 2

The Department. will assug,n one of four levels of
priority to each request:
Critical

s  Total System failure

* Major component is not warking

»  Mission critical impact to business function

* Initial Response 1 hour / 24 hours resolution after

required information provided

¢ Associated function not working with no
waorkaround available .

¢ Moderate to severe impact to business function

* Initial Response within 4 hours / 3 business day
resolution afier required information provided

Medium

» System / functional error that can be bypassed

* System/ functional errors that occur outside
normal routine

+  Low to moderate impact 10 business function

* Initial Response within 24 hours / agreed upon
timeline between Contractor and Depaniment

* Possible design problem

*  Questions

» Low impact to business function/workaround
exists

+ Initial Response within 72 hours / agreed upon
timeline between Contractor and Department

State of NH Contrac1 2020-025

Exhibit A ~ Statement of Work — Part 3
Date: 5//5 /20
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Deliverable 9: WeblZ Training and Materials

=

|
WebIZ Training 2nd 2142021
Mnterlals

Task liem . asks Descnpuon
Training Environment — |* Sub | The Conlraclor will establish and populate a Training
Release Environment on the hosting site.

Sub 2 The Contraclor will add administrator. accounts as
necessary 1o support the training effort for the first

release.
WeblZ Written Training Subl The Contractor shall provide a four day onsite “irain the
Maierials — Initial Release trainer” training inctuding 1training plans and related

training materials. End users include NH immunization
stafT and other stakeholders with role-based access to the
lapplication. Training plans and materials shall be based
on & "train the trainer* model designed to ensure that NH
staff will be self-sufficient with respecl 1o training
lapplication stakeholders.

Sub 2 For the initiat release of the application the Comractor will
. |provide updated training materials for end users,
dministrators, and IT personnel.

" Deliverable 10: User Acceptance Testing

}
User Acccplancc Tesling ‘ 6!3!202!

Task Item

Description

State of NH Contraci 2020-025

Exhibil A — Statement of Work = Part 3

Date: _S//5/20
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User Acceptance Testing Sub 1 The Contractor will establish and populate a UAT
Environment ’ Environment on the hosting site. This environment

shall be validated 1o pass all test cases associated with
the current release before releasing it to the user
community for their testing efforts.
Sub 2 The Contractor will add user and administrator
accounts to support the testing effort.
User Acceptance Testing Subl The Contractor will provide test plans to be executed
against the application installed on the ‘UAY
environment. Depariment staff will be responsible for
executing the test plans and reporting issues back (o the
contractor. .
Sub 2 If any “showstopper” bugs (critical issues) are
discovered during UAT, appropriate issues will be
added to the issue tracking system and the Contractor
will revert to the Developmem or Design stage (as
appropriate) to address their resolution.
Sub 3 The Contractor will provide the Department a UAT report |
that documents any non-critical issues and the proposed
{relcases in which they will be addressed.

Deliverable 11: Production Release and Go-Live

eemoe | beowe ]
| Production E?l:ase and Go- 'l 97312021, or Ninety (90) days after Production “go live” ‘]

1 Sub: ST, ,
Tafk ltem Tasks Description ) ,
Production Deptoyment Sub I The Contractor will:

¢ Establish and validate the production
environment on the hosting platform using
test data, 1

+ Notify NH DPHS IT staff 10 freeze any
legacy data sources {if necessary),

» Execute the Data Migration Process to
populate the new produclion instance,

s Add appropriate user and administration
accounts,

« Execute ALL test cases one more time.

State of NH Conitract 2020-025

Exhibit A — Statement of Work — Part 3
Date: .3, /52-0
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o [fthere are no Critical (showstopper) issues
raised: .
o The contractor will release the new
* production instance.
¢ QOtherwise: ,
o Log the new {non-critical) issues,
o Notify NH DPHS IT staff to rever to
the appropriate prior lifecycle stage to
: address the issue(s)
"Bub2 The Contractor will provide the Department a
Production Issues report that documents any non-
critical issues and the proposed releases in ‘which
: they will be addressed. -
[Data Dictionary Sub 1 The Contractor will provide documentation
describing the database structure associated with the
. current release in production.
WebiZ Licensing Subl Contract will provide the user license for the
' Bpplication.

Deliverable 12: Datamart Sctup

Sub . .
Task Item o Tas ' | Description: ¢+ ' - \
. - o kS L ) 0 a ) ' o ,
Datamart Setup Sub | The Contractor will;

» Define the slices to collect

e Set up the Datamart database

* Load the data

¢ Train New Hampshire how to use the Datamart

Deliverable 13: Mobile WeblZ

State of NH Contract 2020-025

Exhibit A = nt of Work - Part 3
Date: 5)}33‘720

i r— e
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! Deliverable Thirteen ] . . Due Date’
| Mobile WeblZ Il - T ennon

Task hem '?'::ks |Description _ .

Determine Hardware Subl Contractor will facilitate a set of online meetings

[Needed  and  Purchase with the NH DHHS staff to setup. the Mobile WeblZ

Hardware (assumes 26 unils application and determine exact hardware configuration

lare needed) required. Contractor will purchase the hardware.

instatl  Countermind and Subt ° |The Contractor will install the Mobile WeblZ soflware on

WeblZ Mobile Software ‘ the hardware ship the equipment to NH DHHS staff.

Train Staff and remotely assist  |Subl The Contractor will remotely train the NH DHHS staff on

with first event how 1o use the software and hardware and remotely assist
the NH DHHS staff with their first event leveraging the
software/hardware,

Deliverable 14: Annual Support After Go-Live

I Deli 1 ‘ . " .. - Die Date

liverable Fourteen

) WeblZ Annuni Support 9/3/2021 or Nlnety (901)13:35 after Productlon “go

N _ ' g Sub . . -
Task ltem _ Arasks Description ' . .
Problem Support Sub | [The Contractor shall make technical support-personnel

avatlable by phone and email on the following schedule:
Monday through Friday, 8:00A.M. To 5:00P.M,,
excluding state holidays.

Sub 2 [The Contractor will act as the central point of contact
for all support issues, including application
functionality, application availability, network access,
and infrastructure management.

Sub 3 For each scheduled release of the application, the
Contractor will log bug reports and enhancement
requests and provide to the Depariment technical
suppont services for the Software based on the priority
" llevels and problem resolution processes described in the
Performance Measures, above,

State of NH Contract 2020-025
Exhibit A — Statement of Work — Part 3

Date: ‘5/4%/10
Contractor’s [nitials m Page 12 of 52
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Sub 4

For each scheduled release of the application, the
Contractor will coordinate with the Department. to
identify the specific set of bug fixes and enhancements
to be associated with 1he upcoming release.

Sub s

For each scheduled refease of the application, the
Contractor will provide a delta document outlining what
has changed since the last upgrade and updated test and
training documentation for changes made to the system
and/or external interfaces (as appropriate 1o the release)
1o the Department.

Sub 6

"The Contractor will respond to technical and functional
questions about the Envisions Application. Such
requests will be assigned a default Priority of Low
unless the Depariment requests a higher priority be
lassigned to the request.

IMonthly Report

Sub |

[The Contractor shall provide or make available online a
monthly report on the aclivity and status of all logged
requests received from the Department.

Aclivities Tracking

Sub 1

The Contractor shall maintain a log of requests in a
Depaniment approved tracking system with a unique
number assigned to each Department request. The
unique number shall be provided by the Contractor to
the Depaniment for reference and communication.

Sub 2

The Department will assign one of four levels of
priority to each request:
Critical

» Total System failure

*  Major component is not working

* Mission critical impact to business function

« Initiat Response 1 hour / 24 hours resolution afler

required information provided '

» Associated function not working with no
workaround available

s Moderate to severe impact to business function

» Initial Response within 4 hours / 3 business day

resolution after required information provided

Medium '
» System/ functional error that can be bypassed
» System / functional errors that occur outside

normal routing

» Low 10 moderate impact to business function

State of NH Contract 2020-025

Exhibit A - Statement of Work — Pan 3
Date: 5[ /.5220
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¢ Initial Response within 24 hours / agreed upon
timeline between Contractor and Department
Low
* Possible design problem
"= Questions .
¢ Low impact 10 business function/workaround exists
+ Initial Response within 72 hours / agreed upon
timeline between Contractor and Department
Annual Updates- Upgrade NH DPHS is entitled to a minimum of one full upgrade
* | per year to the then current Licensed Sofiware version
to be completed-at a mutually agreeable time. The
Contractor will plan and coordinate the update with the
Department at least one (1) month in advance arid
coordinate downtime communications.

Monthly Updates Sub | The Contractor, as needed, will plan and coordinate the
: application of patches. The Contractor will plan and
coordinate the update with the Department at two (2)
weeks in advance and coordinate downtime
: communications.
CDC 1S Annual Reports Subl The Contractor will provide support relating to data
: extracts and queries relating to Immunization
Information Systems Annual Report required by the
Center for Disease Control and Prevention (CDC) for
WeblZ NET only.
User Acceptance Testing Subl The Contractor will provide test plans to-be executed
against the application installed on the Test
environment. Department staff will be responsible for
execuling the test plans and reporting issues back to the
contraclor. ' . ,
Sub2 Il any “showstopper” bugs (critical issues) are
‘ discovered during UAT, appropriate issues will be
added to the issue tracking systemn and the Contractor
will revert to the Development or Design stage (as
appropriate) o address their resofutioq.

Deliverable 15: Emergency Response Enhancement Requests (including Change Orders)

State of NH Contract 2020-025

Exhibit A = Stajement of Work — Part 3
oate: 5/15/20 »
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(mcludmg Change
Orders

Task Ilem ’ - 'S[';l:ks " |Description . .
Emergency Response Subl State will provide detailed statements of work for
Enhancement (including Emergency Response Enhancements in the form of a
Change orders) Change Order.
: Sub2 Contractor at no cost to the State will provide fixed cost
o proposals for the Emergency Response Enhancement.
Sub3 Upon acceprance, The State will pay 50% upfront.
The last 40% will be paid with a 10% hold back when the
service is delivered to production.
Fihe final 10% will be paid afler a 90-day warranty penod

State of NH Contract 2020-025

'Eﬁ:b“ g_/iﬁa.wt of Work - Part 3
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1. PAYMENT SCHEDULE

1.1 Firm Fixed Price _
This is a Firm Fixed Price (FFP) Contract the period between the Effective Date through June 30,
2025. The Contractor shall be responsible for performing ils obligations in accordance with the
Contract. This Contract will allow the Contractor 1o invoice the State for the following aciivities,
Deliverables, or milestones at fixed pricing/rates appearing in the price and payment tables below.
New Hampshire would like to leverage the Government Services Administration (GSA) rates.

Table 2: Price and Payment Schedule

‘ Projected
Activity, Deliverable, or Milestone Delivery Price
Date
PLANNING AND PROJECT MANAGEMENT:
| Contract Signature 6/30/20 $335,000
2 |Project Management gggg? $60,000
. . 6/30/20- $£63,809
3 Project Planning 9/10/20
INSTALLATION . . i o e 5 e
WebtZ, Provider Management, HL7Onbaarding, $30,000
4 and Public Portal Configuration, Setup, and [11730/20 '
VTrckS and HL7 Interfaces .
5 Data Conversion Plan 11/30/20 $26,328
6 Development 11721 $31,405
7 Practice Data Conversion 5/31721 $£30,000
g TECI'IIIICBI Suppont for Azure Hosted 530121 $42,000
Environment _
TESTING :~ . = - AN ) _
0 WeblZ Training and Materials ez $30,000
SYSTEM DERLOYMENT,  ~ ~ “ - 7 h, oo e
10 User Acceptance Testing 6/3121 $20,000
1 Production Release and Go-Live 9/3121 $48,750

State of NH Conitract 2020-025

Exhibit B - Pricg and Payment Schedule — Part 3
Date: \52 15/20
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v vy s -

OPERATIONS . - © L F o e

12 Datamart Setup 9/3/21 $20,000

13 Mobile WeblZ 013121 $174,000

14 Annual Support Fees (Table 3 Detail below) Year 2 $360,063.00
Annual Support Fees (Table'3 Detail below) Year 3 $360,063.00
Annual Suppon Fees (Table 3 Detail below) Year 4 1$360,063.00
Annual Support Fees (Table 3 Detail below) Year 5 $360,063.00

s E_mcrgc_ncy Response Enhancement Requests N/A 300,000.00
(including Change Orders)

1.3 Annual Support Fees

The Pricing Tables below reflect the payment of maintenance and support lhrough'thc Contractend -
date. The Price reflects the anticipated implemeniation date. Actual payments may differ if the project start
date slips or if implementation takes longer as this will cause a shorter maintenance period. Table 3: Detail
of Annual Support Fees provides the detailed list of products and services provided during the maintenance
and support period.

Table 3: Detai! of Annuzl Support Fees

Medium Customer Medium Custamer Support
Product/Service Supportand . and Maintenance
2019 Product/Service Provided ) ) Maintenance .
Name Fee Firm Fixed Price
Fee Firm Fixed Price
GSA Rate
Commercial Rate
Immunization Registry WebIZNET
Annual product support $56,250
CDC (1S Annual Repart $5,625
COSi Forecaster support $7.500
VTrckS ExiS Interface support ' $7,500
AFIX Assessment support ' $7.500
HL7 Message support $7,500
HL7 Onboarding support ’ 57.500
Flu PreBook 56,563
Public Portal ' o $5,625
Annual Support Fees $111,563
Provider Management* WebPM.NET $25,000

State of NH Contract 2020-025

Exhibit B 5 Prige and Payment Schedule — Part 3
Date: Y/ dZ.O
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PRICE AND PAYMENT SCHEDULE

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to thé contrary, and notwnhstandmg unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated in
the P-37 General Provisions Block 1.8 (*Price Limitation™). The payment by the State of the total Contract
price shall be the only, and the complete reimbursement to the Contractor for all fees and expenses; of

whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of

the Services performed under this Contract. ~

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All invoices
submitted shall be subject 1o the State’s prior written approval, which shall not be unreasonably withheld.
Thé Contractor shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices
must be in a format as determined by the State and contain detailed information, including without limitation:
itemization of each Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly maintenance chargcs;'

any other Praject costs or retention amounts if applicable.

'Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will pay the
correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and
shall be promptly dispatched. -

lnvo:ccs shall be sent to:

Department of Health and Human Services
Division of Public Health Services

29 Hazen Drive
Concord, NH 03301

Email address: DPHScontraclblllmg@dhhs nh.gov

Payments shall be made via ACH. Use the.following link to enroll with the State Treasury for ACH

payments: https://www.oh.

v/treasury/state-vendorsfindex. btm

-

Azure hosting suppart® AZURE.NET $60,000

Microsoft Azure Government Hostlns © $110,000

Cost * '

Immunization Adhoc Reparting Data : $20,000

Mart* Annual product support WebDM.NET '

Mobile WehI2 * WebMOBILE.NET 514,000

Mobile WebIZ hardware (26 unls)® . $19,500

Open Market Annual Support Fees (Not '

on the GSA Schedule)* : 5248,500

Grand Total - Annual Support Fees $360,063

State of NH Contract 2020-025

Exhibit B — Price and Payment Schedule - Part 3

Date: é{ [ f2020
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4. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the Siate Treasury for ACH
payments: htips://www viire -ve findex.htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full amount
of any overpayment or erroneous payment upon discovery or notice from the State,

6. CREDITS

The Siate may apply credits due to the State ansmg out of this Contract, against the Contractor’'s invoices
with appropriate information attached.

7. PROJECT HOLDBACK - \
The State shall withhold ten percent (10%) of the Support and Maintenance fees for a period of 60 days afler
first producnve use of the System.

If the system is down for longer than a period of four (4) hours then the State will receive a credit that will go
towards the following State Fiscal Year using a consistent formula. If the system is down for four (4} hours
that will constitute a half-a-day, each hour afier that will be rounded up 0 the next half-day. The formula lo
be used is as follows:

{Annual Support Fees/ Three Hundred and Sixty-Five (3635)) x number of half days the system is down.
{n the final State Fiscal Year of the contract annual subpon payment the following formula will be used:

(Annual Support Fees - average system down times of the prior year)

Final payment will be made at the end of the contract period.

8. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the performance
of the Services performed under this Contract. The Contractor must assume all reasonable travel and
related expenses incurred by Contractor in performance of its obligations. All labor rates in this
Agreement will be considered “Fully Loaded”, inciuding, but not limited to: meals hotel/housing,
airfare, car rentals, car mileage, and any additional out of pockel expenses.

9. SHIPPING AND DELIVERY FEE EXEMPTION

The Siate will not pay for any shipping or delivery fees unless specifically itemized in this Agreement.

Siate of NH Contract 2020-025

Exhibit 8 — Price and Payment Schedule — Part 3
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SPECIAL PROVISIONS

1. Revisions to Form P-37, General Provisions

L1 Paragraph 3, Subparagraph 6.1, Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.1 In connection with the performance of the Services, the Contractor shall comply with
all applicable statutes, laws, regulations, and orders of federal, slate, county or municipal
authorities, which impose any obligation or duty upon the Contractor with respect 10 its
performance of the Services, including, but not limited 1o, civil rights and equal opportunity
laws. In addition, the Contractar shall comply with all apphcablc copyright laws.

1.2. Paragraph 3, Subparagraph 6., Compliance by Contractor with Laws and Regulations/Equal
Employment Opportunity, is amended as follows:

6.3 Unless the Contractor is otherwise exempt, if this Agrecmcm is funded in any part by
monies of the United States, the Contractor shall comply with all the provisions of
Executive Order No. 11246 (“Equal Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41 C.F.R. Part 60), and any rules,
regulations and guidelines as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees 10 permit, the State or the
United States reasonable access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with the covenants, terms and conditions of this
Agreement at the Conteactors principal place of business during normal business hours and
provided thal the State or the United States make best cﬂ'ons not to interfere with the
business operations of Contractor.

1.3. Paragraph 8, Event of Default/Remedies, is amended as follows:

8.1 Any one or more of the following acts or omissions of the Contractor shall constitute

an event of default hereunder (*Event of Default”):

8.1.1 Failure to perform the Services in accordance with [Exhibit A];

8.1.2 Failure to submit any report required hereunder; and/or

8.1.3 Failure to perform any other material covenant, term or condition of this Agreement.

8.2 Upon'the occurrence of any Event of Default, the State may take any one, or more, or

all, of the following actions:
8.2.) Give the Contractor a writien notice specifying the Event of Default and
requining it to be remedied within thirty (30) days from the date of the notice; and
if the Event of Default is not timely remedied, terminate this Agreement, effective
two (2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of Default and if the
Coniractor does not remedy such Event of Default within thirty (30) days from the
date of the notice, suspending all payments to be made under this Agreement until
such time as the Contractor has cured the Event of Default;
8.2.3 give the Contractor a written notice specifying the Event of Default and if the
Contractor does not remedy such Event of Default within thirty (30) days from the
date of the notice, set off against any other obligations the Stale may owe 1o the
Contractor any damages the State suffers by reason of any Event of Default; and/or
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8.2.4 Give the Contractor a writlen notice specifying the Event of Default and if
the Contractor does not remedy such Event of Default within thirty (30) days from

. the date of the notice, treat this Agreement as breached and pursue any of its
remedies at law or in equity, or both.

|.4. Paragraph 9, Subparagraph 9.3, Effective Date/Completion of Services, is amended as follows:

9.1 As used in this Agreement, the word “data’ shall mean all of the State’s confidential or
proprietary information delivered by the State to the Contractor under this Agreement,
including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts,
sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes, letters, memoranda,
papers, and documents, all whether finished or unfinished; provided, however, any
evaluation, analysis, camments, and information or ideas for improvement or modifications
10 the Services or the Contractor’s proprietary software, in any medium whatsoever, and
whether provided by the State or otherwise obtained by the Contractor, will not be
considered -data under this Agreement and will be considered the property of the
Contractor, ’

1.5. Paragraph 9, Subparagraph 9.2, Effective Date/Completion of Services, is amended as follows:

9.2 All data which has been received from the State under this Agreement shall be the
property of the State, and, 10 1he exient it is in the possession of the Contractor, shall be
returned to the State upon demand or upon termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing
law. Disclosure of data requires prior writien approval of the State.

1.6. Paragraph 11, Indemnification, is amended as follows:

11. The Contractor shall defend, indemnify and hold harmless the State, its officers and employees,
from and against any and all losses suffered by the state, its officers and employees, and any and
all claims, liabilities or penalties asserted against the State, its ofTicers and employees, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be

- claimed to arise out of) the acts or omissions of the Contractor. Notwithstanding the foregoing,
nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph |3 shall survive
the termination of this Agreement. Notwithstanding anything to the contrary in this Agreement,
the Contractor is not obligated to defend, indemnify or hold harmless the State, its officers and
employees, from any claim or corresponding losses arising out of or resulting from the State’s, its
officers’ or cmployees’: (a) gross negligence, or more culpable act or omission, including without
limitation, recklessness or willful misconduct; or (b) bad faith failure to comply with any of its
obligations under this Agreement.

State of NH Contract 2020-025

Exhibit C - ?e ial Provisions — Part 3
Date: 5[ /, {ZO ,

Coniractor's lnitials _ &IM Page 2t of 52



. DocuSign Envelope ID; 2B3B8232-8DFD-4120-60A1-D186BDSETATS

STATE OF NEW HAMPSHIRE
Department of Health nad Human Services
VaxNH Immunization [nformation System
SAAS CONTRACT 2020-025EXHIBIT C

SPECIAL PROVISIONS

1.7. Paragraph 14, Subparagraph 4.1, Part 14.1.1, Insurance, is amended as follows:

14.1 The Contractor shall at its sole expense, obtain and continuously maintain in force, and shall
require any subcontractor or assignee o obtain and maintain in force, the following insurance:
14.1.1 commercial general liability insurance against claims of bodily injury, death or property.
damage, in amounts of not less than $2,000,000 per occurrence and $4,000,000 aggregate, and
technology professional liability coverage in the amount of $5,000,000 for each claim
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1. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, securily systems, and hardware as required to
complete the contracted Services. '

~ The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary 1o allow the Contractor to perform its obligations under the Contract.

2. STATE-OWNED DbCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State- owned documents, and materials,
reports. Upon expiration or termination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress relating to
this contract to the State at no additional cost to‘ the State. Documents must be provided in
both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporaled herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart
4.7 Contractor Records Reiention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract. The Contractor and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation maltters regarding the Gontract shall be kept
for one (1) year following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such rccords shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the Siale of New . Hampshire, unless otherwise .agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year term following litigation relating to the Contract,
including all appeals or the expiration of the appeal period. The Contractor shall mclude the record
retention and review requirements of this section in any of its subcontracts.
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The Siate agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors. '

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted

_ Accounting Principles. The costs applicable 10 the Cantract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and ali other costs and
expenditures.
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1. PROJECT MANAGEMENT
The State believes thai effective communication and repbning are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requesied by the State, in accordance with
the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technology. This meeting
will enabte leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

¢. Status Meetings: Participants will include, at the minimum, the Contractor’s Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overali Project
status and any additional topics needed to remain on schedule and within budget. A status and error
report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract. ‘

¢. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues. '

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons leamed from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafling of formal preseniations,
such as a presentation for the kickefT meeting, will also be the Contractor’s responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status reports
in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in formats
approved by the State. The Contractor’s Project Manager shall assist the State's Project Manager, or itself
produce reports related 1o Project Management as reasonably requested by the State, all at no additional
cost to the State. The Contractor shall produce Project status reports, which shall contain, at a minimum,
the following: -

Project status related to the Work Plan;

Deliverable staius;

Accomplishments during weeks being reported;

Planned activities for the upcoming two (2) week period;

Future activities; and

Issues and concerns requiring resolution.

il el
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7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shali provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by the
State, alt at no additional cost 1o the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shalt adopt a change management app—roach 10 identify and plan key
strategies and communication initiatives.

The Contractor’s tleam will provide training templates as defined in the Training Plan, which will
be customized 10 address the State’s specific requirements. Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing sufficient
time for development of material as functionatity is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project’s Work Plan and tasks, manage and schedule Project staff, track and manage issues,
manage changing requirements, maintain communication within the Project Team, and report
status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project 1ask and
resource plans will be established for: the preliminary training plan, the change management
ptan, communication approaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
siructure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2.3 Change Management and Training

‘The Contractor's change management and training services shall be focused on developing
change management and training stralegies and plans. its approach relies on State resources’
for the execution of the change management and end user training.
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The Contractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to:

1.

TESTING AND ACCEPTANCE |

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary 1o the State staff responsibte for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceplance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be mctuded in the finalized Work Plan.
A separale Test Plan and set of test materials will be prepared for each Software function or modulc

All Testing and Acceptance (both business and technically oriented testing) shall apply to tcsungthe System
as a whole, (e.g., software modules or functions, and [mplementation(s)). This shall include planning, test
scenario and script development, Data and System preparation for testing, and execution of Unit Tests,
System Integration Tests, Conversion Tests, [nstallation tests, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance Test and
Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected resulis
and for the resolution and tracking of all errors and problems identificd during test execution. The Contractor
shal) also correct Deficiencies and suppon required re-testing.

1.1 Test Planmng and Preparatlon

The Contractor provided, State approved, Test Plan will include the rest scripts, expected results, and a
tracking method for reporting actual versus expected results as well as all errors and problems identified
during test execution. As identified in the Acceptance Test Plan, ‘and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the Contractor’s Project Manager’s
Certification, in wriling, that the Contractor’s own staff has successfully executed all prerequisite
Contractor’s testing, prior to the start of any testing executed by State staff. The State will be presented
with a State approved Acceptance Test Plan including the test scripts and expected resulis.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,
complete, and ready for State testing. The testing will be conducied by the State in an environment
independent from the Contractor's development environment. The Contractor must assist the State
with testing in accordance with the Test Plan and the Work Plan, ulilizing test and live Data to validate -
reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software conﬁgural.ion as required and user training according
to the Work Plan. Testing ends upon issuance of a letier of UAT Acceptance by the State.
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The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit applicatlion modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System [ntegration Test is performed in

a tesl environment.

Thorough end-10-end testing shall be performed by the Contractor team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-to-end business processes, and the
flow of information across applications (IF APPROPRIATE). It includes all key business processes
and interfaces being implemented, confirms data transfers with external parties, and includes the
transmission or printing of all electronic and paper documents.

Activity Description

. Sy'st'cms Integration Testing validates the integration between the target application

modules and other systems, and verifics thal the new System meets defincd interface
requirements and supports execution of business processes. This test emphasizes
end-to-end business processes and the flow of information across the application. It |,

. includes all key business processes and interfaces being implemented, confirms data |

transfers with external partics, and includes the transmission or printing of all
electronic and paper documenis.

[Contractor Team
Responsibilitics

|

Take the lead in developing the Systems Integration Test Specifications.

Work jointly with the State to develop and load the data profiles to support the
test Specifications.

Work jointly with the Stale o valudnle componcnls of the test scripts.

| State Responsibilities.

Work jointly with the Contractor to devclop the Syslems Integration Test
Specifications.

Work jointly with the Contracior to develop and load the data profiles 1o support

the test Specifications. .

Work jointly with the Contractor to validate componems of the test scripts,

modifications, lixes and other System. mlcracuons with the Contractor suppl:cd

Software Solution.

‘Work Product
Description

[

The Integration-Tested System .indicates that all interfaces between the
application and the legacy and third-party systems, interfaces, and applications
are functioning properly.

1.3 Conversion Validation Testing
In Conversion Validation Testing, target application functions are validated.
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‘Activity Description .

_Th'e conversion validation test should replicate the entire flow of the

converted data through the Software Solution. As the Software Solution is
interfaced 10 legacy or third-pany applications/interfaces, testing verifies that
the -resulting flow of the converted data through these interface points

' .pcrfonnscon'cctly

Contractor Team
Responsibilillcs

, For conversions.and interfaces, the Contractor's team wnll execute thc apphcablc
. validation tests and compare exccution results with the ‘documented expected.

‘results.

State.Responsibilitics.
‘ ]

¥
H

Extract and cleanse, if necessary the Iegncy data ‘to be converted in the data

‘ conversions.

Work Product
Description

“Validation-Tested Conversion Programs

" These progmms include conversion
. programs that have been tested to verifythat the resuliing converted tegacy data
i performs correctly in the entire suite of the Application.

‘1.4 Installation Testing

In Installation Testing the application components are installed in the System Test environment to test
the installation routines and are refined for the eventual production environment. This activity serves
as a dry run of the |nstallat|on steps in preparation for configuring the production system.

1.5 User Acceptance Testing (UAT)

UAT begins upon completion of the Sofiware configuration as required and user training. according to
the Work Plan. Testing ends upon issuance of a lenter of UAT Acceptance by the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved-business processes.

UAT will also serve as a performance and stress test of the System. it may cover any aspect of the new
System, including administrative procedures such as backup and recovery. The results of the UAT
provide evidence that the new-System meets the User Acceptance crileria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

Activity Description

The System User Acceptance Tests verify System functionality against predefined
Acceplance criteria that suppon the sisccessful execution of approved processes.

Contractor Team
Responsibilities

. -

s Provide the State an Acccptance Test Plan and sclccuon of test scripts for the,

Acceptance Test.
* Monilor the execution of the test seripts and-assist as néeded during the User
Acceptance Test activities.
s Work jointly with the State in determining the required actions for problem
resclution,
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'State Responsibilities. | »  Approve the development of the User Acceptance Test Plan and the set of data
’ for use during the User Acceptance Test,
Validate the Acceplance Tesi environment,

’*

v » Execute the test scripts and conduct User Acceptance Test activities.
. Document and summarize Acceptance Test results.
- Work jointly with the Contractor in dclcrmumng the required actions for problem
resolution.
) .| ¢ Provide Acceptance of the validatcd Systems.
‘Work Product - .| The Deliverable for User Acceptance Tests is the -User Acceptance Test Results.
‘Description . |, These results provide evidence that the new System meets the User Acceptance
' cmcna defined in the Work Plan.
\

1.6 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of the
Solution as well as assist and direct the State's System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software throughout the Project

1.7 Scope ,
The scope of Performance Testing shall be 1o measure the System level metrics critical for the
~ development of the applications infrastructure and operation of the applucauons in the producuon
environment.
It will include the measurement of response rates of the application for end-user transaclions and
resource utilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and retesting until optimum System performance is achieved.
~ Performance testing and tuning shall occur in the final production environment and shall use a copy of
the final production database 1o provide the best results.

1.7.1 Test Types
Performance testing shall use two different types of testing to determine the siability of the
application. They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running scripts
where the outpul is broken down into business transactions or functions. The test is like a single
user executing a defined business transaction. During baseline testing, each individual script is
run 16 establish a baseline for transaction response time, throughput and other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System response time and utilization is measured and recorded.

1.7.2 Tuning
Tuning will be the Contractor led and occur during both the devclopmenl of the application and load
testing. Tuning is the process whereby the application performance is maximized. This can be the
result of making code more efficient during: dcvelopment as well as making tuning parameter changes
1o the environment.

State of NH Contract 2020-025

Exhibit F — Testjng Services — Part 3
Date: S//5/20

Contractor's Initials _CIM Page 30 of 52



DocuSign Envelope |D: 2B388232-8DFD-4120-80A1-D1868DSETATS

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH Immunization Information System

CONTRACT 2020-025PART 3 - EXHIBITF
TESTING SERVICES

1.8 Regressnon Testing

. As a result, of the user testing activities, problems will be identified that require correction. The State will
notify the Contractor of the nature of the testing failures in writing. The Contractor will be required to
perform additional testing activities in response to State and/or user problems identified from the 1esting
results. Regression lesting means selective re-testing to detect faults introduced during the modification
effort, both to verify that the modifications have not caused unintended adverse effects, and to verify that
the modified and related (possibly affected) System components still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort required
for conducting the regression tests. In other words, the Contractor will be expected to desugn and conduct
regression tests that will identify any unintended consequences of the modification while taking into
account Schedule and economic considerations. .

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems lhr0ugh the
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Dala assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components, Test procedures shall include penetration tests and application vulnerability scanning.

Service Component

Defines the set of capabilities that:

Identification and
Authentication

Supports oblaining information about those parties
attempting to log onlo a system or application for
security purposes and the validation of users

Access Control

Supports the management of permissions for logging
onto a computer or network -

Encryption

Supports the encoding of data for security purposes

intrusion Detection

Supports the detection of illegal entrance into a
compuler system

Verification

Supports the confirmation of authority 1o enter a
compuler system, application or network

Digital Signalure

Guarantees the unaltered siate of a file

User Management

Supports the administration of computer, application
and network accounts within an organization.

Role/Privilege Supports the granting of abilities to users or groups
Management of users of a computer, application or network
Audit- Trail Capture | Supports the identification and monitoring of
and Analysis activities within an application or system

Input Validation

Ensures the application is protected from buffer
overflow, cross-site scripling, SQL injection, and
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unauthorized access of files and/or directories on the
server.

Tests shall focus on the technical, administrative and physical security controls that have been designed
into the System architecture in order 1o provide the necessary confidentiality, mlegnty and availability. -
Tests shall, at a minimum, cover each of the service components. Test procedures shall include 3™
party penetration tests and application vulnerability scanning, will be handled per section 1.9.

Prior 10 the System being moved into production the Contractor shall provide results of all security
testing 1o the.Departiment of Information Technology for review and Acceptance. All Software and
hardware shall be free of malicious code {malware). '

1.9  Penetration Testing (Non-PCl Environment)
The Contractor shall provide certification that their Software and System environment has undergone
penetration testing in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor.

State of NH Contract 2020-025
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1Contractor’s Responsibility
The Contractor shall maintain the Systcm in accordance with the Contract,

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionalily releases, patches, and Documenitation that are
generally offered to its customers, at no additional cost.”

1.1.2  Standard Agreement
The State will adopt the Contractor’s standard maintenance agreement modified to address
terms and conditions inconsistent wnh State Statutes and genera] State information technology
practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1  The Contractor shall repair or replace Software, and provide maintenance of the Sofiware in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to S1.1 through S1.20 of the Support and Maintenance Requirements in Exhibit H
Requirements, Attachment L,

2.2 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the

_ Contractor shall be deemed to have committed an Event of Default, and the State shall have the right,

at its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to return the Contractor’s

product and receive a refund for all amounts paid to the Contracior, including but-not limited to,

applicable license fees, within ninety (90) days of notification 1o the Contractor of the State’s refund
request

2.3 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Defauit, and the State shall have the right,
at its option, to pursue the remedies in Part 1 Section 14.

State of NH Contract 2020-025
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REQUIREMENTS

Atiachment |: Project Requirements is hereby incorporated within.
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The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within fifieen (15) days of the Effective Date and further refine the-tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s

. plan to implement the System. Continued development and management of the Work Plan is a joint effort on
the part of the Contractor and State Project Managers.

The preliminary Work Plan for Implémentation created by the Contractor and the State is set forth at the ead of
this Exhibit. :

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage the
Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shalt identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement the Project. It-shall also address intra-task dependencies, resource allocations
(both-State and Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.
The Plan is documented in accordance with the Contractor’s Work Plan and shall utilize the Solution to support
the ongoing management of the Project. .

1. ASSUMPTIONS

A. General

e The State shall prowde team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

¢  All State tasks must be performed in accordance with the revised Work Plan.

« All key decisions will be resolved within five (5) business days. Issues not resolved within this

. initial period will be escalated to the State Project Manager for resolution.

« Any activities, decisions or issues taken on by the State that affect the mutually agreed upon Work
Plan timeline, scope, resources, and costs shall be subject to the identified Change Control process.

+ The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP). ‘

B. Project Management

+ The State shall approve the PrO_]eCl Management Methodology used for the Project.

« The State shall provide the Project Team with reasonable access to lhc State personnel as needed
10 complete Project tasks.

* A Project folder created within the Statc system shall be used for centralized storage and retrieval
‘of Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Team members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
The State Project Manager shall approve access for the State team. Documentation can be stored
locally for the Contractor and Siate team on a “shared” network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

State of NH Contract 2020-025
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o The Contractor assumes that an Alternale Project Maﬁager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager. .

C. Conversions
* The Contractor Team's propaosal is based on the.assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the

conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data 1o

the Contractor's applications.

¢ Additionally, the Contraclor’s Team shall:

1. Provide the State with Centractor's application data rcquurcmcnts and examples, of data
mappings, conversion scripts, and data loaders. The Contractor’s Team shall identify the APIs
the State should use in the design and development of the conversion.

2. Provide guidance and assistance with the use of the data loaders-and conversion scripts

“provided. )
_ Lead the review of functional and technical Specifications.
4. Assist with the resolution of problems and issues associaled with the developmcnt and
Implementation of the conversions.

b

D. Reporting
» The Contractor shall conduct <weekly / every two weeks> status meetings, and provide reports that
include, but are not limited to, minutes, action items, test results, and Documentation.

E. User Training
¢ The Contractor’s Team shall lead the development of the end-user training plan.
¢ A train the trainer approach shall be used for the delivery of end-user training.
The State is responsible for the delivery of end-user training,
The State shall schedule and track attendance on all end-user training classes.

F. Performance and Security Testing
« The Contractor’s Team shall provide a pcrformance test workshop to identify the key scenarios to
be tested, the approach and tools required, and best practices information on performance testing.
¢ The State shall work with the Contractor on all testing as set forth in Contract Exhibit F — Testing
Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities
DHHS reserves the right Lo request ancther person if the person currently assigned is not satisfactory

1) Contractor Team Project Executive
The Contractor Team’s Project Executives (Contractor and Subcontractor Project Executives) shall-
be responsible for advising on and monitoring the quality of the Services throughout the Project
life cycle. The Project Executive shall advise the Contractor Team Project Manager and the State's
Project leadership on the besi practices for implementing the Contractor Software Solution within

State of NH Contract 2020-025
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the State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.,

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

L
L ]

3

Maintain communications with the Siate's Project Manager;

Work with the State in planning and conducting a kick- offmeeung,

Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according to
the scheduled staffing requirements;

Define roles and responsibilities of all the Contractor Team members;

Provide weekly and month update progress reports to the State Project Manager;

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available,

Review task progress for time, quality, and accuracy in order to achieve progress;

‘Review requirements and scheduling changes and identify the impact on the PrOJect inorderto
identify whether the changes may require a change of scope;

- Implement scope and Schedule changes as authorized by the State Project Manager and with

appropriate Change Control approvals as identified in the Implementation Plan;

Inform_the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

Manage handoff to the Contractor operational stafT;

Manage Transition Services as needed.

Contractor Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Coniractor Team’s

understanding of the State business requirements by application, and perform business

requirements mapping;

s Construct and confirm application test case scenarios;

Produce application configuration definitions and configure the applications;

Conduct testing of the configured application;

Produce functionat Specifications for extensions, conversions, and interfaces;

Assist the State in lhe'lesting of extensions, conversions, and interfaces;

Assist the State in execution of the State’s Acceptance Test;

»  Conduct follow-up meetings to obtain feedback, results, and concurrencclapproval from
the State;

e Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and

State of NH Contract 2020-025
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Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shall assume the following tasks:

Development and review of funclional and technical Specification to determine that they
are at an appropriate level of detail and quality; :

Development and Documentation of conversion and interface programs in accordance with
functional and technical Specifications;

‘Development and Documentation of installation procedures; and
Unit testing of conversions and interfaces developed; and

System Integration Testing.

B. State Roles and Responsibilities
The following State resources have been identified for the PI'O_]CCI The time demands on the individual
State team members will vary dependmg on the phase and specific tasks of the Implementation. The
demands on the Subject Matier Experts’ time will vary based on the need determined by the State Leads
and the phase of the Implementation. :

1) State Project Manager

The State Project Manager shall work side-by-side with the Contractor Pro;ect Manager. Thetole
of the State Project Manager is 10 manage State resources (IF ANY), facilitaie completion of all
lasks assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the implementation Project, and provides necessary Staie
resources, as defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

L]

Plan and conduct a kick-ofT meeting with assistance from the Contraclor team;

Assist the Contractor Project Manager in the development of a detailed Work Plan;

Identify and secure the State Project Team members in accordance with the Work Plan;
Define roles and responsibilities of al) State Project Team members assigned to the Project;
ldentify and secure access to additional State end-user staff as needed to support specific
areas of knowledge if and when required to perform certain Implementation tasks;
Communicate issues 10 State managemenl as necessary (o secure resolution of any matter
that cannot be addressed at the Project level;

Inform the Contractor Project Manager of any urgent issues if and when they arise; and
Assist the Contractor team staff to obtain requested information if and when required to
perform certain Project tasks.

Manage handoff to State operational stafT;

Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(s) (SME)

State of NH Contract 2020-025
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The role of the State SME is to assist application teams with an undersianding of the State’s current
business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following;:
» Be the key user and contact for their Agency or Department;
¢ Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
»  Assist in validating and documenting user requirements, as needed;
*  Assist in mapping business requirements; '
e Assist in constructing test scripts and data,
»  Assist in System Integration, and Acceptance Testing;
»  Assist in performing conversion and integration testing and Data verification;
s Attend Project meetings when requested; and
®  Assist in training end users in the use of the Contractor Sofiware Soluuon and the business
processes the application supponts.

3) State Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State's Project Managcr and is rcspOnSlbIc
for leading and managing the State’s technical tasks. Responsibilities include:

*  Attend technical training as necessary to suppori the Project;

s Assist the State and the Contractor Team Projecl Managcrs to establish the detailed Work
Plan; :

o Manage the day-to-day activities of the State's lechmcal resources assigned to the Project;

e  Work with State IT management 10 oblam State technical resources in accortlance with the
Wark Plan;

* ~ Work in partnership with the Contractor and lead the State lechmca! staff’s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall effort
with suppon and assistance from the State; and

* Represent the technical efforts of the State atl each project meetings.

4) State Testing Administrator
The State's Testing Administrator will coordinate the Siate’s testing efforts. Responsibilities
include:
¢ Coordinating the development of sysiem, integration, performance, and Acceptance Test
plans;
Coordinating system, imegration, performance, and Accepiance Tests;
+ Chairing test review meetings;
Coordinating the State's team and external third parties involvement in testing;
+ Ensuring that proposed process changes are considered by process owners;
« Establish priorities of Deliciencies requiring resolution; and
e Tracking Deficiencies through resolution,

State of NH Contracl 2020-025
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3. SOFTWARE APPLICATION
N/A

4. CONVERSIONS
Convert data as applicable.

A. Conversion Testing Responsibilitics

« The Contractor Team and the State, based on their assigned conversion responsibilities, as set
forth in Conitract Exhibit F: Testing Services shall identify applicable test scripts and installation
instructions, adapt them fo the Project specifics, test the business process, and compare with the
documented expected results.

» The Contractor Team and the State, based on their assigned conversion responsibilities; shall
execute the applicable lest scripts that complete the conversion and compare execution results
with the documented expected results.

¢ The State is responsible for documenting the technical Specnl‘ ications of all programs that extract
and format Data from the legacy systems for use by the conversion processes.

e The Contractor Team and the State, based on their assigned conversion responsibilities, shall
develop and unil test their assigned conversions.

e The Siale and the Contractor Teams shall jointly conduct Sysiem and Integration Tcsnng,
verifying and validating the accuracy and completeness of the conversions.

» The State and the Contractor Teams shall joimly verify and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces shall be implemented in coopcrauon with the State via the Change Order process, which is
identified in Part 2. The following Table 5.1 identifies the interfaces within the scope of this Contract and
their relative assignment.

Table 5.1: In-Scope Interfaces

.I.;llls‘!'l"::}s‘\' 3'Ré{-[lf}"sihiﬁ!.I_’zl"rl_,"_‘__ R . oL _
Vaccine Teacking System |, Contractor and | vTreks i.s‘CDC‘s_ vaccine ordering system. An interface is setup
. : . Division of Public | so that daily ordering, inventory, wastage and/or retum files can be

(VTrekS) in accordance with . . . .
Health sent to VTrekS. Also on o daily basis, files are received leniing the

EXiS specilications ' program know of vaccines shipped to providers on that day. This
file is uploaded into the 11S and the provider then knows 1o watch
for the shipment to enter into their inventory. VTrckS provides

other services but no interface is needed.

NH Medicaid Mansgement: Contractor a'ndl | MMIS authorized users would have access to the 115 10 assess the ,
o Division of Public | vaccination records of their clientele. MMIS has the capability to
Information System (MMIS) : S P . Y
: ; Health send files of the vaccination records of their clientele for input into
the I(S.
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Interface

New  Mampshice Vil

Records System
|

i

Mot

Responsible Party

Contractor and

. Division of Public

Health

Deseriptinn

An interface wuh Vltal Records is needed to download. the new
births _in the state into the 11S. A ‘file of deaths would be
downloaded into the 11S as well to stop reminder/recall notices
being sent to relatives of recently deceased patients who may have
participated in the 1S,

New Hampshire Enterprise -
Datn Warchouse

Contractor and

1| Division of Public

Health

Aggregale data will be shared with other pmgrams for disease |-
momtonng through the EDW.

Elecronic  Health Records:
Sysle'm:

Conitractor and

- Division of Public

Health

Onc ‘of the main avenucs toreceive paucnt vaccination information
is through electronic health records of providers using HL7. Aa

. inteeface would be required o0 be setup for each provider

depending on the EHR and version used.

(NP

Nationa Provider 1dentifier |

Contractor and
Division of Public
Health

Th;_ NPI database is maintained by CDC. The database contains
the unique |0-digit -identifier and identifies HIPAA-covered
healthcare providers. Each provider enrolled in thé 11S will enter
their NPI. The database also lists providers who are no longer
covered:

New Hampshire EI:ctronic

Dlscasc Survclllmcc System,

Contractor and

Division of Public - |-

-

'NH EDSS maintains a database of disease conditions that must be

reporied by clinicians. An interfice ‘between the 1wo systems

Varigus Staic [1Ss- |

v

- Division of Public

Health

‘Health would prove beneficial to monitor an outbreak .of vaccine-
(NH EDSS) , preventable discases and the areas hardest hit.
Conitractor and NH is bordered on three sides bjf other siates having each an IS,

Residents of NH cross borders to access their.healthcare providers
and their vaccmallon information will be entered into NH IS and
vice versa.

Interface Responsibilities

The Contractor Team shall provide the State Contractor Application Data requirements and

examples, of data mappings and interfaces implemented on other Projects.

The Contractor Team

shall identify the APIs the State should use in the design and development of the interface.’
The Contractor Team shall lead the State with the mapping of legacy Data to the Contractor

Application.

The Contractor Team shall lead the review of funcllonal and technical mlerfacc Specifications,
The Contractor. Team shail assist the State with the resolution of problems and issues associated
with the development and Implementation of the interfaces.

The Contractor Team shall document the functional and technical Specifications for the interfaces.
The Contractor Team shall create the initial Test Plan and related scripts to Unit Test the interface..
The State shall validate and accept.

State of NH Contract 2020-025
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The Contractor Team shall develop and Unit Test the interface.

The State and the Contractor Team shall jointly verify and validate the accuracy and completeness
of the interface.

The State is responsible for documcnung the procedures required to run the interfaces in
production.

The State shall document the technical changes needed 1o legacy systems to accommodate the
interface.

The State shall develop and ‘test all legacy application changes needed to accommodate the
interface:

The State and the Contractor Teams shall jointly construct test scripts and creale any data needed
1o support testing the interfaces.

The State is responsible for all data extracts and related formatiing needed from legacy systems to

support the interfaces.

« The State is responsible for the scheduling of mterface operation in producnon

6. PRELIMINARY WORK PLAN
The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 6.1: High Level Preliminary NH Project Plan

Task.Name Start Finish
WeblZ Immunization Registry Implementation Tue 6/30/20 Fri 9/3/21
Deliverable |: Contract Sinature Tue 6/30/20 Tue 6/30/20
Deliverable 2: Project Management Tue 6/30/20 | Wed 6/30/21 -
Project Status Meetings and Reports (Weekly) Tue 6/30/20 Thu 1/30/20
Project Status Meetings and Reports (Weekly) Fri 7/31/20 [ Mon 8/31/20
Project Status Meetings and Reports (Weekly) Tue 9/1/20 |  Wed 9/30/20
Project Status Meetings and Reports (Weekly) Thu 10/1/20 | Fri 10/30/20
Project Status Meetings and Reports (Weekly) Mon 11/2/20 | Mon | 1/30/20
“Project Status Meetings-and Reports (Weekly) Tue 12/1720 | Thu 12/31/20
Project Status Meetings and Reports (Weekly) . Mon 1/4/21 Fri 1/29/21
Project Status Meetings and Reports (Weekly) Mon 2/1/21 Fri 2/26/21
Project Status Meetings and Reports (Weekly) Mon 3/1/2] Wed 3/31/21
Project Status Meetings and Reports (Weekly) Thu 4/1/21 Fri 4/30/21
Project Status Meetings and Reports(Weekly) Mon 5/3/21 Maon 5/31721
Project Status Meetings and Reports (chl-.ly) Tue 6/1/21 Wed 6/30/21
Deliverable 3: Project Planning Tue 7/7/20 | Thu 9/10720
Project Kickoff Meeting (remote due to COVID 19) Tue 7/7/20 |  Mon /20720
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Detailed Project Plan Complete Wed 9/2/20 Wed 9/2/20
Specification Document Templates Complete Thu 9/10:20 Thu 9/10/20
Deliverable 4: WeblZ Configuration, Setup, and Interfaces Thu 7/30/20 | Mon 11/30/20
Deliverable 5: Data Conversion Plan Tue 7/21/20 | Mon 11/30/20
Deliverable 6: Development Fri 10/30/20 | Mon 1/1121
Deliverable 7: Practice Data Conversion Tue 1/12/21 | . Mon 5/31/21
Practice Data conversion - lteration | Tue 1/12/21 Mon 1/25/21
Practice Data conversion - lteration 2 Tue 1/26/21 Mon 2/8/2})
Practice Data conversion - lteration 3 Tue 2/9/21 Mon 2/22/21
~ Practice Data conversion - [teration 4 Tue 2/23/21 Mon 3/8/21
) _Practice Data conversion - [ieration 5 Tue 3/9/21 [ Mon 372211
Practice Data conversion - [teration 6 Tue 3/23/21 Mon 4/5/21
Practice Data conversion - Iteration 7 Tue 4/6/21 Mon 4/19/21
" Practice Data conversion - lteration § Tue 4/20/21 Mon 5/3/21
Practice Data conversion - lieration 9 Tue 5/4/21 Mon 5/17/2)
Practice Data conversion - lteration |0 Tue 5/18/21 Mon 5/31/21
Deliverable 8: Technical Support for Azure Hosted Environment Tue 12/1/20 |  Wed 6/30/21
Support Azure Environments Mon 1/4/2) | Fri 1/2972)
Support Azure Environments Mon 2/1/21 Fri 2/26/2)
Support Azure Environments Mon 3/1/21 Wed 3/31/21
Support Azure Environments Thu 4/1/2) | . Thu 4/29/21
Support Azure Environments Fri 4/30/2] Mon 5/31/2)
Support Azure Environments Tue 6/1/21 |  Wed 6/30121
Deliverable 9: WeblZ Training and Materials Fri 10/30/20 Thu 2/4/21
Deliverable 10: User Acceptance Testing Tue 1/26/21 Thu 6/3/21
Deliverable 11: Production Release and Go-Live Fri 6/4/21 Fri 9/3/21
Deliverable 12: Datamart Sctup Mon 7/12121 Fri 9/3/21
Deliverable 14: Annual Support Fees Due Fri 9/3/21 Fri 9/3121
Deliverable 13: Mobile WeblZ Mon 6/14/21 Fri 9/3721
Determine Hardware Needed and Purchase Hardware (26 units) Mon 6/14/21 Fri 7716721
Train Staff and remotely assist with first event Mon 8/16/21 Fri 9/3721
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1. LICENSE GRANT
| < 1.  License Grant.

Subject to the payment of applicable license fees, Contractor hereby grants to the Slate a non-transferable,
non -sub licensable, non-exclusive license to use Sofware and its associated documentation during the
applicable subscription term, subject to the terms of the Contract. The State may allow its agents.and
Contractors to access and use the Software, and in such event, the State shall first obtain written
agreement from such agents and Contractors that each shall abide by the terms and conditions set forth
herein.

2. Software Title. Title, right, and interest (including all ownership and intellectual property rights)
in the Software provided under this agreement, and its associated documentation, shall remain with the
Contractor. -

3. Software and Documentation Copies. Contractor shali provide the State with a sufficient number

of soft copy versions of the Software’s associated Documentation and one (1) electronic version in

~ Microsoft Word and PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the exient that the State does not
have possession of the Software, Contractor shall provide a reasonable number of copies of the Software
and associated Documentation upon request. The State agrees to include copyright and proprietary notices
provided to the State by the Contractor on such copies. .

4. Restrictions. Except as olherW|se penmued under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor’s proprietary
rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party's business operations, except as permitied herein; or

¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

5. ' Viruses. Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the Specifications.
As a part of its internal development process, Contractor will use reasonable efforts to test the Soflware
for viruses.

6. Audit. Upon forty-five (45) days writien notice, Contractor may audit the State’s use of the
programs al Contractor’s sole expense: The State agrees to cooperate with Contractor’s audit and provide
reasonable assistance and access to information. The State agrees that Contractor shall not be responsible
for any of the State's reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing, Contractor’s audit rights are subject to applicable State and federal laws and regulations.

7. Software Non-Infringement. Contractor warrants that it has good title to, or the right to allow the
State to use all Services, equipment, and Software, including any all component parts thereof such as
third-party sofiware or programs that may be embedded in the Software (“Contracted Resources™}

Stale of NH Contract 2020-025

Exhibit J - Software Agreement - Part 3
Date: S//S5/20 M

Contractor’s initials: Page 44 of 52



DocuSign Envelope 1D 2B3B8232-8DFD-4120-80A1-0186805E7ATS

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
VaxNH immunization Information System
CONTRACT 2020-025

PART 3- EXHIBITJ
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provided under this Contract, and that such Services, equipment, and Software do not violate or infringe
any patent, trademark, copyright, trade name or other inteliectual property rights or misappropriate a trade
secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive termination
of the Contract. In the event that someone makes a claim against the State that any Contracted Resources
infringe their intellectual property rights, Contractor shall defend and indemnify the State against the claim
provided that the Siate:

a. Promptly notifies Contractor in writing, not later than 30 days after the State receives
actual wrirten notice of such claim;

b. Gives Contractor control of the defense and any sentlement negotnanous and

c. Gives Contractor the information, authority, and assistance reasonably needed to defend
against or settle the claim. '

Notwithstanding the foregoing, the State’s counsel may pammpaae in any claim to the extent the State seeks to
assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated someone
else’s intellectual property rights, Contractor may choose o either modify the Contracted Rescurces to be
non-infringing or obtain a license 1o allow for continued use, or if these altematives are not commercially
reasonable, Contractor may end the license, and require return of the apphcable Contracted Resources and
refund alt fees the State has paid Contractor under the Contract. Contractor will not indemnify the State if .
the State alters the Contracted Resources without Contractor’s consent or uses it outside the scope of use
identified in Contractor's user Documentation or if the State uses a version of the Contracted Resources
which las been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State at no additional cost. Contractor will
not indemnify the State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Sofiware, data, or material not furnished by Contractor. Contractor will not
indemnify the Siate to the extent that an infringement claim is based upon the combination of any
Contracted Resources with any products or services nol provided by Contractor without Contracter's
consent.

8. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible for

maintaining all licenses or permissions 10 use any third-party software, equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contracl.
Nothing within this provision shall be construed to require Contractor to maintain licenses and permissions
for Software acquired by the State directly or through third-paries which may be integrated with the
Contractor's deliverables,

9. Custom Software. Should any custom source code be developed, Contractor shall provide the

" State with a copy of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irmevocable, non-exclusive paid —up right and license to use, copy, modify and
prepare derivative works of any custom developed software.

State of NH Conitract 2020-025
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10. Software Escrow. Contractor agrees to provide to the State the currenily existing source code and
any other tools and requirements necessary o create executable or interpretive programs. This information
may be provided to the State either direcily, with any such protections as required by the Contractor or
through a mutually agreed upon Escrow Agreement. Contractor shall be responsible for all costs associated
with the Escrow Agreement and the State shall not assume any liability to the Company or Escrow Agent
as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its possession and/or demand
a release of the source code from the Escrow Agenl upon the occurrence of any of the following events

("Release Events™):

()
()

(c)
(d)

(e)
H

Contractor has made an assignment for the benefit of creditors:

Contractor institutes or becomes subjéect to a liquidation or bankruptcy proceedlng of
any kind;

A receiver or similar officer has been appointed (o take charge of all or part of
Contractor's assets,

Contractor terminates its mainienance and operations suppont services for the State
for the Software or has ceased supporting and maintaining the Software for the State
whether due o its ceasing to conduct business generally or otherwise, except in cases
where the termination or cessation is a result of the non-payment 6r other fault of the
State;

Contractor defaults under the Contract or

Conitractor ceases its on-going business operations or that portion of its business .
opcrauons relating to the licensing and maintenance of the Software.

Upcm the occurrence of a Release Event, Contractor hereby grants the State the right to use, copy, modify,
display, distribuie, and prepare derivative works of the source code, and to authorize others to'do the same on
behalf of the State (Contractors, agents, eic.), solely for the purpose of completing the performance of
Contractor’s abligations under the Contract, including, but not limited to, providing maintenance and suppon
for the Sofware and subject to the rights granted in this Contract

.State of NH Contract 2020-025
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1. WARRANTIES

IR |

1.2

1.3

14

L5

System

The Contractor warrants that the System will Opcrau: to conform 1o the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract. ‘

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused;
prepaid technical suppon fees the State has paid for the program license; or '

(b) the re-performance of the deficient Services, or

(c) if the Contractor cannot substantially correct a breach in a commercially’
reasonable manner, the State may end the relevant Services and recover the
fees paid 10 the Contractor for the deficient Services.

Non-lofringement

The Contractor warranis that it has good title to, or the right to allow the State 10 use, all
Services, equnpmcm and Sofiware (“Material™) provided under this Contraci, and that
such Services, equipment, and Sofiware do not violate or infringe-any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party. :

Viruses; Destructive Programming

The Contractor warrants that the Sofiware shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Soflware
components provided by the Contractor to correct Deficiencies or as an Enbancement, shall
operate with the rest of the System without loss of any functionality.

State of NH Contract 2020-025
Exhibit K — Warranty and Warranty Services — Part 3
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1.6 Services )
The Contractor warranis that all Services 1o be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with performance slandards, Specifications, and terms of the
Contract. ' ) ' '

2, WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

State of NH Contract 2020-025
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TRAINING SERVICES:

Exhibit L Training Services - Not Applicable to this Contract

State of NH Contract 2020-025

Exhibit L > Trajning Services — Part 3
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AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M = Not Applicable to this Contract

State of NH Contract 2020-025
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VENDOR PROPOSAL, BY REFERENCE

Exhibit N — Not Applicable to this Contract.

State of NH Contract 2020-025
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Exhibit H Requirements - Attachment 1

- Exhibit P - DHHS Information Security Requirements

Exhibit Q — Certification Regarding Drug-Free Workplace Requirements

Exhibit R- Certification Regarding Lobbying

Exhibit S- Centification Regarding ODebarment, Suspension, and Other
Responsibility Matters

Exhibit T- Certification of Compliance with Requirements Pertaining to Federal
Nondiscrimiation, Equal Treatment of Faith-Based Organizations and
Whistleblower Protections .

- Exhibit U — Certification Regarding Environmental Tobacco Smok

Exhibit V- Health Insurance Portability and Accountability Act Business Associate
Agreement
Exhibit W- Certification Regarding the Federal Funding Accountability and

_ Transparency Act (FFATA} Cormpliance

Contractor’s Certificate of Good Standing
Contractor’s Certificate of Vote/Authority
Contractor's Certificate of (nsurance '

State of NH Contract 2020-025

Exhibit Q = Ceryficate and Autachments ~ Part 3
Date: 5( /5{ 20
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach”™ means the loss of conirol,. compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
. situations where persons other than authorized users and for an other than -
authérized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall ‘have the same meaning as the term “Breach” in section
164.402 of Title 45, Code ‘of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Depariment
of Commerce.

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatmenl Records, Case Records, Protecled Health. Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Depariment of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal {nformation (Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card tndustry (PC!), and or other sensitive and confidential information.

4. - “End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, elc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attemplts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes 1o system hardware,
firmware, or software characteristics without the owner's knowledge, instruclion, or
consent. Incidents include the loss of data through thefl or device misplacement, loss
of misplacement of hardcopy documents, and misrouting of physical or electronic

M
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network®™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, ‘tested, and
approved, by means’ of the State, to transmil) will be considered an open
-network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.-

"~ 8. “Personal Information™ (or “PI") means information which can be used to distinguish
" or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire - RSA 359-C:19, biometric recor,
alone, or when combined with other personal or identifying information which ked
or finkable to a specific individual, such as date and place of birth, mother's maiden
name, elc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information® in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of'EIectronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments -
therelo.

12. "Unsecured Protected Heaith Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Mealth Information
unusable, unreadable, or indecipherable o unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards institute.

I. RESPONSIBILITIES OF DHHS AND THE.CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor-must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary-as outlined under this Contract. Further, Contractor,
including but not iimited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

M
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data 1o the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contraclor attests the applications have
been evaluated by an experl knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not'use computer disks
or porable slorage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidentia! Data if
email is encrypled and being sent o and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. if End User is employing the Web to transmit Confidential
Data, the secure socket layers {SSL) must be used and the web site must be
secure, SSL encrypls data transmitted via a Web site. ,

5. File Hosting Services, also known as File Sharing Siltes. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to lransmil
Confidential Data. -

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual,

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not fransmit Confidential Data via an open

M
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wireless network. End User must employ a virtual private network (VPN)} when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or faptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protoco! {SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-detetion cycle (i.e. Confidential Data will be deleted every 24
hours).

11, Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

Il. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process dala collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capab:htues and includes backup
data and Disaster Recovery locations.

2. "~ The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Conlractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified. in section IV, A.2

5. The Contractor agrees Confidential Dala stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statules and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete coaperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The writlen certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A.

V5, Lasl update 10/09/18 Exhibit K Conlractor inilials

Contractor agrees to safeguard the DHHS Data received under lhlS Confract, and any
derivative data or fles as follows:

1.

The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

The Contractor will maintain policies and procedures to protect Department
confidential information throughoul the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., 1ape, disk, paper, etc.).

M
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3. The Contraclor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Depariment confidential information. '

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expeclations, and monitoring compliance to security requirements thal at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Depariment syslem access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Depantment system(s). Agreements will be
completed and signed by the Conlractor and any applicable sub-contractors prior o
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45

CFR 160.103, the Contractor will execule a HIPAA Business Associate Agreement

! (BAA) with the Department and is responsible for maintaining compliance with the
agreement. '

9. The Contractor will work with the Depaiment at its request to complele a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or-the Department may request the survey be completed when the
scope of the engagement between the Depariment and the Conliractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the Uniled Stales uniess
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures lo
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs -of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach, in an amount not to exceed $5,000,000 per occurrence.

12. Contractor must,-comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law. )

13. Contraclor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at hitps://www.nh.gov/doitfvendorfindex.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. '

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified .in this Contract.

16. The Contractor must ensure that all End Users: .

a. comply with such safeguardé as referenced in Section IV A, above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected,

d. send emails containing Confidential Information only if encrypted and being'
sent to and being received by email addresses of persons authorized to
receive such information.
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DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

. Confidential Information received under this Contract and indivigually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiablé information, and in all cases,
such dala must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and _
disclosed using appropriate safeguards, as determined by a risk-based -~
assessment of the circumstances involved. : '

i. understand that their user credentials (user name and password) must not be
shared wilh anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsile inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 3086. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents; *

2. Determine if personally identifiable infarmation is invelved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37; .
4

|dentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and .

: cIm
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well ‘as any miligation
measures.

Incidents andfor Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
‘A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: ‘
DHHSInformationSecurityOffice@dhhs.nh.gov

. cim
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1888 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's represenitative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDWIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS -
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Sublitte D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part I} of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
conlractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee {and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one centification to the Department in each federal fiscal year in liev of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to: C :

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibiled in the grantee’s )
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee's policy of maintaining a drug-free workplace,

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

. occurring in the workplace,

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviclion; y

1.5.  Notifying the agency in writing, within ten calendar days afier receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicled employees mus! provide notice, including pasition litle, to every grant
officer on whose grant activity the convicled employee was working, unless the Federal agency

Exhibit Q Gim
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has designated a central point for the receipt of such notices. Notice shall include the
identification number{s) of each affected grant,
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
16.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
16.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

_ Vendor Name: EAVISion 'ﬁchnologg Partners, Int.
0571572020 & m‘“—w

Date NaMe  Claive Murchic, President

cIMm
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Cerlification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
‘US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered).
*Temporary Assistance to Needy Families under Title IV-A
*Child Supponl Enforcement Program under Title iV-D
“*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Developmenl Block Grant under Title IV

The undersigned certifies, 1o the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. I any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contraclor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this cerification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S, Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000.for
each such failure.

Vendor Name: EnviSion 7échnobgg Partners, nc.

051512020 o @W«C %\.du/

Date Name: o aive Murchie, President

Tille:
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CERTIFICAT]JON REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Conlractor’s
répresentative, as identified in Sections 1.11 and 1.2 of the General Provisions execute the following
Certification: ' .

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitiing this praposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily resull in denial
of participation in this covered transaction. If necessary, the prospective participant shail submit an
explanation of why it cannot provide the cedification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction, However, failure of the prospective primary
participant to fumish a certification or an explanation shall disqualify such person from participation in
this transaction.

_ 3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies

_ available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal {contract) is submitted if at any time the prospective primary participant learns -
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The lerms “covered transaction,” “debarred,” *suspended,” “ineligible,” "lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal.” "proposal.” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definilions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion’-
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transaclions.

8. A participant in a covered lransaction may rely upon a certification of a prospective participant in a
lower tier covered transaclion that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and
Exhibit S Cgm
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, |f a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
14. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debamred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency,

11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or Iocal)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezztement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property, .

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I){b)
of this certification; and ‘

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to centify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract),

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospeclive lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presenily debarred, suspended, proposed for debarment, declared ineligible, or
voluntanly excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable-to certify to any of the above, such
prospective panicipant shall attach an explanation to this proposal {contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in alf lower tier covered
transactions and in all soficitations for lower tier covered transactions.

Vendor Name: EHvifion Technology Partmers, Inc.

0571512020 | @ m (ORI

Date ?;{:e Claive Murchie, President

" M
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
¢ertification: )

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Seclion 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires centain recipients to produce an Equat-Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)} which adopts by
reference, the civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this

* statute are prohibited from discriminating, either in employment practices or in lhe delivery of services of
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Qpportunity Plan requirements;

- the Civil Rights Act of 1964 (42-U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity),

- the Rehabilitation Act of 1973 {29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity, ) .

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does nol include
employment discrimination; : .

- 28 C.F.R. pt. 31 {U.S. Department of Justice Regulations - OJJOP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity, Policies
and Procedures); Executive Order No. 13279 {equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S. Department of Juslice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilol Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.-

The certificate. set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment,
Exhibit T M
. Vendor Initialy
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grourids of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

I. By signing and submitting this proposal {contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name: EnviSion Technology Partners, Int.

5/15/20 o cﬂm mb_u-cfu./

Date Name:

Tite:  Claire Mur chie, Prefident

Exhibit T C,jM
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1894
{Act), requires that smoking not be permitled in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directty or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private résidences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Faiture
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, lo execute the following
centification:
1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1934.

Vendor Name:  EHxVISion ﬁchno(ogg Partners, Int.

5//S/20 Clane 7V ook

Date Yo Claive Murchie, President

Exhibit U Vendor Iniliats OJM
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associales. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access 10 protected health information under this Agreement and *Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. ‘ “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation® in 45 CFR
Section 164.501, ' . :

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

. . 4

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services. '

k. “Protected Health |nformation” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

ef CIM
312014 Exhibit V Contractor Intials J

Heanh Insuranca Portabikty Act

Business Associata Agreement 5, / ’5, / 20

Page 1016 Date



DocuSign Envelope ID: 2B3B6232-8DFD-4120-80A1-D1868D5E7AYS

New Hampshire Department of Health and Human Services
Exhibit V

I. “Regquired by Law" shall have the same meaning aé the term “required by law” in 45 CFR
Section 164.103,

m. *Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee. .

n. “Security Rule’ shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

o. *Unsecured Protected Health Information™ means protected health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 180, 162 and 164, as amended from time to lime, and the
HITECH
Act,

(2) Business Associate Use and Disclosure of Protected Health Information,

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associale may use or disclose PHI:
(. For the proper management and admlmstrahon of the Busmess Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
M. For data aggregation purposes for the health care operations of Covered
Entity.

C. To the extent Business Associate is permitted under the Agreement to disclose PHI 1o a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpase for which it was
disclosed to the third party; and (ii) an agreement from such third paity to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach,

d. . The Business Associate shatl not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying

. Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

. Exhibit V
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausied all
remedies.

e If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shalt not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
heatlth information not provided for by the Agreement including breaches of unsecured
protected health information and/or any secunty incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Assdciate shall immedialely perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to; ‘

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The'extent to which theé risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Assaociale shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Asscciate shall make available all of its internal policies and procedures, books

' and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to.PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor’s intended business associates, who will be receiving PHI

2014 : ' Exhibit V Contractor Initials OJM
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

{. Within five (5) business days of receipt of a written request from Covered Entity,

. Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHi to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement. '

9. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered.Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

K. in the event any individual requests access 1o, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shalt within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate 1o violate HIPAA and'the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associale in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible. for so fong as Business

Exhibit V ) OJM
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(4)

(§)

(6}

zna

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Assocnate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHL.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered .
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended lo include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federa! and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights

-with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved

" to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

_Ex_mblt v Contractor Initials C’J M
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e. Seqreqation. If any term or condition of this Exhibit { or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effact without the invalid term or congdition; to this end the
terms and conditions of this Exhibit | are declared severable. :

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI. return or
destruction of PHI, extensions of the protections of the Agreement in section (3) 1, the

, detense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement,

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit l..
Dapar;pen}‘of Haalth and Human Services E{IW :ﬂ bh 7__96;[" "loﬂg ?MH er. Jl' /” C.

The Jlate Name of lhq Corltractor . )
éﬂa.x_/u.. ) / '(_u.g.ck_.)

L
Signathire of Authorized Representative Signature of Authonzed Representative

N Laadin Claive Murchie

Name of Authorized Representative Name of Authorized Representative
2{6,30( MM\ Predident
. Title of Authorized Representative Title of Authorized Representative
S\l - S5/15/20
Date ' Dale
- M
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT [FFATA] COMPLIANCE '

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to repart on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. if the
initia) award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Parl 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requiremants:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award litte descriptive of the purpose of the funding action
Location of the entity
Principle place of performance |
Unique identifier of the entity {DUNS #)
0..Total compensation and names of the tap five execulives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

Je@NOGNAEWLR S

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the Generzl Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Sesvices and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:
S5/15/20 ‘ @M Mt-u_cﬁu.)

Date | e Claive Murthie, President

Exhibit W M

Contractor Initials

CUWDHHEM10T 1 ’ Pbge 1602 . . Oto 5. 2/5 fzo



DocuSign Envelope ID: 2B388232-80FD-4120-80A1-D1868D5E7ATS

New Hampshire Dopartment of Health and Human Services
' Exhibit W

FORM A

As the Contractor identified in Section 1.3 of the Genera! Provisions, | cerlify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is: ____ 078319405

2. In your business or organization's preceding completed fiscal year, did your business or organization
recaive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements? .

X NO ___YES
If the answer to #2 above is NOQ, stop here
If the answer lo #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executivés in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1834 {15 U.5.C.78m(a), 780(d}} or section 5104 of the Internal Revenue Code of
19867

NO : YES
if the answer to #1 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4, The names and compensation of the five most highly compensated officers in your business or
organization are as follows; '

Name: _ ‘ Amount:
Name: Armount:
Name: Amount:
Name: Amount:
Name: : Amount:
Exhibit W Contractor Initials C’j M
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Attachment 1: Project Requirements

. __Veridor Instructions . .

Vendor Response Column; Place a “Yes” if the current release of the Software can fully support ALL the functionality
described in the row, without special customization. A *Yes” can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A “No™ can only be used with delivery method
Future, Custom, or Not Available/Not Proposing (see detivery method instructions below).

Criticality Column:

1{m) Indicates a requirement that is "Mandatory”. The State considers it to be of such great importance that it must
be met in order tor the proposal ta be accepted. If the proposer believes that there is something about their proposat
that either obviates the need for this requirement or makes it of less importance this must be explained within the
comments. The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by
another feature of the proposal.

{P) Indicates a requirement which is "Preferred”. This requirement is considered by the State to be of great
usefullness but the lack of this feature is not considered serious enough to disqualify the proposal.

{0} Indicates a requirement which is "Optional™. This requirement is considered by the State to be one which usefull
or potentially usefull but not a central feature of the Project. 4

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below)
that indicates how the requirement will be delivered.

Standard - Feature/Function Is included in the proposed system and available in the current Software release.

Future - Feature/Function will be available in 3 future release. (Provide anticipated delivery date, version, and service
release in the comment area.}

Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours
and average billing rate or flat cost for the Software modification in the comment area. These cost estimates should
add up to the total cost for Software modifications found in the cost summary table in Section X of the RFP).

Not Available/Not Proposing - FeaiurelFun:tlon has not been proposed by the Vendor. {Pravide brief description of
why this functionality was not proposed.)

Comments Column:
For all Delivery Method reponses Vendors must provide a brief explanation of how the requirement will be met.
Free form text can be entered into this column.

INSTRUCTIONS
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B REQ
T State Requirements Vendar State and Vendor
Vendor | Delivery - -
L R - 1 - Commen - State and Vendor Agreed Comments
) :th _ Requiremant Description Cridestity Res e 1 ts M endor Agreed upon
81.1 |The Solution must have abillty to display data on users s<reen. M Yes Standard | Via standard web browieri
Highly formatted oviput is generated as PDF files. Output
812 |[The Solutlon must have abillty to send or £xport meltiple file lormars. M Yes Standard rimended for analysls is gencrated as elther Excel
warkbooks or CSV (@es.
While thetre are 1ome Emited areas of the applicrtion
where graphical output Is produced, It can’t be considered
81.3 |The Solution must hive abllity o deltver/eapont graphical data displays. M No Future broad covessge. We do have 3 propenal circulating with
our customens 1o add an visuakiation component wsing
Power Bi, but it has not been funded vet. The State accepts vendor response.
HLT messages are accepted in 2.5.1 v1.5 format
81.4 {The Solution must have abllity 1o receive and lo;\mun[es in muRiple foremats. ™ e standard {addition, a Mat file Import format can be used for pmviderl
who da not have HLY capabliities.
. Outbound HL? messages e 2.5.1 v 1.5 s1andard. .
B1.5 |The Sofution rmust have ability 10 generate and save multiple file formats. M Yes Standaed  |Additonaly, some file {ormats intended for external
. . consumers ate in documented custom fosmats
B81.6 [The Schution must have ability to log user receiol of files, M Yes Seazndasd  |AR transactions within the system ase logged.
There are some dilferencet in how validations we
a7 The Sodu1ion must have abifity to validate that all requived data felds are compiete ™ ves Standard enlorced between direci-entry usage and electionic
7 Jend vaid, - submissions, but both hive standard and prediciable
tESPANSES.
The TEST environment is most ofien used for UAT of new
N saftware patches and releases. Durlng JAD sessions, we'll
gL ::r""""m; . ":’:ﬂ"‘“ "'°m"“n'l““’ to State Praject Staff to test environment thay - o, Sundard | agree what type of data will be maintained b TEST:
P ) production duplicate: production saaphot; scrambied
production; manualy created; etc.
The forecasting engine inchudes an dudit capabilty tha
The Solution must allow user to compare the expected resuRts of the lorecasting
. Y
819 Lest £ase to the results obs by the tester. [ %] = Standard | explaing the logic paths applied 10 detormine best series
: for the patient.
while Envision it deploying new CDSI logie 75 quicky &8
. . current procesies and technology allows, we 380 have 2 .
BLID The Sohution must have atitity 1o deploy updated/new Cinical dechsion support logig M ves Standard new Julomated deployment system In development thal .
) ta produttion environment In # timely way, ' we hope to have embedded in 3 software version by
yearend 2020. This will dramatically shorten me
gdistridytion times
t s
py.1z | Soktion must have abity 1o notfy end wiers of updated/new chnkal dechio M |ves Standard rxﬁemtxﬁﬁﬂm ::‘:::‘:::r
suppor logie according 1o federal, State, and local Lyws, regulations and policies. software changes.
0112 The Sohution must allow State Project Staff to send wnavthorized users releeral " ves suandard The solytion contalng options for se!f-fepmmn of
) comemunications for Facility/Organization Regittration. individual viers and fac Bides.
S - Tdentiah o -
21.13 he on must require user (0 agree (0 confident peior to - M et Standard | Multiple policy sgreements can be enforced.
Lher Lo access the syitem.
R34 The Solution must have 2bllity 10 electronik Aty gentrate VFC provider enroliment M Yes Standard
{orms end store related data.
’ Contractor Initiats; Q_L
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We do not have 3 feature for chinics to woload back-up
The Solution h, VFC onfine erwolmen bilithes. inctud
8115 mwpd_‘::;m": ¢ 1eapd thatinclude emergency Yes Standard |ptans, but ¥ 2 back up plan is required, the requirement
- can be tracked with the enrobment.
.| The Sokrtion must hive the provider paboarding funcuionality, Le., tracting Some of these functions are implemented with the curfend
81.16 |onboarding sieps, comment arel. provider onboarding questionngire, which ] Future Provider Onboarding Modude, but others are stil to be
nteriaces with main provider information table. built, The State accepts vendor response.
WHth the caveat that in & web-based apolication, this can
pL1Y The Solution mat allow vser to open muitiple screens at once withio the Yes Standerd be problematic, There is no locking of records opened by 3
. application. user, 10 il 2 uter opens multiple instances of the 1ame
B record and makes edits, inconsistent data can result.
B1.13 |The Solution must have ability to provide online sceess to enrofirnent formis). Tes Standard
BLIY The Sohution must have the abiity 10 Interoperate with case management tool for "o WA Tha sedution incldes 3 case management lacitity that may
7 Jsededuting and routing for site visks to registered factities. address State requitements. . The State accepty vendor response.
The Solution must support the entry of all organization demogriphics and data 5
81.20 when completing electronic forma. ves rd
The Solution must atow user 1o save 3 form In progress and return to modily or
81.21 submit |t af a Iater thne. Yes standard  [tmplemented for longer/more complex forms, but not afl.
The Solution must have abillty to vakdaie that aff of the fields are complete before
B1,22
allowing tha user 1o submit the form online. e Standard
BL23 Te:::hlbn must have 2bllity 1o slert user of incomplete fields and inappropriate Yes standasd
B1.24 {The Solution must have ability 10 submit form eleruonically. Yes Standard
8125 |The Solution must allow user o modify lorm uatil it b submitted, Yet Standad
The sohntion itself does not inckede sCMning Capabilties,
81.26 |The Sohrtion must have ability (0 scan In paper lorms. L] nia but scanned files {e.g., alning cenificates) con be
attached 1o a form. The State accepts vendor respome.
8127 The Solution must have abiity to retrieve information from scanned forms and Ho MIA
) automatically [l requiced dats fiekds with retrieved infoemation, The $iate accepis vendor response.
' 81.28 |The Solution must have abllity to recard perion who is making the requesi. Yes Standard
The Solution must have ability 10 validate medical icense nurmber againit W have evatuated but never implewented (his capzt-ﬁty.
81.29 _ No Custom in the absend e of more detalled requicements, no estimatd
Pralestionat Licensing Agency record database. tor effort or castis ided In this «
ar cost ks provid £sponse. The State accepts vendor response.
81.30 |The Solution must hawe ability to display the submitied toem to user. Yes Suandard
- [The sohution itsedf does not Inchede document imuging
8131 |The Solstion mwst have the abty 10 integrate document imaging into System, No N/A capabillties, but image files le.g., Wratning centificates) can
be attached to a form The State accepls vendor response.
pLI2 [The Solution rnq':st have abillty to search for and slen if there is 3 potential match of] es : d
duplicate {acidties.
8133 The Solution must have ablity to compare facility registration applicstion ves Standard
iiformation 1o cwrrent records to find matches.
Denlal reason todes are available for new user registration)
B1. ™ . A tand
M & Solution must afiow user 1o B3N 3 rejecuion code to a rejected application -3 5 ard and ¢ 5 are rvallzble for enrol 5.
Solution does not currenty suppan the notion of an
i nL3S The Sohrtion must Support 3 ndes-brsed sigorithm to suggest approval or refection o NIA intethgent assistani_ but could be sdded. Wn the atience of
7 {based oa review, ' mare detailed requirements, no estimate for effort or cost
is provided l this response. [The State accepts vendor response.
B1.35 |The Solution mut pfowde coemmunication to applicant on regstration status. Yes Standard | [via embedded emad
81.37 [The Solution m:st aflow HS stall to revew and rejecy/appcove fegistiation form, Yes Standard

Contractor Initials: C\JM
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pL3s The Sohution must aliow applicant 10 edit, save, and resubmit 3 rejected tacitity ves Standard As it pertaing 1o VFC program enrofiments. tnclivichaal uter
" [registration appication. reghsirations cannot be resubmitied once rejected.
The Solution must have abltity to create and s3ve new rexords for appeoved faclity
81.39 registration appRcants, Tes Standmd
. o N - Uniqueness is enforced during crestion, bul the process
& Sohst
81.40 |The ion must have the ability to create unique provider site 1D, Yes Standaud stgws for axtg of meaninglul 1D,
The Solution must have the ability to store multiple unique provider facikty site 103 '
B1.41 used by various systems. . No NiA Mot :urven:ff supporied, but could be added. The State accepts vendor response.
a2 The Sc:!;slhn must have abifity to send approval notification to facility registration ves Standard |via embedded email
N . Mot currently supported, but coutd be added. The systen
BLe3 TMSolu:nmnhmwabﬁwloundm.usm!smprwdenmom« "o N/A akeady su emad for s2ripied sctions and
Futhorzed users. notfications. . The State accepts vendor response.,
This migh require tome darification in ghicussioes. Evey
record in the systom (patient, provider, user, fackey. e}
has sudit tracking for user create and update. Some recond
types have more detatled change tracking as well .
" {vaccinations, patient address and VFC status, etc). These
BLAd The Solution must have ab-j(nw, a Sl?tolevd. tu.a:cus audk logs For actions o NA of audit are visible to a8 uters of the application,
performed by usen on patient, vaccination, facility, and user records. 7 .
. However, there is another tevel of auditing that takes placy Envision |5 able to complete 3 HIPAA
for HIPAA compRance, and Lhis i not vizible to any o
2ppication vier. If needed for HIPAA investigations, investigation for the State and can supply
Envision provides Feports as part of support snd that Information. The State accepts vendor
TN SN L, . responie.
. This applies 1o the vast majority of Jookup Lables in the
014 [The Sohetion must give State Administrators the ability to access and muaintain ves " aoplic ation. However, some codes are reserved for rystemy
* lnternal tables, change anrdbute valuet or propecties, and modity drop down Ksts. vie, where alering a value of property would zfTert
desired performance ol the appication,
¢ with A
The Solutien must suppont best practices in ccordante with ARA/MIROW gulde fod An Exception would b if the Stat e-specific busines res
B1.46 collaboration with Inventory Management Operations. Vendor will work with State Yes Standard |violate AIRAZME wideSnes, in which case we may not
) duting Solution tmplementation to define how State-spetific business rules will be . be abie 1o comply. § .
supposted. ~ i
Y ide |
The Solution must support best practicet in ccordance whh_AlRWluow guide fog An exception would be IF the S1ALE-tPECING business res
BL.A7 coflaboration with Vacdines for Chitdren program. Vendor will work with State Yes Standard |violate AIRAS/MIROW puldelines, in which ¢3¢ we may aot
during Sodhution implementstion 10 define how State- specific business rules will ba )
be able ta comply.
supported.
The Solution must support best practices bn accordance with AJRA/MIROW guide to An exceplion would be ¥ the Statespecific bussingss ndes
81.43 |Reminder/Mecall. Vendor will work with Siate during Solution implementation Lo Yes Standird [violate AMRASMIROW gusdclines, In which case we may not
addeess how State-specific busines_s nyles will be supported. : be able to comply.
"I he Solution must support best practices In accordance with AIRASMIROW guide 1o We have nol currently implemented the AIRA DOA/MOE
8149 |Data Quatity Assurance. Verndor will work with State dusing Solution Yes Standard  [toot. We have 3 number of equivalent capabilities that R
implementation 1o defing how State-specific business rules will be supported. preceded MOQE. The State accepts vendor response.
- 1 - -
The Solutian merst support best praciices in sccordance with AIASMIROW guide fo FD:d::r::ime 'mh ‘:‘;;:L’:;mm"e Leve This
81.50 |Vactine Level Dzdupication. Vendar will work with State during Scbation No | i uorthcurl on ::d‘ em:avmd bec e "'L'
Implementation to address how State-speciiic business rutes will be supported. 2019, Y ¥ The Sate accepts for res :
Sokution must C dance with AIRASMIRI
The Solution murl support best practice in icordance with oW gulde fo An exception woukd be i the Statrspecific business ndes
prs1 [Mansgement of Moved or Gone Eliewhere (MOGE) and other patient status Yes Standard | violzie AIRMMIROW guidcines, in which case we may not
=31 | etignation business rules. Vendor wi work with State during Sohution e 2bie 10 comply ¥ hindd
Implementation 1o defing how State-1pecific buskvess rules will be supported. ’
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Attachment 1: Project Requirements

The Solution must vie standands described in current COC implementation guldes.

we gre compliant with the CDC implermentation Mtlot

The Solution must allow user 10 create & new patent record.

Yes Sindard

5. Landas
5 for irmumee=niz aticon messaging {inckrding support for HL? 2.5.1). e s ¢ ML? 2.5.1 at the refease 1.5 level.
Tha Sohaion must use dards descridbed in current (OC implementation guides
i ¥, anddard
8153 for kmmendz ation data vkues. bt o
The Sohrton Must Tuppdrt imwnuniz ation messaging bated on HL7 CEnical " .
Tunction . .
B134 | ocument Architecture, Clinical Care Document (€0}, Mo H/A This functionality & not currently avaitable The State accepts vendor response.
This optional module will be nchoded in the propesed
B1.55 |The Solution must implement 3 data man for ad-hoc reponing. Tes Standard xoduct offering The $tate accepts vendor response.
The Solutlon must utilice role-based sccess to conlrol user access ta IS )
81.56 |functionality, reports, snd dats. The Vendor must work with the State to defline Yes Standand
mutually apreed upon user roles ¥od associated sccess righls. .
A simple comment capabiity exits W most databate
majr entities (users, providerns, vaccinatioas, etc) snd cany
o157 The Sohution mest have the sbillty to Hnk comments or notes to database records, Yes standard be easlly added 10 others i deskable. We have noted,
" thmes, dates, uiers, and history tzbles, howewer, that for the patient entity, 3 1eparate Notes
managemen viility s prefersed by vsers e to the
potentis) depth and complexity of notes attached.
BrLSs The Sotution must have 2 buill-in messaging lunctSonality to aliow fos No N/A Mot cutreatly implemented, but has been discustad with
i communication betwezn users and provider faclilties within the system. our user community. The State accepts veador response.
The Solution must have 2 built-in e-mail capability to allow for communication from) N
. . but h dise h
81.59 |within the system to individual e-mall addresses, including ability 1o send No N/A Mot currently implemented, but has been ussed vt

our user community,

The State accepts vendor response.

B}
B} |vhe Solution must have ability 10 create & new record. Yes Standard
823 |The Soluticm mwst aficw Systern adenina i/ 410F 1O Creste § new DAthent record, Yes Siandard
This may be 3n easily addressed requisement if we are
924 |The Solwiion must have sttty to idenlify new patient records. No NfA provided with additonal businets needs. The State accepts vendor response.
The Solution must have ability 10 preven? 3 record (roem being saved untess requived There is 3 standard set of core required values, and 0
B2.5 extensible set of values which can be made requivedin 3
data elements are completed. Yes Slandard  [particular customer environment
L6 The Solution must have abillty 1o prompt user 1o confirm creation of 3 new padent
recort Hiee potsible matches are found, Yes Standaed
827 The Sotution must have abifity to fag new patient records where possible matches Audit Creation daes 3 e thown on the pottible maitch
" Jare tound. No N/A display, but nothing Nags 2 record as “new”, The State accepts vendor response.
- The Sokation must have ability 10 prompl user ta confiom crestion of 3 new patient .
record after potsible matches are found. Yes Standard | Note: this s dupleate of Rem 82.6
82.9 [The Sokution mut have abilty to sutomatically gencrate 3 unique patlent 10, The patient 1D in the system s an integer, increxting a1 an
- ves Standard [IDENTITY{q,1). Th & abo the primary key kor the table.
p210 The Sohstion must have ability 1o document all COC-approved core dats elements Hate: Envision staff have participated in gvery core data
) related 1o vatcine administration. Yes Standard |eclement deflnltion project for the past ten years.
82.11 |The Solution converts addresses Lo use standard US Postal conventions znd codes. Yes Standard
! This functionality i not currently implemented directly in p
Webll However, a project b currently underwiry to
oLL2 The Solution mast have the abltiey 1o create a map using geocodes for stzthtical integrate Smarty Streets address vatidation {an AfA
' reporting. benefit) which incledes geocoding. Pending spproval of
10192020 Coag funding requests, we have 3 followon
project ta integrate sdvanced visuasizations uting Powerlt?
Mo NiA {additional costs may apphy). The State accepts vendor response.
Contractor Inftials:
OoIT # 2020-025 oatel),
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Attachment 1: Project Requirements

The Solution must display age o yeasr/month/day formatin 29 age duplay Nelds
{e.g.. 2 yrars, § months, 3 dan). Yes Standard
The Solution must contain an option sl selection catendar for date fields in addRion

p2.14
821 1o diwect entry. . M ey Standard

8213

Theve s nol currently 3 emechanism to arbitrarily searth
the datzbase for any field that might be matched by an
[} HL? message component. However, the HLT mestage iog
ahows lor text string searches, which might address this
No NIA need. The State accepts vendor response.

The Solution must provide for logical and wildez1d searching of ¥ Relds involving

815
HL? compaonents,

The rystem curvently sUpports patient search on; Patient
Finst/Lasy/Middie, DOB, Patient IO, other unique persosn]
The Sokstion must be sbke (o tonduct 3nd Aaow search on 28 related fickds (e.g.. denuflers [S5M, Student 10, medicsl record number, etc),’
B2.1£ |[IIS number, gender, patient middie name, patient address, patient phone number, L] Gender, Birth Mother information, Birth Father

v cing type, ot number, mamulacturer, othess.} information. We hiret 3 recent custoner h:qum to 3dd
phone aumber to the search, which will be added
somelinme in 2020 Patlent search does NO1 SUppont any
No N/ vaccination eventrelated data, . The State accepts vendor response.
. Mo general capability 1o “flag 3 record for deletion™
currently exists. An exception would be in the manual
B2.17 |The Solution must have abllity to flag 8 record by 3 User for deletion, " cuplicate identificalion process, where 3 user with

' approgriate privilages can identtfy 3 matching palr, and
No NjA note which record should be deleted. The Staze accepls vendor response.

Only users with the appropriate 1ecurity stributes can
view andfor edit deleted recordy, or delete records.
Recoed deletion is Typacally a “solt” defete, excent in some
cases where Lhe patient and 3 related Information can be
ey Standarg | expunged [rom the system, .

82.18 |The Sotution must have ability to delete # record by Adminbtratos. M

The Sclution must have the abifity to delete patient ds wilhoul compromisk H 3 record 1o be deleted in a merge inchudes admimistered
Inventocy Integrity. inventory, the vaccination event must be rssigned (o the
Yes Standard |record 10 keep or the merge cannol procend.

tn the context of merging cecords, dala elements from the
record to be deleted can be moved 10 (he record 1o be
The Sokition musst have abifity 1o Copy Selected data elements from tha record to by kept There s currently no mechanism to create aew
defeted Into a4 newly created record. recorcs #s 3 pantizl extract of an exdsting record. These 8 2
proposed project (pending CmS hmding) to change ALL
Mo NJA duplcale merges into an A+B=C process.

_ Requirement vaciesr, WebiZ fully implements COC PALS
. guidetings, #nd authorized users have the abillry to modify!
global rtatus settings. Patients who are Deceased or Opted
out cannot be seen or modifled except by users with
appeopriate privileges. inactive Patients canngt be
No Y modifled except by state stafl |
. Requirement unclear. Webiz fully implemenys COC PAS
guidchines, and authorized users have the ability o modify
82.11 | The Solution musi have the ability to cksplay patlent status dicator. - ] lobal status sertings. Pathents who are Deceased or Opted
out cannot be seen or modifitd excent by viers with
No LY appropeate privileges. The Staie accepts vendor response.

B2.19

82.20

B2.21 |The Sotution must have abifity for user (o select patient record status Indicator. M

' Contractor Initigh: CL; m
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Attachment 1: Project Reguirements

Reguirement unclear. Webl2 hilly implements CDC PATS
31.23 The Schution must prevent user »ccess and updates 10 records that bave been " ::::I':::u::d ‘M’;‘;zﬂ:;::';::;:n:;:
placed in an Inactive status. oul cannot be seen of modifled except by users with
Ne NiA appropriate priviieges, | The State accepts vendor respome.
i X . ’ Afier further discussion, vendor stated Lhat
82,20 [T S o e o PP Unclear how “Jurtsdictions” are defined, We mayhavea  [they could meet this requirement. The State
- provider organization/site 'w phic fu fon ’ No N/A solution with recently introduced "Regions™ festure. accepts vendor respanse.
82.25 |The Sotution must have the ability to recall or re-cpen a closed record. M Yes Standard The State accepts veador response.
. L - After further discussion, vendor stated that
1 oeaze The Sdutbn rust have ability o perform a patient record query based on one or M they could meet this requirement. The State
multiple user-defined parameters, N
No N/ Specific requirement unclear, CCepls vendos response.
82.27 |The Solution must support a rule-based patient record Query aigorithm. L) Yes Standard |
j Typically very achicvable, dependent upon system oad
and network uafix. Perlormance at the apphcation level iy
82.28 |The Solution must suppon 3 maximum query response time of 4 seconds, M generatty sub-second, This can vary i the query is 30 broad
thal the subset of data returned exceeds preset
. Yes Standard  [thresholds.
8219 The Solution must have ability to peaduce 3 patient record mateh viing user-defineg "
criteria. Yei Standard
52,30 |The Sohstion must have ability to display and prnt patient record. M Yes Standard
R lenmunization tecodds ace typicalty generated a3 3 PDF file,
82.31 |The Solution mwsi have ability 10 securely export and email a patient record. M which can be attached 10 sny emad {including encrypted).
The email capabitity s currently external to the application
. ves Standard | but could be changed 10 2 bulltdn capabifity.
B2.32 The Solution must support & patient record query aigorithm to seturn “best "
matches.” . Yes Standard
B33 The Solution must have the zbility to specily fequired parameters for pathent ™ .
querles, . Yes Standard
B34 The Solirtion must allow user 1o re~query for & patlent record by modifying exlsting ™ 7 .
MOSL Current query parameters. Yes Standard .
B2.35 |{The Solution must have ability to query with a search string snd/or filter, M Yes Standard -
- This is 3 system setting that will be deterrined during
836 ﬂu‘ Solution must bave bility to set an nd}usu?le Emilt to the number of possible " lx?x:?:::’:;: ;:;::.”; m' I’ﬂ;:‘:::'::t B
patient query matches bated on the immuntzation program paticy. hard Emit that lorces 2 revision in search parameeters
Tes Standard  |before continuing.
) 82.37 The Sclution must have ability to disptay the list of reiurned passible patient query v
matches as allowed by local poficy. yei Standard
The Sclution must allow user 10 select 3 patient record lcom the list of possible
82.38 M
pEtient query matches. . Yed S1andard
2239 The Sotution must have ability to prevent 3 record from being saved unless sp«lﬁe; "
data elementy dre completed and valkd. Yes Standard
82.40 ‘| The Solstion must have sbillty 1o associate 3 patient with a clinic/she. M Yes Standard -
The Solution must have abifity to Nlag patient record for death and include a date of .
B2AY [ eatn, . M Yes Standard
82,42 |The Sohution must have the abillty to inacthvate/lock patient record, (2] Yes  |Standard [Uting the soft delete capabilty
’ The State has the aption 10 add in specific
8243 Th: Solution must have ability to automatically inactivate patienl records tfmed on ™ ::ex‘:::l::e(;:‘::::?;ﬁ:::htm
e if the patient passes away. The State accepts
No M/A vendor response. e
. ’ Contractor Initials, W’Pr
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Attachment 1: Project Requirements

02.44 [The Sohstion must have ability to reactivate patient record. M Yer Saandyed
82.45 |T™he Sohrlion must have ability to edit staws of patient record. M Teu SMandard
The Sclution must have ability (o electronically document patient conient 1o
8145 . 15
vaccination, Yes Standard
Currently WebL? assumies defsott patient inclusion in the
B147 The sdutbo_\ must have ability 1o elecironically document patient consent lo " o NFA ::':'(:;::;Tm‘: :;:::::::::;m
participate in 5. patient 1o “opt-in” Is postible, but not quoted here withou
: additional requirements. The State accepts vendor response.
2.4 |7 Solution must have abillty to receive updated patient record in 3 designated " Assumes HL7 13 the primary mechanism, with 2 system-
format lrom the provider's EHR, Yes Standarg  |defined flai flie option a3 falback.
| The application includes & capability for a potential uier to
B1.49 {The Sotution must support an online tl!au cequest form, M request sccess tothe system, I this i intended to mean 2
i single-patient request for vaccination history, tha B
{handied by an optional module cilied the Patient Portat
. Yes Standard  |{price will be incuded in quote).
81.50 The Sclution must provide oofing nstructions to "read only” user on how to creste " .
and sutirilt & 308 request N Ho NIA Requirement unclesr The State accepts vendor 1esponse,
azsy |The Sotution must have abliity to generate record/fle ln format specifled by user- ~ )
defined parameters. . . o N/A % |Requirement unclesr . The State accepts vendor response.
B1.52 [The Solution must have abifiity Lo receive an electronic dala request. M Mo /A Requicement unclear The State accepts vendor response.
. ; . . The State gives their uses certain
8253 2;’::::&":::‘; abiltry 10 query 3nd view the System’s exsting " authozation tevels, which they can change
) at any point. The State accepts vendor
No N/A response. The State accepts vendor response.
83,1 [The Solution must alicre the user 10 view 3 patient knmunization record. M ey Standard
B3.2 |The Solutich m_ust have ability to print officlal inwrnization cenificate o record. M res Standard
B33 The Solution must Bow user o 2dd/modify/delete vaccine and/or demographic " ] .
i foemation. Yes Standard |Based on user privileges
B4 (ihe Solution mwst have ability to disptry a patient record with vaccine forecast. ] Yes Standard
- The Sohution marst 2Bow the user 1o print 2 patient record with vaccine forecast and Creation andfor configuration a.' sundard dt?cumen_u
Bl.S M (Otficial IZ Record, Student Certificates, Administratiee
redact demogsaphic data per peogram policy. Records, etc.} Is part of the standard onboarding effort for
Tes_ Standard |new shes, and & incheded n the nltial costs,
The Sohstion musl alow authorized viers to view patient vaccination hintory and
- B1.6 [forecast, Including contszindications and history of disease [including M Yes Standard
consumer/patient access).
3.7 The Solution must have ability o send and receive patient query sesults in » " Yes Standard | Generaliy via HLY, ueless otherwise specified.
devignated format,
81 The Sotution must have ability 10 export pagent history and forecasts in multiple M Yes Standard
formats (e.g POF, spreadshees])
8319 |[The Solution rmust have ability 1o Indicste vactine refusal by patient. M Yes Standard
83.10 |The Solution must have ability to seléct patient vaccing refusa reason code. . M Yes Standasd
g1yy | Sotution must have ability to disptay patient exemptions, contraindcatiom and| | Staadarg |18 3 faiy extensive module that wil be confiured
reactions in accordance wilh Vaccine Recommendations and Guidetines of the AU during JAD testions.

. Contractor Inftials:
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The Sahrion marst have abdity 10 document MAVENSE rEACUONS in cordince with .
.12 ¥
P332 |vaccine Recommendations 2nd Guidelines of the ACIP. i Standard
The system currently it fnked to the VAERS website bt noj
8113 |The Solution must have abilty (o interoperate with VAERS, Mo N/A effort s made (o pre—populate some/all of the VAERS
. ' reporting form, 25 this s not supponied by CDC. _|The State acceps vendor response.
Bia4 The Solution must have ability to dsplay, print and export an updated memwmization Yes Standard
frecord and forecast.
Yes, the COC" ic, data
83.15 |The Solution must support a rules based vaccing cinkal detision Tupport aigorihm,] Yes S1andard .’: :::: wholly an + COS! logic, supporting
Envision follows the COS Logie specification and
supporting data. CDSI provides 3 way (o version vactine
series rutes when ACIP makes significant changes. For
b3 " | Standar euample, on August 7, 2009, the minimum interval and 339
B b h i . A
81.16 |The Soltin must have abdity to apply eflective dates Lo vaccine roles " d for the 4* doze of was changed signtlicantly and the
logic and supporting data atirw for this rule 10 be spplied
differently for vaccinations sdmintstered before that dete
vs on or sfter that date.
Webll provides a Tacility for vsers 1o be able to view the
CDSI rupporting data by vacting Antigen and then by
apphcabie serres and target doses within, Additionaly,
. Webil alio provides an audit capablility where the vier can
B1.17 |The Solution mwst have ability te sort vacciae rules by u'lezotv. Yes Standard e what rules have been apphed to sy sdministered
vaccine with regard 1o it's evakeztion s1atus i3 well as the
rubes that apply Lo gener3ting lorecast dates for the asxt
dose in the vaccing teries. .
Webll uses the (0% Logk Spexification and Supporting
.18 The Soiution must have abiity Lo malorain historical records of effective dates of Yes S the exteni that effective date rules sre provided
) previous forecsst schedules. by COSI, Webi2 supports and utes these in forecast and
eviivation.
'webiZ follows the (DS Logie Soe:li‘knbn and Supportling
Data. To the extent that there are differing rules fle.,
Sohth b I hedu Intervals, ages and sidp conditions), WebIZ uses twe R
83.1% :h' . o ':';:‘ time a::llry to :::;i'm al iration 3¢ that was Yes Standard |appropriate supporting data based on the administration
PProprite 3 the ° ) date and the effective date of the rutes, The evahation
) and forecast audit utility provides a uter with the bty to
see the ndes that apply for any ghven target dose.
23.20 The Solution must allow IS System 1311 to saslly update the nues-based vaccing Mo N/A  This is 2 task tha Eavision manages under owr Support and
[ clinic ad support logic. Maintenance progeam. The State accepts vendor résponse,
: The Solution must have the ability 1o Incorporate new vaccine codes into the (S ang
5 4 Standard lon
821 the forecasting sigorithm et & Dependent on (DS rule creation and publication,
8322 Thae Sotution must have sbillty 10 immediately upgate 2 vaccine forecast for a Yes Standard
|patient record when immunizations are added/modified/deteted.
83.23 Lrhe Solution must afow user to creste and save forecasting Lest cases fov reute. Yes standard | Currently this bs only exposed for Internal use,
824 :I‘he Somm rust have abillty to document patient vaccne funding eRgibility b et Standasd
[infoemation. -
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For every dose manually entered the
on must This bs standasd with HL7, but currently the manual .kaprmider has to setect funding efigibility.
P32 L'”“‘”“ have ability 1o select vaccine funding efigibiliy for each vaccine Ino /A entry screen is based on patientdevel eBgRIty. We have a| There is 2 workflow to administer mufiiple
A e project n our schedule for completion in 2020 entikes- is a process currently being worked
) on. :
Ny Date{s} of adminstration are cleanty visiile, but there is no
81,16 |The Sohstion muit have ability to Identify new vaccine events. No N/A woton of » “aew® N The State accepts vendor response.
83.27 he bﬂ must record f“d make avsilable 3f s e vaccination and/oc Yes Suandard  |Generally thls Is instantaneous.
demographic information in a th Manner. - N .
r/Recall Business Requirements ) i
84.1 |The Solution must allow user to select reminder/recall parameteny. Tes Standard
Reminder/Recal process generates 2 cohort of patients
B4.2 | The Sol:tion must aflow user 1o select one or more notification methods. [Yes Hindud |necding to be contacted. Contact mechankm is »
secondary decision.
B3 The Sohstion muit have abiity to produce a fist of patients according 10 user- - Sandard
defined parameters.
[ X The Sohition must have lb‘h’ 12 prompt for clinical uses review of patient fsty Yes Staadard |There are a0 "automated” actifcations at this time,
befoce sending notifications. - -
B4.5 |The Solution must have abllity to print a list of querled patienis. Yes Standard
B4.6 [The Solution must have ability to Jog erch lime & vier generates 3 st of patients. Yes Standard | Each remninder recall run records who treated the repoct.
. Can partially be actomplished by checking fag to auto-
The Solution must have the ability 10 display the date the Reminder Recall notice treate patient event when patient s included in
84.7 Yes Standard N
was sent 10 4 patient. reminder/recHll, but de ona actualy
completing the notification of the patient,
s The Solution mwit allow the end user (9 tel andfor modify the reminder/recall e Standard
count limin lor 3 patient
The Solution rwrst $iow user OF Syltem JCminsrator 1o set uppier limit for the
84.9 |number of tmes a reminder/recall will be generated and sent without 3 patient ['Yes Standard
response.
5 The application does not have a feature to automatically
810 :Ilm- l'h:ou!cr |’n e3tablish a time Interval baaween reminder recall notices {e.g., %0 Yes Standerd lereste notices per a scheduke, but the user can manslly
o Yih creale norices based on thelr preferred schedule.
User Can select 2 “count” value that will extlude patients
_— The Sohstion must prevent sending notifications to patients who have met the ves @ d fro the ceminder recall If they have been inckuded in
' *rount” Remit of resdinder/recall. | or evicus reminder recalls and have not received a
[subsequent vaccination.
Ba12 The Sohution must prevent Al records given an inactive statys from being inchuded i4 ves w ” Yei, we extlude patients nacthve 3t the cnk selected for
) the kst of patieats for reminder/recall. j the reminder rexal, when using the chnk version,
NOI currently 3 built-in feature of the appiication.
Herwever, the applcation doet have built-in mall and SMS
. . capabliities now, and it would be relativeby straightionwvard
) MIA
84,13 |The Sotution must have ability to generate and send electronic notifications. Mo Il 16 extend them 1o rerminder/recall, W the sbsence of W'CJThzre are specific notifications that are
detailed rmuifmenu, o estimate for effont or<onts  |o1ready buil In that allows output of data.
provided in this response. The Siate accepts vendor response.
aa1e The Solution musst allow user Lo generite customizable. query- driven mall labets, Yes Sandard
flmm_ or posteards based oa wier choice, .
The Solution must have ability Lo track aotification atiempts and log back 10 » notification stiempts are logged when changing patient
84.15 N Yes Standard
ent’s record. status to inactive for reason fost 1o loflow vp
YR TS The Solution must allow yser Lo select remindes/recall notification opt-out on a ,‘“' randard
patlent record.
84.17 [The Solution must have ability to updaie/save pathent status. Yes Standard _[If referring to Patient Active/insctive Status i
. Contractor Initials: W
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There are some override conditions such as gnoring the
The Solution awst have abiflty to recognire and inchude some inactive records for nlﬁlmt‘:t’;::;::l enensl ‘::::mh \e res This
B4.18 [fvture notlifications (.. not deceased, opied-out of regstry, but needs 1o be No MiA ¥ .
otified in pan scenatiol. option could be 3dded, bart in tive shsence of more
. detailed requirements, no estimate for effort or cost &
ded in this res . The State accepts vendor response,
De-Duplication Buslhess Requirements . . ) .
- h bt teally bdent Occurs dusing the Add Patient process to & Emited extent,
851 'l'he?:E d-on:ust ave ability Lo autamatically tify new patiem records as #nd all new records are nckuded 1 nightly dupBcate
passiole cuplicates. . . e Standaig [identification.
Bs.2 The Schution must have abilay wo automatically identfy existing patient recosds a3
" |duphcates. . Yes Standard
85.] | Soltion must 2Row users to manually Mag duplicate records, Yes Standard j
85.4  |The Solution must support 2 ruies-baved algorithm Lo evaluate duplicate records, ves Standard
. We are working 08 20 enhand ement (0 Allow usen to X
858 The Solution mo Tt allow rutes Lo be casiyeditable by 1S sl (add, remove, 2t the matshing aigosithms sensitivity, and Later wuse
rodfy). No MN/A 3dditlonal gorithms. The State aCCePLs vendor response.
. Currently. 3%l identilted possible duplicates require minual
BS.6 |The Sohrtion must ftag when patsible duphcate records needing manual review., ves Sundard Ireview.
5.7 The Solution must have ability 1o combing two or more duplicate records accoeding
|10 business rutes. No N/A
85.8 |The Sohution must #icw uier 1o manvaly flag records for manual review, Yes Standard
859 [The Solution must have sbillity to alert wser of records pending for manual review. No /A The State accepts vendor response.
£5.10 The Sohution muit aficw uier 10 view records simuhaneously for decision to merge User views duplcates tide-by-shde and decides which data
) rerords. ey Standard  |sheuid prevail in the merge.
Sohuth With the Caveat thatin 2 web-based application, this can
85.11 rlc must user 1o navigate the System while reviewing possible be problematic, There s no locking of records opened by 2
pRcates. user, so if 3 user opens mwihtiple inftances of the tame
Yes standard |record and makes edits, Inconsistent data can rezuk.
85.12 :::::htbn must allow user to select dats elements (0 merge into 3 consotidated Yes Sandarg
B5.13 [The Sohution must support 3n Judit Lrall when records are merged. Yes Standard
Currently the application uies 3 model of “ona record of
. . two will survive”™, We have 3 major project scheduled
ps.qa [T Sohtion mest have abity o tetain "pre-merped” tecords snd rrvenie meie No WA |beginiog in 2019 (pending funding approvals) that wd  [1f rwo patlents are combined in the system,
change this to 3n “A plos B vieids ¢ model, whichwll o0, il go Inactive. The State accepts vendor
greaty enhance tracesbillty and “undo™ oprerations, response -
85.15 {The Solutlon must aBow user to flag record as “not a duplicate”. . Yes Standard
85.16 The Solutlon must hn:e ability 1o prev_tm matching for the same pair of recorcs tha ves Standard
have been Nagped as “not a dupficate”.
85.17 The Sohution rmust aBow user 10 manually Nag 3 cecord as pending for manuat e Standaed Currently. altl identilied possible duplicates tequire minudl
review. - : review.
85.18 |The Sobution musi have abifity to dert vier of records pending for manull review, Note: Duphcate of B5.9
The Solution misst have abiaty 1o automatic ally identify new vactine events is .
. ; Y
85.19 dupleates or possible d ates, ] Standard |Both through the U1 and HL?
35.20 ;:tn:::‘bnmlmechiwto utomanc ity identify existing vaccing events a5 Yo Standard Jm theough the U1 and L7 -
85.21 |The Sctution must 2llow vsen o menuadly fag dupficate events, No WA At . exbis cen identlfy pot dupknte
Contractor Initigls: wm
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The Solstion awst have sbillty to dhplay to the end user the vaccine typel
manofacturer, ot number, Gpistion date, NOC,  adminisiration  dalel :
B5.22 \{
s sdminkation site, efgibility, and who enteved the dosz for manual vactine] M bt Standard
deduplication review.
B5.23 |The Sehution mutt duppor 3 rules-based 3igodithm 1o evakiate duplicsie evenls, M Tet Standard
BS.2¢ The Sohrtion myst support probabllistic sigoritn to determine dnd Nag when MV “ Ino N/A We vie vacchne type, vacrine proup end dates 1o lag
" |duplicate events need manual teview. poteniial duplicates. - The State accepts vendor response.
The Schrtion must have sbllty to select the ‘best” vaccination event sutomatically - Tiue in HLT processing. In minual entry, this Is keft to the
BS5.25 M Yes Standard
that does not require manwval review. tier making the entry.
85.26 {The Solution myst allow user to delete o duplicate viccine evenL M Yes Standard
85.27 |The Soluticn must have ability to dlsplay posiible duplicate reconds, M Yes Standard
The Sokution must hive ability 1o 3viomatically identify new patient records as .
85.28 possole duplcames. ) M _ |Note: Duplicate of 85.1
86529 |The Sohution must have the sbillty 1o creme a possible duplicste repor M Yes Standard
Users are prompted when poisible duplicates are
85.30 |The Solution must have abillty to prevent dupicate records from being crexted. M o MiA entified, bul can sl enter 3 new record that becomes 2
. duplicate. Ln HL7, this process s much morerigorous. |, 61010 accepts vendor response.
£5.31 |[The Solution must allow user to identify duplicate patient records. M Tes Standard .
cine Ordering Business 'qubf:iin'énrs’-_ - ) ) N .
B5.1 |The Solution must support user ordering of vaccing, Yes Standard
5.2 ;’:;zmm must have abllity for provider to access and place order through the I Yes Standard
853 ;h::dmbn ruast abow prowiders o erify/fupdate contact information during each ™ Yes 5t d
854 ]The Solution must have ability to dnplay an order higtory of 2 provider. M Tes Standard “[ dﬂ: users can sex thekr order history and s124us of each
BE.S The Sohstion must have abllty 1o dtsplay 39 open orders {in transh o orders in M by Standard CEnic users can see thelr order history and status of each
process). - order,
™ " n
866 & Solution m:f have ability, at Stite kevel, 10 astign funding source/product " Yes Standard
Intent at the vaccine order line level,
5.7 The Solution must have ablllry to divplay order status, approval status, and shipping] M Ne Vaccineg ordering foe privately lunded dotes Is not
" Istatw for both public and peivale doset. supported. The Stite sccepts vendor response.
s6e The Sohstion mirst have abllity Lo communicaic order status o an audit log to the M ves Standacd
provider.
The Solstion musst have abilty to store shipper's racking number and link to he
[ A DO
hand Jshigrper’s wetnite 50 that the end user may folow thelr vaccine shipment, o . Not currently fu ed.
B6.10 [The Sohstion must have capabitithes for uter to edht shipping Bformation in the (1S, 2] Yes Standard
26.11 |The Sohstion myst have ability to sum quantities from muttipte shipping notices. M No N/A Aequirement untiear The State accepts vendos respanse.
The Solution muit have (he ability 1o sutomatically alen provider via email that
.12 A
b6, eacclae has Whi . M -1 Standard
. ) Y1, we displyy the package sive for each NDC and enforce
. ! this &3 2 mind Quantity. A mimi order quaniiy
. i Y andard
B5,13 |The Sohution erust have ability (o display nirr-umordeflnuemenu. M Y Standas can 2130 be 321 for clnics that vakidates the towat order
quaniy.
2514 :::nmﬂ' st have abillty to cadcutate snd disptay IS cecomenended order w ves Stamdand_|Sased on peior urage patieons. .
" a comment is required I clinic iy using order forecatter
hstion provid t outsid
86.15 he S0 must Jtiow €7 10 enter 3 reason for vaccine orders e the M Yes Standard Jand the order quantity does not equal the forecisted
variance threshold.
quantity. s ~
DoIT W 2020-025
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The Solution must alert user during vaccing ordering if provider's current on-slite .
86.16 |inventory is above threshoki for ordering. Mo e /A Mot cuerently supported The State accepts vendor response.
85.17 [The Solution must abert user for the need for manyat order intervention. No NfA Not currently supported The State acgepts vendor response.
The Sclution must allow provides to sttach files of various formats 1o the vaccine
e5.18 acder. M No NSA Nol currently supported The State accepts vendor response.
The Solution must aliow only specific users 10 oeder vaccined, dzlete and ediy)
¥
B6.13 prders, and view geder statuses for a cinic bated on assigned vaer permissions, M o Standard .
B5.20 (The Solution must allow user to view order on the s¢reen and prinl, M Yes Stzndard
86.21 |The Solrion must aliow user to view and print the attachments. ) No W/A Attachments nol 1upported The State accepts vendor response.
86.22 |The Solution mwsi abilizy Lo block a provider order. ™~ Yes Standard
8623 The Sohrilon muzl suppoxt a rules-bated decision algarithm to approve or reject " No N/A
order, -
A provider can be given user permistions to override
86.24 The Salutlon must have an override function allowing 3 provider to place addition a4 " ves {standara defined order constramts. We would suggest that these
orders within a current tier ordering timeframe during an emergency situation, permissions be mited 10 program stall who could order
lon behal of the provider in ermergency sitvtationt.
B86.25 |The Solution st have ability 1o reject order, M Yes Standasd
06,25 {The Solution must allow user (6 select the reason code for rejection. M NO N/A . The State accepis vendor response,
B6.27 |The Solution must Suppont reason codes (o1 order rejection. M N N/ The State accepts vendor response,
85.28 |The Solution must aftaw user 10 edlt, save, and resubmit order after refection. M Yes Standard
85.29 The Solution tr-u:t aflow immunization program 1o eda, save, and resubmil vaccine " Yes Standard
order alier rejection, . . -
B6.30 |The Solution must have ability to tranymit order 1o the CDC. M Yes Standerd [Via standard COC vpload protocal
B5.231 | The Sohution mutl #fitw icrwmuendt aLN Drogram 16 view error message from COC. M Yes Standard
8531 |The Solution must have the ability to interoperate with YTrckS. M ey Standard
B6.33 |The Solution must have abillty 10 display the shipping Nle. M Yes Standard
86.34 The Solution st Suppert an interace dicwing an immunization program 1o view " No N/A
i order confiremations. The State aCcepts vendor response.
The State woulkd lixe to see a list of all of the
oeders that have gone through 1o make sure
BE.35 | The Sotution must have ability 1o send rejection natification back to IS orogram, M No N/A that there are no issues. Filed are extracted
and uplaaded The State accepts vendor
. response.
. " . Usev can view order and shipment nformation within |he
h. werif
B86.36 T::us::’:;"hﬂ:;u'::::? l°::’:::ﬂ'::u .:':::l:: order information, M Yesd Standasd ' Japplication for verfication with the packing 1kp and
P pactag *a lgacbge contents
85,37 T!\e Solution ﬂ'.klll il!o-_v u.w to edit inventory data elements In the case of " Yes Standard B
discrepancies in the shipping file. _ .
. - Foematlng €rrofs and order aumbers that coukd not be
85,38 . The Solution must have abifity 1o fiag errors in 2 shipping Me, M Yes Standard matched sre Aapged, !
85.39 |The Solution must have ability to notify distributor of an incorrect thipping ﬂe M No N/A - | e state accepis vendor response.
The Sohution must have ability to notify State that provider shipments have arrived
X NO NJA nplemented.
86.20 and if there are 2ny discrepancies per provider office. M / Mot currently ied The State accepts vendor respoase.
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A

Communication is completed within the
systermn and a popup wib ocour i an order has
The Solution must aBow user to send Mcknawledgement of prder teceinl been approved of rejected. You can turn on
N, emen . .

Be.u1 clirctroniclly or manually. Mo e Requie tuncheas emails, 10 they can get Lhe history of what is
happening. The State accepts vendor
reIponse,

p6.42 The Sotution must atiow the uter to itl‘iﬂt! each product in the (13 after shipment Tes % d

is recedved. Lendar
When you get 3 meisage, it attempis to
The Solution must have abiflty to lag order by vaccine type 2s over-order quantity, match up with the Inventory for the patient.
B85.43 No N/A [ ted.
under-order Quantity, or damaged. / ot curently implemented The State accepts vendor response,
The Solution must ave e.hiity for State 10 inform distridetor of over quantities -
BE.44 | pceived, vncer quantities received, o damaged order. o MM Mot currently implemented. The Stats accepts vendor response.
The Solution must ave 2bility to alert the Adminitirators of discrepanties in retebved
8645 | orderns. ne /A Mot currently Implemented. The State accepls vendor response.
! Providers are able to submit Returns (o Program fer
06.46 |The Solution must have 3billty 10 return order Lo the lmmunization program. Yes St-r.td:.rd Lreview and a vai.
The Solution must have vaccing inventory capabliities thal manags a universal Stale W are currently working with at least two other unbversal
87.1 . . Yes Standard
. like New Hampshire states.
The Sohstien must have vaccing inventory capabilities that manage {adult) private Private vaccine inventories can be managed, but ordering
arz . Yes Standard
and State inventories. s gutside the system
Need to be able 10 print from City Health
Depirtment (Nashua and Manchester) the
1e2n ({0} and Regiona! Public Health Network
" . . {RPHN] jurisdictions. For the two “major”
673 |7 & Sob o have abllity Lo prnt current iventory it 31 provider, State, and Mo /A Definition of *jwisdiction” s not clea. cities Nashua and Manchester, they are thelc
- own networks, but the network oversees the
greater Nashua and Manchester areas and
not just the spedfic cities. State will need it
sepdraied out - Cities on thelr own and the
RPHN. The State accepts vendor response.

B7.4 | T™he Sclution must have abifty 1o display current provider laventory. Yes Standard
There are dashboards, which the State
| red If this can be done by the regional

7.5 Aequirement uncleas nqul by the reg

The Solution must hive opening dathboard which dispdays pestinent information public health network. The State accepts
regarding vactine inventory and/oc coverage. . wendor response.

87.6 :::"s:mbn must have abiity to display inventory by vaccine type and tunding ves standard

en7 The Solution must have abdity to query the inventory system/ffunction by funding Yes Standard

source and vacting type.
The Satuton must have ability 1o reflect inventory decrementing as vaccines se .
878 wiminisiered and reponed {read-time), e Standard [Bach via 1 and Hi?
The Solution must have ability to decrement vaccine lnventory, regardiess of
B7.9 |patieal’s US active s1atus, inCluding byt not tenited 10 the vaccine type, dose level] ves Stndard
by funding source, and by ot numb
87.10 The Solution must lu-:! .lhe capabifity for a uses (o enter 3 refrigerator count and Yes 1
reconcile differences in inventory.
The Solution mutt have ahillty to capiure and dizplay peovider fefrigeration storage
art Mo N/A
capacityfcapabitty. e
Contractor Initlals: i
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taterfoce Businéss Réquirements __ _

submission of admenistzation data. :

The Solution must support sequre e transfer transport methods inchs

bt ot

Unciear how shis 1s diffevent from 87,20

B7.12 |The Sobution myst have abillty 10 produce an imventory reconciltation repont. ) Yey Standard
The Solution masst 2iow the user 1o Jttach yiage reports (o an nventory .
7. A
67.13 reconcifiation report. . M Mo N/
714 me.Soi;utnn must have abllity to display alerts/notiications for vaccines nearing ™ ves st
exXpHIION. :
The Sclution must have abBiry to track, 3t State level, borrowed doses of vaccing
7. Y cdard
B7.15 with reclassified funding sources, M b Stan
The Schrtion rrust afiow user, at State tevel, Lo astign and modify quantity for
7. [~] Y tandard |Ako rvailable to prowid
B7.16 iredflost/wastied inventory using inventory adjustment codes, i Standar o en
87.17 The Solution must have the abillty 1o track and notity Administrators of manua! " No WA
“" |changes 1o nventory. The State accepts vendor response.
. i . Wi have 3 repont that Bsts the number of wasted dotes fod Alerts/notification are needed when there
B2.18 The Solution must have the ability 1o determine the total cost of wasted vaccine peg No N/A ¢ach vaccing at 8 chnk, but Ihe total cost would need to  |are changes to lnventory, The State accepts
lorveritony for NHIP.
be manualty calculated, vendor response. -
BT.1§ The salutnon must ha\_m temperature log reporting cepabilities with 2 warning " : Yes Standard
mechaniym when tlemiperatutes are out of range. .
The Solution must have ability to avtormutically decrement vaccine doses a3 "
87.20 vaccinations are recorded, whether through the user interface or an EHR system. M Yes Standad | Reprats BY.5
87.21 The Solution must have the capabiily to auto detrement the inventosy upon

OoIT ¥ 2020025
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L8] i M Yes Standard
limi ed 10 federally mandated Encryption.
The Solution must support web service transport methods Including Bt not Emited
.. ¥, dasd HTTPS 2
88.2 16 lederally mandated Encryption. M 3 Stzndasd  |Currently _onlv
The Solution must suppost Direct Iranspon methods including but not Bmited 10
8.3 federafly mandated Encryption. M No HiA Direct protocol ot supporied, and b not recommended. The State accepts vendor response.
B3.4 |[The Saolutiom must have the abifity to import rom Electronic Health Record systems] M Yes Standard  [via HL?
. Note that batch messaging reduces teedback to the
" - [ ¥ t d
B8.5 |The Solution must provide functionality for batch HL? mesn;.ing s Standar, sender, and is not # recommended ppproach.
88.6 |The Sohution muit provide functionality for reak-time HL? metiaging. (¥ Yes Standard
Unable to find a reference ta Lhis local IG 1o verify. We
887 The Sokstion must have abilivy 19 sioce and Gspliy all 1S Core Data Elements a5 - No NiA | support the national standand HLZ1G 2.5.1 v1.5. and i us
. IWsied by New Hampshire HL7 implementation Gulde. core data elements. Per AIRA AART testing, we provide a
bestin-clasy HLT engine for IS, The State accepts vendor response.
The Solution must have the ability Lo gEnesItE JCCUTItE ETTOr MESsage -\
B8 lappropriste format i case of » secord query fallure in Jccordance with eurrent HL? Y] Yes Standard
ph atien Guide. )
The Solution must have ability (o IULOMItCtly JCCept 8312 and wpdate 3 patient
M Y Standaed
B89 record In accordance with current HLY implementation Guide. o ancar
£8.10 The Solution must have abdlity to create and tend ur?t ujneslngn n designated " Yes Standad
formats In #ecordance with current HL? implement ation Guide,
The Solution must have ability 10 log error or acknowledgement messages in
h{
Ba11 Jaccordance with current HL? kmplementation Guids. " b Standard
The Solution awst have abllity to filter or 3o evror or acknowledgement messages
. M Yes Standard
88.12 In accordance with current HL7 Implernentation Guide. Han .
B8.13 |The Sohsion must have ability to view response files. ™M Yes Standard
B2.14 [The Schution must have abillty (0 log user views of recetred response Mes, L] No NIA Requirement unclear. The State accepts vendor response.
The Sobution must atiow ItS Stalf to view cument and past error message(s) lor a
b ¥, .
8313 uter tn grcordance with current HL? imple Jon Guide. M * Standard
8816 The Sc:h'am mrest allow vser 10 manually modify a data errorin the IS and " Yes Standaed
reswbmil the record in accordance with current HL7 implementation Guide, il
¥
Contractor tnials: =
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8817 The Solution must support an interface with SNS or other State inventory ~ No N/A -
ranagement Tystem/funciion, - The State accepis vendor response.
€8.13 The Sodution must have ability Lo interopecate with other inventory systems through ™ no HIA
. a predefined APl of Open Standards interface. The State accepts vendor response.
Ceeation of the Vital Records interface is one of the
. h " st i P .
88.19 ::\::o‘;::-;ln xtﬁ:ﬂw;mr:::me ceal :me 1ecosds [rom Vitak Records for M Yes Customn  |standard tasks lor onboarding 2 new state. Cosus e
- 963h, adoption. e Events. included in this respanse.
The specific format and interdace to be vied are
8 Th { ¥
83.20 & Solution must have abillty to accept files from Vital Records in multiple formats. M (] Customn determined during earty JAD sessions during onboarding.
The Solution must have ability to detect i 3 newborn record i anew record or a .
3 - Yes mpo: mined dul
6.2t [match/update (o an existing record or a duplicate, M . Custom VR e rules determined during JAD sessions
8.2 :‘::::I::tn must have abiliy to match an exfsting cecord with Incoming vital M Yes Custom | VR import rules determined during JAD sesthons
68.23 The Solutien muit have abifity 1o use new vital record data to update patient ™. Yes Custom | VR import rules determined during JAD sessions
demographic data. .
B3.24 |The Solution must have ability to capture date of death from vital records data. (7] Yes |Custom | VR impon utes determined during JAD sessions
B2.25 |The Solution must provide functionality for batch HL7 messaglng. M Note: Duplicte of B85
88.25 |The Solution must provide functionality for reabtimte HL? messaging. M _ HNote: DupBrate ol B3.6
88.27 |The Solution must support Secure File Transport-based data exchange. M Yes Standard )
The $clution must support dala exchange based on Ihe Direct protocol
8823 {hitp://directproject.org). M No  |N/A Direct protocol not supported, and is not recommended. |1, o010 accepts vendor response.
The Solution must support dats exchange based on web services and Simple Object
3 M ¥
68.29 Access Protocol {SOAP). = Standard
88,30 ::;:::‘bﬂ must provide the ability Lo import f1om and export 1o EMAJEHR " Yes standard |HL? is the standard mechanism
e fomchs n
B3y The Solution must provide unc_tmaliwlo extract and send an immunization M Yes Swandard [via Lz 7+ 3 REST AP § oming.
forecast to an external appiication, toda orthe
The Sol Now barcod ing and itlon utitizin d ty available in Web applic bnbul ve have AFIX e ake piace of the C
e Solution must al arcode scanning and recogn utilizing current 1-C an Nol currently ava .3 eb application, we R
[} N N/A re| ing. The State accepts vendor
ta.32 2-0 barcode standards, ° 4 built support for barcades into our Mobile sohution. poring. 4
response.
B8.33 [The Solution musst provide Optical Character Recognition from scanned forms, o} No HA )
88.44 " no NIA Import, especially. requires signifigant business roles
: Salution must have the abifity to import and expart configurable Ma fites. processing.
as.as Sduhoﬂ-msl vahdate if 3 User wants !?.:crmlnue the session prior 10 terminating " Yes standard
the session due Lo time out or user detision.
Vendor to provide interoperability spedifict and record layout for the foflowing:
N stanvdard file focma POt
B2.34 [Vaccine Tracking System (VIrckS) in accordance with £XIS 1pecifications M Yes  [standard E;’s’"“" upport 3l standard file tarmats supportedia
. 5 , Format TBD. An aflocation is provided In the quote based
- Y
”’35 NH Medicaid Management Information System {MMIS) M (] Custom o ¢ 15 TED.
Format TB0. An allocation is provided in the quote based
B8.36 |New Hampshire Vital Records System M o0 1equir 13 T8D.
Format TBD. An afacation is provided in the quote based
B8.37 |New Hampshire Enterprise Data Warehouse [ %] Yet Custom on yequirements TAD.
88.38 |Electronic Heatth Records Systens ™ Yes Standard |HL7 B the standard mechankm
B239 |Mational Provider identifier (NPY) M ves cusiom | [FOT™TBO. AnaBotitionis provided in the quole bised
on reguicements TBD.
) N Format TBD. An 28ocation ks provided in the quote based
k N Yes
B8.40 |New Hampshire Electronic Disease SirveiBance System (NO EDSS) M Cuttom on requiv 5 T, HL7 is potential no-cortt g
Contracter Initials: L:
DolT # 2020-025
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- Via HL?, We are currently the only IS premide: with 3
B3.41 |various State nSs M Yo |Sundad working interstate interface utiitrig the ONC HUS.
83,42 New Hampihice Heatth Information Organkzation (NH HIO} ) Yes Standard [Via HLY
_ VAERS does 0ot support an automated interface,
Curreatly, the VAERS system prefers a manual web
. submisslon, but it aksa supports an uploaded abie POF.
88,41 |Vaccine Adverse Event Reporting System [VAERS) M No NfA we have evaluaied the potential of pee-filling this POF
format, but it ls not a system standard and may be prone
to erroes, Cutrently. the adverse events handling n WebiZ
finks the.uw 10 the manual web lorms. The State sccepts vendor response.
8.1 The Sotution must have ability to store report lemelates using past user-defined ]
ameters of HS-defined parameters, M No NIA Not currently available.
89.2 |The Solution must alow user (o select from a Ist of predefined reports. Ll Yes Standard
893 [The Solution must siow user to choose paramerers for reports. M Yes Standard
We have several mechaatim to accomplish this, inchuding
894 The Solution must have abillty to generate an ad hoc report based upon setected the abifity for 3 knowledgeabls user to weite cusiom
" {parameters. queries that can be scheduled and viewed within the
M Yes Standard |sppiication. .
B9.S HThe Sokution must have ability to display antd/or aggregate data based on vier ’
rote. - M Yes Standard
Suatistical tocls ace not bullt-in, but we provide aa ad hoc
B9.6 |The Solution mwil have zbi!.iw 1o poriorm a stathticd ansiyis on exdsting data. eanc M'c 'm:ﬂt:m't:;:d thzI A%
R M L] NJA against the OLTP or Datarunt dHabases.
#9.1 The Solution must have the abdity (o generale VEC accoontability repors lor *
manzging VIC inventories 2nd orders. Ll ves Standard
—_ The Solution must have the abliity 10 generate 8 dosel sdminbiteced repont that
i teacks ot the dose number level in the vaccineg sefies. . M Ted Standard
299 The Sohution mirst have the capability to determine active and inactive staluses on
Jpatients for reporting accuracy, M Yes Suandard
£9.10 The Solution must have the capability to generaie a report describing the number of
patients dechning or refusing vaccinations, M Yes Stangard
. The Solutlon must provide users the ability to generate coverage reports on thelr
) ipﬂem population by age, vacring series aod vaccine rype. M Yes $tandard
The Sokstion must provide users the abitty to generate covesage reporls 1hag
89.12 |display the number missed opportunitics, the number late bul up-to-date, and the]
number of invafid doses. ) M res Standard |Via ASD(AQIP standard reports :
. B9.13 [The Solution awsil dow user 10 sebect data parameters for report generation. " Yes staadard
: Mot reports have pre-set putput options (POF, Extel,
89.14 1The Solution must sflow user 10 select ceport ouTput parameters. M ] N/A CSV). The [at1er two can be fiteved after extract. The State accepts vendor response.
Maoit reports are genessted in reak-time. Some reports are
89.15 |The Solution must allow user 1O choose 3 lime thi report will be generated. .‘::u:::;r::!ngglkd:;l:?;:(:ﬂlzo frhon
M MO NSA schedile following standard cron settings. The State acCepls vendor response.
89.16 The Solution must have abliry for System to determing W the report can be This bk a desirable feature in our roadmap, but not ]
-~ imnedistely generated of I it st be deizyed based on size. M MO WA cutrently planned o schedubed. The State accepts vendor response,
89.17 The Sokzilon must have abiity Lo prompt user (o conflem the geseration of 2 repon
. at 3 later time if required. M Ho LrL) The State accepts vendof response.
89,18 |The Solstion must have abifity I save, dhplay, or print report. M Ye Standard
59.19 | The Solution must have #billty to produce reposty in muliple formars. L Yeu Standard
' Coatracior Initiaks:
DolT p 2020025
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29.20 The Sokrtion must aliow System Administrator to hide System standerd reports to Access to report categories {containing muftipte reportst ts
i} trsiness users. ey Standard |tet a1 the user tevel
4 B9.21 |The Solution mtuit dow Systern Admiabtrator to modily System standand reports. o NIA The State accepts vendor response.
85.12 |The Solution rmut afiow user 1o delete a vier-efined report. Yes Stzndaid |Applies to Query Manager
99.23 The Sotution.must 380w user (0 defete and/or modify data dlements withia & user-
i deflined report. Yed Standard |Appiles to Query Manager
0934 Tha Solution st have abiity 10 generate user defined or customizzbie reports £9.27-24 eaatled through a query manager, which
i based on configurable parameters. Yes Standard |requires SQL expertise.
49.25 |The Sclution must aBow user to retem to and modify report eriteria, Yes Standard
89.25 [The Solution must have abiiity 10 verily that the repon & b the correct format. Requirement pactear
89.27 |[The Solytion mutt have ability to send report by email. o NJA Can be sent 235 attachment in external emall tystem The Sta1e aCCePls vendor responie,
39.28 The Solution must have abiity Lo export data In setected file forman, including POF .
" and CSV, Yes Standard | Excel (XL3X) format & becoming standard
2929 The Satution must have ability to export dzta that bs interoperable with statsticaé
” anzhysh Software. Yot Standard
89.30 |The Solvthon muit have the abifity to ¢reste error fle reports. Requirement unclear
31 |™he n )
8%.31 4 Sotution maust exclrde al) records with an inactive status from coverage reports Yes Standacd
AFIX teporting capabliities have replaced the need for
A Th h . b
89.32 ¢ Soluthon must have the abllity to generate COCASA reports o NIA CoCASA The State accepts or response..
A B9.31 | The Solution rmaust have the abillty to export filles that can be imported into CoCASAJ Yes Sumderd
*9.34 The Sohsmion must have the abillty to generate pathent Est, inchading randomiced Al standard AFDUMIP reports are supported, but noy
7 |patient ints, for AFX methodologies. Mo Inya randornized fists, The State accepts vendor response.
5938 Tha Sohstion mutt have the abilty to captue e information about AFIX feedback wa 60 not crrently irack AFIX feedback information or
" retuls, Site vis summaries, etc. Mo N/A she vhilt summaries. The State accepts vendor response.
pg.35 |The Sottion must hiree the abiGty 1o generare a lsting of AP feedbacks by : . ’
i Jurtsdiction [nchading: Pin, CRnk Name, Assess Date, Stall) Mo | 1L we $0 not currently track AFIX feedback information, The State accepts vendor response.
8937 |The Solution must have the ability generate AFX reports based on jurtsciciions. No NfA Meaniag of “jurisdiction” 5 not clear, The State accepts vendar response,
Contractor Indtiats: L:
DolT ¥ 2020-025 om:%;zzmo
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State Requirements -Vendor - - . . Smo and Vendor
State md \fendet A;reed upon Comrncnu
wrmimw prosocol kor pecass to date tn
envmunization Information rydems b MUY Prefemed
varsion i 1.3.1 v1.5, and b hully supported. Men recently
AL1 ::"‘: thon must ""':"" o aexe ;""‘""""M‘:‘::"""' Secess protocol Yes | Standard [deprocstod version s 2.3.L and hully cupponed, bt with
* the & Tewar Peatires than 2.5, 1. Emerging standand i FHIR,
'which |y prototyped and msy be In producton by yesrend
! 2020 (ganderdistion kauas pending).
mmmmat)mhwmmlmrmm 0atshase 1s SOL Server Ertarpess Ediion lon 2016 or
ertity has srctushes controld, with the sagention of Mational o Internatiors!
AY2 - Yes swandard [later. Al dats structiaes ste docunventsd In dats .
dards. Dats ki not subject ta sry copyright, patent, trademirk of Sthet Urde dictionarie.
- 4 prowided o cllenta,
se¢rat ragutation. N
Hastorkt ally, WabiZ wai bullt uslng ASP Nt with the Web
- Fm davalopment pitiem, Moy recently, naew
ALd |Sebution must include wab-based graphical user interface [GU) Lechrologies, You Stand e hay icyed Uhe MYC oattern, Both
aarterns vtillre Bootstrap lor consistem styling. but the
MV componentry haa & mors madern look
The Solution's Web-tased Interfzce muxt be Mole snd in cont we with y
o ] browis
AL | e toliowing WIC standards: HTMLS, €58 11, XML 1.1 He HiA [WabiZ euppants sl oo ern brswians The State sccepts vendor response.
The sobuc dns & module interxied for rapld entry
of riniint dats By jurisdiction ctaff, but it will Aeed 1o be
rrad billiry.
Sokstion must peovide 3 er interface W sliow tor centralized raokd data entry of vetied by tha St to duterming 1k Currandy, fo
A1S |rasrmaBy Leyed information snd 4 barcodes by mittiok Stat o afa  |B cote scanning b bxcorponated into the web wohition, ‘
o . * Bt oo ba added (1o date, othar euttnmars have not
e bern abie 10 sgree on needad functioretity). Bar code
< anning b incorporated o our Moblle salvtion, but R
ek # different modatry from apld da arUY. |y Srate actests vendor response.
Vandor mun maintab the data entry user intarface with goal 1o maintein sase of -
ALS [use and Intuitivenass of the imterface a3 well 53 10 reduce the number of screens Ty Standsrd
and Intaractions recessary to complets Litla. _
Sohstiom mast Aun on 8 currendly manuiscturer-tupported virsions of Wisdows
A
d end D5X operrting ryrems via wab imterface. e Sundurd
Vendor must maintals Solytion's Web-hased interface lo keep & patfole with )
ALE  feument versions of most commonly vawd broerier Sodtware, such o1 internet Yes Standard Farefon I::Sahdw:'::::: platform, but (€. g1,
Explocer, Microwah Edge, Ssfard, Google COwome. and Moyila Firelox. - ¥ Y-
Parts of the seiution have been modifled to inchude
re 1pongivs bahavior, bui many remalning parts of the
application e1pect a wide-tersen, dala invensive yowt,
The Soktian's We interface must 105 and and sce not respomive, Al scresns thould be sceeifble
AlS bazed wirklrts handheld devices for fiekd . Mo NfA  |vis moble devicas, byt user experiences may not be
e e tor hd g optimired for scivithes requiring mory data presantation.
Mote that & MobEa version deligned for 103 tablels is
wvaltable, but s Intended lor remote, disconnected use
mpch 83 mass ¢linkes, The State Mrepts vendor responie,
a <
Wa are curratitly undar contract to dalbvar sn LDAP
* . {atrthartication extrasion to (e FrRemm, but it woukd enly
A2.1 |The Solution mutt tepport Singde $ign-On vaer Access Comtrot, No Future npﬂwﬂmmummmmmmamnm|
- ADTNamvwmnm-ddnuduSuun
{requiremeats. The State accepls vendox reiponse.
The Sodution must verily the identity o autheaticats sl of the system client - The venda is suthenticating users and Emiting thewr sccess based on rots,
2.2 |applications before Mwﬂmwwmmmtho No M/A  [Requirernent untiyas, Communicating in-between servers, etc, s being lolliowed through best
or confidential dats or services. practices. The State acTepts vendor response.
Comrxwr lmtuh
OolT & 2020-025
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T - N - . - RS - - Vondor | Delvery - . J . T R - TR LA
. - " - . E dv dnr e!d Cmmenu
LI Lo :mw riptie Critlcaliny Rerponse | Method . Comments A R saltm e w upon .
The Sohution st vedly the identity snd suthenticats all of the fyziem’s hurmn Ik "
ALY lusers bafore aliowing them to use Rs capabliiities 1o prevent acoeis to ] Yoy Standard Per e g wd by user, roh, »d
insgproperists of confidentisl data or services. . .
AL.d  |The Sohstion must enfomas unique vase namit. M Tos Standdard
The Solution must sndonce comphes ds for i A e in : Comok : " ired
A2S [accordanes with DolT s Statewhfe Uigr Azeount whmd?olcy M i ard e e e wd globaly H rea .
The Solution must sndorce the use of compler passwords for genaeral ysars uping
A2.6 [capltal letters, numbers and tpaciasl charscters n sccordanca with DolT s Statawids] M ey Standaed
User Accourt ard Pasrword Policy.
a7 E\ctohnhnm-m pasrwonds In trenamizsion and st rest within the M Yos . i [Using SHAS 12 ] "
Tha Sobution must o ctablfsh abillty 1o expire pairwards after 5 dafinkis period of
A2S  |tine in sxcordance with DofT'3 Statewide Urer Account #nd Pasrword Policy. M Yes Standard
The Solution mus provide the ability 1o limit the rumber of people that £an grant ; L ad s » specific 1o 3o, § #h
AzS or chung s swtharirations. M e ard jamiied to program st
ALIO :’:mm-wbﬁh asbillty \o enforce mdonllrmmdmmd - Yer 5 ard
The Solution must not sters suthentication credentia®s o serdlthvs data In it coda | Credentiasls and timitar sensitire d2ta have racently been
Azt M Yes Stendard |movad to an encrypted datsbase trble, and woon will
maove 1o the Arure Key Vault service,
ALY The Sobktion mut log ul sttempted pccasses thet bl demification, swthentication " Yes . y
g authoriation requirements. -
A1l The Soluton must kg 2B activithes bo 8 central server to prevem parties to " Yo s -,
pplication rrnstions from denying that they have taken place.
ANl kgt for the Sohstion munt be tept for 12 montht, Logs ses genarady archh sfiar 90 day Fox pack .
A214 MM Vo3 Standerd bressont, bt the srchived reconds are svaiable onling lr! .
real-trma. P pelicy B site-d "]
AZ.15 |AN hixtory tables for the Sohaion i be kept for <> M Y3 Stacwdard |History tables are cypically kapt inds fnitely
aLl6 Tha Sohution must monitor for out of brdinary sctivity, . N WA |Reauierment After furthey discussion with the vendor, the Stale accepts the monitoring
- . ° /A [Remuleemant uachiar. provided by the vendor.
Tha Solution must aliow s human user Lo explicitly terminate 2 sasion. No Remaining coobies- Authenticated user what user they are, as well 33
fremnanis {e.g. cookies, cache, #10) of the prior s1sion thauld then remain, ' pther examples can be provided. More of a clean up if they explicitly
rrriesat! sorne cookle ramein .
A7 M Heo H/A  |ARer session e e s may terminata testion. Less i they close the sereen. Envision: All cookies are
encryoted, The State aceepls thi retponse.
AL1S The Solstion must vatidate If 3 Uses wanats 1o teeminate the sexsion prior to ™ Yo rd A wirning b luwed prior 1o the standard tmeout period
terminxting (he sercion Sul i time ot of triar dethion. o
Vendor mutt provide » Security Strategy d excribing Vendor's 2 poroasch o Every different state ‘“ppf'“d would be ‘im 10 ensure each state
| managing information securizy risks for the Solution, This security strategy will does approvals before ts and ges. Concern over approval
enwure that Sohaton snd Dats sre srcured sccording to HIPAA Security Rube, hwebdZ i COTS software, 1nd we sre unable ta comply | 100p ©f new releases. DOMT- This is primarity for custom work, Eavision-
A2.19 |Federal information Processing, Industry, snd Maw Hampshire sundards, Strategy ("} No NiA  fwith State teview snd 2pprovil tor a3 anhsrcemnents and | Tries 1o bulld for the cormmon good as priority. Focus on OTS solutions.
Tt sddress Yendars ag ch Ly tiicy, etk € rot, begal and chamges beyond normal UAT. State can go bn and approve any arezs that zpply Lo the state in the UAT
ben practics compliancs, and technical secwrity. State review and approval s ervieonment. Sute can turn off and on. State siso invited (o exploratory
raquired for all erhancements and changes., 1es1ions, The Slate sccepts this response.
deofrmmdntbglkcu'_ltylhnurtmmﬂill.hlwaf-ut!mu_ \webtz 1s COTS . and wa ace unable to ¢
ciden reporting, and 1echnical security of information atsats throughowt
AL M Mo N/A  |with State tevidw snd approvsl for s anhancements snd
Efwcyche {creation to destruction), $tate review and spproval b required for s cha bryond normsl UAT
snhancemnts snd changes. ners B Same 83 3 3bove. The State accepls thh response,
Verdor must provide a detadied Phrvsicsd Security Oeilgn for Contractor controlied
Inav.lrg lucmy Phyticsl Securtty Design mun address namative description of _ PP
a2 rity inchuding parimeter 1ecuiky and entry controli, M2, M "o N/A veal "':" g + Arore o .
rrd moniioring, St21e mkuund spprovsl it regquired for 2l sthanteiments o Vendor has security iom, the State may request
charges, Nour of an Arure Security faciity. The Siate sccepts this relponse,
Contractor Inltiab: Gjm
Coll 5 2020-02% Da)
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) et Vendor | Dafbveey
Req ¥ Requiremen Oncription X Criticettty Ret Method
[Vendor must develop & drtaded Logical Security ODeiign for IS computer and
retwork tyriem, Logics! Security Deuign must address naretive description of
ALYY |rogicul security comrots Inchading 2ppiication srcurity, intrudon mansgement, hogt L] o Standard
hardening, antivirys, remote seceas, Encryption, mondtoring. snd reporting, State
review 3rd spproval s reguired

Cometrents J statesnd Vendor Agreed upon Comments ’

Note that Envision controdt the logical sarurity design end

a2 Vendor riutt implement and document 2l procedures and features dextribed in M Yo p—— provica » pian, bt the pheyiical securty design &
) 1ha Phytical and Logical Security Plans sacurity configurations. Micrasofl's retponsibility in Arurs Geve, and 1s 3 closly
. uarded serret,
A2 24 |AR Sofrware 1ad Hardwars sl be free of malicious cods. w Yas Standaed Ill -
A2.25 [Sohntion resl not validate nov regquicy 80 emall lor user stcounts. .M \’-A: Standard Ii’:‘:::::.h Fequired for cartain bunctionafity, such a¢
AZZS \:;n:wm:::m!dmnnﬁ&rnmhm|hammmm " You Sand
The Solstion Dats matt be protected rom unauthdriied ute when at fent [Database b encrypind at reat via SR Servet Tranaparem )
A2.27 . M Tes Rancard ou)a Ertryption, wsing AES2SE clpher. This covers Drta,
tog amd Beckup Mes
| The Sohstion must kesp amy ithe Data or i 4 tionis private from
N ¥ 4
A28 vna w8 Individusty snd programs. M Yes tandard
A2.29 Subieguert enhancements or upgraded 10 tha Sokstion MUt NGl remove of M Vo3 Stand, .
degrade swcurlty requirements. .
A2.30 Vendor st ulilize change manigement docurnentztion end procedures ™M Yes standard Source control and change deders mansged through

Microsolt Taam Foundation Services,

Contractor Inlthals:, L: m

DolT # 2020-025 ’ . Dﬂe:é;]é- 22; 22()2‘)
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J . Sunku

. SLate and Yendor -

| AN cpmporents of the Solution rewsl be trvireed vl LeEiod B Hse s Thiry prot oot
e BLaty s wrb ity andd s rolated Data

Ssrded

State’s WwC it vorvian bn e havted sndrerament chn bt
cmrducted pris 19 gu-live,

m-mhn«-&ﬂuﬂm-
" |y & thiet pacty snrmsaity, ¥ desiead,  pee tett of the

Rate and Vendor Agreed wpen Comeraris

Thve Verrbe! misit be iy b purarrlaing ban of necurity Lesting, ad
TLY |sppropriste. Tosts munt lwcws en the techwrical, sdminists viive snd slwncal wrourity T Manduwd
corstrels that have been deaigred inte the Jritom rdvtecturs I6 dedn U peovide
e LT ‘ ncagrity and
. {Promite dvidincs That 3ot e faa thi ared sty
Lesting hun beent #ecently -« aring i sbout .
e thupy parses sivermpting e I5¢ orike & Ty RE O ADOHCRGN ky sacuriey ey i s R nciear,
wrvd the validation of yovs . Vendor maintains kogs of a1 login smets.
e Tarst for Actwis Contrul: mapperts the managament sof portirdlenm s Mgy by Y These spetfics Wits £4n be cornbpciod by the Jisie during
K L andmd
Subution. UAT.
ns Tasi for [r————— re .lunl-ueuhmmllv Yeu ‘Mm|mmhmnwmumuh
thve wbility W ocTeis the date i o decryptod lpemmrt fromm 1 equired Leels, UAT, -
T Tarns tha tvirviien D- WPty the o e of Insrusion inty Sohtign. Yex Mandud uﬂ::w-dh!mmhmdhu-gkulw
Tass Use Yerifation hesture; the fu b o ey o enter o Thitst 4eGfics 1sts Con B ChnduCod by Uhe J0ale dharing
7 Shrion, Yau Standerd AT,
ne Teat the Vs Managernend Irstud i sl ihe sdminicy stion of Salwion, Yer 4 nﬁum-mmhwnmumm -
UAT,
e Teu Aoly/Priviege Managemenl! mparts the pieating B¢ sbilities (o v o ¥ Thast woacilics 1 s con e conducted by the W dhering
. . (] Standard
prowps of wavs of Seluten LAY,
Tt ndt Troll Corpone v uresl e Uy el g of] Tharsa apseifics rous con be conducted by O SLade dhoring
T30 | sctivicbes wichin Sobution. T | Meedeed gy :
Test bnput Yohiation! erviest ¢ the J00CIUSN s pratecied fram bufter averfiow, .
TL11 Jowste sointing, 50U injection, i wnautherised soress of flet andfed Yor | vandard ﬁ""’“""‘““""m""""""m
doraruprles o the server.
Fon s applieations, enmue the soplcation hat e tected and hardened to
1.1.1] [prevent triviend - T ey 1. { & o P the lication must e Yo Standard | Veritied during somusl prftett Sen 1eslng. 5t § miledra,
tested ageinat il Aawn sutined by tha Opsen Wirb Agplication Secwrity Project
[CWASE) Tag Ten Prime/Ausne, swrig. or pfindes shaYWAL? Tep_Ton_Profuctd)
Pravide the SLne with valicauons of Jrd party secwrity reviews porformetd on they
exshiotion s Tyem srvirenmmeriL The seview may bdude & Chrmhination of
TLI |winershiity sconniy. penee stian tevsng, Ratk wulvii of U warce wide, snd) Ty M uraiard
gt ode tevias [pke 01e spacily pigptned M thadalagy in e cormenants Bald], .
Progd 10 th SyL1ern being Mmoved into preduction, the Versier Amnt previde rruia
T1L.14 ] of ot security terting 3¢ the O o tign Technglngy bor review and You Starulard
acreptance. N
Vonde: Mumt provide decurmsnted procada s lon migs sting spplt sty
TLIS o Srom U Lver A Teu Crl w the cti Ne WA Thid activity s Drvvisiorn rrspewsiility.

%D 1ESTING

Tha Vanoe must test tee Softwiern 4nd Ol TIEWR waing 0 indwsiry stancdmd end

Vendor h reipevadbi lor migrating from UAT Lesting to Praduction

i Skate FDE-Ieid 19ing methadalogy an mors lully Seribed In Sectien G- 1 of RFP,
The Versdin Mmudt parierm spplcacion 1 e Lesting sl hahing 4 Mt ¢ (ully
ns . - e G ad RFP. Yoy !und-‘
The Vender mup srpvide decwrment sd precaiua v lor fvow te vy Pracduction sith
. ol ord
3 2 sprrofix 1eriting arovieprment, -
17,4 | The Yernder must defnr sl 1R SLrmer recvary pracfurey, Yus andard
The Varubes st prowkde the S04 Profecs Sl with, ov 3l in devwlopmwent of
73 | appraprises tont veriges o the Soburion, Il Rl
Dodl § 2010025
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-HOSTING-CLOUD REQUIRERENTS

N State and Vendor Apreed upon Comments
thMnWNMJNuGM&«MMAU«) Al hoiting wil be conducted n Micresoft's Azure
data Canter cequiret 3] Muhiple Incependent G Lribution paths serving the IT Government Coud [3ew Riigy//docs.microsolft.comfen-
HL.l Jequipment, 2) Al IT equipement must be duskpawared and Rty compatbie with the M Yas Standard  |u/arure/security/ecurity-microsoit - tnsl -cemer)
topology ol o she's srchitecture snd A)Concurrently maintsinabie e infrastraciure
[with expected availability of 99.982%
Verdor must maiotsin 3 securs hosting ervironmaent providing el necessery AR heating wil be condutted i Microsolt's Atury
Hi2 Hardy Soltware, snd b A 5 menage tha application snd " vas s ard Grorvetrment Ooud [1ee B/ docs. microsoft, com/fen-
v et itiple concurent users with permibizion based logina. usfa rure/iecunttyfiecuritymicrosof that Centee)
The Oata Cantar rvust be phryticelly s ed = rettricted sccets 1) the 1ite 1 |AD hexsting etl be condhucted In Microsoh's Arure
personevel with controh such 23 biomeric. bedge, snd sthirs seewrity tokations. Gowernment Ooud free hripsf/docs. microsoft. com/fen-
H1.3 |Policies for granting sccess mmust ba In ptace and folkowed. Access must onky be 2] Yes Stardard  |ua/arure/aecurttySiecurdity-mikr osoft-trustcenter)
granted to thowe with » need to periorm tasis in the Oats Center. -
Yender must Inatall and update all wanver oatches, vpdites, and othes utitithes
H14& taevdar
within 0 days of release from the munufacturer. W Yo i d
H1.5 [Yandor must monitor System, security, snd spplication logs. [ ¥} [Yey S1pndard ¢
H1.6 |Vendor must manage the tharing of dats relowrces. M Yes Stendard
W12 V:Mor.nm: manage daily bechup, off-ute dats slorage, and restore operations. ~ Yes "
Tha Yendor must monitos physical snd virtus! Haedware, Mote: Mo itoring of plwsxced hardy - ied In
M1 o Y 1andard
18 s s . the horting eravirgnment.
[The Vendor munt enswre ol Documentation, application configurs tion, smd
H19 L with the Sohsion bee siored in U Siate’s L] L NSA
Configuration Management Dutsbase. Laconsistent with requiremend for 5 horted COTS soluton  |DolT accepts. Can obtain directly from the Arure website.
Tha Yendos must repoart sny breach In ecurity in cordfermance with State of NH
ASA 359-L:20 and HIPAA 45 CFR §4 1564.400-414. Arw person «p_‘td intrade or Jorvs 1 procers for ha - A .
commerce that b subject to RXA 358-A:3-) mwrst also notify the regulator which hes .
H1.10 M [Yes d | seri the im program, and loflow recormnmended
prmary reguly tory suthority over such irsde or tommarce. All other persons must et steps ot the time .
notify U New Hamgahive stioeney generals oifice. :
The Yerwdos mut immediately report sy tigrificant performancs Boes or Brasch -
HL11 Jof Secwlty 10 the State of Mew Hamprhive menuniration Program Disector viz L Tos Stendard -
teiephore or Errad.
The Vendor must operzte horting Sevvice on 8 fetwork otfering sdegquate
H1.12 lostformpncs 10 meet the carfent and sy futurs buiiness fegulremency for the L Y3 Standard
State applicy don,
W1.13 :. ' m;‘f " 'w ‘_: v mr:.:'h - resk-time Blatine L) Tas Swanderd [Most kogs are archived on an agreed-upon schwdule, but
8 pecesn SrIpRac recandy negative Imonct 10 performance. archives are avalisble in res-time onling.
Hig¢ |VEndors horted Selution mumt provide abllity for all iieri 10 acceis the mystem M e Standard | Provisioning of virtusl servers wil be determined by '
rithout negxiive bmpact to performance. . snticipetsd ryiem toad, and can be adhasted H nesded,
M11S Vtwl.::ﬁwmuo@MMWWMdmd - tes " 3 |Provisioning of virtut r3 wil be datetmined by
. reoecs PERATAnE IMDAcT 12 B snce. anticipeted rysiem load, snd can by adfusted ¥ nesded.
H1.16 [Vendor meat manage the databeses and Services on a¥ servers hosting the Sefution. M Tes Standerd
o LY.L g
[Vendor mausl provide docurnented diziter recovery plans that sddress the recovery] Mote: DR requirements re typically decided duting JAD
M2 of iort Sate data o3 wel a3 thelr own. Syt must be architected 1o meet the - " ves o se13krs besed on site reguirements. Some cost savings
defined recevery needs. may be rvaliable if TTR requirements are relazed,
P —rm
Contractor Initisls:
DofT A 2020028 Date:
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Vendor musnt provicke B sdhwese 1o 8 defied and do d Back - tchuchk Ervhion sbho viltres Arurs SQL backup, which inteligently
HLIY |snd procedure. Yes Standard |crestes incremental and kall backurs based o0 dats
changs) arvd peisags of L,
Bach-up coples of dats are sode &r the purpose of tackating » restore of the dats
HLd Stands
2 in the svent of taws To1s or System Blare, e rd
Scheduled beckuns of encire Solution murrt by tompleted regularly. The minkmum
HLS [scteplable frequency o differential backun dably, snd complete backup weeldy, Yes Swandprd
Back-up media must be securely tranaferred from the site to snother seaurs Standard prastice U locally redundant storags [Ja, on
HLE |iocation to avold comelets data 1015 with the lots of » facilty. Mo [Custom  [differem storage unitsin wame dota center). A sdded cont,
these can be mede gro-redundant Same a3 H1.9.
Data recowvery = In U evara that rectnery back Lo the bint backup ks not sofficem
10 recrvmr State Dats, the Verder mrat employ the we of database logs in eddition -
WLy 15 backup medis in the restoration of the daetabese(1) to sttard & much cioser 1o resd es | Full and Log beckops 3se Gken refutariy viing Aturs
e recovery. To do this, Togs must be moved off the vohume tonteining the . [Maraged Bacrup wnd shipped to Arure Blob Storage,
|d=tabery with 8 trequency to match the Sutiness needs,
0
HLL The Vendos must empity secueity Meatures that enaure that the State's apgiication Nes ard
snd dats b protected. Stand
1.2 |AM Data exchanges musi be encrypied. Yer Standard |HTTPS protocsl with minkmum TLS 1.0
All sarvers and devices must have currentiy-supponed end hardened operating
1yTiems, the lstest anti-matware and intkhecke: utihles. The ervirpnment, 31 8
H33 !
whole, must have spgressive intrnulon-detaction and Arywall protection, @ Sundard
| AR componens of the infratructure must be reviewed and te1ted (0 enture they
H14  lprotect the State’s Hasthwire, Softwire, ind data, Tests must focus on the Yas SKandard
technacal sdministrathe and phyiiesl setutiny controly,
The Vendor must engure B3 complrte cooperathon with the State’s Chiel 9t I3 corrumon 1o srvangge apphcation pen tests In
H1S mmmnmmdwmmrumdwmm Tes " |scandard . writh Microaoft.
pindrastructure.
The Verdor must suthorize tha State to perform wcheduled snd random audit, oy 10 2ecange spplcation pen tests In
H3LE ehating scurity and vuinerability sssesruments, of the Vendor hosting No NIA with Microsoft, Howswer, s¢Siris ta tha
) ndfrastruciure endfor the application upon request. hosting Infrestructung is highly rettricted and genecally oy
granted by Microsoft.
AR servers ond devices must have ¢went logging enabied, Logs mast be protected
H3.?  |with pocess lmited te only authorized seminbvralovi. Logt must Exchude System, Yes Scendard |
Applic stion, Web snd Detabese logs.
Operating Syxterry (O3] srxd Databaies (OF) rmarst be bultt and hardened in
His
secordance with puidelings set forth by OIS, HIST or NSA . res Sundend
Hi The Verdor musi notify the S2ate’s Projecs Mansger of sy security bresches within - Staondard
e { 1} hawrs of the time that the Vendor learma of thelr ocourrencs,
[Ermvisions abitity L tzves coats araixioied with » brasch
The Vendor mast be solely Eable for costs susocisted with arvy breach of Stats daty ore Lnited to the exzent that we can luure sgaingt, Ouwr M . o :
lerence the Exhibit P- DHHS mlormation
HA.10 [housed st thei location(s) inchuding bt not lmited 10 nottficathon and arry damages o N/A coverags 1 teited 1o SSM pas acourence. Ay sddrionst | Security
s1swised by the courts, lniurance coversge required beyond that ameunt will equernents
oeed to be pald lor by New Hempahire.
The Vendor's Syxtem iuppoet and musl murt upon the Eflecthv
Ha.1  [Dste and extand chrough the and of the Cortaact term, and sy extensions thereol. Yes Suaadsrd
The Verdior must maintain the Herdwere and Softwacs in sccordence whth the | Mots thet the hesth W the M e
M4, -
2 mdb:.lmwn“mdmmmm [Yes Staruterd . e i POk ok
The Vendor ruzt repeic of replace the Hardware or SoMtware, or any portion rerts that the herdh {nthe Ml o
He3 .t}:;cd. 30 that wds::m oparates In accordance with the Specifications, termy, o . o o is tum .
fecuirenents ) Wi have, Mowrver, migrated (o atwer hists o3 nesded.
- f‘-]ut
T
Contractor Initials:
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Al Hardware and Software components of the Vendor hotling nErattructiry ewit
be tully supported by their respective manudacturers ot oll times, All approved
critiesl patches for operating systems, detabeses, web 1ervices, £, mucnt by
wppied wkhin tixty (E0}) days of redesse by thel retpective manulscturer.

Starciard

Tha State rmust have undimited scorts, Ve phone of Emell, to the Vendor techical
support rtalf between the hows of 7:30am 18 5:00pm Mondyy through Fridey EST
tor nomcritical deflciencdles; :

Owr Detrees-bined 1vooon etk opsreues from Y-00sm to
5.00pm MST Mondyy Fridey lor non-criticsd haues, snd
crivical baues a0t moniored Sunday through Saturdey
Tam - 5:00pm MST.

The State sctepts this response.

Tha State must have unlimited 2477365 acters, vis phone or Email, to the Vendor
weehnical suoport staf! when concennlng criticsl deflctencies and ryiter uptime.

Na

NSA

Our Darver-bared support detk operates from 7:00am 1o
5000 MST Mond sy -Friday for non<rhicst liaves, and
critieal s are rrovikored Sundsy through Saturday
T:am - 3:000m MST.

JThe State atcepts this response, .

The Vendor reiponss time for Support mutl conform to the specific defickency clrss
&5 described below Or 83 3gIted 10 by the pacties:

* Class A Daficiency - Software - Critical, does not sRow Symtem [0 Operate, ho work
{around, demands immedists sction; Witien Documenzation - mlssing sigrificam
portons of informaten or unintetligihie to State; Hon Soitweey - Services wery
Inadequate and require re-parformance ol the Service.

» Class 8 Deficiency - Soitware - Important, doet not 110p operation and/or there bt
s work sround and user can perform tasks; Wrhtten DOCumentstion - portons af
levfoor mmathor: are miziing but not enough to meke the documen uninteligible; Non
Software - Services were defilerst, require reworking, but do not require re-
performance of the Service,

* Qlass C Deficlency - Soltwire - minkrul, cosmetic in nature, minkmal effect on
Syriern, low priority end/or cier can e Syitem: Written Documenation - minimal
chaespes renired and of tmirwr ediing Asture: Non Software - Services reguire only
rinor reworking snd da ot require re-parformance of the Service.

Mo

Cusiom

$a¢ tod 7 for Envision stendard SLA 1erma

The Siate accepis this response.

As part of the maintenence agr going 1pport issues must be responded
10 JCTONCing 10 the follcwing:

5. Class A Deficlencies - The Verwdor munt have svaltable (o the State on-call
triephone axlrtancs, with B Uricking svalable 1o the Stite, twenly-four {24)
hours a day, seven (7] days of the wirek with an emall / 1ehephone teiponss within
ora [1] hour of request; or the Yendor must provida tupport omneslie or with cemote]
|dirgnostic Services, within fowur (4] business houwrs of a request: .

5. Chats B & C Oefickendies —The State must notty the Yerdor of nuch Deficlencies
during reguler bualiess hours snd the Vendor must respond back within fous (4} .
howurs of netlficetion of plved comective sction: The Vendor must repair o
repisce Softwars, and provide maintenancy of the 30iTwire In sccontance with the
Specifications, Tarrs snd Requir e ments of the Contract:

See tab 7 tor Enwision stardarnd SLA terms

The State accepts this response.

The hasting sarver for the STATE srart be svallable &3 defined by uptime
requit ements, except for diring icheduled malntsnance, i

Yea

Stendard

The A e Custooer SLA foe ot services bs 99.5%, and
Ervetsion matches thal,

A regulary scheduled maintenance window must be idertified [3uch 33 weatly,
monthiy, or quertarly] ac which teme B relevant server patches and application
upgrades mart be spplied. )

Tas

Standard

Typicalty this bt coordlnated with monthy application
patches, but cur redundent hosting srchi » allerws i
10 incre mantslly patch as well

(¢ The Vendor b unable to meet the uptime requirement, The Yendos must credh
Kat’s SO In an arhourt based woon the foBowing focrmula: (Total Contract
fam Prke/355) x Number of Days Contract ltem Not Provided, The State mant
request e erech by wrting. : :

mwﬂumﬂdlmmml.uuem.dwmhm:d-
1or any New Hampihire Arure owtages lrom Microsolt
Arwe Government Ooud services .

State has provided additionsd information in Exhibit B Price
and Payment Sthedule.

The Vanaor must provide documentation snd wiilze » changs munege et policy
ios notfication and racking of change reguests 31 well 35 SRages.

Yes

An outage will be desk d when & banivess fusction cannoc be met by s

No

(Cantom

See Lab 7 tor Envizion 1landand SLA termo

The State accepts this response.

nonpe rforming application and there ks o work sround to the problem.

DolT # 2020025
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Thve Vendor mwst maingsin o record of the sctivitdes related to Hardware and
Loftware activities performed that sffect the Sokrtion and eust report Monthly on
the IoBowing: Server up-Uime; A change requesh bnplemented, inchaling operating
yitem patches; AN owvtages reported including actisl it and resobation: Mumbaer
lof deficlencies reported by class whh inidal rrsponse thne 83 well a3 tme 1o tiote,

8 akics) changyy/updsiles snd provide U Siate with training dus to the upgrades
and charnges,

The Vardor will ghve Seo-Bussingis doys prior notfication 1o the urte Profect Sl o

Stacdard

The Vendor will gve 3 30 days prior notificstion (o the State Project 5taff ol 4l non-
critical changea/updates and provide the St with tralning due 10 The vpgrades

snd charges.

Trabrieng o0 nas festires mey coma in the lorm of

o wation, ve webine, and/or video content,

DolT ¥ 2020-025

Contractor inluals:
Date:
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Atachment 1: Profect Requirements

State Requirements

State and Vendor ™ -

-Raguirement Description .
The Vendor's System support and intenance must Cox ¢ upon the]
Effective Cate and extend thvough the end of the Conuact term, snd any]
lext ensions thereed.

Cridcatity

Vendor

Delvery
Mrthod

.2 State and Vendor Agreed upon Comments

$1.

Vendor must maintain te-Hardware and Software in accordance with the
512 iSpcdﬁntimt. 1etems, and requirements of the Contract, Including providing |

ded aerd flxed 43 required.

Yes

Sundard

[Wendor mant repair Software, or any porton thereof, 30 that the Solution]
leperates in sccordance with the Spedfiatons, terms. and requiremens of they
Contract,

Yes

Standard

[The State rmusst Birve wdinited Jcceds, vid phane or Enuid, 19 the Vendor tachnicyl
rrpport faff between the hours of T:30amn (0 500pm Mondsy through Friday €57
for non-criticsl deficiencies;

N/A

Owr Derrvir-ba 1ad Ippart desk oper ates froem 7:00aem o
$00pm MST Mondary -Friday tor non-criticsl tuares, #snd
feritical izsues are monitored Sundey through Saturday
F:am - 5:008em MST.

The State accepts this response.

313

The State must have unlimited 24/7/365 sttets, via phone or Email, Lo the Vendor
technical support stalf when concerning critical deficendes and outages.

Our Denver-based support desk operates from 7:00am to
£:00pm MST Monday -Friday lor non-critical issues, and
critical iszues are monitored Sundyy trough Satyrday
Tam - $:00pm MST.

The State atcepls this response.

516

1351 23 described helow oc 33 agreed to by the panies:

The Vendot response time for 1upoant must conform 1o the ipecific deficiency

* Oass A Oeficiency - Soltware - Crithcal, does not allow Syiiem to operale, Ao
work around, demands immediste actlon; Weitten Dacumeniation - mitsing
tignilicant ponions of information or urinieligible to State; Mon Sofrware -
Services were insdequate and require ra-performance of the Service,
= Clags B Deficiency - Sotwire - important, Soet /ot slog operaiion and/or there
i1 a work sround and user can perform tisks; Writlen Documentation - partions of
information sre mizsing bt not enough to make the document unintelligibie; Noa
Saftware - Services were deficient, require reworting, but do not require re-
performance of the Service.
* Cla1s € Deficiency - Software - minimal, cosmetic in nature, miaimal effect on
System, low priority and/or yier can yse System; Written Documentation -
intrnal changes required and of minor editing nature: Mon Software - Services
quite only MOV reworking 4nd 60 not require re-performance of the Servica,

See tab ? for Envision standard SLA terms

|program eodiies, general malntenanca refeases, selected functionality releases ]
loarches, and Docwnemation that sre generally offeryd to it customery, At nol

The Vendor must make available to the State for review and use the lates]

sdditionsl cost.

ey

Sandard

512

For all maintenance Services calh, The Vendor mwust ensure the lollowl
izdormuation will be collecied and maintsined: 1} neture of the Deficiency; 2
current status of the Deliciency; ) sction plens, datey, tnd times; 4] expected »
2ctual completion time; 5) Defickency resclution information, §) Retobved by, 7,
Wentityirg ruanber i.e. work order number, 8} Hsur identified by, ¥) Approved
Siate states, 100 Approved by, 11) Compietion Oue Date;

Yes

Standard

‘W wl track ol hsust/requeits Uwough resohstion in
Sysadd. This includes: celegory, stetvy, TFS 1D, TFS Statug,

4 AN other information may be captured within
roces. but no 1oecilic Pelds exist 1o wrack the other terms,

OolT » 2020-025
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Aftachment 1: Project Requirements

n;quh-mmnemgpum': -

Criticatity

Vendor

Ocftvery

Method .

" S1312 3 Vendor Agreed upan Coments

319

The Vendor mast work with the Stte (o identdfy and voublethoct "potentiaiy
large-scele Syatemn fallures or Deficiencies by collecting the Tollorwing nl 2

1) mesn time between reported Deficiencies with the Software; 2} dlagnosis of the
roat cruse of the problem: and 3} identification of repear ca¥is or repeat Software!

problems.

Ye1

Standard

we typically provide the root ciuie for say irge-icale
issues, but nat measn time between reported bugs.

3110

As part of the maintenance sgreement, ongoing support isoues must be responded
o secosding 10 the loBowing:

s. Qi3s3 A Deficlencies - The Vendor mmyrt have svaflable [0 the State oncafl
telephone 2usistance, with iszve tracking rvailable to the State, twenty-lour [24)
hours » day, seven (7) days of the week with an emall / iclephone response within
o (13 howr of request; or the Vendar must provide suppont oot or with
Iremaote dagnonic Services, withan lour (4} business howrs of 3 recien;

b, Owzs B & € Deficiencies =The State must notify ihe Vendor of 1uch Deficiencies
during regutar butiness hours and the Vendor must respond Back within four {4)
hours of notification of planned corrective sction; The Vendor must repair oo
replace Soltware, and provide maintenance of the Software in rccordance with
the Specifications, Terms and Requirements of the Contract;

See AT R Cs

The State accepts this response.

L

The hasting terver for the State must be available o4 defined by vptime
requiremenu, except for during scheduled matreenance,

Tes

Standard

sLn

An outrgt wil be dosignitod when s busing s fundtion cannot be met by &
nonperiorring spplication snd thete B 1o work sround (o the problem,

Yes

Starclyrd

“$1.13

The Vendor must maintain a record of the acthvities related to | e nd
Poh-m activities performaed that affect the Sohrtion snd must repart Monthly on|
the following: Server up-time; A changs raquests implemenied, incliding
joperating tyitem patehes: AR cutages teported incheding actual issue and
resthution; Number of deficiencies reported by class with initial response Tiene as
well as time to close.

Yes

Stancyrd

‘We provide monthly Azure siatus reports to 2l cients,
ncuding upthme metries

3194

In the develop -] of arry code, the Vendar mutl enture that the
Software is independently verifled and valkiated using » h v determined
appropelate by the Sute.

NIA

'weblZ is COTS software

State and vendor discussed development
methodology and testing. State accepts the Yendor
mevhodologies.

$1.15

The Vendor must partner with the Stale with possible tolutions to resobve issues
ta maintsin a hufly functioniag, hotted Symiem.

Yes

Standsrd

51.16

A cegularty scheduled maintensnce window munt be identfied (such a1 wreldy,
monthly, or quarterly) 3t which time all rebevant server patches and xpobcation
wpgrades muit be applied.

[Lrwision prefers having some Rexibilty to schedule
- s with clignts for potentisl downtime in
thelr rystems

Vendor will provide one week notification and
approval. State accepts this responge.

$1.17

Tha Vendor must give two-buiiness days prior notification to the State Project
Stalf of al criticl changesfupdates snvd provide tha Staty with training dus to the
vpgrades and changes. '

Yes

Seanderd

$1.13

The Vendor must give 2 30 days prier notificatien 1o the State Project Stalf of ail
non-critical changet/updates and provide the State with trzining due to the
upgradel and changes,

Standerd

sy

AR Hardware and Software components of the Vendor hosting infrastructure musg
be fully supoored by thelr respective mamadzcturers at 3l times, All approved
critical patches lor opersting fyitems, databases. web servicel, €1C munl bef
applied within sixty (60} doys of release by their respective mandlacturers,

Tes

Sandard

5120

The Yendor mail prowide 3 mathod of wploading and downdoading files to the]

Suate's FTP site, »3 apolicable.

Ye1

andard

Need ipecification lor fie cypes to be wansderred and
vy

DofT ¥ 2020-025
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Attachrnent 1: Project Reguirernents

" PROJECT MANAGEMENT

State Requirements Vendor 3 State snd Vendor -
Rate and Vendor Agreed upon Comments
PROJECT MANAGENENT . I . e
P11 [Vendor must participats In an inlzial Xiek-off mesting te lnkite the Profect.
na Vendor must provide Project Stalf as 1peciiied in the RFP. ver standard Verdor reserves to right 10 sugment shel/or substituta
B . staff with Customer spproval.
VMMI.MtaMdeKMv&MunHOMMlhucmtn A deaft vertion of the work plan has been provided with
ywaed and oy o and Co The Work Plar: " this response. A fMinetized work plan will be provided 10
wAchout Emitation, 4 detafied desaiption of the Schedule, taska. Ottveraties. 217 wftes the ioitta) Hekatt maeting 1t heid and wit be
" “"““'““"""m":‘*". relencin, 4nd eyl Schadule. The plan mun be Mo | Standard [updated weetdy untl the new system b deployed. At the -
vpated o R Every wn weets. print the IS |s Implermented, the frequency of work plan
ubdites wil diminiih to 4 MUy egreed 1o defivery
frequency (bi-weetly or monthiy &1 eedad), The State accepts vendox response,
[vendor must previde detalied wiekly STA VS Fepory on the progress of the Vendor wil peovide datalied weekly status reports on the
i | Project, which wifl incude expenses Incucced yeor to date. Mo sandard {progress of the profect but the expenses Incurred to date
wiB b 1rachid it work plas. The State accepls vendor response,
AR user, Lechnicel, and Systern Docurnentation o1 will 85 Project Schedudes, plans, in §ddhilon, JOCUMents May be provided in origingt
PLS  [1tatus reports, and correspondencs must be maintsined o3 project ¢ ‘ Yoz Standaed |agpleation fle formats {e.g., Excel, Project, Vido,
and it be provided 10 the State In Word or POF format, PowerPoing ¢te)
Contractor Initisls; ’ UH m
DolT » 2020-025 Date:
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Service Level Agreement

Severity

Definition

Critical
Respond within 1 hour

Total System failure
Major component is not working
Mission critical impact to business function

High

Respond within 4 hours

Associated function not working with no
workaround available
Moderate to severe impact to business function

Medium

Respond within 48 hours

System / functional error that can be bypassed
System / functional errors that occur outside
normal routine .

Low to moderate impact to business function

Low
Respond within 72 hours

4

Suggestions (future enhancements)
Possible design problem
Questions :

Low impact to business function/workaround exists

DolT-# 2020-025
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