
N0U05'21 Arill:l3RCVD
DocuSign Envelope ID: 66630F24-5DDE-4F73-B198-7FF6DD5AB49F

Lori A. Shibinetle

Commissioner

Patricia M. Tillcy
Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

29 HAZEN DRIVE, CONCORD, NH 03301

603-271-4501 1-800-852-3345 Ext. 4501

Fax:603-271-4827 TDD Access: 1-800-735-2964

www.dhhs.nh.gov

October 22. 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing agreement with OZ Systems USA, LLC (VC #248266-6001),
Arlington, TX, for the development, implementation and support of an integrated data
management system for infant and newborn hearing screening programs, by increasing the price
limitation by $97,000 from $242,450 to $339,450 with no change to the contract completion date
of November 30, 2022, effective upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on December 2, 2020, Item
#20.

Funds are available in the following accounts for State Fiscal Years 2022 and 2023, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-090-902010-52400000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; NEWBORN SCREENING REVOL FUND - 100% Other Funds

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)

Amount

Revised

Budget .

2021 102-500731
Contracts for

Prog Svc
90080013

$54,833 $0 $54,833

2022 102-500731
Contracts-for

Prog Svc
90080013

•  $98,450 $0 $98,450

2023 102-500731
Contracts for

Prog Svc
90080013

$39,167 $0 $39,167

Subtotals $192,450 $0 $192,450

The Deparlmenl of Health and Human Services' Mission is to join eominunilies and families
in providing opportunities for citizens to achieve health and independence.
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05-95-090-902010-33860000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; EARLY HEARING DET & INTERVIN - 100% Federal Funds

State

Fiscal

Year

Class /

Account
Class TItie

Job

Number

Current

Budget

Increased

(Decreased)

Amount

Revised

Budget

2021 102-500731
Contracts for

Prog Svc
90004005 $50,000 $0 $50,000

2022 102-500731
Contracts for

Prog Svc
90004005 $0 $40,000 $40,000

2023 102-500731
Contracts for

Prog Svc 90004005 $0 $57,000 $57,000

Subtotals $50,000 $97,000 $147,000

Totals $242,450 $97,000 $339,450

EXPLANATION

The purpose of this request is to ensure ongoing hosting, and support and maintenance
of the Integrated Data Management System. The System supports data collection for the newborn
hearing screening program, critical congenital heart disease and birth conditions. The data, from
the Data Management System, is used to monitor and report infant hearing screening results,
Critical Congenital Heart Disease (CCHD) results and certain birth conditions of New Hampshire
newborns. The Contractor will provide customized reports and interface modifications using
information received from birthing hospitals and other providers including pediatricians, midwives
and audiologists (hearing specialists). The customized reports are essential to the Department
complying with New Hampshire Revised Statutes Annotated (RSA) 132:10a, and are imperative
in providing timely follow-up and referrals to appropriate medical and/or service providers, as
needed.

In addition, the Contractor will make system enhancements that fully support maternal and
child health data collection in New Hampshire to meet the Department's needs. The Integrated
Data Management System for Maternal Child Health Screening Programs is tailored to accept
data e.ntered by health care professionals including, but not limited to hospitals, midwives,
audiologists and other maternal and child health care professionals.

Early treatment of these conditions, before the onset of symptoms, is more effective in
improving newborn health outcomes than later treatment. The integrated data management
system reports real time screenings, births and diagnostic follow-up information relative to
maternal, newborn and child health to ensure timely access to needed services.

The Department continues to monitor contracted services by ensuring:

•  On-time delivery of software installation;

•  Timely roll-out schedule;

•  System users demonstrate an eighty percent (80%) or higher system-proficiency
level post system training;
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The State has access to all documentation;

Project meetings and communications allow for State input and updates to the
plans;

Status reports are provided and project milestones are communicated on status
meeting agendas and via updates outlined in the original Contract;

On-time delivery of custom report(s) requested by the State; and

Issues involving access to or use of the System are addressed timely.

As referenced in Part 2 - Information Technology Provisions, Section 2. Contract Term,
of the original agreement, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties and Govemor and Council approval. The Department is not exercising its option to
renew at this tkne.

Should the Governor and Council not authorize this request, timely and appropriate follow-
up to ensure infants receive necessary services may be delayed, as well as referrals to medical
and/or service providers. In addition, the Department may not be in compliance with RSA 132:10a.

Area served: Statewide

- Source of Funds: CFDA #93.314, FAIN NU5QDD000091.

In the event that the Federal and Other Funds become no longer available. General Funds
will not be requested to support this program.

Respectfully submitted,

C—OecuSlgn«d by;
Ann H. N. Landry
-24BAB37EDBEB4ae...

Lori A. Shibinette

Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 26, 2021

Lori A. Shibinette, Commissioner

Department of Health and Human Services
Slate of New Hampshire
! 29 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Infonnalion Technology (DolT)
has approved your agency's request to enter into a contract amendment with OZ Systems USA, LLC, as
described below and referenced as DoIT No. 2019-051 A.

The purpose of this request is to ensure ongoing hosting, and support and maintenance of
the Integrated Data Management System for Maternal Child Health Screening Programs.
The Contractor will provide customized reports and interface modifications using
information received from hospitals and other stakeholders. The customized reports are
essential for DHHS to comply with RSA 132:1 Oa, and to provide early and timely follow-
up and referrals to appropriate medical and service providers.

This amendment increases the price limitation by 597,000 from 5242,450 to 5339,450 with
no change to the contract completion dale of November 30,2022, effective upon Governor
and Council approval.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2019-051A

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the Integrated Data Managerhent System for Maternal and Child Health Screening
Programs contract is by and between the State of New Hampshire, Department of Health and Human
Services ("State" or "Department") and OZ Systems USA, LLC ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on December 2, 2020, (Item 20), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, the parties agree to increase the price limitation to support continued delivery of these
services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read;

$339,450.

2. Modify Contract PART 3 - Information Technology Exhibits, EXHIBIT C - PRICE AND PAYMENT
SCHEDULE, Section 1, Payment Schedule, Subsection 1.2, Activities/Deliverables/Milestones
and Pricing Worksheet, by replacing it in its entirety with the following:

1.2. Activities/Deliverables/Milestones and Pricing Worksheet

Activity, Deliverable, or
Milestone

_  , Projected
Deliverable ^

Type
Date

Price

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Software 12/03/2020 $  1,047.00

2 Project Status Reports Written Biweekly $  1,000.00

3 Work Plan Written 12/08/2020 $  1.500.00

4

Infrastructure Plan, including

Desktop and Network
Configuration Requirements

Written 12/08/2020 $  3,672.00

5 Security Plan Written 12/08/2020 $  ,2,000.00

6
Communications and Change

Management Plan
Written 12/08/2020 $  1,224.00

7 Requirements Trace ability Matrix Written 12/15/2020, $  3,840.00

8 Software Configuration Plan Written 12/15/2020 $  3,024.00

9
Systems Interface Plan

and Design/Capability
Written 12/15/2020 $  3,040.00

io Testing Plan Written 01/05/2021 $  3,024.00

11 Data Conversion Plan and Design Written 01/05/2021 $  2,047.00

12 Deployment Plan Written 01/19/2021 $  2.047.00

13
Comprehensive Training Plan
and Curriculum

Written 01/29/2021 $  964.00

14 End User Support Plan Written 02/05/2021 $  1^0sOO

019-051 / RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA, LLC Contractor Initials l_ T
A-S-1.0 Page 1 of 6 Date 10/25/2021
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15 Business Continuity Plan Written 02/05/2021 $  2,047.00

16
Documentation of Operational
Procedures

Written 02/12/2021 $  3,024.00

INSTALLATION

17
Provide Software Licenses if

needed
Written 04/29/2021 $  22,000.00

18
Provide Fully Tested Data
Conversion Software

Software 04/29/2021 $  2.000.00

.  19

Provide Software Installed,

Configured, and Operational to
Satisfy State Requirements

Software 04/29/2021 $  71,000.00

TESTING

20 Conduct Integration Testing Non-Software 03/23/2021 $  2.200.00

21 Conduct User Acceptance Testing Non-Software 04/13/2021 $  1,020.00

22 Perform Production Tests Non-Software 04/13/2021 $  1,200.00

23
Test In-Bound and

Out-Bound Interfaces
Software 04/13/2021 $  1,056.00

.  24
Conduct System Performance
(Load/Stress) Testing Non-Software 03/30/2021 $  800.00

25

Certification of 3"^ Party Pen
Testing and Application
Vulnerability Scanning.

Non-Software

03/30/2021 $  1.000.00

SYSTEM DEPLOYMENT

26
Converted Data Loaded into

Production Environment
Software 04/29/2021 $  1,024.00

27

Provide Tools for Backup and
Recovery of all Applications and
Data

Software 04/29/2021 $  1,000.00

28 Conduct Training Non-Software 04/27/2021 $  2,500.00

29 Cutover to New Software Non-Software 04/29/2021 $  200.00

30 Provide Documentation Written 04/27/2021 $  1.000.00

31 Execute Security Plan Non-Software 04/29/2021 $  1,000.00

OPERATIONS

32 Ongoing Hosting Support Non-Software Onaoina $  25.020.00

33 ■ Ongoing Support & Maintenance Software Onaoina $ 170,430.00

34 Conduct Project Exit Meeting Non-Software TBD $  0.00

TOTAL COST $ 339.450.00

2019-051 / RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA, LLC

A-S-1.0 Page 2 of 6

Contractor Initials

-09

1T
Dale IOW2O21
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3. Modify Contract PART 3 - Information Technology Exhibits, EXHIBIT 0 - PRICE AND PAYMENT
SCHEDULE, Section 1, Payment Schedule, Subsection 1.5, Service Pricing Worksheet, by
replacing it in its entirety with the following:

1.5. The Services Pricing Worksheet reflects payment for maintenance support and upgrades
for the initial two (2) year contract period as well as payments for the optional three (3) years
of contract renewal. Pricing reflects the most optimistic Implementation date. Actual
payments may differ from the estimate if the project start date is delayed or if Implementation
takes longer as this will cause a shorter maintenance period.

Table 1.5.1 Services Pricing Worksheet

Software Name Maintenance Support and Upgrades

Contract

Year 1

12/2/20- 11/30/21

(costs included
in 1.2 above)

Contract

Year 2

12/1/21 - 11/30/22

(costs included
in 1.2 above)

Renewal

Option
Year 1

Renewal

Option

Year 2

Renewal

Option
Year 3

DZ eScreener PIus*'''^ (eSP™)
management information
system annual licenses for
EHDI, Critical Congenital Heart
Disease (CCHD), Newborn
Bloodspot Screening (NBS) and
Birth Conditions with access for

Liniirniied users at DHHS,

birthing hospitals, outpatient
clinics, and audiology centers as
specified by DHHS. Includes
vital records matching.

$55,000 $57,750 $60,638 $60,638 $60,638

OZ Newborn Admission

Notification Information™

(NANI™) for automated
demographic data from birthing
hospital Electronic Health
Records (EHRs) to OZ eSP™
management information
system.

$25,000 $5,150 $5,250 $5,113 $5,788

Telepathy EHDI™ for direct
results from hearing screening
equipment with license keys for
Dirthing hospitals in NH

$15,000 $3,000 $3,150 $3,308 $3,473

Telepathy CCHD™ for direct
•esults streaming from oximeter
screening equipment with
license keys for birthing
hospitals in NH to OZ eSP™
management information
system

$15,000 $3,000 $3,150 $3,308 $3,473

OZ Advanced Reporting Tool
license, includes Enterprise
Data Warehouse (EDW)
connection and link to eSP™

$8,000 $8,400 $8,820 $9,261 $9,724

/"—°

2019-051 /RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA. LLC

A-S-1.0 Page 3 of 6

Contractor Initials

Date 10/25/2021
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Help Desk support,

implementation, and project
management support. Cost for
resources to monitor, implement
and support.

$40.000 $110.300 S28,665 530,098 531,603

2019-051 / RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA, LLC

A-S-1.0 Page 4 of 6

Contractor Initials

C~DS
IT

Date 1072y2021
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

10/25/2021

Date

•OocuSigi>«d by:

"TiUcy
M. Tilley

Title:
Director

OZ Systems USA, LLC

10/25/2021

Date

■DocuSign«d by:

Finitzo

Title:

2019-051 / RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA. LLC

A-S-1.0 Page 5 of 6
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The preceding Amendment, having been review/ed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

■OocuSlontd by;

10/26/2021

03^0 . stopher Marshall
Assistant Attorney General

I hereby certify that the foregoing Amendment \A'as approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name-
Title:

2019-051 IRFP-2019-DPHS-11-INTEG-A01 OZ Systems USA. LLC

A-S-1.0 Page 6 of 6
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secreiar>' of Stale of the State of New llampshirc, do hereby certify that OZ SYSTEMS USA, LLC is

a Nevada Limited Liability Company registered to transact business in New Hampshire on September 15, 2021. 1 further certify

that all fees and documents required by the Secretary of State's ofllce have been received and is in good standing as far as this

olTice is concerned.

Business ID: 880996

Certificate Number: 0005458923

lA.

©

IN TESTIMONY WHEREGE,

I hereto set my hand and cause to be afilxcd

the Seal of the State ofNcw Hampshire,

this 22nd dav of October A.D. 2021.

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

1. Maria R. Cantu of Optimization Zorn Corp dba OZ Systems, hereby certify that:
(Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretarv/Officer of ODtlmlzatlon Zorn Corp dba OZ Systems.
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on January 11. 2016. at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That Terese Flnltzo fmav list more than one person)
(Name and Title of Contract Signatory)

is duly authorized on behalf of Optimization Zorn Corp dba OZ Systems to enter into contracts or agreements
with the State (Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any ameridments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate Is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated: 10/25/2021

Signature of Elected Officer
Name: Maria R. Cantu

Title: VP of Operations/Head of Operations

Rev. 03/24/20



CERTIFICATE OF LIABILITY INSURANCE
DATE(MM/00/YYYY)

11/08/3021

th,scent,bc^e,s,ssueoasam,™

^""s^ERnn^A^ SPSa^ce^^^^^^ a contract between the issuing insurer,S), authorized
ocDQBCPMTB-nvF OR PRODUCER. AND THE CERTIFICATE HOLDER. ^ r-r:—

IMPORTANT: 11 the certlUcate holder Is an ADDITIONAL INSURED, the po
SUBROGATION IS WAIVED, subject to the terms and conditions of the |
certificate does not confer rights to the certincats holder in lieu of such

lcy(leB) must have additional in&uhhu provisions oi ue •%»%.. ..
wllcy, certain policies may require an endorsement. A statement on this
>ndorsement(8).

PRODUCER

Aon Risk services Northeast, inc.
Boston MA office
53 State Street
suite 2201
Boston MA 02109 USA

«66) 283-7122 «00) 363-0105

E-MAIL
aOOREBS: —,

MSURER(S) AFFORDMO COVERAGE NAICf

23035

INSURED

optimization zorn Corporation
(DBA 02 Systems)
Oz Systems USA, LLC
2201 E Lamar Blvd.
Suite 280
Arlington TX 76006 USA

VoVFRftfiFS CERTIFICATE NUMBER: 5700902295

INSURERe- ACE Property & Casualty insurance Co. 20699

iiauRERC- llHnois union insurance Company 27960

uAiiNPRD- Indian Harbor insurance Company 36940

INSURER E;

INSURER F:

69 REVISION NUMBER:
Jp RFFN ISSUED TO THE INSURED NAMED ABOVE FOR THE POl.ICY PERIOD

nsn

™CATED,NO™,VHb™D,NGANY^^^^^^^

TYPE OP INSURANCE
ti":'"l--l'|-lO

COUMERCIAL GENERAL LIABILITY

I CLAlMS-MAOe pT] OCCUR

OENt AQGREOATE LIMIT APPLIES PER;

POLICY njECT [Z]'-°^
OTHER:

POLICY NUMBER

TB26110U41bbD-'l

LMnB

02/01/2U21 EACH OCCURRENCE

DAUAGE TU HbNIbLI
PREMISES (E« occurrtrKWl

MED EXP (Any on« p«»on)

PERSONALS ADV INJURY

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGO

S2,000,000

S300,000

$10,000

$2,000,000

$4,000,000

Excluded

AUTOMOBa.E UABiLirV

ANY AUTO

OWNED

AUTOS ONLY
HREO AUTOS
ONLY

UMBRELLA UAB

EXCESS LUkB

SCHEDULED
AUTOS

NON-OWNED

AUTOS ONLY

OCCUR

CLAIMS-MADE

DEO RETENTION

WORKERS C0MPEK3AT10N AND
EMPLOYERS' UABAJTY
ANY PROPRIETOR/PARTNER / EXECUTIVE
OfFCERAIEUBER EXaUOEDT
(MtndAlory m NH)

'p|?CRIP^ O^PERATIONS Ixlow

Y/H

AS2-611-004166-271 02/01/2021 COMBINED SINGLE LSJH
IE« »edaenl>

$3,000,000

BOOILY INJURY ( Pw p«c«OA)

BODILY INJURY (P«r »ecU«nl)

PROPERTY DAMAGE

IP«r pcekMnil

N/A

XEUG7250S6li6(ii EACH OCCURRENCE $5,000,000

AGGREGATE $5,000,000

PER STATUTE

E.L. EACH ACCIDENT

E,L- OISEASE-EA EMPLOYEE

E.L. DISEASE-POLICY LIMIT

02/0l/2022lEach occurrence
Aggregate

ions Icompleted Ops
Products Liab

DESCRIPTION OP OPERATIONS I LOCATIONS I VEWCLES (ACORD
Products Liability/Completed operations is

072505633001 02/01/2021
Claims Made
SIR applies per policy teras & condi

101. AOdUonal RanwHu BelwduM. m#y b* ■tt»eh»d H nwo ippCA M fpqubPd)
covered under the Products Liability policy.

$7,000,000
$9,000,000

included

CANCELLATION

State of New Hampshire , ^ :Department of Health and Human Services
129 Pleasant St.
Concord nh 03301 USA

ftunuLD ANY OF T>C ABOVE DESCRIBED POLCCS BE CANCELLED BEFORE ^
EXPIRATION DATE THEREOF. NOTICe WILL BE DEUVEHED IN ACCORDANCE WTTH THE
POLICY PROVBIONS.

AUTMOHOEO REPRESEKTATIVe

ACORD 25 (2016/03)

C1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



AGENCY CUSTOMER ID: 10607549

LOC #:

ADDITIONAL REMARKS SCHEDULE
AGENCY

Aon Risk Services Northeast, inc.

NAMED INSURED

Optimization zorn corporation

POLICY NUMBER

see certificate Number: 570090229S69

CARRIER

see Certificate Number: 570090229569
EFFECTIVE DATE;

Page _ of _

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FORM TITLE: Ceililicate of Liability Insurance

INSURER(S) AFFORDING COVERAGE NAIC#

INSURER

INSURER

INSURER

INSURER

A rknrrtr»w AI pni irnrc "" ̂ include limit information, refer to the corresponding policy on the ACORD
certificate form for policy limits.

INSK

LTR TVPK OnNSUKAN'Ctt
ADUl.

INSD

SUIIR

WVI>

POLICY NUMBKK
POLICY

EKITiCTIVK

DATS

(MM/UIVYY1'1')

POLICY •

ILXPI RATION

DATE .

(MM/DIWYVVI

LIMITS

OTHER

D E&O-MPL-Primary MTP903871602

SIR applies per policy ce

03/22/2021

ms & condiC

03/22/2022

ons

Professional
Liabili

S5,000,000

)

Overall
policy aggre

SS,000,000

ACORD101 (20084)1)

The ACORO name and logo are reglatared marks of ACORO
-I '.•• • - 1



DATE <MM/DCyYYYY)

10/26/2021ACORcf CERTIFICATE OF LIABILITY INSURANCE
Certificate IS ISSUED ̂  A
siuJw ™?S cIr'tIR?!^ A CONTRACT BETWEEN THE ISSUING INSURER,S). AUTHORIZED
RePRESENTATVE OR PRODUCER. AND THE CERllMUA 11 nuuucn.
IMPORTANT- If the certificate holder is an ADDITIONAL INSURED, t
endorsed. If SUBROGATION IS WAIVED, subject to the terms and corid
statement on this certificate does not confer rights to the certificate hoK

lie policy(ies) must have ADDITIONAL INSURED provisions or- be
Itlons of the policy, certain policies may require an endorsement A

PRODUCER

Aon Ri«k Sarvteaa, Inc of Florida
1001 Brickall Bay Dnva. Suiia di 100
Miami. FL 33131-4937

NAME- Aon Risk Services, inc of Honda

ra^rc'lfo Ertl: 800-743-8130 0^- HoV. 600-522-7514
ar?nHr«ti- AnPr-Oir.nntnrftAon.com

INSURERtS) AFFOROINO COVERAGE NAtCd

INSURER A: New Hampsnifa ins Co
23841

INSURED

ADP TotalSourca Ml XXX, Inc.
10200 Sunsat Drive <
Miami, FL 33173
ALTERNATE EMPLOYER
Opiimizaiion Zom Corporation DBA OZ Sytiema
2201 E Lamar Blvd Suite 280
Afllnflton. TX 76006 '

rnvPPAfiP*; CERTIFICATE NUMBER: 35563

INSURER B:

INSURER C:

INSURER D:

INSURER E:

INSURER F:

59 REVISION NUMBER
LICY PERIOD

INDICATED, N0™T"STANDING ANY BV th™POUCIES DESCRB^^ SUBJECT TO ALL THE TERMS.
CERTIFICATE MAY BE ISSUED OR _^.y^Y PERTAJN. THE 1^^ LIMITS SHOWN ARE AS REQUESTED.
FXCLUSIONS AND CONDITIONS OF

INSR

LTR
TYPE OF INSURANCE

COMMERCIAL GENERAL UABILtTY

CLAIMS-MADE | | OCCUR

GEIfL AGGREGATE UMIT APPUES PER:

POLICY □ PROJECT □ LOC
OTHER

AOOL
INSR

SUBR
WVO

AUTOMOBILE UABiUTY

ANY AUTO
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

POLICY NUMBER
POLICY EFF

iMMmorrrYY)
POLICY EXP

(MMrt>D/YYYY)

EACH OCCURRENCE
CIAMAOE TO RENTED
PREMISES (Et occuwcAl

MED EXP (Any one pwion)

PERSONAL A AOV INJURY

GENERAL AGGREGATE

PRODUCTS ■ COMP/OP AGG

COMglMEDi^lNCLt LIMII
(Ea acotMml

BODILY INJURY (Par pwaon)

BODILY INJURY (Per acddani)

PROPERTY DAMAGE
(Per acddentl

UMBRELLA LIAB

EXCESS UAB

OCCUR

CLAIMS-MADE

DEC I I RETENTIONS
WORKERS COMPENSATION
AND EMPLOYERS- UABnjTY
ANY PROPRIETOR/PARTNER/EXECUTIVE
0FFICERAIEM8ER EXCLUDED?.
(Mandatory in NH)
II *M. iMtcfiM und*
DESCRIPTION OF OPERATIONS below

T r n

□

EACH OCCURRENCE

AGGREGATE

WC 038361540 .KY 07/01/2021 07/01/2022
PER
STATUTE

OTH
ER

E.L EACH ACCIDENT 2.000.000

E.L. DISEASE - EA EMPLOYEE 2.000.000

E.L. DISEASE • POLICY LIMIT 2,000,000

\

OFY,„,Z.Y,0H

ZORN CORPORATION DBA OZ SYSTEMS i» tt\ altemata arnployer under tK» policy.

CERTIFICATE HOLDER

State of New Hampsnire,
Department of Health and Human Services
120 Pleasani Street

SHOULD ANY OF TNE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHORIZEO REPRESENTATIVE

^o/i ^ctK/ceA, 9/ie of (floxixia
(B1988-2015 ACORD CORPORATION. All rights reserved.

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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Lorl A. SMblncne

Commltxloner

Lisa M. Morris

Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SER FICES

29 HAZEN DRIVE, CONCORD. NH 03301

603-271-4501 I-800-8S2-334S ExL 4501

Fa.t:603-27M827 TDD Acf«$: 1-800-735-2964
www.dhhs.nh.gov

November 16, 2020

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301 '

REQUESTED ACTION
i

Authorize the Depairtment of Health and Human Services. Division of Public Health
Services, to enter into a contract v/ith OZ Systems USA. LLC (VC 248266-B001). Arlington. TX.
in the amount of $242,450 to develop, implement and support an integrated data management
system for Maternal and Child Health screening programs, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through November 30. 2022.
21% Federal Funds. 79% Other Funds {Newt>orn Screening Revolving Fund).

Funds are available in the following accounts for Stale Fiscal Year 2021. and are
anticipated to be available in State Fiscal Years 2022 and 2023, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-090-902010-52400000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; NEWBORN SCREENING REVOL FUND

State

Fiscal Year

Class/

Account
Class Title Job Number Total Amount

2021 102-500731 Contracts for Prog Svc 90080013 $54,833

2022 102-500731 Contracts for Prog Svc 90080013 $98,450

2023 102-500731 Contracts for Prog Svc 90080013 $39,167

Subtotal - $192,450

05-95-090-902010-33860000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS

PUBLIC HEALTH DIV; EARLY HEARING DET & INTERVIN

State

Fiscal Year

Class/

Account
Class Title Job Number Total Amount

2021 102-500731 Contracts for Prog Svc 90004005 $50,000

Subtotal $50,000

Total $242,450

The Ocparlmenl of Health and Htimati Seruicct' Mission Ls to join communities and families
in providing opporliinilics for eitiiens to achieve health and independence.
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EXPLANATION

The purpose of this request is for OZ Systems USA. LLC to develop and implement a
scalable, secure web based health data management solution for reporting newborn screening
results. Critical Congenital Heart Disease (CCHD) results and birth conditions of New Hampshire
newboms. with the flexibility to modify the system as necessary, as well as provide ongoing
system support. The integrated data management system will interface with other state data
systems, special screening devices, electronic medical records (EMR), and screening
laboratories using established health data exchange standards.

The software application will enable the Newborn Screening Program (NBS), Early
Hearing Detection and Intervention Program (EHDI), Birth Conditions Program (BCP) and their
partners to maintain continuous, real time input of newborn screening results and diagnostic data.
The software will also allow the Department to identify infants who have a hearing loss, birth
defect/s or a newborn screening disorder. Early identification of hearing loss, birth defect(s) or a
newborn screening disorder will lead to timely and appropriate follow-up and referral to early
intervention or special medical services. In addition, the Department will have the ability to report
aggregated outcomes to the Centers for Disease Control and Prevention and stakeholders when
indicated.

The integrated data management system will track and manage maternal, newborn, and
child health screening data and report real time screenings, births and diagnostic follow up
information relative to maternal,.newborn, and child health. Additionally, the Vendor will provide
ongoing hosting and technical support services.

The Department will monitor contracted services by ensuring:

On-time delivery of software installation;

Timely roll-out schedule;

System users demonstrate an eighty percent (80%) or higher system-proficiency
level post system training.

The State can access all documentation;

Project meetings and communications allow, for State input and updates to the
plans;

Status reports are provided and project milestones are communicated on status
meeting agendas and via updates outlined in the Contract; ,

On-time delivery of custom report(s) requested by the State; and

Issues involving access to or use of the System are addressed timely.

The Department selected the Vendor through a competitive bid process using a Request
for Proposals (RFP) that was posted on the Department's website from 9/27/2019 through
11 /25/2019. The Department received six (6) responses that were reviewed and scored by a team
of qualified individuals. The Scoring Sheet is attached.

As referenced in Part 2 - Information Technology Provisions, Section 2. Contract Term,
of the attached contract, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties, and Govemor and Council approval.
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Should the Governor and Council not authorize this request, a replacement data system
would need to be procured or developed in order for the Earty Hearing Detection and Intervention
Program, Birth Conditions Program and Newborn Screening Program to properly identify and
track infants with hearing loss, newborn screening disorders and birth defects In New Hampshire.
In addition, the Department would not be In compliance with federal and state legislation for
screening and follow-up for these programs.

Area served: Statewide

Source of Funds: CFDA #93.314, FAIN # NUR3DD000068 and Other Funds (Nevyborn
Screening Revolving Funds).

In the event that the Federal or Other Funds become no longer available. General Funds
will not be requested to support this program.

Respectfully submitted.

Lori A. Shibinette-

Commissioner
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fr. New Hampshire Departmer^t of Health and Human Services
Office of Business Operations
Contracts & Procurement Unit

Integrated Data Manaeement Syatem
for Maternal and Child Health

Screening Programs

RFPName

Bidder Nan^e

^ 02 Syeta

2.
Visual Vault

3.
Stratogic Solutions Group. LLC

Abacua Service Corporation

5.
RAM Software Solutlone, Inc.

6.

RFP 201S-OS1/RFP.2019-DPHS.114NTEG

RFP Number

.Geneele Syetema. Inc.

Maximum

Polnta Actual Points

toss •44

iOK 70S

1035 ft43

1035 672

1035 562

1035 601

Reviewer Names

Couiney Keane. Program Manager

Suzanne Beauregard. Nurse Coordinator

Ellen Chase-Lucard. Adminisiraior

David Laflamme. Epidemiologisi

Gerry Bardsley. Business Systems
Analyst '

Am^^Bergquisl^MmlnisM^

Sandra Paul, Business Systems Analyst I
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STATE OF NEW HAMPSHIRE
DEPARTMENTTOF INFORMATION TECHNOLOGY

27 Hozcn Dr., Concord, NH 03301

Fox: 603-271-1516 TOD Access: 1-800-735-2964

vvww.nh.gov/doit

Denis Coulet

Commissioner

November 17, 2020

Lori A. Shibinette, Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord. KH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with OZ Systems USA, LLC. as described
below and referenced as DolT No. 2019-051.

This is a request to enter, into an agreement to provide the support, maintenance, and
hosting of on Integrated System for Maternal and Child Health Screening. Thiis system
will be used for reporting hearing screening results, critical congenital heart disease
(CCHD) results, and birth conditions of New Hampshire ncwboms. A requirement of the
database system is to have the capability to interface with other data base systems (vital
records/lab). The benefits of having an integrated data management system will be
improvement of surveillance, reporting, and referral to early ,intervention services.

The amount of the contract is not to exceed 5242,450.00, and shall become upon the date
of Governor and Executive Council approval through November 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval. .

Sincerely,

Denis Goulet

DG/kaf

DqlT #2019-051

cc: Michael Williams, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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Integrated Data Management System for Maternal and Child Health Screening Programs 2019-051 / RFP-20I9-DPHS-I l-INTEO

FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private. conDdeniial or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

IDENTIFICATION.

1.1 Slate Agency Name

Department of Health and Human Services

1.2 Slate Agency Address
129 Pleasant Street

Concord. NH 03301

1.3 Contractor Name

OZ Systems USA. LLC

1.4 Contractor Address

2201 East Lamar Blvd, Suite 280
Arlington, TX 76006

1.5 Contractor Phone

Number

214-616-4321

1.6 Account Number

05-95.90-902010-52400000

05-95-90-902010-33860000

1.7 Completion Date

November 30. 2022

1.8 Price Limitation

$242,450

1.9 Contracting Officer for State Agency
Nathan D. While. Director

I.IO Stale Agency Telephone Number
603-271-9631

1.11 Contractor Signature
/•^OecvSiQftad Vr:

1  1 Date- 11/13/20201 tln^SL

1.12 Name and Title of Contractor Signatory
Terese Finitzo

CEO

1.13 Stale Agency Signature

Da,c:"/13/2020

1.14 Name and Title of State Agency Signatory
Lisa M. Morris

Director, Division of Public Health srvcs.

1.15 Approval by the N.H. Depanmcnt of Administration, Division of Personnel (ifapplicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)

Dyij On: 11/16/2020
1.17 Approval by the Governor and Executive Council (if applicable)

G&C Item number; G&C Meeting Date:

Page 1 of 4
Contractor Initials

Date 11/13/2020



DocuSign Envelope ID; 43B4BB5C-67CA-4A62-ADD1-8DBC83E7B7DF

DocuSign Envelope 10; 21B060A0-DB09-4ACB-AFBA-F8BO5C813E65

2. SERVICES TO BE. PERFORMED. The Slate of New
Hampshire, acting through the agency identified in block I.I
("Stoic"), engages contractor identified in block 1.3
(•'Contractor") to perform, and the Contractor shall perform, the
work or sale of goods, or both, IdentiHed and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference ("Scrx'iccs").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the Stale of New Hampshire, ifapplicable,
this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Govemor and E.xecutive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement

shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Dale, all Services performed by the Contractor prior to
the Effective Dale shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or e.xecutive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for thi.s Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the

event funds In that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of payment
arc identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbur.sement to the Contractor for all
expenses, of whatever-nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80;7-c or any other provision oHaw.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, e.xceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, (he Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take afTrmative action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in (he Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.
7.2 Unless otherwise authorized In writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event ofany
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.

Page 2 of 4
Contractor initials

Dale

tf.

J.i/13/2020
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of ihc
Contraclor shall consiiiutc an event of default hereunder ("Event
of Ocfaull"):
8.1.1 failure to perform the Services satisfactorily or on
schedule:

8.1.2 failure to submit any report required hcreunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may
lake any one. or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,

terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contraclor during the
period from the date of such notice until such lime as'the State
determines that the Contractor has cured the Event of Default
shall never be paid to the ([Contractor;-
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or
8.2.4 give the Coniractora written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No c.xpress failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contraclor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report ('Termination Report"') vdcscribing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Repon descril>ed in the attached
EXHIBIT 8. In addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and

Page 3

submit to the State a Transition Plan for services under the

Agreement. .

10. DATA/ACCESS/CONFIDENTJALITY/

preservation.

10.1 As used In this Agreement, the word "data"' shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,'
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and •
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.
10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the

performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the Stale. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the Stale or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSICNMENT/DELECATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignment. "Change of C^onlrol" means (a) merger,
consolidation, or a transaction or series of related transactions In
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contraclor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which.it is not a
party.

13. INDEMNI FlCATIOiN. Unless otherwise exempted by law.
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against .any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the Stale, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omissidn-Bd* the

of4
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not.
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed lo constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
Stale. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole e.xpense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:
14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or e.xcess; and

14.1.2 special cause of lo.ss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the Slate of New Hampshire.
14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificaie(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, cenificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The ceriific8te(s) of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 28!-A C ll'orkers'
Compensation").
15.2 To the extent the Contractor is subject to the requirements
of N.H, RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or hisor her successor, proofof Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in connection With the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto lo the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties af the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or disKharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the Slate of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the t>eriefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against orin favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusivejurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict

between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. Intheeventanyoftheprovisionsofthis
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and .
understanding -between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in
this document.-

TERM DEFINITION

Acceptance
Notice from the State that a Deliverable has satisfied 1

Acceptance Test or Review.

Acceptance Letter
An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Agreement
A Contract duly executed and legally binding.

Attachment

Supplementary material that is collected and appended at the
back of a document.

Authorized Users

The Vendor's employees, Contractors,, Subcontractors or
other agents who need to access the State's Personal Data to
enable the Contractor to perfonn the Services required.

N

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information
maintained by a person or commercial entity.

Breach, Breach of Security
or Data Breach

"Breach" means the loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar tenn referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. Breach" shall have the same meaning
as the term "Breach" in section 164.402 ofTitIc 45, Code of
Federal Regulations.

Business Hours

The Vendor's personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
forty (40) hour weeks, excluding State of New Hampshire
holidays.

State of NH Contract
Date: 11/13/2020
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Certincation

The Vendor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.

Change Request/Order or CR

Formal documentation prepared for a proposed changed
within the specincalions or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Completion Date

End date for the Contract. (See Contract Agreement, P-37
General Provisions, Block 1.7)

Computer Security Incident

"Computer Security Incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publicalion 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology, U.S.
Department of Commerce.

Stale of NH Contract
Pate: 11/13/2020
Conlractor's initials tF
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Infonnation required to be kept Confidential from
unauthorized disclosure under the Contract. 'Confidential

Information" or "Confidential Data" means all confidential

infonnation disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation. Protected
Health information and Personally Identifiable Information.

Confidential Information

Confidential Information also includes any and all
information owned or managed by the Slate of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services ■ of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but is not limited to Personal Health
Infonnation (PHI), Personally Identifiable Information (Pll),
Federal Tax Information (FTI), Social Security Numbers

(SSN), Payment Card Industry (PCI), and or other sensitive
and confidential information.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3. The Documentation consisting of the P-37,
IT General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with resect
to the Scope of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, tennination for convenience, or tennination for
default.

Contract Documents

Documents that comprise this Contract. (See Part 2, IT
Provisions-Section I.I)

State of NH Conlracl
Date; 11/13/2020
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Contract Manager(s)

The persons identified by the State and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the^
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions - Section 1.'8: Price Limitation.

Contractor/Contracted Vendor

The vendor .whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

j

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract

requirement.

Department
An agency of the State of New Hampshire.

Department of Information
Technology (DoIT)

The Department of Infonnation Technology established
under RSA chapter 21-R by the Legislature effective
September 5, 2008.

Documentation

All information that describes the installation, operation and
use of the Software, including any training or network
implementation descriptions and materials, either in printed
or electronic fonnat.

Effective Date

The Contract and all obligations of the parlies hereunder
shall become effective on the date the Governor and the

Executive Council of the State of New Hampshire approves
the Contract.

State of NH Contract
Date:-11/13/2020
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Encryption

The process of converting data to an unrecognizable or
"encrypted" form. It is commonly used to protect sensitive
information so that only authorized parties can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the internet;

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of Enhancements.

Event of Default

Any one or more of the following acts or omissions of a
Vendor' shall constitute an Event of Default hereunder

("Event of Default"): a. failure to perform the Services
satisfactorily or on Schedule; b. failure to submit any report
required; and/or c. failure to perfonn any other covenant,
tenn or condition of the Contract.

Governor and the Executive Council
The New Hampshire Governor and the Executive Council.

Hosting Services

The insiallation and management of specified software
applications by an Application Ser\'ice Provider in a shared
environment on behalf of the State and exclusively for the
benefit of permitted users of the Soflwarc.

Identification and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Implementotion Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
"meeting of the minds" on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement.

Invoking Party In a dispute, the party believing itself aggrieved.

State of NH Contract
Date- 11/13/202Q
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Key Project Staff
Personnel identified by the Stale and by the Vendor as
essential to work on the Project.

License

Rights to use the proprietary Software, Software Updates,
online and/or hard-copy documentation and user guides.

Licensee ''
The State of New Hampshire

National Institute of Standards and

Technology (NIST) ■

A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and
maintains measurement standards. It also has active

programs for encouraging and assisting industry and science
to develop and use these standards.

Non-Exclusive Contract

A Contract executed by the State that does not restrict the
Slate from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Software Dcliveroblcs

Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, Services, other.

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowance's) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later dale. A NTE value, however, downward depending
on the changes in the scope of'work or in the associated
specifications.

Notice to Proceed (NTF)

The State Contract Manager's written direction to the
Vendor to begin work on the Contract on a given date and
lime.

Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations. •-

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

State ofNH Contract
Dale- 11/13/2020
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1 Order of Precedence

The order in which Contract/Documenls control in the event

ofa conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in a document that is lower in the Order of Precedence.

Parties

The Contractor and the State of New Hampshire
collectively.

Personal Data

"Personally Identifiable Information" (or "Pll") meaits
information which can be used to distinguish or trace an
individual's identity, such as their name, social securit>'
number, personal information as defined in RSA 359-0:19,
biometric records, etc., alone, or when combined with other
personal or identifying information which is linked or
linkable to a specific individual, such as date and.place of
birth, mother's maiden name, etc.

Project

The planned undenaking regarding the entire subject matter
of an R.FP and Contract and the activities of .the parties
related hereto.

Project Holdback

Portion of payment to a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencies
satisfaction.

Project Management Plan
A document that describes the processes and methodology
to be employed by the Vendor to ensure a successful project.

Project Manager(s)

The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff
Slate personnel assigned, to work with the Vendor on the
Project.

Stale ofNH Coniracl
Da,e: 11/13/2020
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Project Team

The group of Stale employees and Vendor's personnel
responsible for managing ihe processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and quality.

Proposal

The submission from a Vendor in response to the Request
.for a Proposal or Statement of Work.

Review
The process of Reviewing Deliverables for Acceptance.

Review Period

The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

Schedule

The dates described in the Work Plan for deadlines for

performance of Services and other Project events and
activities under the Contract.

Services

The work or labor to be performed by the Vendor on the
Project as described in the Contract.

Soft>vore

All Custom, SAAS and COTS Software provided by the
Vendor under the Contract.

Software Deliverables
All Custom, SAAS and COTS Software and Enhancements.

Software License

Licenses provided by the Contractor to the Stale under this
Contract.

Software License Agreement Software License lenns and conditions.

Soft>vare-as-a-Scrvice (SaaS)

The capability provided to the State to use the Contractor's
applications running on. a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with (he possible
exception of limited user-specific application configuration
settings.

State of NH Contract
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Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Specificaiiops. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor.

Specifications

The written'Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal, the
Contract,, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created, received from or gathered by the
Contractor or Subcontractor on behalf of the State or in any
way originating with the State, and all Data that is the output
of computer processing of or other electronic manipulation
of any Data that was created by or in any way originated with
the State, whether such Data or output is stored on the State's
hardware, the Contractor's hardware or subcontractor's
hardware, a hosted cloud solution or exists in any system
owned, maintained or otherwise controlled by the State or by
the Contractor..

Slate Fiscal Year (SFY)

The New Hampshire Slate Fiscal Year extends from July 1 st
through June 30th of the following calendar year.

State Project Leader
Slate's representative with regard to Project oversight.

State's Conndcntial Records

State's information regardless of its fomi that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 91-
A: Access to Governmental Records and Meetings.

Stale of NH Contract
Date- 11/13/2020
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State's Project Manager (PM)

State's representative with regard to Project Management
and technical matters. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Serx'ices
under this Contract under a separate Contract with or on
behalf of the Vendor.

Support Services
The maintenance and technical support services provided by
Contractor to the State during the Term of the Contract.

System

All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications. ,

System Maintenance
The various forms of computer or server maintenance
required to keep a computer system running properly.

Technical Authorization

Direction to a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contract from the Effective Date through
Contract Conclusion or termination.

Transition Services

Services and support provided when the Vendor is
supporting system changes.

Vendor/Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract. |

State ofNH Contract
Paie: U/13/2020
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Verification

Supports the confirmation of authority to enter a computer
system application or network.

Warranty

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights'and obligations of both parties in case
of a claim or dispute.

Warrant)' Period

A period of coverage during which the Vendor is responsible
for providing a guarantee for products and Services
delivered as defined in the Contract.

Warranty Release
Code release that are done during the Warranty Period.

Warranty Scr>'iccs
The Services to be provided by the Contractor during the
Warranty Period.

Work For Hire

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
commissioned for use as a contribution to a collective work.

Such work is considered the sole property of the State.
%

\

Work Hours

Vendor personnel shall work normal business hours between
8:00 a.m. and 5:00 p.m., eight (8) hour days, forty (40) hour
weeks, excluding Slate of New Hampshire holidays.
Changes to this schedule may bemade upon agreement with
the State Project Manager. State holidays are: New Year's
Day, Martin Luther King Day, President's Day, Memorial
Day, July 4ih, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dales will be provided upon request.

State of NH Contract
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Work Plon

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description' of the Schedule,
tasks/activities, Deliverables, critical events, task

dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Remainder of this page intentionally left blank
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r  INTRODUCTION

This Contract is by and between the Slate of New Hampshire, acting through New' Hampshire Departnicnt
of Health and Human Services ("State"), and OZ Systems USA, LLC, a Foreign For-Profit Corporation,
("Contractor"), having its principal place of business at 2201 East Lamar Blvd, Suite 280, Arlington, TX
76006.

The Contractor shall provide a Software as a Service (SaaS) system and associated services for the
implementation of a scalable, integrated data management system for reporting real time results for hearing
screenings, Newborn Screenings and birth conditions of New Hampshire newboms.

The Contractor shall use a phased approach or module implementation of Newborn Screening (NBS), Early
Hearing Detection and Intervention (6HDI) and Birth Conditions (BC) Programs. The administrative
responsibility of the contractor includes analysis, design, development, implementation, application hosting
services, ongoing maintenance and support services, training and software customization services without
utilizing state resources.

RECITALS

Whereas the Stale desires the Contractor develop and implement a scalable, integrated data management
system for reporting real time results for hearing screenings, Newborn screenings, Critical Congenital
Heart Disease (CCHD) screenings and birth conditions of New Hampshire newboms and associated
support seivices for the Stale;

Whereas the Contractor agrees to develop and implement a scalable, integrated data management system
for reporting real, time results for hearing screenings. Newborn Screenings and birth conditions of New
Hampshire newboms and associated support services for the State.-

The parties therefore agree as follows: '

1. CONTRACT DOCUMENTS

1.1. This Contract Agreement RFP 2019-051 is comprised of the following documents:

Part 1 - Fonn P-37 General Provision

Part 2 - Infomiation Technology Provisions

Part 3 - Exhibits - -

Exhibit A - Sf)ccial Provisions

Exhibit B - Scope of Services

Exhibit C - Price and Payment Schedule

Exhibit D - Administrative Services

Exhibit E - Implementation Services

State of NH Contract
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Exhibit F - Testing Services

Exhibit 0 - Maintenance arid Support Services

Exhibit H - Reciuiremenis

Exhibit I - Work Plan

Exhibit J ~ Software Agreement

Exhibit K - Warranty and Warranty Services

Exhibit L - Training Services

Exhibit M - Agency RfT with Addendums, by reference

Exhibit N - Vendor Proposal, by reference

Exhibit 0-Cen»ncates and Attachments

Exhibit P - DHHS Information Security Requirements

1.2. Order of Precedence

In the event of conflict or ambiguity among any of (he text of the Contract Documents,
the following Order of Precedence shall govern;

1.2.1. Stale of New Hampshire, Department of Health and Human Services Contract
Agreement 2019-051, including Parts 1, 2, and 3.

1.2.2. Slate of New Hampshire, Department of Health and Human Services RFP-
2019-051, Integrated Data Management System for MaicrnaJ and Child
Health Screening Programs.

1.2.3i Vendor Proposal Response to New Hampshire Department of Health and
Human Services RFP 2019-051 Integrated Data Management System for
Maternal and Child Health Screening Programs'.

2. CONTRACT TERM

2.1. The Contract and all obligations of the parties hereundcr shall become effective after
full execution by the parties, and the receipt of required governmental approvals,
including, but not limited to, Governor and Executive Council of the State of New
Hampshire approval ("Effective Date").

2.2. The Contract shall begin on the Effective Date and extend through the date Indicated
in Part 1. P-37 General Provisions - Block 1.7: Completion Date. The Term may be
extended up to Thtw (3) Years, ("Extended Term") at the sole option of the State,
subject to the panics prior written Agreement on applicable fees for each extended
term, up to but not beyond November 30, 2025 under the same term.s and condiiions,
subject to approval of the Govcrriorand Executive Councib

State of NH Contract
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2.3. The Coniracior shall commence work upon issuance of a Notice to Proceed by the
State.

2.4. The Slate does not require the Contractor to commence work prior to the Effective
Date; however, if the Contractor commences work prior to the Effective Dale and a
Notice to Proceed, such work shall be pcrfonned at the sole risk of the Contractor. In
the event that the Contract docs not become effective, the State shall be under no
obligation to pay the Contractor for any costs incurred or Services pcrfonned;
however, if the Contract'becomes effective, all costs incurred prior to the Effective
Dale shall be paid under the terms of the Contract.

2.5. Time is of the essence in the performance of the Contractor's obligation under the
Contract.

3. COMPENSATION

3.1. Contract Price

The Contract Price is identified in. Part l,.P-37 General Provisions • Block 1.8: Price
Limitation. Method of Payment and terms of payment are identified and more particularly
described in Part I, P-37 - Paragraph 5: Contract Price/Price Limitation/Payment, and
Part 3 - Exhibit C: Price and Payment Schedule.

3.2. Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide.all necessary resources to perfonn its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its successful
completion.

State of NH Contract
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4.1. Contractor's Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Francoise Matticc

OZ Systems USA, LLC
2201 East Lamar Blvd. Suite 280
Arlington, Texas 76006
469-503-0506

fmattice@ozsvstems.coin

4.2. Contractor's Project Manager

4.2.1. The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to
the prior written approval of the State. The Slate's approval process may include,
without limitation, at the State's discretion, review of the proposed Contractor's
Project Manager's resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor's Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State's satisfaction.

4.2.2. jThe Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall hove full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including
but not limited to, those set forth in Exhibit I Work Plan, Section 2. Contractor
Roles and Responsibilities. The Contractor's Project Manager must be available
to promptly respond during nonnal Business Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Contractor's Project
Manager must work diligently and use his/ her best efforts on the Project.

4.2.3. The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2 - Information
Technology Provisions, Section 4.2: Contractor's Project Manager, and in Part 2
- Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the departure of the prior
Contractor's Project Manager, and the Contractor shall continue during the ten

State of NH Contract
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(10) business day period to provide competenl Project management Services
through the assignment ofa qualified interim Project Manager.

4.2.4. Notwithstanding any other provision of the Contract, the Stale shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and tenns of the Contract.

4.2.5. Contractor Project Manager is:

LaTrinaGray
OZ Systems USA, LLC
2201 East Lamar Blvd, Suite 280
Arlington, Texas 76006
469-503-0506

lgrav@02svstctns.com

4.3. Contractor's Key Project Staff

4.3.1. The Contractor shall assign Key Project StafT who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in the RFP and further defined in this Contract, Exhibit H, Attachment I.
Business System and Technical Requirements Vendor Response Checklist. The
State may conduct reference and background checks on the Contractor's Key
Project Staff. The State reserves the right to require removal'or reassignment of
the Contractor's Key Project Staff who are found unacceptable to the State. Any
background checks shall be performed in accordance with Paii 2 - Information
Technology Provisions, Section 4.6 Background Checks.

4.3.2. The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor's Key Project Staff shall have comparable or
greater skills than of the Contractor's Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject
to reference and background checks described in Part 2 - Information Technology
Provisions, Section 4.6: Reference and Background Checks.
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4.3.3. Noiwiihst^nding any other provision of the Contract to the contrary, the State
shall have the option to tenninate the Contract, declare the Contractor in defoult
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

4.3.3.1. The Contractor Key Project Staff-shall consist of the following
individuals in the roles identified below:

Erin Stelmach, Operations Manager

Grace Chan, System Administrator

4.4. State Contract Manager

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Rhonda Siegel, Administrator
29 Hazcn Drive

Concord, NH 03301
603-2714516

Rhonda.sicgel@dhhs.nh.aov

4.5. State Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager's duties
shall include the following;

4.5.1.1 Leading the Project;

4.5.1.2. Engaging and managing all Contractors;

4.5.1.3. Managing significant issua and risks;

4.5.1.4. Reviewing and accepting ConnTJCt Deliverables;.

4.5.1.5. Invoice sign-offs;

4.5.1.6. Review and approval of Change Request; and

4.5.1.7. Managing stakeholders* concerns.

4.5.2. The State Project Manager is:

Courtney Keane, Newborn Screening Program Manager
29 Hazen Drive

Concord, NH 03301
^03-271-1037
Courlnev.kcnnc@dhhs.nh.Gov
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4.6. Reference and Background Checks

4.6.1. The Contractor shall conduct criminal background checks at its own expense and
not utilize any staff, including Subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of

- securing the Slate's information among the Contractor's employees and agents.
Contractor workforce shall not be permitted to handle, access, view, store or
discuss NH Department of Health and Human Services (DHHS) Confidential
Data until an attestation is received by the Contractor that all Contractor
workforce associated with fulfilling the obligations of this Contract are, based on
NH DHHS provided criteria herein and their job responsibility requirements,
eligible to participate in work associated with this Contract.

4.6.2. The Contractor shall initiate a criminal background check re-investigation of all
workforce assigned to this Contract every five years.- The five-year period will
be based on the date of the last Criminal Background Check conducted by the
Contractor or its Agent.

5. DELIVERABLES

5.1. The Contractor's Rcsponsibilifics

5.1.1. The Contractor shall be solely responsible for meeting all requirements, and tenns
and conditions specified in this Contract, regardless of whether or not .a
Subcontractor is used.

5.1.2. The Contractor may subcontract Services subject to the provisions of the
Contract, including but not limited to, the tenns and conditions in the Contract
Agreement. The Contractor must submit all infonnation and documentation
relating to the Subcontractor, including tenns and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
.contractual matters, including payment of any and all charges resulting from the
Contract.

5.2. Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Part 3 - Exhibit 8: Scope of Services. Upon its submission of a Deliverable or Service,
the Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.
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5.3. Non-Software and Written Deliverables Review and Acceptance

Aflcr receiving written Certincation from the Contractor that a Non-Software or Written
Deliverable is final, complete and ready for Review, the State will Review the Deliverable
to determine whether it meets the Requirements outlined in Part 3 - Exhibit B: Scope of
Services. The State will notify the Contractor in writing of its Acceptance or rejection of
the Deliverable within fi ve (5) business days of the Slate's receipt of the Contractor's
written Certification, tf the State rejects the Deliverable, the State shall notify the
Contractor of the nature and class of the Deficiency and the Contractor shall correct the
Deficiency within the period identified in the Work Plan. If no period for the Contractor's
correction of the Deliverable is identified, the Contractor shall correct the Deficiency in
the Deliverablewithin five (5) business days, Upon receipt of the corrected Deliverable,
the State shall have five (5) business days to review the Deliverable and iiotify the
Contractor of its Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days. If the Contractor fails to correct the
Dcficiericy within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at law and in equity. .

5.4. Sofnvarc Review and Acceptance

Syste'm/Soflware Testing and Acceptance shall be perfonned as set forth in the Test Plan
and more particularly described in Part 3 - Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 - Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be perfonned, in accordance with the Specifications.

7.1. Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Part 3 - Exhibit D: Administrative Services.

7.2. Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Part 3 - Exhibit E: Implementation Services.

7.3. Testing Services

The Contractor shall perfonn testing Services for tlie State set forth in the Contract, and
particularly described in Part 3 - Exhibit F: Testing Services.

Slate of NH Contract
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7.4. Maintenance and Support Services

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contraci, and particularly described in Part 3 - Exhibit G: System
Maintenance and Support.

7.5. Warranty Services
t

The Coniracior shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 - Exhibit K; Warranty & Warranty Services.

7.6. Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 - Exhibit L: Training Services.

8. WORK PLAN DELIVERABLES

8.1. The Contractor shall provide the State with a Preliminary Work Plan that shall include,
without limitation, a detailed description of the Schedule, tasks. Deliverables, major
milestones, task dependencies, and payment Schedule.

8.2. The Preliminary Work Plan shall be a separate Deliverable and is set forth in Part 3 -
Exhibit I: Work Plan; Section 6. Preliminary Work Plan. The Contractor shall update the
Work Plan as necessary, no less than every two weeks, to accurately reflect the status of
the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payinent Schedule. Any such updates to the Work
Plan must be approved by the State, in writing, prior to incorporation into Part 3 - Exhibit
I: Work Plan. The updated Part 3 - Exhibit 1: Work Plan, as approved by the Stale, is
incorporated herein by reference.

8.3. Unless other>N'ise agreed in writing by the State, changes to Part 3 - Exhibit I: Work Plan;
Attachment 2. Work Plan, shall not relieve the Contractor from liability to the State for
damages resulting from the Contractor's failure to perform its obligations under the
Contract, including, without limitation, performance in accordance with the Schedule.

8.4. In the event of any delay in the Schedule, the Contractor must immediately notify the State
in writing, identifying the nature of ihe delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be laken^to co^ect the problem; and the
expected Schedule impact on the Project.

✓

8.5. In the event additional lime is required by the Contractor to correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to ihe extent that the delay does
not result from the Contractor's failure to fulfill its obligations under the Contract. To the
extent that the State's execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.
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8.6. Nolwithsiandlng anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or
elements within the Work Plan.

9. CHANCE ORDERS

9.1. The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor's receipt of a Change Order,
the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), resources, the Schedule, or the Work Plan.

9.2. The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
attempt to respond to the Contractor's requested Change Order within five (5) business
days. The Stale Agency, as well as the Department of Infonnation Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties arc unable to reach an Agreement in writing.

9.3. All Change Order requests from the Contractor to the State, and the State acceptance of
.the Contractor's estimate for a State requested change, will be acknowledged and
responded to, either acceptance or rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contract amendment process, as detennined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1. Software Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
modifications developed in connection with perfortnance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors' special utilities. The Contractor shall
license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to, Custom Software, rnodifications
developed in connection with perfonmance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its pcrfonnance under this agreement.
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10.2. State's Data and Propert)'

All rights, title arid interest in State Data shall remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State. The Contractor shall not
access State user accounts or State data, except:

10.2.1. In the course of Data center operations;

10.2.2. In response to service or technical issues;

10.2.3. As required by the express terms of this Contract; or

10.2.4. At the State's written request.

10.3. Data Migration Services

Upon termination, cancellation, expiration or other conclusion of the Contract; the Parties
agree to cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to NH DHHS and, if applicable, the vendor engaged by NH DHHS
to Qssurhe the Services previously performed by the Contractor (for this section known as
"Recipient"').

10.3.1. The Contractor shall use reasonable cfTorts to assist Recipient, in connection with
the transition .from the perfonnance of Services by the Contractor and its
Affiliates to the perfonnance of such Ser\'ices, which may include assistance with
the transfer of records, migration of historical data, the transition of any such
Service from the hardware, soflware, network and telecommunications
equipment and internet-related information technology infrastructure ("internal
IT Systems") of Contractor to the Internal IT Systems of Recipient and
cooperation with and assistance to any third-party consultants engaged by
Recipient in connection with such transition ("Migration Services"), taking into
account the need to minimize the cost of such migration and the disruption to the
ongoing business activities of the Parties" hereto and their Affiliates.

IOJ.2. If a system, database, hardware, software, and/or software licenses (Tools) was
purchased or created to manage, track, and/or store NH DHHS data in relationship
to this contract said Tools will be inventoried and returned to NH DHHS, along
with the inventory document, once migration of NH DHHS data is complete.

10.3.3. The internal planning of the Migration Services by the Contractor and its
Affiliates and Migration Services shall be provided to Recipient as set forth in
Section 3 of this Contract. Any such Migration Services shall be deemed to be
Services for purposes of this Contract.

10.3.4. Should the data migration extend beyond the end of the Contract, the Contractor
and its affiliates agree Contract Security Requirements, and if applicable, NH
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DHSS Business Associaies Agreement terms and conditions remain in effect until
the Data Migration is accepted as complete by NH DHHS.

10.3.5. In the event where the Contractor has comingled Confidential Data and the
desu^jctlon or migration is not feasible, the State and Contractor will jointly
evaluate regulatory and professional standards for retention requirements prior to
destruction.

10.4. Completion of Services

10.4.1. Each service or migration phase shall be deemed completed (and the migration
process finalized) at the end of the 10th day after the product, resulting from the
Service, is delivered to the recipient in accordance with the mutually agreed upon
migration plan, unless within said 10-day term the Contractor notifies NH DHHS
of an issue requiring additional time to complete said product.

10.5. Disagreement over Service's Results

10.5.1. In the event NH DHHS is not satisfied with the results of the Service, NH DHHS
shall notify the Contractor, by email, stating the reason for the lack of satisfaction
within 10 business days of the final product or at any time during the data
migration process. The Parties shall discuss the actions to be taken to resolve the
disagreement or issue. If an agreement is not reached, at any time NH DHHS shall
be entitled to initiate actions in accordance with Part 3, Section 1.8 Breach of
Data.

10.6. Contractor's Materials

10.6.1 Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that arc competitive with, or similar to, the Deliverables.
In accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential Information.
The Contractor shall be free to use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential

Information by the Contractor employees or third party consultants engaged by
the Contractor.

10.6.2 Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hatnpshire RSA Chapter 91 -A, which includes but is not
limited to the following: lecords of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial infonnalion, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical.
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welfare.-library use, video lape sale or renial, and other files containing personally
identifiable information thai is private in nature.

10.7. State Website Copyright

' WWW Copyright and [ntcliectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright
to all Data and information, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or infonnation shall, where
applicable, display the Stale's copyright; ^

10.8. Custom Software Source Code

In the event that the Slate purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rî ts. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid -up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor's proprietary Software code.

10.9. Survival

This Contract Agreement Part 2 - Infonnation Technology Provisions, Section 10.
Intellectual Property shall survive the termination of the Contract.

11. USE OF STATE'S INFORMATION AND CONFIDENTIALITY

11.1. Use of State's Information

In performing its obligations under the Contract, the Contractor may gain access to
information of the Slate, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91 -A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2. State Confidential lnformation

11.2.1. The Contractor shall maintain the Confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively
"release"), all State Confidential Information that becomes available to the
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Coniracior in conneciion wiih its pcrfonnancc under'ihe Contract, regardless of
its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Infonnation shall not include information which:

11.2.2.1 Shall have otherwise become publicly available other than as a result
of disclosure by the receiving party in Breach hereof;

11.2.2.2 Was disclosed to the receiving party on a non-Confidential basis from
a source other than the disclosing party, which" the receiving party

- believes is not prohibited from disclosing such information as a result
of an obligation in favor of the disclosing party;

11.2.2.3 Is developed by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or

11.2.2.4 Is disclosed with the written consent of the disclosing party. A
receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State.

11.2.4. In (he event of the unauthorized release of State Confidential Information, the
Contractor shall immediately notify the Slate, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctive relief.

11.3. Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in uriting all infonnation it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to Stale
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The Stale shall maintain
the Confidentiality of the identified Confidential Infonnation insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Govemmcnt Records and Meetings. In the event the State
receives a request for the infonnation identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the Stale will be releasing the
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requested informaiion. At the request of the State, the Contractor shall cooperate and
assist the Slate with the collection and review of the Contractor's information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor's sole responsibility and at the Contractor's sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State's notice to the Contractor,
without any liability to the Contractor.

11.4. Survival

This Contract Agreement - Part 2 - information Technology Provisions, Section II. Use
of State's Information and Confidentiality shall survive termination.or conclusion of the
Contract.

12. LIMITIATION OF LIABILITY

12.1. State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - Part I, P-37 General Provisions •
Block 1.8: Price Limitation.

12.2. States Immunity , .

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
Slate. This covenant shall survive icnnination or Contract Conclusion.

12.3. Survival

This Contract Agreement Part 2 - Information Technology Provisions, Section 12.
Limitation of Liability shall survive termination or Contract Conclusion.

13. TERMINATION

13.1. Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Default hereunder ("Event of Default"):
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13.1.1. Failure to perform the Services satisfactorily or on Schedule;

13.1.2. Failure to submit any report required; and/or

13.13. Failure to perform any other covenant, term or condition of the Contract.

13.1.4. Upon the occurrence of any Event of Default, the Slate may take any one or
more, or all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied

within, in the absence of a greater or lesser specification of time, within
thirty (30) days from the dale of notice, unless otherwise indicated
within by the State ("Cure Period"). If the Contractor fails to cure the
default within the Cure Period, the State may terminate the Contract
effective two (2) days afier giving the Contractor notice of termination,
at its sole discretion, treat the Contract as Breached and pursue its.
remedies at law or in equity or both.

b. Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the State determines that the Contractor has cured the

Event of Default shall never be paid to the Contractor.

c. Set off against any other obligations the State may owe to the
Contractor any damages the Slate suffers by reason of any Event of
Default.

d. Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both.

e. Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related
to the replacement of the Contract and procuring the Services from
another source, such as costs of competitive bidding, mailing,
advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contract.

13.1.5. The Contractor shall provide the State with written notice of default, and the
State shall cure the default within thirty (30) days.

13.2. Termination for Convenience

13.2.1. The Slate may, at its sole discretion, terminate the Contract for convenience^ in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
of a termination for convenience, the State shall pay the Contractor the agreed
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upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Ajnounts for Services or Deliverables
provided prior to the dale of termination for which no separate price is stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 - E.xhibit C: Price and Payment Schedule, of the Contract.

13.2.2. During the thirty. (30) day period, the Contractor shall wind down and cease
Services as quickly and efFiciently as reasonably possible, without perfonning
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.

13.3. Termination for Conflict of Interest

13J.1. The State may terminate the Contract by written notice .if it detennines that a
conflict of interest e.xists, including but not limited to,, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

133.1.1. In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs. The State shall
pay all other Contracted payments that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the conflict of interest.

133.2. In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the State shall be entitled to pursue the same remedies against
the Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4. Termination Procedure

13.4.1. Upon tennination of the Contract, (he State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such pan of the Contract as has been tenninated.

13.4.2. After receipt of a notice of tennination, and except as otherwise directed by the
State, the Contractor shall:

a. The State shall be entitled to any post-termination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the Software
License Agreement (SLA);

b. Stop work under the Contract on the date, and.to the extent specified,
in the notice;
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c. Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to the work which has been

terminated and settle all outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

d. Take such action as the Stale directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State has an interest;

c. During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i. In the event of lennination of any Service or Agreement in
entirety, the Contractor shall not take any action to
intentionally erase any State Data for a period of:

•  10 days after the Effective Date of tennination, if the
tennination is in accordance with the Contract period.

•  30 days after the Effective Date of tennination, if the
tennination is for convenience.

•  60 days after the Effective Date of termination, if the
tennination is for cause.

f. Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any properly which is required to be
furnished to the State and which has been accepted or requested by the
State;

g. Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

h. Assist in Transition Services, as reasonably requested by the State at no
additional cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any State Data and shall thereafter, unless legally prohibited or per the terms of
this Contract or aS' stated in Exhibit P: NH DHHS Information Security
Requirements, delete all State Data in its Systems or otherwise in its possession
or under its control:

a. Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any pi^opcriy which is required to be
furnished to the State and which has been accepted or requested by the
State;
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b. The Contractor shall implement an orderly return of State Data in a
CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data;

c. Provide written Certification to the State that the Contractor has

surrendered to the Slate all said property.

13.5. Survival

This Contract Agreement - Part 2 - Information Technology Provisions, Section 13.
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the Stale; or immediately
terminate the Contract without liability to the Contractor, its successors or assigns.

15; ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior wTltten consent shall be null
and void, and may constitute an Event of Default at the sole discretion of the State.

15.2. The Contractor shall remain wholly responsible for perfonnance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees ("Assigns") are used,
unless otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of full obligations and liabilities of the Contract, any
pennitied assignment, delegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
to the Stale against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The Stale shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters, including pa>meni of any and all charges
resulting from the Contract.

15.3. Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fiilly assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 - Information Technology Provisions, Section 14:
Change of Ownership, the Slate shall have the option to continue under the Contract with
the Contractor, its successors or assigns for the full remaining term of the Contract;
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continue under the Contract with the Contractor, its successors, or assigns for such period
of time as dctennined necessary by the State; or immediately temiinating the Contract
without liability to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1.

16.2.

16.3.

Prior to the filing of any fonnal proceedings with respect to a dispute (other than an action
seeking injunciive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient limes and places, between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resolve' the dispute:

The allotted time for the first level negotiations shall begin on the date.the invoking
Party's notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party's notice is received by the other party.

Dispute Resolutiob Responsibility and Schedule Table

LEVEL
CONTRACTOR

POINT OF CONTACT

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTEDTIME

Primary
LaTrina Cray
Project Manager

Courtney Keane
Program Manager, Newborn
Screening

Five (5) Business Days 1

First
Maria Cantu

Executive Sponsor

Rhonda Siegel
Administrator, Maternal Child
Health

Five (5) Business Days

Second

Christine Evans

Director of Innovation and
Research

Sai Cherala

Program Director, Population
Health and Community
Services

Five (5) Business Days

Third
Francoise Mattice

CFO & President

Lisa Morris

Division Director, Division of
Public Health Services

Five (5) Business Days
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17. DOIT GENERAL TERMS AND CONDITIONS

17.1. Computer Use

In considcralion for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the Slate
entities, Systems, equipment, Documentation, infonnation, reports, or Data of any kind
(hereinafter "Information"), the Contractor understands and agrees to the following rules:

17.1.1. Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

17.1.2. Thai information shall be used solely for conducting official State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall the
Contractor access ;or attempt to access any infonnation without having the
express authority to do so.

17.1J. That at no time shall the Contractor access or attempt to access any
infonnation in a manner inconsistent with the approved policies, procedures,
and /or Agreements relating to System entry/access.

17.1.4. That all Software Licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that ai all times the Contractor must use utmost care to
protect and keep such Sofhvare strictly Confidential in accordance with the
license or any other Agreement executed by the Slate. Only equipment or
Software owned, licensed, or being evaluaied by the Stale, can be used by the
Contractor. Personal Software (including but not limited to palmtop sync
Software) shall not be installed on any equipment.

17.1.5. That if the Contractor is found to be in violation of any of the above-stated
rules, the User may face removal from the State Contract, and/or criminal or
civil prosecution, if (he act consiituics a violation of law.

17.2. Email Use

Mail and other electronic communication messaging Systems are Stale of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal Email
Systems" or "Stale-funded Email Systems". The Contractor understand and agree that
use of email shall follow State standard policy (available upon request). -
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17.3. Internet/Intranet Use

The [fUemet/lniranei is to be used for access lo and disiribuiion of informaiion in direct
support of the business of the Slate of New Hampshire according to State standard policy
(available upon request).

17.4. Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary lo perform its obligations under the Contract.

18. GENERAL CONTRACT REQUIREMENTS

18.1. Insurance certificate

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Naine, and name of the individual
responsible for the funding of the Contracts and his/her address

18.2. Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

18.3. Venue and Jurisdiction

Any action on the Contract may only be brought in the Stale of New Hampshire,
Meirimack County Superior Court.

18.4. Survival

The tenns, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the perfonnance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the tenns of DHHS RFP 2019-
051, Appendix H - Section H-25.I2.14: Confidential Infonnation; Part 1, P-37 General
Provisions - Section 7: Personnel; Part 1, P-37 General Provisions - Section 13:
Indemnification; Part 2 - Information Technology Provisions, Section 10: Intellectual
Properly; Part 2 - Infonnation Technology Provisions , Section I I: Use of State's
Information and Confidentiality; Part 2 - Information Technology Provisions , Section
12: Limitation of Liability; Part 2 - Information Technology Provisions , Section 13.
Termination; and Part 3 - Exhibit K: Section 2: Warranty Period which shall all survive
the termination of the Contract.

18.5. Force Majcure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without

Stale of NH Contract

Date: 11/13/7020
Contractor's Initials 4^-

Page 38 of 41



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBC83E7B7DF '

DocuSign Envelope ID: 218060AO-DB09*4ACB-AFBA-F6BDSC813£65

New Hampshire Department of Health and Human Services
Integrated Data management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-20I9-DPHS-11-INTEG-01

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

faull or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents, earthquakes, and unusually
severe weather.

18.5.2. Except in the event of the foregoing. Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parlies at the following addresses.

State of NH Contract
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NOTICESs

CONTRACTOR

POINT OF CONTACT

STATE

POINT OF CONTACT

Christine Evans, Director of Innovation
and Research

Courtney Kcane, Contract Manager

2201 East Lamar Blvd, Suite 280 29 Hazcn Drive

Arlington, Texas 76006 Concord, NH 03301

469-503-0506 602-271-1037

chevai)s(2)o2-svstems.com Courtnev.keanefSdhh.s.nh.pov

19. DATA PROTECTION

19.1. DHHS Information Security Requirements

Contractor shall comply with all requirements in Exhibit P, DHHS Information
Security Requirements, which is attached hereto and incorporated by reference herein.

19.2. Access to Security Logs and Reports

The Contractor shall provide reports to the Slate in a format as agreed to by both, the
Contractor and the State. Reports shall include latency statistics, user access, user access
IP address, user access history and security logs for all State files related to this Contract.

19.3. Contract Audit

The Contractor shall allow the State to audit confonnance to the Contract terms. The State

may perform this audit or Contract with a third party at its discretion and at the State's
expense.

19.4. Data Center Audit

The Contractor shall perfonn an independent audit of its Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level
of a third-party audit.

19.5. Advance Notice

The Contractor shall give advance notice to the State of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and

State of NH Contract
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performance. A major upgrade is a replaccmeni of hardware, Software or finnware wiih
a newer, or better version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

19.6. Security

The Contractor shall disclose its non-proprietary security processes and technical
limitations (o the State such thai adequate protection and ftexibiiiiy can be attained
between the State and the Contractor. For e.xample: virus checking and port sniffing —
the Slate and the Contractor shall understand each other's roles and responsibilities.

19.7. Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data to that which is
absolutely necessary to perform job duties.

19.8. Import and Export of Data

The State shall have the ability to import or export -Data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Data to/from other Service providers.

19.9. Rcsponsivitics and Uptime Guarantee

The Contractor shall be responsible for the acquisition and operation of all hardware,
Software and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environinents arc the responsibilities of the Contractor. The System.shall be available
24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA.

19.10. Right to Remove Individuals

The State shall have the right at any lime to require that ihc Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The Stale shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the State's consent.

State of NH Contract
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EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS

REVISIONS TO FORM P-37. GENERAL PROVISIONS

1.1. Paragraph 3, Effcclive Daie/Complclion of Services, is amended by adding subparagraph 3.3
as follows:

3.3. The parties may extend the Agreemeni for up to three (3) additional year(s) from the
Completion Date, contingent upon satisfactory delivery of services, available funding,
agreemeni of the parties, and approval of the Governor and Executive Council.

1.2. Paragraph 9, Termination, is amended as follows:

■  9. TERMINATION

9.1 Notwithstanding paragraph 8, the State may, at its sole discretion, lenninate the
Agreement for any reason, in whole or in part, by thirty (60) days written notice
to the Contractor that the State is exercising its option to terminate the
Agreement.

9.2 In the event of an early termination of this Agreement for any reason other than
the completion of the Services, the Contractor shall, at the State's discretion,
deliver to the Contracting Officer, not later than fifteen (30) days after the date
of termination, a report ("Termination Report") describing in detail all Services
perfonned, and the contract price earned, to and including the date of
lennination. The fonn, subject matter, content, and number of copies of the
Termination Report shall be identical to those of any Final Report' described in
the anached EXHIBIT B. In addition, at the Slate's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and submit to the
Stale a Transition Plan for services under the Agreement.

1.3. Paragraph 12, Assignment/Delegation/Subconiracts, is amended by adding subparagraph 12.3
as follows:

12.3. Subcontractors are subject to the same contractual conditions as the Contractor and the
Contractor is responsible to ensure subcontractor compliance with those conditions. The
Contractor shall have written agreements with all subcontractors, specifying the work
to be performed and how corrective action shall be managed if the subcontractor's
performance is inadequate. The Contractor shall manage the subcontractor's
performance on an ongoing basis and take corrective action as necessary. The
Contractor shall annually provide the State with a list of all subcontractors provided for
under this Agreement and notify the Stale of any inadequate subcontractor perfonnance.

State of NH Contract
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT B - SCOPE OF SERVICES

EXHIBIT B-SCOPE OF SERVICES

The Dcpartmcni is responsible for carrying out the identification and intervention strategies for several
conditions present in the birth to three (3) years of age population.

The Contractor shall provide a software application to the Department that enables the Early Hearing
Detection and Intervention (EHDI) Program, Birth Conditions Program (BCP), Newborn Screening
Program (NBS) and their partners to maintain continuous, timely input of newborn screening results and
diagnostic data in order to:

•  Report outcomes to the Centers for Disease Control and Prevention when indicated; and

•  Ensure infants with hearing loss, birth defects and metabolic or other newborn screening disorders
are identified promptly and receive appropriate early intervention or special medical services.

Funds in this contract must be utilized to improve population-based tracking and follow up.

The goal of newborn screening is to help prevent disability and untimely death of newboms from
undiagnosed genetic disorders. It is imperative to identify disorders as early as possible to initiate treatment
and early intervention services before clinical symptoms manifest.

The Contractor shall provide a secure, authenticated Web-based system in order for the Department to:

•  Track and manage maternal and child health screening data, and

•  Report real time screenings, births and diagnostic follow up information relative to maternal and
child health data collected to the Centers for Disease Control and Prevention.

The Contractor shall provide an integrated data management system that includes, but is not limited to:

•  Ongoing hosting.

•  Maintenance.

•  Operations.

•  Technical support services.

I. STATEMENT OF WORK

1.1. The Contractor shall provide a Software as a Service (SaaS) Web-based system and associated
services for the implementation of a scalable, integrated data management system for reporting
real time results for hearing screenings, newbom screenings and birth conditions of New
Hampshire newboms.

1.2. The Contractor shall use a phased npproach to module implementation that includes, but is not
limited to:

State of NH Contract
Date: 11/13/2020
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EXHIBIT B - SCOPE OF SERVICES

1.2.2. Design.

1.2.3. Devclopmeni.

1.2.4. Testing.

1.2.5. Implementation of soHware application.

1.2.6. The Contractor shall provide technical services that include:

1.2.6.1. Application hosting;

1.2.6.2. Software configuration serNOces;

1.2.6.3. Training; and

1.2.6.4. Ongoing maintenance and support services.

1.3. General Project Assumptions

1.3.1. The Contractor will provide project tracking tools and templates to record and manage
issues, risks, Change Requests, requirements, decision sheets, and .other documents
used in the management and tracking of the Projeci. The State of New Hampshire and
the Contractor's Projeci Manager will review these tools and templates and detemiine
which ones will be used for the Project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used.

1.3.2. Prior to the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, table of contents or agenda for review
and prior approval by the Slate.

1.3.3. The Contractor shall ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the State's Information
Technology resources, information and services. Security requirements are defined in
Part 3 - Exhibit P: DHHS Information Security Requirements. The Contractor shall
provide the State resources, information and SerN'iccs on an ongoing basis, with the
appropriate infrastructure and security controls to ensure business continuity and to
safeguard the Confidentiality and integrity of Stale networks, Systems and Data.

1.3.4. The Deliverables arc set forth in Exhibit B, Section 2. Deliverables. By unconditionally
accepting a Deliverable, the State resers'cs the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Soflwarc/Systcm
Acceptance Testing, and any extensions thereof.

1.3.5. Pricing for Deliverables is set forth in Part 3 - Exhibit C; Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions thereof.

State of NH Contract

Date: 11/13/2020
Contractor's Initials Page 1T

Page 3 of 69



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8D8C83E7B7DF

DocuSign Envelope ID; 21BOeOAO-DB09-4ACB-AFBA-P6BD5Cei3E65

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-20I9-DPHS-11-INTEC-OI

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT B-SCOPEOFSERVICES

2. DELIVERABLES

TABLE: Deliverables

ACTIVITY, DELIVERABLE, OR MILESTONE
DELIVERABLE

TYPE

PLANNING AND PROJECT MAN'AGEMENT

I Conduct Project KickofT Meeting Non-Soflwarc

2 Project Status Reports Written

3 Work Plan Written

4
Infrastructure Plan, including Desktop and Network Configuration
Requirements

Written

,5 Security Plan Written

6 Communications and Change Management Plan Written

7 Requirements Trace Ability Matrix Written

8 Software Configuration Plan Written

9 Systems Inicrfacc Plan and Design/Capability Written

10 Testing Plan Written

I I Data Conversion Plan and Design Written

12 Deployment Plan Written

13 Comprehensive Training Plan and Curriculum Written

14 End User Support Plan Written j
State of NH Contract
Pate: 11/13/2020
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EXHIBIT B - SCOPE OF SERVICES

15 Business Continuity Plan Written |

16 Documentation of Operational Procedures Written 1

I INSTALLATION . ' j
17 Provide Soflware Licenses if needed Written

18 Provide Fully Tested Data Conversion Software Software

19
Provide Software Installed, Configured, and Operational to Satisfy
State Requirements

Software I

TESTING 1
20 Conduct integraiion Testing Non-Software

21 Conduct User Acceptance Testing Non-Software

22 Perform Production Tests Non-Software

23 Test In-Bound and Out-Bound interfaces Software

24 Conduct System Perfonnance (Load/Stress) Testing Non-Software

25
Certification of 3rd Party Pen Testing and Application
Vulnerability Scanning.

Non-Software

SYSTEM DEPLOYMENT

26 Converted Data Loaded into Production Environment Software

27
Provide Tools for Backup and Recovery of all Applications and
Data

Software

28 Conduct Training Non-Software

29 Cutover to New Software '• Non-Software

30 Provide Documentation Written

Stale of NH Contract
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31 Execute Security Plan Non-Software

OPERATIONS

32 Ongoing Hosting Support Non-Software

33 Ongoing Support & Maintenance Software

34 Conduct Project Exit Meeting Non-Software

Remainder of this page intentionally left blank
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EXHIBIT C - PAYMENT SCHEDULE

1. ' PAYMENT SCHEDULE

1.1. Contract Type

This is 0 Not 10 Exceed Controci. The total Contract value is indicated in Pan 1, P-37

General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Pan 1, P-37 General Provisions - Block 1.7: Completion Date.
The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State on a monthly basis
for completed activities, deliverables, or milestones included in the price and payment
Worksheet below:

1.2. Activlties/Dellvcrablcs/Mllcstoncs and Pricing Worksheet

Activity, Deliverable, or
Milestone

Deliverable

Type
Date

Price

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Software 12/03/2020 $  1,047.00.

2 Project Status Reports Written Biweekly $  1,000.00

3 Work Plan Written 12/08/2020 $  1.500.00

4

infrastructure Plan, including
Desktop and Network
Configuration Requirements

Written 12/08/2020 $  3,672.00

5 Security Plan Written 12/08/2020 $  2,000.00

6
Communications and Change

Management Plan
Written 12/08/2020 $  1,224.00

7 Requirements Trace ability Matrix Written 12/15/2020 $  3,840.00

8 Software Configuration Plan Written 12/15/2020 $  3.024.00

9
Systems Interface Plan

and Design/Capability
Written 12/15/2020 $  3.040.00

10 , Testing Plan Written 01/05/2021 $  3,024.00

11 Data Conversion Plan and Design Written 01/05/2021 $  2,047.00

12 Deployment Plan Written 01/19/2021 $  2.047.00

Slate ofNH Contract
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13
Comprehensive Training Plan

and Curriculum
Written 01/29/2021 $  964.00

14 End User Support Plan Written 02/05/2021 $  1,500.00

15 Business Continuity Plan Written 02/05/2021 $  2.047.00

16

Documentation of

Operational Procedures
Written 02/12/2021 ■  $ 3,024.00

INSTALLATION

■  17
Provide Software Licenses if
needed

Written 04/29/2021 $  22,000.00

18
Provide Fully Tested Data
Conversion Software

Software 04/29/2021 $  2,000.00

19

Provide Software Installed,
Configured, and Operational to
Satisfy State Requirements

Software 04/29/2021 $  71,000.00

TESTING

20 Conduct Integration Testing Non-Software 03/23/2021 $. 2,200.00

21 Conduct User Acceptance Testing Non-Software 04/13/2021 $  1,020.00

22 Perform Production Tests Non-Software 04/13/2021 $  1,200.00

23
Test In-Bbund and

Out-Bound Interfaces
Software 04/13/2021 $  1,056.00

24
Conduct System Performance
(Load/Stress) Testing

Non-Software 03/30/2021 $  800.00

25

Certification of 3"^ Parly Pen
Testing and Application
Vulnerability Scanning.

Non-Software

03/30/2021 $  1,000.00

SYSTEM DEPLOYMENT

26
Converted Data Loaded Into

Production Environment
Software 04/29/2021 $  1,024.00

27

Provide Tools for Backup and
Recovery of all Applications and
Data'

Software 04/29/2021 $  1,000.00

Slaie of NH Contract
Date: 11/13/2020
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28 Conduct Training Non-Software 04/27/2021 $  2,500.00

29 Cutover to New Software Non-Software 04/29/2021 $  200.00

30 Provide Documentation Written 04/27/2021 $  1,000.00

31 Execute Security Plan Non-Software 04/29/2021 $  1,000.00

OPERATIONS

32 Ongoing Hosting Support Non-Software 12/01/2021 $  18,020.00

33 Ongoing Support & Maintenance Software 12/01/2021 $  80,430.00

34 Conduct Project Exit Meeting Non-Software TBD $  0.00

TOTAL Proposed Cost $242,450

1.3. Vendor Stan* Resource Hours

Title Name ' Initiation Implementation Project
Close out

Proicct Manacer
LaTrina Gray iO hrs SO hrs 20 hrs

Iniptcmentation Manager
Maria Cantu 1 hrs 400 hrs 20 hrs

Product development
lifecycle (developers, user
acceptance tester, quality
assurance specialist, business
analyst)

Sec Appcndi.x E
Tor list of Staff

Proposed

25 hrs 580 hrs 20 hrs

TOTALS
^J/A 109 hrs 1,060 hrs 50 hrs

State of NH Contract
Date: 11/13/2020
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1.4. Future Vendor Rotes Worksheet

The State and Conlracior agree to the following rates in the event the contract is extended
in accordance with Part 2 - Information Technology Provisions, Section 2: Contract
Term.

Position Title SFY.2023 ; SFY 2024 SFY 2025

Project Manager
$263/hr $276/hr $2S9/hr

Implementation Manager $236/hr $248/hr $260/hr

Product development lifccycle team $231/hr $243/hr $255/hr

Subject-matter expert $236/hr $248/hr $260/hr

1.5. Services Pricing Worksheet

Pricing reflects payment for maintenance support and upgrades for the initial two (2) year
contract period as well as payments for the optional (3) years of contract renewal. Pricing
reflects the most optimistic Implementation dale. Actual payments may differ from the
estimate if the project start date is delayed or if Implementation takes longer as this will
cause a shorter maintenance period.

Sofhvare Name Maintenance Support and Upgrades

Contract

Year I

Initial Cost

(costs included
in i.2 above)

Contract.

Year 2

(costs included
in 1.2 above)

,  Renewal

Option
(Year 3)

Renewal

Option ,
(Yenr4)

Renewal

Option
(Year 5)

OZ cScreener Pius"'"^' (cSP''"")
management information
system annual licenses for
EHDI, Critical Congenital Head
Disease (CCHD), Newborn
Bloodspot Screening (NBS) and
Birth Conditions with access for

jnlimiied users at DHHS,
>irthing hospitals, outpatient
clinics, and audlology centers as

555,000 557,750 560,638 560,638 560.638

State of NH Contract
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specified by DHHS. Includes
vital records matching.

OZ Newborn Admission

Notification In format ion"*"^'

[NANF^') for automated
demographic data from birthing
lospital Electronic Health
Records (EHRs) to OZ eSP™ .
management information
system.

$25,000 $5,150 $5,250 $5,1 13 $5,788

Telepathy EHDr" for direct
■esults from hearing screening
equipment with license keys for
birthing hospitals in NH

515,000 53,000 $3,150 $3,308 $3,473

Telepathy CCHD™ for direct
results streaming from oximeter
screening equipment with
license keys for birthing
lospitals in NH to OZ eSP"^"
management information
system

515,000 53,000 $3,150 $3,308 $3,473

OZ Advanced Reporting Tool
license, includes Enterprise
Data Warehouse (EDW)
connection and link to eSP"''"

. 58,000 $8,400 $8,820 $9,261 $9,724

Help Desk support,
implementation, and project
management support. Cost for
'esources to monitor, implement
and support.

526,000 527.300 528,665 $30,098 $31,603

2. CONTRACT PRICE

•Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the Stale
exceed the amount indicated in Part I, P-37 General Provisions - Block 1.8: Price
Limitation. The payment by the State of the total Contract price shall be the only, and the
complete reimbursement to the Contractor for all fees and expenses, of whatever nature,
incurred by the Contractor in the perfomiance hereof.

State ofNH Contract
Date: 11/13/2020
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~  3^ TRAVEL EXPENSES ^

The Stale will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume
all reasonable travel and related expenses incurred by Contractor in performance of its
obligations. All labor rates in this Agreement will be considered "Fully Loaded",
including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
any additional out of pocket expenses.

4. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

5. INVOICING

The Contractor shall submit accurate invoices to the Stale on a monthly basis in
accordance with Exhibit C, Section I. Payment Schedule above, to be paid by the State.
All invoices submitted shall be subject to the State's prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Sendees or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by
the State and contain detailed infonnation, iticluding without limitation; itemization of
each Deliverable and identification of the Deliverable for which payment is sought, and
the Acceptance date triggering such payment; date ofdelivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice,
the Slate will pay the correct and undisputed invoice within thirty (30) days of invoice
receipt, invoices will not be backdated and shall be promptly dispatched.

6. INVOICE ADDRESS

Invoices shall be mailed or emailed to:

Department of Health Human Services
Division of Public Health Services

Office of Finance

29 Hazen Drive

Concord. NH 03301

dohscontractbiHing@.dhhs.nli.gov

Slate of NH Contract
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T. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury
for ACH payments: https://www.nh.oov/treasurv/state-vendors/index.hlm

8. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the
State the full amount of any overpayment or erroneous payment upon discovery or notice
from the State.

9. CREDITS

The State may apply credits due to the Stale arising out of this Contract, against the
Contractor's invoices with appropriate information attached.

10. PROJECT HOLDBACK

Reserved

11. LIQUIDATED DAMAGES

Reserved

Remainder ofthis paffc intentionally left blank

Slate of NH Contract
11/13/2020

Contractor's Initials Page VP
Page 13 of 69



DocuSign Envelope ID; 43B4BB5C-67CA-4A62-ADD1-8DBC83E7B7DF

DocuSign Envelope ID: 2t B060AO-D80^ACB-AFBA.FeB05C613E6S

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-20i9-DPHS-l 1-INTEG-Ol

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT D-ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATION SERVICE

1. ACCESS/COOPERATION

As applicable, and subjecl to the applicable laws and regulations, the State will provide
the Contractor with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required

■  to complete the contracted services. The State will use reasonable efforts to provide
approvals, authorizations, and decisions reasonably necessary to allow the Contractor to
perform its obligations under the Contract.

2. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other -work in progress relating to this Contract. Upon expiration or
termination of the Contract with the State, the Contractor shall turn over all State-owned

documents, material, reports, and work in progress relating to this Contract to the State at
no additional cost to the State. Documents must be provided in both printed and electronic
format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1. The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the.Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

3.2. The Contractor and its Subcontractors shall'maintain books, records, documents, and other

evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for

three (3) years following tennination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (I) year
following the tennination of all litigation, including the tennination of all appeals or the
expiration of the appeal period.

3.3. Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the Stale of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost to the State during the three (3) year period following tennination of the Contract
and one(l) yearienn following litigation relating to the Contract, including all appeals or

State of NH Contract
Date: 11/13/2020
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the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

3.4. The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
be excluded from the Stale's review unless the cost of any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit
factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles (CAAP). The costs applicable to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures.

Remainder ofthis page intentionally left blank
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EXHIBIT E - IMPLEMENTATION SERVICES

I. PROJECT MANAGEMENT

The State believes that effective communication and reporting arc essential to Project success.
The Contractor shall employ effective comrhunication and Reporting strategics to ensure Project
success. The Contractor Key Projcci Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract.

1.1. State Meetings and Rieports

The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract.

1.1.1. Introductor>' Meeting: Participants will include the Contractor's Key Project
Staff and Stale Project leaders. This meeting will enable leaders to become
acquainted and establish any preliminary Project procedures.

In addition, the introductoiy meeting is to assure all understand a high-level scope
of the project, ne.\l steps and assure that relevant stakeholders are identified.

The Introductory Meeting will assist in planning the project kick-off meeting and
assure all essential personnel are included.

1.1.2. Klckoff Meeting: Participants will include the State and the Contractor's Project
Teams and major stakeholders. The onsilc or web-based kick-off meeting will
occur no later than two (2) weeks after the contract effect date, to establish a sound
foundation for activities that will follow.

The contract scope will be reviewed anid discussed, The work required to complete
each clement successfully will be reviewed. The kick-off meeting agenda will
include, but is not limited to;-

High-level project description and goals

Assumptions

Constraints

1.1.2.1.

1.1.2.2.

1.1.2.3.

1.1.2.4.

1.1.2.5.

1.1.2.6.

1.1.2.7.

1.1.2.8.

1.1.2.9.

Slate of NH Contract
Dale: 11/13/2020
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Risk Management

Data Management and Change Control

Stakeholders and responsibilities

Proposed projcci timeline

Communication plan

Training plan
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1.1.2.10. Reporting

1.1.2.11. Measurement criteria

1.1.2.12. Action items

1.1.3. Status Meetings: As part of ongoing monitoring and status updates, the
Contractor, will facilitate wcb-bascd status meetinj^s. Participants will include, at

the minimum, the Contractor's Project Manager and the State Project Manager.
Other key project personnel will participate as needed. The overall Project status
and any additional topics needed to remain on schedule and within budget will be
discussed. A status and error report from the Contractor shall serve as the basis
for discussion.

Status Meetings will occur on a biweekly basis at a minimum, initially. A mutually
agreed upon reoccurring day and time will be set during the project Klckoff
Meeting.

Upon system deployment, the frequency of status meetings may occur on a
monthly bases, upon approval by the Slate.

The Contractor shall assign a staff member as the note laker who will be document
and distribute meeting minutes.

Status Meeting will include sharing of agenda items and documents including, but
not limited to status reports.

The Work Plan will be reviewed and updated at each Status Meeting.

The Contractor shall distribute Status Meeting Agendas to rneeiing participants.
Status Meeting topics will include, but are not limited to:

1.1.3.1.

1.1.3.2.

1.1.3.3.

1.1.3.4.

1.1.3.5.

1.1.3.6.

1.1.3.7.

1.1.3.8.

1.1.3.9.

1.1.3.10.

1.1.3.11.

1.1.3.12.

State of NH Contract
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Current Product Development Life Cycle Status Update

Recent progress

Upcoming Milestones-

Blocks/issues

Current item (feature) Implementolion Status Update

Recent progress

Upcoming Milestones

Blocks/issues

Review of outstanding call center issues log

Application

Program and business process

Review of estimates/change requests
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1.1.3.13. Action Items Assigned

1.1.4.' Special Meetings: Needs may arise that require special meetings with Slate
leaders, Project stakeholders and advisory boards, to address specific and/or
urgent issues.

The Contractor shall schedule special web-based meetings to address specific
items or initiatives. The Contractor shall provide tailored agendas to meeting
participants.

1.1.5. Exit Meeting: Participants will include Project leaders from the Contractor and
the State. Discussion will focus on lessons learned from the Project and on follow
up options that the State may wish to consider.

The Contractor shall provide an agenda. Meeting topics will include, but are not
limited to:

1.1.5.1. Lessons learned.

1.1.5.2. pollow-up tasks.

1.1.5.3. Legacy data.

1.2. The Contractor shall prepare agendas and background infonnation for State meetings.

1.3. The Contractor is responsible for drafting fonnal presentations for State meetings, such as
a presentation for the kickoff meeting.

1.4. The Contractor shall draft Meeting Minutes to provide a record of decisions made, items
discussed and accomplishments reviewed, as well as assigned action items.

1.5. The Contractor shall distribute Meeting Minutes via email within two (2) business days of
each meeting.

1.6. . The Contractor's Project Manager or Key Project Staff shall submit monthly status reports
in accordance with the schedule and tenns of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor's Project Manager shall assist
the State's Project Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at a minimum, the following:

1.6.1. Project status related to the Work Plan;

1.6.2. Deliverable status;

1.6.3. Accomplishments during weeks being reported;

1.6.4. Planned activities for the upcoming two (2) week period;

1.6.5. Future activities;

1.6.6. Issues and concerns requiring resolution; and

1.6.7. Report and remedies in case of falling behind Schedule.

State of NH Contract
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1.7. As reasonably requested by the Slate, the Contractor shall provide the State with information
or reports regarding the Project. The Contractor shall prepare special reports and
presentations relating to Project Management, and shall assist the State in preparing reports
and presentations, as reasonably requested by the State, ail at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

2.1.1. The Contractor shall employ an industry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan.

2.1.2. The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project's Work Plan and tasks, manage and schedule project
staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2 Timeline

2.2.1. The timeline, structured to recognize intcrdependencies between applications and
cost structure of an effective and timely execution is set forth in the Work Plan. The
system shall be ready for Implementation in accordance with the Work Plan.

2.2.2. During the initial planning period, Project task and resource plans will be
established for:

2.2.3. The preliminary training plan,

2.2.4. The change management plan,

2.2.5. Communication approaches,

2.2.6. Project standards and procedures finalized, and

2.2.7. Team training initiated.

2.3 Change Management and Training

2.3.1. The Contractor's change management and training services shall be focused on
developing change management and training strategies and plans. Its approach
relies on State resources for the execution of the change management and end user
training.

2.3.2. The Contractor shall conduct an assessment of user training needs and, provide a
mixture of web based training and onsite training based on specific user needs.

2.3.3. The Contractor shall provide onsite training for initial rollout that promotes buy-in
and initiates a "train the trainer" process.

2.3.4. The Contractor shall provide training and reference materials for all aspects of the
integrated system. For new installations, the Contractor shall offer live training
followed by virtual training from its online .learning platform, OZniosis''"^'.

State of NH Contract
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Additionally, help text and user manuals shall be available for reference. Reports,
searches and exports will be included in new user trainings, and public health users
and program managers will receive advanced instruction on specific reporting
functionalities relevant to their roles.

2.3.5. The Contractor shall design and implement an cffeciive training plan that includes
0  tailored curriculum. A training leader equipped with a comprehensive
understanding of the Data Management System will work closely with the State in
order for training to remain relevant and timely for all Stakeholders. Role-based
training is an integral component of the curriculum to present essential skills, and
demonstrate how to apply that information in scenarios that are meaningful for
users; from State stafTto scrccncrs and program managers at birthing facilities.

2.3.6. The Contractor shall offer a training site that mirrors the production systems for
users to practice.

2.3.7. The Contractor shall obtain State approval for all training materials prior to training
commencing.

2.3.8. • The Contractor shall develop a method to distribute a survey evaluation at the
conclusion of each training to gain timely and actionable feedback.

2.3.9. The Contractor shall be flexible to support additional web-based instruction vs
onsitc training should that format be more conducive.

2.3.10. The Contractor shall provide a smart and intuitive online Learning Management
System (LMS) to supplement training and dcvclopincnt efforts that allows the State
to manage users by facility, set who has access to the training, view reports to know
who has accessed training and what was covered, scores on quizzes, and whether
users have earned a certificate of successful completion. Users will have 24/7
access to courses and user guides for self-paced learning, reference, and FAQs. The
Contractor shall provide access to:

2.3.10.1. The online learning management systems,

2.3.10.2. Recordings of previous live webinars,

2.3.10.3. User guides,

2.3.10.4. Training slides,

2.3.10.5. Quick guides, and

2.3.10.6. Access to a Trainer to ensure refresher training can be implemented at
any lime in a fonnat that best meets the needs of the state.

2.3.11. The Contractor shall maintain training manuals, agendas, and example recordings
from new-user trainings and provide updates to trainings, documentation and user •
guides prior to new releases as part of the pre-production process.

State of NH Contract
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2.3.12. The Contractor shall provide a State specific user manual as a deliverable for all our
installations to ensure screenshois, workflows arid steps mirror what the user will
sec in the Slate specific version of eSP''"'". The Contractor shall ensure manuals
include State logos as applicable. The user manual shall not have any features not
included in the production system. The Contractor shall deploy a log-in page with
state specific information and color palate. User guides will mirror the color scheme
and look and feel.

Remainder of this page intentionally left blank
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EXHIBIT F - TESTING SERVICES

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the ftill suite oflest Planning and preparation
throughout the Project. '

0.- The Contractor will provide training as necessary to the State staff responsible for test
activities.

b. The Contractor shall be responsible for all aspects of testing contained in the Contractor
Acceptance Test Plan to be submitted upon approval of this Contract. The plan shall
include, at no additional cost, support during User Acceptance Test conducted by the State
and the testing of the training materials.

c. The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module.

d. All Testing and Acceptance (both business and technically oriented testing) shall apply to
testing the System as a whole, (e.g., software modules or functions, and
Implcmcntalion(s). This shall include planning, test scenario and script development. Data
and System preparation for testing, and execution of Unit Tests, System Integration Tests,
Conversion Tests, Installation tests, Regression tests, Performance Tuning and Stress
tests, Security Review and tests, and suppon of the State during User Acceptance Test
and Implementation.

e. In addition, the Contractor shall provide a mechanism for reporting actual test results vs.
.  . expected results and for the resolution and tracking of all errors and problems identined

during lest execution. The Contractor shall also correct Deftciencies and suppon required
re-testing.

1.L Test Planning and Preparation

1.1.1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided, Slate approved. Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, lest Data, test phases, unit tests, expected results, and a tracking method
for reporting actual versus expected results as well as all errors and problems
identified during test execution.

1.1.2. As identified in the Acceptance Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor's Project Manager's Certification, in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor's testing, along
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wiih reporting the actual lesiing results, prior to the start of any testing executed
by Stale staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, lest scripts, test data, and expected results.

1.1.3. The State will commence its testing within two (2) weeks of receiving
Cctiincaiion from the Contractor that the State's personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor's development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost.

1.1.4. Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of User Acceptance Testing (UAT) Acceptance by the State.

1.1.5. The duration of time required for user acceptance testing shall be determined at
the planned project kick-off meeting.

1.1.6. The Contractor must demonstrate its testing methodology is integrated with the
State standard methodology.

1.2. Unit Testing

1.2.1.

1.2.2.

1.2.3.

In Unit Testing, the Contractor shall test the application components on an
individual basis to verify that the inputs, outputs, and processing logic of each
application component functions without errors. Unit testing is performed in
either the development environment or a testing environment.

The goal is to find errors in the smallest unit of Software before logically linking
it into larger units. If successful, subsequent testing should only reveal errors
related to the integration between application modules.

The Contractor developer, who is responsible for a specific unit of work, will be
responsible for conducting the Unit Testing of their modules.

State of NH Contract
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Activity
Description

Develop the scripts needed to Unit Test individual
application modules, inlerfoce(s) and conversion
components.

Contractor's

Team

Responsibilities

For application modules, conversions and interfaces the
Contractor's team will identify applicable test scripts
and installation instructions, adapt them to the Project
specifics, test the process, and compare with the
documented expected results.
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Work Product

Description

Unit-Tested Modules that have been tested to verify that
the inputs, outputs, and processing logic of each
application module functions without errors. Individual
detailed test scripts and installation guides list all the
required actions and Data to conduct the test, the process
for test execution, and the expected results.

1.3.
)

System Integration Testing

1.3.1. The new System is tested in integration with other application Systems (legacy
and service providers) in a production-like environment. System Integration
Testing validates the integration between the individual unit application modules
and verifies that the new System meets defined requirements and supports
execution of interfaces and business processes. The System Integration Test is
perfonned in a test environment.

1.3.2. Thorough cnd-to-end testing shall be performed by the Contractor leam(s) to
confirm that the Application integrates with any interfaces. The test emphasizes
end-to-end business processes and the flow of infonnation across applications. It
includes all key business processes and interfaces being implemented, confirms
Data transfers with external parties, and includes the transmission or printing of
all electronic and paper documents.

Activity Description Systems Integration Testing validates the integration
between the target application modules and other Systems,
and verifies that the new System meets defined interface
requirements and supports execution of business processes.
This test emphasizes end-to-end business processes and the
flow of infonnation across the application. It includes all
key business processes and interfaces being implemcnlcd,
confinns Data transfers with external parties, and includes
the transmission or .printing of all electronic and paper
documents.

Contractor Team

Responsibilities
• Take the lead in developing the Systems Integration Test
Specifications.

• Work jointly with the Slate to develop and load the Data
profiles to support the test Specifications.

• Work jointly with the State to validate components of the
test scripts.

Stale of NH Contract
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1.4.

State

Responsibilities

• Work jointly with the Contractor to develop the Systems
Integration Test Specifications.

• Work jointly with the Contractor to develop and load the
Data profiles to support the test Specifications.

• Work jointly with the Contractor to validate components of
the lest scripts, modincaiions, fi.xes and other System
interactions with the Contractor supplied Software Solution.

Work Product

Description
• The Integration-Tested System indicates that all interfaces
between the application and the legacy and third-party
Systems, interfaces, and applications arc functioning
properly.

Conversion / Migration Validation Testing

Target application functions Is validated in Conversion Validation Testing. ■

Activir>' Description The conversion validation test should replicate the entire flow
of the converted Data through the Software Solution. As the
Software Solution is interfaced to legacy or third-party
applications/interfaces, testing verifies that the resulting flow
of the converted Data through these interface points pcrfonns
correctly.

ControctorTcam

Responsibilities
For conversions and interfaces, the Contractor's team will

execute the applicable validation tests and compare execution
results with the documented expected results.

State

Responsibilities

With Contractor assistance, extract and cleanse the legacy
Data, if necessary, to be converted in the Data conversions.

Work Product

Description
Validation-Tested Conversion Programs. These programs
include conversion programs that have been tested to verify
that the resulting converted legacy Data pcrfonns correctly in
the entire suite of the Application.

Slate of NH Contract
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1.5. Installation Testing

In Insiallaiion Testing, the application components ore installed in the System Test
environment to test the installation routines and arc refined for the eventual production
environment. This activity serves as a dry run of the Installation steps in preparation for •
configuring thie production System.

1.6. User Acceptance Testing (DAT)

1.6.1. UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the State.

1.6.2. The Contractor's Project Manager must certify in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any testing executed by
State staff.

1.6.3. The State shall be presented with all testing results, as well as written Certification
that the Contractor has successfully completed the prerequisite tests, meeting the
defined Acceptance Criteria, and performance standards. The State shall conduct
the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify
Implementation readiness. UAT is performed in a copy of the production
environment and can serve as a perfonnance and stress test of the System. The
User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovery).

1.6.4. The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

1.6.5. UAT will also serve as a performance and stress test of the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.6.6. The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

1.6.7. Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence.

State of NH Contract
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Activity Description The System User Acceptance Tests verify System
funciionality against predefined Acceptance criteria that
support the successful e.xccution of approved processes.

Contractor Team

Responsibilities

• Provide the Stale an Acceptance Test Plan and selection of
test scripts for the Acceptance Test.

• Monitor the e.seculion of the test scripts and assist as needed
during the User Acceptance Test activities.

• Work jointly with the State in determining the required
actions for problem resolution.

State

Responsibilities
• Approve the development of the User Acceptance Test Plan
and the set of Data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

• Execute the test scripts and conduct User Acceptance Test
activities.

• Document and summarize Acceptance Test results.

• Work jointly with the Contractor in determining (he required
actions for problem resolution:

• Provide Acceptance of the validated Systems.

Work Product

Description
The Deliverable for User Acceptance Tests is the User
Acceptance Test Results. These results provide evidence that
the new System meets the User Acceptance criteria defined
in the Work Plan.

1,7. Performance Tuning and Stress Testing

The Coniracior shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in configuring and tuning the infrastructure
to support the Software throughout the Project.

1.7.1. Scope

u. The scope of Perfonnance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

State of NH Contract
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b. It will include the measurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)
under various load conditions. These response rates shall become the basis
for changes and rctesting until optimum System performance is achieved.

c. Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide,
the best results.

1.7.2. Test Types

Performance testing shall use two different types of testing to determine the
stability of the application. They are baseline tests and load tests.

a. Baseline Tests: Baseline tests shall collect perfonitance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The lest is like a single user executing a defined
business transaction. During baseline testing, each Individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics. ^

b. Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions based on workload

distribution. System re$p>onse lime and utilization is measured and
recorded.

1.7.3. Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efftcicnt
during development as well as making tuning parameter changes to the
environment.

1.8. Regression Testing

1.8.1. As a result, of the user testing activities, problems will bc idehtified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required toperfonn additional testing activities
in response to State and/or user problems identified from (he testing results.
Regression Testing means selective re-icsiing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse eUecls, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

State of NH Contract
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1.8.2.

1.8.3.

a.

b.

c.

In designing and conducting such Regression Testing, the Contractor will be'
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Contractor will be expected to design and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

For each minor failure of an Acceptance Test, the Acceptance Period shall be
extended by corresponding time defined in the Test Plan.

The Contractor shall notify the State no later than five (5) business days from
the Contractor's recdpl of written notice of the lest failure when the
Contractor expects the corrections to be completed and ready for retesting by.
the State. The Contractor will have up to five (5) business days to make
corrections to the problem unless specifically extended in writing by.the
State.

When a programming change is made in response to a problem identified
during user testing, a Regression Test Plan should be developed by the
Contractor based on the understanding of the program and the change being
made to the program. The Test Plan has two objectives;

i. Validate that the change/update has been properly incorporated
into the program; and

ii. Validate that there has been no unintended change to the other
portions of the program.

d. The Contractor will be expected to:

i. Create a set of test conditions, test coses, and test Data that will
validate that the change has been incorporated correctly;

ii. Create a set of test conditions, test cases, and test Data that will
validate that the unchanged portions of the program still operate
correctly; and

iii. Manage the entire cyclic process.

c. The Contractor will be expected to execute the Regression Test, provide
actual testing results, and certify its completion in writing to the Slate prior
to passing the modified Software application to the users for retesting.

In designing and conducting such regression testing, the Contractor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
regression tests. In other words, the Contractor will be expected to design and
conduct regression tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

State of NH Contract
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1.9. Security Review and Testing

1.9.1. IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as identification, Authentication and non-
repudiation.

1.9.2. This is a S/yVS contract. All sofiware shall be hosted on the Contractor's
hardware at'o secure data center. All components of the Sofiware shall be
Reviewed and tested to ensure the protection of Hardware and Software and its
related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to
provide the necessary Confidentiality, integrity and availability. Tests shall, at a
minimum, cover each of the service components. Test procedures shall include
penetration tests (pen tests) and application vulnerability scanning. .

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES

THAT:

Identification and Authentication Supports obtaining infonnation about those
parties attempting to log onto a System or
application fbr security purposes and the
validation of users.

Access Control Supports the management of pennissions for
logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes.

Intrusion Detection Supports the detection of illegal entrance into a
computer System.

Verification Supports the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guarantees the unaltered slate of a file.

User Monogcment Supports the administration of computer,
application and network accounts within an
organization.

Stale ofNH Contract
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Role/Privilcgc Management Supports the granting of abilities to users or
groups of users of a computer, application or
network.

Audit Trail Capture and Analysis Supports the identificaiion and monitoring of
activities within an application or System.

Input Validation

t

Ensures the application is protected from
buffer overflow, cross-site scripting,
Structured Query Language (SQL) injection,
and unauthorized access of files and/or

directories on the server.

1.9.3. Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architecture in order to provide the
necessary ConFidentialiiy, integrity and availability. Tests shall, at a minimum,
cover each of the service components. The Contractor shall provide a cenificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing (Non-PCI)

The Contractor shall provide Certification that their Software and System environment
has undergone penetration testing in accordance with current recommendations from a
recognized-industry standards organization, such as the U.S. Department of Commerce
National Institute of Standards Technology (NIST). The Slate requires that the Contractor
has this testing performed annually by a qualified third-party Vendor at least annually,
and after every major release.

1.10.1. Implement a methodology for penetration testing that includes the following:

a. Industry-accepted penetration testing approaches (for example, NIST SP800-
1 15).

b. Includes coverage for the entire CDE perimeter and critical Systems.

c. Includes testing from both inside and outside the network.

d. Includes testing to validate any segmentation and scope-reduction controls.
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c. Defines application-layer penetraiion tests to Include, at a minimum, the
vulnerabilities listed in PCI DSS Compliance: Requirement 6.5.

f. Defines network-layer penetration tests to include components that support
network functions as well as Operating Systems.

g. Includes Review and consideration of threats and vulnerabilities experienced
in the last 12 months.

h. Specifies retention of penetration testing results and remediation activities
results.

1.10.2. Perform external penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the enviroruhent, or a web server added
to the environment).

I.IOJ. Perfonn internal penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

1.10.4. Exploitable vulnerabilities found during penetration testing are corrected and
testing is repeated to verify the corrections.

-  1.10.5. If segmentation is used to isolate the CDE from other nct\vorks, pcrfomi
penetration tests at least annually and afler any changes to segmentation
controls/methods to verify that the segmentation methods are operation and
effective, and isolate all out-of-scope Systems from in-scope Systems.

2. Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.
I

3. System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.

Remainder of this paffc intentionally left blank
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EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in Part
2 - Infonnation Technology Provisions, Section 1: Contract Documents, through the Contract
end date.

1.1. Contractor's Responsibility

The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible'for maintenance or support for SoHware developed or
modified by the Stale.

1.1.1. Maintenance Releases

The Contractor shall make available to the Stale the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and
Documentation that arc generally offered to its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1. Contractor's Responsibility

2.1.1. The Contractor will be responsible for perfomiing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, tenns, and conditions contained herein.

2.1.2. As part of the Software maintenance Agreement, ongoing Sofiwarc maintenance
and support levels, including all new Soflware releases, shall be responded to
according to the following:

Class A Dendcncics - The Contractor shall have available to the Slate on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per
day and Five (5) days a week with an email/telephone response within Two (2)
hours of request; or the Contractor shall provide supjxtrt on-siie or with remote
diagnostic Services, within Four (4) hours of a request;

Class B & C Dcndcncics - The Stale shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within Four (4) hours of notification of planned corrective action.
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3. SUPPORT OBLIGATIONS AND TERM

3.1. The Contraclcr shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and lenns and requirements of the Contract.

3.2. The Contnictor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State.

3.3. For all maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained;

3.3.1. Nature of the Deficiency;

3.3.2. Current status of the Deficiency;

3.3.3. Action plans, dates, and times;

3.3.4. Expected and actual completion time;

3.3.5. Deficiency resolution infonnaiion;

3.3.6. Resolved by;

3.3.7. Identifying number (i.e. work order number); and

3.3.8. Issue Identified by.

3.4. The Contractor must work with the Department to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following infonnaiion:

3.4.1. Mean time between reported Deficiencies with the Software;

3.4.2. Diagnosis of the root cause of the problem; and

3.4.3. Identification of repeat calls or repeat Software problems.

3.5. If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 - Information
Technology Provisions - Section 13.1 Tennination for Default, as well as to return the
Contractor's product and receive a refund for all amounts paid to the Contractor, including
but not limited to, applicable license fees, within ninety (90) days of notification to the
Contractor of the State's refund request.

3.6. If the Contractor fails to correct a Deficiency within the allotted period of time staled
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part I, P-37 General
Provisions - Section 8: Event of Default/Remedies.

State ofNH Contract
Date: 11/13/2020

Contractor's Initials Page tf
Page 34 of 69



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBC83E7B7DF

DocuSign Envelope ID: 2tB060A0-D809^ACB-AFBA-FeBOSC813E6S

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-OI

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT H - REQUIREMENTS

EXHIBIT H - REQUIREMENTS

1. REQUIREMENTS

See Attachment I - Business System and Technical Requirements, which is attached hereto and
incorporated by reference within.

Remainder of this page intentionally left blank
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EXHIBIT I - WORK PLAN

The Contractor's Project Manager and the State Project Manager shall finalize the Preliminary Work Plan
within thirty (30) Calendar days of the EfTeciive Date and further refine the tasks required to implement
the Project. The elements of the Preliminary Work Plan are documented in accordance with the
Contractor's plan to implement the requirements defined in the R.FP and further described in the
Contractor's Proposal. Continued developineni and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The Preliminary Work Plan created by the Contractor is set forth in Section 6 of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which.shall be used to manage
the Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's team members), refine the Project's scope, and establish
the Project's Schedule. The Plan is documented in accordance with the Contractor's Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

I. ASSUMPTIONS

1.1. General

1.1.1. The State shall provide team members with decision-making authority to
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

1.1.2. All State tasks must be pcrfonncd in accordance with the revised Work Plan.

' 1.1.3. All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the State Project
Manager for resolution.

1.1.4. Any activities, decisions or issues taken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process.

1.2. Logistics

1.2.1. The Contractor's Team shall perfonn this Project at State facilities at no cost
to the Contractor.

1.2.2. The Contractor's Team may perform the work at a facility other than that
furnished by the State, when practical, at their own expense.

1.2.3. The Contractor's Team shall honor all holidays observed by the Contractor or
the State, although with pcnnission, may choose to work on holidays and
weekends.

State of NH Contract
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1.2.4. The State shall provide adequate facilities for the Contractor's Team,
including PCs, phones, Virtual Private Network (VPN) access, and modem-
based dial-out capability and access to any necessary inierrial State networks
and/or software (within Stale standards). A physical workspace for each
consultant, including a desk and chair, with the items mentioned above, shall
be provided. Convenient access to a high-speed printer, a hi^-speed copier,
and a fax machine shall be provided to the Project Team, as well as access to
conference rooms for meetings. This space, equipment, and printer/fax
supplies shall be provided at no cost to the Contractor's Team and shall be
available when the Project begins.

1.3. Project Management

The State shall approve the Project Management Methodology used for the Project.

1.3.1. The State shall provide the Project Team with reasonable access to the State .
personnel as needed to complete Project tasks.

1.3.2. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and infonnation relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which team
members have access to the Project folder arid granting cither view or
read/write privileges. The Contractor's Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a "shared" network drive to facilitate ease and speed of access, Final
versions of all Documentation shall be loaded to the State System.

1.3.3. The Contractor assumes that an Alternate Project Manager may be appointed
from time to lime to handle reasonable and ordinary absences of the Project
Manager.

1.4. Technical Environment and Management - ̂ SERVED

1.5. Conversions

The Contractor Team's proposal is based on the assumption that the State's technical team
is capable of implementing, with assistance from the Contractor's technical team, a subset
of the conversions. The Contractor's Team shall lead the State with the mapping of the
legacy Data to the Contractor's applications. Additionally, the Contractor's Team shall:

1.5.1. Provide the State with Contractors application Data requirements and
examples, of Data mappings, conversion scripts, and Data loaders. The
Contractor's Team shall identify the APIs the Stale should use in the design
and development of the conversion.

State of NH Contract
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1.5.2. Provide guidance and assistance with the use of the Data loaders and
conversion scripts provided.

1.5.3. Lead the Review of functional and technical Specifications;

1.5.4. Assist with the resolution of problems and issues associated with the
development and Implementation of the conversions.

1.6. Project Schedule

Deployment is planned to commence upon the Contract elTcctive date, the date of
Governor and Council approval, with a go-live date no later than four (4) months after the
Governor and Council approval date.

1.7. Reporting

The Contractor shall conduct bi-weekly status meetings, and provide reports that include,
but are not limited to, minutes, action items, lest results, and Documentation.

1.8. User Training

The Contractor's Team shall:

1.8.1. Lead the development of the end-user training plan.

1.8.2. Train the trainer approach shall be used for the delivery of end-user training.

1.8.3. The State is responsible for the delivery of end-user training. '

1.8.4. The State shall Schedule and track attendance on all end-user training classes.

1.9. Performance and Security Measures

1.9.1. The Contractor's Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and best •
practices information on performance testing.

1.9.2. The Slate shall work with the Contractor on all testing as set forth in Part 3 -
Exhibit F: Testing Services.

State of NH Contract
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2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1. Contractor's Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of (he Services
throughout the Project life cycle. The'Project Executive shall advise the Contractor Team
Project Manager and the State's Project leadership on the best practices for implementing
the Contractor Software Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State's Team.

2.2. Contractor's Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, crack, and manage the activiiics of the
Contractor's Implementation Team. The Contractor Team Project Manager will have the
following responsibilities:

2.2.1. Maintain communications with the" Slate's Project Manager;

2.2.2. Work with the State in planning and conducting a kick-off meeting;

2.2.3. Create and maintain (he Work Plan;

2.2.4. Assign the Contractor Team consultants to tasks in the Implementation
Project according to (he scheduled staffing requirements;

2.2.5. Define roles and responsibilities of all the Contractor Team members;

2.2.6. Provide biweekly and monthly update progress reports to the State Project
Manager;

2.2.7. , Notify the Stale Project Manager of requirements for State resources in order
to provide sufficient lead time for resources to be made available;

2.2.8. Review task progress for time, quality, and accuracy in order to achieve
progress;

2.2.9. Review requirements and scheduling changes and identify the impact on the
Project in order to identify whether the changes may require a change of
scope;

2.2.10. Implement scope and schedule changes as autho^i^ed by the State Project
Manager and with appropriate Change Control approvals as identified in the "
Implementation Plan;

2.2.11. Infonn the State Project Manager and staff of any urgent issues if and when
they arise;
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2.2.12. Provide the State completed Project Deliverables and obtain sign-off from the
State's Project Manager;

2.2.13. Manage handoff to the Contractor operational staff; and

2.2.14. Manage Transition Services as needed.

2.3. Contractor's Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor
Team's understanding .of the State business requirements by application, and perform
business requirements mapping:

2.3.1. Construct and confinn application test case scenarios;

2.3.2.' Produce application configuration definitions and configure the applications;

2.3.3. Conduct testing of the configured application;

2.3.4. Produce functional Specifications for e.xtensions, conversions, and interfaces;

2.3.5. Assist the State in the testing of extensions, conversions, and interfaces;

2.3.6. Assist the State in execution of the Stale's Acceptance Test;

2.3.7. Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the State;

2.3.8. Assist with the correction of configuration problems identified during System,
intention and Acceptance Testing; and

' 2.3.9. Assist with the transition to production.

2.4. Contraclor's Team Tasks

The Contractor team shall assume the following tasks:

2.4.1. Development and Review of functional and technical Specification to
detennine that they are at an appropriate level of detail and quality;

2.4.2. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

2.4.3. Development and Documentation of installation procedures;

2.4.4. Development and execution of unit test scripts;

2.4.5. Unit testing of conversions and interfaces developed; and

2.4.6. System Integration Testing.
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3. STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts' lime will vary based on the need
determined by the State Leads and the phase of the Implementation.

3.1. State Project Manager

The Slate Project Manager shall work side-by-side with the Contractor's Project Manager.
The role of the State Project Manager is to manage State resources (If any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implementation
Project, and provides necessary State resources, as defined by the Work Plan and as
otherwise identified througliout the course of the Project. The Slate Project Manager has
the following responsibilities:

3.1.1. Plan and conduct a kick-clT meeting with assistance from the Contractor's
team;

3.1.2. Assist the Contractors Project Manager in the development of a detailed
Work Plan;

3.1.3. Identify and secure the State Project Team members in accordance with the
. Work Plan;

3.V.4. Define roles and responsibilities of all State Project Team members assigned
to the Project;

3.1.5. Identify and secure access to additional State end-user stafT as needed to
support specific areas of knowledge if and wlien required to perform certain
Implementation tasks;

3.1.6. Communicate issues to State management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

3.1.7. Inform the Contractor's Project Manager of any urgent issues if and when
they arise;

3.1.8. Assist the Contractor's team staff to obtain requested information if and when
required to perfonn certain Project tasks;

3.1.9.. Manage handoff to State operational staff; and

3.1.10. Manage State staff during Transition Services as needed..
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3.2. State Subject Matter Expert(s) (SME)

The role of the Stale SME is to assist application teams with an understanding of the
Slate's current business practices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:

3.1.1. Be the key user and contact for their Agency or Department;

3.1.2. Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

3.1.3. Assist in validating and documenting user requirements, as needed;
S

3.1.4. Assist in mapping business requirements;

3.1.5. Assist in constructing test scripts and Data;

3.1.6. Assist in System Integration, ond Acceptance Testing;

3.1.7. Assist in performing conversion and integration testing and Data Verification;

3.1.8. Attend Project*meetings when requested; and

3.1.9. Assist in training end users in the use of the Contractor's Software Solution
and the business processes the application supports.

3.3. State Technical Lead and Architect

The Slate's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks'. Responsibilities include;

3.1.1. Attend technical training as necessary to support the Project;

3.1.2. Assist the State and the Contractor's Team Project Managers to establish the
detailed Work Plan;

3.1.3. Manage the day-to-day activities of the State's technical resources assigned
to the Project;

3.1.4. Work with State IT management to obtain State technical resources in
accordance with the Work Plan;

3.1.5. Work in partnership with the Contractor and lead the State technical staffs
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be c.xpectcd that the
Contractor will lead the overall effon with support and assistance from the
Stale; and

3.1.6. Represent the technical efforts of the State at biweekly Project Status
Meetings.
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3.4. State Application DBA (DolT) - RESERVED

3.5. State Network Administrator (DolT) - RESERVED

3.6. State Testing Administrator - RESERVED.

4. INTERFACES

Interfaces shall be implemented in cooperation with the State in accordance with the requirements
specified in Attachment 1 - Business System and Technical Requirements.

4.1. Interface Responsibilities

4.1.1. The Contractor's Team shall provide the Slate Contractor Application Data
requirements and e.xamples, of Data mappings and interfaces implemented on •
other Projects.

4.1.2. The Contractor's Team shall identify the APIs the State should use in the design
and development of the interface.

4.1.3. The Contractor's Team shall lead the State with the mapping oflegacy Data to
the Contractor Application.

4.1.4. The Contractor's Team shall lead the Review of functional and technical

interface Specifications.

4.1.5. The Contractor's Team shall assist the State with the resolution of problems and
issues associated with the development and Implementation of the interfaces.

4.1.6. The Contractor's Team shall document the functional and technical

Specifications for the interfaces.

4.1.7. The Contractor's Team shall create the initial Test Plan and related scripts to
Unit Test the interface. The State shall validate and accept.

4.1.8. The Contractor.'s Team shall develop and Unit Test the interface.

4.1.9. The State and the Contractor's Team shall jointly verify and validate the
accuracy and completeness of the interface.

4.1.10. The State and the Contractor's Teams shall jointly construct test scripts and
create any Data needed to support testing the interfaces.

5. APPLICATION MODIFICATION - RESERVED

Slate of NH Contract
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6. PRELIMINARY WORK PLAN

Phase Tasks for this phase Exit criteria Target

Due Date

■ Initiation Review the scope of the

project, risks, assumptions

and constraints. Identify

the roles

Kick-off document that

includes formal project

management,

communications, and

wofk plans

' 12/03/2020

Analysis Requirements gathering

with DHSS. OZ business

analyst team creates user

stories that incorporate

business and functional

requirements.

Requirements sign-off

from DHHS

12/15/2020

Design &

Coding

Define processes used to

complete the work

defined and accomplish

the project's
requirements. The-

deliverables are produced

as outputs from the

processes performed as

defined in the.Microsoft
Project Plan task schedule.

Demo with sign off

that the design

s.atisfies the project

sponsors, end users,

and business

requirements.

3/22/2021 ■

1  "t

Quality

Assurance

The Quality Assurance

(QA) team will write test

cases against the service

requirements to ensure

the Development (D6V)

team's build has

accurately delivered

against the respective

requirements. QA will

then perform manual

testing, automated script

testing, convey testing

Sign off by the 02

Systems QA team once

all test cases have

passed or identified

defects are deferred

3/23/2021
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results and conduct a

defect review with the

DEVteam.

Internal,

user

acceptance

testing

(UAT)

The software build is '

installed in a special tJAT

environment. 02 Internal

UAT tests cases and

assures system Is

functioning per

requirements

Sign off by the 02

Systems UAT team

once all test cases

have passed or

identified defects are

deferred

4/01/2021

External

UAT

Meet with DHHS to review

work. Requirements are

provided with a summary

of the release and a

template for feedback.
Access to a UAT site is

provided where. Issues

discovered are reviewed

with the 02 team and

appropriate remediation

is planned.

Sign-off that build is

ready for production

and production date

scheduled

4/13/2021

Production '  Users are alerted of

deploy scheduled,
completed code is moved

to production site, sanity

testing completed, end-

user training prior to"go-

live as needed '

Release deployed and

functional, end-user

training complete .4/29/2021

CONTROLS, PROCESSES, AND REPORTING REQUIREMENTS TO ENSURE SMOOTH
ADMINISTRATION

OZ Systems employs the same management process, irrespective of the project type; therefore, a separate
project managcmeni plan document for each project will not be created. We will also abide by the
reporting requirements in the R.FP in the format specified by DHHS. Wc have provided a High-Level
proposed baseline project plan in the Appendix to our response. All key deliverables will be identified in
the respective Microsoft Project Plan as milestones for the project or release, All projects will have
measureable objectives and deliverables. Each project's scope will be captured in a Kickoff Document.
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/

Like a project charter, the Kickoff Document will identify the work required to complete each project
successfully. Kickoff document components include:

Assumptions

1. New Hampshire IT Infrastructure and resources are available for establishing proposed interfaces;

2. Legacy data is imported mapped to existing fields to our system;

3. Third party vendors involved with other data bases will be available as a resource for establishing
requirements for the interfaces;

4. Stale StafT will support change management to initiate implementation with hospitals and adopt the new
system; and

All assumptions for the project will be documented in the Kickoff Document. During preplanning meetings,
the project team roles will provide their respective assumptions. The project manager will capture these
assumptions in the Kickoff Document.
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Constraints

All specified consirainis for each projeci will be documcnled in the Kickoff Document. During preplanning
meetings, the project team roles will provide their respective constraints in regard to their project
assignmem(s). Their constraints will be discussed to determine the impact they may have on the success of the
project.

Risk Management

Risks will be documented, prioritized and managed for all projects. Each project will identify risks that impact
the overall success of the project. Risks will be managed throughoutthe projeci in OZ's JIRA application.

Data Management and Change Control

The Configuration Management Plan (CMP) identifies all of the required data (artifacts) that will be captured
and managed throughout the project life cycle. All Configurable Items arc listed in the plan, if any are noi
created for a project due to its size or scope it will be documented In the Kickoff Document. Changes will be
managed in accordance with our change conlrol process. Both requests and orders will be managed and
reviewed by the CCB.

Customers

During the customer kickoff meeting, Project Manager (PM) will convey not only the project's respective
milestones, but the ground rules for the project's overall implementation. One of the most critical activities
that the PM and the customer must agree upon is how the project's progress will be communicated. The
customer, as an c.vtcmal stakeholder, is extremely important to a project's successful deployment. Without
their active involvement, the completion of critical path lifecycle phases could be jeopardized. Therefore, it is
imperative that communication Ixitween the project team and the customer be timely and transparent. To
facilitate this objective, the roles and responsibilities of the client's project team members are defined, along
with a communication schedule, during the client project kickoff meeting.
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Contractor Roles and Responsibilities

Within each project kickoff document, the team roles and respective responsibilities will be identified. The
following roles will be inherent io nearly every project:

Roles and Responsibilities:

Rote Title' Responsibility

Business Analysis Business Analyst Q  Business Requirements

Q  Functional

Requirements

Change Control Change Control

Manager

Q  Change Control

Q  Configuration

Management

(Documents)

(3 Change Control Board

Configuration

Management/

Version Control

Configuration Manager (3 Configuration Management

Role Title ' Responsibility

Configuration

Management/Version

Control cont.

Q  Version Control

Q  SourceCode

(S Development Builds

Q  Installers/ Installations

(OA, UAT&PRODUaiON

environments)

Customer Support Customer Support

Manager

Q  Manage Customer

Support Staff

CS Support Products

State of NH Contract
Date:lV13/2020

Contractor's Initials Page(5
Page 48 of 69



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBC83E7B7DF

OocuSlgn Envelope ID: 21B060A0-DB09-4ACa-AFBA-F6BD5C813E6S

Department of Health and Human Ser\'ice$

Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-20I9-DPHS-n-INTEG-0l

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT I - WORK PLAN

Development Software Developers

DEV Lead-Health

DEV Lead- Education

0  Software/Technical

Requirements

0  Design

0  Coding

0  User Interface (Ul)/Usability

Information

Technology

Information Technology

Director

0  Server setup / configuration

0  Domain names/setup

0  Interface Customer IT

Departments

Process Improvement

/ Management

Project Manager and

Implementation Project

Manager

0  Process Mgmt./Improvements

Product

Documentation

Business Analyst,

subject-matter expert,

quality assurance,

customer support

0  On line Help Text

0  User Manuals

0  Product Glossaries

Program Coordination Project Manager 0  Interface to Customer

(2 Internal User

Acceptance Testing

0  Product/Customer Training
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Project Management Project Manager and

Implementation Project

Manager

(3 Project Management

ffl Project Status

Quality Assurance OA Analysts IB Test applications

Q  Manual Test Cases

Q  Automated Test Scripts

0  Load Testing

Respective Client Project Sponsor and/or

Project Manager

(2 Project Objectives

Q  Scope Definition

(2 Requirements Approval

13 Acceptance Testing

Communications:

Communication is essential to the success of any project. The overall goal is to ensure' timely and
appropriate generation, collection, dissemination, storage, and ultimate disposition of project Infonnation
to the appropriate panics. Communication provides critical links among people, ideas, and infonnation that
is necessary for success.

Communication planning Involves detennining the infonnation and communication needs of stakeholders
and project team members. It identifies who needs the infonnation, when they will need the infonnation,
and how the infonnation will be given to them. In addition to discussing communications in the kick-off
document, a fonnal Communications Plan will be developed and delivered as specific project deliverable.
We have attached a sample Communications Plan to the Appendix of our response.

OZ Systems values ongoing communication and employs every method possible for communication
with our clients. Below are the methods of communication that will be used for projects:

Email Messaging:

Any project team member can iniliate an e-mail to gather or distribute information. It is important that the
Project Manager role be copied on e-mail messages to alert him/her of infonnation that might impact
(positively or negatively) the project's milestones or deliverables. Team members are encouraged to
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schedule brief meetings, when possible, to avoid large email chains and collaborate as much as possible in
the team rooms.

Instant Messaging (IM):.

The project team uses IM to communicate ideas, issues, and questions to reduce emails and facilitate timely
responses. As with email messaging, project team members should e.Kercise judgment to determine if a face
to face meeting would be more productive.

Meetings:

Meetings will be held to capture project status, coordinate project activities, facilitate communication, and
provide a forum for peer reviews of tasks such as requirements, design, coding, and testing. All project
team members are expected to attend meetings and provide status as requested.

^ Agendas- An agenda or a clear objective for meetings will be provided in the invite so team
members will be prepared for the discussion and the purpose of the meeting can be
accomplished. Team members should be cognizant of other's responsibilities when scheduling •
meetings so that all team members' time can be used wisely.

Minutes- The purpose of meeting minutes is to create a record of decisions made, items
discussed, and accomplishments reviewed, action items created and assigned. All minutes
should be recorded in JIRA on a "Review" work item type so they can easily be accessed. The
minutes assist those in aitendance to recall information discussed and provide information for
those who did not attend. Prior to the'meeting, a team member will be assigned the role of
scribe (note taker) and will be responsible for documenting and distributing minutes. After the
meeting, the minutes should be distributed by the next business day.

y Action Items- The purpose of action items are to be sure tasks assigned from meetings ore
addressed and followed up. Items should be assigned to a specified project member along with
a due date for completion. Action items should be logged in JIRA for project team members
on a work item type of "Task." I f a project team member cannot complete an action by the due
date requested they should notify the project manager role and team along with providing a
new target date. The person assigning the action item should also follow up to be sure the
action has been addressed and completed as requested.

Reporting:

A project requires several types of reporting to the stakeholders. At a minimum the following type of
reports will be provided for each project. The frequency of reporting will be documented in each project
Kickoff Document. In order to report accurate data and latest status, each project team member at OZ
Systems updates their task in JIRA on a weekly basis. The Project Manager will work with the team and
ensure tasks arc updated. These updates inform reporting for:

Status Reports (Project Team/Executives/Senior Managers)
/ Project Plans
y Budget Tracking
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Cusiotficr Status Reports (Frequency will be determined at customer kickoff meeting)
Change Control Reports
Action items •

•  Bugs

Training Plan:

Training plans for projects will be created by the Project Manager based on the respective customer's
contract requirements. The hi^ level plan for each project should be documented in the KickofT
Document. Internal training should also be completed for OZ's customer support staff. Training plans are
a formal deliverable In this project.

Measurement Objectives:

For each project the specified measurements below will be documented and collected. If there are any.
differences/ changes in measurements based on the project size it will be documented in the project's
Kickoff Document.

Measurement objectives for projects:

Objective/ Goal Metrics Storage/

Lo.catlon of Data

Reporting

Meet cost and

schedule

commitments

IS Are we

spending the

planned number of
hours on the project

to complete it?

Planned verses

actual effort for

each project

(i.e. schedule, budget,

hours)

The number of days

each milestone is early

or late

Internal

Management

System to be

formatted for

customer

reporting as

needed

Report at weekly

status meetings

Report at executive/

senior meetings

(3 Are we hitting

our milestones?
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Reduce rework

How much

time do we spend on

rework now?

How does this

compare with

our development

time and ore we

improving ?

Percentage of

project time spent

on re-work

Internal

Management

System to be

formatted for

customer

reporting as

needed

Report at weekly

status meetings

Report at executive/

senior meetings

Reduce Change Number of change Internal Report at weekly

Requests- requests per project Management status meetings

System to be
IB Are we formatted for

Report at executive/

accurately capturing the
customer

senior meetings

client's business and reporting as
functional needed

requirements?

Performance Measures;

The Contractor shall meet the following perfonnancc measures:

1. On-time delivery of soOware installation;

2. Timely roll-out schedule;

3. Training outcomes ensure participants arc able to demonstrate system proficiency by an eighty
percent (80%) or higher on post-training evaluations and by adopting the new system on the
proposed go-live date;

4. The State can access all documentation;

5. Project meetings and communicniions allow for state input and updates to the plans; and

6. Status reports are provided and project milestones are communicated on status meeting agendas
and via updates outlined in this Contract.
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EXHIBIT J - SOFTWARE

I. LICENSE GRANT

1.1. (SAAS)-Grant of Rights

The Contractor hereby grants to the State an irrevocable, non-exclusive, non-transferable,
limited License to use the Software and its associated Documentation, subject to the terms
of the Contract and written approval bythe Contractor. The State may allow its agents
and Contractors to access and use the SoOware, and in such event, the State shall first
obtain written agreement from such agents and Contractors that each shall abide by the
terms and conditions set forth herein.

.  During the Subscription Tcnn, the State will receive a nonexclusive, non-assignable,
royalty free, right to access and use the Software solely for the State's internal business
operations subject to the terms of this Agreement and up to the number of Licenses
documented in the Agreement.

The Parties acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Software to Customer as part of the Agreement.

1.2. CUSTOM SOFTWARE-Not Applicable (N/A)

The Contractor agrees that any and all work product created pursuant to this Agreement,
including but not limited to all Software, are deemed to be "Work For Hire" within the
meaning of the Copyright Act of 1976. To the extent Contractor is deemed to have
retained any legal title, rights and interest in these works. Contractor hereby assigns any
and all such title, rights, and interest (including all ownership and intellectual property
rights) in the Software and related work product to the State of New Hampshire in
consideration for the promises set forth within this Agreement.

2. SOFTWARE TITLE

Title, right and interest (including all ownership and intellectual property rights) in the Software
provided under this Agreement, and its associated Documentation, shall remain with the
Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

The Contractor shall provide the Stale with a sufficient number of hard copy versions of the
Software associated documentation and one (1) electronic version in PDF Fonnat..
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4. RESTRICTIONS

4.1 Except as otherwise permiued under the Contract, the State agrees not to;

4.1.r Remove or modify any program markings or any notice of the Contractor's
proprietary rights;

4.1.2 Make the programs or materials available in any manner to any third party for
use in the third party's business operations, except as permitted herein; or

4.1.3 Cause or permit reverse engineering, disassembly or recompilaiion of the
programs.

4.2 Except as otherwise penniited under the Contract, the Contractor agrees not to:

4.2.1 Contractor shall not utilize work product derived as part of this Agreement in
any manner other than as required by Contractor to complete its obligations
under this Agreement.

5. VIRUSES

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software, in accordance with the
Specifications. As a part of its internal development process. Contractor will use reasonable
efforts to lest the Software for Viruses.

6. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State's use of the programs
at the Contractor's sole expense. The Stale agrees to cooperate with the Contractor's audit and
provide reasonable assistance and access to information. The Slate agrees that the Contractor shall
not be responsible for any of the State's reasonable costs incurred In cooperating with the audit.
Notwithstanding the foregoing, the Contractor's audit rights are subject to applicable Stale and
federal laws and regulations.

7. SOFTWARE NON-INFRINGEMENT

7.1. The Contractor warrants that the Software, including any all component pans thereof
("Contracted Works") are original works of the Contractor that do not violate or infringe
any patent, trademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third-party.

7.2. Contractor warrants that it has good title to, or the right to allow the State to use all
Services, equipment, and Software, including aiiy all component parts thereof such as
third party Software or programs that may be embedded in the Software ("Contracted
Resources'-') provided under this Contract, and that such Services, equipment, and
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Software do not violate or Infringe any patent, trademark, copyright, trade name or other
intellectual property rights or misappropriate a trade secret of any third-party.

7.3 The Warranty of non-infringement shall be an on-going and perpetual obligation that
shall survive tennination of the Contract. In the event that someone makes a claim

against the Slate that any contracted resources infringe their intellectual property rights,
the Contractor shall defend and indemnify the State against the claim provided that the
State:

7.3.1. Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim;

7.3.2.' Gives the Contractor control of the defense and any settlement negotiations; and

7.3.3. Gives the Contractor the information, authority, and assistance reasonably
needed to defend against or settle the claim.

7.4 Notwithstanding the foregoing, the Stale's counsel may participate in any claim to the
•extent the State seeks to assert any immunities or defenses applicable to the State.

7.5 If the Contractor believes or it is determined that any of the contracted works may have
violated someone else's intellectual property rights, the Contractor may choose to either
modify the contracted resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially reasonable, the Contractor
may end the License, and require return of the applicable contracted works and refund
all fees the State has paid the Contractor under the Contract. The Contractor will not
indemnify the Slate if the State alters the contracted resources without the Contractor's
consent or- uses it outside the scope of use identified in the Contractor's User
Documentation or if the State uses a version of the contracted works which has been

superseded, if the infringement claim could have been avoided by using an unaltered
current version of the contracted resources which was provided to the State at no
additional cost. The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any infonnation design. Specification, instruction,
Software, Data, or material not furnished by the Contractor. The Contractor wili not
indemnify the Slate to the extent that an infringement claim is based upon the
combination of any contracted works with any products or Services not provided by the
Contractor without the Contractor's consent.

8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for tnaintaining all Licenses or
pennissions to use any third-party Software, equipment, or Services that are component parts of
any Deliverable provided under this Agreement for the entire tcnn of the Contract. Nothing within
this provision shall be construed to require Contractor to maintain Licenses and pennissions for
Software acquired by the State directly or tlirough third-parties which may be integrated with the
Contractor's Deliverables.
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9. SOFTWARE ESCROW

9.1. Contractor shall provide to the State the currently existing source code and any other
tools and requirements necessary to create executable or interpretive programs in
accordance with Attachment 2 - Escrow Service Agreement, which is attached hereto
and incorporated by reference within.

9.2. Contractor shall be responsible for all costs associated with the Escrow Agreement and
the State shall not assume any liability to the Contractor or Escrow Agent as a result of
the Agreement.

9.3. Contractor agrees that the State shall be entitled to utilize the source code in its
possession and/or demand a release of the source code from the Escrow Agent upon the
occuirencc of any of the following events ("Release Events"):

9.3.1". The Contractor has made an assignment for the benefit of creditors;

9.3.2. The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

9.3.3. A receiver or similar ofTicer has been appointed to take charge of all or pan of
the Contractor's assets;

9.3.4. The Contractor lenninaics its maintenance, operations, and support services for.
the Slate for the Software or has ceased supporting and maintaining the Software
for the Slate whether duo to its ceasing to conduct business generally or
otherwise, except in cases where the termination or cessation is a result of the
non-payment or other fault of the Slate;

9.3.5. The Contractor defaults underlhc Contract; or

9.3.6. The Contractor ceases its on-going business operations or that portion of its
business operations relating to (he licensing and maintenance of the Software.

9.4. Upon the occurrence of a Release Event, the Contractor hereby grants the State the right
to use, copy, modify, display, distribute, and prepare derivative works of the source
code, and to authorize others to do the same on behalf of the Slate (Contractors, agents,
etc.), solely for the purpose of completing the performance of the Contractor's
obligations under the Contract, including, but not limited to, providing maintenance and
support for the Software and subject to the rights granted in this Contract.

Remainder ofthis page intentionaliy left blank
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EXHIBIT K - WARRANTY & WARRANTY SERVICES

I. WARRANTIES

1.1. System

The Conlracior warranis that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2. Soft>v8re

The Contractor warrants that the Sofiwarc, including but not limited to the individual tnodules or
functions furnished under the Contract, is properly functioning within the System, compliant wiih

.  the requirctnents of the Contract, and will operate in accordance with the Specifications and Terms
of the Contract.

For any breach of the above Software warranty, the Slate's remedy, and the Contractor's entire
liability, shall be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performancc of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services.

1.3. Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all Services,
equipment, and Software ("Material") provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copjTight, trade name
or other intellectual property rights or misappropriate a trade secret of any third party.

1.4. Viruses; Destructive Programming

The Contractor warrants that the Software shall noi contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Software in accordance with the
Specificotions.

1.5. Compatibility

The Coniraclor warrants (hat all System components, including but not limited to the components
provided, including any replacement or upgraded System Software components provided by the
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Contraclor to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

1.6. Services

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with perfonnance standards, Specifications, and tenns of the Contract.

1.7. Personnel

The Conu^ctor warrants that all personnel engaged in the Services shall be qualified to perform
the Services, and shall be properly licensed and otherwise authorized to do so under all applicable
laws.

1.8. Breach of Dota

The Contractor shall be solely liable for costs associated with any breach of State Data housed at
their localion(s) including but not limited to notification and any damages assessed by the courts.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or lennination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.

Remainder ofthis page intentionally left blank
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EXHIBIT L-TRAINING SERVICES

1. TRAINING SERVICES

The Contractor shall provide Training Services that include, but is not limited to:

•  A training leader with a comprehensive understanding of the Integrated Data
Management System to work closely with the Stale to ensure training remains relevant
and timely for all Stakeholders.

•  Role-bascd training focused on the essential skills, and demonstrates.how to apply that
information in scenarios that are meaningful for users; from State Users to screcners
and program managers at birthing facilities.

' • In person or web-based training that mirrors the production systems for Users to
practice.

•  Training materials, approved by the State prior to trainings commencing.

•  Participant Training Evaluations distributed at the close of each training session to
gain timely and actionable feedback.

1.1. Curriculum Deliverables:

1.1.1. Training, referred teas OZmosis"'^', provided which included irain-thc-troiner
sessions, direct education of users throughout the roll-out of the system, user
manuals and a learning management portal with additional resources.

1.1.2. The online learning management system (LMS) is used to facilitate just-in-
time training by the divergent team of stakeholders. No specific equipment is
required for the LMS trainings other than a computer with access to the
internet.

1.1.3. A smart and Intuitive online LMS supplemented the training and development
efforts to train the large number of screening staff in hospitals to allow both
stale and hospital, administration to manage distinct groups by facility and
view reports of learning activities such as how many users have accessed the
training site, lime spent training, scores on quizzes and successful training
completion.

1.1.4. Continuing technical assistance, eSP"^^, is available for basic users, advanced
users and pro^am managers which are cusiojiiizcd In content and duration
based on the needs identified by DHHS staff.

1.1.5. Training curriculum includes cases applicable to the screening staff and State.

1.1.6. Onsitc training shall take place originally for hospital program managers and
State staff for eSP"'"''', followed by tailored webinars for specific topics on the
use of interoperability tools as they are rolled out and web-based support for
the "irain-the-trainer" approach.
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1.1.7. Program managers arc provided with ihe skills to reium to their hospitals and
train additional screeners to enter data in eSP''''^.

1.1.8. Basic and advanced screencr training for Hospital Users is provided. The
Basic screening is designed for the screener, and the advanced training is
designed for the program manager.

1.1.9. Slate Program managers receive both training modules at the first onsite
training. The first onsite training introduces cSP'''" users to the specific
capacity they utilize, a communication plan for roll-out, and hands-on
experience for building the skill set of program managers to train additional
users at their hospital.

1.1.10. The simple basic screener training focuses on the relevant components of the
system for each specific role.

1.1.11. Advanced training covers more in-depth information along with letters and
other communications.

1.1.12. The Contractor conducts hospital program manager training covering analysis
and performance.

1.1.13. The timeline of subsequent trainings tailored to participants and the stages of
roll-out are defined in the project management plan as agreed upon by the
Contractor and the State.

1.1.14. Basic screening training topics include, but ore not limited to:

1.1.14.1. Purpose of the system.

1.1.14.2. Overview of the system and tools.

1.1.14.3. Best practices for reporting and.siate specific rules/legislation.

1.1.14.4. Accessing the system and its functions.

1.1.14.5. Security and confidentiality issues.

1.1.14.6. Entering data.

1.1.14.7. Basic searches. •

1.1.15. Advanced screener training includes, but is not limited to:

1.1.15.1. Understanding roles and pennissions.

1.1.15.2. Generating reports and letters.

1.1.15.3. Monitoring program compliance.

1.1.15.4. Adding and removing users.
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1.1.16. Upon {raining completion, participants are equipped with the knowledge to:

1.1.16.1. Login;

1.1.16.2. Find support;

1.1.16.3. Add a patient;

1.1.16.4. Identify required fields;

1.1.16.5. Update risk factors;

1.1.16.6. Find to dp lists;

1.1.16.7. Add/review screening results;

1.1.16.8. Edit patient records;

1.1.16.9. Identify outcomes;

1.1.16.10., Update;

1.1.16.11. Professional infonnalion;

1.1.16.12. Make appointments;

1.1.16.13. Identify patient reminders;

1.1.16.14. Create a letter;

1.1.16.15. Upload a letter template;

1.1.16.16. Generatea patient letter;

•  1.1.16.17. Transfer a baby to another facility electronically;

1.1.16.18. Perfonn searches;

1.1.16.19. Exports and save these for future use;

1.1.16.20. Identify and merge duplicate records;

1.1.16.21. Enter and edit patient case notes (Audit Trails);

1.1.16.22. Update user preferences;

1.1.16.23. Perfonn reports and baby by baby reconciliation;

1.1.16.24. Enter hearing screening results and diagnostic data; and

1.1.16.25. Be able to navigate the Patient Journey.

1.1.17. Interactive training sessions held encouraging participants to provide inputto
continuously improve trainings.

1.1.18. Training evaluations distributed at the end of each training. Evaluation
feedback is available to State staff as necessary.

1.1.19. Training formats, topics, duration and length arc adjusted based on participant
State of NH Contract
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ouicomes and feedback.

1.1.20. Training conripletion certificates are generated and distributed to training
participants.

1.1.21. Slate User training is provided in the onsite or vvcb-based training. This
training is tailored to include system administrator tasks, advanced reporting
functionalities and orientation to the learning management system
functionalities.

1.1.22. Stale Users are prepared to use the system for daily monitoring and reporting,
and have an understanding of the end user roles and training' content for
screeners and Hospital Users.

1.2. Training timeline;

1.2.1 The Contractor's initial roll-out of onsite or web-bascd training provided to
State Users shall take three (3) days: 1 day for state training, 1 day for basic
screener training, and I day for advanced screcner/program manager training.

1.2.2 The Contractor shall conduct onsite trainings at a central location or web-
based trainings for a group of Hospitals Users as determined by the State.

1.2.3 The Contractor shall host weekly web-based trainings and online learning
following the initial training as needed to address special topics and provide
additional support and education.

1.3. Materials and User Guides;

1.3.1. The Contractor shall provide OZ cSP"""^' user manuals to State Users for
review.

1.3.2. The Contractor shall provide User Guides for hearing screening. Critical
Congenital Heart Disease (CCHD) screening, NBS screening, NANI,
Telepathy tools, audiology, advanced reporting and the early intervention
modules as needed. The training manual is designed for an intended hospital
program manager, the screener, the Slate or administrator. User Guides
parallel initial training and arc comprehensive in general system use and
specific module use.

1.3.3. The Contractor shall provide an online ^ide and also a hard copy as
requested. Guides will be available electronically on the learning portal. User
guides are updated when updates are made.

1.4. LMS:

1.4.1. The Contractor shall provide training sessions on the LMS with fonnatted
materials used in the programs. Training sections will cover each module.
Collateral materials will be made available to all train-thc-trainer staff

participating in the training sessions. Pre-recorded training sessions are
available for specific topics. Training resources are available to State User

State of NH Contract
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and hospital Users.

1.4.2. The Coniracior shall be flexible to suppon more web-based insiruciion vs
onsitc training should that fomiat be more conducive to Hospital Users
attendance and schedules.

1.4.3. The Contractor shall provide web based training and onsile training based on
specific user needs.

1.4.4. The Contractor shall provide onsitc training or web-based training for initial
rollout to promote buy-in and initiate a "train the trainer" process. With our
online learning management-system, new user training topics are also
accessible in a web-based format. We also.offcr the option for live webinars
as needed. We provide a mi.xture of these training formats for all our tools for
multiple customers. For example, currently in Texas we provide a live
wcbinar for EHDI program managers every other month, recorded online new
user training, and onsitc training annually for new hospital programs. We con
be flexible to develop a mix of training format that best meets the needs of the
work plan for this project.

1.5. System Documentation:

1.5.1. The Contractor shall provide training documentation that includes:

1.5.1.1. Agendas for live sessions;

1.5.1.2. User manuals for all users; and

1.5.1.3. Quick guides to conveniently highlight key processes.

1.5.2. The Contractor, utilizing its smart and intuitive online LMS to supplement
training and development cflbns, will allow the State to:

1.5.2.1. Manage users by facility,

1.5.2.2. Decide who has access to the training, and

1.5.2.3. View reports to know who has accessed training, what subject area of
training, scores on quizzes, and which participants have received
certificates of successful completion. Users will have 24/7 access to
courses and user guides for self-paced learning, reference, and FAQs.

1.5.3. The Contractor shall provide the LMS, access to recordings of previous live
webinars, user guides, training slides, quick guides, and access to the Trainer
to ensure refresher training can be implemented at any lime in a format that
best meets the needs of the state.

1.5.4. The Contractor shall maintain training manuals, agendas, and example
recordings from new-user trainings and provides updates to trainings,
documentation, and user guides prior to new releases as part of the pre-
production process.

Slate of NH Contract
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1.5.5. The Coniracior shall provide a Slaie-spccific user manual for all insiallaiions
ensuring screcnshols, workflows and steps mirror what the user sees in the
State-specific version of eSP"^".

1.5.6. The Contractor shall ensure manuals include Slate logos and do not include
any features not included in the State management system.

1.5.7. The Contractor Shall deploy a log-in page.

1.5.8. The Contractor shall include State logos on all materials published in
collaboration with the State

Remainder of this page intentionaiiy left blank.
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EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

I. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RFP DH1-IS-2019-0S1 Inicgraied Daia Mariagemcni System for Maternal and Child Health
Screening Programs, dated September 27,2019, is hereby incorporated and referenced as fully set
forth herein.

Remainder of this pagie intentionally left blank
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EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

1. VENDOR PROPOSAL, BY REFERENCE

OZ Systems USA, LLC Proposal in response lo RFP DHHS-2019-051 dated September 27, 2019
is hereby incorporated and referenced as fully set forth herein.

Remainder of this page intentionally left blank
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EXHIBIT O - CERTIFICATES AND ATTACHMENTS

I. CERTIFICATES AND ATTACHMENTS

1.1.1. Attachment 1 - Business System and Technical Requirements

1.1.2. Attachment 18 - State Agency Exhibits

1.1.3. Attachment 2 - Contractor's Sofhvarc Escrow Agreement

1.1.4. Contractor's Certificate of Good Standing

1.1.5. Contractor's Certificate of Vote/Authority

1.1.6. Contractor's Certificate of Insurance
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A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, ̂ unauthorized access, or any simitar tenm referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information." Breach" shall have the same meaning as the term "Breach" In section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section'two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential inforrriation
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records. Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or softvs^re characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any ne^Afo^k or segment of a network that is
not designated by the Stale of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and

• approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI.
PHI or confidential OHMS data.

0. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.-

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164. promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Ruje" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Informatipn
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute..

RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information In response to a
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request for disclosure on the basis that'It is required by law. in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in .violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email Is encrypted and being sent to and being received by email addresses of
persons authorized to receive such Information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, al.so known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via cenified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP. to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the da)a and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations.. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or othenvise physically destroying the media (for example,
degaussing) as described In NISI Special Publication 800-86, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology. U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and vril) provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Coritract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

vs. Lost update 10/09/18 Exhibit P Contractor inliials.
OHHS intormation

Security Requirements

•OS

tf

Page 5 d 9 Dale Uyi3/2020



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBC8367B7DF

DocuSJgn Envelope ID: 21B060AO-D809^ACB'AFBA-F8BDSC813E65

New Hampshire Department of Health and Human Services

Exhibli P

DHHS Information Security Requirements

3. The Contractor vHIl maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office,
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to Investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring sen/ices, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

-  but not limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement Inforrhation relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
irnplemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

V5 Laslupdaie 10/09/18 ExhibilP Coniractoflnlllals, 1
DHHS latormation
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is

/  physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data. Including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when In transit, at rest, or when
stored on portable media as required In section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentiaisi (user name and password) must not be
shared with anyone. End Users will keep their credential Information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSSREPORTING

The Contractor must notify the Stale's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will;

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

V5. Last update 10/09/18 Exhibit P Conlraclof Initials.
DHHS Information

tf

Security Requifemenis /i-)
Page 8 of 9 Date 11/13/ZOZO



DocuSign Envelope ID: 4384BB5C-67CA-4A62-ADD1-8DBC83E7B7DF

OocuSign Envelope ID: 21B060A0-DB0e-4ACB-AFBA-r8eDSC8l3E65

New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so. identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit P

DHHS intormalion
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ImjaKi. nt via NANI. W'hile sie tvennuiietaJ users create nrssHsS piit* in aphwJhg
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IM-J.I •• Pnn-Ue PlufTCi Oucuitacnutua. bnh ekctreoac ifid
P'P''
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B4.S AeciwTvmlate the nifibi nmh of KK InRfiacd data
mtMttnvH uirrv via web-tuudijMcndt). TniniD|t
^111 tv wtwdokd m aeeomAMalaac the Iratrdng nretK nf
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IM.I Provide quatifird veodur uarTmi fir etealini vviuov
Nunm repnrti

hi Ye* Sundacd 02 S>werRv raeeiv ihn requirement fully and we have protided a vumnaaty <2 uiar
apptrtach m mintni b nar revpnnve to the narrative

H4.« Provide ahtliry fur ad hi>e Rpurt ctc«iin M V«* Standard 02 Syvlemv nveeiv thiv rcquirenKni fuUy, Ad fax rep>tnv are available fir all nuahilev
and drxrihed in iknall In out revponve to the namtive.

tw.io PtutUc ijualilVd vendor ala(rBi| hi ufdaian) eWvintaic
Tiln Ki Che «)wem

M Ye* Siamlard M'r wndcrvtand aral w ill nrnpty. 02 Syvtenri pn>>'idcv a team U pnilcvviimali to
avvtvi in every piviferL Stafring tklail* aieencktved b itur reapiuavc lu Appeiadia U

The STdmShaD:
tw.ll Allow New Hanpditre UHHS Syvann AaiRdniureiurtv)

aod taiMn»aSi)vbaMd vwrv to naer data anttfar tuhoai
data via ekenuoic ribttl. in a fmnai ■noiuall)' agrwd

hi Ye* Srsidard 02 Syviemv meeii ihnretpiuemcia fully. The btegrated child heiUh tecntd beSP
allow* awn with aece** luenin <a vufamii tlaaa beketranlc Tiekh thiv ean he dcuK
nanuallym *u tutxnjaed fumuH,

IM.i: Allow NH UHHS S)W«n Adnbidtalurl v) b apdatr.
ipprota and maintab NH-inteiraied dau nanatetncM
vjntem aver acetwntv faa.'hHljng graniini prrmlvvkm
iiavrd ewt nib

hi IV* Siatajard 02S}Mem* meet* thHiequiremeni fully,

HJ.lt Allow NH UHHS SjMCRi Adinl(ttvirabwl\)a>dedu|tlicaK
■ectxtk

hi Vev' Sundatd 02.*)*'cmv irteetvihK requirmteiil Itally, Sytlcm adminiunatiM* can have icce**
ligtav to ilcduplieaie teutirdv

tU.IJ Allow crcalaai n( N H inteimed daa minagcntem riarm
lencrx

hi Vcv Sisaitrd 02 SyKtm* luUy meet* ihi* rtquiretneni and it n b a*e b multiple jutHdiciion*, The
02<SP'^ SjKem idenliric* what kner templaac* are arptkahk ftu a cUenthawd nn
wurVflvrwanlcllcai bfurmaiiun. Lrtten ran alwi manually he applied to client,
S)-*<eni recrud* metadau about nhai knen have been ereaicd and vertt fur a eliew
bchadini tlatc, tjme, uwr and mralifVaiiinv. New lener icmpbicv nn he erraard and
i4d tcmplaarv ean he trehtvcdhy nattaicved avert.

DJ.I4.I w AUtrw cnaiiMenanee of luiuinjirO NH iwctnted dau
nurtaeemeni arwiicarion fotm Irtten

hi Ve* Standard 02 SyvacRW rrt-ett thia mptbernmi fully.

U4.IJ Allow term btrtnal nwvu|m| hciween NH Integrated
data manatenteta uvrrv

hi ^V* Simdanl rSP ean be eonfltared to verad akfl* to pcuvidert bawd uneaie vialu*. Caw rauc* are
jvallihlc lu wevrelf rnt>«l free teat informatkm aNioi a caw.

114. IS AUnr 'Opt Out* Capahtlilbv M Ve* Standard 02 SjKcm* meet* Ihi* requirement fully. Our *y*tcm eapiure* iipl tail at itw point of
wiecnbg.rvfu*al frr further wnke* and this ivetuirigurahk bawd on huvlne*. rvk*.

lU.IA.I w Allnw ahtliiy In IdrMil)' ramiUrv (ehiU and hi Ve* Siarabrd 02 S)*iem* ntevl* ihi* requWemem fully. 1hl* informaiion ean be added ao an infant'*
rtvutd and o aeaKhbtk araj cvpuiahk

•• Alkiw ihililyioeonritate Dadncvt Ralo hi Ve* Staralard 02 Sywem* rrvetalln* retfuircmcM fidl)'. We have eimTifuied twr *)*acm an meet
larvine*. rale* for etleau* fir over }} >eafv

iM.n Allow the aMliiylo hni ippficaiiuti in htntx <M with the
vTtafca

hi Ye* Standard 02 Syucmv ofTrn fWvibk opt'itn* fur boiib|. We have elacntv who latvi b buaaw
iial vther* whohovl wiahav, bnurevperience we find ho*ab| with ibc venhn at br
the RtoM vuccevvfiil aaad couwfrev'tlve me thud

, ...

lltrVtftdor ShaR:
US.I Pntvide tenetal tyvem admlniviniWa) beluiiin|.

fvnctiiaiv lelah-d ■<> thv ttayjit^)' inaAaicmeiH of da.*
hardware, adiwirc. nciwtal t/vtetn, anddaiatiaxv

ht Vev Standard 02Sy*iv'ni* meet* ihi* rcquictna-nt fully and we ha*vdcwritMl tbivpnirv** iniwr
revponw to the rurrjitve.

HS.3 Provide {tneral tjweei admlnalrailiat tnehnlini. wewtty
rewrKitatcivitnilvoalhe Veiajia'v waff ahnpnnidr
aibniniviralve irrvtcn

hi Vev Siantlaid 02 Syvlern* mcetv abi* requiientrM fully and we hate dewtifu-d ihi* pence** b out
revptaw to the narrative.

tlSJ Pro tide admWvoatite tcrvicet at include hovlbf-tJie
hanlavc and tdftware adnualttraiain; ciafc tiaJ
awetwnen table rnHnacrunee: at well tv vaiievt dau
eietonfrt wiihoehei related vcflwarc >)viemt.«.|,
SK-H l>jtt IJnltrroala hlCH IHta M»f1

hi Ye. Staotbrd 02 S)>aem> mceiv thi* requirrmrM fully and ve have dcwrUvd thi* prueevv b uwr
tevpunw lu the narrative.
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uy4 "nivik icncral tyvcm Kkninnraxn incladi(i|.
unakm rebnU n Ot day*>-dty sunatcinm of At
hanhtvc. %u(l*vc. net«'urV mJ dMtwtcN

bt tet Smlanl 0'£ Sytteim trrcn (hit (ctpiiivmeM fitily aral *< bate ikvrihed ibit peneett in nar
ittpunte iu the nanaijet.

lliilh • High Irnl -  • ■ - i
UCH The >i^w«n ihafl prsvtd* Cvr:

UCHI.I M'dHtancUduscnayuC Hinh C'lndaiura H-nrniap M Yet Sitntbnl OX S)Mrnn nvti.t ihi« retpiirenwni fully. Our cutrmi tertiun albnet fie rtnry nf hiith
cunJiitimt teicening lua a uter friemlly web (tni

UCH IT AhiUiymtddcooiVmiikM cKu chtU brcn lAClwkU
In Ok SMS (Special Mc^l S«rvkc\) NH «UK lyuetB

M Vet Siandarti O'i SytKim aU»w t fie addiliieul painSdcrt and cnmUmeti in tcrt-icct k> be Captured
in ibe Inaegrated ehiU heiHb rectid

BCHIJ Aht&y 10 ItinJIr *Opi Out* condmnn per KH
AOmioluntivc X«k

M Vet Statdard OX Syttrma inceit ihit icipiiretnenl fully

HHCIJ.I -SHKuU.-Hf-rJOnMtfi im-arrVn;

MmVmlrVtlaK weneioAif-

■nVnOHml

SenVI Aihk lia/U yui rrarh H'-PM) PIMTH
ctiyomoA* ppocPAii

M Vet Staidard OZ SytKiat Btectt ddt ictpiiicineBi fully

llinh ('••ndilmnt. II4LVI flf^iinmeili. -  --- 1

UCU The ir:Qtfii ihaO prvcMe for

UCDi.i Data Drmetm rviflipio - See AwrPaieat Ai bl Vet Standard 0/ Svurmt cvntoMd utiutiiM Inebttiet ibr data eiementt in ihlt tabie
UCUIJ Da«a MifntkMi fnm the currm tysiem - Ali. Vcata bl Yet Stanilafd tb'e aruptepand uttnigtaie legacy tlata. We have ptuputed ptueeti Out hat been

tucecttfui tnc at in pati legacy daa imfteiv bligrsticB it dcKiibeil in detail In oat
irtpuBte tu the narratite.

BCOIJ AbitiiT H> enter rKkShevd iwtn bl Vet SiandanI CiK nuaet arc ttandird inet-errchiU hcalA lecuad kieSP

t)CUI.3.l - HrrcTevi bl Vet SiKidanI Hat Kit data ran be added in letenl pmiuett itf the cbJU health recwtd

BCUI.3.I - Hoikr Mate/Viinm ? Yet StandanI OZ S)Meint ran nffrr fnmtt bated un butirtrtt lulrt. Thlt nay retptiiT Cuttim ttocl,

HC0I.4 KeiXHiifli

UCUI.4.1 - Mei«>na caanytln linclodei Keilet*] Kepunln| A
Pi»(ram Kcp>«iin| INHDPK • S'atitnal llinh Defcett
Prctcniiun) See AotfhmtulAt

bl Vet OZ Synerm ndiutt captt and repining funrrinot nicvi thetc retiuirertKnrt fully. Ihe
OZ Adtanced iep<nlng bad icetanttbAlatct nil repunt in Ah

BCOI.4.2 — Ability k> eicMe Lertcrt Ivilh TenpUm) See
4(lBea«e«f A<.e-'0

bl Vet Srandaid OZ Sytieint icncrt (unciauuliiy w lih tenrplatet mectt thh rctiuifcineot fully.

1IC0I.4J - iCD 9 a«J 10 <>«let Its tesrehiei A icpinina See
Amekmtai AtlS

bl Vet Sttndard OZ Sy^emt nu-ett Out le^iienKM fully

l)COI.4.4 — Ability aj 'Save At* fw rcpunt (e.g.. palf. .diva. .tat.
etc.)

bl Vet Stvubnl report uatputt ean he lated in teterul (inBait, AtUiiiunally. report filacrt aod eipai
fumoning ean be uted foe furure ute

\('fUUiil t'BiitfniLtl llmrt • High ItttI .

CCH The irstrm ahafl provide Tor
CCHI.I Web-biKO ilata entry CCHD ierecnin(> bl Vet Standard OZ Sytlemt CCHDcraithile alkiw't (te wch-haud entry uf tcieeningietuht Alt can

he manual <« tia trmenint rrtt<niK.-<>tWneter via KkiuArCCHU

can .2 l>wnS>ad<d Ukclnnir Kcshh HcnifJdiHKlttaia bl Yet Stantbrd OZ NANI pntvidtt anberuted and tetifuhie deiratgrapbic inftimuiMia diiccrly fnen
the IIHK in rrabiimr

CCHIJ Capturing icMiIlt ftum aciccning tpecial ikvlcet bl Vet Standard OZ Telepathy CCHD mcctt Ait mjuiremeni fully npturloi tbu diiecily fnen
Otinieicrt

CCHI.4 nmcl) Data • Wbhin 24 hiiurt uf lercenlni bl Vet Standard OZ Syttrmt data arc real-liiTK trrA KANI updaict happen at uun at Ae UHH it ,
Bptlated UHi tcreeoing retabt arc at-ailahlr at tniio at they are yieamed or nlded
mirMally.

lOiiieul {'ciigiaiLiI Hml (I CHIH • Hilail Kt^'iinnunK
CCi> the ftatean <haO pmride ftr. i

CCUl.t Data lilrmetat eumpica • See AatkmtuA2 bl Vet Siaiubid OZ SytKint BKCit Ihit tryuueineM fully. Wc hat* CCHD inttajbiaint ui mukiplr
ntrStdlcAmt irKetlni the data rlrmrmt ncauuerTKMt irt Artx-htneni A2

CCOIT Hepoeiutg

CCDIT.I - Kepurlt CAMnptra See AOoehineMA/ bl Vet Statubtd OZ SyMenrt tneeit lUt requirement fully, We hate CCHD ittttalbrinnt in multiple
juritdicratnt meciing rbc ncpiflmj ret)ulttnwMt in Atlachmcnl A2. Our current
CCHD Ttpei mirTtin Ae elrmmft araJ fienuHing In the ciamplc.

CCDITT - Ability lo'Saee Av'fiwreptxule.g.. .{uif. .itnet. .ni.
EK.)

bl Vet Siandanl OZSyttemt mcvit Ihh tct|ulrcnKni fully. Kepunt andctportimaybe utrd in
muhiple file formUt including but nni litiuted b> liteci. .lU f<e eaty thjfln|. ditpby.
indlnegrVbtn wbb other yaiitlieil wiftw-aie.

CC01.S AbiSiYtuenKc fKU-hawd noaet bl Vet Standard Caw nuctaie uantbrd A etxrvCbiU bealih tceied ineSP

CCOIJ.I - AUIity ao iSxruBEat OB tuMea leqtalring (unhcr eve
•jW inWTtciuinn

bl Vet Stmlard OZeSP it aeumlnutuit iif eare utiutkumel'ing ail uagm nf the pnteett laiA rule
hated rate patbt and tcatuwt alerting prutuJcrt when an ietfam rrecivet eare andhe
nccdt futAeicaR

CCOIJ.2 - Ability ii><kKvin.tN ctttc tonrtlinatkn at nenktl bl Yet Siantlard Care CtioRlinaiwrt it a natJule A eSP. Uwa can inek ptamr culli and caic
eitHdiitaiiiin efhnt. htrate mfanrt in need uf caee cikmliMekm and ntn lepett
tummarlring eare eutediiwiun efftert.

CCOIJJ •• l''iceTe.«i bl Vet StaltdanJ OZ S)Ntemt natvit ihit miulrena;ni fully, We aentmrruabte free lexi fieUt

ccm.V4 •• (Itnlet Plale/Konitt P Vet SiandanI OZ Sytwmt ineeit ihh lequlietrteni fully,

11'-aily lite iiig I'ruilwii A Inltmalton'-H'.HI'H • High Itnl
.. . . ... . . ^ .|

liHH 11ie c>clrm ihaO peot ide for:
eHHi.i Web-hatctl data enoycf HHDI tciceningt bl i'et Sbntlanl OZ Syttemt meot AK mjuirrmcnt fully. UHDI tcrcenlngt can be added A the eSP

w eh-hmed Ategraird ehiU heahh record either manually thnuigb a wcb-fiam. manual
flat file infun fiwmat ftum tctecniitg A-ticrt, tK vu atMunaacd impon with
Tekpaihy UHDl.
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rtforine ivwli^ (mm tcmnini uvcUl dmirm hi Yp. SaatanJ OZ Syxwmx neeix Uih fR|aliTmea. hVe nfxwt ttxtiltx (mm xerttnni lirxieex b
itwbipir jarixxUcilum. T2i]>rantrthme x-a muMal (la (lit Impun (him xritriting
Jex'icexiviutiimunj Ifiymn x-b tberlirM-xidr Telepoihy liHDl wxil. IVe o((ei bib
ifilunx b ibix pnjpixal

UUilJ Ciijattility k> flsf hitb-ri\t ieriM xivcnini «nd M Vex SiaMbrtJ OZ SyxKitb mceix ihlx tetpiifctiKiu fully. Wr oKer a enmlouotn of care KM 01
Htbiuin mreiifli all tiiia Ctimniilire tut Infai Hewb| ivx)iiirmnix. Wr vapiuic all
cIrmcKx in the CDC xurxey. We ciprjrc rKV indirahm ax xkOnrxJ by ICIH aaJ nik

la.'^raie paOn Iriua namiinrini xerrenini nt R(enal u>aud*>hifyhavd imrixk
(acam andoalcomex. Ktie.tampk. Kan infani K mariexJ wirb family bixaiiyof
learirif k>x> andpauex abitlh xrtcca. OZcxP ixlU msser arixk mxmiheing xeteenin|
rat path (ir lari (idUm'tip. If a hinh xcrtming rx ittarlcd laR inJirairO fxn mcxjical
rraxexB, the uxrr h aimed Ri ctfrr u aotiixtlogyaml.xehtthik and anxantmetu.

ijifU tt*onn£ ^ Inlffttution ' -1

UHD Tbc iiitcra itmll aret'Uf (or

liHOI.I U«u Eikmcntt eiMia'A ' ̂ Aathmtmt'AJ hi 2'ex SuDxbnl OZ Syxima neetx ihix ■tiruitttnem (ally ami Aexe daa rktnmix wt in axe b
imiklple jurixdkliufK. We uffet all eirnwnix Reummemlrxl by CDC (•* UHDI-IS.

tiMUI.2 Das StitmiiMi (nm ihc Aur<> t^ucm • ippni^knaielx 2 M Vex SuiHlan) OZSyMcmx ix pttpoitxl to mi|taic ksacyxbu. We haxt uffcrcxi ihix xerxkc Rielkntx
n the paxi. Moxi mrmlyki Ucbwaic b 201S. Wr haxr kfacytlaumifraiiixn

idatuvd buui ptxxfxixexl prxijeei plan,

UHUI.) Ahiliir m fturr (kU^«d hi Vex SiMkUrx) Ci<* miicx we xundaxi in excrychiU health rmrxl ineSP

HHUIJ.I - Abilax u ducvmeni ua biMct reyoWfli fanSci etn
uid iifPitwion

hi Vex Siaadwd OZ SyMctBx offerx a contiiMwin of rate xtaluiiiRi fw dtvutrealini rare fmm
xerrenin|. diafffeMk. a> iMnveeiion. Vixlu and rtfcnalt to UI and tptrialixix may
fvxkvwwmcxiand aiaplKkatiiieand IKSPilaicx maybecaptwtij, Uacb atUkionuf
<bu pninpixnext xirpx b tart haiexl on hex) pnniro.

llHOIJ-I - Ability w docvSKAi rwe cxmlkuiina nenkU M Vex .Cumtanl CtR Comdbaiixin ix a naubk b rSP. Uterx ran tnrk pbmr ralK and Cart
n«Milination effonx, Inrar infaMx in need \t( cale rxwrdbaiun and run lepxaix
xtMMnari/bi cart cxRixJlrxukin cfToeix.

UHOU.} - Cite Trie M Vex Siaaxli/O OZ Syxicmx meeix ibii lexptlreineni fully. Wt aroimininlaie free wa< fieUx

— lUiiler Itate/I'nnm r Vex SuAxlaxJ OZ Syxtrmx imtx ihix rtx(uiieirKm fully

liHI)I.4
- Rrpotu ciwnpin SrfAatekmfiiiAa.H hi Vex SiatMbnl OZ Syxirmx uKerx ad bk indcuxtiRn rrpxitx meeibi allexampkx b Auehmctu

AS. Out C12C !«(■■" nffercd a'iih an annual vpxbae hi meet any apxlairx (nxn CDC.

- AhUhyfcitttae Utitn (witbTcniftolrl Srr
AatfkmtiuAKt-IO

hi Vex StaabiiJ l.eratx xxitfi amplairx by care path are a xamlarJ pan xK eSP. OZ Syunax hiUy
cncelx ibix lexiaimneiu aid it K b u<e b muliipk juriMbciRHix. The OZ eSP'* Syxiem
kkiuKkx uhai kiar icmptairt ait applirahk fue aelkia taxed xm auiS(Vm' and
ellna iiKixnnaiinA. Lenetx can a>x<> naruully he applkd w cliem. Syxaem rcvmh
owlxlau iKwl «x-hai knrrv haxe been created and tent ftir a elkta inclwlini dale.
dinc.e<ec aiuJ miOUicaiimv Neu knee imptoiex ran be miuird and oW amptaicx
ran tc arrkixed by aiihorbrd uxerx.

- Abilily*" *Sate A«' (<r itf>«t\ [«.(,. .pJ(. .thct. .iai.
nr.)

hi ' Vx-x Si»ImxJ OZ SyMvmx men< ihix tex}ulrrtneni (ully. Kcpxetx and cxpunx may he xax-rd In
niuhifilr Tdr fxiTnax briudlaf hul ml llnilml mi liicel. .i\i r<«raxyxhaiiB|.dixplay.
and iMrjraliun <xiih tibrr xtatixiicil xofixxait.

l.\Va Arirn V'irii/i'C r,\flS| • rrtiCA -  • 1
KHH Tbr .riTirni obaO ororldr for

KUHI.I Lioiifti o( the Kro-bora «-iu) reeved nr« bora
inceams lat> itutb>

hi Vex StatibrJ OZ S)>iemx neeix thh leifurment fully ue ofTet xHuJ lectad linVb| b muh^
jxuixtliclixNn. With birgraled dcRUipaixbic bfarmaiiun axkiljbk b rral-dme frum
UKRx. the vale xxUl laxv linnk.-ilbk reexud eteaim lu bkbie ibr xciecabg prnrcxx
u'libmii the need for muRial IbLbg.

I.V»«fr<»/n Sfrf/r/nplV/lM"-/4rWt7K/fluif«M»(rn... . . ..

SliUI.I Uai Klein(n>> ceanplm- Utt AaaehmtAl A^ M- 2'cx SiaxxLm) OZ SyNtrmx mrrtx ihix texiuirtmeni fully. All dau ekmeiRx b AtiuchnKM a arc
axallahk.

NIU>I.2 l>a» Slipiliim (nan ilM MCH t>ju UnVif e tyurm •
AUilai

9 Vex SundvO We can aexHnixKdak: kgacy data nil|r>ik« and have Included ihlx tx a mikxtiuir b
ihr pax^-i plan. Wehaxxpnnlded kgacy xkiU knpuRx (>■ muliipk jvrlxi&ikuK.

KUUI J.I - Kepiirtxoanplce St* AOaekmfiUAt hi Vex SiaiJan] OZSyxterax u/frrx rrpxetx thai iiKei icpxnini eaainpkx b Attaehmm 9. We haxt
pnaxidexl a list uf umrof ni ftcxjueinlyuxcd ftpxelxb the ad hue lepurtbg xrvtionof
iRU Mrraiixe xamnury.

SI1DU.2 - Ability iv'Saxe At* (ur rtpiwtt (e.g.. .tJoc*. .ui
etc.!

hi Vex SiatxlaO OZ Syucitix mrrtx ihK rtxjuimim fbly. Krpxmx andcxputtanuybcxaxrOb
mubipk Tile furmarx incl«db| bxn mi Umited ix> UarrL .lu fi* eaxy xharins. dixpby.
and iMxiraliiM uith ilhrt aiatlviral uihuift.

1 IVfiiJi Uti/in'irmrnt' ^
VKOI Viul Krtiird Kuntbci 112 • Shall he i%xl|ned by the

KHVRIN tt-urm

hi >'ex Siaxibnl OZSyalrmxranrapivmhc nundxei ixxigmxj bylhc .xyxirm

VKDI.I — Cifhil he mliietl hi Vex Sijnxlanl We raneunfiture ihix flrU xo k ran ni h.-edited

VKOI.2 Viul Suiiwict DoU |innv(nTvO (naa ihr KHVKIN
xvurailix NOT rdiubk

hi Ve. Sistxiaxl Wr ran ctuxTifuR ihexe Tirhlx UI ii ran mi bx-rxliied

VHOIJ AO Viul Sullxiiet (2a> (agtalacd in the pntgiam area
mnJukx in ediublr

hi Vex SiaiilMxl Ormtcaydtir xlau mklrd b eSP ran Iv cdikd hoxoJ on huxbrxx txikx uiihb the
ImrtQird rhlM hrahh dau. Ikrauxr »e are trflrrint an bai-tTsird uxlutkn, the
dnmifrtphk data and ufxlatex will b; ax-ailabk an aD paxisuain {UHDI. KUS. CCHD.
8CPI ■
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SJttc KentiirrnKoU Vendor |

,K«,.
Keijulrcmcnl l>e^pilon Crillcullly VtndiM-

Kirtponve

Driltn?

.Mettwxl

CommenLt

.  . 1

Tl.l

All nmponencj of ihc Sofiwtrc ihait be rcvic«Td *nd
lesed lo «niure lhe)r pnNcct ihe Suie'( «'eb .«iie ml
ii< rdased Data ttvK,

M Ye.t Starxlanl We uDdcrttand and comply OZ Syuem cecurity ic.tiing meeti ihit

redubcmeni fully. We have deterihed our ic.tiing and tccuriiy procedures in
detail in retnnnte to the narraioe.

TIJ

The Vcntor ahall be mponiiblc roe pni\i<lint
doeumemaioa of .wcurii)' lsiin|. appTOpruie.

Tetu .than focut on ihe lechnieal. adimiuiirvivc and

pb)'uc«l weurii)' comnSt ihu have been <leM|netl Imo
Ihe Sysem svluiectutc in ondet lo provide ihc

neeeuaryconrnlenii^iiy. imc|rii/ind aviulabilii)-,

.SI Ve.t Siandard We imdertiand and comply OZ Syttem .tecttfiiy testing mecu ihit
rct)ulremeni fully. Wc have'de.tcribed our icuing ai«J teeuriiy procetlumt in
detail in retpome to (he narrative.

TU

Provkk evidence iha suppons ihe fan thai
IdeniirVaikin and Aulhemkuion icjubg hat been

receMly accnoiplithed: wpprm.t nbiainini
infunnaiion abtMC thotc paniet aiieniptlnf lu kig onto

a lyaem or tppticaiion fot lecuriiy purpcKct and ihe
validainfl of uten

M Ye.t Standard We underttand and comply OZ Sytieim teeuriiy letting meei.t thb
rcquIremBni fully, We have deterihed our letting and .teeuriiy ptt>eedure.t in
detail in rctpnntc lo the narrative.

TI.4

Tea for Aecett Comrol; tupporvt ihe managentcnl of
pemustieiM for logging onto a conpuier or neittori

Nt Yd Siandaid We undersand and comply OZ Syttemt teeuriiy testing meei.t thit
requirement fully. We have de-tcribed ot* icuing and .teeuriiy peocedue^t in

detail in retoontc to the narrative.

TIJ

Teu for cneryption: Mippocu ihe encoding of data for
MCuriijr purpotcs. and for the abtliiy lo actcit (he

daia In a decrvmed format from required loolt,

M • Ye.< Siandanl Wc unJeruand and comply OZ Sitiem .teeuriiy letting meeit (hit

requiremen fully. We have dcteribed our (e.tiing and .teeuriiy pnwedure.t in

derail mmoivnte in Ihe narrative. '

TI.6

Teti (he IntnKion Deteeiioii: tvpporit ihe deiMion of
illegal entrance into a computer .tj^iem

M Ye.» Siandard W< underuand and comply OZ Sytiemt .teeuriiy letting meei.t (hit

retiulrement fully, We have de.tcrihcd our letting and ,teeuriiy pR<edurc.t In
derail in rcvnonte In ihe namiive.

TI.7

Tent the Vcririctiion feaiure; wpporu ihe
conrirmailon of authortty lo enter • com(>uier i)«cni.

imlieaiion or neiwori

SI Ye.< Standard Wc understand and comply OZ Sytiemt .tecuriiy leqing meet.t ihb
mguircmeni fully, W« have described our letting and teeuriiy pttMedurct in
derail in (evoon<e in the rurraiive.

TI.8

Ten the U.ter Nianagemeru feature; tuppon i the
■dnaniuratiOA of computer, ipplicaiion and neiuori
acentmit uiihin an orxanlraiion.

M lev Simdanl We understand and comply OZ System teeuriiy testing meets ihtt
requirement fully. Wc have tietcrihed our te.tiing and .teeuriiy prueeduret in
derail in resnonte 10 the narrative.

TI.V

Tcu RotefPrivjIegeMaiugemeniHippoat the
granting of abilitict to utera or groupi of uten of •
eomBuier. aoolicaiion or netnorl

St So SimdartI We understand and comply OZ System .teeuriiy letting meets (hit
rtquiremcM fully. We have de.terihed ottr testing and .teeuriiy proceduiet in
derail In retitivnte in the narraiive.

TI.IO
Teat Audit Trail Capture and Analjr.iit: .tuppiiat the
idcniirtciiinn and moniioring of ariiviiic.* aiihin an
aoriicaiion or tmeni

M Yet SiarxbnJ We unJertiaruJ and comply OZ Sysicmt .teeuriiy letuing meels ihii
requircmeM fully. We have deterihed our te.viing and .teeuriiy pn<eduret in
detail in rett)on<e in ihe narraiive.

TI.IJ

Tcu Input Validaiion: cnturen the applieaiitm It
pnMceird from bufTer overflow, crott-tilc tcripiing.
SQI* injeeiion. and unauthnrired aeceit of rdet and/or
directoriei on the terver.

SI Yet Siandard We understand and comply OZ Systems seeuriiy letting meels ihit
requiiemem fully, Wc have described uur letting and .teeuriiy ptTKeduret in
detail in retpnn« to ihe nanaiive.

T.I.12

For web applieaiiona. etuure the applieaiioo ha.t been
letted aiwl hardened to prevem critica] application
tccurity fbwa. ( At a fnnirnutn. the application thaU
be letted agatnti ail fbwj outlined in ihc Open Web
Appiicatinn Security Project (OWASP) Top Ten
(htipy/wwv.owatp.org/inde.v.phpfOWASP.Top.Ten
_Pmjeci»

St Set Standard We underuand and comply OZ System tecuriiy letting meets ihii
itqia/eoxrR fully. Wc have described our testing tad seeuriiy procedures in
detail is retponte in Ihe narraiive, ^

TI.I3

Ibovitk ihe Slate with validation of }rd party iccurliy
reviews ■performed on the application and X)'tlem
envhonnvm. The review may include a eon^inaiion
of wlncrahiliiy teaming, penetration teu!ng..ttaiie
anal)tit of ihc totscc code, and cipen code review
(pleate ipecify propoted mclhodotojj- in the
coiTwncni.t fiekll,

SI Ye-t Siandard We understand and comply OZ System .teeuriiy testing niecit ihit
requiremeM fully, We can provide ihi.t documeniaikw at the uaie't reipieti.
We have performed third party reviews in (be pa.ti and ean provide the Bate
with (hit validation to rtxinrm It meeit tiandardt

Tl.!-!

Prior to the Syttem being moved irao production, the
Vendor .thall provide retuli.t of all teeuriiy letting lo
the Department of Information Technology for review
and accerNance.

M Set Siandard Wc understand and will comply

TI.IJ

Vendor .thall provide ducumenied pnicetlttft for
(Tagratlng appiicatinn modiflcaiiOAt from the Uter
Acceptance Test GAvironmetu lo the Production
linvironmeni.

SI Yet Standard OZ System nvtit (hit requirement fully. Our UAT toting and niigroiion
procedures tre described in detail in our iwponte to the narraiive.

.  w ... i
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Business System end Technical Requirements

T2.I

TTn Vcmjor mun icsi the uti ihc «y»iefn
u«in| Ml indiMr}! tondMTl ind Siae ipfviivcU ie«iin|
mcihuUuloijr at mote fuli)' docriboJ in Appcndit C-
2. TcMlng Rcqiarcmentt: S«ciionC-i.} TeMift|.

M Yet Surubnl 07. S\veiR< meeit ihit miurrmeiM fully. Our Indutiry usndanl lei
RKthOdoloiy nlignt u-rihthe raeihcxinlnfy Oeterihed in C-2 and C-1.2. We
have ineltidciJ tamplc letl plant in the appcndu lt> our ie([«<nK and

detetthed our .uiftwan tetiini in derail in our tesponac ui the narmivt.

T2.J

The Vcndw mutt perform tpplicaiian tuett ietiiA|
anJ «unia| u more fully detcribcd in AppendU G-2.
TcMi«| RapBPcment: S«nioaC-l.}Teuln|:
Pcrforminct Tuninn «id SircM Ttuint.

M Vet SiandanJ OZ Sy^ent mecu ihn retpiireiTKni fully. Our indutify tundard icti

inrthodoloiy alipM >viihiheinrthadolnfydc.taiMinC-2 mdC-IJ. We
hate included tampie test plant in the appendlt lo our retpontc and

detcribcdotir tofltvare leuinc In dnail in our rcwMtte loihe narraiive.

•nj

Tbe Vendor muu provide documewitd proctdm for
how to tynr Proilunion tith • teuini

environfflcM.

SI N'et Sundatd OZ SyuiiB mecLt ihh topKiTmcM fully. Wc have docutnenietl praccdurei
for tync of productioo ttidi lettint cnvirenmencv Wc rcunrc the darabate to

the teaiinf envunnmeni and tcrub the daia for leiiing purpotci

TIA

The vendor muo dermc tnd too diutier reenvery

ptoceduru.

M Vet Sianibnl OZ Sy^teint meett ihit requiremeM fully. We have a ucll-tfenned ditaticr
mtovery plan. This plan it uiaehed in our retpuvte to the narmivt AppendiA
D.

ftJ
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Butlnosa Syatam and Technical Raqulratnente

hon"hm:.(:i,oi:ii Hi:ytiiMKMr-vr.N_ 1

Suie Vcodttr j

Kfql Rr<ialrcmrni Dncripilm
CritlciD Vendor

Krcponee

rwit'ery
Method

ComnKitU

Hl.l Vtndnr .Oull pmvide in ANSI/nA-V42'ner 3 Oui Center nrcqultttcni.
A tier } Csii cenKTrequIro l).Mutiiple inckpeiHlmi dutributien puh«

vrWni ihe ITceuipffleni. 2) All [Tcquip>ncni nna be dual-pemered ind
full}' ctmpHibk with Ok loin^y iRMiecture end
XoncuTfreily nttinuinihU mw infrean>ciur« »°iOi (»pr«itd •vtilibiliiy
nf99.9S2«

M Yet Siandani OiC Syutmt data center meett Otit rtquirenKtii fuUy. We can provide
tfaicunKiuaiim nf our dala center ctetiricsiitin vpnn retjuctL our

sytiemt are housed in multipte. crfiiriedTKr lll« daiictniert in
tcpariie (eojriphic rrfinas of the LhniedSuiex to provide recosrry
and butinrtt crwuinuance npetMinns. All hardware marruainx a
'vptiriK and earrir.t at katt N*l redundancy, end-irvend.

HI.2 Vewlnr thill nuiMiin t wcux hnuing cnnraameni pnnidin| all

ncccauiy hitdotit. lohatm. and Iniemea bandwidih in maiufc Ok
aoDllctilna ind turom uwrt ttHih pennivtlnn biMd lofint.

M Yet Standard O'/. Syxieriw meett ihit rcqoiremeat ftdly.

HI.3 rv Data Center mtiti be phyxicmil)' tccwrctl - retiricied accnt to ihe tile w

pcrtmnel niOi eontrolt Mich a.x biomeiric. badse. ledoOKfa tex'tniiy
Mtluiiont. Pnlidex fnr |nntlfl| eccctt nwti be in place and rnllmirt).

Accox thill nnly be (ranted tn Okkc with a need tn perfneni Utkt in the
Data CcMet.

M Yt\ Standard O'y. Sj-srrms data center riKeit ihit rrquireriKai fully. We can provide
thx-unKtitaiicet nf nur data ccmet cenificaiion upon ret(uexi.

HI.4 Vcndnr thill inuill and update all tcrver pltebct. updalet. and Mhet
stiliiiex within 60 davt nl rrleate fmni the nKnufaciurrr.

M Xe- Standard 0/ SyHetnt will enmply with this ceduirrmeni. We will ensure tervee
paiChet. and critical updates cnrrplv.

HU Vmdnr thill mnniira Svurm. tecuritv. tnd mlleittnn Iacs. M Yet Siandani Wc understand and will comolv.

Vendnr .thall minaee the thinni nf data rrt«wm. M Yet Standard We understand tnd wilt comolv.

HI.7 Vendnr thill inini(e diiiy baelups olT-Hie data Horace, ind minre
npenliom.

.M Yet Siandani OZ Syticnti tneeit thit rrquiremetu fuUy. Additional deuih on mi
backup and testnce oprriitotts arc iaow letponte to the Nimjtve/

Anoendl.x 0 and in rrOuircRKM H2.$ below.

Hi.e The Vettdnr thall imriuv phvticil hardware. M Yet SlandarO We umkrstand and will comolv,

HI.4 Remnte aec»t thall be cutiomieed to the Staie't butinrtt ippdiciiion, In
inxtancct where Ok State renuirex iccetx in Ok tpplicailna or tcrxer

rcxourcet not in itv DMiC the Vendor thall pmvlde ncmne desktop
connection in the tefxer Oimush tecute pnHOCrtlt tuch it i Virtual I'riviie
.SetworirVI'NJ.

.M Vet Siandani 07. S)Menn nvelt this requirement fully.

HI.10 The Vendrw thall report my breach in xeeurity In cnnrnrntaoct w ith State
nf NH KSA 359-C:20. Any pervei encifed in trade nr eomarrvr that it

uibyea tn RSA 3SS-A-.]. I Oiall ilxo raelfy Ok re|ubinr ahicb hat prltntry
retulainry auOtoriiy over tuch trade or cnmnme. All other penont shall
nnrify Ok New Hantpxhirr HirvrKVCenenl't nfTiet.

M >'ei Standard We understand and will comply.

iiis\sn:nfit.(:ini:Hi^ ..

H2.I Vendrw thall have docureemed ditauet recntery pbnt Otai iddrcnt the

ecovety of I»m Sute data u well it Otrir own. Syxxenat thall be
irchiiccied to meet the defliKd rrcm rry neeth,

M Vet Standan!'0/ SyHcms RKCkt this leqinremrnt fully. We have provukd
dncumeBtatinn of Otn disaster recovery plan In the Disatier tteenvery
pnctinnnf our response to the .N'arraiive Appendit l>,

H2.2 Ihe ditatirr recovery plan thai! Idenliry ipprt^viaie trcthndx (or pmcurtni

addiiimil hatdwwra in thectmtoractMipnncni railurr. In rantt in.ttance.t.
tyxientx thall nfTei a level nf rcdundatKy to the loxt or a drive or power
ttipply will ncM be xufTlcieni to lerminaie tervler.x however, these fiiktl

crtmtetnentt will have in he mlacetJ.

M Vet Standard 07. Syxarntt meett this requirement fully. We hate provided
ikKunvntailon of our di.vastrr recovery plan in the 13isa.ster Recovery
ponirm nf nur re.spiMttc to the Narrarite Appenclis D.

HU VendOi thall ndhnt in a deTined and ikKunKntcd back-trp tcheiliile and

nrocedure.

M Vet Standard 07. Systetrts neetv ihiv requiremrai fully. Atkliiional deuilt art
i/Kluded in mi rrtprmtc to the namiive and in tection H2.5 below

H2.4 Oack-up copiet of daia arc made for the purpose of facilitatiac a retiere rtf

the dau in the cvciu of dala k>tt or Syxtem failiav.

M Vet Standard 07. S)>iefflt backup and dLtatier recovery plans meet this requirement
fully and such dncumrniaiim it provided in tna response to the
Narrative Arvendi.t D

H2J Scheduled backtpt of all tervcrt nwtti be eomplned rectiltrly. The

mininwuntccepiahle frequency itdiffcrenilal hacli^i daily, and compleie
backup weekly.

.M 7'et Staiwlard A'c do daily backup t>f the etuire datahatc and a transartiona] backup

rsery 2U inin, Short vcrsloo 3 copies In two Inctlinnt, For every
'(himnry' database we nulnula a ~MiiTor' copy that It a ml lime

Identical cttpy. The Mirror Is on a different server than the hiiiuiy.
in the event of failure of the IVimary (be Mirror will take over as the

iala base w iihin a few seci>nd>. So while there will be an ouiase of a
few seconds there tbnuid not he any data lost. Fur every jVimary
latihase we alsn maintain another copy (the "Replica') on another
•crvcr in antHher physical facility. Thit copy can have a delay in dau
CisMcfU up to S fflinuiet. In the event that the IhSnury' and the Mirror

both fail we can prtMnoie this runriiaf copy nf the ilsiahasc tn uxape
within an hrwr. So the maiimum period of tbu lots will be 3 minuiet

and the system rrcot ery win be lest than oik hotir. Tor etcD' Primary
daiahase we also perform autntTuicd full backupt on a daily basis and
keep a copy of h foe J days. In adJiiion. w-r also perform iMonntrd
intra-day iransacilm backups every 20 minutes. In Ihe everu that the
Primary, Mirror, and Rcpfica all fail then we can rc.sincv the system
with 11 most a 20-minute pericxl rrf dala livss. OacLup copies are

routinely tested tn ikninntiraic they ran he resUKcd. The llnv to
rrcftser in the event itf ihit triple failure is lest than 12 hours.
Additional details on our ditatler recover, backup and security are

nuilined in our rrsjpnnsc to the narrative Appendit 1).

K2.6 Taprt nr other baci-vp media lapet must he tecvrely inntfefred from the
tlK 10 ioMher tecure location tn atoid compleie dau knt wiOi the intt of a
racliiiy.

M ,N7A N/A This rcquirenKni is nra applicable in our proprtscd wdetinn at we do

not forvxcc tapes as pan of the dau. Should we hate misundeiMood
what consiiiutrs *upes* we can amend ot« response to clarify nur

ahiliiv to meet this rcquirenKni.

Tf
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Business System end Teehnicel Requirements

H2.1 >»l» twovety - (n it« «vent ibai recovery h»ek lo i!w Ixm becVup i.v noi
vufricwni 10 rceovei Sine Oeu. the Vendor vhall employ the u* of

biabax loss in iddiiioA lo backup niedii in the luiaraiion of the
lai^<«(v) 10 ifrnrd • much clover in reol-limr recovery. Tntlo ihiv. logv
mm be iwivcd nff (he volume conuining Ihe daubax with I frequency in

mtieh ihe huvinevv nredv.

M ^'es Standard OZ Systems disaster recovery plit» meet this rrquiremcni fully. Pull
dciiils of otv disaster recovery plan are provided in Our namiivc

rrsponx

ii(>\n\<i>i:4:iiHiry .. ..

hU.I The Vendor shall employ xcuriiy mea.surev envure thai the Siiie's
ipplicftiinn and data is protected.

M • Yes Standard O'Z Systems designs ail .soflware .solutions with Ihe secuniy as i lop
Htoriiy. OZ Systems pmdiKls support die encryption and masking of
persntialiy Ideittifiabie heaith-rcltted Information and tools for the
rmnagemcM tad docutneMaiton of disclosure in enabk compliance
with dais security lod privacy regulations and rulings under HIHAA.

as well as cnrpnnte policies and guidelines with regard to security and
confidcntialiiy of electronic records. Based ort our review of the
secttfity icipiirrmenLs outlined in this KFP and specifically In
Appendi.s C-l. wc believe OZ Systems meets the teqviremcrtis fully.
We hase provided details nn nur hosting security including diagrams
in our respnnte to Tnoic S • Security In the namiive summarv.

HJ.2 If State data is hosted on multiple vcrs'erN.d3tu eiehanges between and
aincmi xrvcrs nniit be encrypted.

.\t Ve\ Standard O'A sysicim meets this requirement fully. Wc Itave pmvUted details on
our liosiing secttriiy including diagnvrw in nur response lo Topic S •
Security in i)ie nanative sunvnary.

HJ.3 All tervert inl devices must have cidreMly-tupponed and hardened
operating fystetns, the biesi anll-riril, anti-hacker, anii-spaii- ̂ mi-
spywarc, and anti-miiwarr utilities. The cnvirrtAmenl, as a whole, shall
have attressive intrttsioit-deieclinn and (icewall pmteciion.

.M ^'es Standard OZ tystems meeu this requirement fully. We have provided details on
our hosting security Including diagrams in our rtsponx to Topic i ■
Security in llie namiive summary.

HJ.4 Ail componem-s of the Inftisiniciute shall be reviewed and tested to ritsure
iley protrci the State's hardware, sofiwvr. and its related data atxL<. I'e.su
shall focus on the techrucal. administrative and phynicai (ecuriiy controls .

that have been desigord into the Systent architecture in onkr to prn>vde
coflfidmtiiliiy. iflietriiv and availability.

M Yes Standard OZ <]M<ms nvcis this requirement fully. We have provided details on
our hosting security including diigrants in our rvspunsc to Topic 3 •
Security in the namtise summary. Weperfonn testing l)ial aligns with
ihis rcquircmenL

H.1J The Vendor shall ensure its complete cooperation with the Stale's Chief
Information OITiCct In the detection of any scctslly vulnerahiliiy of the
hostins infrssiruciuee.

M ^'cs Standard OZ sysiecres understand and s>'c will comply.

HJ.6 The Vendor shall auihorire the Slate to perform .xhcdvled and randnnt

secttriiy audits, including vulnerability aste.s.sntenls. of the Vendor' hnuing
infrastructure andfnr the toollcatinn unnn rroursi.

M Yes Standard OZ systems understand and we will comply.

HJ.7 All .servcn and devices must have event logging enabled. Logs must he
protected with access limited to onlyaulhorired adonoisiraims. Logs
shall inc1"'V SvMem. Anoticaiion. Web and Oaiahax lots.

M Yes Standard OZSytlcnis eseni logging meets this rcquireoKni fully.

H3.* Imperiling Systeou (OS) end Oatabasrs (l>B| shall be built and hardend in
acconlance with luidelines set forth bv CIS. NIST o» NSA

M ^'e^ Standard OZSysieoK meets this lequirrmeM fully.

HJ.e The Vendor shall notify the State's Project Managct of any security
breaches within two (2) houn of the time i)tai the Vendor learns of their
occurrence.

M Yes Standard Wc understand and will comply.

H3.I0 The Vendor shall he solely itahle foe costs associated with any beeach of
Stale datahoutes) at their lncatinn(s| including but not limited to
notiftcaiion and any damages assessed by the coiau.

M ^'es Standard We undervaod and will comply.

1

H4.I The Vendor's System support and maintenance shall conimeiKe upon the
Efreciive Oaie and estend through the cndnfiheCtvouact term, and any

• M Yes Standard Wc understand and will comply.

HJ.2 The vendnc shall maimain the hardware and Sofiwirt in accordance with
the specificitintts. terms, and requirements of the Contract, including
oenvldini. unrxtrs and n.srs as teaulrrd.

.M Yes Standard We undcT.siaod and will comply.

HJ.3 The vendor shall repair or replace Ihe hardware ne soflwart. m any portion
thereof, so that the System operaie.s io accordance w ith the Speciricaiions,

M >'es Standard We underHsod and w ill comply.

HJ.4 All hardware and software compncKnts of the Vcodrw hosting infrastruclurt
.shaii be fully si^tponed by their re.spective manufaeiiirers n alliimo.'AlI
criiicsl patches foe operating systems, dataliaxs. weh services, etc, shall he
applied within slaty (60) days of rrleax hy their respective manufariurers.

Yes Standard We understand and will comply.

HJ.J The State shall have unlimited access, via phone or Email, to the Vendor
technical suppon .staff between the hoursof 8:30am to JtOOpm- Monday
i)trouch T-rtdav EST:

M Yes Standard Wc unibrsiand and will conqdy.

tf
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H4.6 rhe Vcndtv shall conrnrm in ihe speciric derKienc>' rl*<> dr.scribcJ:
n  Class A OtflrierKj- • Snfl>»tfe • Criiicil. (lo*> nos allow SyMcni to
opcnie, on work araund. dcnunds invncsliaic tciion: SVriiien
^ocumefliaiiae • misslfli .signlficafli pnninns of infonnaiion or
uniniellislhic in Siaic: Nnn SoAst-arc • $<rviee.s were Inadequaie tnj
require re-pcifomunce of the Servlee.
a  CUsiDOericieoex-SoAwaR-iniponaflUdoetsnoiunpnperaiinn
ensVor there i> • work around and user can perform tasks: Wriiieo
Docvmeiuuinn • ponioasnfinfarRuiinn an iniuin| but not enough to
Rttke the dratumcM wniaielllgiNe; Nnn Srvfiwan - Services were dcAcicni,
require rcumkiat. but do nm require re-peffnmunee of the Sen-ice.
o Oasi C Deficiency • SoAvs-arc • minimal, cosmetic in nature, minimal
effect on Sjiicm. tow prinriiy and/or uxr can use System: Written
Documemaiion • minimal ehaages required and of minor edtlng niiure:
Nnn SoAware • Services require only mimv reworking and do oo> require
re-perfamttnce nf the Service.

.M Ves Siandart) We understand and will comply. The 07, Internal cUss deficiency
system described in Our narmive summary meets this rcquiremeiH
fully.

H4.t As pan of the ituinienitKC agretmeoi. oosniag support issues shall h<
resportded to according to the rnllnw'ln|:
a Class A DcAcieneio • The Vendnr shall have avtllable to the State on-
call telephone assixance. with Issue iraeking available in the State, eight
iS) hours per ibyand As-eO) days t week wiiih an email / telephone
response within two (2) hours of request: or the VendtK shall pce>s-iik
support rai-slie or sslih remote diagnostic Services, solhin four (4) business
hours nf a request;

h. Class DA C Deficiencies-The State shall ntuifythe VendtK of such
Deficiencies during regular business ht>urs ami the Vendor shall respond
hack sviihin four 14) hoses of notlficatirm of planned cotrcclis r action:

The Vrntlor shall repair or replace Software, and provide maiMenanet of
the SoAwan In acermiance with the Specifications, Terms ant]
RcquirrrrKots of the Contract:

M Yes Siaitdard We understand and will comply. The 02 IrUemal class deficieocy
system slescrtbrd Inour narraiise summary meeis this rcqulremrni

fully.

H4.S The hiisting server for the State shall be is-aitable twenty-four (24) hrurs a
dav. 7 dat's i week eacepi for dusini scheduled malmenatKC.

M Ves SiarKUrd We undersitod and will comply.

A regularly scheduled maimrtancc window shall be identified (.such as
weekly. moiuMy. rir quatterlyl at which time all relevant server poirhes and
antdicalinn uniradcs shall he applied.

.M Ves Standard We undeniand and ss-jll comply.

H4.I0 KThe Vendor is unable to meet the uptime requirement. The VendiK shall

credit State's accoutu In an amnunt based upon the (ollowing (armulat
(Trul Crettraci Item Prke/MJ) a Number of Days Cnntroei Item Not
Provided, The Stale must reque.st thi.s credit in wnilng.

M Yrs Standard We undrrsiand and will comply.

H4.II The Vendor shall use a change management policy (or notiftetiioo and
irackint fV chance leqursis is well as critical ouiaEes,

M Yes .Standard We understand and will ccMitply. W'e have change managemenl and

tracking policies nutlioed in response to the namlis-e

H4.I2 A critical outage wiil be designated when a business (unciion cannot he
met hy a nnnperfomiliig applicailon and there is no work amuod toihe
orohlens

M Yes Standard We undetsiind and ss-UI comply. This rcqulremem aligivs ss-iih our ss-ell'
estahllshed defrci moniKKsng pcd icy outlined In the namtive summary.

H4.U The Vcmtor shall maintain a recmd o( the activities related to repairor
maintenance actls-iiies performed for the Stale and shall report quarterly on
ilw fallowing: Serser up-time; All change rvquesLs imptemcntesl. InchKling
operaiing system patches: Alt critical outages reported Including actual
i.ssue and rcsrtluiion: Niuiter of deficiencies rrpotlcd by class with initial
re.spnnse titrK as well as time to close.

M . Yes Standard We understand and svill comply.

H4.U The Vendor will give tsvo-bttsiness days prior notificaiinn to the State
Project Manager nf all changes/updates and prm-idc the State with training
due to the upgrades and changes.

M Yes Standard We undrrstand and will congriy.

H4.li The VendtK will give iwo-business days print nmificatinri to the State
Project Manager of all changes/updates and provide the State with training
ilue 10 the upgrades and changes.

M Yes Standard Wr understand and will cottgtly.

Qtf
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Butlneit System and Technical Requirements

SUPPORT & MAINTENANCE REQUIREMENTS

Stau Requlrtm«nU Vendor |
RcqulrtiTitrit OetcrlpUon Critkalltv Vendor

Response

'  Delivery

Method

Comments j
SUPPOflTa yHUTlNAWl fllQfJIRIM£Nti

.. _

Sl.l

rtx Vendor'i Svstefn wpport »nd maiMHunc* thall commence uf>«n the

Effective Date end extend lhrou|h the end ol the Contract term, and any

M Yes Standard We understand and will fully comply with this

requirement.

SI.}

Maintain the hardware and Software in accordance with the Speclftcatlom,

isnm. and 'cqulrerrMnu of the Contrxi. Inch/dlni protUlnt. upfradei and

M Yes Standard We understarsd and will fiHIy comply with this

requirement.

Sl.l
Re^lr Software, or any oeriion (hereof, SO that the System operates m
xtordance with the Specrftcailoru, tenns, end requirements of the Centraet

M Yes Standard We understand and wlll fully comply with this

requirement.

SI.4

The State shall have unlimited access, via phorsa or Email, lo iha Vender

technical support staff between the hours of t:30em to SiOOpnv Monday
ihreuch TrWay (ST;

M Yes Starsdard Wt understand and will fuliy compty tviih this

requirement. 02 Systems Customer Support Team

is available 8:30 am ■ S:00pm Monday • Friday, We

offer tier-based customer support to ensure all

issues are routed to the approprolate source for

quick resoluiion. Addtlonally. we offer electronic

ticketing and Issue tracking so aB are aware of the

stiiusof a request.'

SI.S

The Vender response lime lor support shad conform to the specrftc

deftciencydast as described belower as i|retd so by the parties: o

Class A Oerrdency • Software • Crlikal. does not aBow System to operate, no
wort around, demartds Immediate Xilon; Written Documentation • missini

siintficent portions el Information or unlnieill|rbl( to State: Non Software -

Servlcet were inidequait and require re-pcrfotmance ol the Service,

a  Oass BOcflcleney-Software-impeiiini. does not slop operation

and/or tfterc Is a worS around and user can perform tasVs; Written

Oocumeniatlers • portions of ■nlormailon ire mlsilni but not enou|h to
make the decumcrU unlnitlii<ibie; Non Software ■ Services were deficient,
require reworUnt. but do not require re-perforrrsarsce of the SerMce. o
Oast C Deftdeney • Software • n^nlmai. cosrisetlc M nature, minimal effect or
System, low priority end/or user can use System; Written Documentation ■
minimal changat rtqubtd and ol minor edliini naiurt: "on Software ■
Services require only minor reworVIng and do not require re-perfornsance of

M Yes Standard We understand arsd fully comply with this
requirement. 02 Systems' internal Issue
classifications descrltsed in our response to
Narrative Topic,18 in the Narrative Appendix D-2.

Sl.t

The Vtr^or tfsad make ivalablc to the State the latest program updates,
general maintenance releases, selected (unctlonaliTY releases, patches, and
DocumentatioAihai ara generaByolleredioItt Cutiomets, et no additional
cost.

M Yes Standard. We undcriiand and will fully Comply with this
requirement.

Jl.}

For all maintenance Services calls. The Vendor thaV eruure the lollovring
information wil be coBected and mainlainad: 1} nature of the Dendcncy; 2)
current status of the Defklencv; S) iciIoa plans, dates, and times: 4|
cipected ar>d actual completion tlma: S) Deficiency letokjilen Informailoo,
g) Resolved by. 7) identifying number I.e. wodi order number, 8) issue
Identified by;

P Yes Standard 02 Systems meets this regulrensent luiiy. We track
all of our Incomint calls In lira Client Services and
(his Information collected with each conixt to
customer support,

Sl.t

The Vender must work with the State to Wentlfy and iroubleiftoot
menilafly large-scale System failures or Oahdencies by coUaeiIng the
lelewing informeilon: 1] nsean time between reported Defklendrs with the
Software; 2) diagnotb of the root cause of tl>e problem; and J) Wentincailon

P Yes Standard We understand and will fully comply with this
requirement.

Sl.f

j

As part ol the Software malrvtenance agreement, ongotng software
rskalniersance and support Issues, shall be responded to according to the
loBewIni or as isgiced to by the parties: a. Class A DeflderKies - The
Vendor shall have available to (he State orv-cal leiepfsone asshiance. with
issua tracking avalable to the State, eight (8) hours per day and five (S) days
a week with an email / telephone response within two (2} hours ol request;
or the Vendor thall provide support on-slte or with remote diagnostic
Servlcet. vrithln lour (4) business hours of a request; b. Class BSC
Deficiencies -The Stale iftal noiify Ihe Vendor of such Oefklenckt chirlng
regular business hours and the Vendor than respond back wlihin lour (4)
f^rt of notlfkailon of planned corracifva actlorv'Tlte Vendor thall repair or
repixe Software, arsd provide rrulntenance of the Softvrare In accordance
with the Spe<lflcailor>t. Terms and Requkensentt of ihe Contract; or as
agreed between the parties

M Yes Standard We understand and fully comply with th'is
requircmini. 02 Systems* Internal Issue
classifications described in our resporsse to
Narrative Topic 18 In the Narrative Appertdix 0-2.
We provide such response tines and issue
classification for all of cur current dienis for out

software deliverables. For written deliverabtes we
prefer to allow a formal review period lor both
panics to agree upon lempiaies prior to
completion lo avoid matof denciencles. This
review period Is a siirsdard pan of our project
plans and reflected In the proposed project plan
enclosed In our response.

si.ie

The Veisdor than use a change rrvanagemtni pobcy for notincailon and
trxUng of change requests as well as critical outages.

M Yes ' Standard

1

We understand and willfully comply with this
requireminl. 02 Systems has a well-established
change minaiemeni process and noilficaticn
procedures. Our policy and approach Is discussed
In detail in our Narrative response to Section 0

tf
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8u»lnes} Syttem and Technical Requiremenii

Ktqa
RtqulrafiKot Oucrtailan Crilkallty Vendor

ftnoonst

Oeilverr

haethod

Comments

it.U
A CfUul out*ie wll be MsifAtlM wh«n s butlneti funciton cannot b« m«i
by 1 nonptrfonnl'e WpOcsilon tnd liter* Is no twork around to lit* probMm.

M Yes Standard We understand and will fully Comply with this

requirement.

si.l2

The vendor shati maintain a record o( the actMiies reiattd to repair or
maintenance aeiMtlet performed lor the Sut* and thaU report quantray on
the foflowbt|; Aachanierequmislmplemenied: All critical outa|etr*pon*i
Indudii^ actual law* and resohjOon; Number of deflclendes reported by

M Yes Standard We imderstand and will lully comply with this

requirement. We furnish a quarterly report with

this information quarterly lor Our Texas Client.

si.n
The hoMli^ server for the State shaD be avaiUbTe twenty-loui (14) hours a

day. 7 days a vrecV eicept lor durlni scheduled maintenance.

M Yes Standard We understand and will lully comply with this

requirement.

SI.14

The Vendor wMl lulde the Siat* tvith posiWe solutlont to resoN* Issues to
maintalrt a lully hmciloitln|. hosted System.

M Yes Standard We understand and will lully comply with this
requirement. OZ Systems offers tier-based support

that b available to assure any system Issues that

emerge are resolved and routed to the most
appropriate team member. We have wed

documented issue trackit^ protocob md

reipense times that are outlined in detail in our

Narrative resoonce to Topic 18.

St.IS

A retulertv scheduled maintenance window shall be Wenilflcd {such as
weekly, monthly, or qtrarterlyl at which time aH relevant server patches and

M Yes Starsdard We understand and will fully comply wfih this

requirement.

Sl.lt

Th* Vendor wUI (Ne two-busbtest days prior notiftcaiion to the Sut* Prelect
Manaier of #11 chan|ei/«bdates and provide'the Sute with tr*Mn( to

M Yes Standard We understand and will fully comply with this

requirement.

S1.17

All hardware and software components of th* Vendor hostlni inlcastrwcture

shall be fuDy supported by their respective manufKtureri at all times. AH
critical patches lor ep*ratln( systems, databases, web services, etc. shal be

applied within siny (60) days of release by their rtsptciiv* manufacturers.

M Yes Standard We understand and will fully comply with this

requirement.

Sl.ll
The Vendor shall provide the State with a persotsal secure FTP she 10 be usec

by the Slate (or upioad>n( and downloadinf Files II applicable.

M Yes Standard We understand and will fully comply with this

requirement,

Q
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Conlraclor idenlified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Wor1<place Act of 1988 (Rub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151 -5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle D; 41 U.S.C. 701 et seq.). The January 31.
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certirication to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using .this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord. NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
wprkplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by Section 1.1.
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

^  statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the FederaUagaicy

tf
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has designate a central point for the receipt of such notices. Notice shall include the
identification: number(s) of each"affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or '

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, Stale, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2.1.3,1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check B if there are workplaces on file that are not identified here.

ConlractorName: Contractor Name (must match COG)

DoeoS^n*^ by!

"''"/2020 I f
—  unitzo

Title: ceo

tf
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CERTIFICATION REGARDING LOBBYING

The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying; and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following-Certification:

US DEPARTIVIENT OF HEALTH AND HUI^AN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
'Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer of employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub<ontractor).

2. If any funds other than Federal appropriated funds have been.paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form ILL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification Is a prerequisite for making or entering Into this
transaction imposed by Section 1352, Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penally of not less than SIO'.OOO and not more than $100,000 for
each such failure.

Vendor Name: """yP® Contractor Name (must match COG)

^.■^OocuStgn^O by: i

11/13/2020 1 tcn-SC
^ FilliL4U

Date Name.
Title: CEO
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certirication;

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certirication set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. the prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) Is submitted if at any time the prospective primary participant learns
that its'certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred." "suspended," "ineligible," "lower tier covered
transaction," "participant." "person," "primary covered transaction," "principal." "proposal," and
'voluntarily excluded," as used in this clause, have the.meanlngs set out in the Definitions and
Coverage sections of-the rules implementing Executive Order 12549:45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension. Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions." provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debaired, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

&Exhibit F <- Certification Regarding Debarment. Suspension Contractor Initials
And Other Responsibility Matters
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information of a participant Is not required to exceed that which is normally possessed by a prudent
person In the ordinary course of business dealings.

10. Except for.transactions authorized under paragraph 6 of these Instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction. In
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal departrhent or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal. State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certihcalion; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to'certify to any of the staternenls in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared Ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, jneligibilily, and
Voluntary Exclusion - Lower Tier Covered Transactlons," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

-OeeuSl9A«4 by;

11/13/2020

Diti f;jrrrt4\^^^^-Finit20.
Title:

tfExhibit F - Certificatjon Regarding Oobarmont. Suspension Contractor initials.
And Other Responsibility Matters iTTTT/imn
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as Identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federaUunding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(bj) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

. the Civil Rights Act of 1964 (42 U.S.C. Section 2000d.- which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any prograrh or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683..1685-86). which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Departmenl of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

• 28 C.F.R. "pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistieblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act(NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistieblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is piaced when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

f  08
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

y—0ocw5lgn«d by:

11/13/2020

UriUZO

Tide; ceo

Contractor Name: Systems usa LLC

—0ocw5lgn«d by:

rExhibit G fC
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE
r

Public Law 103-227. Part 0 - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18. if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the Imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the Genera! Provisions, to execute the following
certification:

1  By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227. Part C. known as the Pro-Children Act of 1994.

^  OZ Systems US LLC
Contractor Name:

11/13/2020

-OocuSlgMd by;

tcn-St

Date f^ame:
Title: ceo

vCTyBcee3e™PTnTtzO"

CU/OHHS/110713

r5_
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein. "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire. Department of Health and Human Services.

(1) Definitions.

3- "Breach" shall have the same meaning as the term "Breach" in section 164.402 of-Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal' Regulations.

c. "Covered Entitv" has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

d. "Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aooreaation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Qperatiohs" shall have the same meaning as the term "health care operations"
In 45 CFR Section 164.501.

g. "HITECH Act' means the Health Information Technology for Economic and Clinical Health
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacv Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United Stales
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the Information created or received bj*^
Business Associate from or on behalf of Covered Entity. ^ *

3/20U Exhibit I Contractor tnitiats
Health Insurance Portability Act
Business Associate Agreement
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology, standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health information.

a. Business Associate shall not use. disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or.transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate:
II. As required by law, pursuant to the terms S;et forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances t^rom the third party that such PHI will be held confidentially and-
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it.has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that It Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure,.the Busin^^a

tf
3/2014 Exhibli l Contractor Initials
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Associate shall refrain from disclosing the PHI until Covered .Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Qbllaatlons and-Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0 The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section' 3 (I). The Covered Entity
shairbe considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receivin

3/2014 Exhibit I Contraclor Initials
Health Insurance Portability Act
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity; or as directed by Covered Entity, to an individual In order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

I. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI. Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
Individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business f

3/2014 Exhibill ConiracloT Inllials I
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) ObliQations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

r

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulalorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as Is
necessary to arnend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on.behalf of Covered Entity.

3/2014 Exhibit I Contractor Inillais
Health Insurance Portability Act
Business Associate Agreement

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
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Seareaation. If any term or condition of this Exhibit 1 or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit 1 are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

02 Systems LLC.USA
Department of Health and Human Services

The State Name of the Contractor
Oowtie'>*a At: y-^OocuS>Bn*d by;

^^igeiatueecof'sAuthorized Representative '^tgiratuPe^^fpAuthorized Representative

Lisa M. Morris Terese Finitzo

Name of Authorized Representative Name of Authorized Representative

Director, Division of Public Health srvgso

Title of Authorized Representative Title of Authorized Representative

11/13/2020 11/13/2020

DDate ate

3«014 Exhibit I
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILrTY AND TRANSPARENCY
ACT (FFATAi COMPLIANCE

The Federal Funding Accountability end Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant^modifications result in a total award equal to or over
$25,000, the award is suliject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements;
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the puipose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information),, and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the Generaj Provisions
execute the following Certification: /
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: Systems LLC usa

ty:

11/13/2020 ' tUvst
Date Fimtzo

Title: ego

1T

CU«HHS/1107J3 1 0^2

Exhibit J - Certification Regarding the Federal Funding Contractor Inrtlab,
Accountability And Transparency Act (FFATA) Compliance /i7/5n7n
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is: 062010S12

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 60 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $26,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants. and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES. please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a). 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES. stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

CU/DHHS/U0713

Exhibit J - Certification Regarding the Federal Funding
Accountability And Transparency Act (FFATA) Compliance
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Iron MoumAiN*

Cftactiv* Date /T««4  H' Zo/i

Matter Deoesit Account Number W/flJ
'EflKBre Data and (deposit Account Number to b« supplied by
■ion Mountain onN.

lb)

(c)

(<n

M}?.O.UWVI/JOOI.1> O?0] 1 l<on MOunl*(n IncorMfMCd A IRON MOUNTAIN' Pt|f I of IS

Three-Party Master Depositor Escrow Service Aereement

InicodutTfoo

Thii Fwrowservice Atreemenc (me *Ac»eemeftt*) K enured imo b* *n« between Optlmlution locnCorporitten
COeposlio'*). end b» eny »dtfrton»l pefiy enrofliiH •»»'BenetlfUfv' upon e«ecuttono( ihe Benefkierv EnrofUneni form
inKhed « £«hlbU t toiWi A|feen>em end f>y I'on Mount<i«i inieDrciuii Property Martajemer^i, mc ('iron Mountain*).
OeneKcUrY, Oepoiitof, end fon Mountain may be referred lo !ndiv^dual^ aa) 'PJrty* or coHectively »% the 'Partiet*
ihrou|hotji ihli Aareemmi.
(•) The uteof fhctetrnje'rvlceilrt ihij A^reenient thafl refer lo Iron Moyniiln lervicet chat faciliiateihecrcatfon,

manaeemcht. and enfoicemettf of tofiwire or other iKhnolotv e«row wcounta at devcribed m c«hlhii A anached
hereto ("Jervkej*). A Party thaU repucii Servicet under thl» Aireement by »ubmltt<n| a wwk repuen for certairt iron
Motjniafn Serviee;! (*wor« Sequati'l via wniiin intiruciion or the ontine portal maimaktcd at (he webalteiocaied at
w«vw.}rt>nptauntaincor>rtfei.coat or Other webiitej Owned Or Controlled by Iron Mountain that arr'Snked to that wcbtite
(eollectivc^ the 'iron Mountain Wcbtiic*).

(b) The Oenefjciary and Oepeiltor have, or will have, entered into a licente aireement or other aereement ('lieenve
Aireement') eorweyifti inieiiecioal property ri|hit to thebertefitiary. and the Parrtet Iruend thSj Aireement to be
contldercd at tupplemeniaryto iirch aireement. purttrant to Title 11 United Staiet [Bartk/upUy) Code, Section 365|n|.

PaoDtUOf weteenilbilltiet and Reoretentatient
(a) Oepotitor »naii make an Initial depotii that is complete and functional of ail prtjprieiarv iechnolO|Y and other maicriait

covered under this A|recmeni ('OeposK Mattiial*) to Iron MovmainWiihin thirty (JO) days of the Ufective Date.
Depositor may also update Ocposii Material from time to hme durini the Term (as defined below) of this A|reemcni
provided a minimum of one (1] complete and functfonjl copy ol Deposit Material is deposited with iron Mountain at ad
rimes. At the timedf eKh deposit or update. Oeposlior wllr provide an accurate and complete description of all Deposit
Material sent to Von Mountain'uslni the form ittached hereto as tshibli B.
Oeposhot (cptcsims that it lawfuDy possesses all Deposit Material provided to iron Mountain under this A|tecmcni and
that arty current or future Deposit Material lleni or cncumbrarKes will not prohibit. Bmii, or altc the and
oblltaiions of Iron Mountain under this Aereement. Depositor warrants that with respect to the Deposit Material. Iron
Mountain's proper adminlstradonof this Aeree>^n( will not violair iheriehisol any third parties.
Depositor represents that aO Deposit Material is readable and useable In its then current form; If any portion of st<h
Deposit Material is encrypted, the necessary decryption tooU and keys to read such material are deposited
c oniompor anaout>y.
Depositor atrees. upon request by iron Mountain, in support of BeneficlarY's request tor verlfkaiion Services, to promptly
complete and return the Escrow Ocposil Questionnaire attached hereto as Cihlbii Q. Depositor consents to iron
Mountain's perlormance ol any levcl(s) of veriiicaitors Services described in Cshtbli a anxhed hereto and Depositor
furthtr consems to Iron Meunta1r>'s use of a subconirKlOi to perform verification Scrvkcs. Any such subcontractor shall
be bound by the same confldenciaiity oblieeilons as iron Mountairr and shafl not be a dueci competitor to either
Depositor or Beneficiary, iron Mountain shall be responsible for the delivery of Servicesol any such subcontractor as il
Iron Mountairs had parferrrsed tha Sarvkfi. Depositor represents that all Oapeiit Material is prowtdad with ai rlghu
necessary lor Iron Mountain to verily such proprietary lechnoloey and materials upcxt receipt of a Work Rcqucsi lor such
Services or agrees to use eom'merciaify reasonable efferti to provide iron Mosmtaln with any necessary use rights Of
permisilons lousemaicrlab necessary to perform verificarion of the Deposit Material. Depositor igreesto reasonably
cooperate wUh iron Mountain by providing reasonable access to Its lechnkal personnel for verlfkahon Scrvkes whenever
reasonibly necessary.

Bcnefklirv Basaanslbllltiaf and Representations
(a) Beneficiary KknowletJges ihaiJ as between iron Muuntain and BcnvHclaiy. I'un MuuntAi's ubffgation is to maintain the

Oepoiii Material as delivered by the Depositor andihat.other than von Mountain's Inspcciionof the Deposit Miiedalfas
docrlbed In Section •) and the ptrrformarsce ol any ol the opdonal verilkadon SeiMces llsied in Cahibil A. iron Mountain has
no other obl^atlon rcgardlni the compleiencss. Kcuracy. or fimclionaiity el the Deposit Material.

1T
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(0) e«n«N<Ury n^V tubmil • vcrlliesi>on Work RcQueil lo Iron Movnuln (ot one or more ot (he tervicci delined in Exhibit A
ettKhcd hereto »Adcont«ftu to "on MooninV* Mtol i »ub<ontnc«of rf needed to provide tuth Servket. Scnetkliry
Miironixhet Iron Mounisin'juxe of eny rn«icr>e>}>u(}pBeObvecAc<i(ie'v to perform the verllketfon Servket described
in Exhibit A1} lewtoi end dooiwt vioieie the lifihit el mr third penict.

fi) Iron Iriouniein e(reesto uic commeroeily 'eisonebtc eUorts to provide the Servicei rcQueitrd by Authorlted Perion|t)_
(•» ideniihed In the *A«tl>orlted Pef*onf*»/Nort<e« Tible* below) reetes<ntfrt| the Oepeiitoror »eneK<l»t>in«work
Roquett. Iron Mounuin moy reject » Work Reouett (In whole or In p*ri)ih«l does not contain id (CQuirid Informeifon ei
any time upwt notiKcilion to the Pany oritinacini the Work Reqvcet.'

(b) Irtyi Mowniafn win eonduci a viiual Inspection upon rccdpi o> any Depeili Material aitd associated (>>110110. if iron
Mountain deiermines that the Oeposit Material does not match the description provided by Oeposiier represenied in
Exhibit fl. Iron Mountain tUR notify Depositor of such diKrepancy.

(e) Iron Mountain w<l provide ncike to the Reneiiclary of all Deposit hiotertal that (i accepted and deposiicd into the escrow
KCount uisder this Airecmcnt.

(d) Iron Muuniain wll follow the provisions of Exhibit C anached hereto In idministerlni the rcleateof Deposit Maienaf.
(c) Iron Mouniiin w<l worfcwiih 1 Parly who submits any verification Work ReQucsi for Deposit Material covered under iMs

Afreement to cither fwihil arty standard virlKcaden Services Work Request or develop a custom Siiiement of Work
('SOW*), iron Mountain and the requetiini Party wilmutuafyairee in wririn| to an SOW on irrms and condicfons that
Induda hut arc not limited to; dctcrlpilon of Deposit Miicriil to be tested; description of .verification itshnt; requescfni
Party responslbrCrfei; iron Mountain tcipoAs'rbilides: Serdce Fees: Invoke payment instructions: desl|naden of ihe paylni
Pany: desitnation of authorircd SOW representatives lor both the rcquestini Party and kon Atounialn with name and
contact Inlormation; and descrlpeien of any final deliverables prior to the start of any (ulhilmeni Ktfufiy. Aft cr the start of
fulfillment activity, each sow may only be amended or nsediKedln wntins wtihihe mutual afrcemcnt of both Paroes. In
accorctance wlih the chan|e conitclproceduies set forth therein, if the verificicfon Services enend beyond ihose
described in (vhiblt A. the Depositor ihall be a necesaarv Pany to the SOW lovemlni the Services.

(f) iron Mountain win ht^d and protect Deposit Material in physical or clecirorik vaulu thai are either owned or under the
control of ironMouniain. unlessoihcrvnsea|recd lo by all the Parties

(1) upon receipt of wflnen kisirucdona by both Depositor and fieneficlary. Iron Mountain will permit ihetcplacementor
removal of previeusly submitted Deposit Material. The Party makbsi such request shall be responsible for leUini the
other Pany to approve the joint Insirtktions. Any Deposit Material that is removed from the deposit account will be
cither returned to Depositor or destroyed In accordance with Depositor'vwrlucn Insirvctlons.

(h) Should transport of Deposit Maierlil be necessaiv In order (or iron Mountain to perform Services rcquesied by Oiposltor
or beneficiary ursder this A|reemeni. Iron Mountain will use a commercially rccofniicd ovcrnl|ht carrier such as Federal
E'prcss or United Parcel Scrvfcc. Iron Mountain wrill not be responsible (or any lou or destruction of. or damage to. such
Deposit Materitlwhiletn iha custody of the common carrier.

5. . Payment

The Party responsible for payment desltnaied in Exhibit A I'Paylni Pany*) shall pay to iron Mountain aO lees as set forth
inihaWork Request ('Service Fics'j. All Scrvkc Fees arc due within thirty (TO) calendar days from the date of invoke in
U.S. currency and are non.-rclurtdable. Port Mountain may update Servke Fees wlihaninety (90)calersdar day wrincn
notice to the Paylnj Party dutirif the Term ol this A(reement (as defined below). The Paying Party is liable for any taies
(other than Iron Mouni'iio Income lates) related speclKciby to Scrvkes purchased under this Aercemeni or shaO present
to Iron Mountain an cxempnon certificaie acceptable to the laiinf authorities. Applkabfe taxes shall be billed as a
separaieiiemoniht invplce. Any Service Fees not eoHecied by iron Moumiln when due thill bear Interest until paid at a
rate of one percent (iK) per month (i IK per annum) or ihe maximum rate permitted bylaw, whichever is less.
Noiwithsifndln|ihenon.pcrformaneeof anyobll|atfons ol Depositor to defiver Deposit Material under the Ikinte
A|rccmcni or this Agreemerit, Iron MouniaintscnililediobepeldallStrvke Fees that xcrue during the Term of this
Agreement.

6. Termendfermtnatfon
(a) The term el ihls Agreement is for a periodof one (t| year from tfse Effective Date (Initial Term*) and will automatically

renew lor addlilonalone [Drear terms ('Renewal Term') [collectively the'Term'). This Agreement shall continue in (uii
force and effect wnnTcyte of the loflowini events occur; (1) Depoiiioi and Bencfxiary provide Iron hiowniain wiih sifly
(CO) days' ptkir written joint notlceof their intent loicrmfnaie this Agreement; (ilj Beneftciary provldei Iron Mountain
and Depositor with slity (CO) diyi' prior written notice of Its Intent to leiminiie this Agreement; (U>) the Agreenwi
tarminatet under anoifsec provision ofthh Agreement: or ()v) any lima after tht Initial Ttrm. Iron Mountain provides sixty
(CO) days' prior written notfct to the Depositor and OencRciary of iron Mountain's Intent ib terminate this Agreement.
Effective Date and Deposit Account Number to be Supplied by iron Mountain only. The (ffeciiveOaie supplied by Iron
lAOuniain and specified aiMve shaO be the date iron Mountain sets up the escrow accourit.

MTP.O.uyiFM/IO.Ol)) OOll UX> Mountain incerporaied A IRONMOOWIAIN' Rage 2 of IS
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W

10

UAlm ihetupftJi lermi o'lhis A|fecmcnc ixo^de whfwiw.wpon terminidon o' ihh Ajretmeni. voft
r«iu'n thcOcM^l MtKrUliothf Ocpovio'. o<herwii« dlrccitd by OcpotJtor. Von Mount linwitl ut«a
commetcUtiy rtco|niitd common ciirier (u(b*$ fcdoblCKpreuet United Pared Sftvice to xtutn the O«pojii
MoterlalioitcOcpoaltor. irort Mountain will not be reipcntible for any loit or detinxtion of, or Oama|eio. itxh
Uepodt Material white In the (utiotfy of the common carrier. If reatonable atlempti to leiurri the Deiaciii r4atci>al to
Depouior arc imtiicceadvl. iron Mountain ihait deitroy the Ueoo^i MticHal.
tn the event of the nonpayment O' undlyputed Seivlce 'eci owed to von Mountain, iron Mountain ihali pr^riiSc al
Partfet to (hii Apeement with written notice ol Iron Mount ain't intent loieiminate ihlt A(reemeni. Any Pany tot hit
Agreement Uiaflhaveiheri|h|to make ihe payment to l-on Mountain tocv'eihe.dcfault. if Ihepati ifue payment It not
received In luO by iron Mountain within ihlny (30) calendar day* o' ihceatcof luch written norice. then iron Mountain

ihaB have (he r«ht to terminate ihii Aereemeni at any hrne thereafter by vend>n| wilncn notice to all Parriet. Iron
Mountain ihatl have no obli(aoon to perform ilve Scrvket under Ihh A^feemcn (except ihote obHiationt that turvlve
termination of ihli A|rcemeni. which indudet the conhdentfalitv obd|ationt in Section 9) w lon| as any undlspuicd
Senrice Feet due tron Mountain uncfer ihli Acrcemeni remain unpaid.

7. tnlriniement indemnlftcufen
Anyth<n|lnihii A|recmeni(oihc contrary noiwiihtcandme. Depositor at its own expense ihaB defend and hdd'ron
Mountain fuBy harmless a(tinii any claim or Kifon auened itaintt Iron Mountain Ispecincdfy Indudlng costs and <
reisonableaiiorneys'fecsaisociaied with anyiuch ctaim or action] to the extent tuchcldmor action Is bated on an
«iieriW> ihat iron Mountain's proper acVnlnliiraiion ol iNs A|tcen<eni Infrinies any patent, copyri|hi. iicenie or other
proprietary rifht of any third party. When Iron Mountain has notke of a claim or Ktion.ii shall promptly notify Depositor
in wricini. At Iti option, ISeMsitoc may elect loconirol (he delcnseofiuch claim oriciion and may elect lo enter into a
settlemeni tireement, provided that no luch seniemeni or defense shall include any admission or implication of
wron|dolnf omhepari of von Motmiain without iron Mountain's prior written consent, which consent shall not be
unrcasonabfy delayed or wehheld. Iron Mountain shall have the ri(ht to employ separate counsel and participate In the
deicnseol anyciabnat iisown ixpense.

B. Wirraories

(a) IRON MOUNT AIM WARRANTS ANY AND AU StRVlCES PROVIDED HTREUNOER SHAll BE PERTORMEO IN A WORKMANIIKE
MANNER CONSISTENT WIITi 1>IE MEASURES IRON MOUNTAIN TAKES TO PROTEO ITS OWN INFORMATION OF A SIMILAR

NATVIRE, BUT IN NO CASE LESS THAN A REASONABlE lEktl OF CARl . EXCEPT AS SPECIFIED IN THISSEaiON. ALL
CONDtnONS. representations, and WARRANTIES IHClUCHNC. WITHOUT LIMITATION. ANY IMPLIED WARRANTIES OR

CONDITIONS OF MEfiCHANTABiUTV. Fl INISS FOR A PARTICULAR PURPOSE. SATlSFAaORY QUALITT. OR ARISING FROM A
COURSE OF OEAUNG, USAGE. OR TRADE PRACTICE. ARE HEREBY EXClUOEO FO THE EXTENT AllOWEO BY APPLICABEE
LAW. AN AGGRIEVED PARTY MUST NOTIFY IRO.U MOUNTAIN PROMPTLY UPON LEARNING OF ANY ClAIMEO BREACH OF
ANT WARRANTY ANO. TO THE EXTENT AUOWEP BY AhPllCABU lAW, StKH PARTrSREMCDY FOR BREACH OF THIS '

WARRANTY SHALL BE SUBJECT TO THE LIMITATION OF LIABILITY AND CONSEQUENTIAL DAMAGES WAIVER IN THtS

ACREEMFNT. THIS DISCLAIMER AND EXCIUSION SHALL APPLY EVEN IF THE EXPRESS WARRANTY AND I'lMITEU RCMrOT
SET FORTH ABOVE FAIIS OF ITS ESSENTIAL PURPOSE.

OepMlior warrant I that atl Depotiior Information provided hereunticr ft accurate and reliable artdundenaket to
prtvnptly correct and update lutb Depbtlior Information durlni the Term ol ihlt A|rcemcnt,
BenefidaiYwananiithac al Bcnehcia/y ■Aformaiton provided hereunder It accurate and reliable andundcrtaiiK to
promptly correct and update luch BeneKclarv informanonduilni the Term ol ihit Agreement.

9. ConhdenrialiniormaHon
iron Mountain t^ll have the obli|'aiion to Implement and maintain vafc|uardi det'Cned to protect the eonhdenttalliy of
the Oepotit Material. Gxcept at provided in ihlt Ajrecmeni iron Mountain yhali rvot uteor dlKlote the Ocpofi Material.
Iron Mountain ihali not (flKioie the termtof thhABi cement to any iNrd pany other thjn itt Rnancol. technical, or leial
advison. or its admlnitiritfye tuppon torvicc providcn. Any luch third party thall be bound by the lame confidentiality
obfi|ationt ai iren i^umain. li iron Mountain recclvei a tubpoena or any other order Itbrha court or other judicial
tribunal pcnalnii>t to thedltcloturi or rdcate of the Ocpoilt Matc/laL iron Mounialn will ptompihrrtbrify the Parti rt to
(hit A|ifcmertt unlctt proNblted by law. After notifylAt the Partiet. Iron Mountain may comply in |oodldith with tuch
order, it ihailbethe tcipontlbrliiy of Depetltoror Ocnehciary to chaUenie any tuch order: provided, however, that iron
Mouniaindoesnot waive lit rl|hti to prcteni hi potltion with retpect lo any luch order. Iron Movnialnwlllcooperaie
with (he Oepotitoc or Benehdary. at applkabic. to iuODon efforts to auaih or llmh arty tuopoena, at tuch Party's
expense. Any Party reqvetilni additional itslstarKe thai pay Iron Mouniain'tsiandatdchariet or at quoted upon
tubrrisslonof I detailed request.

10. limitation of Liability
EXCEPT FOR: (■] IIABHITV FOR DEATH OR BODllT INIUftV; (II) PROVEN GROSS NEGllGCNCE OR WILLFUL MISCONDUCT: OR
(III) THE INFRINCEMENT INDEMNIFICATION OBUGATlONS OF SECTION 7. ALL OTHER LIABILITY RFLATED TO THIS
AGREEMENT, IF ANY. WHETHER ARISING IN CONTRACT. TORT (INCLUDING NEGLIGENCE)OR OTHERWISE. OF ANY'PARTY

|h)

(0

MlP.D.US/IPAI/lOOl.ll O7011 Von Mountain IncOrparaied▲ PaieSoi IS
-09
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70 IMIS AGBttMfNT SmAU Ot lIMItEO TO THf AMOUf/T EQUAL TO Of*£ YCAft Ot TEES PMOTO WON MOUNTAIN
UNDEA THIS ACRECMENT.. IT CLAIM OR LOSS IS MADE IN RIlATlON TO A SPECiflC DtF»OSrrOR DEPOSITS. SUCH LIAeiLllV
SHALL BE LIMITED TO THE (EES RELATEOSPEClflCAlLT TO SUCH DEPOSITS,

n. CoMecutoriil Dimnei WAhf»>

IN NO EVENT SHALL ANY PAATY TO THIS AGREEMENT BE LIABLE TO ANOTHER PARTY fO« ANY INCIOEHTAI. SPECIAL
PUNITP/E OR CONSEOUENIIAL DAMAGES. LOST PROFnS. ANY COSTSOR EXPENSES TOR THE PROCUREMENT OP
MSSMIUl'E SERVKtS It'xauOINC SUBSTITUIE ESCROW SERViCESL OR ANY O'HL'R INUIMl'Cr DAMAGES. whETMLH
ARISING IN CONTRAa. TORT (INCLUOWC NECllCENCEIOR OTHERWISE EVEN IF THE POSSIBILITY IHEREOF MAY BE
KNOWN IN ADVANCE TQ ONE OR MORE PARTIES.

11. Cowfil

(I) kifefPOYition of wofL RgpuMtt. All valid DeposKBf ir\d BeAefitUnt Wort Reowcsti if« inco/pofiied inio thlj Af;tem«ni.
|b) PuNhAtgOidprL. w ihe evtm ihit Ihe P*y«a| Pirty HYvei a pwtNai* cdw Of oih«r lniifu<Mni oied lo pay Service Feei

lo Iron Mounialn, any tcrrm and condicioni lei Forth in the purchau order which contniutt terms and condirtoni whkh
are in add>don to those tei'orth m ihiiA|reemcn tor which niabrith conflicflneiefmt andcondinont loihote tct forth
•n thli ABrcemeni are eaormiy reiecied by iron Mouniiin.

(c) Rirht in Milre CooiM. iron Mountain vhail have the ri|hi to make coplet ol lii OepowL Material at reasonably neteiurv
10 perform ihe Services. Iron Mountain shall copy all cooyri(ht. nor.dlKlosure. and other pronrteiary notices and titles
coniiincdon Oeposii Maietiaiento any copies made by von Mouniain. Anycopv<n| opcnses incurred by Iron Mountain
as aresuii el« work Rcoucsi lo copy win be borne by the Pany rc<)uet(1n| the copies iron Mouniain may request
Depositor's reasonable cooperation in promptly copying Dtpotn Material In order 'or Iron Mountain to perform this
Agreement.-

|d> Ch<^« ol Law. The vHidiry.interpretaiion. andperlormanccol thisAireement shallbeconiroBedbyanclcortstrued
under the laws of the Commonwealth of Mauachuseits. USA. as if perlotmed whoDy within the state md without givini

clfeci to the princlplei of confl'cu ol laws-
let Auihorlred Personlsl. Depositor and Benefic'-ary must CKh authoHic and desl|naie one person whose Ktlens witi leiiHy

biisd such Paly I'AuthorUed Person* who shall be Identified in the Auihorued Pcrion(s} Notices Table 0> ih'o A|reemcm
or such Pariv'sleial rtpresentairvc) and who may manate the iron Mountain escrow account ihtou|h the Iron Mountain
website or wnnen instruction. Ihe Authoriaed Person lor each the Depositor and BentBclary wUI maintain the Kcvracy

of their name and contact in'ormation provided to iron Mountain dudng the Term ol thb Aereemeni.
|() Rirrht io Reiv on instiuVtions. With respect 10 release of Deposit Material or the desvudon ol Deposit Material. Iron

Mountain shall rtiy on instruct Ions Itora a Party's Authoriied Persors(t). in all other cases. Iron Mosmtain may act In
relianceuponany instruciion, Insirumenti or lifnature reasonably believed by Iron Mountain lobecEnuine andlromin
Autheiiied Petsonfsl, officer, or other cmplovReaf a Party, iron Mountain may assume that such representative ol a

Party loihii A|rccmtni wl« (ivti any wrihen norlco. request, or instruction has the authority to clB so. Iron Mountain
will not be required to inqusrc Into the truth of. or evaluate the merit of. any siaiemeni or repreiemation tontained m
any noQce or docuiTseAtreaionatPy believed lobelrom suchrepreicniarivc.

Ic) lorceMareute. NO Pany shall be liable tor any deity or failure in performance due to events outside the dcfauMnt
Parly's reasonable torsirol, i/seludini without limit ailon acts of God. earthquake, labor dbpuies. sHortsiesol supplies,
clots, vrar. acts of terrorism, lire, epklemfcs. or delays of common carriers or other circumstances beyond Its reasonable
control. The obipilons and ri«his of the ercused Party shall be cdtndcd on a dayio-day basts for the time period equal
to the pel lod of the cicus^le tMay

(h) Hotlees. All notices re|ardihe Eshlbrt C [Release of Deposit MaierUi) shall bo sent by commercial O'prcss rnjil or other
corrun'ertlallv appropriate means that provide pronspt delivery and require proof of delivety. Another correspondence.
Inciudlni invo'Kes, payments, and other documtrsis and commun!ci(<ons, may be sent efectronkalfy or «ia rcfvlar mail.

^ The Parties shall have the r^ht lordyonihelist known address o'the other Patlei. Any correctly addressed notice to
the last kisown address of the other Parties that it rer>ed on herein, that Is refused. s«hdalmed. or'undeliverable stiallbc

deemed effective as of the first date that sa'id nactce was refused, ursciaimed. or deemed undciiverabic by electronic rrsail,
the postal auihO'iti ts, or lluvufh iiicssvniOt oi cumrnciclrl VAprtisdctivery scrvke.

(i) NoWalvef. No waiver of anyrlchi under this Atreemeni by any Party shaDconscltuie a subsequent wahrcr of that or any
other right ursder this Agreement.

(j) Assiinmetst. No assignment ol this Afrcement by Depositor or Beneficiary or any rights or obligations of Depositor or
Beneficiaryundcr this Agietrrsent is permitted wHhoui the wcincnconsent oi iron Mourttiin, which shall rtoi be'
iirireasonably withheld or delayed. Iron Moimiain shall have iio obligation In performing this Agreement to recogntrc any
successor or assign of Depositor or Benefklary unlesi Iron Mountain receives clear, authohiaiive and conclusive written
evIdcrKe of ihe change of Parties.

(k) Sfverabriliv. In thepveni anypf Ihe icrmi of this Ag'ecmcni become or are declared lobe Illegal or otherwise
ynenftvceibte by any court of competent juilsdiccion.iuchiermis] shin be nulf and void and shall be deemed deleted
from thrs Agreement. AH rernatnlng terms of itvs Agretmcni shall rtmiin in lull force and effect. If this paragraph
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iP: Oi iM^lCC lECMi iMltf .7A«i»*F549C0

betemM ipoHcibleand. aitretuli. ih« valuio'tbii A|fMmcnt!» materijlly irnpajrcdlot any Party, ai determined ̂
twth Party In .is lelcdiicretion, than the a'facted Party may trrrnlnaie ihij A|rtemeni by wrinen nodee to the other
Pardet.

(I) indcoeftdeni ContrKto* He'aiionthio. Ocponor »r>d Oenehciary tmdernand. acvnowtadie. and ayaa that trert
Mountairt'treUtonthip with Oepothor end Benrlklary will be thai of an indcp<nder^t contractor artdlhai noth>n| in lh(>
A|rcemcnt is lnter»ded to or ihoutd be consiiucd to Create a partnership, ioini venti^e. or cmpaoymeni icladortship.

(m) Anemevs" Fees. Anycosiiand fees Incurred by iron Motrntalrtm the performance of obtijai tons Impotedupon irort
Mowrtialnsolaly by virtue p'lts rola as escrow service provider irKludln^. without limitation, compliance with subpoenas,
cotrn orders, and discovery rccguesis shall, unless ad|ird|ed otherwise, be divided equaUy and paid by Depositor and
Bcntnclarv. tn any suit or proceedlnt beiwaan the Parties rcUt1n( to this A4ieemeni. tha pravaUini Party will have ir>e
right to recover from the oiher(t) lu costs and reasonable fees and expenses «f aitorneYS, Kcountanis. and other
pro'essiOAals Incurred In connacdon with the suit or p/oceeding, uHltrding costs, lees and axpenses upon appeal,
separately from and in addition to any other amotini IncltAicd in sixh judgment. I ttis provision Is intended to be
scveribie from the oOter provisions of this Agreement, and shall survive ar>d nor be merged into any such judgment,

(n) woAaencv. No Party hat the right or authority to. and shaU not. assume or create arty ebUgatton of arty nature
whatsoever on behalf of the other Parties or bind the other Parties in any respect whatsoever.

|o) Piteuies. Any dispute, ttiffercncc or Qvcstfon relating to or arising among any ol the Parties concerning the construction,
meaning, effect Of implemeniaiiorstsf this Agreement or the lights or obilgacions of arty Party hereof willoe submlncd to.
and settled bvarbliratlon by a single arbitrator chosen by the corresponding Regional Offlce of the American Arbitratfon
Assoclaclon In accordance whh tha Commercial Ruiasof iha American AtbiirarionAjsociadon. The Panics shall submit
briefs of no more than 10 oagct and the arbitration hearirtg shall be limiicd to two (2) days ma«muns. The arbitrator shall
apply MauachuscttsUw. Unless otherwise agreed by the Parries, arbitration will laicc plKein Boston. Matsachusens.
U.t.A. Any court having junsdlciion over the nsaticr may enter judgment on the award of the arbitrator. Service of a
pecfp'on to corsfVm the arbitration award maybe made by regular rnall or by commercial enprrss mail, loiheanorftcr for
thi Party or. if lasreprcscmed. to ihe Party at the last known bsAtrscss address. If Iwwever. Oeqosiior or Beneficiary
refuse to subnsii to arbitration, the matter than not be submined to arbitration and iron Mountain may submit the matter
to any court of comettcni jurisdiciion for an inter pleader or similar action.

(0) Reaulafons. Ocfsosiior and Beneficiary are responsible for and warrant, to the extent of ihdr Indlvidualactfonsor
omissions, compiiaisce with all applicable laws, rules and ragulations. Including but noi limited tO' cuitonts laws: Impori;
eiport and te cip^ laws; and lovcrnmem reguLicfens of any country from or to whkh the Deposit Material may be
delivered In accordance with the provisions of iMs Agreement, with respect to Deposit Material containing personal
Information and data. Depositor agrees to.li) procure all necessary consents in rdaiion to personal informatlonanddaia;
and fii] othersvlte comply wlih all applicabit prtvacy and data protection lavrs as they relate to the subject matter of this
Agteemeni. NoiwUhstanifIng anything in this Agreement to the contrary, if an applicable law or reguiacfon e>istt O'
should be enacted whkh is contrary to the obligations Imposed upon Iron Mountain hereunder. and resi/is In the
activities contemplated hereunder unlawful. Depositor and/or BeneKclary will notify Iron Mountain and Iron Mountain
wdl be relieved of its obligation} hercunder.unless and until such lime as such activity Is permitted.

(q) Wo Third Party Rlihis. This Agreement is made solely for the benefit of the Parries to this Agreement and Iheir respective
perrNned luccnsois and assigns, and no'other person or entity shaBhaveor acquire any right by virtue of this
Agreement.unless othervvlse agreed to by iitl the Parties hereto.

(r| fnrite Aereemwt, The Parties agree that this Agreement, which Includes ail the tihiblts attached hereto and all valid
work Requests and VOWs submitted by the Parties, is (he complete agreement between the Parties hereto concerning
the subject matter ol this Agreement and replaces any prior or conicmporaneousoral or vvrlncn communications
between the Parties. There are nocondinons. understandings, agreements, rcpresenutions. or wuranries. opressedoi

b^ied. whkh arc not specified herein, fachol the Pariiesherein reprtsenisand warrants that the cecurfon. deUvery.
and performance of this Agrcemtni has been duly auihoriied arsd signedby a person who metis siaiuiory or other
binding approvif to sign on behalf of Its business organiration as named in this Agreement. This Agrccmeni may orUy be
rrsodiffed by mutual wrinen agreemtni of all the Parties.

(s) r^nurMAfparts. This Agreement may be executed In any number of counterparts, each of which shall be an original, but all
of whkh together shall consifluic one instrument.

(t) Survival. Sections C {Term end Termination). 7(inlringemeni indemnl5ca(fon).6fWarriniies]. 9 (Confidential
information), io (Um.iitton of Liability). 11 (Consequential Damages Walvcr). and 12 (Cencral) Of this Agreement shall

survive lerminatlonolihls Agreement or any Exhibit aitKhed hereto.

(balance of this page Ic't inieniionailv Want - signature page loUows)
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OeeuSi9*€r*.«^IO;Otl«rtCC4eC2-4MM}V.rA»i»4PS'0CO

IN wttnCSS WH(ll(Of, (he Kive duty ctKwted ihH A|(Mntrm •• ol ine CRmov* Oitt by «hdr •uihb'iftd iriwtttnuiivei:

DEPOSITOR

Sl|nature

Print Nama Steve Monicomery

TUle Vie* PittidtM

Date ManhJl. TOM 1 IS:7I PT

CmaU Addtaii WMAitonWytfOt-iyiUmt.com

IRON MOUNTAIN

tMTCUCCTUAl PROPERPV MANAGEMENT. INC.

SIcnaiura

Print Name Mb ry U. Brxfttoit
ntia VICG Protldont OporttJona
Data Sli'lN

tmall Addrcu IprTKllcntiervlcttOnOAmowrtiain.com

Providf ib« n«m« «nd (ontKi kifcvmbfton el the Authorized Perton under ihu Agreement. All norfcct wU be »eni to ihe

Ocpetlto< AuthovUtd PerMn/No0cas Table

Print Name SfFW MoMMmarv

TW* Ve* Pietldrm

Email Addrcti imarK*«rvi*rv0Oi->vti<mi <0m

Street Addrasi

Provlnea/Crty/Stete ArCrwten This

Posial/IloCodc 7600«

Phone Numbar 2l«-21T-0)0«

Fai Number ll7-StS-15M

ride lhe name and contKi Inlormation ol lhi BilUni Coniaci

address tei fonh Ixlow.

BIDlnf Coniact fnformarien Table

Print Name St»v* Montrenwry

Thia ViraPtPSidtrH

Email Address (nirsnifSrTwrrPPotlvstemi.com

Street Address 70O1 HE Green OtVt IW

Provlncercftv/Siaic PuSlnilorv Trifi

Postal/Zip Coda 7(ooe

Phone Number il«-2lJ-0J0P

Pea Number • I7MS-J1J9

IRON MOVHTAIN IMrtllCaOAL PROPERrif MANACEMINT. INC

Ml notlcei Ihould be lertno ■orT»cllMtiefvieeteBir<inn>ounulf>.fQfT% OR Iron Mouoiein inicriKtwal Prooeriy Mahjitment. Irtc..
Ann: Oicni Servkcv JiOONorerott Perkway. Suite ISO. Horcroti. Ctoz|ri. 10071, USa. Telephone: (00 I7S S6G9. Ftciimiie:
770-;39SIOl

(balance o' ihli page left ImennonaDy bUnk - EXHIBITS follow)
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■  Exhibit A

Escrow Scrvlte Work W«qu»it

*«ovnt MtHTibef I VV/tJ

s«Mte

ClKt M4tt) ••

Sirvki 0<Kn9tl«n -Three-PtnyMAfttrOtpMHer tK/Qw'
5ervlc« A<r»went
M tcvlat"( HIM XMCM VI tUMM iMHi»« tf«*M 'gr r<«fy <>r>

KtavM wt'vo. toMI«>vl(M<ni«nM k« •<•>»«• «,AM> IW

Ont-Tknt

re«t

AAnual

Feti

Payln| Party
CatObMM

toiMrilM

«7'<' ■
.So«V*nV.7""-

' 1 i,:' ,

. kjgii uoOntfai;^ "

• h^ WOiMm,»4 K1 MpM «(«'«t« •■i i

'pwroSmr#*,
HcklM >4a'a% iuVil. ^

•! W Wert >m c^wjiAMiOA i * Pt*** V'
anfM te«^'<ypoU kuvtM v

I'rwui W IKIUji* mom jianus KMvM •
•l«Mikl^«v*ilCAnW>'ni4«'oi'$>ODltSOM} I.ICyMc*M«« Ml>ur|M

i<l&H

iblOtaetl^ar
to ain^Wv/ .

■lO'ptaMlar.; •

/ ;%^a, .« .'.'y ,

* . * . • i "t ' ^

(Jam
MntfttUT

-AfvUW tWert ItvqumiisaMdfM^wytatncK'A''
MpAlll •«MN (MmMt* •(Ull 'liMt <• oAin* KCO^.
MMfWy Mllim Ktnt la Va<t w.oiMk* Cewtn'' (ki*» M«it|t>ntAt
CtM' tor uc««anlAt attOwAimiAiinria^v •%MMtla*al gittvmfc Wail
k«qu*tlt.*M(armM'*Ma<ia<Mtiu>. ACll«r<lUMto«i>afe«*(Ka*<to

•(••««> IM p«HM lc«Wn( i««n !• bdtoai* wcvrt
MMHI •ccntt* ■><• KvaM tnd «<ni«t hiMmvM M VMH Mavalt

j«nn U Dapatiiar
0**Mhtarv

□ 4M

Ot»etilAt<we

ban MOHtiiM vA Mt 1# an* iitoieaml MSM MtawM la AWttft oM
vMwiMlKIKCfU ■•'••- 0«aM« WjUiWIIWI oA M MllVtVHHMH
cefwaeK •MAb rauti HMearaw* mmn* tMvfc* MuitoM" aMov am im
•afMmMM I'M nwrr* iM MnvJ OraaAi

SI.OW UOaaairto'
□ MMMley

(Jamimim
ttpon

W«iSM4im>narf>K«f 1 lOtUll lot, •Wtk
•KbAtt • Ms«i>i ">Mb itMUttr wxfrat, * ̂  toMi, • Mc rtnti/W Kton
uU*. Mwi KMMauu. >M MUMinM al comabiM M«atH akftoaaMuc. A

wH b* f"! to lA* 'Hit ifaOtpoM m»iiUI ■•
• iMtlO'HHKnCf b«t»t«AOtaailiar'l'fa'ttoMM««iII.«..t<H»l 1 fd
OtaaiK Ou«wi»»t| *04 ttorttf Ovaaia Mitmil. Dipaili mau b« praHavd
wi CO. OV(M ar draoiXM »v I'TA.

ii,v» M/A [J Dtaatha'
0 itKaM'iry

IjAMlMll-
li»»|iil««T»M

Irao MaiMtH •<) pa>to;« •ni'Maiarit tm an thy Mb«< M*»tl|. oNcA
MivMt MuVl^V Mao^ maau ■••MbMr. •>»" K»w*i«. «*Mtoel<t hit
dtitolcMian ubkv WMAytoa ira ftwuiltbttf •< bwM mrtnan. iM
Mtw»>><t4 mMtrWi rwH W itatM if« OtaaUar-i wharvi drnkfrne*
mwaiyiWw- Owwui lamtfn i rraart •nth m* MM* bMt im:n>(aa>>v ">
<UuM*l1aattoin»MitBr<o. la tMMaa. Iht rraerfto HI rtanart
taftwai* arotoaMH mtitrtiii. vkmhc-wAAau bMiilarv rtaiAM wvu
(aa« wewtto •MtarapM'i. iNrtf-aMIV iaAv«*. KrolfVaatrOHf nriMrai.
tnAhAiaoft. *1 «f1 n baa MataMvH'i aniinh a' ■><• Maaib.

tS-OOOar
htttdan
lOwr

evtlart

•tori
rtewad

H/A OOaaatha'
0**Mh<lAfT

L>Ml**«4l«
CwW*

••11

IraaMaiMM aAt^a werl IravtuiaMrto-iAtCHaoiii CanivW l«M.
wNtb siHhiMt Ux autaiai aT iha 'lit Uant *«aaH trA iht inai 1 • imtatar,
t«tl 11 MiotoaA(bOkt IMrtfitiiIrA IM3«aatot('(ia'i»(rt a»itlBa»m«t
trtabaMMM. canaArif ttwalt totl ft imtJn, InUal ft iMil<an|
t<acv)tWt COM, a*u/l>a4tie<riMtK<ari. ottaaa a'tWaatheMkr bvM
vwm«itoat wah t fM icoan MM la IM riTiaAaaffrnitrtniiMteaatii
MtlfUL fMfaa^PtnrtMlrcrMewMllaxlhtlXtantdrtitMtWtnxni
af v/Ml (*kOv<r) •>«• laiM ti«n ai IvHanrai.

batMan

Ww
K/A [jDtaaiaat

□ itntMaiy

(Jam !»•••)■
Uur*
C*>nMrlM*

Kan MaiMMi atoUM * WarV Ktavetl laMrfaim ant OtpOM UlMM; Ull •
IKiri Con^ylitnaMli laciudtiiiamairnana'iMMntMilitinihf
Otpaul CWto* IrtfM PxteiuMtttMtaiKhnobrranIM •fMltUry'l tit
wraijrt»ivi-nttCA vi M» iiu. ari-ji 1 Mil ■tsan MX la iM itautvlni 'a^
rt(ir«««|lMDteaiilMlltll*L (Mat|toi**nvtMVa"Mai.<«M>'P>(rM
Ml 1 rwuani Smtmrrua' warK-SOvn aMr la IM lUn al r«e»MM.

baia«an

KM
H/A QOtBai4o>

Q btMhtwri'

L1aMU..>4.
•wlvitaMT

Kan taawxiM oAlvM* Wart RrqutU toaa'fa'mana Otpaih VufeMv lau ■
1M UMbUlf irtacK HikMi 1 caHrtmrttor (liM IM Hrti ipaXawa itorl
Maairtr ohtn KiaaOta. tattd an pr«'d«anlnt4 iru Kiifii MvAaA bv «N
a»Mtt. a Mil rata" ntoMur«iiaiK« airin(airiv>r|ita*<|iMOraaiii
Maiarbi n>i aa)K<(aanr *M itan Mewnuinwa air*r anicvua* hitimint
el Wart C'10W*I arb' lalM mn a/ MMwnl.

MwAan
SOW

N/A □ Otpaitor
ObtntMlKV
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DocuSv C"«i«epe O 0> iCC eEC?-* 11^«3V•7>U1MF»<KO

r>Ktlnj

'((•■OKMto*

*1 M«*'*nngi*r, ban Mou^Uin M< i,90jU IvOtOMlwr
I>it>«*h«c. >«wt*iO»V mP 0< »aW«d of Imi

N/A UOaWa^w

□ mm

VtvWito

IrsnMounKln wB liM • W»i« IniMU uar* and int>U(r IK* OtMvl
lecMU't. dtltlAIIM kr tl>t •ulM« *(<'«»

MOuMaVi'C nriv »wk<n( leCMlftn ai W U4t* nViJCt •
>(Oi«<a'i«ceOr*'l>'4«4pOM<n>l<t4Kln*n(<l|a«<MondleaBa#>. A*
(WiHiOi lAManaK mnl k« »ro>idt4bv If* OMOMa*.

N/1 SSdO □ Oaeatkoi
Q ItflttKianr

IJMietM
W*ia><ai

a WwVlt^vni totaktM Ovawd Mm'"!' Pr
■  il>« iMttfk rottOwa > «*htM «t ■ rtM < lataM 1 e»mi
Maia^aT ■)<« (wr»» Sirwr Acaamtm.

ssoo »«/A U

IjMd Ctni«<i
!»<%*«

lcenuaifniatfiiia1Bp>0indtlu(M<»w (iptn cemidn«|bauden4 uuen SOW
mvlvatr M'fad M Or

SZOCVneu' H/A tJ DapotJMi
n««n(Ma/a

QCvil*'"
Cwn'Mi 'n

Cwnamcani'MuMi >b4*a loiMCuuamComrKifn. wh«n<«r*i« ih*
ia>M> and *>«c«>iln« •'rvMdn* Ar madlM <*nt'ao>,

S'SO f/A Q Ocpealiea
n »anah(<Mr
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OocuS^En««laM>0 Oli6riCC-«eCMn»4MF-7Aa>N'^»<SCO

Exhibit B

Deposit Material Description

Cemeanv Nam* Deposit Account Number

Deposit Name Oeposlt Version

|0«potU N*me will tpw' Kcouni hhiory reponi)

Deposit MtOIt

MedloTypc Quarttlty Media Type Quandiy

CO-ROM/OVO 3.S' Floppy Disk

DlTTaoe Oocumeriitllon

OATTaoe Hard Drivo/CPU

Cbcuii Board

Total Siie el Transmission

IspedNin bytes)

• of files • el folders

riectionlc Deposit

Other loicait describe below);

Deposit (ncryptloo

(Please check eltht' **es' or *ho* below and compirte is ipp'Oprtiie)
Is the med<a c »re inyol the lilis ertc/vpied? O^esor Q No
II yes. pleiso Include «nv pattwords end decrvpiion loob description below. Please also dcpoiH all necesssrvenciYPtlon software

Incrvpdon toolname 1 Version I

Hardware reoulred

Software reaulred

Other reoulrcd inlormatfon

Deposit CertlWcaHon |Picai>check the bO» belowco Certifylepo:

rrI ccrtdy lor Otpouio'Omi the above discrlbed Otpovt

MilC'iallui beefllra<nn>ncde•ecvoAkJbvo'>en|v^
CenvnercUl eipreis mill carrier lo VOn MOunuSn »l the
lOdieti bdew,

Name

Date

Email Address

Ttlephotie Nombef

fai Number

and Provide your Contaci irVormaiion)
[J honMoumaiAhaiiAtpectedandaccepteditiesbove
detciibed Dcpoiii Material ehher etecirer^aOy v phyVcabr.-
iren Mogniain nvd noDly Oepotlior of any tfltcrcoanclet.

Name

Date

Htfif. il Otnoslipf IsphvilcaIN aendine Oeooiit Material to Irort Mountain, nlene label all media and maH i" OeoosU Material
with the >Br»r«M»rlitt Cihihll » via commercial eioreii carrier to the foBowIni addresi!

Iron Mountain inicDcciual Property Managemcni, Inc.

Atln: Vault Adminliiration

2100Norcrots Parkway, Suite ISO

Notcrosi, CA 30071

Telephone: tOO-d}S-SU9
facsimile: 77D-299'920l

Mjn.o uS/iPM/iaoi.t 1 ■ 07011 iron Moumalrr tncorporaied A IRON MOUNTAIN' PaetSoiiS
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PuriiTXirrTiMwT' 0lie^iCC-tK}-«n»4)tf-7Aai«<fS4K0

Exhibit C

Releatc of Oepotit MaicfUi
1 M»Wr P»pot>» Aftownt Kwmtx; I I

iron Mount iln wDI uM lh« ie>10i«>n| oie<e4urt« le orocou tny leneHciory Work flequctt lO rctc*t« Oopoui UjiirUl. AD nonto

under (M) C »>>*D bc icni purtueni i« ih«<ermt of Secrion t2(h) Norien.

1.

Dcpoiltor and ftcneficli'v Airfc iMi « Work Reoueti for iherekeveolihc Ocpoili Mtieriil ih»U b« biied lolcfyonon*

or mere of the tcHewmc co<wl<tieru jdeffncd ev 'Releiie Condldent'):
|l) O(0oi<ior'« brcAch of the Ucenst •|rtcn>cnt or other •|reemeni between the Ocpodtor And BeneflciArv

refvlerfnt the utcof the OcpMii MAierUf covered under thhA|ieemeni; or

(d) fiUure of the Oepoikor to fimctfott ui (dng concern or ooeriieirt the ordinirYCOurM: or
(■I) Oepmtiorii Krbjeci lovoluniery o' involunterY tMnkiupicr-

2. R»t*ii« WorkRenueit.
A ftcneticliry mty wbmit • Work Reeuet to iron MouniAlrt to rdeeieihe Ocooiii MeterUl covered under ihit
A(recmeni. iron Motmiiln wQl lertd 4 written notice ol ihK BeneNcUry Work Reoueci within live (S) budrteti d«yc to the
Ocpocior'i Awthoriied Rerton.

J. Contrirv inttruCTlttni.
from the d*it I'ort Mountiln meih wriiien ivoti<e,of the BeneKcltry Work ReQuCii (ortleevi Depotii Mxerbl cowered
unifer ihH Agreement. Otpotlior Auihgrlied Perjtxtls) ihallheve ten (lO}budnMid«yf to (deliver loltonMounctin
contrery Iniiructioni. Contrary ■niiruttioruUxinme*n (he vrrittcn rcoreiertttcion by OepotnorihM i Reieatc Condition
hji rtot txcurrcd w hat been cured ('Contrary inttrucTleni*). Contrary iriiirucctont thali beoncurnoanyiettethcad and
tigncd by I Oepoiiiot Authorised Pcnon. Upon receipt of Contrary Inurixiioni. Iron Mourtiiln thiU prempily lertd a
copy to Bcnefkiae/s AuthoritedPcrto«(i>. AdditiOAiUy. Iron MOwniain thaO notify both Ofpoaitor artd Benelclary .
Authorocd Perwrtit) that there b a dKpuie to be reiolvtd pursuant to iheOhpuieaprovlaiot>toJ Ihii A(retmcni. iron
Mountain wUIcontinue to tiore OeooUt Material without riiiiMpendlAg (l> joint iruirucoonifrom Depoiitor and
BencKclary ««ith InMruciiona to reieaie the Oepotil Material; or (ii) tXipvte tetoluTion ptrruiant tcithe Mspura prowtioru
of ihh Agreemeni: or (U) withdrawal of Contrary mttructleni from Oepoaltor't Ainhoritcd Person or legal rcptraentanvc.
or (M receipt o' an order from a court tsf competent jurisdiction.

а. Ralaaia ntOennalt Material.

If Iron Mounialndoes noi receive limehf Contrary insiructiorti from a Depositor Authoriced Person. Iron Mountain is
authoriiedto reiease'Oepotft Maceriaf lo ihe Benehc'aryor. if mortthanoneBefteftclaryit rcg'tieredio the deposit, to
rckase a copy of Oeposn Material to the Benciiciary. iron Mountain Is entitled to receive any undlsptAed. unpaid Service
Pms due irert Mountain from the Parties before fulfilling the Work Request lorcieiseOeposli Material covered tAsde'
Itiis Agrcemcrti. Any Partynsay cure I default of piymcni of Service fees.

S. Termlrvatton of Aereimenl.
This AfreerisemwiU iirminaie upon the reieasi of Deposit Material held by iron Mountain, for the avoidance of doubt,
each enroRment of a BcncfKiarvmadebythe respective panics u'gn'tng the Beneficiary Cntoflmeni Perm iniched hereto
as Ccfilblt C consitiuies and shaO be construed as a separate agreement between iron Mountain. Depositor and the
slgnlni Beiteflcracy.

б. (tlyht to Use PeWewIni Reiviic.
Beneficiary has ihe right under ihH Agreery«eni to use the Deposit Material for the sole purpose of condrtuing ihe benefits
attordedio Beneficiary by the license Agreerrtcnt. Noiwiihsiandini. Ihe Beneficiary shall not have access to the Deposit
Material unless there is a release of the Deposit Materiallnaccisrdince with this Agreement. Beneficiary shaU be
obCgaicd to maintain the conKdcnrtalitv of the rettasid Deposit Material.

M)P,D.uyiPM/I0,01.n 02011 Kots Mountain ncorponted ▲ IRON mountain- Pigt tool Ik
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QgcaSigneMiept O.0niFiCC-«fvC]-4HMM''-r««i»^M«C0

Exhibit D

Auxiliary Deposit Account to Eserow Agreement
Master Oepesil Account Number vy/ej

AwvlUarv Deposit Account Number

(*0(peilt»r*), Frid Von Mo<jnt»in lnt«ll«tiw*l Froptrty Mpn*|cincn(. Inc. jlton MocintJin*) hp*c

cniprtfl Imp (St »bov< rctefCnceO Ei('OwA|recmen(('A|reer»cnt'}. Pviuini lo iKti AfietmwU B«n«r>{>*rvO' DcpOtilM may
trcite aOCIiionil (l«p9)ii «ccoun(s('*viUUrv Otpoilt Account') >or (he purpOiee'holdln| iddioon«> Otpoilt M»ieri«lini
loptrstc (ccouni which Iron Mount tin will malmtin tcptrtieiy from whtr depoilt KCounti under tMi A|rttmmt. 1hi new
KCPont wilUmalerenced by ihe 'o|iowl«| namt: rOcpojH Account

Puriutm to (he A|teem<nt, Oepoilior may tubmli material to b« held in ihU Auiltlaiy Oapeui Account by iubmlnin( a properly
niieOoul Cchlbit H with the Ocpoit Maieriasioiron Mountain. For avo<unc< ot doubt. Bentnciary s rienti ano obll|itiona rdahve
to the Deposit Material hdd in any deposit account under ihit Afceemeni are loverttcd by iht etpress terms o< the A|reemeni:
thlt lormdoes not provide any eddidonairifhis In the Deposit Material.

I>epofltor Auihorlied Pcrson(t) Notices Table

Please prevldcihcname(s)andconiKt inlormaiionof theOeposUor Authorited Person(s) lor this OtDOiit Accouni. ii Is |he imeni
o( (he Parties that the IrsdSvidueildencihcd below will act at ihcAuiherutd Person with respect to this Oepotrt accowai. ai!
Notices wi!l be seni elcctronicallv or throvfh refular mail to the appropriaie address tei lonh below. Ptcase compltte an

Print Name

Title

Email Address

Sireei Address

Prevlncc/Clty/Sleie

PotUl/2lo Code

Phone Number

Fat Number

Billlni Coniaei inlormation Table

Company Name

PrWM Name

nitc

Email Address

Street Address

.  Province/CltWSteie

Postal/tip Code

Phone Number.

Fax Number

The (mdersi|ned herebyaircesthtc ail tcims and conditions of the above referenced Cscrow A|reement wUi |ovetnihls Audliiry
Deposit Accouni, The termination or opirition of any other dtoosii accouni will not affeci this accotmi.

DtPOSITO*

$J|nalurc

Prini Name

THIc

Date

(man Address

IRON MOUNTAIN

INmiCaUAl PROPERTY MANACtMCNT, INC.

Stature

Print Name

title

Date

Email iXddrtii lpmcllcntservices9ironmoun1aln.com

MTP.D.USAPM/tO.OI.n OTOll VonMown'ipliilntoroaraied A Iron MOUNTAIN' Pace Itol IS
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DocvSi9«E»»M9« 10^ Oiilf ICC'CCC2 «1 IB l3y-TA«i»<f^»<»C0

Exhibit E

Benchclary Enfoliment Form

Ocpoiltqr «nd'.-onMounitinlnt<llt<tu<IPrap«rv Mimgcmcni. Int. {'Iron MounMin'). hccby ickflowlctlct (ha«
ftanetkU'V N»oi«: >» the MniKclary re(«rrcd lo In ih* Citrow Ajrwrnioi ihtl
luptMrti Oepotll Number: _wfihlron Movniainii th« «k'Ow a|int. Stnefldaivnbribv a|re«t <0M

bound t»»ll proviiiont o( W(h Ac'ttment- Thebtt dale noted cn the alcnature blocVs of ihi) enrollment ihall be ibcIXecbve
0«tt.

Avthgrbcd Penen(t) NoKcei Table

Pleaie provide (be and coniaci iAlermadonor (be Autborued P(rson(t) under nfretmtnt. Pleaic eornplete all

Informatien ai aoplkablc. Incomplete Information may rciuX in a delay or procetsini.
t>«PO$lTO* ftCNEFlCIAXY

Print Name Print Name

Title Title

Email Addreaa (mall Address

St'reci Addresi Street Address

Province/Chy/State Provlnce/Clty/Siaie

Peual/ZipCode Peital/Zip Code

Pherta Number Phone Number

Faa Number Faa Number

Dlllinc Contact Iniormatlon Table

Pkate provide ihe name and contact Mormatien el die AiUIni Comact under (hit Ac<cement. Ail in«eicet rrill be tent lo thh mdMdual ii ihe
addreutcilo'ibbeioiv.

OEPOSITOA etNEFtCIAXr

Q Cfrrrk // teme or AaiAorircd Penen Q Check r/some oi AuthctUtd Ptnan

CompanyName Company Name

Print Name Print Nimc

Title Title

(mall Addrtti (mall Address

Street Addreti Street Address

Provinct/Clty/Sutc Provlnce/CUy/Staie

Potial/Zlp Cede Postel/Z'ip Code

Phone Number Phone Number

Fae Number Fai Number

Putcheae Order • Purchaii Order a

MlP.O.US/IPM/IO.Ol U O20I l.l'on MouniaJn Ineorpo'iied A IRON MOUNTAJN- Pace 17 0) IS

1T
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Doa;S>9n Emviopt D- Di •»FtCC-MC)'41 tt-Utf-rAI ittF }4KO

Be/itRtlary {/iroDmem form wotP Repveit

Pleau ch«ck bo<ci loorec tfylccc and lo tdenifly the Pavine Pariv

Servke SetvkcOewiipTien One-Time

Feet

Annual

Feat

PayWti Pttty

IjAMMdMaiy)'
|(iwh(Urt

box Mowauln luM » WoA l«nwr<i iQ iOd * nra ((MlKMri :e (x

C>rtoa e»e«t>i KtOMM In «(»>#«»<( W«n Uw Aticrmtnt,
saco UOapauiar

QtentAcanr

0*9VlH O'CMM

Ken MayMM> ui ueant addlOoiuletMta Mea«;M le ti>*im» »ne

aem.^oaw ecrru tsaro DrpOM Mau.'vl:hai wfear mv«rrKS>rein

canuolWd meda vauni in Mxe'dmt xtfiint AetMcem ihii le^nni IM
InlMl DtpsVl e«oonl,

tl.OM noaenkw
0 etwAoirr

IJ Me rd| lai (Upon uonMounUkAM iijnfl«w»Ali««w«iiiee>r>(M«riiih' itM.n'wh

■ncvdn * eepoA medu tMiaeiW »n>>iwi.a wiMani • m« <tiu<iunen
liVr. WtH (uneutewo, M nuirsnr* of reneMiM dfeevi eMtdenniVt.
* And ifMn mI 6« l«ni le int faylat Ftt> i(l«rdlii( th* DrpeM Mitrcol
le <>>wi,c»itli:tnri M>wt«n Dt»»tkar > >i»riHn-.M^ p.*. l<h«ii e
*ndO«oo)bOiwi»annivt)«<d ue'iaOrTdvi mmhUL Otpetn xuu
•■vndrd an CO.Ovo*. or diaowad Ov

S7.M0 "/» (Jotamkoa
□ eandncunr

□Md(*«*ll.
Unenlervtne M^nH
T«t .

VanMouMtinxHparfann tninxniarv IruanihtWdddtpOtll, aiMOi
li<kenAnNri«|eaaM!l inrdlaraMjbi'ef. «iitniUnMn{.fltvt(aon|lto
(lMiA<>eani»tl*>. Mnptytne in* »«»v«ac«/>Mrx(« ol auM VHirwaanv
and letMilylni mitirlaii nqiared la >n>»iiiA«Oif«tlier'> tehofr
daallOfnttR a«»wanw»ni. Outaui lAtlwd«i ■ r«po'i»Ki(A aCllbwibd* btfdd
inuiucrtom. hh <»tiU<c<lan liMti and ta adOilien. th* ■apO't wfl
Hil 'adUrad idAna'a drvtbemni "vaimah, lndudln(. oIlAOui bnaation,
>a«tfli«a tawc* caoa laneuaif > and camalaii, iNrfl-aami lehwart.
Mt*rtai.ae*»naf trwtm. indhnOnii*, not* ati'anMouUM'i
aAiVtHalftdtteeiii.

SS.aUtthntd
on SOW W

r-Miam warv

<■«>*•«

N/* UOadaulea
Qe*>ich(Ur>

IN WITNESS WHtRtOF. (he P«rtiei hivi duWcetutcO ihli Cnrolmeni itol ihe EKetrive Diiebyihclr luthonted'epreiencKfvet:

DEPOSITOR BCNEflCIARY

Slcnaiure Sifnatuce

Print Nam* Print Nam*

Till* Till*

Dait Dal*

EniatlAiMrrat (mallAddrtaa

IKON MOUNTAIN
INTElUaUAl PROPERTY MANAGEMENT. (NC.

Si|nalure

Print Name

Title

Datt

ErnjN Addrasa lprncli*nite(vic*i9''<""'Mun(a''^(P'"

AHnortcci W ifonMfluoljIninieUeaiiel Rraperty Meneiemeot. inc. shovldbe lent to iomcflwMf<v!<ecW>,'on>Twt/fM»in.con>
OR Iron Moumein Iniellcciual Prope'tYMeneiemcnt. inc.. AtinrCCeni Servkcs.'ZlOONorcroti Pirkway. Suite ISO. Norcrou,
CeortU. 3007}. USA. Telephone: SOO >7S-S6e9. PKslmile: 770-239-9201

M)P.D.US/IPM/10.01.11 620111'on Moonltifl Incotporiled ▲ Iron MOUNTAIN" Pile Del IS

tf
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ooAiSir & to. oi ■er')C&«ECi-4iii.euF-Msi«4'54*co

■Exhibit Q
(scow Deposit QuesCionnilrC'

Ttf/pOiV I'J Qvtiliannalrf
In ofder lor lion Mounuin to dcienninc the deposit mttcriai requirements trtd to quote Tees usocisicd >»ih vcririciiion tcrs-iees. •
eon^ktcdikputitqueuionnaiic is requeued. iiisiheruooitsibiluyorihucscfou'dcpoiUoi lOCOmpieicihcqucuioruolie.
InMfuctlttnS

fkate complete the questionnai'e in its entirety by *ns»ertnQ ct-eiy question aeeumcly. Upon completioct, pleaie reium the completed
qtxsiioAAwrc lo the buncrickuy ukinc Ibr its cotnphaion. or c-mail ii to yoiu Insn Mounipin Account Reprcicnuiitt

A. Ctneroi Ocserlpilon
(. vVhsi is'ihe genettl Tunaionorihe software to be pixed inin exro>«?

2. Cut whii media tvill ihc jnuree code be deliuercO?

if the deposit ison'r.uBneticiipe media, what tape romiai (e.g. DAT DDSd. DtT <000. CTO-3, etc.) will be tned for the
deposit?

4. Agairt ifihe deposit Is on tape, what opeiailrtg system and version u-as used to ereair the tape and tfhai tools (either ttaiive
OS (e.g. IV. cpiu. etc.) or commcreial (e.g. Oukup C\re. NctOxkup. ArtSen' elc.) were tised to load the data: if a third
pony or commercial sufiwvc tool teas uxd. please specify the v-rndur and c.vxi version of the tool used.

i. Will the deposit be in the format ofa d.'uabasc/reposliory of any iyp< gf Verstoning or Cortftguratlon Management Tool
(e.g. VIsutil Source Safe. CleateaK.Wtforce, etc.) or uill ihesetftwarc in ihe deposit bv in i clear ic.tdnaiirc llle system
(ormai? If a vcnioiting or CM tool Mlt be necessary to eeainlne any pan the deposit conienis/plcSK ipceily the Vendor
and tool and eexi version uxd.

6. Is the softvvare deposit cxrypted, including ^ssttprd protected archives, in any way? If so. tthai tool and tersion will be
used to pcrfonn the mrypiicn and will all nceessaiy userid's. passwords or encryption keys be provided to csiraa the
software?

7. What is the total untompinxd size of the deposit in megabyict?

D. Keqalremenis (arlhcAsicmblyofihc Orpotii
1. Describe the naitrre of the source code in the deposit. (Doot the deposit Include inicrpreted code, eompiled source, or a

mi.viurc? How do the difTcteni pansofibe deposit rtliic to exh other?) What types of source code make up the escrow
deposit (e.g.-C*+. Java, etc.)

2. How ntony build processes vc ihcie?

How many uniqttebtiild environments are required to assemble the (roietiaJ irt the exrow deposit into the dclivcrabtcs?

4. Whai hardwwu Is reciulrcd for each build environment to compile the soUvmre? (itteltiding memory, diiL- spue, etc.)
(»

). What npcniing systems (Inclttding versions) are usetj during complbiion? Is the sollware e.vccuied on any t>ther operating
tysiems'vcfiioA?
lb)

C, How many Kpante deliverable components (eeeeuisblcs, share libraries, etc.) arc built?
(f)

7. What compilers'linkera/othcr tools (brand and version) are ncccssarv to build Ihe applieation?
(d) . .

It. What, ifany, third-pany libraries arc used to build the software? Please speciS- vendor, tool name and exxi or minimum
requited vcraioit. If multiple build environmenis vc required pleax specify for which environment each umI is required.
(*) . •

9. Ifadattbax of any kind is necessary to support eompilaiion. is a rvnntng instance of the ttaisbax necessary or Isa tiailc
irtsunce consuilngofihc static and shared libraiies and/or hcadci Hies iitsiaileO by the database SulTicieiu to support
compiliiioit? if not already identified above, please provide the vendor and version of the required ilaiabax.

10. Hosvlongdousa ccimpkte build of the software take? How mxh of that time requires srvnc formof human inierxtion and
how much is automated?

MSP^D.t^yiM/lO.Or.lt O20I l iten Mountain •nrorpontae ▲ |R0NM(XWTAIN' Pagoiaoiis r—D9
1T
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Oeci<S<9n O- Ot ieriCC-<CC2-4nl-a)y-'Aei»«r}4tCO

11 Ooo iN; ocrow (kpOlli contain fnnnal bgilJ <k«uin«;n[(i) ddcrituny the nectfuty S1C|){ TO' build lyucm conrtQuraiion
and eontpibiton?

C, HcqulrtOKDlj for ihr Carcnilon of ih« $ol>»'are ProircicJ by ibc Otpo«lt
I. What we the liywem hartKwc tcquircmema to succcssruKy execute ibc aorttrvc? (menofy. di4; tpoce. c(c.); pfew iiKfudc

any adOiiiunal pvtiphcral dcvlcet Otai moy be nevcanry' >u iupperi enncei function of (he tonvra'c/jyUL-tn.

1. Whii !a the minimum number of machine* required to eompteirly set up the toft»*re lufTieieni to tuppori funeiiortol
icsilns? V/hai Operating tyMcma and veraign arc required for cacli tnaehiirc?

y beyond the operating lysiema. ufui addiiional thud pany wfivore and tools we icquircd to e.vecvic the cscrotved tonuvre
and verify correct opaaiton? Olcase provide vmdei and venkitts of all third puny'iools or libraries required to conipletely
conrigure 3 system swiiaMc to support runciiocul testing. If multiple machlttes are required to support lestirtg. please
.identify the softuarc to be installed 10 each machine.

u. Is a database ofany kind required to support AuKiiortal lestlng of the ioft"irc? Ifso pleaK provide the vcrtdor and ccrston
requited.

}. Ifi database b required, docs the escrow deposit contain or con the depositor provide saipis and bocku^imporu
iKeessary to create a database instance suitable 10 support funciloaal testing.
Note: a daubasc containing test data b saiisfxtory to support functional testuig so <o.-(g as the data Is mllstic.

f. Incltidingihcinsullstlonoranr software tools required 10 support the furtctipn of the escrowed sonwi/c, approtilmaicly
how much lirnc is rcquirvtj losetupandconiiguic asyscm luiiablc 10 suppon funciHsnal testing?

7. Appnvirnately how r»i>ch time noold be icquired to perform a set oriimlted tests once a test system is configured?

8. Does the ucrow deposit contain or can the depositor provide test plans, scripts or procedures to facilitate testing?

9. With the exception 01' any database i^nilfled above, are any eonnccilou to c.vicmal data sources, frcdt or sinVi required in
order to tuppori the proper htnoioningofihe software and to suppon teuing of the software?

0. Technical Canttel information

fVeuic/ur f/rc*<r/»f»rn/irf(rrr hvbiilculf<r*iinti) Ifun Muiinialn mny oiniacl riyuri/lrii' thh >««'/eSftuw Htpt.xli luuirrlah.

COMI-aNY;

SIGNATURE;

rKl.fTNAMC-.

AOOkCSS 1:

ADOUeSS i:

CITY. STATE. ZIf

TELEPHONE:

EMAILaODRESS:

t^or additional information about iron Mountain Technical Verificitlon Services, please contact

your Iron Mountain Account fkcprcscmaiive

M)a.O.UVlhM/l04}i.]] 0}OI1 Iran Mourtuittvxorpotjied IKON MOUbTIAIN' Page iVo' l&
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Co'nineeu ©»,Con>pi«lon;'^yj^ ../V. • •' •
e»MW«'«^n»W:0tl(FlCC«EC34IIMU«=TAai»lFMK0
Sue4*a- Ptrw tw*m» I tlfi yvw dKt^Twni

9ewin Er>«He«;

Oecw<n«MPaoM; tS (4n«WM: I

C4l4c*tl PVQM I Wi«W>;0
AglsNav;

CftttioMW S-.«inpiAe CmM9

Record TrecWnp" '.■'.'•.V*"""'." " ' Vl' '• • • ''
HoW«i: Mn*VM<i Vine*

i»AttA*A.Tare«Oir«Mio«Mtln.M'><
SUtu*

y)t/70t4 RMPT

Slgntr.EvifilV ••• '
Sifvi MoiKpotncr
i#fienioewyOe4'ST*i**»
S««uHir

DonSign,«ma4.
C: <
V)I/»U1;»7:1>PUPT

EMmx RKOrO one Se^hP* HmMwc
NetORt'rt

. O'.

VtF<glPAMr«M: <7 70 279.171

Siacut; CenwMMO

Cnvtlop* 0<igi<uis>:
MnoihOA Yanc*

l4}Antmk Ax.
BMton.MA 02111
^wjrtan y»nc«0«onmouA(«'n com
(PAMntj. I2.70.22B 176

location. OocvSign

. TJmestamp
»4n(; V51/2014 2'17:1 jPm PI

v«wod: V1I/20H 2.17:20 PM PT

S'enao: 2OI/2014 2:2i;?< PM PT

ini»ir»oftS!gn#f evenjo..,;^ *
^TtbrbiUvory;£v'ont6 • •-
A^genl D«tlvefy"^Ev•nt'»■^. 'i!
Inlefmedlarv.pollvefYevo'Ttc^i- vv-'a* St»tu»;s:; .a,;.:..-

Cortinid:6i1l^;_f^Evenj*;^V
Cirbop Copy E/onti r''.

>iou_ry_Ev6nuy-Ai':^.';\-''.;.;jH;^^ u'n'viiM'T..' '
ertvilogOjSuVnmiry^^vy^ ■'
en.itooi Sam MaMiK^neofpiao
CaflAao Oaiixiinl
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Attachment 2 - Escrow Service Agreement

Escrow Exhibit E

Beneficiary Enrollment Form

Depositor and Iron Mountain Intellectual Property Management. Inc. ("Iron Mountain"), hereby acknowledge that
Beneficiary Company Name: is the Beneficiary referred to in the Escrow Agreement that supports
Deposit Account Number: 44103-58865 with Iron Mountain as the escrow agent. Beneficiary hereby agrees to
be bound by all provisions of such Agreement. The last date noted on the signature blocks of this enrollment shall
be the Effective Date.

The Parties acknowledge that the release conditions ("Release Conditions") set forth In this Exhibit £, with respect
to this enrolling Beneficiary only, shall supersede alt other release conditions set forth in any other agreement
between Depositor and Iron Mountain. With respect to the enrolling the Beneficiary, the Parties agree to amend
the Agreement as set forth below;

Release Conditions.

Depositor and Beneficiary agree that a Work Request for the release of the Deposit Material shall be based solely
on one or more of the following conditions (defined as "Release Conditions"):

•  the Depositor has made an assignment for the benefit of creditors;

•  the Depositor institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind;
•  a receiver or similar officer has been appointed to take charge of all or part of the Vendor's assets; or

•  the Depositor or its Subcontractor terminates its maintenance and operations support Services for the
Slate for the Software or has ceased supporting'and maintaining the Software for the State, whether due
to its ceasing to conduct business generally or otherwise, except in cases where the termination or
cessation is a result of the non-payment or other fault of the State;

•  Depositor defaults under the Contract; or

•  Depositor ceases its on-going business operations or that portion of its business operations relating to the
licensing and maintenance of the Software.

Authorized Per$on($) Notices Table

Please provide the name(s) and contact information of the Authorized Person(s) under this Agreement. Please complete all
information as aoolicable. Incomplete information may result in a delay of processing.

DEPOSITOR (Reauired Information) BENEFICIARY IRcculrcd Information)

Print Name Francoise Mattlce Print Name

Title President & CFO Title

Email Address fmattice(S)oz-systems.com Email Address

Street Address 2201 E Lamar Blvd, Suite 280 Street Address

City Arlington City

State/Province Texas State/Province

Postal/Zip Code 76006 Postal/Zip Code

Country United States Country

Phone Number (469) 785-9715 Phone Number

Fax Number Fax Number

11/13/2020
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Attachment 2 - Escrow Service Agreement

Billing Contact Information Table

Please provide she name and contact information of the Billing Contact under this Agreement. All Invoices wit! be sent to this Individual at the
address set forth below.

DEPOSITOR BENEFICIARY

{  I Cheek if same as Authorized Person ^ Check if same as Authorized Person

Company Name Company Name

Print Name Print Name

Title Title

Email Address Email Address

Street Address Street Address

Provincc/City/Statc Provlnce/Clty/State

Postal/Zip Code Postal/Zip Code

Phone Number Phone Number

Fax Number Fax Number

Purchase Order 0 Purchase Order 0

BALANCE OF THIS PAGE LEFT INTENTIONALLY BLANK - SERVICE DESCRIPTION PAGE FOLLOWS
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Attachment 2 • Escrow Service Agreement

Beneflclarv Enrollment Form Work Request

Please check boxes to order services and to identify the PayinR Party

Service Service Description One-Time

Fees

Annual

Fees

Paying

0 Add Additional
Qonefkiary

Iron Mountain will fulfill a Work Request to add a new

Beneficiary to an escrow deposit account in accordance with
the Agreemerst.

$9S0 S Depositor
□
BeneBciary

L) Add Addltlonal
Otposit Account

Iron Mountain will set up one additional deposit account to
mana|e and administrate access to new Deposit Material that
will be securely stored in controlled media vaults In
accordance with the A^reernent that governs the initial
Deposit Account.

$1,200 □ Depositor
□
Beneficiary

□ Add File Ujt Test Iron Mountain will perform one (I) File List Test, which
Includes a Deposit Material media readability arulysis, a Hie
listing, a file classirication table, virus scan outputs, and
confirmation of the presence or absence of a completed
escrow deposit questionnaire. A final report will be sent to the
requesting Party regarding the Deposit Material.. Deposit
must be provided on CO. DVD-R, or deposited eicclronkailv. -

$3,000 N/A □ Depositor
□
Beneficiary

□Add level I •
Inventory and Analysis
Test

iron Mountain will perform an Inventory Test on the initial
deposit, which includes Analysing deposit media readability,
virus scanning, developing Hie classincalion tables, identifying
the presence/absence of build Instructions, and identifying
materials required to recreate the Depositor's software
development environment. Output includes a report which
will Include build instructions, file ciassiricaiion tables and
listings. In addition, the report will list required software
development materials, including, without limitation, required
source code languages and compilers, third-party software,
libraries, opcrating'systems, arvd hardware, as well as Iron
Mountain's analysis of the deposit.

$6,000 or
based on
SOW If

custom work

required

N/A □ Depositor
□
Beneficiary

□Add Level 2 -
Deposit Compile Test

Iron Mountain will (uirill a Work Request to perform a Deposit
Compile Test, which includes the outputs of the File Listing
Report and the Level 1 • Inventory Test at described above
plus recreating the Depositor's software development
environment, compiling source files and modules, linking
libraries and recreating executable code, pass/fail
determination, creation of comprehensive build instructions
with a final report sent to the Raying Party regarding the
Deposit Material. The Paying Party and Iron Mountain will
agree on a custom statement of Work ('SOW') prior to the
start of futniimeni.

Based on
SOW

N/A □ Depositor
D  •
Beneficiary

□Add Level 3 • Binary
Comparbon Test

Iron Mountain will (uinil a Work Request to perform one
Deposit Usability Test - Binary Comparison which Includes a
comparbon of the files built from the Deposit Compile Test to
the actual licensed technology on the Berteficlary's site to
ensure a full match in file size, with a final report sent to the
Requesting Party regarding the Deposit Material. The Paying
Party and Iron Mountain will agree on i custom Statement of
Work ('SOW") prior to the start of fulfillment.

Based on

SOW
N/A □ Depositor

□
Beneficiary

□Add level 4 • Full
Usability Test

iron Mountain will fulfill a Work Request to perform one
Deposit Usability Test - Full Usability which Includes a
confirmation that the buUl applications work properly when
installed, based on pre-determincd lest scripts provided by
the Parties. A final report will be sent to ihe Paying Party
reRarding the Deposit Material. The Paying Party and Iron

Based on
SOW

N/A □ Depositor
□
Beneficiary
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Attachment 2 • Escrow Service Agreement

Mountain win agree on a custom Siatement ol Work ('SOW')
ortor to the start of fulfitlmenl.

0 Dual Vaulting Iron Mountain will fulfill a Work Request to store and manage

a redundant copy of the Deposit Material In one (1) additional
location. All Deposit Material (original and copy) must be

provided by the Depositor.

N/A S750 . 0 Depositor
□
Beneficiary

(_J flemote Vsultinf Iron Mountain will fulfill a work Request to store and manage
the Deposit Material In a remote location, designated by the
ctlenl, outside of iron Mountain's primary escrow vautling
location. All Deposit Material (original and copy) must be
provided by the Oepositor.

N/A $750 Q Depositor
□
Beneficiary

' CJ Custom Contract
Fee

Custom contracts are subject to the Custom Contract Fee.
which covers the review and processing of custom or
modified contracts.

S900 N/A Q Depositor
□
Beneficiary

BAUNCE OF THIS PAGE LEFT INTENTIONALLY BLANK - SIGNATURE PAGE FOLLOWS

IN WITNESS WHEREOF, ihe Parties have duly executed this Enrollment as of the Effective Dale by their authoriied
representatives:

DEPOSITOR BENEFICIARY

Signature Signature

Print Name Franccise Mailice Print Name

Title President & CF} Title

Date November 15, 2019 Date

IRON MOUNTAIN

■  INTELLECTUAL PROPERTY MANAGEMENT, INC.

Signature

Print Name

Title

Date

All notices to Iron Mountain Intellectual Property Management, Inc. should be sent to
■ ipmclientserviceslS'ironrnountain.com OR Iron Mountain Intellectual Property Management. Inc., Attn: Client
Services, 6111 Live Oak Pkwy, Norcross. GA 30093, Telephone; 800*87S-S669. Facsimile: 770-239-9201
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