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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette ’ 29-HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-2714501 1-800-852-3345 Ext. 4501
Fax: 603-2714827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov
Director

October 22, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House .
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing agreement with OZ Systems USA, LLC (VC #248266-B001),
Arlington, TX, for the development, implementation and support of an integrated data
management system for infant and newborn hearing screening programs, by increasing the price
limitation by $97,000 from $242,450 to $339,450 with no change to the contract completion date
of November 30, 2022, effective upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on December 2, 2020, Item
#20.

Funds are available in the following accounts for State Fiscal Years 2022 and 2023, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-090-902010-52400000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; NEWBORN SCREENING REVOL FUND - 100% Other Funds

S}ate Class/ . Job Current Increased Revised
Fiscal _ Class Title (Decreased)
Account Number Budget Budget .
Year Amount
2021 | 102500731 Contracts for 90080013 $54,833 |- $0 $§4,833
Prog Svc
2022 | 102-500731 Contracts-for 90080013 | $98,450 $0 $98,450
_ Prog Svc _
2023 | 102-500731 Contracts for 90080013 $39,167 $0 $39,167
Prog Svc
Subtotals $192,450 $0 $192 450
The Department of Hea[t:h a::d Ht: mah Scruicc;’hfi;éit;r;‘ is lo join communities and families

in providing opportunities for citizens lo achieve health and independence.

NOVOS' 21 4rm11:13 ROUD Q@ ‘K&'
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05-95-090-902010-33860000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH D1V; EARLY HEARING DET & INTERVIN - 100% Federal Funds

§tate Class / : o Job 'Current. Increased Revised
Fiscal Class Title (Decreased)
Account -| Number Budget Budget
Year : Amount
2021 | 102-500731 | ComvaECts for | gn004005 $50,000 $0|  $50,000
Prog Svc
2022 | 102-500731 | SO o | 90004005 | $0 $40,000 |  $40,000
Prog Svc
Contracts for
2023 | 102500731 | o gue | 90004005 $0 $57,000 |  $57,000
Subtlotals $50,000 $97,000 $147, 000
Totals $242,450 $97,000 $339,450

EXPLANATION

The purpose of this request is to ensure ongoing hosting, and support and mamtenance
of the Integrated Data Management System. The System supports data collection for the newborn
hearing screening program, critical congenital heart disease and birth conditions. The data, from
the Data Management System, is used to monitor and report infant hearing screening results,
Critical Congenital Heart Disease (CCHD}) results and certain birth conditions of New Hampshire
newborns. The Contractor will provide customized reports and interface madifications -using
information received from birthing hospitals and other providers including pediatricians, midwives
and audiologists {hearing specialists). The customized reports are essential to the Department
complying with New Hampshire Revised Statutes Annotated (RSA) 132:10a, and are imperative
in providing timely follow-up and referrals to appropriate medical and/or service providers, as
needed.

In addition, the Contractor will make system enhancements that fully support maternal and
child health data collection in New Hampshire to meet the Department's needs. The Integrated
Data Management System for Maternal Child Health Screening Programs is tailored to accept
data entered by health care professionals including, but not limited to hospitals, midwives,
audiologists and other maternal and child health care professionals.

Early treatment of these conditions, before the onset of symptoms, is more effectlve in
improving newborn heaith outcomes than later treatment. The integrated data management
system reports real time screenings, births and diagnostic follow-up information relative to
maternal, newborn and child health to ensure timely access to needed services.

The Department continues to monitor contracted services by ensuring:
« On-time delivery of software installation;
» Timely roll-out schedule;

+ System users demonstrate an eighty percent (80%) or higher system-proficiency
level post system training; '
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e The State has access to all documentation;

e Project meetings and communications allow for State input and updates to the
plans;

o Status reports are provided and project milestones are communicated on status
meeting agendas and via updates outlined in the original Contract;

« On-time delivery of custom report(s) requested by the State; and
» Issues involving access to or use of the System are addressed timely,

As referenced in Part 2 — Information Technology Provisions, Section 2. Contract Term,
of the original agreement, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties and Governor and Councit approval. The Department is not exercising its option to
renew at this time.

Should the Governor and Council not authorize this request, timely and appropriate follow-
up to ensure infants receive necessary services may be delayed, as well as referrals to medical
and/or service providers. In addition, the Department may not be in compliance with RSA 132:10a.

Area served: Statewide
. Source of Funds: CFDA #93.314, FAIN NU50DQOOOOQ1.

In the event that the Federal and Other Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,

OocuSigned by:
E\nn H. N. Landry

24BABITEDBEB4ES...

Lori A. Shibinette
Commissioner



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit :

Denis Goulet
Commissioner

October 26, 2021

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with OZ Systems USA, LLC, as
described below and referenced as DolT No. 2019-051A.

The purpose of this request is to ensure ongoing hosting, and support and maintenance of
the Integrated Data Management System for Maternal Child Health Screening Programs.
The Contractor will provide customized reports and interface modifications using
information received from hospitals and other stakeholders. The customized reports are
essential for DHHS to comply with RSA 132:10a, and to provide early and timely follow-
up and referrals to appropriate medical and service providers.

This amendment increases the price limitation by $97,000 from $242,450 to $339,450 with
no change to the contract completion date of November 30, 2022, effective upon Governor
and Council approval.

A copy of this letter should accompany the Department of Health and Human Services® submission
to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet

DG/ik
DolT #2019-051 A

cc: Michael Williams, I'T Manager, DolT

"tnnovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Integrated Data Management System for Maternal and Child Health Screening’
Programs contract is by and between the State of New Hampshire, Department of Health and-Human
Services ("State” or "Department”} and OZ Systems USA, LLC ("the Contractor”}.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on December 2, 2020, (Item 20), the Contractor agreed to perform certain services based upon the terms
and conditions. specified in the Contract and in consideration of certain sums specified; and

WHEREAS, the parties agree to increase the price limitation to support continued delivery of these
services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Cantract and set forth herein, the parties hereto agree to amend as follows: '

1. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$339,450.

2. Modify Contract PART 3 - Information Technology Exhibits, EXHIBIT C - PRICE AND PAYMENT
SCHEDULE, Section 1, Payment Schedule, Subsection 1.2, Activities/Deliverables/Milestones
and Pricing Worksheet, by replacing it in its entirety with the following:

1.2. Activities/Deliverables/Milestones and Pricing Worksheet

Activity, Deliverable, or Deliverable PDrOJ?Cted Price’
Milestone “Type elivery
Date
PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Kickoff Meeting Non-Software | 12/03/2020 $ 1,047.00
2 Project Status Reports Written Biweekly $ 1,000.00
3 Work Plan Written 12/08/2020 $ . 1,500.00
Infrastructure Plan, including .
4 Desktop and Network Written 12/08/2020 $ 367200
Configuration Requirements
5 Security Plan Written 12/08/2020 2,000.00
g | Communications and Change Witten | 12/08/2020 1,224.00
-Management Plan
7 Requiréments Trace ability Matrix Written 12’1 5/2020 $ 3,840.00
8 Software Configuration Plan Written 12/15/2020 $ 3,024.00
Systems Interface Pl '
9 ysiems Inierace Fan Written 12/15/2020 | $  3.040.00
and Design/Capability ‘
10 Testing Plan Written 01/05/2021 $ 3,024.00
11 Data Conversion Plan and Design Written 01/05/2021 $ 2,047.00
12 Deployment Plan Written 01/19/2021 $ 2,047.00
Comprehensive Training Plan ,
13 and Curriculum Written 01!29/20_21 $ 964.00
14 End User Support Plan Written 02/05/2021 $ 1,508:00

2019-051 f RFP-2019-DPHS-11-INTEG-A01  OZ Systems USA, LLC

A-5-1.0

Page 1ol 6

Contractor Initials _|

Date 10/25/2021
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15 Business Continuity Plan Written 02/05/2021 $ 2,047.00

16 Documentation of Operational Written 02‘“2/202 1 $ 3,024.00
Procedures
INSTALLATION
Provide Software Licenses if .
17 needed Written 04/29/2021 ‘ $ 22,000.00

Provide Fully Tested Data

18 Conversion Software

Software 04/29/2021 $  2,000.00

Provide Software Installed, ‘
19 Configured, and Operational to Software 04/29/2021 $ 71,000.00
Satisfy State Requirements

TESTING
20 Conduct Integration Testing Non-Software | 03/23/2021

2,200.00

22 Perform Production Tests Non-Software 04/13/2021

Test In-Bound and
23 Out-Bound Interfaces Software 04/13/2021

1,200.00

$

21 Conduct User Acceptance Testing | Non-Software | 4/13/2021 $ 1,020.00
$
$

1,056.00|

Conduct System Performance Non-Software | 03/30/2021 | §  800.00

- 24 (Load/Stress) Testing
: Certification of 3™ Party Pen
' 25 " Testing and Application 03/30/2021 $ 1,000.00
Vulnerability Scanning. Non-Software :
.| SYSTEM DEPLOYMENT
Converted Data Loaded into
26 Production Environment Software 04/29/2021 $ 102400
Provide Tools for Backup and
27 Recovery of all Applications and Software 04/29/2021 $ 1,000.00
| Data
28 Conduct Training Non-Software |. 04/27/2021 $ 250000
29 Cutover to New Software Non-Software | 04/29/2021 $ 200.00
- 30 Provide Documentation Written 04/27/2021 $  1,000.00
3 Execute Security Plan Non-Software | 04/29/2021 $  1,000.00
OPERATIONS
132 Ongoing Hosting Support Non-Software Ongoing $ 2502000
33 | Ongoing Support & Maintenance Software Ongl oing $ 170,430.00
34 Conduct Project Exit Meeting Non-Software TBD $ 0.00

TOTAL COST $ 339450.00

s
2019-051 / RFP-2019-DPHS-11-INTEG-A01  OZ Systems USA, LLC Contractor Initials ‘ W
A-S10 Page 2 of 6 Date 10/25/2021
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3. Modify Contract PART 3 — Information Technotogy Exhibits, EXHIBIT C — PRICE AND PAYMENT
SCHEDULE, Section 1, Payment Schedule, Subsection 1.5, Service Pricing Worksheet, by
replacing it ln its entlrety with the following:

1 5. The Services Pricing Worksheet reflects payment for maintenance support and upgrades
for the initial two (2) year contract period as well as payments for the optional three (3) years
of contract renewal. Pricing reflects the most optimistic Implementation date. Actual
payments may differ from the estimate if the project start date is delayed or |f Implementation
takes longer as th:s will cause a shorter maintenance period.

Table 1.5.1 Services Pricing Worksheet

Software Name - Maintenance Support and Upgrades
Contract Contract '
Yenr 1 Year2 Renewal | Renewal | Renewal
12/2/20 - 11/30/21 | 12/1/21 = 11/30/22 Option Option QOption
{costs included {costs included Year 1 Year 2 Year 3

in 1.2 above) in 1.2 above)

0Z eScreener Plus™ (eSPT™)
management information
system annual licenses for
JEHDI, Critical Congenital Heart
[Disease (CCHD), Newbomn
Bloodspot Screening (NBS) and
Birth Conditions with access for $55,000 $57,750 $60,638 | $60,638 | $60,638
unlimited users at DHHS,
birthing hospitals, outpatient
clinics, and audiology centers as
specified by DHHS. Includes
vital records matching.

0Z Newborn Admission
[Notification Information™
NANIT™) for automated
demographic data from birthing
hospital Electronic Health
Records (EHRs) to OZ eSP™
Lnanagement information
ystem.
Telepathy EHDI™ for direct
results from hearing screening
equipment with license keys for
birthing hospitals in NH
Telepathy CCHD™ for direct
results streaming from oximeter
screening equipment with ,
license keys for birthing $15,000 $3,000 - $3,150 $3,308 | $3,473
hospitals in NH to OZ eSP™
management information
system
(07 Advanced Reporting Tool
license, includes Enterprise
Data Warehouse (EDW) $8,000 $8,400 $8,820 | $9,261 | $9,724
connection and link to ¢SP™

2019-051 / RFP-2019-DPHS-1 1-INTEG-A01 0OZ Syslems USA, LLC ' Contractor Initials _|
A-5-1.0 : Page 3 0f 6 Date 10?5 %5202 1

$25,000 $5,150 $5,250 | $5,113 | $5,788

$15,000 $3,000 $3,150 | $3,308 | $3,473

—~—D
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elp Desk support,
implementation, and project
anagement support. Cost for
esources to monitor, implement
nd support.

540,000

S$110,300

$28,665

$30,098

$31,603

2019-051 / RFP-2019-DPHS-11-INTEG-AQ01  OZ Systems USA, LLC

A-5-1.0

Page 4 of 6

DS

Contractor Initials l !
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

’ Doc1;8|qn¢d by: ’
10/25/2021 | Paron M, Tley
Date . FsepRttricia M. Tilley
Title: .
Director

OZ Systems USA, LLC

DocuSigned by:

10/25/2021 Tuse Finitape

Date ARESTét8se Finitzo
Title: CEO

2019-051 / RFP-2019-DPHS-11-INTEG-A01 OZ Systems USA, LLC
A-5-1.0 : Page 5of 6
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution.
OFFICE OF THE ATTORNEY GENERAL
DocuSigned by:
10/26/2021 3, (lorisopor Marshall,
Date - OREEEPM4@hristopher Marshall

Title: Assistant Attornéy General

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date ’ Name:
Title:

2019-051/ RFP—20'1 9-DPHS-11-INTEG-AD1  OZ Systems USA, LLC
A-5-1.0 Page 6of 6
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that OZ SYSTEMS USA, LLC is
a Nevada Limited Liability Company registered to transact business in New Hampshire on September 15, 2021, [ furiher certify
that all fecs and documents required by the Secretary of Stale’s ofTice have been received and is in good standing as far as this

office is concerned.

Business 1D: 8809%6
Certificate Number: 0005458923

IN TESTIMONY WHEREOQF,

" Ihereto sel my hand and cause (o be aftixed
the Scal of the State of New Hampshire,
this 22nd day of Oclober A.D. 2021,

Dok

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

|, Maria_R. Cantu of Optimization Zorn Corp dba OZ Systems, hereby certify that:
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. | am a-duly elected Clerk/Secretary/Officer of Optimization Zorn Corp dba OZ Systems.
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on January 11, 2016, at which a quorum of the Directars/shareholders were present and voting.
: (Date) .
VOTED: That Terese Finitzo (may list more than one person)
(Name and Title of Cantract Signatory)

is duly authorized on behalf.of Optimization Zorn Corp dba OZ Systems to enter into contracls or agreements
with the State (Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any ameridments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty {30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this cerlificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authorily of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated: 10/25/2021 o (/Qg k=1 2 .

Signature of Elected Officer
Name: Maria R. Cantu
Title: VP of Operations/Head of Operations

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

DATE(MMWDEBYYYY)
111082021

CERTIFICATE DOES NOT AFFIRMATIVELY

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS GERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
OR NEGATIVELY AMEND, EXTEND OR
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT

ALTER THE COVERAGE AFFORDED BY THE POLICIES
BETWEEN THE ISSUING INSURER(S), AUTHORIZED

ﬁ
provisions or be endorsed. 1f

IMPORTANT: If 1he certificate holder [s an ADDITIONAL INSURED, the policy(ias) must have ADDITIONAL INSURED

Holder Identifier :

SUBROGATION IS WAIVED, subject to the terms and condltions of the policy, certain policies may require an andorsement. A statement on this
certlficate does not confer rights to the certlficate holder in ileu of such endorsement(s).
PRODUCER COMTACT
Aon Risk services Northeast, Inc. I HaNE = FAX
Boston MA Dffice NG No Exy: (866 283-7122 [ A% oy (800) 363-0105
53 State Street E-MAIL
suite 2201 ADORESS:
goston MA 02109 uSA
INSURER(S) AFFORDING COVERAGE NAIC #
NSURED INSURER A: Liberty Mutual Fire Ins Co . 23035
optimization Zorn Corporation INSURER ©: ACE Property & Casualty Insurance Co. 20699
(DBA 0Z Systems)
Oz Systems USA, LLC WSURERC:  111inois union Insurance Company 27960
éﬁ?%eﬁzls'smar slvd. wsuRERD:  Indian Harbor Insurance Company 36940
_|arlington TX 76006 usA INSURER E:
INSURER F:

COVERAGES

CERTIFICATE NUMBER: 5700902295

69

REVISION NUMBER:

THIS 15 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAV
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR GONDITION O
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

E BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

F ANY CONTRACT OR OTHER
BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

DOCUMENT WITH RESPECT TO WHICH THIS

Limits shown are as requested

et TYPE OF IMSURANCE A e, POLICY NUMBER WW LaaTs
X | COMMERCIAL GENERAL LIABILITY T82611004166071 &!WU 2077 eAcH OGCURRENGE 32,000,000
I"DAMAGE YO AERTED
] cLamsmoe [ x]occur PREMISES (Ea occurrarice) $300,000
MED EXP (Any one person) $10,000
PERSONAL & ADV INJURY $2,000,000 §
GENL, AGGREGATE LIMIT APPLIES PER: QENERAL AGGREGATE $4,000,000 E
X | ouicy ngg.,'. Loc PRODUGTS  COMPIOP AGG Excluded %
OTHER: -
A | automoene LasTY AS2-611-004166-271 02/01/2021{02/01/2022| COMBINED SINGLE LIMIT $3.000, 000 wn
| L 4 .
| anvauto BODILY IRJURY { Per person) g
™| owNED SCHEQULED BODILY INJURY (Per accident) I
| Aas ey r:g?gwneo PROPERTY DAMAGE 8
| omay AUTOS ONLY | (Per pocident) %
8 | x| ymsRELLALAB X | OCCUR XEUG72505013001 02/0172021]02/01/2022|gACH OCCURRENCE 35,000, 000 8
EXCESSLIAB | | CLAWSMADE AGGREGATE 15,000,000
pED|  |meTENTION
WORKERS COMPENSATION AND PER STATUTE I |ET”
EMPLOYERS' LIABILITY YIN A
ANY PROPRIETOR / PARTNER / EXECUTIVE E.L. EACHAGGIDENT
QOFFICER/MEMBER EXCLUDED? NIk
(Mandatory In HH) ; E.L. DISEASE-EA EMPLOYEE
{ yes, descrit under
L AP TION OF OPERATIONS balow E.L. DISEASE-POLICY LIWIT
¢ | products Liab G72505633001 02/01/72021|02,/01/2022| Each Occurrence 37,000,000
Claims Made Aggregate £9,000,000
SIR applies per policy terks & conditions Completed Ops Included

an B

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional R

may be

- ‘Hm,poubnqum)

products Liability/completed Operations is covered under the Products Liability policy.

CERTIFICATE HOLDER

CANCELLATION

L

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED
EXPIRATION DATE THEREOF, MOTICE WiLL BE DELIVERED IN ACCORDANCE WITH THE
POLICY PROVISIONS.

BEFORE THE

state of New Hampshire .
pepartment of Health and Human services
129 Pleasant St.

Concord NH 03301 usa

AUTHORIZED REPRESENTATIVE

[

ACORD 25 (2016/03)

©1988-2015 ACORD CORPORATION. All righta roserved.
The ACORD name and logo are registered marks of ACORD



AGENCY CUSTOMER ID: 10607549

C’é?p’ . LOC #:
== ADDITIONAL REMARKS SCHEDULE page _ of _

aon Risk Services Northeast, Inc,

POLICY NUMBER

see Certificate Number: 570090229569
CARRIER NAIC CODE
see Certificate Number: 570090229569

optimization Zorn Corporation

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FORM TITLE: Certiticate of Liability Insurance

INSURER(S) AFFORDING COVERAGE

NAIC #

INSURER

INSURER

INSURER

INSURER

ADDITIONAL POLICIES

I a policy below does not include limit information, refer 1o the corresponding policy on the ACORD

certificate form for policy limits.

policy aggre

INSR ADDL |SUBR POLICY NUMBER etk BN LIMITS
LTR TYPE OF INSURANCE wsp | wyp - ) "‘”;i‘_:r':t“"" ""‘"I')':;:'o'” meiah
(MMDIVYYYY) | (MMDDAYYYY)
OTHER

[ E&O-MPL-Primary MTP903871602 03/22/2021{03/22/2022 P;ugg§$iona1 5,000,000

Liabili
SIR applies per policy teqms & conditfons

overall $5,000,000

ACORD 101 (2008/01)

The ACORD name and logo are registered marks of ACORD

LU 1

© 2008 ACORD CORPORATION, All rights reserved.



4 DATE (MDD YY}
ACCORO CERTIFICATE OF LIABILITY INSURANCE

.o T

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: |f the certificate holder is &n ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or-be
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A

statament on this certificate does not confar rights to the certificate holder in liou of such endorsement(s).

CONTACT . ) .
::nogj‘:fg:ﬁa. 1nc of Florida NE"E; Aon Risk Services, Inc of Florida
gl . [PHONE . FAL
1001 Bickes Bay Dtes. Sue 1100 A/C, No, Ext]: 800-743-8130 | (A/C, Mot 800-522.7514
ADDRESS:  AOP.COLCenter@Aon.com
INSURER{S) AFFORDING COVERAGE NAIC ¥
INSURER A : New Hampshire Ins Co 23841
INSURED - K -
- ADP TotalSource M XX, Inc. INSURER B ;
10200 Sunset Drive . - INSURER C
Miami, FL 33173
ALTERNATE EMPLOYER INSURER D :
Optimization Zom Corporation DBA OZ Systems . .
2201 E Lamer Bivd Sute 260 INSURERE :
Artington, TX 78008 INSURER F :

. COVERAGES CERTIFICATE NUMBER.: 3556359 REVISION NUMBER:
THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN 1SSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. LIMITS SHOWN ARE AS REQUESTED.
INS ADDL[SUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE SR | wvD POLICY NUMBER (MWDDIYYYY) | (MWDDYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE $
J DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Es occurrence) $
MED EXP [Any one person) ]
PERSONAL & ADV INJURY $
| GEN'L AGGREGATE LIMIT APPLIES PER: ) ' GENERAL AGGREGATE $
POLICY |:I PROJECT |:| Loc PRODUCTS - COMPIOPAGG | §
OTHER 3
TRBINED SINGLE LIMTT
AUTOMOBILE LIABILITY {En accident) oL 3
| lanyauTO - BOOILY INJURY {Per person) | §
QWNED ] SCHEDULED
| | AUTOS ONLY | AUTOS BODILY INJURY {Per accidant} | §
HIRED NON-QWNED PROPERTY DAMAGE
] AUTOS ONLY || AUTOS ONLY {Per accidant} $
- $
| |umsrELLA LB | | OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE ]
DEC I I RETENTION 3
WORKERS COMPENSATION x | PER | OTH-
A | AND EMPLOYERS' LIABILITY YIN WC 038361540 KY 07/01/2021 | 07/012022 STATUTE ER
ANY PROPRIETORIPARTNER/EXECUTIVE .
OFFICER/MEMBER EXCLUDED?. NIiA E.L. EACH ACCIDENT 3 2,000,000
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| § 2,000,000
1 yes, describe unded
DESCRIPTION OF OPERATIONS balow E.L DISEASE - POLICY LIMIT ] § 2,000,000
\

DESCRIPTION OF OPERATIONS / LOCATIONS I VEHICLES (ACORD 101, Additional Remarks Schedula, may bs attached if more spacs |s required) :
M)l worksits employees working for OPTIMIZATION ZORN CORPORATION DBA OZ SYSTEMS, paid under ADP TOTALSCURCE, INC.'s payrot, are coversd under the above stxied poticy. OPTIMIZATION
ZORN CORPORATION DBA OZ SYSTEMS is an asltemate smpioyer under this policy. -

CERTIFICATE HOLDER CANCELLATION

1208 f Now Hampshin SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
Department of Heslth and Human Services THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN
129 Pleasan! Stresl ACCORDANCE WITH THE POLICY PROVISIONS.

Concord, NH 03301

AUTHORIZED REPRESENTATIVE
Hon Risk Bevices, nc of lovida
v ©1983.2015 ACORD CORPORATION. Al rights reserved.

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501  1-800-852-345 Ext. 4501

Fax: 603-271-4827 TDD Access: 1-800-715-2964
www.dhhs.nh.gov

Lori A. Shibinenie,
Commissloner

Lizsa M. Morrls
Directar

November 16, 2020

His Excellency, Governor Christopher T. Sununu
and the Honarable Council

State House

Concord, New Hampshire 03301 -

REQUESTED ACTIO

Authorize the Depariment of Health and Human Services, Division of PUb|IC Health
Services, to enter into a contract with OZ Systems USA, LLC (VC 248266-B001), Arlington, TX,
in the amount of $242,450 to develop, implement and support an integrated data management
system for Maternal and Child Health screening programs, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through November 30, 2022,
21% Federal Funds. 79% Other Funds (Newborn Screening Revolving Fund).

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Years 2022 and 2023, upon the availability and
cantinued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state ﬁscal years through the

- Budget Office, if needed and jUStIﬁed

05-95-090-902010-52400000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; NEWBORN SCREENING REVOL FUND

Fooe lass! | - Class Title Job Number | Total Amount
2021 102-500731 Contracts for Prog Svc 90080013 $54,833
2022 102-500731 Contracts for Prog Svc 20080013 $98,450
2023 | 102-500731 Contracts for Prog Sve | 90080013 $39,167

Subtotal . $192,450

05-95-090-902010-33860000 DEPARTMENT OF HEALTH A‘ND_HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; EARLY HEARING DET & INTERVIN

State

Class/

Fiscal Yoar Account Class Title Job Number Total Amount
2021 102-500731 Contracts for Prog Svc 90004005 $50,000
Subtotal $50,000
Total $242,450

The Depariment of Health and Human Services' Mission is to join communities and faniilics
in providing opportinities for citizens to achicue health and independence.
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His Excellency, Govermor Christopher T. Sununu
and the Honorable Council
Page 2 of 3

EXPLANATION

The purpose of this request is for OZ Systems USA, LLC to develop and implement a -
scalable, secure web based health data management solution for reporting newborn screening
results, Critical Congenital Heart Disease (CCHD) results and birth conditions of New Hampshire
newboms, with the flexibility to modify the system as necessary, as well as provide ongoing
system support. The integrated data management system will interface with other state data
systems, special screening devices, electronic medical records (EMR), and screening
laboratories using established heaith data exchange standards.

The software application will enable the Newborn Screening Program (NBS), Early
Hearing Detection and Intervention Program (EHDI), Birth Conditions Program (BCP) and their
partners to maintain continuous, real time input of newborn screening results and diagnostic data. .
The software will also allow the Department to identify infants who have a hearing loss, birth
defect/s or a newborn screening disorder. Early identification of hearing loss, birth defect(s) or a
newborn screening disorder will lead to timely and appropriate follow-up and referral to early
intervention or special medical services. In addition, the Department will have the ability to report
aggregated outcomes to the Centers for Disease Control and Prevention and stakeholders when
indicated.

The integrated data management system will track and manage maternal, newborn, and
child health screening data and report real time screenings, births and diagnostic follow up
information relative to maternal,.newborn, and child health. Additionally, the Vendor will provide
ongoing hosting and technical support services.

The Department will monitor contracted services by ensuring:
s On-time delivery of software instaliation,
« Timely roll-out schedule;

« System users demonstrate an eighty percent (80%) or higher system-proficiency
leve! post system training.

¢ The State can access all documentation;

e Project meetings and communications allow. for State input and updates to the -
plans; -

» Status reports are provided and project milestones are communicated on status
meeting agendas and via updates outlined in the Contract; .

« On-time delivery of custom report(s) requested by the State; and
« Issues involving access to or use of the System are addressed timely.

The Department selected the Vendor through a competitive bid process using a Request
for Proposals (RFP) that was posted on the Department's website from 9/27/2019 through
11/25/2019. The Department received six (6) responses that were reviewed and scored by a team
of qualified individuals. The Scoring Sheet is attached. .

As referenced in Part 2 — Information Technology Provisions, Section 2. Contract Term,
of the attached contract, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties, and Governor and Council approval. ’
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His Exceliency, Gavemnor Christopher T. Sununu
_and the Honorable Council
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Should the Governor and Council not authorize this request, a replacement data system
would need Lo be procured or developed in order for the Early Hearing Detection and Intervention
Program, Birth Conditions Program and Newbom Screening Program to properly identify and
track infants with hearing loss, newborn screening disorders and birth defects in New Hampshire.
In addition, the Department would not be in compliance with federal and state legislation for
screening and follow-up for these programs.

Area served; Statewide

Source of Funds: CFDA #83.314, FAIN # NUR3DD000068 and Other Funds (Newborn
Screening Revolving Funds). _

_ In the avent that the Federal or Other Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,

Lori A Shibinette - _
Commissioner



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBCB3E7B7DF

DocuSipn Eaveiops 10; 21 B080A0-0BOI-4ACE-AFBA-FABOSCE13E83

Office of Business Operations
Contracts & Procurement Unit

Now Hampshire Department of Health and Human Senflces

Integrated Data Management System
for Maternal and Chlld Health
Screening Programs

Summary Scoring Shoot

RFP 201M51!ﬁFP-2019-DPH&1 14NTEG

RFP Mame RFP Numbaer Reviawar Nameas
* Coutney Keane, Program Manager
Bidder N Maximum
er Name Points  [Actual Polnts) * Suzanne Beauregard, Nurse Coordinator
1oz Systems 1033 244 " Ellen Chase-Lucard, Administrator
2 Vigual Vault 1035 705 * David Laftamme, Epidemiclogist
3 Gerry Bardsley, Business Systems
* Stratogle Solutions Group, LLC 1038 643 " Analyst
4. Ahacus sor;ico'Corpomion 1035 : 872 " Amy Bargquisl, Adminisirator
5 Ram Software Solutlons, Inc. 1035 582 " Sandra Paul, Business Sysiems Anatyst Il
6. Genes!s Systems, Inc. 1035 801
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NF 03301
Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/_doit

Denis Goulet
Commissioner

November 17, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

_ Dear Commissioner Shibinette:

This letter represents formal notification that the Department of information Technology (DolT)
has approved your agency's request to enter into a contract with- OZ Systems USA, LLC. as described
below and referenced as DolT No. 2019-051.

This is a request to entet. into an agreement to provide the support, maintenance, and
hosting of an Integrated System for Maternal and Child Health Screening. This system
will be used for reporting hearing screening results, critical congenital heart disease
(CCHD) results, and birth conditions of New Hampshire newborns. A requirement of the
database system is to have the capability to interface with other data base systems (vital
records/lab). The benefits of having an integrated data management system will be
improvement of surveillance, reporting, and referral to early intervention services.

The amount of the contract is not 1o exceed $242,450.00, and shall become upon the date
of Governor and Executive Council approval through November 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet
DG/kaf '
DolT #2019-051]

cc: Michael Williams, IT Manager, DolT

"innovotive Technologies Today for New Hampshire's Tomorrow"
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Integrated Data Management System for Materal and Child Heakh Screening Programs 2019-051 / RFP-2019-DPHS- 1 1-INTEG

FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of iis anachments shall become public upon submission 10 Governor and
Exccutive Council for approval. -Any information that is private, confidential or propriciary must
be clearly identified to the agency and agreed 10 in writing prior 10 signing the coniract.

AGREEMENT
The State of New Hompshire and the Contracior hereby mutually agree as follows:

CENERAL PROVISIONS
1. IDENTIFICATION.

1.1 Stale Agency Name ] 1.2 State Agency Address
129 Pleasant Street
Department of Health and Human Services Concord, NH 03301
1.3 Conlfaclor Name 1.4 Conlractor Address
. - : 2201 East Lamar Blvd, Suite 280
OZ Syslems USA, LLC Arlington, TX 76006
1.5 Coniractor Phone .6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number . ‘
214-516-4321 05-95-90-902010-52400000 November 30, 2022 $242,450
05-95-90-902010-33360000 .
1.9 Contracting Ot‘ﬁccr for Stale Agency }.10 State Agency Telephone Number
Nathan D, White, Director 603-271-9631 '
I.it Contractor Signature 1.12 Name and Title of Contractor Signatory
DocuSigned by: i Terese Finitzo
. : .11/13/2020
Tonse F"uufﬁ;o Date: ceo
1137 ﬁﬁcmn&'y Signature i.14 Name and Title of State Agency Signatory
11/13/2020 Lisa M. Morris
v W Wm‘“" ‘ Date: pirector, Division of Public Health Srvcs.

1.15 Approval by the N.H. Depaniment of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if apphcab!e)
Docusioned by:
By'@%‘«h On: 11/16/2020

DACAS20IFAICHAR
.17 Approval by the Governor and Executive Council (i f applicable)

G&C ltem number: G&C Meeling Date:

. . i D3
Page 1 of 4 l TF
Contractor Initials

Date 11/13/2020
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2. SERVICES TO BE PERFORMED. The Statc of New
Hampshire, acting through the agency identified in block 1.1
(“Statc™), cngages contractor identified in block |3
(“Contractor”) 1o perform, and the Contractor shall perform, the

work or sale of goods, or both, identified and more particularly .

described in the attached EXHIBIT B whach is incorporated
herein by relerence (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement lo the
contrary, ond subject 10 the approval of the Governor and
Executive Council of the State of New Hampshire, il applicable,
this Agreement, and ali obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreemen
shall become effective on the date the Agrecment is signed by
the Stale Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Dale, all Services performed by the Contractor prior to

the Effective Date shall be performed at the sole risk of the

Contracior, and in the event that this Agreement does not become
¢ffective, the State shall have no lisbility 10 the Contractor,
including without limitation,
Comiractor for any cosms incurred or Services performed.
Contractor must complete all Services by the Completion Date
" specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by sny state or federal legislative or executive
action that reduces, elimingtes or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any paymenis
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of ppropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right 10 reduce or
terminate the Services under this Agreemenl immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in‘that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The coniract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporaied herein by reference,

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contracior for all
expenses, of whatever-nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

Page 2 of 4 .

any obligalion to pay the .

compensalion to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.

5.3 The Staie reserves the right to offset from any amounts
otherwise payable 1o the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. R5A 80:7

‘through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND RECULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY, '

6.1 In conneclion with the performance of the Services, the
Contractor shall comply with all applicable statutes, lows,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty 'upon the

Contractor, including. but not limited to, civil rights and equal .

employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United Stales, the Contractor
shatl comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines asthe
Stale or the United States issuc 1o implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminale against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will lakc affirmative action to

- prevent such discrimination.

6.3. The Contractor agrees to permil the State or United States
access to any ol the Conlractor’s books, records and nccounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement,

7. PERSONNEL. '
7.1 The Contractor shal! at its own expense provide all personnel
necessary to perform the Services. The Contracior warranis that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the erm of
this Agreement, and for a period of six (6} months afier the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or

corporation with whom it is engaged in a combined effort to -

perform the Services Lo hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreemenl.  This
provision shall survive termination of this Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or-her
successor, shall be the State’s representative. ‘In the event ol'any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the Stale.

D3
Contractor Initials L

‘Dalte

0
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8. EVENT OF DEFAULT/REMEDIES,

8.1 Any one or more of the following acts or omissions of the
Contracior shall constitute an event of default hereunder (“Evenl
of Default™):

8.1.1 failure 1o perform the Services satisfactorily or on
schedule;

8.1.2 failure 10 submit any report required hereunder: and/or
8.1.3 failure 1o perform any other covenant, term or condition of‘
this Agreement,

8.2 Upon the occurrence of any Event of Default, the State may
lake any onc. or more, or all, of the following actions:

8.2.1 give the Contractor & wrilten notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective 1wo (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agrecment and ordering that the portion of the contract price
which iwould otherwise accrue to the Contracior during the
period from the date of such notice until such time as'the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contracior;

8.2.3 give the Contractor a writlen notice spccnfymg the Event of
Defaull and se1 off against any other obligations the State may
owe to'the Contractor any damages the State suchrs by reason of
any Event of Default; and/or

8.2.4 give the Contraclor a wrillen notice specifying the Event of
'Default, treat the Agreement as breached, terminate the
Agreement and pursuc any of its remedies at law or in equity, or
both.

8.3. No failure by the State to enforce any provrsmm hereof afler
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforee each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contracior,

9. TERMINATION

9.1 ‘Nowwithstanding paragraph 3, the State may, at ils solc
discretion, terminate the Agreement for any reason, in wholc or
in part, by thiny (30) days written notice to the Contracior 1hat
the State is exercising its option 10 terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
. Contraclor shall, at the State’s discretion, deliver to the
Contracting Officer, not later than fifteen {1 5) days after the date
of lermination, a report (*Termination Keport™).describing in
detail all Services performed, and the contraci price camed, 1o
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Repon shall
be identical to Lhosc of any Final Report described in the antached
EXHIBIT B. In addition, ai the State’s discretion, the Contraclor
shall, within 15 days of notice of early 1ermination, develop and

submit 10 the Siate a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

10.1 As used in this Agreement, the word “dala” shall mean all
information and thirigs developed or obtained during the
performanee of, or acquired or developed by reason of, this
Agreement, including, but not limited 10, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordmgs, puclorml reproductions, drawings, analyses, graphic
rcprcscmauons, computer programs, computer pnnloum notes,’
leiters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and'any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned 10 the State upon demand or upen termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractar is in all respects
an independent coniractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or reccive any benelits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior writien notice, which
shall be provided to the State a1 least fifteen (15) days prior 1o
the assignment, and 2 written consent of the State. For piurposcs
of this paragraph, a Change of Control shall constitute
assignment.  “Change of Contrel” means (a) merger,
consolidation, or a transaction or series of related transaciions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fiRy percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contraclor, or (b} the sale of all or substantially all
of the assets of the Contracior.

12.2 None of the Services shall be subcontracted by the
Contraclor without prior written notice and consent of the State.
The Siale is emitled 1o copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agrccmenl to which it'is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against.any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copytight infringement, or other claims asserted against
the State, its ofTicers or employees, which arisc out of {or which

may be claimed 1o arise out ¢f) the acls or omissjer-ad the
Page 3 of 4 ' 124

Contractor Initials
Date
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Contractor, or subcontractors, including but not limited 10 the

negligence, reckless or intentional conduct, The State shall nat,

be liable for any costs incurred by the Contractor arising under
this paragraph | 3. Notwithstanding Lhe foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
ermination of this Agreement.

14, INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee (o obtain and maintain in force, the
following insurance:

14.1.1 commercial genera) liability insurance against all claims
of bodily injury, death or propeny damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement vatue of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the Siaie of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required-under this Agreement no
later than ten (10) days prior to .the expiration date of each
insurance policy. The cenificate(s) of insurance and any
rencwals thereof shall be attached and are incorporated herein by
reference.

15. WORKERS' COMPENSATION, ‘

15.1 By signing this agreement, the Contractor agrecs, certifies
and warrants that the Contractor is in compliance with or exempt
“from, the requirements of N.H. RSA chapter 281-A (~Workers'
Compensation™).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subconlractor or assignee to secure and maintain,
payment of Workers' Compensation. in connection with
activilies which the person proposes to undertake pursuant Lo this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers'
Compensaticn in the manner deseribed in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certificd mail, postage prepaid, in 2 United States
Post Office addressed to the parties &l the addresses given in
blocks 1.2 and 1.4, herem :

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant (o State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreemem shall
be governed, interpreted and construed in accordance with the
taws of the State of New Hampshire, and is binding upon and
inures 1o the benefit of the panties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties (0 express their mutual intent, and no rule
of construction shall be applied against orin favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshlre Superior Court which shall havc
exclusive jurisdiction thereof,

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

210. THIRD PARTIES. The parties hereto do not intend 10
benefit any third partics and this Agreement shall not be

construed 1o confer any such benefit.

21. HEADINGS. The headings throughoul the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS: . Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. Inthe eventi any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary 10 any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
execuled in a number of counterparts, cach of which shall be
deermed an original, constitutes the entire agreement and .
understanding -between the parties, and supersedes all prior
agreements and understandings with rcspccl to the subject matter

which might arise under applicable State of New Hampshire hereof,
Workers' Compensation laws in  connection ‘with  the
performance of the Services under this Agreement.
DS
Page 4 of 4 ‘ 4
Contractor Initials

Date



DocuSign Envelope ID; 43B84BB5C-67CA-4A62-ADD1-8DBCBIETB7DF

DocuSign Envelope 1D: 21B0G0AC-DBOS-4ACH-AFBA-FBBOSCB13EGS

~ STATE OF NEW HAMPSHIRE

New Hampshihe Department of Health and Human Services

‘Integrated Data Management System for Maternal and
Child Health Screening Programs

DHHS - 2019-051
PART 2
INFORMATION TECHNOLOGY PROVISIONS

. 11713/2020



DocuSign Envelope ID: 4384BB5C-67CA-4A62-ADD1-80BCB3ETBTDF

DocuSign Envalope ID: 21B060A0-DB0S-4ACB-AF BA-F8BDSCH13EES

New Hampshire Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs

DHHS -2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS
TERMS AND DEFINITIONS ..o et caet etttk e et e 5
INTRODUCTION .ottt s e b s s 17
1. CONTRACT DOCUMENTS ... s st e e s s s e 17
2. CONTRACT TERM...oootiertrtetrees e e tnee s e e ne e sn e e ensn e 18
3. COMPENSATION ..oocooc vt s sesssssssssines 19
L CONITACE PriCe oot b e S et e s 19
3.2. Non-Exclusive Contract........cccoccoovnininnns ‘ eeesereeret st nere e s 19
4. CONTRACT MANAGEMENT ..........oooooviomerosiesssssssssssssomsorsssssssssssssssmssssssssssssssesesssesosssseressorese oo 19
_ 4.1. Contractor's Contract Manager...........c..coocovevvvnerone. ettt eeseeserereseerenee e 20
4.2. Contractor's Project Manager..............cconfuvniinnennn rereerer e v ety e e see e aeebeein 20
4.3. Contractor's Key Project Staff..............ccccooeevrerinne e reeseeeeeeeeeee bt ssesees s s 21
4.4. State Contract Mnnage;' .................................................................................................... R 22
4.5. State Project Manager ... et ranns Lottt s aans 22
4.6. Reference and Background Checks.............. eruerareras s e s et 23
S. DELIVERABLES ...t sttt e st s sen s 23
5.1. The Contractor's ReSponsiDilities ..o rer e ere e e rerreen 23
5.2, Deliverables and Services ...............cocoovioivumsrircrnrieiieisrisenniins RS 23
5.3. Non-Softwarc nnd Written Deliverables Review and Acceptance ... 24
5.4, Software Review and ACCEPIANCe ..o serse e 24
6. SOFTWARE .....ccooiiiieiersitee st st et bs ettt b e 24
T SERVICES........coocooooeeeoeesssas s sss s sssss s sss s s 551155 e 24
7.1. Administrative Services.................... S SOOI e 24
7.2. lmplementation Services ................ e e s reereeesrarereanastraesresare st earnseseeeeenenseeeseees 28
T.3e T ES IR SOIVICES . cvvvvvricerere et e e eb b bbb st bbb e s re 24
7.4. Maintenance and Support Services ... e st 25
7.5. Warranty Services .......ccocooevevvrveeecn ettt eebetonare et et b e st e s ek se bt bt et e s et e R e sn et st e anens 25
7.6. Training Service's .............................................................................................................................. 25
.8. WORK PLAN DELIVERABLES .......... e ettt es sttt .25
9, CHANGE ORDERS ...ttt et e ebeas et nm e et s 26
10. INTELLECTUAL PROPERTY ..ottt st e e sn st e st saa s s an s 26
10.1. Software Title ..., trtereeierr b re et aa e e rar e ea et e e emeseenebe e 26
* State of NH Contract o8
Date: 11/13/2020 E
Contractor’s Initials TF
Page 2 of 41



_ DocuSign Envelope 10: 43B4BB5C-67CA-4A62-ADD1-8DBCB3ETBTDF

CocuSign Envelope I1D: 21 BO60AO-OBIS4ACB-AFBA-FBBDSCA13ESS

New Hampshire Department of Health and Human Services
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS -2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

10.2. State’s Dota and PropPerty ... e sessesine oo S 27
10.3. Data Migratlon SErviCes ..ot ettt sttt ee et et etestene e 27
10.4. COMPICHON OF SEIVICES ...ov..vverveeerseeeeoeeeseceeessceseeeecersoeseserees s sesseeeeeeeeses sese s e e seseseesoan 28
10.5. Disagreement over Service's Results................ e e s R raans 28
10.6. Contractor’s Materials ............ AR ALt b e e e R AL a0 eb ek et st 28
107, SUALE WEDSIE COPYTIENt.r.rr oo 29
10.8. 7 Custom Software SOUree COOC ........oooovrererereeeeeeeee oo e esessesseeseses ereeeerecnes 29
D109, Survivel....ooe e bbbt e e 29
11. USE OF STATE’S INFORMATION AND CONFIDENTIALITY ..oooooovriiiiirciiionne. 29
11.1. . Use of State's lnfﬂrmdilon ........................................................................................................ 29
11.2. State Confidential INformation.............cccoeeevvveveciciisni e eracaree et e reas 29
11.3.  -Contractor Confidential Information .......ccccoovvveervirrennnn.. ............ 30
FLA,  SUEVIVAD e sea s s sss s s st sss s oasss ettt 31
12, LIMITIATION OF LIABILITY ..cooocceeoeeoeeeeeeoees oo eseoessoesees oo 31
12.1. 3 . T (OO U OO OOV SPO e 31
12.2. SH08es IMMURNELY ooorert e fea e et st cee s s varaeseaeneene erre e 31
12.3. SUPVIVAL ..o e s bbbttt esetesarenesenennnas 31
13. TERMINATION ..., bttt s et et et e d e erea s e ber e eta N 31
13.1. Termination for Default ... ...ttt eee e sae s s eaasesenenen 3l
13.2.  Termination for Convenience...........ccccovvrenruenc) ettt s bbb st 32
13.3. Termination for Conflict of INTErest.............co.oovirrverriree e et 31
13.4. Termination Procedure ...ttt sttt et 33
135, Survival ..o AL 004148 b e R SRR SPRRRRR b4 35
14. CHANGE OF OWNERSHIP............ccooocrimeericrannnn, RSP TR 35
15. ASSIGNMENT, DELEGATION, AND SUBCONTRACTS ooooooooooooooooeoeeoeeeoeoeeeeoo s 35
16. DISPUTE RESOLUTION . .ccooooiii it s is s 36
17. DOIT GENERAL TERMS AND CONDITIONS ... esene et s 37
17.1. Computer USC...oo e sesine st b et nae e 37
1720 B0 USC oot cetnneeccossmessseesssmsessssssss o sses s msessne oo nsene e 37
17.3. Internct/Intranct Usc...........cccccceees SO SN e 38
17.4. Regulatory Government Approvals.......ccooeverivenivioneeinns e S 38
18. GENERAL CONTRACT REQUIREMENTS .........ceooooiviiioacrenesevesicsssereeeeeseeesceesseresssossesesssesnns 38
18.1. Insurance certificate ................. O O NSO 38

State of NH Contract

Date: 11/13/2020 o
Contractor’s Lnitials TF

Page 3 of 41



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-BDBCB3ETBTDF

DocuSign Envelope 1D: 21B060A0-DBOS-4ACE-AFBA-FBBD5SCE13E6S

New Hampshire Department of Health and Human Services

lntegrated Data Management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

18.2. |08 111111 < O U SO SO PO P U POTPTO P PSSP i3
183, VENUE AN JUFISHICHON ..o ecoeosessess s sses et s 38
18.4. SUPVIVBL ..ottt e sae v st eaeseses e et s e e e bb € od et ed s b E PR T eE L a4 or A Ao b e San i s en e b e et n b E s 38
18.5. Force'Majeure ........................................................................................................................ ... 38
18.6. Notlces ............... 39
19, DATA PROTECTION ....oooercnrmersesentesosrsos oot cmtomrssissssns oo s 40
19.1.  DHHS Information Security REQUIreMents ..ot 80
19.2.  Accessto Segurity Logs and REPOIES... oo seccceversessssssrsssssss s ssrs e R 40
193, Contract Auditi............... et e s s s 40
194, D8t Center AUTIt . ......ovccermrceeireceeiiiiennsriisnnrsasmsse s s s e 40
19.5. Advance Notice.................. OO OO OSSOSO OPT PSPPI 40
19.6. SOCUNITY cvovvveereeeeieereeieenece s crssr e e tet e bbb b eas e s et 41
19.7. Non-Disclosure and Separation of Duties ................... ererese s st eesasenereneas 41
‘198, 1mport and Export of DALA .......ooccoooeoeooieeemmaercessiasasmsssonsssss s s s 41
19.9. Responsivities and Uptimé GUAEDNLEE ..ot s s b ara e 41
19.10.  Right to Remove Individuals............... OO SO USOOURUUPYORUTPOOON 4]

Remainder of this.page intentionally left blunk

State of NH Contract

Date: 11/13/2020 os '
Cortractor’s Initials TF
Page 4 of 41



DocuSign Envelope ID: 43B4BB5C-67CA-4AG2-ADD1-8DBCB3E7B7DF

DocuSign Envelope 10; 218060A0-DB09-4ACB-AFBA-F8BD5CE13E65

New Hampshire Department of Health and Human Services

Integrated Data Management System

for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general coniracting terins and definitions apply except as specifically noted elsewhere in

this document.-

TERM DEFINITION
. Notice from the State that a Deliverable has satisfied
Acceptance Acceptance Test or Review. '

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review. '

Agreement

A Contract duly executed and legally binding, .

Attachment

Supplementary material that is collected and appended at the
back of a document, .

Authorized Users

The Vendor's employees, Contractors, Subcontractors or
other agents who need to access the State’s Personal Data to
enable the Contractor 1o perforn the Services required.

Breach, Breach of Security
or Data Breach _

5
Unlawful and unauthorized acquisition of unencrypted
computerized Data that maierially compromises the security,
confidentiality or integnty of - personal information
maintained by a8 person or commercial entity,
“Breach” means the loss of control, compromise,
unauthorized  disclosure, unauthorized  acquisition,
unauthorized access, or any similar 1erm referring lo

situations -where persons other than authorized users and for

an other than authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. Breach™ shall have the same meaning
as the term “Breach” in section 164,402 of Title 45, Code of
Federal Regulations.

Business Hours

The Vendor's personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
forty (40) hour weeks, excluding Siate of New Hampshire

‘holidays.

State of NH Contract
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Certification

The Vendor’s written declaration with full supporting and-
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness for
applicable Accepiance Testing or Review.

Change Request/Order or CR

Formal documentation prepared for a proposed changed
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Completion Date

End date for the Contract. (See Contract A-greement, P-37
General Provisions, Block 1.7)

Computer Security Incident

“Computer Security Incident” shall have the same meaning
“Computer Security Incident™ in section two (2) of NIST
Publication 800-61, Compuler Security [ncident Handling
Guide, National Institute-of Standards and Technology, U.S.
Departiment of Commerce,

State of NH Contract
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Information required to 'be kept Confidential from
unauthorized disclosure under the Contract. “Confidential
Information” or *Confidential Data” means all confidential
information disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation, Protected
Health Information and Personally Identifiable Information.

Confidential Information also includes any and all
information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposilion _is
governed by state or federal law or regulation. This
“information includes, but is not limited to Personal Health
Information (PHI), Personally Identifiable Information (P11),
Federal Tax [nformation (FTI), Social Security Numbers
{SSN), Payment Card Industry (PCI), and or other sensitive
and confidential information.

Confidential Information

.

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to

Contract perform as specified in the Contract Documents.

Part 1, 2, and 3. The Documentation consisting of the P-37,
IT General Provisions, [T Provisions, and the Exhibits which
represents. the undersianding and acceptance of the
reciprocal legal rights and duties of the parties with respect
to the Scope of Woark.

‘Contract Agreement

Refers 1o the conclusion of the Contract, for any reason,

including but not limited 16, the successful Contract

Contract Conclusion completion, termination for convenience, or termination for
' default.

_ ) Documents that comprisc this Contract. (See Part 2, IT
Contract Documents Pravisions ~ Section 1.1)

State of NH Contract
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Contract Manager(s)

The persons identified by the State and the Vendor who shall
be responsible for all Contractual authorization and’
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obltaining executive approvals, tracking
costs and payments, and representing the parties in all

" | Contract administrative activities.

Contract Price

The tota!, not 1o exceed amount to be paid by the State to the’
Contractor for product and Services described in the:
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions — Section 1.8:.Price Limitation.

Contractor/Contracted Vendor

The vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

A Dcliverable is any Wnitten, Soﬂware,_or Non-Software
Deliverable (letter, report, manual, book, other), provided by

Deﬁ\'ferablc the Cantractor to the State or under the tenms of a Contract
requirement.
An agency of the State of New Hampshire.

Department geacy : pshi

Department of Information

The Department of Information Technology established
under RSA chapter 21-R by the Legislature effective

Technology (Dol T)” Sepiember 5, 2008.
All information that describes the installation, operation and
use of the Software, including any training or network
Documentation implementation descriptions and materials, either in printed

or electronic format.

¥

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Govemor and the
Executive Council of the Siate of New Hampshire approves
the Coniract.

State of NH Contract
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Encryption

The process of converting data to an unrecognizable or
"encrypted” form. It is.commonly used to protect sensitive
information so that only authorized parties can view it. This |
includes files and storage devices, as well as data transferred
over wireless networks and the Intemet!

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes (0 the
Documentation as a result of Enhancements.

Event of Default

Any one or more of the following acts or omissions of a
Vendor' shall constitute an Evenl of Default hereunder
(“Event of Default™): a. failure 10 perform the Services
satisfactorily or on Schedule; b. failure 1o submit any report
required; and/or c. failure to perfonn any other covenant,
term or condition of the Contract.

Governor and the Executive Council

The New Hampshire Governor and the Executive Council.

Hosting Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of permiited users of the Software.

Identification nnd Authentication

Supports  obtaining inforination about those parties
attempting to log on (o a system or application for security
purposes and the validation of those users.

‘Implementation

The process for making the System fully Operational for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to

full operation, and includes without limitation, training,

business and technical procedures.

Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
“meeting of the minds” on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement, '

Invoking Party

In a dispute, the party believing itself aggricved.

. State of NH Contract
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Key Project Staff

Personnel identified by the State and by lhe Vendor as
essential 10 work on the Project.

License

Rights to use the proprierary Software, Software Updates,
online and/or hard-copy documentation and user guides.

Licensee . ' ;

The State of New Hampshire

National Institute of Standards nnd
Technology (NIST):

A unit of the U.S. Commerce Depariment. Formerly known
as the National Bureau of Standards, NIST promotes and |
maintains measurement standards. It also has active
programs for encouraging and assisting industry and science
to develop and use these standards.

Non-Exclusive Contract

A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

‘Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support, Services, other.

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim

| estimate (plus contingency allowances) will not exceed the

amount of the finm proposal and estimates to be submitted at
a later date. A NTE value, however, downward depending
on the changes in the scope of work or in the associated
specifications.

Notice to Proceed (NTP)

The "State Contract Manager’s written direction to the
Vendor 10 begin work on the Conlract on a given date and
time, :

Operating System

System is fully functional, all Data has been loaded into lhe
System, is available for use by the Siate in its datly
operations. ' “

Qperational

Operational .means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

State of NH Contracl
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The order in which Contract/Documenis control in the event
of a conflict or ambiguity. A term or conditien in a document

Order of Precedence '| controls over a conflicting or ambiguous term or condition
» in a document that is lower in the Order of Precedence.
The Conmractor and the State of New Hampshire
Partics

collectively.

Personal Data

“Personally - Identifiable Infermation™ (er “PI[") means
information which can be used 10 distinguish or trace an
individual’s identity, such as their name, social security |
number, personal information as defined in RSA 359-C:19,
biometric records, etc., alone, or when combined with other
personal or identifying information which is linked or
linkable to a specific individual, such as dale and. place of
birth, mother’s maiden name, etc. '

Project

The planned undenaking regarding the entire subject matter
of an RFP and Contract and the activities of he parties
related hereto.

Project Holdback

Portion of payment 1o a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencies
satisfaction.

Project Management Plan

A document that describes the processes and methodology

1o be employed by the Vendor to ensure a successful project.

.Project Manager(s)

The persons identified who shall function as the Staie's and

“the Vendor's representative with regard to Review and

Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change-Control Procedures (CCP).

Project Staff

State personnel assigned to work with the Vendor on the
Project.

State of NH Contract
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Project Team

[

The group of State employees and Vendor's personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and qualiry.

Proposal .

The submission from a Vendor in response to the Request

.for a Proposal or Statement of Work.

Review .

The process of Reviewing Deliverables for Acceprance.

Review Period

The period set for Review of a Deliverable. [f none is
specified then the Review Period is five (5) business days.

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and

Schedule activities under the Conlract.
. The work or tabor 10 be performed by the Vendor on the
Services’ Project as described in the Contract.
All Custom, SAAS and COTS Sofiware provided by the
Software Vendor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

’

Software License

Licenses provided by the Contractor to the State under this
Contract.

Software License Agrecement

Software License tenns and conditions.

Software-as-a-Service (Saa8S)

The capability provided to the State to use the Contractor's
applications ruaning on. a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The Staie does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration

- settings.

State of NH Contract )
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Solution

The Solution consists of the total Solution, which includes,

| without limitation, Software and Services, addressing the

requirements and terms of the Specifications. The off-the-
shelf Software and configured Software custornized for the
Stale provided by the Vendor.

Specifications

The written” Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent - State-approved
Deliverables, and other Specifications and requirements
described i the Contract Documents. The Specifications

| are, by this reference, made a part of the Contract as though

completely sct forth herein. - ‘

State Data

All Data created, received from or gathered by the
Contractor or Subcontractor on behalf of the State or in any
way originating with the State, and all Data that is the output
of computer processing of or other electronic manipulation
of any Data that-was created by or in any way originated with
the State, whether such Data or output is stored on the State’s
hardware, the Contractor's hardware or subcontractor’s
hardware, a hosted cloud solution or exists in any system
owned, maintained or otherwise controlled by the State or by
the Contractor,

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1st
through June 30th of the following calendar year.

State Project Leader

State's representative with regard to Project oversight.

State’s Confidential Records

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 91-
A: Access to Governmental Records and Meetings.

State of NH Contract
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State's representative with regard to Project Management
and technical matters. Agency Project Managers are
responsible for Review and Accepiance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

State’s Project Manager (PM)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accouniable for achieving.

Statement-of Work (SOW)

A’ person, partnership, or company not in the employment

- of, or owned by, the Vendor, which is performing Services
Subcontractor under this Contract under a separate Coniract with or on
' behalf of the-Vendor.

The maintenance and technical support services provided by
Support Services Contractor to the State during the Tern of the Contract.

All Software, specified hardware, and interfaces and.
extensions, integrated and funclioning together in

| System accordance with the Specifications. .
The various forms of computer or server maintenance
System Maintenance required 1o keep a computer system running properly.
: Direction to a Vendor which fills in details, clarifies,
Technical Authorization interprets, or specifies technical requirements.
Period of the Contract from the Effective Date through
Term Contract Conclusion or termination.
Services and ‘support provided when the Vendor is
Transition Services . { supponting system changes.

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the

Vendor/Contracted Vendor Services and Deliverables of the Contract.

State of NH Contract
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Supports the confirmation of authority to enter a computer
Verification * | system application or network.

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost 1o the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute. ’ '

Warranty

A period of coverage during which the Vendor is responsible
| for providing a- guaraniee " for products and Services

Warranty Period delivered as defined in the Contract.

Warranty Release Code release that are done during the Warranty Period.

The Services to be provided by the Contractor during the
Warranty Services Warraniy Period.

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
Work For Hire commissioned for use as a contribution to a collective work.
A . Such work is considered the sole property of the Siate.

1

Vendor personnel shall work normal business hours berween
8:00 2.m. and 5:00 p.m., eight (8) hour days, forty (40) hour
weeks, excluding State of New Hampshire holidays.
Changes 1o this schedule may be.made upon agreement with
the State Project Manager. State holidays are: New Year's
Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4ih, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

Work Hours

State of NH Contract

Date: 11/13/2020 0
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Work Plan

The-overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description: of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

| Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Remainder of this page intentionally left blank

State of NH Contract
Date: 11/13/2020
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" INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New"Hampshire Department
of Health and Human Services (“State”), and OZ Systems USA, LLC, a Foreign For-Profit Corporation,
(*Contractor”), having its principal place of busmcss at 2201 East Lamar Blvd, Suite 280, Arlington, TX
76006.-

The Contractor shall provide a Software as o Service (SaaS) system and associated services for the
implementation of a scalable, integrated data management system for reporting real time resulis for hearing
screenings, Newbom Screenings and birth conditions of New Hampshire newborns.

The Contractor shall use a phased approach or module implementation of Newborn Screening (NBS), Early
Hearing Detection and Intervention (EHDI) and Birth Conditions (BC) Programs. The administrative
responsibility of the contractor includes analysis, désign, development, implementation, apphcauon hosting
services, ongoing maintenance and support services, training and software customization services without
utilizing state resources. -

RECITALS

Whereas the State desires the Contractor develop and implement a scalable, inlegrated data management
system for reporting real time results for hearing screenings, Newbomn screenings, Critical Congenital
Heart Disease (CCHD) screenings and birth conditions of New Hampshlre newborns and assomaied -
support services for the State; .

Whereas the Contractor agrees lo develop and implement a scalable, integrated data management system
for reporting real time results for hearing screenings, Newbom Screenings and birth conditions of New
Hampshire newborns and associated support services for the State:

The parties therefore agree as follows: '

1. CONTRACT DOCUMENTS
1.1.  This Contract Agreemcnl RFP 2019-051 is comprised of the following documents:

‘Part 1 — Form P-37 General Provision

Part 2 — Information Technology Provisions

Part 3 — Exhibits -

Exhibit A — Special Provisions

Exhibit B — Scope of Services - Co-
Exhibit C — Price and Payment Schedule

Exhibit D — Administrative Services

Exhibit E = Implementation Services

State of NH Contract

Date

1171342020 |
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Exhibit F - Testing Services

Exhibit G - Maintenance and Suppon Services

Exhibit H - Requirements

Exhibit | - Work Pian

Exhibit J — Software Agrecement

Exhibit K - Warranty and Warranty Services

Exhibit L — Training Services

Exhibit M - Agency RFP with Addendums, by reference
Exhibit N - Vendor Proposal, by reference

Exhibit O — Certificates and Attachments

Exhibit P - DHHS information Security Requirements

- 1.2.  Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

1.2.1.  State of New Hampshire, Department of Health and Human Services Contract. -
Agreement 2019-051, including Parts 1, 2, and 3.

1.2.2. State of New Hampshire, Department of Health and Human Services RFP-
2019-051, Integrated Data Management System for Maternal and Child '
Health Screening Programs.

1.23. Vendor Proposal Response to New Hampshire Department of Health and
Human Services RFP 2019-051 Integrated Data Managemem System for
Maternal and Child Hcalth Screening Programs.

2. CONTRACT TERM

2.1.  The Contract and all obligations of the parties hereunder shalt become effective after
full exccution by the parties, and the receipt of required governmental approvals,
including, but not limited 10, Governor and Executive Colncil of the State of New
Hampshire approval ("Effective Date™). '

2.2,  The Contraci shall begin on the Effective Date and extend through the date indicated
in Part 1, P-37 General Provisions - Block 1.7: Completion Date. The Term may be
extended up to Three (3) Years, (“Extended Term™) at the sole option of the State,
subject to the partics prior written Agreemem on applicable fees for each extended
term, up to but not beyond November 30, 2025 under the same terms and conditions,
subject to approval of the Governor and Executive Council:

Srate of NH Contract
Date: 11/16/2020 ——
Contractor's Initials _{____
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2.1,

24,

2.5.

The Contractor shall comnience work upon issuance of a Notice to Proceed by the
State.

The State does not require the Contractor to commence work prior to the Effective
Date; however, if the Cantractor commences work prior to the Effective Date and a
Notice 1o Proceed, such work shall be perfornmed at the sole risk of the Contractor. In
the event that the Contract does not become effective, the Staic shall be under no
obligation to pay the Contractor for any cosis incurred or Services performed;
however, if the Contract becomes effeciive, all costs incurred prior to the Effccnve
Daie shall be paid under the terms of the Contract.

Time is of the essence in the performance of the Contractor’s obligation under the
Contract,

3 COMPENSATION

3.1,

3.2

Cbntract Price

The Contract Price is identified in, Part 1,.P-37 General Provisions - Block 1.8: Price
Limitation. Method of Payment and terms of payment are identified and more particularly
described in Part 1, P-37 - Pamgraph 5: Contract Price/Price Limitation/Payment, and
Part 3 - Exhibit C: Price and Payment Schedule.

Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contracior
and State personnel. The Contractor shall provide.all necessary resources to perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project 10 its successful
completion.

State of NH Contract

Date: 3371372020 os ,
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4.1.

4.2
4.2.1.
4.2.2.
4.2.3.

Contractor’s Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is: '

Francoise Mattice

OZ Systems USA, LLC

2201 East Lamar Blvd, Suire 280
Arlington, Texas 76006
469-503-0506
fmattice(@ozsystems.comn

Contractor’s Project Manager

The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to
the prior written approval of the State. The State’s approval process may include,
without limitation, at the State’s discretion, review of the proposed Contractor’s
Project Manager's resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor's Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

,The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority 1o make
binding decisions. under the Contract, and shall function as the Contractor’s.

" representative for all administrative and management matters. The Contractor’s

Project Manager shall perform the duties required under the Contract, including
but not limited to, those set forth in Exhibit ] Work Plan, Section 2. Contractor
Roles and Responsibilities. The Contractor’s Project Manager must be available
to promptly respond during normal Business Hours within two (2) hours 1o
inquiries from the Siate, and be at the site as needed. The Contractor’s Project
Manager must work diligently and use his/ her best efferts on the Project.

The Contractor shall not change its assignment of the Contracior’s Project
Manager without providing the State writien jusiification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Prgject
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2 — information
Technology Provisions, Section 4.2: Contractor's Project Manager, and in Part 2
~- Information Tcchnology Provisions, Section 4.6; Reference and Background
Checks, below. The Contractor shall'assign a reptacement of the Contractor’s
Project Manager within ten {10) business days of the departure of the prior
Contractor’s Project Manager, and the Contractor shall continue during the ten

—

State of NH Contract

Date:
Contractor’s Initials

Page 20 of 41



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-8DBCB3E7B70OF

DocuSign Envelope 1D: 218080A0-DB0S-4ACB-AFBA-F8BDSCE1IEGS

New Hampshire Department of Health and Humadn Services .
lntegrated Data management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4.3.

4.2.4,

4.2.5.

4.3.1.

4.3.2.

(10) business day perod to provide competent Project managément Services
through the assignment of a qualified interim Project Manager.

Nowwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contracior in default
and pursue its remedies at law and in equity, if the Contractor fails 10 assign a the
Contractor Project Manager meeting the requirements and terms of the Contract

‘Contractor Project Manager is:

LaTrina Gray -

OZ Systems USA, LLC

2201 East Lamar Blvd, Suite 280
Arlington, Texas 76006
469-503-0506
lgray{fozsystems.com

Contractor’s Key Project Staff

The Contractor shall assign Key Project Staff who meet the requiremems of the
Contract, and can implement the Software Solution meeting the requirements set
forth in the RFP and further defined in this Contract, Exhibit H, Attachment 1.
Business System and Technical Requiremenis Vendor Response Checklist. The
Stale may conduct reference and background checks on the Contractor's Key
Project Staff. . The State reserves the right to require removal ‘or reassignment of
the Contraclor’s Key Project Staff who are found unacceptable to the Siate. Any
background checks shall be performed in accordance with Part 2 ~ Information
Technology Provisions, Section 4.6 Background Checks. :

The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor’s Key Project Staff will not be unreasonably withheld, The

- replacement of the Contractor’s Key Project Staff shall have comparable or

greater skilts than of the Contractor’s Key Project Staff being replaced; meet the
requirements of the Contract, including but nol limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject
to reference and background checks described in Part 2 = Information Technology
Provisions, Section 4.6: Reference and Background Checks.

State of NH Contract
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4.3.3. wauhslﬁndmg any other provmon of the Contract to the contrary, the State
shall ‘have the option to tenminate the Contract, declare the Contractor in defoult
and-to pursue its renedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and 1erms of the Contract or if it is
dissatisfied with the Contractor's replacement Project stafT.

4.3.3.1. The Contractor Key Project Staff- shall consist of the following
individuals in the roles identified below:

Erin Stelmach, Operations Manager

Grace Chan, System Administrator

4.4.  State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s represenlatwc
with regard to Contract administration. The State Contraci Manager i is:

‘Rhonda Siegel, Administralor
29 Hazen Dnive

Concord, NH 03301
603-2714516

Rhonda sicgel@dhhs.nh.gov

- 4.5.  Staté Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager's duiies
shall include the following:
4.5.1.1  Leading the Project;
4.5.1.2. Engaging and managing all Contractors;
4.5.1.3. Managing significant issues and nisks;
4.5.1.4.  Reviewing and accepting Contract Deliverables:
4.5.1.5. Invoice sign-offs;
4.5.1.6. Review and approval of Change Rcducsl; and
4.5.1.7. Managing stakeholders’ concerns.

4.5.2. The State Project Manager is:

Courtney Keane, Newbom Screening Program Manager
29 Hazen Drive

Concord, NH 03301

603-271-1037

Counney.keané@@dhhs nh.gov

State of NH Contract
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4.6.

4.6.1.

4.6.2.

Reference and Background Checks

The Contractor shall conduct criminal background checks at its own expense and
not utilize any staff, including Subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for 'which incarceration for up to | year is an authonzed penalty. The
Contractor shall promote and maintain an awareness of the importance of

- securing the State's information among the Contractor’s employees and agents.

Contractor workforce shall not be permitted to handle, access, view, store or
discuss NH Department of Health and Human Services (DHHS) Confidential
Data until an attestation is received by the Contractor that all Contractor
workforce associated with fulfilling the obligations of this Contract are, based on
NH DHHS provided criteria herein and their job responsibility requirements,
.eligible to paniicipate in work associated with this Contract.

The Contractor shall initiate a criminal background check re-investigation of all
workforce assigned to this Contract every five years: The five-year period will
be based on the date of the last Criminal Background Check-conducied by the
Contractor or its Agenl.

5. DELIVERABLES

5.1,

5.2.

5.1.L

The Contractor’s Responsibilitics

The Contractor shall be solely responsible for meeting all requirements, and terns
and conditions specified in this Contract, regardless of whether or not .a
Subcontractor is used. -

The Contractor may subcontract Services subject to the provisions of the

* Contract, including but not limited to, the terms and conditions in the Contract

Agreement. The Contractor must submit all information and documentation
relating to the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the
Contract. -

Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in.accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Pant 3 - Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service,
the - Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.

State of NH Contract

Date: i ?
Contractor’s Initials

Page 23 of 41



DocuSign Envelope 1D: 4384BB5C-67CA-4A62-ADD1-8DBCB3E7BTOF

DocuSign Envelopa 10: 21B0G0A0-DBOS4ACB-AFBA-FEBD5CE1 IEES

New Hampshire Department of Health and Human Services

Integrated Data management System for Maternal and Child Health Screening Programs

DHHS -2019-051 / RFP-2019-DPHS-11-INTEG-01

5.3.

5.4.

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Non-Software and Written Deliverables Review and Acceptance

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete and ready for Review, the State will Review the Deliverable
to determine whether it meets the Requirements outlined in Part 3 — Exhibit B: Scope of
Services. The State will notify the Contractor in writing of its Acceptance or rejection of
the Deliverable within five (5) business days of the State's receipt of the Contractor’s
written Cenrtification. If the State rejects the Deliverable, the State shall notify the
Contractor of the nature and class of the Deficiency and the Contractor shall correct the
Deficiency within the period identified in the Work Plan. If no period for the Contracior’s
correction of the Deliverable is identified, the Contractor shall correct the Deficiency in
the Deliverable-within five (5) business days. Upon receipt of the corrected Deliverable,
the State shall have five (5) business days 1o review the Deliverable and notify the
Contractor of its Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days. If the Contractor fails to correct the
Deficiency within the allotted period of time, the State inay, at its option, continue
reviewing the Deliverable and require the Contractor to continue until tie Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at Jaw and in equity.

Software Review and Acceptance

System/Soflware Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 — Exhibit F: Testing Services.

6. = SOFTWARE

The Coniractor shall provide the State with-access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 — Exhibit J: Software Agreement.
- . " ’ .

7. SERVICES

0

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1.

7.2

7.3.

Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Pari 3 — Exhibit D: Administrative Services.

Implementation Scrvices

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particutarly described in Part 3 — Exhibit E: Implementation Services.

Testing Services

The Contractor shall perfonn testing Services for the State set forth in the Contract, and
particularly described in Part 3 — Exhibit F: Testing Services.

State of NH Contract
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Maintenance and Support Services

The Contractor shall provide the State with Maintenance and suppon Services for the
Software set forth in the Contract, and panticularly described in Pant 3 — Exhibit G: System
Maintenance and Suppori.

Warranty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
snd particularly described in Pant 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
panticularly described in Part 3 — Exhibis L: Training Services.

8. WORK PLAN DELIVERABLES

8.1.

8.2.

8.3.

8.4.

8.5.

The Contractor shall provide the State with a Preliminary Work Plan that shall include,
without limitation, a detailed description of the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule.

The Preliminary Work Plan shall be a separaie Deliverable and is set forth in Part 3-—
Exhibit I: Work Plan; Section 6. Preliminary Work Plan, The Contractor shall update the
Work-Plan as necessary, no less than every two weeks, (o accurately reflect the status of
the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates 1o the Work
Plan must be approved by the Siate, in writing, prior to incorporation into Part 3 ~ Exhibit
I: Work Plan. The updated Part 3 — Exhibit [: Work Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to Part 3 - Exhibit I: Work Plan; -
Attachment 2, Work Plan, shall not relieve the Conitractor from liability 10 the Siate for
damages resilting from the Contractor’s failure to perform its obligations under the
Contract, including, without limitation, performance in accordance with the Schedule.

Ln the event of any delay in the Schedule, the Contractor must immediately notify the State

"in writing, identifying the nature of the delay, i.c., specific actions or inactions of the

Contraclor or the Slate causing the problem; its estimaled duration period 1o
reconciliation; specific actions thai nced to be taken_.to correct the problem; and the
expected Schedule impact on the Project,

In the event additional time is required by the Contractor to correct Deficiencigs, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-10-day basis to the extent that the delay does
not result from the Contractor’s failure to fulfill its obligations under the Contract. To the
extent that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

State of NH Contract
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Notwithstanding anything to the contrary, the State shall have the option to terminale the
Contract for default, at its discretion, if it is dissatisfied with the Vendoc's Work Plan or
clements within the Work Plan.

9. CHANGE ORDERS

9.1

9.2.

2.3

The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor’s receipt of a Change Order,
the Contractor shal} advise the State, in detail, of any impact on cost {(¢.g., increase or
decrease), resources, the Schedule, or the Work Plan, ’

The Contractor may request a change within the scope of the Conatract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
attempt to respond to the Contractor’s requested Change Order within five (5) business
days. The State Agency, as well as the Department of Infonmation Technology, must
approve alt Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach nn Agreement in writing.

All Change Order requesis from the Contractor to the State, and the State acceptance of

_the Contractor’s estimate for a Siate requested change, will be acknowledged and

responded to, either acceptance or rejection, in writing. If accepted, the Change Order(s) -
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1.

Software Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
modifications developed in connection with performance of obligations under the
Coniract, or modifications to ihe Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors’ special utilities. The Contracior shall
license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Vendor be precluded from developing for itself, or for others,
materials thal are competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be frée to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its perfonnance under this agreement. '
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10.2.

10.3.

State's Data and Property

All nghts, title and interest in State Data shall remain with the State. All data and any

property which has been received from the State or purchased with funds provided for that -
purpose under this Agreement, shall be the property of the State. The Conlractor shall not
access State user accounts or State data, except:

10.2.1. In the course of Data center operations;
10.2.2. In response to service or technical issues;
10.2.3. As required by the express terms oflhls Contract; or

10.2.4. At the State's written request.

Data Migration Services

Upon termination, cancellation, expiration or other conclusion of the Contract; the Parties
agree 1o cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to NH DHHS and, if applicable, the vendor engaged by NH DHHS
to assume the Services previously performed by the Contractor (for this section known as

“Recipient”).

10.3.1. The Contractor shall use reasonable efforts to assist Recipient, in connection with
the transition from the performance of Services by the Coniractor and its
Affiliates to the performance of such Services, which may include assistance with -
the transfer of records, migration of historical data, the transition of any such
Service from the hardware, soflware, network and telécommunications
equipment gnd internei-related information technology infrastructure ("Internal
IT Systems”) of Contractor to the Internal IT Systems of Recipient and
cooperation with and assistance lo any third-party consultants engaged by
Recipient in connection with such transition {“Migration Services™), 1aking into
account the need to minimize the cost of such migration and the disruption to the
ongoing business activities of the Parties hereto and their Affiliates.

10.3.2. If a system, dalabase, hardware, software, and/or software licenses (Tools) was
purchased or created to manage, track, and/or store NH DHHS data in relationship
10 this contract said Tools will be inventoried and returned to NH DFIHS, along
with the invenlory document, once rigration of NH DHHS data is complete. ~

10.3.3. The internal planning of the Migration Services by the Contractor and its
AfTiliates and Migration Services shall be provided to Recipient as set forth in
Section 3 of this Contract. Any such Migration Services shall be deemed to be
Services for purposcs of this Contract.

10.3.4. Should the data migration extend beyond the end of the Contract, the Contractor
and its affiliates agree Contract Secucity Requirements, and il applicable, NH

State of NH Contract
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"10.4.

10.4.1.
10.5.

10.5.1.
10.6.

10.6.1

10.6.2

10.3.5.

DHSS Business Associales Agreement terms and conditions remain in effect until
the Data Migration is accepled as complete by NH DHHS.

In the event where the Contractor has comingled Confidential Data and the
destruction or migration is not feasible, the State and Contractor will joinily
evaluate regulatory and professional standards for retention requirements prior {0
destruction.

Completion of Services

Each service or migration phase shall be deemed completed {(and the migration
process finalized) at the end of the 101th day after the product, resulting from the
Service, is delivered to the recipient in accordance with the mutually agreed upon
migralion plan, unless within said 10-day term the Contractor notifies NH DHHS
of an issue requiring additional time to complete said product.

Disagrecment over Service’s Results

[n the event NH DHHS is not satisfied with the resulis of the Service, NH DHHS
shall notify the Contractor, by email, stating the reason for the lack of satisfaction
within 10 business days of the final product or at any time during the data
migration process. The Parties shall discuss the actions to be taken to resolve the
disagreement or issue. If an agreement is not rcached, at any time NH DHHS shall
be entitled to initiate actions in accordance with Part 3, Section 1.8 Breach of
Dala. :

Contractor’s Materials

Subject to the provisions of this Contracl, the Contractor may develop for itself,
or for others, malerials thal are competitive with, or similar 10, the Deliverables.
In accordance with the provision of this Contract, the Contractor shall not
disinibute any products containing or disclose any State Confidential Information.
The Contractor shall be free 1o use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contracl, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
Information by the Contractor employees or third party consullants engaged by
the Contraclor.

Without limiting the foregoing, the parties agree that the general knowledge
referred 1o herein cannot include information or records not subject to public
disclosure under New Hampshire RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial information, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical,

State of NH Contract
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10.7.

10.8.

10.9.

welfare; library use, video tape sale or rentat, and other fi les containing personally
identifiable mformauon that is private in nature.

State Website Copyright

" WWW Copyright and Intellectual Property Rights

All right, tifle and interest in the State WWW site <NH.GOV, etc.>, including copyright
to all Data and information, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the State's copynight. |

Custom Software Source Code

In the event that the State purchases Software developinent Service, which results in
Custom Sofiware, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor’s proprietary Software code.

Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 10.

[ntellectua} Property shall survive the termination of the Contract.

11.  USE OF STATE’S INFORMATION AND CONFIDENTIALITY |

11.1.

Use of State’s Information

In performing its obligations under the Contract, the Contractor may gain access o
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapler 91-A: Access to Public Records and
Meetings (sce e.g. RSA Chapter 91-A: § Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Coniract.

State Confidential Information
11.2.1. The Contractor shall maintain the Confidentiality of and protect from

unauthorized use, disclosure, publication, and reproduction (collectively -
“release”), all State Confidential Information 1hat becomes available to the

State of NH Contract

Date: 31413/2070 DA
Contractor’s lnilials_& o
Page 29 ol 41



DocuSign Envelope 1D: 4384BB5C-67CA4AG2-ADD1-8DBCEB3E7B7DF

DocuSign Envelope ID: 218060A0-DB0S-4ACB-AFBA-FBBDSCB13E6S

New Hampshire Department of Health and Human Services

Integrated Data management System for Maternal and Child Health Screening Programs

. DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01
. PART 2 - INFORMATION TECHNOLOGY PROVISIONS

11.3.

Contractor in connection with its performance under'the Contract, regardless of
its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

11.2.2.1 Shall have othenwise become publicly available other than as a resull
of disclosure by the receiving party in Breach hereof;

11.2.2.2 Was disclosed (o the receiving pany on'a non-Confidential basis from
a source other than the disclosing party, which the receiving party
. believes is not prohibited from disclosing such information as a result

of an obligation in favor of the disclosing party;

11.2.23 s deve!oined by the receiving. party independently of, or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or :

"11.2.2.4 s disclosed with the written consent of the disclosing party. A
receiving party also may disclose Confideniial Information to the
cxtent required by an order of a courl of competent jurisdiction.

11.2.3. Any disclosure of the Staie Confidential Information shall require the prior
written approval of the Siate. The Contractor shatl immediately notify the Sute if
any request, subpoena or other legal process i1s served upon the Coniracior
regarding the Staie Confidential Information, and the Contractor shall cooperate
wilh the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State.

11.2.4. In the event of the unauthorized release of State Confidential [nformation, the
Contractor shall immediately notify the State, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited 10,
injunctive relief.

Contractor Confidential Information

Insofar as the Contractor seeks (o maintain the Confidentiality of is Confidential or
proprietary information, the Contractor must clearly identify in wriling all information it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the Siate
acknowledges that the Coniraclor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject 10 State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identificd Confidential Information insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Govemment Records and Meetings. In the event the State
receives a request for the information identified by the Contracior as Confidential, the
State shall notify the Contractor and specify the date the Siate will be releasing the
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12.1.

12.2.

12.3.

requested information. At the request of the State, the Contractor shatl cooperate and
assist the State with the collection and review of the Contractor’s information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor's sole responsibility and at the Contractor’s sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor.

Survival

This Contract Agreement — Part 2 — information Technology Provisions, Scction 11. Use
of State’s Information and Confidentiality shall survive tenmination,or conclusion of the
Contract.

12. LIMITIATION OF L1ABILITY

State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability 10 the Contractor shall not exceed the
total Contract price set forth in Contract Agreement ~ Part |, P-37 General Provisions -
Block 1.8: Price Limitation.
States Immunity -
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved (o the
State. This covenant shall survive termination or Contract Conclusion.

Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 12.
Limitation of Liability shall survive termination or Contract Conclusion.

13, TERMINATION

13.1.

Termination for Dcfault

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Default hereunder (“Event of Default™):

State of NH Contract
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13.1.1. Failure to perform the Services satisfactorily or on Schedule;
13.1.2. Failure to submit any report required; and/or
13.1.3. Failure to perform any other covenant, term or condition of the Contract.

13.1.4. Upon the occurrence of any Event of Defaull, the State may take any one or
morg, or all, of the following actions:

a.  Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedicd
within, in the absence of a greater or lesser specification of time, within
thinty (30) days from the date of notice, unless otherwise indicated
within by the State (“Cure Period™). If the Contractor fails to cure the
default within the Cure Period, the Staie may terminate the Contract
effective lwo (2) days after giving the Contractor notice of tenination,
at its sole discretion, treat the Contract as Breached and pursue its.
remedies at law or in equity or both.

b.  Give the Contractor 8 written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
unti! such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contraclor.

¢.  Set off againsl any other obligations the State may owe to the
Contractor any damages the Siate suffers by reason of any Event of
' Default.

d.  Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both.

e.  Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related -
1o the replacement of the Contract and procuring the Services from
another source, such as costs of competitive bidding, mailing,
advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contracl.

13.1.5. The Contractor shall provide the State with writien notice of default, and the
State shall cure the default within thirty (30) days.

13.2, Termination for Convenicence

13.2.1. The State may, at its sole discfélion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the cvent
of a termination for convenience, the State shall pay the Contractor the agreed
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13.2.2.

upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the date of termination for which no separate price is stated
under the Contract shall be paid, in whole or in pant, generally in accordance with
Coniract Part 3 - Exhibit C: Price and Payment Schedule, of the Contract.

During the thirty (30) day period, the Contractor shall wind down and cease
Services as quickly and efficiently as reasonably peossible, without perfonning
unnecessary Services or aclivities and by minimizing negative effects on the State
from such winding down and cessation of Services.

13.3. Termination for Conflict of Interest

13

133.1.

13.3.2.

The State may terminate the Contract by written notice if it deterimines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acqulsut:ons and
procurement and perfonnance of Contracts.

133.1.1.  In such case, the State shall be entitled o a pro-rated refund of any
current development, support, and maintenance costs. The State shall
pay all other Contracted payments that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the conflict of interest. :

In the event the Contract is 1erminated as provided above pursuant to a violation
by the Contracior, the State shall be entitled to pursue the saine remedies against
the Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

.4. Termination Proéedurc

13.4.1.

13.4.2.

Upon tenmination of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Writien Deliverables, for
such part of the Conlract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall: ‘

a.  The State shall be entitled to any post-termination assistance generally
made available with respect to the Service, unless a unique Datd
retricval mrrangement has been established as part of the Software
License Agreement (SLA);

b.  Stop work under the Coniract on the date, and 1o the extent specified,
in the nolice;

State of NH-Contract
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Promptly, but in no event longer than thirty (30} days afier termination,
terminate its orders and subcontracts relaled to the work which has been
terminated and settie all outstanding liabulities and all ¢laims arising
out of such termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

Take such action as the Siale directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State has an interest;

During any period of Service suspension, the Contractor shall not take
any aclion 1o intentionally erase any State Data;

i.  In the event of tenmination of any Service or Agrecement in
entirety, the Contractor shall not take any action to
intentionally erase any State Data for a period of;

e 10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.

* 30 days after the Effective Date of termination, if the
termination is for convenience.

¢ 60 days after the Effective Date of termination, if the
termination is for cause.

Transfer title to the State and deliver in.the manner, at the times, and 10
the extent directed by the State, any propenty which is required 10 be
furnished to the Siate and which has been accepted or requesied by the
State;

Provide written Certification to the Stale that the Contractor has
surrendered to the State all said property, and

Assist in Transition Services, as reasonably requested by the State al no
addmonal cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide

any State Data and shall thereafier, unless legally prohibited or per the terms of

- this Contract or as- stated in Exhibit P: NH DHHS Information Security
Requirements, delete all State Data in its Systems or otherwise in its possession
or under its conirol:

Transfer title to the State and deliver in the manner, at the times, and to
the extent dirccled by the State, any property which is required to be
furnished to the Siate and which has been accepted or requested by the
State;

Siate of NH Contracl
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13.5,

b. The Contractor shall implement an orderly return of State Dala in a
" CSV or another mutually agreeable format a1 a time agreed to by the
_panties and the subsequent secure disposal of State Data; ‘

¢..  Provide written Certification to the State that the Contractor has
surrendered to the State all said property.
Survival

This Contract Agreement — Part 2 = Information Technology Provisions, Section 13
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Cantractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the Stale; or immediatety
terminate the Contract without liability to the Contracior, its successors or assigns.

15.  ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1.

15.2.

1?.3.

The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
Such consent shall not be unreasonably withheld. Any attempled transfer, assigniment,
delegation, or other transfer made without the State’s prior written consent shall be null
and void,.and may constitute an Evenl of Default at the sole discretion of the State.

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegales, Subcontractors, or other transferees (“Assigns™) are used,
unless olherwise agreed 10 in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence ol a written assun'mpliOn of full obligations and liabilities of the Contract, any
pennilled assignment, delegation, subcontract, or other transfer shail neither relieve the

-Contractor of any of its obligations under the Contract nor affect any remedies available

to the Stale against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Conltractor to be the sole point of
contacl with regard to all Contractual matters, including payment of any and all charges
resulting from the Contract. ' '

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Coniractor provided that the successor fully assumes in writing all obligations and

_responsibilities under the Contract. In the event that the Contractor should change

ownership, as permitied under Pan 2 — Information Technology Provisions, Section 14:
Change of Ownership, the Siate shall have the option to conlinue under the Contract with
the: Contractor, its successors or assigns for the full remaining teom of the Contract;

State of NH Contract
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continue under the Contract with the Contractor, its successors or assigns for such period
of time as deternmined necessary by the State; or immediately terminating the Contract
without liability to the Contraclor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1. Priortothe f'nlin'g of any formal proceedings with respect to a dispute {other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential .
Information), the party believing itsell aggrieved (the “invoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shalt be without prejudice to the Invoking Party's right to any
other remedy permitted under the Contract.

“16.2. The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient 1imes and places, between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotied time as specified belaw in which to attempt to resolve the dispuite:

16.3. The allotted time for the first level negotiations shall begin on the date the Invoking
Party's notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other.party.

'Dispute Resolution Responsibility and Schedule Table
LEVEL CONTRACTOR STATE . CUMULATIVE
POINT OF CONTACT POINT OF CONTACT ALLOTED TIME
. Courtney Keane
. LaTrina Gray , .. .
Primary Projcct Manager grogmm Manager, Newbom Five (5) Business Days
creening
g Rhonda Siegel .
First Mana C'Ianru Administrator, Maternat Child | Five (5) Business Days
Executive Sponsor

Health

' Christine Evans IS’?; Ch:all)airector Population

Second | Director of [nnovation and gra » "OP Five (5) Business Days
Health and Community

Research . _
Services
. . Lisa Moms
] Third Francoise M_amce Division Director, Division of | Five {5) Business Days
CFO & President . .

Public Health Services

State of NH Contracl
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17.  DOIT GENERAL TERMS AND COND[TIONS

17.1.

17.2.

Computer Use

In consideration for receiving nccess to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter “Information™), the Contractor understands and agrees to the following rules:

17.1.1. Every Authorized User has the responsibility 1o assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

17.1.2. That information shall be used solely for conducting official State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that al no time shall the
Contractor access or attempt 10 access any information without havmg the
express authority to do so.

17.1.3. Tha| at no time shall the Contractor access or aitempt 1o access any
information in a manner inconsistent with the approved policies, procedures,
and /or Agreements relating to System entry/access.

17.1.4, That all Sofiware Licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that at all times the Contractor must use utmost care to
protect and keep such Software strictly Confidential in accordance with the
license or any other Agreement executed by the State. Only equipment or
Sofiware owned, licensed, or being evaluated by the State, can be used by the
Coniractor. Pcrsonal Sofiwarc (mcludmg but not limited to palmtop sync
Sofiware) shall not be installed on any equipment.

17.1.5. That if the Contractor is found to be in violation of any of the above-stated
rules, the User may face removal from the State Contract, and/or criminal or
civi) prosecution, if the act constitutes a violalion of law,

Email Use

Mail and other electronic communication messaging Systems are State of New Hampshire
property and ate to be used for business purposes only. Email is defined as “internal Email
Systems” or “State-funded Email Systems”. The Contraclor understand and agree that
use of email shall follow State standard policy (available upon request). -

State of NH Contract
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17.3.

17.4,

Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
{available upon request).

Regulatory Government Approvals

The Conltractor sha!l obtain all necessary and applicable regulatory or other governmental
approvals necessary 1o perfonn its obligations under the Conlract.

18. GENERAL CONTRACT REQUIREMENTS

18.1.

18.2.

18.3.

18.4.

18.5.

I

Insurance certificate

The Insurance Cenrtificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and -name of the individual

“responsible for the funding of the Contracts and his/her address.

Exhibits
The Exhibits referred to, in and attached to the Contract are incorpdrated by reference as
if fully included in the text. '

Venue and Jurisdiction

Any action on the Contract may only be brought in the Siate of New Hampshire,
Mermimack County Superior Court.

Survival

The tenns, conditions and Warranties contained in the Contract that by their context are
intended 10 survive the completion of the perfonmance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of DHHS RFP 2019-
051, Appendix H — Section H-25.12.14: Confidential Information; Part 1, P-37 General
Provisions — Section 7: Personnel; Pan 1, P-37 General Provisions — Seclion 13
Indemnification; Part 2 — Information Technology Provisions, Section 10: Intellectual
Property; Part 2 — Information Technology Provisions , Section 1: Use of State’s
Information and Confidentiality; Part 2 — Information Technology Provisions , Section
12: Limitation of Liability; Part 2 - Information Technology Provisions , Section 13,
Termination; and Part 3 — Exhibit K: Section 2: Warranty Period which shall all survive
the tenmination of the Contract.

Force Majcure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without

State of NH Contract
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- fault or negligence of such party. Such events shall include, but not be limited 1o,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of .
Govemmment, fire, power fallures nuclear accndents earthquakes, and unusually
severe weather.

18.5.2. Except in the event'of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hiré or provide personnel needed for the Contractor’s
performance under the Conlract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in 2 United Slatcs Post
Office addressed to the parties at the following addresses

State of NH Conltract

Date: 1171372020 o3 . ‘
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NOTICESs

~ POINT OF CONTACT . POINT OF CONTACT

CONTRACTOR - - ' STATE

Christine Evans, Director of Innovation
and Research

Courtney Keane, Contract Manager

2201 East Lamar Blvd, Suite 280 29 Hazen Drive

Arlington, Texas 76006 Concord, NH 03301
469-503-0506 - 602-271-1037
chevans(@oz-systems.com ourtney. keane@dhhs.nh pov

19. DATA-PROTECTION

19.1.

19.2.

19.3.

19.4.

19.5,

DHHS Information Security Requirements

Conltractor shall comply with all requirements in Exhibit P, DHHS Infonnation -
Security Requirements, which is atiached hereto and incorporated by reference herein.

Access to Security Lags and Reports

The Contractor shall provide reports 1o the State in a format as agreed 1o by both. the
Contracior and the State. Reports shall include latency statistics, uscr access, user access
[P address, user access history and security logs for all State files related to this Contract.

Contract Audit

The Contractor shall allow the State 10 audit conformance to the Contract terms. The State
may perform this audit or Contract with a third party at its discretion and at the Siate’s
expense. '

Data Center Audit

The Cantraclor shall perforn an independent audit of its Data cenlers al least annually at
its expense, and provide 8 redacied version of the audit report upon request. The
Contracior may remove its proprietery information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalerit sets the minimum level
of a third-party audit. '

Advance Notice

The Contractor shall give advance notice to the Siate of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and

State of NH Contract
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19.6.

19.7.

19.8.

19.9.

19.10.

performance. A major upgrade is a replacement of hardware, Software or firmware with
a newer or better version in order to bring the System up to date or to improve its
charactenstics, It usvally includes a new version number.

Security

The Contractor shall disclose ils non-proprietary sccurity processes and technical
limitations lo the Statc such thal adequate protection and flexibility can be attained
between the State and the Contractor. For example: virug checking and port sniffing —
the Siate and the Contractor shall understand each other’s roles and responsibilities,

Non-Disclosure and Séparation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data 1o that which is
absolutely necessary to perform job duties.

Import and Export of Data

The State shall have the ability 1o import or export Data in piccemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Dala toffrom other Service providers.

!

Responsivities and Uptimc Guarantec

The Contractor shall be responsible for the acquisition and operation of all hardware,
Sofiware and network support related Lo the Services being provided. The technical and
professional activities required for cstablishing, managing and maintaining the
environments are the responsibilities of the Contractor. The System.shall be available
24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA.

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representstive who the Siate believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exisls- wilh respect to the request, the
Coniractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Coniract or future work orders without the State’s consent.

State of NH Contract
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"EXHIBIT A - SPECIAL PROVISIONS
REVISIONS TO FORM P-37, GENERAL PROVISIONS

1.1.  Paragraph 3, Effective Date/Completion of Services, is amended by adding subparagraph 3.3
: as follows: .

33, The parties may extend the Agreement for up to three (3) additional year(s) from the
Completion Date, contingent upon satisfactory delivery of services, available funding,
agreement of the parties, and approval of the Govermor and Executive Council.

1.2.  Paragraph 9, Termination, is amended s follows:
9. TERMINATION

9.1  Notwithstanding paragraph 8, the State may, at its sole discretion, tenninate the
Agreement for any reason, in whole or in part, by thirty (60) days written notice
to the Contractor that the State is exercising its oplion lo lerminate the
Agrecm?m.

9.2 Inthe event of an early termination of this Agreement for any reason other than
the completion of the Services, the Contractor shall, at the State’s discretion,
deliver to the Contracting Officer, not later than fifteen (30) days after the date
of termination, a report (“Termination Report'”) describing in detail all Services
perfonned, and the contract price eamed, to and including the date of
termination. The form, subject matiter, conlent, and number of copies of the
Temmination Report shall be identical to those of any Final Report described in
the attached EXBIBIT B. In addition, at the State’s discretion, the Contractor
shell, within 15 days of notice of early termination, develop and submit to the
State a Transition Plan for services under the Agreement.

1.3.  Paragraph (2, Assigninent/Delegation/Subcontracts, is amended by adding subparagraph 12.3
as follows:

12.3. Subcontractors are subject 10 the same contractual conditions as the Contractor and the
Conlraclor is responsible to ensure subcontractor compliance with those conditions. The
Contractor shall have wrilten agreemenis with all subcontractors, specifying the work
to be performed and how correciive action shall be managed if the subcontractor’s
performance is inadequate. The Contractor shall manage the subconiractor’s
performance on an ongoing basis and take corrective action as necessary. The
Contractor shall annually provide the State with a list of all subcontractors provided for
under this Agreement and notify the State of any inadequate subcontractor performance.

State of NH Contract
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EXHIBIT B -SCOPE OF SERVICES -

The Department- is responsible for carrying out the identification and intervention strategies for several
conditions present in the birth o three (3) years of age population.

The Contractor shall provide a sofiware application to the Department that enables the Early Hearing
Detection and Intervention (EMHDI) Program, Birth Conditions Program (BCP), Newbom Screening
Program (NBS) and their partners to maintain continuous, timely input of newborn screening results and
diagnostic data in order to:

¢ Report outcomes 10 the Centers for Disease Control and Prevention when indicated; and

+  Ensure infants with hearing loss, birth defects and metabolic or other newborn screening disorders
are identified promptly and receive appropnale early intervention or special medical services.

Funds in this contract must be utilized to improve population-based tracking and follow up.

The goal of newbom screening is to help prevent disability and untimely death of newbomns from
undiagnosed genetic disorders. It is imperative to identify disorders as early as possible ta initiate treatment
and early intervention services before clinical symptons manifest.

The Contractor shall provide a secure, authenticated Web-based system in order for the Depariment to:

s Track and manage maternal and child health screening data, and

s Report real time screenings, births and diagnostic follow up information relative to matemal and.
child health data collected Lo the Centers for Discase Control and Prevention.

' The Contractor shall proxfidc an integrated data management system that includes, but is not limiled to:
¢ Ongoing hosting.
s Mainenance. -
¢ Operations.

» Technical support services.

L STATEMENT OF WORK

1.1. The Contractor shall pravide a Soflware as a Service (SaaS) Web-based sysiem and associated

' services for the implementation of a scalable, integrated data management system for reporting
real titne results for hearing screenings, newbom screenings and birth conditions of New
Hampshir¢ newboms.

1.2. The Contracior shall use¢ a phased approach 10 module implementation that includes, but is not
limited to: '

.1.2.1. Regquirements analysis,

- State of NH Contract
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1.2.2.
1.2.3.
1.2.4,
1.2.5.
[.2.6.

Design.

Development.

Tesling.-

Implementation of software application.

The Contracior shall ﬁrovide technical services that include:
1.2.6.1. Application hosting;

1.2.6.2. Software configuration éervices;

1.2.6.3. Treining; and

1.2.6.4. Ongoing mainlenance and support services.
N

1.3. General Project Assumptions

L3

1.3.2,

‘1,33,

134,

1.3.5.

The Contractor will provide project lrackmg tools and templales 1o record and manage
issues, risks, Change Requests, requirements, decision sheets, and other documents
used in the management and tracking of the Project. The State of New Hampshire and
the Coniractor’s Project Manager will review these tools and templates and determine
which ones will be used for the Project. Training on these tools and templates wiil be
conducled at the start of each phase in which they will be used,

Prior to the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, 1able of conients or agenda for review
and prior approval by the Siate.

The Contractor shall ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the Siate’s Information
Technology resources, information and services. Security requirements are defined in
Part 3 - Exhibit P:'DHHS Information Security Requirements. The Contractor shall
provide the State resources, information and Services on an ongoing basis, with the
appropriate infrastructure and security controls to-ensure business continuity and to
safepuard the Confidentiality and integrity of Siate networks, Systems and Data.

The Deliverables are set forth in Exhibit B, Section 2. Deliverables. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the Sysiem, in whole or in part, through
completion of all Acceptance Testing, including but not limiled to, Soflware/System
Acceptance Testing, and any extensions thereof.

Pricing for Deliverables is set forth in Part 3 - Exhibit C: Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions thereof.

State of NH Contract
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2. DELIVERABLES

TABLE: Deliverables
ACTIVITY, DELIVERABLE, OR MILESTONE DR A BLE
. PLANNING AND PROJECT MANAGEMENT
1 | Conduct Project Kickoff Mcelin-g Non-Software
2 | Project Status Reports ' l Written
3 | Work Plan ' | Written
4 gi;ﬁ::;g:;:; Plan, including Desktop and Network Configuration Written
5 | Security Plan ' Written
6 | Communications and Change Managehem Plt;n _ Written
7 | Requirements Trace Abili(y- Matrix . Written
8 | Software Configuration Plan Written
9 | Systems Interface Plan and Design/Capability ' . .,Wrinen
.]0 Testing Plan : Wriiten
11 | Data Conversion Plan and Design . \\'fritlen
12 Deplownénl Plan , ' Writien
13 | Comprehensive Tra;ning Plan and Curriculum Written
14 | End User Support Plan | Written

State of NH Contract os
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EXHIBIT B - SCOPE OF SERVICES

15 | Business Continuity i’lan Written

16 ,Documental'ion of Operational Procedures Wrinten
INSTALLATION

17 | Provide Soflware Licenses if nceded Written

18 | Provide Fully Tested Data Conversion Software Software

19 gf:;:?feﬁﬁ;f::ﬂi ::stalled, Configured, and Operational to Satisfy Software
TESTING

20 | Conduct Integration Testing Non-Sofiware

21 | Conduct l.{scr Acceptance Testing Non-Software

22 | Perform Prodl;clion Tests Non-Software

23 .Tcsl In-Bound and Qut-Bound Interfaces Software

24 | Conduct System Performance (Load/Stress) Testing Non-Software

75 Sf.ll“,:?s::](:?y Scig ] :lr:g Party Pen Teslmg and Application N_on-_Soﬂwarc .
SYSTEM DEPLOYMENT

26 | Converted Data Loaded into Produciion énvironment Software

27 l[’);o[;ide Tools {or Backup and Recovery of all Applications and Software

28 | Conduct Training Non-Software

29 | Cutover 10 New Software ! Non-Soflware

30 | Provide Documentation Written

State of NH Contracl
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31 | Execute Security Plan - Non-Software
OPERATIONS

32 | Ongoing Hosting Support Non-Software

33 | Ongoing Support & Maintenance Software

34 | Conduct Project Exit Meeting ‘ Non-Software

Remainder of this page inten rr'anblly left blank
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EXHIBIT C - PAYMENT SCHEDULE
1. ©  PAYMENT SCHEDULE

1.1. Contract Type

This is o Not to Exceed Contract. The total Contract value is indicated in Pan 1, P-37
General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part 1, P-37 General Provisions - Block 1.7: Completion Date.
The Coniractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contraclor to invoice the State on a menthly basis
for completed activities, deliverables, or milestones included in the price and payment

Worksheet betow:

1.2, Activities/Deliverables/Milestones and Pricing Worksheet

State of NH Contract os
Contractor’s [nitials Page TF
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Activity, Deliverable, or Deliverable Projfacted Price
Milestone Type Delivery '
. Date
PLANNING AND PROJECT MANAGEMENT: . )
1 Conduct Project Kickoff Meeting Non-Software | 12/03/2020 $ 1,047.00.
2 Project Status Reparts Written Biweekly - $ 1,000.00
3 Woark Plan Written 12/08/2020 $ 1.500.00
Infrastructure Ptan, including .
4 Desktop and Network Written 12/08/2020 $ 367200
Configuration Requirements
5 Security Plan . Written 12/08/2020 $ 2,000.00
g | Communications and Change Wiitlen 12/08/2020' | $  1,224.00
Management Plan ' .
7 Requirements Trace ability Matrix Written 12/15/2020 $  3,840.00
8 Software Configuration Plan Written 12/15/2020 $  3.024.00
Systems Interface Plan .
9 and Design/Capability Written 12/15/2020 $ 3.040.00
10 Testing Plan Written 01/05/2021 $§ 3.024.00
1 Data Conversion Plan and Design Written 01/05/2021 $ 204700
12 Deployment Plan Written 01/19/2021 $ 2,047.00
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Comprehensive Training Plan
13 pren 9 Writien 012012021 §  964.00
and Curriculum _
14 End User Support Plan Written 02/05/2021 $ 1,500.00
15 Business Conlinuity Plan Written 02/05/2021 $  2.047.00
Documentation of '
16 ) Written 02/12/2021 $ 3,024.00
Operational Procedures
INSTALLATION
Provide Software Licenses if . -
- 17 needed Whritten 04/29/2021 | $ 22,000.00
Provide Fully Tested Data 04/29/2021
18 Conversion Software Software $ 2,000.00
Provide Software Installed, :
19 Configured, and Operational to Software 04/29/2021 $ 71,000.00
Satisfy State Requirements
| TESTING
20 | Conducl Integration Testing Non-Software | 03/23/2021 $ 220000
21 Conduct User Acceptance Testing | Non-Software 04/13/202% $ 1,020.00
"22 .| Perform Production Tests Non-Software | 04/13/2021 | §  1,200.00
Test In-Bound and
23 Out-Bound Interfaces Software 04/13/2021 $ 1,056.00
Conduct System Performance
2 . (Load/Stress) Testing _N‘on-So_ftware 03/30/2021 $ 800.00
. Certification of 3% Party Pen
25 | Testing and Application 03/30/2021 $ 1,000.00
Vulnerability Scanning. Non-Software
SYSTEM DEPLOYMENT.
Convented Data Loaded into
26 Production Environment Software 04/29/2021 $ 1.024.00
Provide Tools for Backup and _
27 Recovery of all Applications and Software 04/29/2021 3 1,000.00
' Data’

State of NH Contract
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1.3. Vendor Staff Resource Hours

-Initiation{ Implementation | Project

Title Name

: Close out
Project Manager LaTrina Gray rSO hrs S0 hrs R0 hrs
Implementation Manager Marla Cantu . B hrs -.’300 hrs 0 hrs
Product development ?::ﬁfg;“s‘:;}f s brs 58-0 hrs 0 brs
Ilfecycle (developers, user - Provosed
acceptance tester, quality P
assurance speclalist, business
analyst) _’

N/A 109hrs - 1,060 b 50 h
TOTALS o A i

State of NH Contract

Date: 11/13/2020 o
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28 Conduct Training Non-Software | 04/27/2021-] §  2,500.00
29 Cutover to New Software Non-Software | 04/29/2021 $ 200.00
30 Provide Documentation Written 04/27/2021 $ 1,000.00
31 Execute Secunly Plan Non-Software | 04/29/2021 $ 1,000.00
OPERATIONS '

32 Ongoihg Hosting Support Non-Software | 12/01/2021 $ 18.020.00
33 Ongoing S'upport‘& Maintenance Software 12/01/2021 $ 80,430.00
34 Conduct Project Exit Meeting Non-Software TBD $ 0.00

TOTAL Proposed Cost $242,450
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1.4. Futurc Vendor Rates Workshect

The State and Contractor agree to the following rates in the event the contract is extended
in accordance with Part 2 — Information Technology Provisions, Section 2: Coniract

Term. .
Position Title e SFY.2023 |  SFY 2024, SFY 2025
Project Manager $263/r $276/Mr $289Mr
" Implementation Manager $236mr $248/hr $260/y
Product development lifecycle tcam $231/hr $243/hr $255/r
Subject-matier expert $236/hr $248hr $260/r

1.5. Services Pricing Worksheet

Pricing reflects payment for maintenance suppon and upgrades for the initial two (2) year
contract period as well as payments for the optional (3) years of contract renewal. Pricing
reflects the most optimistic Implementation date. Actual payments may differ from the
estimate if the project start date is delayed or if Implementation takes longer as this will
cause a shorter maintenance period.

Software Name Maintenance Support and Upgradcs
Contract Contract.
Year.1 ,".5 - Renewal Rencwnl |  Renewal
o . Year2 :

Option | Option .| Option.
(Year 3} (Yeard4) (Year 5)

Initial Cast

. - (costs included
(costs inclucled (

in 1.2 nbove)

in 1.2 above)
07 eScreener Plus™ (eSPT™)
pnanagement information
kystem annual licenses for
EHDI, Critical Congenilal Hean
Disease (CCHD), Newborn $55,000 | $57.750 || 60,638 | 560,638 | $60,638

Bloodspot Screening (NBS) and
Birth Conditions with access for
unlimited users at DHHS,
birthing hospiltals, outpatient
clinics, and audiology centers as

State of NH Contract

Date: 11/13/2020 o
Contractor's Initials Page T¥
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kpecified by DHHS. Inciudes
vital records matching,

0Z Newborn Admission
Notification Information™
(NANIT™) for automated
demographic data from birthing
hospital Electronic Health
Records (EHRs) to OZ eSP™
management information
System. )

$25,000 $5,150 $S,25'0 5,13 $5,788

Telepathy EHDI™ for direct
results from hearing screening
equipment with license keys for
binthing hospitals in NH

515,000 $3,000 $3,150 $3,308 $3.473

Telepathy CCHD™ for direct
results streaming from oximeter
screening equipment with .
license keys for birthing $15000 | 83,000 $3,150 $3,308 $3473
hospitals in NH to OZ eSP™ ‘
management information
Eystem

DZ Advanced Reporting Tool

license, includes Enterprise
Data Warehouse (EDW) 38,000 $8,400 £8,820 $9,261 $9,724

connection and link to eSPT™™

Help Desk suppont,
hinplementation, and project :
pnanagement support. Cosi for $26,000 $27,300 $28,665 $30,098 $31,603
resources to monitor, implement ) .

pnd support.

2. CONTRACT PRICE

-Notwithstanding any provision in the Coniract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed the amount indicated in Part |, P-37 General Provisions - Block 1.8: Price
Limitation. The payment by the State of the total Contract price shall be the only, and the
complete reimbursement 1o the Contractor for all fees and expenses, of whatever nature,
incurred by the Contractor in the performance hereof.

State of NH Contract

Date: 11/13/2020 os
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3 TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume
all reasonable travel and related expenses incurred by Contractor in performance of its
obligations. Al labor rates in this Agrceménl ‘will be considered “Fully Loaded",
including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
any additional out of pocket expenses.

4. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

5. INVOICING

The Contractor shall submit accurate invoices to the State on a monthly basis in
accordance with Exhibit C, Section 1. Payment Schedule above, to be paid by the Siate.
All invoices submitted shall be subject to the State's prior written approval, which shatl
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deéliverables as permitted by the Contract. Invoices must be in a format as determined by
the State and contain detailed information, including without limitation: itemization of
each Deliverable and identification of the Deliverable for which payment is sought, and
the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts ¢f applicable.

Upon Acceptance of a Deliverable, and a properly documented dnd undisputed invoice,
the State will pay the correct and undisputed invoice within thirty (30) days of invoice
receipt. Invoices will not be backdated and shall be promptly dispatched.

6.  INVOICE ADDRESS

Invoices shall be mailed or emailed to:

Department of Health Human Services
Division of Public Health Services
Office of Finance

29 Hazen Drnive

Concord, NH (3301
dphscontractbilling@dhbs.nh.pov

State of NH Contract o3
Date: 11/13/2020
Contractor’s Initials Page ¥
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10.

11,

PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury
for ACH payments: https://www.nh.gov/treasury/state-vendors/index.him

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifiecn (15) business days, return to the
State the full amount of any overpayment or erroneous payment upon discovery or notice
from the State. ‘

CREDITS

The State may apply credits due to the State arising out of this Contract, against the
Contractor’s invoices with appropriate information attached.

PROJECT HOLDBACK .
Reserved

LIQUIDATED DAMAGES

"Reserved

Remainder of this page intentionally left blank

State of NH Contract

Date: 11/13/2020 >
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EXHIBIT D - ADMINISTRATION SERVICE.

1.

ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide
the Contractor with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required

- to complete the contracted services. The State will use reasonable efforts to provide

approvals, authonizations, and decisions reasonably necessary to allow the Contractor 10
perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials,

_ repoﬁs_, and other work in progress relating to this Contract. Upon expiration or

termination of the Contract with the Stale, the Contractor shall tum over all State-owned
documents, material, reports, and work in progress relating to this Contract to the State at
no additional cost to the State. Documents must be provided in both printed and electronic
format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpant 4.7; Contractor Records Reténtion.

3.2. The Contracior and its Subcontractors shall mainiain books, records, documents, and other
evidence of accounling procedures end practices, which properly and sufTiciently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contraci. The Contractor and its Subicontraciors shall retain all such records for
three (3} years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of all litigation, inciuding the termination of all appeals or the
expiration of the appeal period.

33.  Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audil and copying by personnel so authonized by the State and .
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost {o the State during the three (3) year period following termination of the Contract
and one (1)} year term following litigation relating to the Contract, including all appeals or

State of NH Contract
Da!e: 11/13/2020 r
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the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

3.4, The Siatc agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and prafit factors shall
be excluded from the State’s review unless the cost of any olher Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit
factors.

4, ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles (GAAP}. - The costs applicable to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures,

Remainder of this page intentionally left blank

. State of NH Contract
Date; 11/13/2020
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[y

EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting arc essential to Project success.
The Contractor shall employ effective comniunication and Reporting strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State, -
in accordance with the requirements and terms of this Contracl. -

1.1.  State Meetings and Reports

The Contractor Key Project Staff shail participate in meetings as requested by the Slale,
in accordance with the requirements and terms of this Contract.

1.LL

* State of NH Contract
Date: 11/13/2020

lntroductory Meeting: Parlicipants will include the Comractor’s Key Project
S1aff and State Project leaders. This meeting will enable leaders to become
acquainted and establish any preliminary Project procedures.

In nddition, the introductory meeting is to assure all undersiand a high-level scope
of the project, next steps and assure thal relevant stakeholdecs are identified.

The Introductory Mceting will assist in planning the project kick-off meeling and
assure all essential personnel are included.

Kickoff Meeting: Participants will include the State and the Coniractor’s Project
Teams and major stakcholders. The onsite or web-based kick-off meeting will
occur no later than (wo (2) weeks afier the contract effect date, to eslabhsh a sound
foundation for activities that wi) follow.

The contract scope will be reviewed and discussed. The work required to complclc
‘each element successfully will be reviewed. The kick-off meeting agenda will
include, but is not limited 100

1.1.2.1.  High-level project description and goals

1.1.2.2.  Assumptions

1.1.2.3.  Constraints

1.1.24.  Risk Managemenl

1.1.25.  Data Management and Change Control

1.1.2.6. - Stakeholders and responsibilities

1.1.2.7.  Proposed project timeline

1.1.2.8. Communication plan .

1.1.2.9.  Training plan

D3

Contractor's Initials Page
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1.1.2.10. Reporting
1.1.2.11. Measurement criteria

1.1.2.12.  Action items

‘Status Meetings: As pan of ongoing monitoring and status updates, the

Contraclor, will facilitale web-based status meetings. Participants will include, at
the minimum, the Contractor’s Project Manager and the State Project Manager.
QOther key project personnel will participate as needed. The overall Project status
end any addilional 1opics needed to remain on schedule and within budget will be
discussed. A status and error report from the Contractor shall serve as the basis
for discussion.

Status Meetings will occur on a biweekly basis at a minimum, initially, A mutually
agreed upon reoccurring day and time will be set during the project KickofT
Meeling.

Upon systemn deployment, the frequency of siatus meetings may occur on a
monthly bases, upon approval by the State.

The Contracior shaH assign a staff member as the note taker who will be document

" and distribute meeting minules.

Status Meeting will include sharing of agenda items and documents including, but
not limited to status reports.

The Work Plan will be reviewed and updated at each Status Meeting.

The Contractor shall distribute Status Meeting Agendas 1o meeting participants.
Status Meeting topics will include, but are not limited 10:

1.1.3.1.  Current Product Development Life Cycle Status Update
1.1.3.2.  Recent progress ‘

1.1.3.3.  Upcoming Milestones.

1.1.3.4.  Blocks/issues

1.1.3.5.  Current [tem (feature) Implementation Status Update
1.1.3.6.  Recent progress '

1.11.3.7.  Upcoming Milestones

1.1.3.8.  Blocks/issues

1.1.3.9.  Review of outstanding call center issues log

1.1.3.40. Application

1.L3AL, i’rogram and business process

1.1.3.12. Review of estimaies/change requests

Page 17 of 69
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1.2.
13.

1.4.
1.5.

1.6.

1.1.3.13.  Action ltems Assigned

1.1.4. - Special Meetings: Needs may arise that require special meelings with State
leaders, Project stakeholders and advisory boards, to address specific and/or
“urgent issues.

The Contracior shall schedule special web-based meetings to address speéiﬁc
items or initiatives. The Contractor shall prowde tailored agendas 10 meeting
participants.

1.1.5. Exit Meeting: Participants will include Project leaders from the Contractor and
the State. Discussion-will focus on lessons learned from the Prc)jecl and on follow
up oplions that the State may wish to consider.

The Contractor shall provide an agenda. Meeting topics will include, but are not
limited to:

1,1,5.1.  Lessons iearned.
1.1.5.2.  Follow-up tasks.
1.1,53. Legacy data.
The Contractor shall prepare agendas and background information for State meetings.

The Conlractor is responsible for drafting formal presenlauons for State meetings, such as
a presentation for the kickoff meeting, |

The Contractor shall draft Meeting Minutes to provide a record of decisions made, items
discussed and accomplishments reviewed, as well as assigned action items.

The Contractor shall distribute Meeting Minutes via email within two (2) business days of
each meeting.

. The Contractor’s Project Manager or Key Project Staff shall submit monthly status reports

in accordance with the schedule and tenns of this Contract. All status repors shall be
prepared in formats approved by the State. The Contractor’s Project Manager shall assist
the State’s Project Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The Contracior shall
produce Project status reports, which shalt contain, 2t a minimum, the following:

1.6.1. Project status related to the Work Plan;

1.6.2. Deliverable status;

1.6.3. Accomplishments during weeks being reported,

1.6.4. Planned activities for the upcoming Iwo (2) week period;
1.6.5. Future activities; '

1.6.6. Issues and concems requir_ing resolution; and

1.6.7. Report and remedies in case of falling behind Schedule.

State of'NH Contract

Date: 11/13/2020 bs
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1.7.  Asreasonably requested by the State, the Contractor shall provide the State with information
or reports regarding the Project. The Contractor shall prepare special reports and
presentations relating to Project Management, and shall assist the State in prepaning reports
and presentations, as reasonably requested by the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1  Key Components

2.1.1.

2.1.2

The Contractor shall employ an indusiry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan.

The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule project
staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2 Timeline

2.2.1.

2.2.2.

2.23.
2.24.
2.2.5.
2.2.6.
2.2.7.

The timeline, struciured 1o recognize mtcrdependcncms between applications and
cost structure of an effective and timely execution is set forth in the Work Plan. The
system shall be ready for Implementation in accordance with the Work Plan.

During the initial planning period, Project task and resource plans will be
established for:

The preliminary training plan,

The change managemenl plan,
Communication approaches,

Project standards and procedures finalized, and

Team trairing initiated.

2.3 Change Management and Trainlng

231,

2.1.2.

2.3.3.

234,

State of NH Contracl

Contractor’s Initials Page

The Contractor’s change management and training services shall be focused on
developing change management and training strategies and plans. lts approach
relies on State resources for the execution of the change management and end user
training,

The Contractor shall conduct an assessmenl of user training needs and provide a
mixture of web based training and onsite training based on specific user needs.

The Conlractor shall provide onsite training for initial rollout that proimotes buy-in
and initiates a “train the trainer” process.

The Contractor shall provide training and reference materials for all aspects of the
integrated system. For new installations, the Contractor shall offer live training
followed by wvirtual training from its online .leaming platform, OZmosis™.

2]
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2.3.5.

2.3.6.

2.3.7.

2.38.-

2.3.9.

2.3.10.

2.3.11.

State of NH Contract
Date: 11/13/2020

Additionally, help text and user manuals shall be available for reference. Reports,
searches and exports will be included in new user trainings, and public health users
and program managers will receive advanced instruction on specific reporting
functionalities relevant to their roles.

The Contractor shall design and implement an ¢ffective training plan that includes
a toilored curriculum. A training leader equipped with a comprchensive
understanding of the Data Managemnent System will work closely with the State in
order for training to remain relevent and timely for all Stakeholders. Role-based
training is an integral component of the curriculum to preseni essential skills, and
demonstrate how to apply that information in scenarios that are meaningful for
users; from Siate staff to screeners and program managers at birthing facilities.

The Contractor shall offer a training site that mirrors the production systems for
users [o practice.

The Contractor shall obtain State approval for all trining materials prior to training
commencing.

The Contractor shall develop a method to distribute a survey evaluation at the
conclusion of each training 1o gain timely and actionable feedback.

The Contractor shall be flexible to suppon additional web-based instruction vs
onsite training should that format be more conducive.

The Contractor shall provide a smart and intuitive online Learning Management
System (LMS) to supplement training and development efforts that allows the State
to manage users by facility, set who has access to the training, view reports to know
who has accessed training and what was covered, scores on quizzes, and whether
uscrs have earned a certificate of successful completion. Users will have 24/7
access to courses and user guides for self-paced leaming, reference, and FAQs. The
Contractor shall provide access to:

2.3.10.1.  The online leaming managerﬁenl syslems,
2.3.10.2.  Recordings of previous live webinars,
2.3.103.  User guides,

2.3.104. Tratning slides,

2.3.10.5.  Quick guides, and

2.3.10.6.  Access to a Trainer 1o ensure refresher training can be implemented at
any time in a format that best meeis the needs of the state.

The Contractor shall maintain training manuals, agendas, and example recordings
from new-user trainings and provide updates to trainings, documentation and user -
guides prior to new releases as part of the pre-production process.

o3
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2.3.12. The Contractor shall provide a State specific user manual as a deliverable for all our
installations to ensure screenshots, workflows and steps mirror what the user will
see in the State specific version of eSP™, The Contractor shall ensure manuals
include Siate logos as applicable. The user manual shall not have any features not
included in the preduction system. The Contractor shall deploy a log-in page with
state specific information and color palate. User guides will mirror the color scheme
and lock and fee).

Remainder of this page intentionally left blunk

State of NH Contract
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EXHIBIT F - TESTING SERVICES
1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project. -

n.l

1.1.

The Contractor will provide training as necessary to the State stafT responsible for test
activilies.

The Contracior shali be responsible for all aspects of testing contained in the Contractor
Acceptance Test Plan to be submitted upon approval of this Contract. The plan shall
include, at no additional cost, support during User Acceptance Test conducted by the State
and the testing of the training materials,

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
cach Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to
testing the System as a whole, (e.g, soflware modules or functions, and
Implementation(s). This shall include planning, test scenario and script development, Data
and System preparation for testing, and execution of Unit Tests, System Integration Tests,
Conversion Tests, [nstallation 1csts, Regression 1ests, Performance Tuning and Stress
tests, Sccurily Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified
duning iest execution. The Contraclor shall also correct Deficiencies and support required
re-lesting.

Test Planning and Preparation

1.1.1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contracior provided, State approved, Test Plan will include, at a
minimum, identificalion, preparation, and Documentation of planned testing, a
requirements (raceability matrix, test vanants, 1est scenarios, test cases, lest
scripts, test Data, test phases, unit tests, expected results, and a tracking method
for reporting actual versus expected resulis as well as all errors and problems
identified during test execution.

1.1.2.  As identified in the Acceplance Test Plan, and documented in accordance with
the Work Plan and the Contract, State tesling will commence upon the
Contractor's Project Manager's Certification, in writing, that the Coniracior’s
own slaff has successfully executed all prerequisite Contractor's testing, along

State of NH Contract
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1.L.6.

wilh reporting the actual 1esting results, prior to the start of any testing executed
by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenanios, test cases, lest scripts, test data, and expected resulis.

The Swate will commence its testing within two (2) weeks of receiving
Certification from the Coniractor that the Stale's personne) have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor's development environment. The Contractor must assist the Siate with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, &t no
additional cost.

Testing begins upon complelion of the Sofiware configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of User Acceptance Testing (UAT) Acceptance by the State.

The duration of time required for user acceptance testing shall be determined at
the planned project kick-off imeeting.

The Contractor must demonstrate its testing methodology is integrated with the
State standard methodology.

1.2.  Unir Testing

1.2.1.

1.2.2.

1.2.3.

State of NH Contract

In Unit Testing, the Coniractor shall test the application components on an
individual basis to verify that the inputs, outputs, and processing logic of each
application component functions without errors.  Unit testing is performed in
cither the development environment or a Icsting environmeni.

The goal is to find errors in the smaliest unit of Software before logically linking
it into larger units. 1f successful, subsequent tesling should only reveal errors
related o the integration between application modules.

The Contractor developer, who is responsible for a specific unit of work, will be
responsible for conducting the Unit Testing of their modules.

Activity Develop the scripts needed 10 Unit Test individual

Description application modules, inierface(s) and conversion
components.

Contractor’s For application modules, conversions and interfaces the

Team Contractor’s team will identify applicable lest seripts

Responsibitities and installation instructions, adapt them to the Project
specifics, test the proccss, and compare with the
documented expected results.

[ 3
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Work Product Unit-Tested Modules that have becn tested to verify that
Description the inputs, outputs, and processing logic of each
application module functions without errors. Individual
delailed test scripts and installation guides list all the
required actions and Data to conduct the test, the process
for test execution, and the expected results.

1.3.  System Integration Testing

H

1.3.1.

1.3.2.

The new System is tested in integration with other application Systems (legacy
and service providers) in a production-like cnvironment. System Integration ’
Testing validates the integration between the individual unit application modules
and verifies thal the new System meets defined requirements and supports
execution of interfaces and business processes. The System Integration Test is
performed in a test environment.

Thorough end-10-end testing shall be perfonned by the Contractor team(s) 10
confirm that the Application integrates with any interfaces. The tesi emphasizes
end-to-end business processes and the flow of information across applications. It
includes all key business processes and interfaces being implemented, confirms
Data transfers with external parties, and includes the transmission or printing of
all electronic and paper documents.

Activity Deseription | Systems Integration Tesling validates the integration

between the target application. modules and other Systems,
and verifies that the new System meets defined interface
requirements and supports execution of business processes.
This test emphasizes end-to-end business processes and the
flow of information across the application. It includes all
key business processes and interfaces being implemented,
confinms Data transfers with cxtemnal panties, and includes
the transmission or printing of all electronic and paper

documents.
Contractor Tcam » Take the lead in developing the Systems [niegration Test
Responsibilities Specifications.

* Work jointly with the State to develop and load the Data
profiles to support the test Speciﬁcqlions.

+ Work jointly with the State to validate components of the
lest scripts,

State of NH Contract
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State + Work jointly with the Contractor to develop the Systems
Responsibilities Integration Test Specifications.

» Work jointly with the Contractor to develop and load the
Data profiles 1o suppon the test Specifications.

» Work jointly with the Contractor to validate components of
the test scripts, modifications, fixes and other System
interactions with the Contractor supplied Soflware Solution.

Work Product « The Integration-Tested System indicates that all interfaces

Description | berween the application and the legacy and third-party
Systems, interfaces, and applications are functioning
properly. ’

1.4.  Conversion / Migration Validation Testing

Target application functions is validated in Conversion Validation Testing. -

Activity Description | The conversion validation test should replicate the entire flow
of the converted Data through the Software Solution. As the
Software Solution is interfaced to legacy or third-party
applications/interfaces, testing verifies that the resulting flow
of the converted Daia through these interface points performs

correctly.
Controctor Team For conversions and interfaces, the Contracior's team will
Responsibilities execuic the applicable validation tests and compare execulion

results with the documented expected resulis.

State With Contractor assisiance, extract and cleanse the legacy
Responsibilities Daia, if necessary, to be converted in the Data conversions.

Work Product Validation-Tested Conversion Programs. These programs
Description include conversion programs that have been tested to venfy

that the resulling converted legacy Data pcrfonns correctly in
the entire suite 'of the Application.

Siate of NH Contract
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1.5.  Installation Testing

In Installation Testing, the application components are installed in the System Test
environment 1o test the installation routines and are refined for the eventual production
environment. This activity serves as a dry run of the installation steps in preparanon for:
configuring the production System.

1.6.  User Acceptance Testing (UAT)

l.é.l.

1.6.2,

1.6.3.

1.64.

1.6.5.

1.6.6.

1.6.7.

State of NH Contract
Date: 11/13/2020

UAT begins upon completion of the SoRware configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the State.

The Contractor’s Project Manager must certify in writing, that the Contractor’s
own staff has successfully executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any testing execuled by
Siate stafl. .

The State shall be presented with all testing results, as well as written Certification
that the Contractor has successfully compleled the prerequisite tests, meeting the
defined Acceptance Criteria, and performance siandards. The State shall conduct
the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validale the functionality of the System and the interfaces, and verify
Implementation readiness. UAT is performed in a copy of the production
eavironment and can serve as a performance and stress test of the System. The
User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meels the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence thal the new System
meets the User Acceptance crileria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Accepiance and the respective Warranty Peniod shall
commence, '

D3
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Activity Desé¢ription | The System User Acceptance Tests verify‘ Sysiem
funcuionality against predefined Acceptance cnieria that
‘| support the successful execution of approved processes.

Contractor Team + Provide the State an Acceptance Test Plan and selection of
Responsibilities test scripts for the Acceptance Test.

« Monitor the exécution of the test scripts and assist as nceded
during the User Acceptance Test aclivities.

» Work jointly with the State in determining the required
actions for problem resolution, -

State : » Approve the development of the'User Acceptance Test Plan
‘| Responsibilitics and the set of Data for use during the User Acceptance Tesi.

+ Validate the Acceptance Test environmen.

» Execute the test scripts and conduct User Acceptance Test
aclivities. :

» Document and summarize Acceptance Test resuls.

* Work jointly with the Contractor in determining the required
actions for problem resolution:

« Provide Acceptance of the validated Systems.

Work Product The Deliverable for User Acceptance Tests is the User
Description Acceplance Test Results. These results provide evidence that
the new System meets the User Acceptance criteria defined
in the Work Plan,

1.7. Performance Tuning and Stress Testing

The Contractor shall dévelop and document hardware and Software configuration and
tuning of the soflware infrastructure as well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the infrastruciure
to suppert the Sofiware throughout the Project.

1.7.1. Scope

n.  The scope of Performance Testing shall be 10 measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

State of NH Contract
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1.7.2.

1.7.3.

b. It will include the immeasurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)
under various load condilions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

¢.  Performance testing and tuning shall occur in the final produclion
environmenl and shall use a copy of the final production database to provide,
the best results.

~

Test Types

Performance testing shall use two different types of testing to determine lhe
stability of the application. They are baseline tests and load tests.

a.  Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
1o establish a baseline for transaction response time, throughput and other

user-based metrics. (

b.  Lond Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions based on workload
distribution. Syslem response time and utilization is measured and
recorded.

Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes 1o the
environment.

1.8.  Regression Testing

1.8.1.

State of NH Contract
Date: 11/13/2020

As a result, of the user testing activities, problems will be'identified that require
correction. The State will notify the Contractor of the nalure of the 1esting failures
in writing. The Contractor will be required to perfonn additional testing activities
in response to Staie and/or user problems identified from the testing results.
Regression Testing mcans selective re-lesling to detect faults introduced during
the modification effort, both 1o verify that the modifications have not caused
unintended adverse effects, and to venify thal the modified and related (possibly
affected) System components still meet their specified requirements.

Conlractor's Initials Page
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1.8.2, In designing and conducting such Regression Testing, the Contractor will be’
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Contractor will be expected (o design and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

For each minor failure of an Acceplance Test, the Acceptance Period shall be
exiended by corresponding time defined in the Test Plan.

The Contractor shall noiify the State no later than five (5) business days from
the Contractor's recgipt of written notice of the test failure when the
Contractor expecls the corrections to be completed and ready for retesting by.
the State. The Contrattor will have up to five (5) business days to make
corrections to the problem unless specifically extended in writing by .the
Siate, )

When a programming change is made in response to a problem identified
during user testing, a Regression Test Plan should be developed by the
Caniractor based on the understanding of the program and the change being
made 10 the program. The Test Plan has two objectives:

i. Validate that the change/update has been properly incorporated
into the program; and”

ii. -Validalc that there has been no unintended change Lo the other
portions of the program,

The Contracior will be expecied to:

i. Create a set of test conditions, test cases, and test Data that will
validate thai the change has been incorporated correctly;

ii. Create a set of test conditions, test cases, and test Data that will
validate that the unchanged portions of the program still operate
correctly; and

ili. Manage the entire cyclic process.

The Contractor will be expected to execute the Regression Test, provide
actual testing resulls, and certify its completion in writing to the Siate prior
to passing the medified Software application to the users for reiesting.

1.8.3. In designing and conducling such regression testing, the Contraclor will be
required to assess the risks inherent to the medification being implemented and
weigh those risks against the time and effort required for conducting the
regression tests. In other words, the Conltractor wilt be expected to design and
conduct regression tests that will identify any unintended consequences of the

State of NH Contract
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1.9.  Security Review and Testing,

1.9.1.

1.9.2.

IT Security involves all functions pertaining to the securing of: State Data and -
Systems through the creation and definition of security policies, procedures and
controls covering such areas as ldentificalion, Authentication and non-
“repudiation. '

This is 8 SAAS contract. All software shall be hosted on the Contractor’s
hardware at’ a secure data center. All components of the Software shall be
Reviewed and tested 10 ensure the protection of Hardware and Sofiware and its
related Dhata assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to
provide the necessary Confidentiality, integrity and availability. Tests shall, at a
minimum, cover each of the service components. Test procedures shall include
penetration tests {pen tests) and application vulnerability scanning. .

SERVICE COMPONENT DEFINES THE SET OF CAPABILUITIES

THAT:

Identification and Authentication | Supports obtaining infonmation about those

parties attempting to log onto a System or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for

logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes.
Intrusion Detection Supports the detection of illegal entrance into a

computer System,

Verification Supports the confirmation of authority to enter

a computer System, application or network,

Digital Signature Guarantees the unaltered state of a file.

| User Maonagement Supports the administration of computer,

application and network accounts within an
organization.

State of NH Contrect
Date: 11/13/2020
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Role/Privilege Management Supports the granting of abilities to users or

groups of users of a computer, application or
network.

Audit Trail Capture and Analysls | Supports the Identification and monitoring of

activities within an application or System.

Input Validation * | Ensures the application is protected from

| buffer  overflow, cross-sile  scripting,
Structured Query Language (SQL) injection,
and unauthonzed access of files and/or

\ directones on the server.

'1.9.3. Tests shall focus on the technical, administrative and physical security conirols
that have been designed into the System architecture in order to provide the
necessary Confidentiality, integrity and availability. Tests shall, at a minimum,
cover each of the service components. The Contractor shall provide a centificate
of application, vulnerability scanning, and 3rd party Pencelration Tests (pen test)
when appropriate. .

1.9.4. Prior to the System being moved into production the Contractor shall provide
results of all securily testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing (Non-PCl)

The Contractor shall provide Centification that their Software and System environment
has undergone penetration testing in accordance with current recommendations from a
recognized industry standards organization, such as the U.S. Department of Commerce
National Institute of Standards Technology (NIST). The State requires that the Contractor
has this testing performed annually by a qualified third-party Vendor at least annually,
and afier every major release.

1.10.1. Implement a n{cthodology for penetration testing that includes the following:

State of NH Contract
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Industry-accepted penetration testing approaches (for example, NIST SP800-
115).

Includes coverage for the entire CDE perimeter and critical Systems.
Includes testing from both inside and outside the network.

Includes testing to validate any segmentation and scope-reduction controls.

Page 31 of 69




DocuSign Envelope 1D: 4384BB5C-67CA-4A62-A0D1-8DBCBIETBTDF

DocuSign Envelops I1D: 218060A0-DBUS-4ACB-AFBA-FBBDSCE13EBS

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs

PA

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

RT 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT F - TESTING SERVICES

1.10.2.

1.103.

1.10.4.

- L.10.5.

¢. Defines application-layer penetration tests to include, at a minimum, the
vulnerabilities listed in PCl DSS Compliance: Requirement 6.5.

f. Defines network-layer penetration tests to include components that suppon
network functions as well as Operating Systems,

g. Includes Review and consideration of threats and vulnerabilities experienced
in the last 12 months.

h. Specifies retention of penetration testing results and remediation activities
results. '

Perform external penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environshent, or a web server added
to the environment). )

Perform internal penelration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added 1o the environment, or a web server added
to the environment).

Exploitable vulnerabilities found during penetration testing are corrected and
testing is repeated to verify the corrections.

If segmentation is used to isolate the CDE from other actworks, perform
penelration tests at least annually end afler any changes (o segmenlalion
controls/methods 1o verify that the segmentation methods are operation and
effective, and isolate all out-of-scope Systems from in-scope Systems.

2. Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

3. System Acceptance

Upon complet
Acceptance.

ion of the Warranty Period, the State shall issuc a Leuer of Final Syslcm'

Remuinder of this page imcnn'mmﬂy.leﬂ blank ~
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1

EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in al) material respects as described in Part
2 — Information Technology Provisions, Section 1: Contract Documents, through the Contract

end date.

1.1.  Contractor’s Responsibility

The Contractor shall maintain the Sysiem in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or
modified by the State.

1.1.1.

Maintenance Releases

The Contractor shall make available 1o the State the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and
Documentation that  arc generally offered to its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1.  Contractor's Responsibility

2.1.1.

State of NH Contract
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The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, tenns, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Soflware releases, shall be responded o
according to the following: :

Class A Deficiencies — The Contractor shall have available L0 the Siate on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per
day and Five (5) days a week with an email / telephone response wilhin Two (2)
hours of request; or the Contractor shall provide support on-site or with remole
diagnostic Services, within Four (4) hours of a request; '

Class B & C Deficiencies — The State shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within Four (4) hours of notification of planned corrective action.
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3 SUPPORT OBLIGATIONS AND TERM

3.1.

J.2

33.

34,

35

3.6.

The Contraclor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State.

For all maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained: :

3.3.1.  Nature of the Deficiency;

3.3.2.  Current status of the Deficiency;

3.3.3.  Action plans, dates, and times;

3.3.4. Expected and actual completion time;

3.3.5. Deficiency resolution information;

3.3.6. Resolved by;

3.3.7. Identifying number (i.e. work order number), and
3.3.8. Issue Identified by.

The Contractor must work with the Department to identify and troubleshoot poten_lially
large-scale System failures or Deficiencies by collecting the following information:

3.4.1. Mean time between reported Deficiencies with the Software;
3.4.2. Diagnosis of the root cause of the problem; and
3.4.3. Identification of repeat calls or repeat Software problems.

IF the Contractor fails 10 correct & Deficiency within the allotted period of time stated
above, the Contractor shal} be deemed to have committed an Event of Default, and the
State shalt have the right, ai its option, (o pursuc the remedies in Part 2 — Information
Technology Provisions - Section 13.1 Termination for Default, as well as to return the
Contractor's product and receive a refund for all amounts paid to the Coniractor, including
but not limited to, applicable license fees, within ninety (90) days of notification to the
Contractor of the Siate’s refund request.

If the Contractor fails to correct a Deficiency within the allotied period of time staled
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 1, P-37 General
Provisions - Section 8; Event of Default/Remedies. )

.
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EXHIBIT H —- REQUIREMENTS
EXHIBIT H - REQUIREMENTS |

1.  REQUIREMENTS

See Attachment | — Business System and Technical Requirements, which is attached hereto and
incorporated by reference within. :

Remainder af this page intentionally left blank
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' EXHIBIT I - WORK PLAN

The Contractor’s Project Manager and the Siale Project Manager shal! finalize the Preliminary Work Plan
within thiny (30) Calendar days of the Effective Date end further refine the tasks required to implement
the Project. The elements of the Preliminary Work Plan are documented in accordance with the
Contractor's plan to implement the requirements defined in the RFP and further described in the
Conlractor's Proposal. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers. '

The Preliminary Work Plan created by the Contractor is set forth in Section 6 of this Exhibil.

in conjunction with the Contractor’s Project Management methodology, which. shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
‘payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's teamy members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contracior’s Work Plan and shall
utilize agreed upon project management software 1o support the ongoing management of the Project.

1. ASSUMPTIONS

1.1.  Gencral

1.1.1.  The State shall providc 1cam members with decision-making authorily to
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

1.1.2.  All State tasks must be perfonmed in accordance with the revised Work Plan.

"1.01.3. Al key decisions will be resolved within five (5) business days: Issues not
resolved within this initial period will be escalated to the Siate Project
Manager for resolution,

1.1.4. Any activities, decisions or issues taken on by the State thai affect the
mutually agreed upon Work Plan timeline, scope, resources, and casis shall
be subject to the identified Change Control process.

1.2.  Logistics

1.2.1. The Contractor's Team shall perform this Project at State facilities at no cost
to the Conlractor.

1.2.2. The Contractor’s Team may perform the work at a Facility other than that
' furmnished by the Staie, when practical, at their own expense.

1.2.3. The Contractor's Team shall honor all holidays observed by the Contractor or
the State, although with permission, may choose to work on holidays and
weekends. :

State of NH Contract os
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1.2.4. The State shall provide adequate facilities for the Contractor’'s Team,
including PCs, phones, Virtual Private Network (VPN) access, and modem-
based dial-out capabilily and access to any necessary internal State networks
and/or software (within State standards). A physical workspace for each
consultant, including a desk and chair, with the ilems mentioned above, shall
be provided. Convenient access to a high-speed printer, a high-speed copier,
and & fax machine shall be provided 1o the Project Team, as well as access 10
conference rooms for meetings. This space, equipmnent, and printer/fax
supplies shall be provided at no cost to the Contractor’s Team and shall be
available when the Project begins. : '

1.3.  Project Management

The State shall approve the Project Management Methedology used for the Project.

1.3.1. The State shall provide the Project .Tcam with reasonable access to the State .
personnel as needed to complete Project tasks.

1.3.2. - A Project folder created within the State Systein shall be used for centralized
storage and retrieval of Project documents, work products, and other material .
and infonnation relevant (o the success of the Project and required by Project
Team members. This central repository is secured by detenmining which teamn
members have access 1o the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be Ioa.dcd to the State System.

1.3.3. The Contractor assumes thai an Alternate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Project
Manager.

1.4. Technical Environment and Managemerit - RESERVED
1.5. Conversions

The Contractor Team's proposal is based on the assumption that the State's technicai team
is capable of implementing, with assistance from the Contractor's technical team, a subset
of the conversions. The Contractor’s Team shall lead the State with the mapping of the
legacy Data to the Contractor's applications. Additionally, the Contractor’s Team shall:

1.5.1. Provide the State with Contractor’s application Data requirements and
examples, of Data mappings, conversion scripts, and Data toaders. The
Contractor's Team shall identify the APIs the State should use in the desigh
and development of the conversion.

State of NH Contract
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1.6.

1.7,

1.8.

1.9.

1.5.2. Provide guidance and assistance with the use of the Data loaders and
conversion scripts provided.

1.5.3. Lend the Review of functional and technical Specifications.

1.5.4. Assist with the resolution of problems and issues associated with the

development and Implementation of the conversions.
Project Schedule
Deployment is planned to commence upon the Contract effective date, the date of

Governor and Council approval, with a go-live date no later than four (4) months after the
Govemnor and Council approval date.

Reporting
The Contractor shall conduct bi-weekly status meetings, and provide reports that include,
but are not limited to, minutes, action items, test results, and Documentation.

User Training

The Contractor's Team shall;

1.8.1. Lead the development af the end-user traimng plan.

1.8.2, Train the trainer approach shall be used for the delivery of end-user training.
1.8.3. The State is responsible for the delivery of end-user training.

1.8.4. The State shall Schedule and track atendance on all end-user training classes.
Performance and Secority Measures

1.9.1. The Contractor’s Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and best -
practices information on performance testing.

1.9.2. The State shal) work with the Contractor on all testing as sel forth in Part 3 -
Exhibit F: Tesling Services.

State of NH Contract os
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2. CONTRACTOR ROLES AND RESPONSIBILITIES
2.1.  Contractor's Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the Services
throughout the Project hife cycle. The Project Executive shall advise the Contractor Tecam
Project Manager and the State's Project leadership on the best practices for implementing
the Contractor Sofiware Solution within'the State. The Project Executive shall participale
in the definition of the Project Plan and provide guidance to the State’s Team.

2.2. Contractor’s Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor’s implementation Team. The Contractor Team Project Manager will have the
followmg responsibilities:

2.2.1. Maintain communications with the State's Project Manager;
2.2.2.  Work with the State in planning and conducting a kick-ofT meeting;
2.2.3. Create and maintain the Work Plan;

2.2.4. Assign the Contractor Team consullams 1o tasks in the lmplemenlallon
Project according 10 the scheduled staffing requirements;

2.2.5. Define roles and responsibilities of all the Contractor Team members;

2.2.6. Provide biweekly and monthly update progress reports to the State Project
| Manager;

2.2.7. , Notify the State Project Manager of requiremenus for State resources in order
to provide sufTicient lead time for resources to be made available;

2.2.8. Review task progress-for time, quality, and accuracy in order (o achieve
progress, '

2.29. Review requiremems and scheduling changes and identify the impact on the
Project in order to identify whether the changes may reqmre a change of
scope;

2.2.10. Implement scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the -
Implementation Plan;

2.2.11. Inform the State Project Manager and staff of any urgent issues if and when
they arise;

State of NH Contract 08
Date: 11/13/2020
Contractor's Initials Page ¢

Page 39 of 69



DocuSign Envelope 10: 43B4BB5C-67CA-4A62-ADD1-8DBCB3E7B7DF

DocuSign Envelope 1D: 218060A0-DB0S-4ACB-AFBA-FABDSCS13EES

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

_PART3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT I - WORK PLAN

2.2.12. Provide the State completed Project Deliverables and obtain sign-off from the

State's Project Manager;

2.2.13. Manage handofT to the Contractor operational staff, and

2.2.14. Manage Transition Services as needed.

2.3.  Contractor’s Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor
Team’s understanding .of the State business requirements by application, and perl'orm
business requirements mapping:

2.3.1.
23207
2.3.3.
2.34.
2.3.5.
2.3.6.
2.3.7.

2.3.8.

"2.39.

Construct and confinn application test case scenarios;

Produce application configuration definitions and.conﬁgure the applications;
Conduct testing of the configured apphication;

Produce functional Specifications for extensions, conversions, and intérfaces;
Assist the State in the testing of extensions, conversions, and interfaces;
Assist the State in execulion of the State’s Acceplance Test;

Conduct  follow-up meelings to obtain feedback, results, and
concwrrence/approval from the State;

Assisl with the correction of configuration probleins identified during System,
integration and Acceptance Testing; and

Assist with the transition 10 production.

2.4. Contractor's Team Tasks

The Contractor team shall assume the following tasks:

24.1.
14.2.

243,
244,
2.4.5,
2.4.6.

State of NH Contract
Date: 11/13/2020
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Development and Review of functional and technical Specification to
determine that they are at an appropriate leve! of detail and quality;

Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

Development and Documentation of installation procedures;
Development and execulion of unit test scripts;
Unit testing of conversions and interfaces developed; and

System Integration Testing.
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3. STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Maner Experts” time will vary based on the need
determined by the State Leads and the phase of the Implementation. )

3.1.  State Project Manager

The State Project Manager shall work side-by-side with the Contractor’s Project Manager.
The role of the State Project Manager is to manage State resources (If any), facilitate
completion of all tasks assigned to State staf¥, and communicaic Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implemeniation
Project, and provides necessary State resources, as defined by the Work Plan and -as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities:

3.1.1. Plan and conduct a kick-off meciing with assistance from the Contractor's
team, :

3.1.2. Assist the Contractor’s Project Manager in the development of a detailed
Work Plan;

3.1.3. Identify and secure the State Project Team members in accordance with the

318

119..
3.1.10.

State of NH Contract
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_Work Plan;

Define roles and responsibilities of all State Project Team members assigned
to the Project;

Identify and secure access to additional State end-user staff as needed to
support specific areas of knowledge if and when required to perfonm certain
lmplementation tasks;

Communicale issucs 10 State management as necessary Lo secure resolulion
of any matter that cannot be addressed at the Project level,

Inform the Contractor’'s Project Manager of any urgent issues if and when
they ansg;

Assist the Contractor’s team staff to obtain requested information if and when -
required to perform cenain Project 1asks;

Manage handofT to State operational stafT; and

Manage State s1afT during Transition Services as needed..

ge
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3.2. State Subject Matter Expert(s) (SME)

The role of the Siate SME is 1o assist application teams with an understanding of the
‘State’s current business practices and processes, provide agency knowledge, and
panticipate in the Implementation. Responsibilities of the SME include the following:

311
.12

3.1.3.
3.1.4.
3.1.5.
3.1.6.
317

3.1.8.
3.1.9.

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of
the relevant applicaticns;

Assist in validating and documenting user requirements, as needed;

Assist in mapping business requircmems:;

Assisl in constructing lest scripis and Data;

Assist in System Integration, and Acceptance Testing;

Assist in performing conversion and integration {esting and Data Verification;
Altend Projeci meetings when requested; and

Assist in training end users in the use of the Contractor's Software Solution
and the business processes the application supports.

3.3.  State Technical Lead and.Architect

The State’s Technical Lead and Architect reports 1o the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

3.1,
3.1.2.

3.1.3.

State of NH Contract
Date: 11/13/2020

-Altend technical training as necessary 10 support the Project;

Assist the State and the Contracior’s Team Project Managers 1o establish the
detailed Work Plan;

Manage the day-to-day activities of the State’s technical resources assigned
to the Project;

Work with State IT management to obiain State technical resources in
accordance with the Work Plan;

Work in partnership with the Contractor and lead the State technical stafl’s
effonts in documenting the technical operational procedures and processes for
the Project. This is a Contraclor Deliverable and it will be expected that the
Contractor will lead the overall effont with support and assistance from the
State; and

Represent the technical efforts of the State at biweekly Project Status
Mectlings.

L
Conlractor's Initials Pagcl TF

Page 42 of 69



DocuSign Envelope 1D: 43B84BB5C-67CA-4A62-ADD1-8DBCB3E7B7DF

DocuSign Envelops 1D: 21B060A0-D808-4ACEB-AFBA-F8BD5CE13E6S

Department of Health and Human Services
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT 1 - WORK PLAN

34. State Application DBA (DoIT) - RESERVED
3.5. State Network Administrator (DolT) RESERVED
3.6. Stalc Testing Administrator — RESERVED

4, INTERFACES

Interfaces shall be implemented in cooperation with the State in accordance with the requirements
specified in Attachment | — Business System and Technical Requirements.

4.1. Interface Responsibilities

4.1.1. The Coniractor's Team shall provide the State Coniractor Application Data
requirements and examples, of Data mappings and interfaces implemented on .
other Projects.

4.1.2. The Contractor’s Team shall identify the APls the State should use in the design
and development of the interface.

4.1.3. The Contractor's Team shall lead the State with the mapping of legacy Data to
the Contractor Application.

4.1.4. The Contractor’s Team shall lead the Review of functional and techmcni
interface Specifications.

4.1.5. The Contractor’s Team shall assist the State with the resolution of problems and
issues associated wilh the development and [Implementation of the interfaces.

4.1.6. The Contractor's Team shall document the funciional and technical
Specifications for the interfaces.

4.1.7. The Contractor’s Teamn shall create the initial Test Plan and related scripts lo
Unit Test the interface. The State shall validate and accept.

4.1.8. The Contracior’s Team shall develop and Unit Test the interface.

4.1.9. The State and the Contractor's Team shall joinily verify and validate the
accuracy and compleieness of the interface.

4.1.10. The State and the Contractor’s Teams shall jointly construci test scripts and
create any Data needed to support testing the interfaces.

5. APPLICATION MODIFICATION - RESERVED

State of NH Contract 03
Contractor's Initials Page TF

Page 43 of 69



DecuSign Envelope 1D: 43B4BB5C-67CA-4A62-ADD1-8DBCBIETBTDF

DocuSign Envetops 1D: 21B0S0A0-DB09-4ACB-AFBA-F8BDSCE13EES

Department of Health and Human Services

Integrated Data Management System for Maternal and Child Health Screening Progrnms_

DHHS -2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT | - WORK PLAN

6. PRELIMINARY WORK PLAN

Phase Tasks for this phase Exit criteria Target
Due Date
. Initiation Review the.scope of the | Kick:off document that | ' 12/03/2020
project, risks, assumptions - | includes formal project
and constraints, identify m'anagefn;ent,
the roles ' communications, and
work plans '
Analysis Requirements gathering Requirements sign-off 12/15/2020
with DHSS. OZ business from DHHS
analyst team creates user
stories that incorporate
business and fuactional
requirements.
Design & Define processes used to Demo with sign off 3/22/2021 °
Coding complete the work that the design ’
defined and accomplish " satisfies the project
the projéct 3 ’ ' sponsoars, end users, . o
requirements. The. and business
deliverables are produced requirements.
as outputs from the
processes performed as
defined in the Microsoft
Project Plan task schedule.
Quality The Quality Assurance Sign off by the 02 3/23/2021
Assurance (QA) team will write test Systems QA team once
cases against the service all test cases have
requirements to ensure passed or identified
the Development (DEV) defects are deferred
team’s build has
accurately delivered
against the respective
requirements. QA will
. then perform manual
testing, automated script
testing, convey testing

State of NH Contract
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results and conduct a
defect review with the

DEV team.
Internal The software build is - Sign off by the OZ 470172021
user installed in-a special UAT' Systems UAT team -
acceptance environment. OZ internal once all test cases
testing UAT tests cases and have passed or
{UAT) assures systemis - identified defects are

functioning per : deferred
requirements -

External Meet with DHHS to review Sign-off that build is 4/13/2021

UAT work. Requirements are- ready for production
‘ provided with a summary and production date
of the release and a scheduled

template for feedback.
Access to a UAT site is
provided where. [ssues
discovered are reviewed

with the OZ team and
appropriate remediation
is planned.
. Production * Users are alerted of Release deployed and
’ deploy scheduled, functional, end-user
completed code is moved training complete 4{29/2021

to production site, sanity
testing completed, end-
user training prior to' go-
live as needed

CONTROLS, PROCESSES, AND REPORTING REQUIREMENTS TO ENSURE SMOOTH
ADMINISTRATION

OZ Systems employs the same management process, irrespective of the project type; therefore, a separate
project management plan document for each project will not be created. We will also abide by the
reporting requirements in the RFP in the format specified by DHHS. We have provided a High-Level
proposed baseline project plan in the Appendix to our response. All key deliverables will be identified in
the respective Microsoft Project Plan as milesiones for the project or release. All projects will have
measureable objectives and deliverables. Cach project’s scope will be captured in a Kickoff Document.

State of NH Contract o3 : .
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4

Like a project charter, the Kickoff Document will identify the work required 10 complete each project
successfully. Kickoff document components include:

Assumptions

1. New Hampshire IT infrastructure and resources are available for cstablishing proposed interfaces;,
2. Legacy data is imported mapped to existing fields to our system;

Third party vendors involved with other data bases will be available as a resource for establishing
requirements for the interfaces; ]
4. State Staff will support change management 10 initiste implementation with hospitals and adopt the new
system; and
All assumptions for the project will be documented in the Kickoff Document. During preplanning meetings,
the project team roles will provide their respective assumptions. The project manager will capture these
assumptions in the Kickoff Document. ‘

Sate of NH Contract
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Constraints

All specified constraints for each project will be documented in the KickofT Document. During preplanning
meetings, the project team roles will provide their respeciive constraints in regard to their project
assignment(s). Their constraints will be discussed 1o determine the impact they may have on the success of the
project.

. Risk Management

Risks will be documented, prioritized and managed for all projects. Each project will identify risks that impaci
the overall success of the project. Risks will be managed throughout'the project in OZ’s JIRA application.

Data Management and Change Control

The Configuration Management Plan (CMP) ideniifies all of the required data (anifacts) that will be captured
and managed throughout the project life cycle. Alt Configurable ltems are listed in the plan, if any are nol
created for a project due to its size or scope it will be documented in the Kickoff Document. Changes will be
managed i1 accordance with our change conirol process. Both requests and orders will be managed and
reviewed by the CCB.

Customers

During the customer kickoff meeting, Project Manager (PM) will convey not only the project’s respective
milestones, but the ground rules for the project’s overall implementation. One of the most critical activities
that the PM and the customer musl agree upon is how the project’s progress will be communicated. The
customer, as an cxiernal stakeholder, is extremely imporiant to a project’s successful deployment. Without
their active involvement, the completion of critical path lifecycle phases could be jeopardized. Therefore, it is
impcrative that communication between the project team and the cusiomer be timely and transparent. To
facilitate this objective, the roles and responsibilities of the client’s project team members are defined, along
with a communication schedule, during the client project kickoff meeting.

State of NH Contract
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Contractor Roles and Responslblliti'as

Within each project kickoff document, the 1eam roles and respective responsibilities will be identified. The
following roles will be inherent (o nearly every project:

Roles and Responsibilities:

‘Rale Title - Responsibifity
‘Business Analysis - Business Analyst .} Business Requirements
o Functional

Requirements

Change Control Change Control (1] Change Control
Manager ' : :
a Configuration
Management
{Documents)

B Change Control Board

Configuration Configuration Manager @ Configuration Management
Management/
Version Control ,

Role Title ' * Responsibility
a Version Control
@ Source Code
1] Development Builds
Configuration 1] Installefs/ Installations
Management/Version {QA, UAT & PRODUCTION
Control cont. environments}
Customer Support Customer Support 1] Manage Customer
Manager Support Staff

a Support Products

- S1ate of NH Contract’
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Development Software Developers B  Software/ Technical
DEV Lead- Health Requirements
DEV Lead- Education @ Design
Coding
User Interface (U1)/ Usability
Information Information Technology a Server setup / configuration
Technology Director :
.} Domain names/setup
Interface Customer IT
Departments
Process Improvement Project Manager and 1 Process Mgmt. / Improvements
/ Management Implementation Project
Manager
Product Business Analyst, 1] On line Help Text
Documentation subject-matter expert,
quality assurance,
customer support
@ User Manuals
a Product Glossaries
Program Coordination Project Manager Interface to Customer
@ Internal User
Acceptance Testing
i Product / Customer Training

State of NH Contract
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Project Management Project Manager and @ Project Management
Implementation Project
Manager
v} Project Status
Quality Assurance QA Analysts B Test applications
i} Manual Test Cases

i} Automated Test Scripts

@ Load Testing

Respective Client Project Sponsor and/for @ Project Objectives
Project Manager '
1} Scope Definition
@ Requirements Approval'

& Acce ptance Testing

Communications:

Communication is essential 1o the success of any project. The overall goal is to ensure timely and
appropriate generation, collection, dissemination, storage, and ultimate disposition of project information
1o the appropriate parties. Communication provides critical links among people, ideas, and information that
is necessary for success.

Communication planning involves detennining the information and communication needs of stakeholders
and project teain members. It identifies who needs the information, when they will need the information,
and how the information will be given to them. In addition to discussing communications in the kick-off
document, a fonmal Communications Plan will be developed and delivered as specific project deliverable.
We have attached a sample Communications Plan to the Appendix of our response.

OZ Systems values ongoing communication and employs every method possible for communication
with our clients. Below are the methods of communication that will be used for projecis:
Email Messaging: ' '

Any project team member can iniliate an e-mail to gather or distribute information. It is important that the
Project Manager role be copicd on e-mail messages lo alert himvher of information that might impact
(positively or negatively) the project’s milestones or deliverables. Team members are encouraged to

State of NH Contract
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schedule brief meetings, when possible, to avoid large email chains and collaborate as much as possible in
the team rooms.

Instant Messaging {IM):.

The project team uses M to communicate ideas, issues, and questions to reduce emails and facilitate limely
responses. As with email messaging, project team members should exercise judgment to determine if a face
to face meeting would be more productive. .

Meetings: : ) .

Meetings will be held 10 capture project status, coordinate project activilies, facililate communication, and
provide a forum for peer reviews of tasks such as requirements, design, coding, and testing. Alt project
team members are expected 10 attend meetings and provide siatus as requesied.

v Apendas- An agenda or a clear objective for meetings will be provided in the invite so team
members will be prepared for the discussion and the purpose of the meeting can be
accomplished. Team members should be cognizant of other's responsibilities when schcdulmg :
meetings so that all team members’ time can be used wusely

v Minutes- The purpose of meeting minutes is to create a record of decisions made, items
discussed, and accomplishments revicwed, action items created and assigned. All minutes
should be recorded in JIRA on a “Review” work itlem type so they can easily be accessed. The
minutes assist those in attendance-10 recall information discussed and provide information for
those who did not attend. Prior tothe meeling, a team member will be assigned the role of
scribe (note taker) and will be responsible for documenting and distributing minutes. After the
meeting, the minutes should be distributed by the next business day.

7/ Action Items- The purpose of action items are to be sure tasks assigned from meetings are
addressed and followed up. Items should be assigned to a specified project member along with
a due date for completion. Action ilems should be logged in JIRA for project team members
on a work item type of “Task.” 1fa project tcam member cannot complete an action by the due
date requested they should notify the project manager role and team along with providing a
new larget date. The person assigning the action item should also follow up to be sure the
action has been addressed and completed as requested. . S

Reporting:

A project requires several types of reporting to the stakeholders. At a minimum the fol]owmg type of
reports will be provided for each project. The frequency of reporting will be documented in each project
Kickoff Document. In order to report accuratc data and latest status, each project team member at OZ
Systems updates their task in JIRA on a weekly basis. The Project Manager will work with the team and
ensure tasks are updated. These updates inform reporting for:
+  Status Reports (Project Team/ Executives/ Senior Managers)

¥ Project Plans

v Budget Tracking

State of NH Contract
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«  Custarmer Status Reports (Frequency will be determined at customer kickofT meeting)
»  Change Control Reports

«  Action ltems _ '

+  DBugs

Training Plan:

Training plans for projects will be created by the Project Manager based on the respective customer's
contract requirements. The high level plan for each project should be documented in the Kickolf
Document. Intemal training should also be completed for OZ’s customer suppon staff. Training plans are
a formel deliverable in this project.

Measurement Objectives:
For each project the specified measurements below will be documenied and collected. [f there are any
differences/ changes in measurements based on the project size it will be documented in the project’s

Kickoff Document.

Measurement objecti\'cs for projects:

Objective/ Goal Metrics Storage/ Reporting
Location of Data
Internal Report at week!
Planned verses P . Y
Management status meetings

Meet cost and
schedul'e
commitments

actual effort for
each project
{i.e. schedule, budget,

System to be

formatted for Report at executive/

senior meetings

hours) customer
0 Are we reporting as
spending the The number of days '| needed
plonned number of each milestone is early

hours on the project
to complete it?

@ Are we hitting
our milestones?

or late

State of NH Contract .
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Reduce rework

Percentage of
project time spent
on re-work

Internal
Management
System to be

Report at weekly
status meetings

occurately capturing the
client’s business and
functionol
requirements?

formatted for
customer
reporting as
needed

:::‘: ’d";”::'e cpend on formatted for Report at executive/
senior meetings

rework now? customer

. reporting as

How does this needed

compare wit_h

our development

time and gre we

improving?

Reduce Change Number of change Internal Report at weekly
| Reguests- ' requests per project Management status meetings

System to be .
B Are we Report at executive/

senior meetings

Performance Measures:

The Contractor shall meet the following performance measures:

1. On-time delivery of sofiware installation;

2. Timely roll-out schedule;

3. Treining outcomes ensure participants arc able to demonstrate system proficiency by an eighty
percent {80%) or higher on post-lraining evaluations and by adoplmg the new system on the -
proposed go-live date;

4. The State can access all documentation;

Project meetings and communications allow for state input and updates to the plans; and

6. Status reports are provided and project milestones are communicated on status meeling agendas
and via updates outlined in this Contract.

State of NH Contract
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EXHIBIT J - SOFTWARE

State of NH Contract

LICENSE GRANT

1.1

1.2,

(SAAS) - Grant of Rights

The Contractor hereby grants 10 the State an irrevocable, non-exclusive, non-transferable,
limited Licensc to use the Software and its associated Documentation, subject to the lerms
of the Contract and written approval by the Contractor. The State may allow ils agents
and Contractors to access and use the Sofiware, and in such event, the State shall first
obtain written agreement from such agents and Contraciors that each shall abide by the
terms and conditions sel forth herein.

During the Subscription Tenn, the State will receive a nonexclusive, non-assignable,
royalty free, right to access and use the Software solely for the State’s iniernal business
operations subject to the tenns of this Agreement and up to the number of Licenses
documented in the Agreement.

The Partics acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Software to Cusiomer as part of the Agreement.

" CUSTOM SOFTWARE -- Not Applicable (N/A)

The Contractor agrees that any and all work product created pursuant to this Agreement,
including but not limited 10 all Sofiware, are deemed to be “Work For Hire" within the
meaning of the Copyright Act of 1976. To the extent Contractor is deemed 1o have
retained any legal title, nghts and interest in these works, Conlractor hereby assigns any
and all such title, rights, and interest (including all ownership and intellectual property
rights) in the Soflware and related work product 10 the Siate of New Hampshire in
consideration for the promises set forth within this Agreement.

SOFTWARE TITLE - .

Title, right and interes! (including all ownership and intellectual propenty rights) in the Sofiware
provided under this Agreement, and its associated Documentation, shall remain with the
Contractor.

SOFTWARE AND DOCUMENTATION COPIES

The Contractor shall provide the State with a sufficient number of hard copy versions of the
Sofiware associaled documentation and one (1) clectronic version in PDF Format. .
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4, RESTRICTIONS
4.1 Exccpi as otherwisc permitted under the Contract, the State agrees not to:

4.1.1 Remove or modify any program markings or any notice of the Contractor’s
proprietary rights;

4.1.2 Make the programs or inaterials available in any manner 1o any third party for
use in the third party's business operations, except as permitied herein; or

4.1.3 Cause or permit reverse engineering, disassembly or recompilation of the
programs.
4.2 Except as otherwise pennitted under the Contract, the Contractor agrees not 10:

421 Contractor shall not utilize work product derived as part of this Agreement in
any manner other than as required by Contractor to complete its obligations
under this Agreement. :

5. VIRUSES

The Contractor shall provide Sofiware that is free of viruses, destructive programiming, and
mechanisms designed to disrupt the performance of the Software. in accordance with the
Specifications. As a pan of its intemal development process, Contractor will use reasonable
efforts to test the Sofiware for Viruscs, .

6. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the programs
at the Contractor's sole expense. The Stale agrees 1o cooperate with the Contractor's audit and
provide reasonable assistance and access to information. The State agrees that the Contractor shall
not be responsible for any of the State’s reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, the Conltractor's audit rights are subject to applicable State and
federal laws and regulations. '

7. . SOFTWARE NON-INFRINGEMENT

7.1, The Contractor warrants thai the Software, including any all component parts thereof
(“Contracied Works") are original works of the Contractor that do not violate or infringe
any patenl, irademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third-party.

7.2. Contractor warrants that it has good title to, or the right to allow the State to use all
Services, equipment, and Software, including any all component parts thereof such as
third party Software or programs that may be embedded in the Software ("Contracted
Resources") provided under this Contract, and that such Services, equipment, and

State of NH Contract
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Software do not violate or infringe any patent, trademark, copyright, trade name or other
inteltectual property rights or misappropriate a trade secret of any third-party.

7.3 The Warranty of non-infringement shall be an on-going and perpetual obligation thal
shall survive termination of the Contract. In the cvent that someone makes a claim -
against the State that any coniracted resources infringe their intellectual property rights,
the Contractor shall defend and indemnily the Stiate against the claim provided that the
State: -

7.3.1.  Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim; '

7.3.2. Gives the Contracior control of the defense and any setilement negotiations; and

7.3.3. Gives the Contractor the information, authority, and assistance reasonably
nceded to defend against or settle the claim.

7.4 Notwithstanding the foregoing, the State’s counsel may panticipate in any claim 10 the
.extent the State seeks to assert any immunities or defenses applicable to the State.

7.5 I the Contractor believes or il is determined that any of the contracted works may have
violated someone else's intellectual property rights, the Contractor may choose 1o ¢ither
modify the contracted resources {0 be non-infringing or obtain a License to allow for
continued use, or if these aliernatives are not commercially rcasonable, the Contractor
may end the License, and require retursi of the applicable contracted works and refund
all fees the Siate has paid the Contractor under the Contract. The Contractor will not
indemnily the State if the State alters the contracted resources without the Contractor's
consenl or- uses it owside the scope of use identified in the Contractor’'s User.
Documentation or if the Siate uses a version of the contracted works which has been
superseded, if the infringement claim could have been avoided by using an unaltered
currenl version of the contracted resources which was provided 1o the State at no
additional cost. The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any infonmation design, Specification, instruction,
Software, Data, or material not fumished by the Contractor. The Contractor will not
indemnify the State lo the exient that an infringememt claim is based upon the
combination of any contracted works with any products or Services not provided by the
Coniractor without the Contractor’s consenl. )

8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
penmissions (o use any third-party Software, equipment, or Services that are component parts of
any Deliverable provided under this Agrecment for the entire 1enm of the Contract. Nothing within
this provision shall be construed to require Contractor to maintain Licenses and permissions for
Software acquired by the State directly or through third-parties which may be integrated with the
Contracior’s Deliverables.

State of NH Contract
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9.  SOFTWARE ESCROW

~9.1. Contractor shall provide to the State the currently existing source code and any other
tools and requirements necessary to create executable or interpretive programs in
accordance with Attachment 2 — Escrow Service Agreement, which is aitached hereto
and incorporated by reference within,

9.2. Contractor shall be responsible for all costs associated with the Escrow Agreement and
the State shall not assume any liability 10 the Contractor or Escrow Agent as a result of
the Agreement. :

9.3. Contractor agrees that the State shall be entitled to utilize the source code in its
possession and/or demand a release of the source code from the Escrow Agent upon the
occurrence of any of the following events ("Release Events™):

9.3.1.  The Contractor has madc an assignment for the benefit ofcrednors

9.3.2. The Contractor institutes or becomes subject 10 a lsqmdauon or bankruplcy
proceeding of any kind;

9.3.3. A receiver or similar officer has been appointed to take charge of all ‘or part of
the Contractor’s assets;

9.3.4. The Contractor temminales its maintenance, operations, and support services for.
the State for the Software or has ceased supporting and maintaining the Soflware
for the State whether duc lo its ceasing to conduct business generally or
otherwise, except in cases where the termination or cessation is a result of the
non-payment or other fault of the State;

9.3.5. The Contractor defaults under the Contract; or

9.3.6. The Contractor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the Software.

9.4. Upon the occurrence of a Release Event, the Contractor hereby grants the State the right
to use, copy, modify, display, distribute, and prepare derivative works of the source
code, and to authorize others to do the same on behalf of the State (Contractors, agents,
etc.), solely for the purpose of completing the performance of the Coniractor’s
obligations under the Contract, including, but not limited to, providing maintenance and
support for the Software and subject 10 the rights granted in this Contract.
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EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.

State of NH Contract

WARRANTIES

1.1. System

The Contractor warrants that the System will operale to conform to the Specifications, 1erms, and
requirements of the Contract.

1.2. Software

The Contractor warranis that the Software, including but not limited to the individual modules or
functions furnished under the Contract, is properly funclioning within the System, compliant with

. the requirements of the Contract, and will operale in accordance with the Specificalions and Terms

of the Contract.

For any breach of the above Software warranty, the State's remedy, and the Contractor’s entire
liability, shall-be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially comrect such breach in‘a commercially reasonable
manner, the Staie may cnd its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical suppont
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid Lo the Contracior for the deficient Services.

1.3.  Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State 10 use, all Services,
equipment, and Software (“Material”) provided under this Contract, and that such Services,
equipment, and Software do not viclate or infringe any patent, trademark, copynght, trade name
or other inicllectual property rights or misappropriale a trade secret of any third party.

1.4. Viruscs; Destructive Progrumming

The Contractor warrants that the Software shall not conlain any viruses, destructive programining,
or mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

1.5. Compatibility

The Coniractor warrants thal all System components, including but not limited 10 the componcnlls
provided, including any replacement or upgraded Syslem Software components provided by the

Contractor's Initials Page

Page 58 of 69



DocuSign Envelope 10: 43B4BB5C-67CA-4A62-ADD1-8DBCB3E7BTDF

DocuSign Envatope ID: 21B080A0-DB09-4ACB-AFBA-FBBD5CB13E65

Department of Health and Human Services
Integrated Data Management System for Maternal aod Cbild Health Screening Programs
DHHS -2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT K - WARRANTY & WARRANTY SERVICES

Contractor 1o correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality. ‘

1.6. Scrvices

The Contractor warrants that all Services to be provided under the Contract will be prbvided
expediently, in a professional manner, in accordance with industry siandards and that Services will
comply with performance standards, Specifications, and terms of the Contraci. :

1.7. Personnel

The Contractor warrants that all personnel engaged in the Services shall be qualified to perform
the Services, and shall be properly licensed and otherwise authorized to do so under all applicable
laws.

1.8. Breach of Data

The Contractor shall be solely liable for costs associated with any breach of State Data housed at
their location(s) including but not limited to notification and any damages assessed by the courts.

-

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infingement, which shall remain in effect in
indefinitely.

Remainder of this page intentionally left Mlank

Statec of NH Contract
Date: 11/13/2020

Contractor's Initials Page

o3

Page 59 of 69



DocuSign Envelope ID: 4384BBS5C-67CA-4A62-ADD1-8DBCB3E7B7DF

DocuSign Envetope 10: 21B080A0-DBO9-4ACB-AFBA-FBBDSCB13EES

Departmeat of Health and Human Services
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT L - TRAINING SERVICES

EXHIBIT L - TRAINING SERVICES

1. TRAINING SERVICES

The Contractor shall provide Training Services that includ;:, but is not limited to:

e A training leader with a comprchensive understanding of the Integrated Data
Management System 1o work closely with the State to ensure training remains relevant
and timely for all Stakeholders.

e Role-based training focused on the essential skills, and demonstrates.how to appty thal
information in scenarios that are meaningful for users; from State Users to screeners
and program managers at birthing facilities.

" [n person or web-based training that mirrors the production systems for Users to
practice. :

« Training materials, approved by the State prior fo trainings commencing.

o Participant Training Evaluations distributed at the close of cach training session to
gain timely and actionable feedback.

1.1. Curriculum Deliverables:

1.1.1.  Training, referred to as OZmosis™, provided which included train-the-trainer
sessions, direct education of users throughout the roll-out of the system, user
manuals and a learning managcment portal with additional resources.

1.1.2. The online learning management system (LMS) is uscd 1o facilitate just-in-
time training by the divergent team of stakcholders. No specific equipment is
required for the LMS irainings other than a computer with access to the
inlernet.

1.1.3. A smart and intuitive online LMS supplemented the training and development
efforts 1o train the large number of screening staff in hospitals to allow both
stale and hospita), administration to manage distinct groups by facility and
view reports of leaning aclivitics such as how many users have accessed the
training site, lime spenl iraining, scores on quizzes and successful training
completion. i S

1.1.4. Continuing technical assisiance, eSP™, is available for basic users, advanced
users and program managers which are customized in content and duration
based on the needs identified by DHHS stafT.

1.1.5. Training curriculum includes cases applicable 1o the screening staff and State.

1.1.6. Onsite training shall take place originally for hospital program managers and
State staff for eSP™, followed by tailored webinars for specific topics on the
use of interoperability tools as they are rolled out and web-based support for
the “train-the-trainer" approach.
Staic of NH Contract
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1.1.7. Program managers are provided with the skills to retum to their hospitals and
train additional screeners to enter data in eSPT,

1.1.8. Basic and advanced screencr training for Hospital Users is provided. The
Basic screcning is designed for the screener, and the advanced training is
designed for the program manager.

1.1.9. State Program managers receive both training modules ai the first onsite
training. The first onsite (raining introduces eSP™ users to the specific
capacity they utilize, a communication plan for roll-out, and hands-on
experience for building the skill set of program managers 10 train additional
users at their hospital, :

1.1.10. The simple basic screener training focuses on the relevant components of the
sysiem for each specific role.

1.1.11. Advanced training covers more in-depth information along with letiers and
other communications.

1.1.12. The Contractor conducis hospital program manager training covering analysis
and perfonmance.

1.1.13. The timeline of subsequent trainings tailored to participanis and the stages of
roll-out ar¢ defined in the project management plan as agreed upon by the
Contracior and the State, )

1.1.14. Basic screening tratning topics include, but are not limited to:

1.1.14.1.  Purpose of the system.

1.1.14.2, | Overview of the system and tools.

1.1.14.3. Best practices for reporting and state specific rules/legislation.
1.1.14.4. Accessing the system and its functions.

1.1.14.5. Security and confidentialily issues.

1.1.14.6. Entening data,

1.1.14.7. B_asic scarches. -

1.1.15, Advanced screener training includes, but is not limiled to:
1.1.15.1. Undersianding roles and penmissions.
1.1.15.2. Generating reports and letlers.
1.1.15.3. Monitoring .program compliance.

1.1.154. Adding and removing users.
State of NH Contract
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1.1.16. Upon training completion, panticipants are equipped with the knowledge. 10:
1L.LI6.1. Login; ‘ '
1.1.16.2. Find support;

1.1.163. Adda patient;

1.1.16.4. Identify required ficlds,

1.1.16.5. Update nisk factors;

1.1.16.6. Find to do lists;

1.1.16.7. Add/review screening results;

1.1.16.8. Edit patignt records;

1.1.16.9. Identify outcomes;

1.1.16.10.. Updale;

1.1.16.11. Professicnal information;

1.1.16.12. Make appointmenis; -

1.1.16.13. Identily paticnt reminders;

1.1.16.14. Create a'letter;

1.1.16.15. Upload a letier template;

1.1.16.16. Generate a patient leuter;

1.1.16.17. Transfer a baby 1o another facility electronically;
1.1.16.18. Perform s;earches;

1.1.16.19. Exports and save these for future use,

1.1.16.20. ldentify and merge duplicate records;

1.1.16.21. Enter énd edit patient case notes (Audit Trails);
1.1.16.22. Update user prelerences;

1.1.16.23, Perform repons and baby by baby reconciliation,
1.1.16.24. Enter hearing screening results and diagnostic data; and
1.1.16.25. Be ablc to navigate the Patient Journey.

1.1.17. Interactive training sessions held encouraging participants to provide mpulto
continuously improve trainings.

1.1.18. Training evaluations distributed at the end of each training. Evalualion
feedback is available to Siate staff as necessary.

1.1.19. Training formats, lopics, duration and length are adjusted based on pamcspanl

State of NH Contract
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outcomes and feedback.

1.1.20. Training completion certificates are generated and distributed to training
participants, .

1.1.21. State User training is provided in the onsite or web-based training. This
training 1§ t1ailored to inciude system adminisirator 1asks, advanced reporting -
functionalities and orientation 10 the leaming management system
functionalities.

1.1.22. Siate Users are prepared to use the system for daily moniloring and reporting,

and have an understanding of the end user roles and training content for
screeners and Hospital Users, :

1.2. _Trainlng timeline:

1.2.1  The Coniractor's inilial roll-out of onsite or web-based training provided to
: State Users shall take three (3) days: 1 day for state training, | day for basic
screener training, and 1 day for advanced screener/program manager training.

1.2.2  The Contractor shall conduct onsite traimngs at a central location or web-
based trainings for a group of Hospitals Users as determined by the State.

1.2.3  The Contractor shall host weekly web-based trainings and online learning
following the initial training as needed to address special 1opics and provide
additional support and education,

1.3, Materials and User Guides:

1.3.1. The Contractor shall provide OZ eSP™ user manuals to State Users for
review, :

1.3.2. The Contractor shall provide User Guides for hearing screening, Critical
Congenital Heart Disease (CCHD) screening, NBS screening, NANI,
Telepathy 1o0ols, audiology, advanced reporting and the early intervention
modules as needed. The training manual is designed for an intended hospital
program manager, the screener, the State or admimstrator.  User Guides
parallel initial training and arc comprehensive in general system use and
specific module use. -

1.3.3. The Coniractor shall provide an online guide and also a hard copy as
requesied. Guides will be available electronically on the leamning portal. User
guides are updated when updates are made.

1.4.

—
=<
7]

—
.
-—

“The Cantractor shall provide lraining sessions on the LMS with formatted
malgrials used in the programs. Training sections will cover each module.
Collateral materials will be made available to all train-the-trainer staff
participating in the training sessions. Pre-recorded Iraining sessions are
available for specific topics. Training resources are available o Siate User

Siate of NH Contract
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and hospiial Users.

1.4.2. The Contractor shall be flexible to support more web-based instruction vs
onsite training should that format be more conducive to Hospital Users
attendance and schedules.

1.4.3.  The Contractor shall provide web based training and onsite training based on
specific user needs.

1.4.4. The Contractor shall provide onsile training or web-based training for initial
rollout 10 promote buy-in and initiate a “irain the trainer” process. With our
online leaming management- system, new user training topics are also
accessiblé in a web-based formai. We also offer the option for live webinars
as needed. We provide a mixture of these training formats for all our tools for
multiple customers. For example, currently in Texas we provide a live
webinar for EHDI program managers every other month, recorded online new
user training, and onsite training annually for new hospital programs. We can
be flexible 10 develop a mix of lraining fornat that best meets the needs of the
waork plan for this project.

1.5. System Documentation:

" 1.5.1. The Contractor shatl provide training documentation that includes:
1.5.1.1. Agendas for live sessions; '
1.5.1.2. User manuals for all users; and
1.5.1.3. Quick guides to conveniently highlight key processes.

1.5.2. The Contractor, utilizing its smart and intuitive online LMS to supplemem
training and development efforts, will allow the State 10

1.5.2.1. Manage users by facility,
1.5.2.2. Decide who has access to the training, and

1.5.2.3. View reports to know who has accessed training, what subject area of
trayning, scores on quizzes, and which participants have received
certificates of successful completion. Users will have 24/7 access to
courses and user guides for setf-paced leaming, reference, and FAQs.

1.5.3. The Contracior shall provide the LMS, access 1o recordings of previous live
webinars, user guides, training slides, quick guides, and access to the Trainer
10 cnsure refresher training can be implemented at any time in a fonmat that
best meets the needs of the state.

1.5.4. The Contractor shall maintain training manuals, agendas, and example
recordings from new-user trainings and provides updates to trainings,
documentation, and user guides prior to new releascs as part of the pre-
production process.

Siate of NH Contract
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1.5.5. The Contractor shall provide a State-specific user manual for all installations
ensuring screenshots, workflows and steps mirvor what the user sees in the
State-specific version of eSPT™,

1.5.6. The Contractor shall ensure manuals include Statc logos and do not inctude
any features not included in the State management system.

1.5.7. The Contractor shall deploy a log-in page.

1.5.8. The Contractor shall include State logos on all materials published in
collaboration with the Sate

Remainder of this puge intentionally left blank.

State of NH Contract -

Date; 11/13/2020 o3
Contraclor’s Initials Page TF

Page 65 of 69



DocuSign Envelope ID: 43B4BB5C-67CA-4A82-ADD1-8DBCE3ETB7DF

DocuSign Envelope 1D: 21B0G0A0-DBUS-4ACB-AFBA-F8BDS5C813E65

Department of Health and Human Scrvices
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01 '

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE
1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RFP DHHS-2019-051 Integrated Dala Management System for Maternal and Child Health

Screening Programs, dated September 27, 2019, is hereby incorporated and referenced as fully set
forth herein. ’

Remainder of this puge intentionally left blunk
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EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

L. VENDOR PROPOSAL, BY REFERENCE

0Z Systems USA, LL.C Proposal in response 1o RFP DHHS-2019-051 dated September 27, 2019
is hereby incorporated and referenced as fully set forth herein.

Remainder of this page intentionally left blank:
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EXHIBIT O - CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS
1.1.1.  Attachment | — Business System and Technical Requirements
1.1,2.  Attachment 1B - State Agéncy Exhibits
1.1.3.  Attachment 2 - Contractor’s Soltware Escrow Agreement
1.1.4. Contractor’s Certificale of Good Standing
1.1.5. Contractor's Certificale of Vole/Authority

1.1.6. Contractor’s Certificate of Insurance

Remainder of this page intentionally left blank
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of contro), compromise, unauthorized disclosure,
unauthorized acquisition, ‘unauthorized access, or any similar term refering to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2} of NIST Publication 800-61, Computer Security Incident
Handling Guide, National. Institute of Standards and Technology, U.S. Department
of Commerce. C

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is govemed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (P1), Personal Financial
information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry {PCl), and or other sensitive and confidential information.

4. “End User" means any person or entity (e.g., contractor, conltraclor's employee,
business associale, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Porability and Acéountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts {either failed or successful) to gain unauthorized access to a
syslem or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruclion, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or eleclronic
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mail, all of which may have the polential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network” means any network or segment of a network that is
not désignated by the Stale of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and

. approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “Personal Information” {or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personat or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ’

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information” {or “PHI") has the same meaning as provided in the
definition of “Prolecled Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendmenis
thereto.

12. "Unsecured Protected Health Information” means Protected Health information that is
not secured by a technology standard thal renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.,

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information. .

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Conlractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PH! in any manner that would conslitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential lnformallon in response 1o a

. ' : o3
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request for disclosure on the basis that'it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object 1o the disclosure. '

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI -
pursuant 1o the Privacy and Security Rule, the Contractor must be bound by such
additional resfrictions and must not disclose PHI in .violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Dala obtained under this Contract may not be used for
any other purposes that are not'indicated in this Contract,

6. The Contractor agrees to grant access 1o the data to the authorized representatives
of DHHS for the purpose of inspecting ta confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. if End User is transmitting DHHS data containing’
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Cofnpuler Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is gncrypted and being sent o and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web lo transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site. ’

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Ciloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices musl be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

o3
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wireless network. End User must employ a virtual private network (VPN)} when
remotely transmitting via an open wireless network.

9. Remole User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or lagtop from which information will be
transmitied or accessed. )

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24

" hours). o

11. Wireless Devices. If End User is lransmitting Confidential Data via wireless devices, all
data must be encrypted to prevenl inappropriate disclosure of information.

.. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any.
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security rhonitoring capabilities are in
place to detect potential security events that can impact State of NH syslems
andfor Department confidential information for contractor provided systems.

3. The Contractor agrees lo provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
requlations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anli-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Conltractor agrees to and ensures ils complete cooperation with the State’s
Chief Information Officer in the detecllon of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain-any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contraclor will document and certify in writing at
time of the dala destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate dala has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be Jomtly
evaluated by the State and Contraclor prior to destruction.

2. Unless otherwise spec:ﬁed within thirty (30) days of the termination of this
Contract, Contraclor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty - (30) days of the termination of this -
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper secuﬁty controls to protect Department
- confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, {from
creation, transformation, use, storage and secure destruclion) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systemns that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. M the Contraclor will be sub-contracting any core funclions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes thal defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Conlractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Depariment determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execule a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreemeni. '

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vuinerabilities that may
occur over the life of thé Contractor engagement. The survey will be completed
annually, or an allernate time frame at the Departments discretion with agreement by
the Contractor, or the Depariment may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
o or Department data offshore or outside the boundaries of the Uniled States unless
prior express written consent is obtained from the Information Security Office

leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to invesligate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited 10: credit monitoring services, mailing costs and
costs associated with websile and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is nol less
than the level and scope of requirements applicable 1o federal agencles, including,

. but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees 1O establish and maintain appropriate adminislrative, technical, and
physical safeguards to prolect the confidentiality of the Confidential Data and to
prevént unauthorized use or access to it. The safeguards must provide a level and
scope of security that is nat less than the level and scope of security requirements
established by the State of New Hampshire, Depariment of Information Technology.
Refer lo Vendor Resources/Procurement at https://Awww.nh.gov/doitvendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement inforrnation relating to vendors. <

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer. and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those -authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented 1o protect Confidential Information that is furnished by DHHS
under this Contract from loss, thefl or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFlare encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually

identifiable data derived from DHHS Data, must be stored in an area that is

’ physically and technologically secure from access by unauthorized persons

during ‘duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site direclly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided: in herein, HIPAA,
and other applicable laws and Federa! regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immedialely, at the email addresses provided in
Section VI,

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documenied Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must alsc address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Repor suspected or confirmed Incidents as required in this Exhibit or P-37,
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach nofification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and conlents from among different
options, and bear costs associated with the Breach notice as well as any miligation
measures. :

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VL. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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‘Tl!. (K] Ability W e sasdand coding, ie, IO 9 & 1) Codes [ Yeu Sunlarg [OZ Sysiems awety this rogaiencat Fully, Swuadand cialing caivy in var COTy eSP

Page 1

11/13/2020

o3

T¢



DocuSign Envelope 1D: 43B4BB5C-67CA-4A62-ADD1-8DBCB3E7B7DF
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Attachment 1
Business System and Technical Requirements

| [ IMadntain expeniise by pros hling the cumpechemive M e Sundan)  [We sndenaand and will comply. Q£ Symcms provides 2 fowm of profovsionals i
Iruing wnd whation for the intcgrased Jdats munagrment awiul In every prujevt. Staffing dotib arc cachnnd in our roapunise lo Appendia I
hentiin s daiabe
B, Pravide 0 the KH Projeet Managet, duementation on a L Saamdant |02 Syviomn will provide this b and we have Azed vtr hack up s
raclup procedurcy as well s baclup power and redumiancy provedures in the revpanag e he farrstive
redundancy
44.) Provide Dy owell nn o 3] Yeu Standand  [OZ Syzscmn mects ibh agwiremen fully,
hapudates. m include waer mamen)s, scheoa and dars
hiictionary, sy tinn (lghcsl and piryalead),
and yssem eperation
CYRN] o Provide Prsjec) Ducumcnation. bath chectromic and M Yer Sindand  [Paper copics of usey mamuals can e creamd spon regoes
pepct
B4 Make iniepraced daes T sysiemn enh M Yoo Sumtand  [OZ Syucmn emeeis chis neyuireenent fully OZ Systems has 5 well-devehiped Product
wpun requcy and approval from e Swic of KH Development Lifesycke process du meees @iy requiremnent fully. The POLC process
is Jencribend in detail in our FEponse to the Numatve
B3 | Accommodaze the training neeh of NH [negrcd data [ Yev Stamland  [OZ Syuems meets this requinerient fully aad we have pnn'uled » summary of oy
mansgement users, via wib-hased syscmis), Troiniegs approsch i tralning in our rovponae o By namative
il e srhcnduiedd K aocusmenaalaie the iraining mecth of
ncw integrated data management uscr: i Inatret
cisting warns nn the new NH v grated date
managerment applicatiun featero: amiin 1 fecded o
e freshers for exiving wsen.
4.6 Provide qualified vendor safling fur treinieg 8H M Yeu Siantard O Syvicam meen i regwiromem fully sod we have provided 8 wmmary of our
| |egrased daa manopemem uscn 3pproach i raining in uur reupense i the et
[TX] Provide qualified veator uaffing for data migratan M Yeu Sundad  [OF Sysems meets this requirtment fully sad we have provided s wmmarny of our
I . apprusch w raioang i our Feupumse 10 Do Rarmive ’
.9 Provide quatified vevdor wailing fur crosting varun M Yes Swndand  JOZ Syste s meets thiy requirement lelly 2o we have provided 3 wmmary of ver
jcustom reponty lapproach o raining is ner reyponse 10 te namalive
B0 |Provids shllity fut wd b repon creathm M Yer Sandand [0 Systems mwens this equiremem fully, Ad hic repons mfe availshie i o] mandutes
and deserhod in dtadl in our fesponse 1o the nsmative.
jpabo Provide qualificd vendur sistleng ko unbuard et ‘M Yea Starclard [W'e wndervtand amd will compty. OZ Sydenm provides » sam of prolevhinehs ke
fikes ke the symem [asist in esery project Staffing detaily mre enchned in our reaposse 1o Appendiy 12
The Syciem Shal:
Ba.1) Alluw Kew Hamgnhire DHHS Syuem Adminiviraws) M Yo Standand  {OZ Syuemm mects thin tully. The indegrased child hextch recond in eSP
o) commendl y-bisexd ihers 10 enet dats smbhor whait ke« ey with mevess w enkr an subwnit data in elecironke Nickds this can be done
Liara via chectrunic fike{s), in 1 formae motusity sgreed manwally on via sulvenaind fivouh, )
¥y {1
1,12 Allow NH DHHS Syucm Admbadrason ) i wixdae, M Yes Sianwlard O Syviermn meets thhs reyaireoent fully,
Anprove and maintzin NH-inke grased dats management
s pviem wnct sccounts, including gradting prrmissen
Praved on ol
[T Alkve NH DHHS System Adminiurstorts) we deduphicsie M Ve Sanard  [OZ sysems meens this réguirement fully, Sysem adminisrston can have cceas
reconds 1ighis e deduplicsse revonds
a4 Abkrw creation ol NH inicgrased dais smmnagemen furm 3] Yieu Stamban)  [O2 Sywemn fully meres this requirement Bnd W iy In e s muhiple jurbdiction, The
kenen ) 0% <SP Syntem Wentlfics what ketier icmplates s spplicable [t 5 cliont baed
work fuw and chicot ledurmation, Letsers cun nlso mamsally be applicd o clicm,
Syuem reconds mctadats sbust what ktters Bave hoen Sreated and send fur s cliem
inchuting date, dime, waer and musdificasions. New kencr iemplates e b cresicd amd
fokd semplates can be archived by ssthooriscd waen.
[|NHER] + Alkew maintenance of mriomaled NH intcgraied dacs M Yeu Standand  JOZ Sysicrrs mexts this myuiremane fully.
mansgcmem application fomm iefien
B4,18 Allow secere iniemal meaaging between KH incgraicd 1] Yeu Siandard  [eSP can be configmred i wnd skerts i prviden based o care sty Case s are
rty management_uver available s sevurely repon free seat informadon Bt 3 cane.
IS N Athow "Opt O Capabiliries M Yes Stamdand 107 Syweme meets thiv myuement folty. Our gprem cagtures opt vuf at the paint af
sereening, nefual fre further wrvices and this is confligurable based on bisincss rules,
KRN = Allnw ability o Identily famithes {chikl and M Yeu Standand [0 Systerm mects this roquine mome fulty, This infuemathon ¢an be mbded we an infant's
nercm( v} ol 3ndd o scanchable and cuponablc
B4,18.2 - Allw ability ko confrgure Dusinews Role M Yeu Standard [0 Sysicmn et this roubrement fully. We have configurrd uur syvem s meet
haysiadec neles Tof clicens for inver 13 yean.
be.17 A the shility o huat application in buane i with the X Yo Siarndant  [OL Sysieam ofTens flc vible options fur bunting. We hawe ¢lacnis wbo st in buwse
verkor ara) others wivo howt with u, In owe caperience we find awing with 1be venden i be
the o wecenful ind coaeileviive medwal
[The Vendor Shal:
Hs.) Prindde genceral wysiem wdminisiration locluding. M Yeu Standand O Syutetan mccts i requicerwst (ully amd we have deserited il prceys in ows
Tunction roiznad to the daye-day manageman of dw response b the namrnive.
hatdware, willware, netwuark syvem, and datahacy
ns.2 Provide gencral sysictn administentbon ionhuding, securiry L] Yoo Standand  |OL Syvorm mect ihin regoirrment Melly s we Beve decribuod this process in ous
rewriction coatruls o0 the Vombor's wall » bo provide - respenee tu Ihe RaTMive,
drindurative wrvices
853 Pruvide sdminhiratisve servicos b iochule boding ke M Yeu Standand  [O% Systerm mern thiv mgeirement fully sed we Reve deweribd this process in our
hantwere snd sofiwan: sdminlurstion: code amd respume w0 the aamative.
aacument Lablke myinkerance: as well i veriovs data .
e wchonges with other related sofrware sysems, .8,
MCH Data Linkapes, ska MCH Data klvn
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Attachment 1
Business System and Technical Requirements

H34 Provide general syvom adimusbaraion inchading. [§] Yo St [OZ Syverm meen this mquirement Fesly end we Bave dewcrited this pracess in oar
funciiurs relabed 0 the day-so-diy mansgemens of the respume 1 the marmative,
handware, sollswre, notwork syuem, e Jadshases
HCH [The xyxiem shall provide furs
BCHI.|  [Weh-buwcd dats cntry of Binh Conditions wreenings M Yeu Stambard |0 Synseme meos this requircmant fully, Qut curment vervion slhrws fin eoary uf binth
difsns sorecning om » waet friendly web fem
BCHILY  [Ahitiy 10 add confimaciun that child has been lnehoded M Yo Standand  JOZ Sywcen alkws (i additional praidery sod enmibment in wenviees i be capruned
in the SMS (Special Medics) Seniony) NH sale yraem in the imcgrated chikd health recond
BCHIY  [Abitity i hardde *Opd Ow® condizion per NH M Yeu Statwtard  JOZ Synacmn meets this eeguiserment fully
Adeninliirative Rele -
BHCLYN | = N0 Rude: He-P J011.0 (2] bocutrd @1: M Yer Stamtand  JOZ 5 piern meens this roguisomemn Tully
Sendll dimm uniil pous reaeh He P 3 RIRTH
CONDITIONS PROGRAM
[lnh] he syxtem ahal) provide for .
UEDL)  [Data Elermcphy examgies - Se¢ ARarkment AL M Yeu Sundand (O Syuems prpired wralion incheces the daia clemenss i s tabke
UCDLY  [Usta Migration frum the curat aydemn - ALL Yean 1] Yeu Saprwlapd  |W'e are prepamed s migrase logacy data. W'e have proposed procen thae has boen
oecensful boe s in pust legacy dama impurnts, Migration is deserihod in detail in owt
repoee ko U AlTMivE,
BCDYY  JAbily w onter fickd-hawd muotes M Yes Susndand  {Cave mxes are vandard in every child health reeond in eSP
[HC1.3.0 | — Free Tew M Yo Standand  |Feee war dita can be sbled in severad prtivas of e chibd health rvund
BCD1.).2 |« Boikr Plaict o P Yeu Sondard O Symems can offer fomms based on busines. ke, This may fagoedie custom work.
BCDIA  JRepwting -
MDA |~ Heports caamples [inchodes Federal Repuning & M Yeu (Y2 Sywerm rubuw oo port ard Fepsting fupeions movt i eequinerments fully, The
|Program Reposting (NBDPN « National Binh Defecns O Advanced repwsrting sl accumamadaies ol repuits in AS
Prevention) See Achmeat Ad . . .
BCO14T { ~ Ablity ks creat Lenen (with Templaws) See M Yeu Sandand OV Spicmn beniens funcinaalify widh templalos et thh reyuireness fully.
l A machmenr Ad9- 18 ! :
BCLIA) [ = KD 9 aed 10 conkens [ semrching & mpmmning Yoe M Yoo Sidard  [OF Sywema mucss Dus requiremen fully
| [Amachmeas Ad. 15
BCOIA4 |~ Abillry j “Save Ay for repons (¢,3.. pdf, dhacs, ., M Veu Standan]  [repon oetput can be wved in wveral formans, Addiconally, report Gleers sod cupont

ez )

fuemaning can be wved for furare we

CCH [T avstem shall previde for: -
CCHILL  [Weh-baseud data enry fix CCHID wroenings M Yeu Standurd  {OZ Systems CCHD emadule alows fur wieh-baend eniry of screening reatrs ihis can
he manual v via vircaming frwn the saimentr via ikpethy CCHD
CCHIL2Y  [Duvwnaked of Llectrunic Heahh Heonnd (HEHR T dana M Yeu Starbsrd |7 KAN) provides seomated and veriflibic demographic informaion dircctly (nm
) the IZHR i real-time
CCHI)  JCapturiag rowlts from screening special devices M Yeu Surdand  [O% Trlcpathy CCHD mevts this requirement fully copturiag donr dirceily fom
Orimeien i
(CCHILE  [Timcly Dats - Within 24 oun of wreening M Yes Sundand  [OZ Syaemn dasa s real-time with NAN] spdates happen as soun o the UHR i |
. pnlated e sorocping evalls ane svailabie av wwn B they are dreamed of sdded
manually.
ICCD The syetem shall provide far
ICCD1.0  [Uaa Elemenns examples « See Anschmeai A2 13 Yoy Stanband O Syseem meais this requiremene fully. We have CCHD indalbatiws in mukiiple
hetions moeting e dis clemenn regairemens [n Attachiment A2
JCCD1.2  |Heporting .
ICCOLLL | - Keports coamples See Adiachmens A7 M Yeu Siznbard  FOZ Syucmn meets this acquiremen fulky, We have CCHD intallutionm in multiple
’ liuriudictions aweting e reponing requirements in Atachment A7, Our current
JCCHD report mitrims the clements wnd fomiating in the example.
[CCOI22 | - Abllity uh “Save Av" S sepurts [¢.g.. 8, docs, .ou, M Yeu Siamlard [0 Systemn movts i reguirrmene (ebly. Reports srd ¢spuets oy by wsed In
iy muhiple file formaty inchuding b ant limiod & Evecl, 1o for eavy sharing, display.
rmd mcgraion w lih uther stativiicnl wiftware,
CCIMIY  JAbskty s ewned foch)-based noscy Al Yes Suymtan]  JCase mucy arc uandsrd ia every chikd bealth recuond ia eSP
CCOIIN | — Abitity w ducweeot on habics eequiring funter ¢ M ¥eu Suandant JOZ cSP is 8 cuntl of eare wolution macking sl wages of the process with cule
am) intenvention haxed care paths amd v sleriing providens when s inlam rectives enre sndAw
needs further care
[CCD1.1.2 | ~ Abiliny te dncumeni care conrdinshon ay nocued M Yer Saambsnd  [Care Coondinadion iv e mudule in c5P, Users can track phuone calls amd canc
levundination cffurts, kvale infant ia aced of case conedination and n o
{rummariing care coonfinmion cffo,
[CCI.3.3 | = Froe Teu [ Yoo Stamdand [0 Sysems mwvts thls eegul Fully, W wer ke e tean flekds
[CCDINA | - Poiter Plase/Formn [3 Yeu Standand |07 Syviems meets this ryubrement fully,
1iHH The sysiem shall provide for:
1£HH1.I Wgb-hased data enary of EHU sercenings M Yies Sndand  JOY Syuedms mxeis this rquirement futly. EHDI screenings tun be midad in the ¢SP
u‘rb-hm:d‘i:lf'ﬂlnl child heahh recond cither manually themgh o web.(iem, manugl |
1Lt ke impuon et feom screening Goviees, of via muumated impant with
chepachy LHDLL .

Page 4

11/13/2020

D3

¥



DocuSign Envelope ID: 43B4BB5C-67CA-4A62-ADD1-80BCB3E7BTOF
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Attachment 1
Business Systerm and Technical Requirements

EHHI.D  [Capmaring resuks from wreening spocial devieny L] ¥ou Sambn) [OZ Sysems meets this reyuircenen, We capiver rewsln (rom wereening devicer in
romiphe jurisdictivns, This can he done via masasl flat Qe Impon from ~crezning
hdevices or sunsmaned mpon via the client-side Tekepathy EHDE ik, We offer birh
kaptiom in this propea)

‘ [EHHTI [Cambitity i flag high-nsk mfant recing and [X] Yeu Siomdard  JOZ Syvema micets this mequisenenl fully. We nlfet » contlnuum of cane EHDI

Jagmnis

ing Merration & ey intion < LEHDI « D tail Reguireean’

hushetiin meceving all Juint Cumenibiee on ol Hewtioy reyuinremenes. We capiure sll
kboments in ahe CUC sorvey, We coprurs rik indicston s defined by ICIH sl uke
[haned cary patto wigger munituring screcaing nr clcmal o sudiilogy hned oo ik
[acwory and owtcomer, Fir example, if an infam i marked with family biswory of
[hearing ks and passes a bisth soroen, (2 exP will rigger & rish euninring wreening
kemre path fu Laser Tidlow e, 17 a Wirth scroening b marked mes inalicssed fun medicsd
Frm.lhru\ﬂiukﬂfdmufnu Sidogy sl schodule and appoi

o)

Newhorm Seovendup INAN) = High L)

EHD [The syxtern vhall provide for: . -
SHDILE  [Dats Elementy eramphey - Soe Allachasent A M Yer Standand [0 Systerm meets this reyuinement fully s dhene dais elements e in s in
. multiphe jurisdictiom, We offer all glemumy secummernded by COC fir EHDLIS,
DY |Dms Migrnion frwn the Aurly sysiem - apprusiowicly 3 M Ve Sandad  |OZ Sysem- is proparmd o migraie kegacy doa, We have sffered this service wethents
years in the pas, Mt recenily we Dcbawane in 2018, We has ¢ kegacy dow migration
planined bn vur proswd prject plan
LHLI.Y  [Abitiy in cnter Michl-based msics M Ve Standan)  [Cuve notes we sandard n euery chikd beskh recond in eSF
[EHDI I8 | = Abiiuy fa docummens oa babies requising ferther care M Ve Srandary |OZ Sycres offers 3 continuum of cwe wiuthen for decwmentiog ware T
1 interveation crecning. w diagmntic, ki imervention. Vivies and referrals ko E1 wid spevialists may
b e mcrieyd s amgdificatioe md (FSP dascy may he caphurnd, Bach aduticon of
. kit prompas e Lt e i care based on hevt practices.

LEHD1YY | -~ Ability us ducument care covndination av Aetuod 2] Yeu Samtsnd  JCare Commlination iy a midule in €SP, Users o track phone el and care
kvwntination ¢ffons, bwate infanty in noed of dalr Cuurdination and fun FEpuns
wamemarizing care cuardination effods.

EHDIAY | = Hree Teut L Ve Stambard  [OZ Sysserm meen this regulremens fully. We scoummonie free ot fichh

EHIDLAA | — teler Plateftorms r Yeu Sandapd (O Sysems mevts this reguiremen fally

EHIA  [Repoting

UHED 14,1 | = Repurs casmpley See Asackment A3 IS M Yeu Standand [0 Syvems olfer sd boc 3oy cusiivn repurty meeting bl cxamphes in Atachencnd

” AE, Owt COC repot in offertl with wn sanus] vpdase w movt any updazes from COC,

EHDLA,T |~ Abitey w crease Letkens (with Templatzn) Soe M Yeu Stanland [Lenen with emplates by canc path anc a standand pant of ¢5P. O Syverms fully

[Anwekorens ARY-10 et this requirement s it b i Wae in muliiple juriicrkns. The O ¢3PT Syuem
wenifies what kener wmplatey we applicshie (uf 8 cliem based v work Qoew snd
clicrs information. Letier cas s manuaily he applicd w client, Syvem rovonh
La13 mhnad whae besiens have boen eroated and sent fuor o cliend inchuding das,
e, aser and o Jificarhms. New ketos somplates 630 B¢ created and ol emplaics
et e nechived by mithorized users,
EHIXA3 | - Abifity s "Save Av” for reparts 5., Il ewia, aan ] Yo Suambind [ Syscas mers this rysirement fubly. Reports und eapons may by waved in

nwltiph fise furmats bachuding ut m mised i Eneel, 04 for cavy sharng, dinplay,
aed intepration with ofer uatistical wlrware.

1. }

1- Detard Regitivemteah”
Vital Rocond Number 1D - Shail be bvsigned by the
NHYRWN syuem

NHH The sivicm shatl previde fer:
NUHI.|  |Linking of the Newborn viead recond with newborm M Yeu Siandand  OZ Sysiemms muxts thh mpwﬂm MI) we olfer vizal eewed linking i maliple
wreening kah rowlis [jurisdictive. Wit inecg f availabic in fral-tine frum
EHR, the saie will have immnhu- mwd creation u inklate the «itcaing process
bwvithenst the need for manual linking.

INLL syxierm shadl provide fun

NBDIY  [Dsa Elemenn examples - Ser AZachmenr A4 M- You Stadard [ Syvierms mwens this requirement fully. AN data clements in Anachment 4 arc
availabe.

NU131.2  [Daie Megration from ive MCH Dats Linkage yyiem - P Yeu Standand  [We can m Ik kegacy dava migraihon wad have Included thiy 2y @ mileuonc in

ALL data e project plan. We bave prodesd Iegacy dta ket fuat uliiple jurbulicthms,

NODI) _[Repuning .

NHDIN |~ Repoets cvampiey Ser Atachment AP M Yeu Stndan]  JO7 Syucmm alfers roparts thal mect npunting ¢ aamples bn Atachment §. We have
fprovided 2t of e of or frequently gy reputs ia the ad hoe repurting wection of
low! sTive ey,

NBD1 3.2 | = Ability w *Save Av" for repons fe.g.. il Soen el M Yeu Siandand  [OF Systern meen, thiv roquiremens Fally. Kepors a0d ¢ oports may be saved a

l;ndml

muhiple file furmars Snchading e m limied i Excel, 14 (o cany sharing, divplay.
und intcgration wigh acher sonbvicsl wifiware,

0 pum\m sapture the mmhcr u“lgmj byuu. ayvm

|madules are editable

VRIM.I e Cutirent e eddined M Tes Standand [We can configure this Niekd w b can e he edisn)
WRL.2 [ Viaah Saztistics Lhuta (iramferred lnwa the NHVRIN M ¥eu Strdant [We can configun these fields wi it can mor by ediesd
wwsiemndic NOT editabic
VRULY  [Ad Vi Sutistics Data pupsdated in the prigram ara M Yes Standanl  [Demographic data mided in <SP ven b edited hasod an husines il w ithin the

iategrated chikd heatth dats, leesone we are of (cring an imegraied wiurim, the
Jiemugraphic daia and wpdases willl by available w ol pmgramn {ERDI, KBS, CCHOD,
BCP)
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Attachment 1
Business Systemn and Technlcal Requirements

Stnte Regulrements
Heg # Reguiremenl Description Criticulity
APPLICAHON SECURUY IESHING 7777 0 7 - e e T T . T L]
All components of the Sofliware shall be reviewed and M Yes Stanclarnd [We undersiand and comply OZ Sydems security lesiog meets this
TLI |tested to ensure they protect the State's web site and requirement fully, We have described our testing and security procedares in
liu related Datd stsels, deq2il in response 1o the numative.
{The Vendor shall be responsible for providing M Yes Standand [We undersiand and comiply OZ Syuem security Lesting meetls this
{dotumentstion of scurity 1esting. &+ appropriate, : requirement fully. We have' described our tedting and secufily provedures in
. [Tests thall focus on ihe weohnical, sdminksirative ad detail in responce 10 the nastative.
T2 physical sccuriny controls tha have been designed inio)
the Sysiem architecture in ondet (0 provide the
Imecessary conlidentiaity, imegrity and availability,
Provide cvidence that supporns the {act that M Yex Standand |We undersiand and comply O Sysiems securily testing nieois this
IdemiNexlon snd Avthenticasion lesing has been requirement fully, We have deveribed iwr lﬂlml amd scturity phcedures in
recently acenmplithed: swppoms ablaink detail in response 1o the namative,
T13 [infurmation sbowt those partics ulcn“m' W lug onto
2 sysiem of spplication for security purposes and ihe
validation of users
(Tt foe Acoess Control: suppons the managemen of M Yes Suandard [W'e undersiand and comply OZ Sysiems security lesting feets thiv
TiA |permitticns foc logging oito v COMputer of Aelwork requiremens fully. We have described our 1esing and security procedures in
Plci:ul in redponse 1o the nasmative,
Teut for encrypuon; suppons the encnding of data for M Yes Standand |We undersiand and comply OZ Systems socurity Iexting mects this
TLS |scourity purposcs. and for the ability to access the requirement fully. We have descrided our teging and security pastedures in
a3 [n a decrypued format from required 100, Jdetail in reiponse 1o the narative.
[Text the Intrution Detection: suppodis the detection of M Yes Standand |We understand and comply OF Syuems security testing meets this
T14 [illegal entrance into 3 compuier sysiem reyuirement fufly, We have deseried our eaing and securily procedunes in |
detail in rexpuonse Lo the nomiive.
' [Tewt the Verification Fealune: suppons the M Yex Standand |We understand and comply OZ Sytiems scowrity teiing moets thin
T1.7 [conlumation of awthoriy 'o enter 8 compuler syteny, requinemenl fully, We have descrihed our testing and security procedurcs in
application or rciwork detail in rexponse Ip the narative.
[Tex the User Management (esture; suppons the M Yes Standand [We underatand and comply OF. Syxtems securily leding meets this
TI8 {adminiumdion of compuer, spplicaiion and neiwork requinement fully. We have described o testing and mmly pn.m-dwﬂ n
accounts within an orpanization, 130 | in response 19 (he Aarrative.
Teu Robe/Privikege Managenmen; supports the M Yes Standand |We vnderxiand and comply OZ Sysems secwity lesting meets this
TIY |graning of abilitics 10 users of proups of users of » ' requiremens fully. We have descrihed nar testing and security procedures in
compuret, Applicalion or eiwork detai in response (0 the namative.
Teut Awdit Trait Captune and Analysis: suppons ihe M Yes Siandan) |We understand and coniply oL Systems tecuriy leging mecls thit
TL10 |identification and monitoeing nf petivities within on requicement futly. We bave deserihed our testing and securily procedures in
‘{application or sysiem de1ail in responte 10 the namalive.
Test Inpn Vadidation; enwns, the spplication is M Yex Standard |We undersiand and comply O Sysems mm) testing nwcls thit
prouecied [rom bulTer overllow, oross-site scripting, requircmeni fully, We have described vur tesing and security pmaedures in
Tt t |SQL injrciion, and unauthorized access of files anctior derail in regponse 10 1he naralive,
dicectories on the gerver,
For web epplications, ensure the application has been M Yes Siandard [We understand and comply O7. Sytiems security leiing meeis this
tested and handened 1o prevend critieal application requircaxat fully. We have described our testing and securily procedures in
security (laws, { Al b minisum, the application <hall etail in response 10 the Ramative. \
be lested again<t ¥l flaws oudined ia the Open Web
TL1T 1a pelication Security Projeet (OWASF) Top Ten
[TipAfwww.owasp.ong/imden | phpfOWASP Top_Ten
|_Praject})
Provide the S1ate with validnion of Jnd peny security M Yes Signdard [We underxiand and contply OZ Systems scourity tesing mects this
reviews -performed on the application and syxiem requirement fully, We can provide this documeniation al the stgic's request.
environment.  The review may inctude a combination We have performed thind party reviews inthe past and can provide Lhe siate
T1.13 |of veinerability scanning. pehciration \eding, ulic with this validation 10 confirm it meets sandands
analysis of the sowrce code, and eapen code review
(phease specily propased mothodology W ihe
comments fickl),
_|Prior 1o ahe Syuem being moved ino provuction, the M Yes Standand |We undersiand and will comply
T Vendor shall provide results of all security 1esting 1o
*7 Jthe Department of Information Technalogy for review
anl Bcgemance.
Vendor shall provide documenied procedure for M Yeu Standand JOZ Sysieaw meeis this requiremens fully, Qur UAT senting and migration
THAS jmigrating application modifications from the User procedures wre described in detail in our response 10 the aamative.
"7 JAceepance Test Environment 1o the Production
linvironmem.
DARDHEANINGT, T
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[The Vercdor mut lest the soflware and the sysiem M Yer Sundand [OZ Syvens meets thix reyuirement fully, Our industry standand tew
wving an indutry standad and Suse appmived tesiing methodology alignd with the methadalegy described in Gi2 amd Go )1, We
T2) |mexwslulogy as mons fully describod i Appercia G. have included aample levt plans in the sppemlia (0 our response and
2. Testing Requérements: Section G-1.2 Texting. dercribed our wsltware \esting in detail in our response to the narrative.
The Vendor must perform application drets westing M Yeu Sundand |OZ Syuemn meets this requirement fully. Our indutiry siandand les
T2 and 1uning a5 more (uWlly described in Appendin G-2, rthodology g whi the methodology described in G-2 and G-1.2, We
™ |Teting Requiremeras; Senioa G-1.2 Teding: havt inchaded Garphe e plase in (b sppedic 10 oW Feaponse and
Perforrmance Tuning and Sirest Teulng. {described our software tevting in detail in our rexpone o the aarrative,
[The Vendor munt provide documented procedure for M Yeu Sundam [OZ Systems meois this mguiremens fidly, We bave tocumensed pmcedure
3 now to syne Production with a ypecific testing for ¢ym of provhuction with festing environments, We rounc ihe Jxtabau 10
eavirpnmem, rlh: testing enviroament and scrub the dats for testing purpases
The veadoe maa defone and lest disaster recavery M Yeu Stamfand {OZ Systems meets this requinemes fully. We have a well-defined disaticr )
T4 |procedures, recovery plan, This plan is scached in Qur response (o the aamative Appendia
D. .

os

TF
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Suale Reyulrements

quulrmm Dcxcr!aunn

Ve ndor Qulprnvlde [T AI\SIIHA 2 I|:r 3 Dm C:nl:r thui\"lknl
A tier J data center requires 1) Multiple independent distridution paths

0/ Syu:m.\ data center meets Lhis requirement fully. We can provide
ion of our dats center centification vpon fequent. our

of NH HSA 358-C:20. Any person enfaged in iade ne commerce that is
subject 10 RSA 158-A1), | vhall alva noify the regutaine which has peimary
reguisinry authority over such trade or commerce. All other persons shalk

R RECINVLRY T

erving he IT equip 1) Al IT equip mua be dusl-pomered and syMems are haused in multiple. cenificd Tice 111+ datacensers in

fully compuiible with (e opology of b uiie's archi snd Iweparme pengraphic reglons of te United Staies 10 provide recosery

1) ancurreatly maimainahle sive infra with expected svailability el Busine s eontinuance operstions. Al hardware mainain. & >
99.531% luptiene and caamies ot ez N+ redundancy. cnd-io-end.

HIL2  Jveadrr shall maintain » ecwse hoating environment providing ail M Yes Suandard OV Systerms awets this requirement fully.
necessary handwire, software, and Inernes bandwidih in manage the
appticatinn and suppon viers with perrésion bewed logins,

H1.3  [The Dats Cenier mw be phyricatly weured = reswricted access 10 the site ] M Yer Sundapd JOZ Synemn das center meets this roquiremeni fully. We can provide
persnmel with controds auch ax Biometric, budge, sed others security ! of pur data centet certification wpon ropuc.
alutions. Policies for graming scoess must be in place and followed.

Access shall only be ;nmed 11 thewe with n need 10 perform ks i the
Datn Cemer,

HI4 | Vendor shatl incall and updale sl] server peiches. updates. and other M Yes Suandsrd [Or Sywemn will comply with this requirement. We witl ensure werver
wiilithes within 60 days of relesw fm the manufacturer, paiches. wnd erlical updaies comply,

HI.3  |Vendor \hall monits Sveierm. securiiy. gnd application logs, M Yes Siandand |We undersiand and will comely.

HEA  [Vendor shall mannpe U sharing of data resourees, M Yeu Standard |[We undervand and will comply.

HL,7  [Vendor thall manage daily backups, ofT-site deta slorage. sad restone M Yes Standard [OZ Systerm meets this requirement (ully. Addisional dewsibs on rur

perat hackup wad restore operalion are in our reaponse to the Nagrdive
Appendia D and in pequirement H.5 below'.

Hi.2_ |The Yendor shall monivor phyaical hardware, . M Yes Sundard {We underuiand snd will comply.

HIS  [Remeotz secess shatl be cuuomized 10 the Siate’s business spplication. ln M Yes Standard [OZ Sysican mccts this roquirement fully,
imtances where the State requices sccess 1o the spplication or server
resources Bod in the DMZ ihe Veodor shatl pravide remece desklop
[eonnection 16 the server l.hmu;h sechre priocols such as 8 Vinual Privaie
Metwork (VIPN). _

HILIO [The Vendor shall report any breach in security in conformance with Siate M Yes Sundard [We undersiend 1nd will comply.

[ Standard -

[OZ Sysenm mects this soquirement f,. We have 'idcd

1ile 10 another sccure Tocelion 1 41 0id complete data bovs with the loss of &
(acility.

Vendor shall have documemed disaster peenvery plans thal skinets the M
recovery of 10a Siate darg as well as Ui own, Syuens shall be lincumenwtion of our disavier recovery plan in the Diwuer Recavery
archiletied (0 mevt the defined recovery needh, poxtion of our rexponae 10 the Nammative Appendis 1),

H22  IThe disaster recovery plan shall identily approprinte methods for procuring M Yes Siandard [OZ Sysenn meets this requisemient fully. We have penvided
additinnsl hargware in the event af a conponco (aitre, | vt Enslzaces, ldncumentation of nur disaster recovery plan in the Disadler Recavery
sysienv shall olfer 2 Tevel 0F redundancy s the lows of & drive or pawer pection of our rexponae 10 the Namrative Appoendia [,
swippdy will nod be sufficiem 10 1emminase services however, these fiked

will have b he replaced.

HL) {Vend shall sdhere (0 3 dclined snd documenied baek-up schedule and M Yes Standard [0V Systers meets this requinemcat fully, Additiomal details wre

|procedure, - included in nar resprotee 10 the narmative and in wetion HLS below

H34  |Back-up copies of dais are made for the purpose of facilitatiog » frsiore of M Yes Sisndard [O Syseean bisckup snd disaver recovery plans mect this requiremen!
Lhe data in the cvent of data kove o Syvem Mailure, (ully and sich Bacumentation it provided in tur reponse 10 the

Narmative Appendiy D
H2S  [Scheduled backups of ®1) servers pacst be eompleted regularly. The M Yes Standard |W'c do daily batkiup of the ¢ruire daabase snd 3 iranactions] backup
jai scoepladle frquency is differemial hackup daily. and complete every W) min, Shon vendon 3 copies in twa lncations, For every
backup weekly, [“Pricnary™ daabese we maintzin 8 "Mirmor™ copy that it s real time
identical copy, The Miror Is oa u different server than the Primary.
1n the evenl of failure of the Primary the Minme will ke aver as the
N ldata base witkin a few acconds. So while there will be an outage of &
few: seconds there should it be any data losy, For every Primary
ldalahase we nlsn maintzin anther topy {ihe “Heplicn™) on anolher
wcrver in annther phyricel facilily, This eopy can have o deday in daw
jeomienz yp ta § minuies, In the event tha the Frimary and the Mimroe
[beth Fail we can promnte this running eopy of the datsbase 10 waage
within an b, Sothe matimum period of data lons will be 5 minutes
. and 1he sysem recnvery will be lese than dae Mowr, For cvery Primary
) rtaiahase we sl petlorm putomated full backupn on s daily hasls and
eep 8 copy of it foe J days. In addilion, we alno perform amonaied
imra-duy tranraction backups every 20 minutes. 10 ihe event that the
Primary. Mirrow, 5ad Replica all fail then we can rexnne the system
with m1 med & 20-minute perind of data ks, Backup copies are
routinely tested in denwonsirate they cin be restored, The tine (o .
recever in the event nf (his wriple (2ilure is keas thae 17 houns,
Addilionat devalls on our divasier recower, backup and securily ane
outlined in our response 1o the namative Appendia 1.
H.6  [Tapes nr other back-up media lnpes muud be weeurely teansfemed fonm the AL NIA NIA [ Thic requirement is not applicalile 10 ouf propnaed wlaling ¥ we dn

aor forener Lapes o pirt of e daws, Should we have misunderuned
what consitmes “13pes” we can amend our responve I clanily dur
ahility 10 meet this requireneat.

o3
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H27 |Daia recovery = In the event that recovery hack (o U last backup ix not ] “Yer Sandard |OZ Syrienn divavier recovery plam meet this requicemen fully, Full
sufficicat 10 recover Stme Data. the Vendor shall employ the use of lderails of our disanter recovery plan are provided in our namziive
database logx in sddition Lo beckup medis in the restontion of the ' novponse
daisbase(s} (o alfnrd 8 much closer (o real-lime recovery. Todo this, logs
mut be moved off the volume containing ihe databaswe with 8 frequency 10
meich the buiness needs.

H3] [T Yendor shall emplay security scsaures ensure thal the State’s M * Yer Sundard [O7 Sysems dexigny all soltware solutions with e wecurily as » lop

pplication and dals is prtecied, . priority, OF Sysiems products sappin the encryplion and mxking of
peronally Identiliable health. reloted infarmation end sanls for 1he

5 doc o of disclenure 10 enable compliance

with dats security and pn'\::q- regulstionm and rulings under HIPAA,
2> well as corporate policies and guidelines with regard to secority and
eomfidemiativy of electronic reconds. Based on our review of the
\ecurity requirements outlined in this RFP and specifically in
Appeadia G- 1, we telieve OZ Systems micels the eequiremenis fully,
We have pmvided detally on our hinting securily including dlagams
Jin our respanse io Topic § - Security im 1l M2THLIVE LWONVTSEY,

H.2 | Sizte dawa |» hosied on muyttiple servers, duty exchanges bevween and M Yeu Staadard  [OZ systerm ety this requirement fully. We have provided details an
amnag servers st be encrypled. lour hoting security including disgrams in our response lo Topic § -

. - Sevufity in (he aamative summary.

H33 Al servers end devices must have curmently-supponed ond hardened M Yeu Suanderd [O7, syvems meets vhis requitemen) fully, We have provided details on
operming systems, the laiesl anti-virl, anii-hacker, sni-spam. anti- our hauing securty including diagrams in our response 16 Topic 5 -
spyware, and ami-malwere wtilities. The envirpameni. os 8 whole, thall Security in the narmative sumnuary.
have sppresiive inrusion-deteclion sad firewall prosec1inn.

Hid Al components of the lnfrastructure (hall e feviewed and tested to ersure M Yes Sundard [OZ systems sty This requirement fully. We have provided details an
hey protect the Siate’s hardware, soflwace, and it related data atweis, Vesty g houting secusity including disgrame in our respunae 10 Topic 5 -
\hall facus o the icchnical, sdminidrative and physical security eontrals | Security in the narutise sunimary. We perfomm lesting thal sligns with
ihat have been desiped into e Sysicm anchiteciure in onder 1o provide chi~ requirement

fidentinlity, inlegrity and availabilily,

H35  [The Vendar shall emsure its compleic cooperation with the Sute’s Chicl M Yes Standard JOZ systeern wndersiard wnd we will comply.
Inforrmarion OfTicet in the delection of any securily vulnerahility of the : '
hoating infrastruciure, )

M).6  {The Vendor shall sulhorize the Siate ko perform scheduled amd random M Yeu Siandard [QF system understand and we will comply,
wecuity eudits, inclisding valnerability sviessments, of the Yendor hoding
infrasinuciure snd/nv the application upon regued,

HA?  [Al servens snd devices must hove event logging enabled. Lopy must he L Yeu Siandard [OX Sysienn exent bngging mees this requirenent fully,
peected with acecss limited 10 only authorized adminisratons. Logs :
shall include Syviem, Application. Web and Database logs.

H32  [Opermiing Systenms (OS) xndd Databases (1B} shatl be buill and hardend in M Yex Siandard {OZ Syvienr meets IS requircment fully,

4 with guidelines »ct forth by C1S, NIST o NSA

H)9 [The Vendar shall notify the Stae’s Project Manager af any securily M Yes Standand [We understand and will comply.

© [heeactes within twa (1) hours of the 1ime that the Vendor learas of theis
occurrence,

H3.10 [The Yendar shall be sndely lirhle for cous pvsocised with any breach of Bl Ve Swndard |We undersiand and will comply,
Stae dats housed #t their bocation(s] including bul not limited to
notifecation and any damages 3xsensed by Lhe courts.

EARVELAGREEMUNT . 7 o .

.1 [The Verdor's Sysiem supporl and msinicnance shall connmence upon the | - 3 Yes Siandurd |We understand snd will comgly.
EMective Date and extend through the end of the Cnatract term. and sny
calensions therenf, :

HA.2  |The vendoe shall maintain the hardware end Sofiware in sccontance with N Yex Sundord [We undersdand and will compty.
the specificutions, lermn, and requirements of the Contract, including
peoviding, upgrades and fixes as eequlted. .

HA.) | The vendor shafl repair or replace the hardware or soliware. o7 any portion M Yes Signdard W undersiang and will comply. N
horeof, s that the Sysem operatey in acenndance wilh the Specifications,
1eerms, and requiremertis of the Cantract.

Hd4 | All hardwere and snfliware components-of the Vendne houting infrastructure Yer Sianddard |We underand and will crmply.
shall be fully supponed by their respective factupers b1 sl times. All
erilical patches fnr npemsting sysiems, datahases, web services. eie, shall e
[applied within siaty (60) days of releare by sheir respective manufaciurens.,

HL.$  [The State stoll have unlimited access. via phone of Email, in the Vendor M Yes Standard [We understand and will comply,
iechnical suppon MalT between Ui hours of 8:3am 1o 5:00pm- Mendsy
heough ITiday EST:

o3
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~

The Vendes <hatl conform in the wpeeific deficiency clasy as described:

6 Class A Deficiency - Software - Crirical, does not allow Sysiem to
operaie, o wark sround, demands immedisle sction: Writien
Documenation - missing significant pontions of information e
unintelligidle 10 Suate; Non Sofiware - Services were inadequate and
|require re-pesformance of the Servier,

o Class B Deficiency - Software - important, does nol xiop operatinn
arkVor there is 3 wotk around 1nd wer can perfoam tinka: Wrillen
Documentation - portiom. of informalion we missing but oL enouph to
make the tocument uniatelligible; Non Sofiware - Services wene deficicnt,
|require ceworkiag. but do not reguine re-perfomunce of e Service.

o Clexi C Dficiency - Software - I, cosmatle b mature, minimal
effect an Sysiem, tow priofity sad/or sser can use System; Wrilien

e ion - minimal changes | sed of minew ¢dBiting nnuee:
Noa Software « Services requlre only minne rewarking and dn oot require
re-perinmmance nfl e Service.

M

Yes

Sizndard [We underviand and will comply, The OZ internal class deficiency
wysiem deveribed in our aamrative summary meets this requiremens
fulty.

H4.7

As part of the mad I .
reaponded la acconding i the fotinwing:
2. Clans A Deficienciea - The Vendor shall have avpilablc 10 the Staic oa-
[catl telcphone asyistance, with issue wacking available 1o the State, eight
(%) bours per day snd [ve {5) days 2 weck wild an email / ebephone
response wilhin twn (2) hours of request or the Vendor shall provide
wappon isa-3ile o with rernote diagnnstic Servives, within foue (4) business
hrwars 0f & requess;

[b. Class B & € Deficicncies =The Suue shald ntify the Vendor of such
Deficiencies during regutar buvingss hours £ the Vendor shall respond
back within four (4] howrs of notification of planned camective sctinn;
M Vendor ahall eepair or replace Soflware, sad provide maistenance of
\he Software in sctordance with the Specificstions, Temms and
Requircments of the Conuact;

E0ing suppon jsaues ahall he

M

Yex

Standurd [We undersiand and will comply, The O2 intcmsl claxs deficiency
spbem dentrbed i dur nareanive summary meets Qs requiremem

fully.

H3

[The inding server for the Stare shall be availuble twenry-four (34) hours »
y. T days 8 week eacept for during acheduled maimenance,

Sundard |We undertizng and will contply.

.9

A regularly scheduled majatenance windnw shall be identified (such oy
weekly, monthly, or quarterly) at which time all relevant server paiches and
lication upgredes shall be applicd.

Siandard |We undersiand and will comply.

H419

1f The Vendor is unable in mect the upline requirement, The Vendor chall
credit State's sccouns In an smour based upan the following formwla:
(Tonal Contract Iem Prices365) 1 Number of Days Coatraey Jiem Now
Prewvided, The Stale must reguen this erodit ba writing.,

M

Tex

Standard |We undetsiand and will coneply.

Hd 1

The Vendoe thall use a change managenient palicy for aolification and
iracking of changpe roquests as well 1y eritical autages.

Standurd
iracking poticies outlined in nesponse in the namulive

We undervand and will comply. We have change nanugement and

H4.12

A critical outige will be designated when o business funclion cannnt he
met by s nonperforming application snd there is no work amund in the
problen,

M

Siandard

We underaiand and will comply. This requirement aligns with our well|
extahlished de fect moniloring policy outlined in the narmutive summary,

H.13

The Vendor shall maintain s recoed of Ue sctivities related s repsir or
mainienance activites performed for the State and shall repon quanerdy on
ihe fallowing: Server up-time: All change requesls implemented, including
operuling sysem pasches; All eritical outages reported Including acrual
inswe and resolution; Number of delickencics neported by ebzss with initial
reapeiie lime s well By lime 10 Clone.

Mo

Sandard |We wnderiand tnd will comply.

H4. 4

The Viendor will give two-businest days priar nadification o the State
Project M of all changesfupdiics end pronide the State with iining
due 10 the upprades and thanges

P

M

Siandard | We undersiand and will comply.

HA.15

The Vendor will give twa-business days prioe antification o the Stae
Project Maswper of sll changex/updites and provide the Siste with irsining
due to the upprades and changpes.

M

Standurd |We understand and will comply,

11/13/2020
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"__SUPPORT 8 MAINTENANCE REQUIREMENTS

Vendr

& Requirements
Commaents
UPPOAT & MAINTENANCE REQUIREMENTS___ ~ o e e e .
Tha Vendor's System uupport sad mainienance shall commence upon the M Yes Standard |We underitand and will fully comply with this
$1.1  |EHective Gate and extend through the end of the Comract term, and any requlrement.
L1 {1 B
Mainiain the hardware snd Software in accordance with the Specliications, M Yes Standard  |We understand and will fully comply with this
$1.2  (terms, and reiremants of the Contract, inchoding providing. upgrades and requirement,
[hes pyreguired, ! .
Repalr Sofrware, or any portion thereol, 10 that the Systam aperates in M Tes Standard |We understand and will fully comply with this
$13 | pccordance with the Specificattons, terms, and requiréments of the Contract . © leequirement,
The State shall have unlimited sccess, via phone or Emall, to the Vendas M Yes Standard |We undarstand and wiil fully compty with this
techaleal support s1aff between the hours of 8:30am 1o 5:00pm- Monday requirement. 02 Systems Customer Support Team
theough Priday E3T; : is avallable B:30 am - 5:00pm Monday - Friday, We
offar tler-bated customer suppot to enure sl
14 issues are routed 1¢ the approprolate source for
quick resolution. Addtionally, we offer electronic
ticketing and Issue wracking 50 all are aware of the
status of a request.’
The Vandor 1esponse Uma lor support shall conlorm 1o the specific M Yes Standard |We understand and fully compty with this
deficlency dass a3 described below or ay agrenc 10 by tha parties: o : requirement, O Systems’ intarnat issue
Clays A Dafickency - Soltware - Critical, 46a3 AL 43w Syitem 10 operale, A0 classifications described In qur response 10
work 3round, demands Immadlate action; Written Documentatlon - mivsing Narrative Topic.18 In the Narrative Appendix D-2.
significant partlons of Infoemation of unintelligile 1a State: Non Softwars -
Services were Inadequate and require re-performance of the Service.
o Ot 8 Deficiancy - Sohtware - impanant, does nol stop operation
518 andjor thece I 3 work Jround and yser can parform tashs; Written
Doxumentation - portions af inlormation ace missing tut not evough to
make the doecument uninlelligible; Non Saftware - Services were deflciem,
requice reworking, but do not require re-performance of the Service. ©
Oass C Delitlency - Saftware - minimal, coumetic ia nature, minimal eHect on
System, how priority andfor user can wie Syatem; Wiitten Documentation
minimal changes required and of minor editing nature; Non Sofiware -
Services require only minor reworking and do not require re-performance of
The Vendor thatl make avakable to the State the latest program updates, M Yes Standard . |We understand and will fully comply with this
*leereral maintenance releases, selectad luncikonality relesses, patchas, and requirement. . '
316 | pocumentation that are generalty offered 10 I3 Custormers, 3t no addhlonat
cou,
For all malntenance Services catls, The Vendor shall ensure the lollowling P Yes Standard | OZ Systems meets this requirement lully, We track
infgrmation will be collected and maintained: 1) nature of the Deficiency; 1) all of aur Incoming calls in fira Client Services and
cucrent. satus of the Deflelency; 3] action plans, dates, and times; 4) this Information collected with each contact to
U307 Leapected and sctual comolytion tima; 5) Defldancy resohution Information, customer support.
&) Resolved by, 71 Identlfring number J.2. work order number, 8) Istue
igentified by .
The Vendor eust work with the State 1o identity ind oublesheot 4 Yes Standard |We undersiand and will fully comply with this
potentlally large-scale Syviem fallures or Deficiencies by collecting the requirement.
SLE  |loowing Information: 1] mean ime between reported Deficlencles with the
Software; 2] dizgnasts of M root Cause of the problem; and 1) ideatlfication
I N :
. ks part of the Software malntenance sgreemant, ongalng ichwar M Yes Standard [We understand and fully comply with this
maintenance and support itsucs, shall by responded to nccording 1o the requirement. O Systams’ Inteenal i5sue
loNowing of a5 asgieed 10 by (e parties: 3. Q55 A Deficlencies - The classifications described In our response to
vandor shall have avallable to the State on-call Lelephone assistance, with Matrathve Tople 18 in the Narrative Appendix D-2.
Hiua tracking avalabie to Lhe State, elght {8) hours per day and five (S) days We provide such response timas and 5sud
3 week with an emall f telephoae responte within two {2} hours of request; i A
o the Vendor shall provide support oa-ste o with remate diagnostic clamﬂcﬂlon' f_ol all of our current di".m for our
B9 o rvices, whhin four (4] business bours of a request; b, Class B & € sohware defiverables, For written deliveratiles we
Defickencles =The $tale shall notify the Vender of such Defickercies durng preter (o allow & formal review perlod lor both
tegular business haurt and the Vendor shall cespond back within lour [4) partles 1o agree upon Lemplates price to
houts of notlicatlon of plannad coerective attion;” The Vendor shall repalr o completion 16 avold majof deliclencles. This
replace Soltware, and provide malntenance of the Software in accovdance teview parlod 1s » standard pan of our project
with the Specifications, Terms and Requirements of the Contract; o a1 plans and reflected ln-the proposed projett plan
agraad batween the parties anclosed in our response, )
The Vandor thall use 3 changa managemant policy for notlfication and M Yes "Standard |We undersiand and will fully comply with this
tracing of change requests a5 well 3 crifcal outages. raquirement. OZ Systems has 3 well-cstablished
10 change management process and nollfication
procedures. Our policy and approach ks discussed
in detall In our Narrative response to Section D

D3

W
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Attachment 1
Business System and Technical Requirements

Y Aegquirement Descriplion Criticallity Vendor Oellvery  |Cornments
R Method
A tritkeal outage will e detignated when 2 businest function cannat be met L] Yes Standard  [We understand and will fully somply with this
SLIV [y » nonperiorming seplication and there i no work around 10 e * |requiremen:.
The Vendor shalt maintain 8 record of the stivities related (o repalr or L] Yes standard |We understand and will futly compty with this
. malniensnce activitles performed for the Scate and shall report quarterly on requirement. We furnish a quarterly report with
SL1L fihe fgﬂwl_n.: AN change requeats implemented; All eritkcad cutages repori eg this information quarterly lor our Teaas Client.
Including actual e and resolution; Humbar of deliclences reporied by
Tha hosting server for 1he State shall be availibie twenty-four {14) hours M Yes Standard |We understand and will tully comply with this
s day, 7 days a weeh except lor during scheduled maintenance. ) requirement.
The vendor will £ui0€ the S1ate with possivle solutions 10 resclve lssuts 10 ] Yes Standard |We undersiand and will lully comply with this
malnisin a fulty functioning, hosted System, . requirement. OZ Sysiems offers tler-based suppont
that it avaltable to assure any system lssues that
’ ermerge are resolved and routed (o Lhe most
e . appropriste team marmber. We have well
dotumented issue tracking protocols and
reiponse tmes that are outlinedin de1ail in our
Narrative resoonce to Topic 18,
A reguiarty scheduled malntenance windaw shall be ideniifled {such a3 M Yes Stardard |We understand and will fully comply with this
5115 {wirekly, monthly, of quartirly) aL which Lime 3H relevant server patches and requirement.
7 F1i | hatl led.
[Thy Vendor will give two-butiness days prior notification 1o the Siate Project M Yes Standard [ We understand and will lully comply with this
$L16 |Manager of all changer/updates and provide the State with traning due 10 requirement. .
the yparpder prg chanres,
All hardwarte and 1oftware components of the Yendo: hosting indrastructure M Yes Standard [We understand and will fully comply with this
shatl be fully supporied by thelr respeciive manulacturees ac all times, AN requirement,
a7 criical patches 1or cperating syatems, databases, web services, etc, shalbe
apotied within sixty (60) days of release by thelr respaciive masufacturers,
The Vandor shall provide tha State with & personal secure FTP site Lo be uied [X] Yes $tandard |we understand and will fully comply wilh this
s try the S1a2e Tor uploading and downloading files If applicable. requirement.
’
2
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 761 et seq.), and further agrees to have the Contractor's representative, as identified in Sectlons
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certificalion is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitie D; 41 U.S.C. 701 et s8q.). The January 31,
1989 regulations ware amended and published as Part Il of the May 25, 1990 Federal Regisler {pages
21681-21691), and require cerlification by grantees (and by inference, sub-grantees and sub-
cantractors), prior lo award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides thal a grantee (and by inference, sub-grantees and sub-contraclors} that is a State
may elect to make one certification to the Department in each federal fiscal yaar in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate sel out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of paymenits, suspension of
terminalion of grants, or government wide suspension or debarment. Contractors using this form should
send il to:

Commissioner

NH Department of Health and Human Serwces
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or wilt continue to provide a drug-free workplace by:

1.1. Publishing a slatement natifying employees that the untawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibilion;

1.2. Eslablishing an ongoing drug-free awareness program to inform employees abolt
1.2.1. The dangsrs of drug abuse in the workplace;

1.2.2. The grantee's policy of mainlaining a drug-free workplace:

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penallies thal may be imposed upon employeas for drug abuse violalions
occurring in the workplace;

1.3. Makung it a requirement that each employee o be engaged in the performance of the grant be
given a copy of the statement required by Section 1.1. :

1.4. Natifying the employee in the stalement required by paragraph {a) that, as a condmon of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and _

1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug
h statute occurring in the workplace no later than five calendar days after such
conviclion;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant aclivily the convicted employee was working, unless the Federalagency

l 1*;'

Exhibit D - Certification regarding Drug Fr-ee Contractor Inltials
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e

has designated a central point for the receipt of such notices. Notice shall include the
identification’ number{s) of each'affected grant; -
1.6. Taking one of the following aclions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriate personnel aclion againsi such an employee, up to and Including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employes to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or olher appropriate agency: :
1.7. Making a good faith effort to continue lo maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
conneclion with the specific grant. ‘ '

Place of Performance (streei address, city, counly, state, zip code) {list each location)

Check @ if there are workplaces on file that are not identified here.

Conlractor Name: TYP® contractor Name (must match COG)

DacuS'gned by:

Tus Findap

Title:  ceo

11/13/2020

Date miTIo

DS
Exhibil © - Certification regarding Drug Free Contractor Inilials [ W

Workplace Requirements
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restriclions on Lobbying, and

" 31 U.8.C. 1352, and further agrees to have the Conlractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following.Certification: .

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
“Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX _

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, thal;

1. No Federaj appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer of employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal conlract, grant, loan, or cooperative agreement (and by specific mention
sub-graniee or sub-contractor).

2. Ifany funds other than Federal appropriated funds have been.paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, @ Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this:
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representalion of fact upon which reliance was placed when this ransaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaclion imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure. . .

Vendor Name: Type Contractor Name (must match COG)

DocuSigned by:
11/13/2020 Tunse Findap
Date ; JTrepese Fritzo
Title: CEO
os
Exhlbit E - Cetification Regarding Lobbying Van\dor Initiats I Tf,

Date 11/13/2020
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CERTI#ICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor igentified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 78 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Cedification;

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submilting this proposal (contract), the prospective primary participant is prowdmg the
certification set out below,

2. The Inabllity of a person to provide the cerification required below will not necessarily result in denial
‘ of paricipation in this covered transaction. |If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaclion. However, failure of the prospeclive-primary
paricipant to fumnish a cerlification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaclion. If it is later determined that the prospeclive
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default,

4. The prospective primary participant shall provide inmediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any lime the prospectlive primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction,” "debarred,” "suspended,” “ineligible,” “lower tier covered
transaction,” *participant,” “person,” "primary covered transaction,” “principat,” "proposal,” and
*voluntarily excluded,” as used in this ¢clause, have the.meanings set out in the Definitions and
Coverage sections of-the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions,

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaclion with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaclion, unless authorized by DHHS.

7. The prospective primary paricipant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transaclions.

8. A participant in a covered transaction may rely upon a certification of 2 prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the cerification is erroneous. A participant may
decide the methed and frequency by which it determines the eligibility of its principals. Each
participant may, bul is not required lo, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and ;

Exhibit F - Cerlification Regarding Oebarment, Suspension Contractor Inltials
And Other Rasponsibility Matters
CUVDIHHE/ 10713 ) Page 10of 2
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary.course of business dealings.

10. Except for.transactions authorized under paragraph 6 of these instructions, if a participant in a
covered lransaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to-other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default . :

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals: : :
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from cavered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property; _
11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
. (Federal, State or local) with commission of any of the offenses enumerated in paragraph {I)}b)
of this certification; and
11.4. have nol within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or defaull.

12. Where the prospective primary participant is unable to certify to any of the statemenis in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS . '

43. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower lier participant is unable ta certify to any of the above, such
prospective participant shall attach an explanation Lo this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal {contract) that it will
include this clause entitted “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier coveréd transactions.

Contractor Name; 0% Systems USA LLC

. DocuSkned by:
11/13/2020 Tuns Finitas
Date Nama O TeTese-Fini tzo.
Title: CEO

-
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Exhibit F = Certification Regarding Debarment, Suspension Contractor Initlafs ‘ W

And Other Rasponsibility Malers

CUDHHS 10713 Page 2 of 2 . Date 11/13/2020



DocuSign Envelope |D: 4384BB5C-67CA-4A62-ADD1-8DBCE3ETB7DF

OocuSign Envelope ID: 21B060A0-DBO9-4ACB-AFBA-FBBDSCE13E6S o
Attachment 1B - State Agency Exhibits

New Hampshire Department of Heaith and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

T "WHISTLEBLOWER PROTECTIONS

" The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Seclions 1.11 and 1.12 of the General Provisions, to execute the following
certification; :

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment praclices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires-certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 {42 U.S.C. Section 5672(b)} which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Aclincludes Equal .
Employment Opportunity Plan requirements; :

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d; which prohibits recipients of federat financial
assistance from discriminating on the basis of race, color, or national origin in any prograrn or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regarg to employment and the delivery of
services or benefils, in any program or activity,

- the Amerigans with Disabilities Act of 1980 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommeodations, commeicial facilities, and transportation;

- the Education Amendmenis of 1972 {20 U.S.C. Sections 1681, 1683,.1685-86), which prohibils
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 {42 U.S.C. Sections 6106-07), which prohibits discriminalion on the
basis of age in programs or aclivities receiving Federal financial assislance. It does not include
employment discrimination; ’

-28 C.F.R. pt. 31 {U.S. Department of Justice Regulations — CJJDP Grant Programs), 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Execulive Order No, 13559, which provide fundamental principles and policy-making
critesia for partnerships with faith-based and neighborhood organizations; :

-28 C.F.R. pt. 38 {U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations}, and Whistleblower protections 41 U.S.C. §4712 and The National Detense Authorization
Act {NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for cerlain whislle blowing aclivities in connection with federal grants and contracts.

The certificate sel out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment,

. [+1]
. Exhibil G ' T,F
Contractor Initials
Cantification of Compliance with requirements parisiniag 1o Federal Nondiscrimination, Equal Trextmant of Falh-Based Organizatons

and Whisdeblowes protections
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a. due process hearing.on. the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: )

1. By signing and submiiting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above. .

Conlractor Name: 0% Systems USA LLC

11/13/2020 Tunse Fi;,\jfﬂ,o

Date .
Title: ceo
1
’ ’ oS
Exhibit G '
Contractor Initials ‘ TF
Castilication of Comphi wilh requil partaining 1o Federal Nondiscrimination, Equel Treaimend of Faith-Based Cegarzedons
arx] Whistebiows: prolections
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CERTIFICATION REGARDING ENVIRCNMENTAL TOBACCO SMOKE

r

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of heaith, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
girectly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facitities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
10 comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contraclor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: ’

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1894,

- Contractor Name: 0Z Systems US LLC

DocuSigned by:

11/13/2020 Tinse Fiadep
Date ame. R
Title: ceo

‘D8
Exhibit H - Ceificalion Regarding Contractor inltials [

Environmental Tobacco Smoke
CWDHHS/ 10713 Paga 1611 Date 11/13/2020



DocuSign Envelope |D: 43B4BB5C-67CA-4A62-ADD1-8DBCB3ETB7DF

DocuSign Envelope ID: 21B080A0-DBOS-4ACE-AFBA-FBBDSCE13EES _ o
Attachment 1B - State Agency Exhibits

New Hampshire Department of Health and Human Services

Exhibit1

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 184 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

{1) Definitions.
a.  Breach” shall have the same meaning as the term “Breach” in seclion 164.402 of Title 45,
Code of Federal Regulations. : :

b. "Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Covéred Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Sel” shall have the same meaning as the term "designated record set”
in 45 CFR Section 164,501,

e. “Data Agaregation” shall have the same meaning as the term “data aggregation™ in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
- in 45 CFR Section 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009,

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually identifiable Health -
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 GFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

. "Isrivacy Rule” shall mean thé Standards for Privacy of Individually Identifiable Health
Information al 45 CFR Parts 160 and 164, promulgated under HIPAA by the United Stales
Depariment of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term "prou?cted health
information” in 45 CFR Section 160,103, limited to the informalion created or received bXs :

Business Assaociate from or on behalf of Covered Entity.
312014 Exhibit I Contractor Initiats W
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l. “Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology. standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined hefein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time fo time, and the
HITECH
Acl.

(2) Business Assoclate Use and Disclosure of Protected Health info_r'mation.

a. ~ Business Associate shali not use, disclose, maintain or transmit Protected Health
information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or.tfransmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
. For the proper management and administration of the Business Associate;
0, As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered .
Entity. '

C. To the extent Business Associate is permitied under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be hetd confidentially and-
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it.has obtained
knowledge of such breach. -

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
. request for disclosure on the basis that it is required by law, without first notifying
. Covered Entity so that Covered Entity has an opportunity to object to the disclosure and

to seek appropriate relief. If Covered Entily objects 1o such disclosure, the Businj,

372014 ’ . Exhibh | Contractor Initials
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Associate shall refrain from disclosing the PH| until Covered Entity has exhausted all
remedies. S

e. If the Covered Entity notifies the Business Associate that Covéred Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and-Activities of Business Assaciate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity. ‘

b. - The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations, The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;
o The unauthorized person used the protecled health information or to whom the
disclosure was made; : ,
o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been
mitigated. '

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule. '

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating 1o the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Enlity to the Secrelary for
purposes of determining Covered Enlity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have’
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty 1o return or destroy the PHI as provided under Section 3 (l). The Covered Enlity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receivin ]

| TF
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information:

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement,

Within ten (10} business days of receiving a written request from Covered Entity,

Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity; or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164,524,

Within ten {10} business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. '

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity 1o respond t¢ a request by an
individual for an accounting of dlsclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten {10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
1o Covered Entity such information as Covered Entity may require to fulfill its obligations
1o provide an accounting of disclosures with respect to-PHI in accordance with 45 CFR
Section 164.528.

in the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Assotiate
shall instead respond 1o the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the dispaosition of the PHI has been otherwise agreed o in
the Agreement, Business Associate shall continue to extend the protections of the

. Agreement, to such PHI and limit further uses and disclosures of such PHI to those

Exhlbit 1 Conlractor Inltials
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372014

Associate maintains such PHI. If Covered Entity, in its sole discretian, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity thal the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limilation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant {o 45 CFR Section
164.506 or 45 CFR Sectlion 164.508, )

Covered entity shail prompily notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. '

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this
Agreement the Covered Entity may immedialely terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violaticn to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those lerms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Sectlon as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such aclion as is
necessary to amend the Agreemenl from time lo time as is necessary for Covered
Enlity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or ¢reated on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Enlity to comply with HIPAA, the Privacy and Security Rule. [ os

Exhibit ( Coniractor Initlals
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€. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable, '

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in sectlion (3} |, the
defense and indemnification provisions of section (3} e and Paragraph 13 of the
standard terms and conditions {(P-37), shail survive the termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit [.

Department of Health and Human Services 02 Systems LLC.USA

The State - Name of the Contractor
Signed by: . DocuSigned by: .
(P i s Einies
i sAuthorized Representative i semfriuthorized Representative

Lisa M. Morris ‘_ Terese Finitzo

Name of Authorized Representative Name of Authorized Representative
Director, Division of Public Health SrvaEo

Title of Authorized Representative Title of Authorized Representalive
11/13/2020 11/13/2020 '

Datle ' Date

D3
32014 Exhibit | Contraclor Initials [ W
. Heahh Insurance Porabillly Act

Busingss Associate Agraement
Page 6 of & Datp 11/13/2020



DocuSign Envelope 10: 43345850-6?CA—4A62-ADD1;SDBCBBETBTDF

DocuSign Envelope ID: 21B060A0-DBOS-4ACB-AFBA-FEBDSCB13E65
Attachment 1B - State Agency Exhibits

New Hampshire Department of Health and Human Services
Exhibit J

ERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or afier October 1, 2010, to report on
data related lo executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must repont the following information for any
subaward or contract award subject to the FFATA reporiing requirements:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity .
Principle place of performance
Unique identifier of the entity (DUNS #)
0. Total compensation and names of the top five executives-if. .

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

WD AL

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Contractor identified in Section 4.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-262 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
10 have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Cerlification:

- The below named Contractor agrees to provide needed 1n|’ormatlon as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
anancnal Accountability and Transparency Act.

Contractor Name: 0Z Systems LLC USA

' Docusigned by:

11/13/2020 TUL&{, Fll«l‘("‘)&

Date . “NSMEverese Finitzo
Titte:  ¢eo

. bs
Exhibit J = Certification Regarding the Federsl Funding Contractor Initlals L
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are lrue and accurate.

1. The DUNS number for your entity is: _062010512

2. In your business or-organization's preceding completed fiscal year, did your business or organization
receive (1) BO percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements: and (2) $25,000.000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, andior
cooperalive agreements? .

X NO YES

If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access o inlorﬁwation about the compensation of the executives in your
business or arganization through periodic reports filed under section 13(a) or 15(d} of the Securilies
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO YES
If the answer {0 #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensatedofficers in your business or
organization are as follows:

Name: Amount; -
Name: . Amount;
Name: Amount;
Name: ' Amount:
Name: Amount:

. s -
Exhibit J - Certification Regarding the Federal Funding Conlractor Inilials [ l ‘
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A TRON MOUNTAIN® ,

ENective Date [figeed Ff Zor¥
Masier Deposil Account Number | & ¥/0. 2
*Efactve Date anvd Depoalt Accowm Mumber 10 be supphed by
Iron Mountain oady.

Three-Party Master Oeposimr'Esérow Service Agreement

1 Inkigduction
This Fycrow'Service Agicement [1he "Agreament”) is gntgred inta by and between Optlmlmlon torn Corporatian
("Depositor™), and by aay addidonsl panty earolling a3 3 "Beraficlary” upon execution ol the Beneliciary Enrotiment Form

m

ached a3 Lahibit £ to this Agreement and by 11ah Mountain Intetiectual Propeny Management, 1nc. ["lzon Maumain®),

Benehiciary, Depositor, and 700 Mountain may be refetred 10 individually a3 2 “Panty™ or coliectively 33 the “Parties”
throughout this Agreemini.

L}

The use of the Lerm services bn this Agreement shatl reder to lron Mounuln services that lacilinace the ercadon,
managerment, 1nd enforcement of saftware or other technology escrow Jcounts 21 dewcribed m Exhibit A antached
heegto ["Services®). A Party shall requeyl Services under this Agreement by submitting s work request for certain lron
Mountsin Services | “Work Request”] via writen instruction or tha onfine gortal maintained at the webslte located at
wrry HDAMOURLAINCOANTELLOM Or Bther webslies owned or controlied by Iron Mountsin that are'inked 1o that webiite
[eoltectively the “Iran Mountain Website™),

{b) The Beneficiary snd Deposlior have, or will hyve, entered into a license sgreement or other agreement [“License

Agrecment”} conveying wieliectual property rights 10 the Beneficiary, and Lhe Parties intend this Agreement 1o be
conyidered a3 supplementary 1O sch agreement, pursuent Lo Title 11 Unlted States [Bankruptoy) Code, Section 365(n).
} i

{a} Depositor shall make an Initial deposit that is complete and {unctiondl of 8ll pryprietary technology and oLher materials

covesed under this Agreement ("Oeposit Mateslal™} 1o Iron Mountain within tharty {30} days of the Eff ective Dote.

Depositor may also update Deposit Material liom time 10 rime during Lhe Term {as defined below) of this Agrecment
provided 3 minimum of one {1) comptete aad flunctional copy of Deposit Materlat is deposited wilh lron Mountain at a3
rimes. AL the time of €ach deposit o¢ update, Depasitor will pravide an atcurdie and complete descriprion of all Deposii
sMaterial sent to Won Mountabn'using thie form ariached hereo as Exhibit B.

Deposior reprasenly that it lawlully passestes all Deposit Material provided 10 Iron Mountain under this Agreement and
hat any turrent of Iuture Depash Materkal Uens or encumbrances wiil not prohibul, Bmii, ar alterthe tights and

obligations of ron Mouniain under this Agreement. Depotilor warrants that with respect to the Depadit Materisl, kon
Mountain's propes admunlstration of hls Agreement will ngt violate the sights of sny third parties. :
Oepositor 1epresents that al Depotit Matedal is readable and usesble [n its then curent Tarm; If any paction of such

Deposit Matesiatis encrypted, the necessary decryplion tools and keys 1o read suth mateclal ave deposited ’
COMOMPOcanaouth.

{d) Depositor agrees, upon request by Inon Mountain, in suppon of Beneficlary's request for verification Semaces, to promptly

complere and retuen the Escrow Deposil Questionnaire atlached hereto 35 Eahibit . Depotitor consents 10 iron
Mountain's periormance of any level(s) of veriticaiion Services described in Exhidil A atached hereto and Depositor
furthr cORIENtS L0 Lon Mountaln's use 6f & subconiracior 18 perform verlfication Services. Any such subconiracior shall
be bound by tha same confidantiatity abligathons a3 lron Mountals and thall rot be & diect COmp1ilor10 either
Deposiier or Benelitiary. Lron Mountain shall be re1pongible for the defivery of Services of any such subconiracior asil
Iran Moyntain had perlorrmaed the Senvdces. Depositor reps k3unts that 3t Depotil Mataial is provided with all dghis
necessary for eon Mountain 1o verlly such propeistary technology and materlals upon receipt of a Work Requeit for such
Services of agrees (0 use tommercially reasonable eforts to provide Iron Mountaln witk any necessary wse rights or *
permistions 10 use matcrials neeeasary to perform venificarion of the Deposli Material. Deposlior agrees (o reasanably
cooperate with kegn Mountdin by providing reasonable access to ils Lechnical personnel for veritication Services whenever
1e350nIbly necessary.

neticliey R nyib il n .

{4) Benellciary schnowledges that. a3 belween kion Muuntsin and Berwliclary, Irun Mouni#n’s vbigation 13 1o maintainthe

2.
i
{)
3.
MIP_D.

Deposti Material oy delivered by the Depositor and that, other than von Mountaln's Inspecton of the Depolt Matendal [as
described in Saction 4) and the performance of any of the optianal verificaton Services lisced in Exhibit A, leon Mountain bas
no ather obligation regarding Lhe completencs, dcurdcy, o functionakiy of the Depoest Material,

o8

¥

11/13/2020
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tb)

{e)

td)
(€}

(R

Beneliclary may submi a verilicsrian Work Request 16 Iron Mountaln foi ane of more of ihe Services defined in Exhibin A
attached hereio and CoRsEnts 16 eon Mountain's use of 2 subcontractor f nceded Lo provide such Services. Benuhiclary
warrants that on Moumain's use of any maternts supplied by Bencliciary ta pedorm the verification Services described
in Exhlbl: Afs lawld and does not violate the raghas of any thorld pames.

ALl Ll
Imn Mounmn sgrees to uie tommesaally reasondble efforis 1o provide the Services requésied by Authorized Personiy]
(a3 Wdentitied in the *Authorlicd Person{s}/Notices Table™ below) regresenting the Depositor or Beaeficiary 1n 3 Work
Request. 1roa Mountain may reject » Work Requeit {in whole o« in pan)that does not contain all required informarion m
any time upon notkcation 1o the Pnty originating the Work Request, |
Jron Mountain will conduct # viwal Intpecrion upon receipt of any Depoilt Material and assoclated [xhiblt B If lron
Mountain delermines that the Depasit Material does not match the d:mipﬁon provided by Depositor represented in
Exhibit B, iron Mountaln wilt notly Depositor of such diwrepancy.
Kon munuln will provide notice 1o the Beneficiacy of a Deposit Materdal that is accepted and dtpomcd o the escrow
account under thia Agraement,
Jron Movntain wil lollow (e provisions of £<hibit € astachad hereto In administering the releate of Deposlt Matensl.
Iron Mountain witl work with a Party wha submuts any vevification Wark Request for Deposit Material covered under thls
Agreement 1o cither fuihll amy s1andard variticaion Serces Work Request or develop » custom Staiement of Wark
(“SOW™). Iron Mouniain and the requesting Party will mutually agiee in writing 10 #n SOW on termi and conditfons thay
include bart sre not limied to: descripfion of Deposit Material 1o be tested; description of verification testing: requesting
Pariy responsidilies; 1ron Mountain responsibifities; Serdce Fees: Invoice payment instructions; designation of ihe paying
Party; designation of authorired SOW representatives lor both the requesting Party and kon Maunlain with name and
contacl Inlormation; and description of any Kinal deliverables pricr 10 the stact of any lutliliment activity. A er ihe sian of
Tultillment acrivity, each 50W may only be amended or modilied In writing with the mutual agreement of both Parnes, In
pucordance with the thange contral procedus # set forth therein. I tha vedhcation Services evtend beyond those
described in Exhibit A, the Depositar shall be 2 necersay Party to Lhe SOW governing the Services,
1ron Mountain will hotd and protect Deposil Matedal in physical or elecirunic vaulls that are e-u-er owned of unded the
control of kon Mouniain, ualess orhcrwise agreed 10 by all the Partdes.
upon receipt of wrinen instractions by both Depositor and Beneficlary, Iran Mountain will permls the Jeplacement or
removel of previoysly submint ed Deposit Matarial, The Party making such request shall be responiible lor getling the
other Panty 10 ppprove the joint Insirictions. Any Depasit Materal that s removed from Lhe deposit account will be
tither retuened 1o Depositor or destroyed In sccordince with Depositors writlen instrlions.
$haudd transport of Deposit Matedal be aecessary In arder for Iron Mountaln Lo perform Services requested by ODepositar
or Benehiciary under this Agreement, (ron Mountaln will use 3 commercially recogaizcd owgrnight carcier tuch a3 Federal
Expeess or Unlted Parcel $ervice. ran Mountain will not be respansible for any iows of dcurucﬁon of, 6+ damage 1o, such
Deposit Maieria! while in tha custody of the common Carriet.

5. . Raymen|

6.

The Pirty responsible fot payment detignated in Edhibit A ["Paylag Party”) shall pay ta von Mounum i fees p1 te1 lorth
Ins e Weork Redueest (“Sarvice Fees™). Al Service Feet are due within thirty (33) calendar days from the date of invoice In
U5, currency and are nonrclundable, lron Mountsin may updace Service Fees with a minety (90] calendar day written
nofice 10 the Paylng Party during the Term of this Agreement {as defined below]. The Paying Party is liable lor any taxes
{other than fran Moinisin income Laxes) related spccilically 10 Services purchased under this Agreement or shall present
to Iron Modniain an exemnprion certificaie sccepiable 10 the Lating authocniries. Applicable taaes shallbe bilted 35 2
separate jtem on theinvolce. Any Service Fees nct collecied by lron Mountain when due shall bedr inteses unril pad at g
sa1c of one percent {1%) per month [12% per annum) e the macimim rate permired by law, whichewer is less,
Horwithstanding the non-performanta of any obligations of Depotitor 10 deliver Oeposil Material under the License
Agreement or thls Agreement, lzon Mountain is entliled 1o be pold a0 Service Foes tha sccrue durlag the Teem of this
Agreement.

b
The term of this Agreement is for 2 period of one 1) year lrom the Etfecrive Date (“Inital Terem™) and wall automaticsily
renew for addirional one [1) year terms ["Renewal Teem™} [collectively the “Term™). This Agreement shatl coatiaue in lull
force and efieq untit one of the Totlowing events occur: (i) Depatitar and Beneliclary provide Iron Mountaln with siay
160) days' peior writcen joint nocice of their inteat to terminate this Agreement; (i} Beneficiary provides Iran Mountain
and Cepositor with sixty {60) days’ prlor written notice of 1s lntent to terminate this Agreement: (W) the Agreement
terminates ynder anothe: provision of this Agieament: o (iv] any time sfer the Inirial Term, {ron Mauntaln pcovidti sinty
(50 days’ priot wrillen notice Lo the Depositar snd Denclicuary of Iron Mountain’cintent to terminate this Agreement.
Effective Date and Deposit Account Number 1o be supplied by lon Mountainonly. The Fifective Date \upplntd by bon
Mommn and specitied above shall be the date ton Mounidn 1413 up Lhe escrow sccount,
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(B) Unless the express term of this Agreement provide Othes wite, upon termnation of this Afr eement, 1ron Mounidin shall
retura the Deposit Materlalic the Depoutor, Unless asherwise directed by Depositor, teon Mount i wall usc a
commercially recognized Dvernight comman cairier such as Federd! Express os Unlted Parcel Senvice 1o return the Deposit
Mateslal 10 the Oepositor, Iron Mountain will net be responsitie for any 1031 or destruction of, or damage Lo. tuch
Depotit Maserisl while in the cusiody of the commen carrier, U reatanable aempts 1o rewsn Lhe Deposil tAstenal 1o
Deposior are unsuccessivl, iron Mountain thatl destroy the Deposil muterial. : ’
tn 1ne event of Lhe nonpayment of undisputed Sendce Feos owed to ron Mountaln, iroa Mouniain shad) provide al
Parties to this Agreemant with writtcn aotice of Iron MOuniin's inent (o 1esminaie this Agreement. Any Farly to this
Agreement shafl have Lhe right 10 make the payment 16 Lon MOuntain (o cure the.detaull. il the past due payment is not
recetved in Tull by Iran Meunlaln within thiny (30} celendar days of (he gate of such written notice, then lron Mountsin
thall have the rght 10 Lerminate this Ageeemant at any time therealter by sending written nortice ta all Parties. lron
Movntain shail have no obhigabon to pesiormithe Services under this Agreement [except those obligarions (nat survive
termination of this Agreemenit, which includes the conhdentiality odligations in Section 9] so long as any undisputed
Service Foey doe fron Moyrtaln under thls Agreement remain unpatd.
7. inlrngementingemnification
Anything in this Agreement (o the coniracy noiwithstanging, Deposicor at its own expenye thall delend and hold tron
Mountain fully harmiess againit any clalm o acrion auserted againsi Iron Mountiin [specificaily inchuding costs and .
ressomabile Bilorneys’ fees ssrociated with any such cl3im or action] 10 the enent such daim or action iy based on an
asrertion Ihat Iron Mountain's proper scministration ol (his Agreement Infenges any paient, copyrighi. licenie er other
proprierary right of say third party. -when Iron Mountain has natice of » claim or acrion, it shatl promptly notity Depositar
in welring. At ity option, Deaasitoc may ehery tocontral the defente of 1uch claim o 310N and May elect 1o eniesinlo »
setlement agecement, provided that no such sertlement or defense shall include any admisson or implication of
wrongdoing on the part of kon Mowntain without ren Mountain's prior wiitten consent, which consent shall not be
wnreasonably delayed or wahheld. iron Mountain shall have the right to employ sepaate counsel and participate inthe
deiense of any claim at iy own Lapense.

8. Wiimpotics

L4

14) IRON MOUNTAIN WARRANTS ANY AND ALL SERVICES PROVIDED HEREUNDER SHALL BE PEAFORMED IN A WORKMANLIKE .

MANNER CONSISTENT WITH THE MEASURES IRON MOUNTAIN TAKES TO PROTECT 1TS OWN INFORMATION OF A SIMILAK
HATURE, BUT IN NO CAS[ LESS THAN A REASONABLE LEVEL OF CARL. EXCEPT AS SPECIFIED IN THIS SECTION, ALL
CONDIMOMNS, REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPUED WARAANTICS OR
CONDITIONS OF MERCHAMTABIUTY, FITNISS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, DR ARIUNG FROM A
COURSE OF OEAUNG, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLL
AW, AN AGGRILVED PARTY MUST NOTIEY IRGH MOUNTAIN PROMPTLY UPON LEARNING OF ANY CLAIMER BREACH OF
AMT WAKRANTY AND, TO THE EXTENT ALLOWED BY APPLICABLE LAW, SUCH PARTY'S REMEOY FOR BREACH OF THIS
WAKRANTY SHALL BE SUBJECT TO THE LIMITATION OF LIABIUITY AND CONSEQUENTIAL DAMAGES WAIVER IN THIS
AGREEMFNT, THIS OISCLAIMER AND EXCLUSION SKALL APPLY EVEN IF THE leRESS WAKRANTY AND LIMITED REMIOY
SET FORTH ABOVE FAILS OF IT$ [SSENTIAL PUAPDSE.

|b] Depotitor warrants that st Depositor inlormation provided hereunder b accurate and reliabie and undenakes to

" promptly correct and update such Depositer information during the Term of this Agreement,
tc) Benefidary wartants that all Beneliciary informarion provided hereundee is dccurate and reliable sod undenakes to
! promptly correct and update yuch Baneticisry informarion durlng the Term ol this Agreement.
9. i af .
iron Mauntin shall have the oblgatan 1o implement snd mainiain sefeguards designed 1o protect the confidentlathy of
the Deposit Materipl, Crcept a5 provided in this Agrecment lrgn Mauntain shall not use or distlose the Depost Materisl.
lion Mowkain shall not disclose the termy of this Agreement to any thisd party orher than its Rnancal, technical, o legal
advisors, o¢ iLs administrative suppart service providers. Any such third prarty shall be bound by the same confidentiatity
obligations as Iran Mountaln, I lrgn Mountaln receives 3 subpoena or any other order lorn a court or other judicial
tribunat pertalning 1o the disckayur or refesse of the Depasit Materket, iron Mountaln witl promptly notify the Pardes 10
this A.reemooc unless mhlhh:d by law, ARer notlying the Parties, Iron Moun:ain riay tomply in good (ith wih such
order, I shatl be the respontibility of Depositor or Oenehciary 10 challenge any such order: provided, however, that tion
Mountain does not walve its rights 10 present i1 position with respect 10 any such order. Iron Mountala will cooperate
wilh the Depositor or 8eneficiary. as applicabie, (0 suppon efforts 10 quath or llmit apy suUBPOEna, 3L sLch Parly’s
expente, Any Pacty nquenln; saditional sssistance shak pay lron Mounlam 3 standard chacges o a5 quoted vaon
submission of 4 detailed requeit.
10. [imitation ol Liapiity

EXCEPT FOR: {1} LIABILITY FOR DEATH GR BODILY INJURY; (11} PROVEN GROSS NEGUGENCE OR WILLFUL MISCONDUCT: OR
[11) THE INFRINGEMENT INDEMREFICATION QBUGATIONS OF SECTIOHN T, ALL OTHER LLABILITY RELATED TO ThiS
AGRECMENT, IF ANY, WHETHER ARISING IN CONTRACT, TORT (INCLUDING NEGLIGENCE) OR OTHERWISF, OF ANY PARTY
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11. Lgm

0 THrS AGREEMERT SHALL 0f LEMITED TO THE AMOUNT EQUAL TO ONE YCAR OF FLES'PAID TO RON MOUNTAIN
UNDER THIS AGREEMENT.. IF CLAIM OR LOSS 15 MADE IN RELATION TO 4 SPECIIC BEPOSIY OR DEPDSITS, SUCH LIABILIFY
WLL BE LIMITED TO THE FEES RELATED SPECIFICALLY TO SUCH DEPOSITS.

ntia! Dgm ¢
IN NO EVENT SRALL ANY PARTY TO THIS AGAEEMENT 0 LIABLE TO ANGTHIR PARTY FOR ANY INCIDENTAL, SPECIAL,
PUNITIVE OR CONSEQUENTIAL DAMAGES, LOST PROFITS, ANY COSTS OR [XPENSES FOR THE PROCUREMENT OF
SUBSTIIUIE SERVICCS [EXCLUDING SUBSTITUIE ESCROW SEAVICEIL OR ANY OTHLR INUIKUCT DAMAGES, WHITHLR
ARISING (N CONTRACT, TORT (IRCLUDING NEGLIGENCE) QR OTHERWISE EVEN IF THE POSSIBIITY THEREQF MAY BE
KHOWN IN ADVANCE TO ONC OR MORE PARTIES,

12. Genea)

e
L]

19}

13}

it

(L

»

ti)

fib

{x}

Incgtperation of wWark Reguesty. “an valid Depasitar and Beneficlary Work Requests are incorporaied inlo this Agreement.

Purghasg Qygars. I tha event that the Paying Party irsues a purchaue order or otlher instrument used to pay Service Feey
to Iron Mountain, sy Lerms gnd conditions set forth in the purchase order which consntyte terms and conditions which
are In addirion to those set forth m Lhis Agreement of which estailish conflicting terms and conditions 10 Ihose tet forth
i6 this Agreemant see exprevsly rejected by Iros Mountaln,

Right jo Make Copies. Iron Mountsin shall have the right to make <opies of all Deporil Matetial 2t reasonably necessary
10 perform the Services, tron Mountath shall capy sl copyright, noachiciasure, and other proprictary notices #nd ritles
contained on Depost Material orig any coples made by KO0 Mounisin, Any topying expenies Intred by Iron Mountaln
a3 niesult of 3 Work Reguest 10 copy will be barne by the Parly cequesting the coples  kon Mountsin may scquest
Deposizor's reasonsle cooperation in prompily (opving Depoul Matecialin order for bon Mounidin (0 perform this
Agregment.

Sholce ol Law. The validity, interpretation, and pedoimance of this Agrecment shall be controlied by and consinued
under the laws of the Commonwealih of Massachusens, USA, s if performed whally within Lhe state and without ghving
eHect Lo the princlples of conflicts of laws. )

Authpdied Personly). Deposlior and Beneficiary must each authonre ang dedgnaie one person whose acrians will Tegally
B such Panty [“Authariied Persan” who shall be identificd in the Authorized Person[c) Notices Table Of this Agreement
of suth Pany's legd! representative) and who may manage the iron Mountala escrow account Lhiough the Won Mountain
websile or wnren instruction, The Authorired Person for each the Depositor and Beneficlary will malntain the stouracy
of \theis name and coniggl informatian provided o leon Mountain during the Term of thls Agreement.

Right ig Rely on tagtyyrtions. With respect to release of Deposit Material or the destruction ol Oeposit Matedal, ron
sountain shall rely o instructions from a Pany's Authorited Persosts). tn all other cases, ron Mpuntain may »1in
reRance upon any instructian, Insirument. or signature reasonably belleved by lron Mountain 10 be genuine and lrom an
Auihorized Persanis), officer, of other emplovee af a Party. on Moumain may sssume 1hat such representative of »
Party 1o 1his Agreameny who gives 3ay wriften aotice, request. or imtruction hat the authoriiy 1o U0 10, tron Mouatain
will not be required 1o inguire into Lhe truth of, or evaluale the merit of, gny statement os representation contained in
any noace o documeny reasonably beligved Lo be trom such repeeseniative,

1g1ce Mareyrs, Mo Party shall be lisble for sny detey of Falture in performance due to events outuide the dcfauliing
Pasty's ressonable tontrol, induding withou! Hmitailon ais of God, earthquale, labor disputes. shortoges of supplles,
tlots, war, scts of veeroriyrn, fire, epddemics, or delays of common carriers or other circumstances beyond i redionable
conlrol. The obiganions and rights of the ercused Party shall be exiended on a day-L0-day basis for the time period equal
10 the paiiod of the excusuble delay

Hogices. ‘All notices regardiag Exhiba C (Release of Deposlt Matedal) shall be sent by commenchal express mall or other
commercially appropriate means 1hal provide proingt delivery and require peoal of delivery. All other coneipandence,
In¢luding Invaic e3, payments, and other documents Bnd COMMUNICINons, may be sent efectronically or vis reguisr mall,
The Panies shak have the right [0 rely an the last known addicss o1 the other Partlet, Aay correctly addressed notice co
the lait kaown sddress of the other Parties that is refied on hereln, that is refused, unclaimed, or'undellverable shall be
deened effective 3s of the First date that said natice was refused, unclzimed, or deemed undetiversbie by electronic mail,
the pottal suthorities, or {lvough Mcsenger o comencigiol vapt th delivery service.

NoWaiver. No waiver of any right under thls Agreement by any Party shall constituie 8 subsequent walver of that or any
other right under this Agreement.

Asyignmeat. No assignment of this Agreement by Deposhor or Benehiclary or any righs ar obligatient of Depositor or
Beneficiary under this Agreement is permitt ed withoul the wrltten consent ol lron Mountdin, which shall not be”
URreasonably withheld or delayed. kron Mountain shall have no obligation I perforiing this Agreement (o recognite any
JUCCEIION OF J33ign of Bepositer ar Beneficlary unlesy ron Mountaia receives clear, authorilative bad COnd lutive writ1en
evidence of the thange of Pirtes.

Seveeghllly. In the event any of the termi of this Agreement become of are deciared to be illegal er othenwne
._-nmiuu.bxe by any coun of competent jurisdiction, such teem(s) shal be null and woid sad shall be deemed delered
hom this Agreement, Al remalnling terms of this Agreement shall remain in lull force and effect. 1 (his paragragh
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L

becomes spplicable snd, a3 2 result, the valug of this Agreement iv materially impaired los any Party, a1 determined by
such Pany Inos sole discrerion, then the atfecied Pany may tereminate this Agreement by writlen norice 1o the other
Partles.

Inggpendent Contrasiar Rellignihig. Depoinor snd Beneficiary undentand, acknowludge, and agren that bon
Mauntain's relatonship with Oepositor and Beneflclary will be thai of an independent conteactor and that nothing in thiy
Agraement is Isiended to or should be construed 10 Create & pannenship, joint venture, or emplayment reladonship,

m) Afigraeys Fees. Any casus and fees incurred By ron Mountalinin the periormance of obligations lmpased upen iron:

in)

fe}

L]

{a}

{r

4]

)

Mouniain solety by virtue of its rote a5 escrow Jevice provider inclvding. withowt limitation, compliance with subpaenas,
coun orders, and discovery requests shall, unless sdludped otherwlise, be divided equaty snd pald by Depositor and
BeneMclary. in any 1t or proceeding Delwaan the Partics relating Lo this Agraement, he pievaiing Paay will have the
nght to recover fram Lhe other(s) its costs and reazanable fecs and expenses of attorneys, accountdnts. and other
prolessionals Incurred fn connaction with Ihe suit O procesding, including costs, fees ond mapenies upon sppedl,
separately lrom and in scdition to sny other amount Included in such judgment. This provision It intended 1o be
severdbie from 1he other provisions of this Agreement, and shalt survive and nat be merged into sy tuch Judgment.
Ho Apenty. No Panty has the rght o authority Lo, and shall nGL. sssume o+ Coedts any obligaton of any nature
whatsoever on behall of the olher Parties or bind the other Paries in any respect whitsoever.
Dispyles. Any dispue. difarence or question relating to o 3rising smong #ny of the Parties concerming the conuruction,
meaning, wifact of implementation of this Agreement or the rights or obligations of any Pasiy hereof will be submirted to,
and settled by arbitration by a single srbitsator thasen by the conesponding Regonal Office of the American Arbitration
Associarion in accordance with the Commaercial Rules of the Amarican Arbitration Association, “The Partis shalt ubmit
bnd, of no more than 10 pages and the arbitration hearing shall be limited 10 Lwo {2] days masimum, The arbltrator shall
spoly Massachusenns aw, Unless otherwise agreed by the Parties, arbitration wili Lake place in Boston, Massachuserts,
U.5.A, Any court hiving |unsdiiion over the matter may eoter judgment on the sward of Lhe arbitrator. Service of &
petition 10 confem the arbitration award may be made by regular mall or by commareil express mail, e the attornay lar
the Panty or, il usrepresented. (o the Panty at the last known business address. I however, Depositor of Benahciary
celuse 1o submit 1o arnteation, The matier thall not be subminted (o &bitrarton and lron Mowntsln may submil the matter
10 srry court of competent jurisdicrion for an interpleader or similar action.
Renudatigns. Dencsitor and Beanehiciary are responsible for and warrant, 1o the extent of their indlwdual actians or
omissions, comphiance with afl spplicable laws, rules and regulations, including but ol limited to customs laws; |rnporl
-export and re-1pon laws; and govirnment rquladons of any cauntry from or 1o which the Deposit Materlal may be
delivered 1n accordance with the provisions of this Agreement. With iespect \o Depoiit Material containing personal
Information and data, Ocpasitor sgrees (o 1) procure 21l necessary consents in relatian to persanal information and dita;
and {it] ctherwite comply with att sppiable prvacy and data protection laws 3 they retate to Lthe subject matier of this
Agreement. Nowwilhsianding anything in this Agreement (o the contrasy, il an applicable law o7 ruuhrim exigts or
thould be enacted which is contrary 10 the cbligatons impoied updn kon Mauntain hereunder snd resdis In the
achvities :on:emﬂatcd hereunder untawlul, Depositer and/or Beneficlary will notify lron Mauntain and iren Mountain
wili be relieved of Iy obligations hereunder unless and undl such vieme as such activity perrnltted.
Hg Thirg rmm This Agreement is mate solely for the benefit of Lhe Parties (0 this Agreement and Lhelr resoective
peernirtied successors snd Jysigns, snd a0 othar parson o7 entity shall have or acquire any right by vinue of nis
Agreement unless otherwhe ayeed to by all the Parties hereto.
Enlitg Arcgbmens. The Parties agree that this Agreement, which Includes afl the £xhibits amached herelo and alt valid
Work Requests end $OWs subimitted by the Parries, i the complete sgreement between the Partizs herelo concerning
the subjecl marter of thiy Agreement and replaces any prar of CONLEMPOraNEoUs or il OF WHLEN COMMUNIC RTINS
beiween lhe Parhes. There sre no condinom, undestandiags, 2greements, representations, ar wiirfaaties, expresied or
implred. which ste pot specified hergin. Each of tha Parties hertia represents and warrants that the cvecutlon, delivery,
and performance of this Agreemant has been duly Buthorired and signad by 8 person who maets statviory or other
binding approval 1o sign on behall of its business organitation as named in this Agreement. This Agieement may only be
moditied by mutud] writlen sgreement of all the ParTies.
Caunierpany. This Agreement may be exccuted In any numbrer of counterparts, each of which shaill be an onl.-w Bt adl
ol which tagesher thatl constitule one instrument.
survval. Sections 6 {Term and lermnadonl 7 {inlringement indemnification), & {Warranries), 3 (Confidentdsl
Infoematian), 10 {Umnation of (labilizy), 11 |Consequennal D;muu Walver), and 12 (General) of this Agreement shall
surdve Lermination of 1his Agreement or any Exhibit sttsched heveto.

(balance of thls page left Incentianally bland - signature page followi}
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N WITNESS WHEREQS, the Parties have duty execiaed this Agratment as ol the TRective Date by their autherired repreanisrives:

IRON
st WIELLECTUAL 930-:?:$cm:m. tNC.
Signature Shﬂb MM Signature W A 'd %((/"ﬁ
Pilnt Name |Steve Monigomery Priny Hame m!h [(_ EM
Tule | vica President e | Vico Proaldont, Oporations
Oa1¢ [Marth 31, 2014 | 15:21 PT Dax 3/3:/14
Emall Addrass | imonigumen@ol-vrviami.com tmall Address Ipmc'll-m{b:tvkn@immnhin.m

Provide the name and contacl nformation of 1he Authorised Perscan under this Agreement, All norices will be sentio \he
individual 81 the sddrers 12 forth below.

Depositr Autharlzed Perton/Notices Table
| (pceyicdleformaglpnl 0
Print Name | yrevg Monigameny
Tulr | vigg President
Emall Addvess | 4 try@or-pysigms fom ‘
Lireat Address i HE Green Ok Blvd i
Province/City/State | adingron Teras
Postalftip Code | 76008
Phone Number | 214-213-0)04
Fox Number | §17-325-3539

Provide the name and cont XL information ol the Billing Contact undor [his Agreement. All Involces will be sent (o 1hls inghddusl 3t -
Lhe addresy tet fonh balow, . ‘

plfiing Comact Information Table
'ﬂ‘sﬂl‘ﬂ Inf“mmggl
Peint Name | §rqve Montgomerny
Title | Vice Presdynt
Emall Addresy | ymonigomary®or systemy.com |
Stree) Address | 200) NE Grpen Qats §hed
Provloce/ClryfState | asngion, Teiss
PostalfZip Code | 76006
Phone Humber | 114-212-0304
Fax Number | 2173851919

IRON MOUNTAIN INTELLECTUAL FRON_:I‘I‘Y MANAGEMENT, INC.
Al notites should be sent 10 iomliemscedcgsMirgnmoyniain Lom OR iron Mountain Intellectudl Propery Management, Inc.,
Atta: Cliem Serdces, 2100 Noveross Parkway, Sulle 150, Horcioss, Georgia, 30071, USA. Telephone: 800-375-5662. Factimile:
770-23991m

{oalance of (his page left Intennonally blank - EXHIBITS lollow)
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Exhibit A
Escrow Service Work Request
[“Master Deposlt Account Number | ¢¥/e2 ]

Service - Sarviks ocuﬂau'n - Three-Party Master Dcpomot Irow’ One-Time

Chuch basdet)ve | Service: A(rnmuﬂ Feer

orderwedcs | 4 paevices are brigo Beww, Services s hb0ea ibH1 00y ek Fir every apw
- nuo-mmun- i-nunknnumnmm-nmn ]

Annual PFaying Farty

Corc bow 0
oy U
PavingPany

iCl Setvr ;;; B

Lopnl b
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Exhlbit B
Deposit Material Description
[ compsny Kama | | Depotit Accaunt Number | |
[ Oeposit Name | [ Caposit Verslan | )
{Oeporit Mame will appear in sccount histody regons}
Deposit Medis
Plenss Label A Media with the Depotit Name Provided Above)
Media Type Quantity Medla Type Quinsiy
CO-ROM / VD . 3.57 Hopoy Disk
OLF Tape Dotumentation
OAT Tape - Hard Drive / CPU
Clrevit Board
)
Total Size of Teanamission vof Fliley ¥ ol Folders
{specily in byes)
Electionic Deposit
Other [pleate describe below);

Deposlt Encryption
[Please check either “Yes® o "No” below and complete a3 #ppropriate)

I3 the medsa or sre any of the liles encrypted? D’fﬂm G Mo

il yes. please Inclode any panawords and decryption 1ools descriprion below. Please alio deposit all necesiarny enesyption sohwaie
with this deposn.

Entrypdon tool name | version T
Hardware required
Sofiware requlied

Othier required information

Deposit Certification |Preass chetk the bos below to Certify and Provide your Cantact Information}

L] 1 certity tor Depoanor that the sbove desciibed Depowt L won Mountain hay impecied and sccrpied ihe sbuve
Material hat been transmeted stecironiaally or seal via || descsibed Deposit Matetia) eithar eheeironiCaity of physicathy..
commerchal exprail mad Larrier 10 Won Mountaln 31 the Iron MounLain wik notily Depovitor of sny diucrepancies.
a0dicss below,
Mama Name
Date § QOate
Emall Address
Telephant Numbe:r
fan Number

iron Moumain intelectuny Property Managemen, Ing.
Attn: Vault Administration

2100 Norcress Parkway, Sulte 150

Horernts, GA 00N

Telephone; 800-875 5669

Facsimile: 770.239.9201
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Exhibit €
Release of Deposit Material
[ Master Depostt Accowm Number | ¥Y/aX ]

Irgn Mounrain will use the follownng procedures Lo process dny BeneMeisry Work flequest 10 7eleaie Daposit Mativial. ANl noboes
wndir thiz Cxhibiz € shall be 1ent pursudnt 10 the lerma of Section 1 Hh) Netiges.

Lo Asledag Condiigns.
Deposlior and Benaficlary agree thit a Wark Request {or the teleare of the Deposit Material shall be based tolely on one
or more of the [ollowing conditions (defined s "Release Condidons”):
m Depatitor's breach of the Ktente agreement of other agreement between the Depositor and Beneliclary
regulating the use of the Deposit Material covered under this Agreement; or
0] Faiurn of Ihe Deposltor Lo luncrion as B golng concarn or Operate in the ordinary course; or
(w1} Oepotitor i) subject 10 vohuntary of involuntary bankiupicy.

1. .
A Benchiclary may ubmit 8 Work REQuest 1o ron Mountain to release the Deposit Materlal covered under this
Agreament. 1ron Mouniain will send 3 writlen notice of thi Beneliclary Work Request within five {5} business days to the
Dcpastor’s Aythoriied Peripn.

) In

Feom the date Iron Mountain mails writlen notice,of the Beneficlary Work Request Lo releasa Deposit Material covered
under this Agreement, Oeposiior Authorired Personls) shall have 1en {10} buslness days 1a deliver 10 Hon Mountain
contrary Ingituctions. Conlrary instructions shalt mesn the writlen representation by Deposaor that a Relesse Condition
has not occurred o has been cured (“Coatrary Instructions™). Contrary ivtructions shall be on company ketizrthead and
signed by & Deporitor Authorlzed Pensan. Upon seteipr of Contrary instsucrions, iron Mountaln shtt prompily send 3
topy 16 Benchiciary's Authoriied Person(s). Addidanally, ron Mountsin thall ngiify both Depositer and Benefichary
Authonted Person{s) that there is 8 dpule (o be resolved pursuant o the Disputes provivions o 1his Agreement. ron
Moum aia will continue 10 store Deposl Material without relasse pending {1} jein nairucnans from Depotitor and
Beneliciary with inslructions 10 retease the Deposit Material; o [§) dispute resolution pursuant 10 the Dispui s prowsans
. of this Agreement; o (lil] withdrawal of Contrary Insiruciions from Deposlior’s Authorized Person o legal repr esentative,

or (iv] recelpt af an order from a count of competent juripdicdon,

A, fslere ol Qegopls Materia).
o Iron Mountain does not teceive fmely Contiary lnstructions Iram a Deposnor Authorized Person, ron Mountain is
authorized to reteasa’Oeposh Matesisd 1a 1he Beneficiary o, if more than gne Aeneficiary iy regliilered 10 the deposit, to
rehease a copy of Depost Matesal (o the Beneticiary, iron MounLain s entitled to receive any undlsputed, vnpald Serice
Fees dua 110n Mountain [rom the Parties belore Tulfilling the Work Request to refesst Ceposlt Material covered under
this Agreement. Any Party may cure 8 delaull of pryment of Service Fees.

5. i n 3
This Agreement witl trrmnate upon the release of Deposin Materlal held by iron Mountain. For the avoldance of doubt,
each enrgiment of » Benefiary made by the resoective panfed signing the Benefitiary Enrofiment Farm attiched hereto
03 Lxhibht € comntuies and shall be constrved as 3 1eparate sgreement berween ron Mowntaln, Depajitor and the
signing Beneticury,

6. Righ Ipg A 3
Beneficiary has the right under thit Agreement to use the Depasit Material for the sole purpase of continuiag the benefits
alforded 10 Benaficlary by the License Agreement. Notwithstsnding, the Beneficlary shall not have sccess to the Deposil
mMaterdal unless there is o release of the Deposlt Maternial in accordance with this Agreement. Beneficiary shall be
obiligated 1o malntain Lhe contidentaliny of the seleasnd Depost Materdal,

MIP_D.USAPMY 10,0111 ©2011 ton Mountain Ioiporated A IRON MOUNTAIN' Pags 100l 18 T‘;
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Exhibit O
Auxiliary Deposit Account to Escrow Agreement
N (T Master Deposit AccountHumber | YYf0 T ]
{7 Awxliary Daporit Atcount Humber ] |

{"Drpajitar”), and lron Mountsia Intelieciusl Property Management, inc. {“Iron Mauntain™) have
entered into the above referenced Escrow Agreement (“Agreement”), Puriuind 10 Thal Agreement Beneliciary o Depoiitor may

teeate additional deposil accounts {*Auniiiary Deposit Account”} for the purpore of halding sdditional Deposh Matetialin
separste account which Iron Mountain will malatein separatcly ftorm othae deporit sccounts under thlt Agreement, The new
stcount will be raferenced by (he feliowing name: __{"Depastt Account Name™).

Pursuant t0 the Agreement, Deposiior may submit material (o ba held in this Aunfliary Depotn Account by submitting & propesly
tilled out Erhibit H with the Oepott Malerial Lo Iron Mountsin, For avoudance of coubt, BeneNciary's rights ang obllpnons relative
10 the Depovit Materlal held in any deposit sccount under thls Agreement are governcd by (he eapress Lerms of (he Agreement;
this form does not provide any additiona! rights in 1he Deposh Materlal.

Depositor Autharized Pecsanis) Notices Table
Please provide the name(s) and contact informarion of the ODepositor Authorized Pertonls] for this Deposit Account. it i3 the inent
of the Parties that the indeidual kientilied Delow will act 25 the Authorzed Perton with respect 1o this Depost Account, All
Hotiges witl be sent elccuomc.llly or through rqular mail 1o the appropeiate address 1#1 [onh below. Please complete alt
.. informarion a3 applicable. Incomploue information may result in J defay of processing.
Print pame
Title
Ermall Addresy
Street Address
Province/CliyfState
Poslalf{Zip Code
Phone Number
Fax Number

B-llln; Cuantact Information Table
All invoices (or Deposlt Account Feas will be sent 10 the coniact se fonh below.

Campany Name L
Print Npme N .

Tithe | °

Emall Address
Street Addsessy
ProvincofCiy/State
' postal/Tip Cods
Phont Number,

Fax Number

The undessigned hereby agrees that atl terms and conditions of the dbave referenced Escrow Agreement will govern this Audliary
Deposut ACcount, The termination or expiration of say other deposit account will not atfrer thls aceount.

. IRON MOUNTAIN
DEPOSITOR INTELLECTUAL PROPERTY MANAGEMENT, INC.

Signature Signature
Ptinl Name Print Name
Thle Title
Date Date

Cmall Addreys Emall Address | lpmcllentservicesPlronmountaic.com

- A : os
MIP_D.US/IPM/D.0L11 ©7011 ron Mouritain Incor parated 1RON MOUNTAIN Page 11at1s
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Exhibit £
Benchiciary Enrollment Form

Depayitar and Iron Mountain intellectual Praperiy Management, Inc. {"Iron Mountain™), hereby acknowledge thay

Beneficlary Company Name: 1 the BenaRclary referred 1o in the (icrow Agreament that
supparts Depotht Account Number: wilh lron Mountain a3 the etcrow agent. Baneflclary hereby agreas tobe
bound by #lt provisions of such Agreement. The fast date noted on the signature blocks of this enroltment shall be the LHective
Daty.

Authoracd Personls) Notices Table i
Please prowde (he namels) and contact isformation of the Authorized Person{s) under this Agreement. Please complete al!
information a3 spplicable. Incomplcte information may result in 3 delay of pracetsing. -

DEPOSITOR ) BENEFICIARY
Prlnl Name Print Name
Thtle Tithe
Emadl Address . ) Ermall Address
Stréet Address Street Address
Piovince/Chy/State Province/Clty/State
Postal/2ip Code Postal/Iip Code
Phone Number Phone Number
Fax Number ' Fax Numbaer

. Miiing {oniact Inkormation Table
Flease prowde Ihe mame snd contacs informanon ol the Gailing Contacr under thls Agreament. Al invoices will be sent 10 this ndividual i1 the
address sed {or1h below.

A DEPOSITOR BENEFICLARY
[:] Check Jf some o3 Avthorired Petsen C] Check If same ag Authorlted Person
Company Name Company Name .

Print Name Print Name
Title . Title
Emall Addreas Lmall Addrets
Street Address Street Address
PravincefClyfSiate Provinee/Cityf5tate
Poital/lp Code Poital/Zip Code
Phone Number Phont Number
Fau Numbar Fa1 Humber
Purchase Order # Purchise Ordes 8

!

{
v
;
. L}
A - o3
MIP_D.US/PMN00] 1) ©2011.)ron MouaLaln Incorporated RON MOUNTAIN Page 126115
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Attachment 2 - Escrow Service Agreement

Benehclary £aroliment Form Wark Request

Please check boves to order sevvices and Lo Jdentify the Paying Pany

Service

Service Descrlprion

One-Time
Feus

Annuad
Fees

Paylng Party

Adé Addidonsl’
bt Ioclary

bron Mountain wd (W ¢ Work Requeiy g add 3 new Bevahtury 10 a0
OCTow Seponi] KA0uM In ac(orian(e wih the Agrevmtnd,

L] Owpesicor
ey

Add Adginnsi
Depori Alcowal

ron Mauntn =8 L up one S0 H0N SeB0LL SLOUM 10 IInMgE ind
SEMUIIIIE TP 1 M ok Do Maisrgl That win be arcur ety scoredin
controfled mid vaulty In iTARgancE with 1N ATeament LhaL goneral iy
inital Cepovt dzcount.

$1.080

L) Ceposiiar
) femhcury

D“"ﬂlﬂll‘qﬂl

L MAOunLEN ol TihT 3 Wodk fequart w0 o evide & Tn Lt Des, which
SN 3 CApO ML MeadIblly Bty in, B RIF Iy, B e cuuhcnen

1atte, YRt Gan ouipvts, M Stsurance of compieied depost quisdonnglry,

A Ml tepon, will ba 100l 10 INE Paying Party icLacding the Deposd Miteng!
10 entury (gl ency ebwren Dedoskor s represeiatems e, hinbit g
and Oepenkt Queroornave] ind Haee s Dradut Materil, Orpoth fuil by
peoaded an CD. VDR, or dp ad by FITP.

[ERS ]

wiA

[J Cepatkor
O semetcury

TIAdd ured s -
Lretovy and Anshnh
Tist

eor MAaunisin w il pirtivm b rwdnlory Frit on the il depoull, which
(bl iy Andiysag Saptid medls raddabiity, vt WAL atvitepng Hin
lanihe aian tablen, ahevDhying the Prevercalsmenct oF Bulll wriiiat Bony,
sl Wit nnBying matertah mgieved 1o reciears the Qepoviior's sohware

S 1O it prvarsarment. OUTout Ehades B reDO/E which will Incude butd
ML Tens, hiy i EACAN O LtIes and Vaings, Ln anon, the reporT will
Mt rwonired sohvw st dpveiopmant matenah, Including, without imeation,
l_nolrm Stance Loos Wngudgtt 20 Cama-lans, Wid - oerty Lofwirg.
Eyrariet, 40 phng ryrtemd, 3nd harte Bid, &b wirl aslrgn Moundan
psh of e drootit,

$3.000 or taned
on SOW Y
RO e
(L

(Z

L) Dwpesitor
) Benehcisn

INWITNESS WHERLOF. the Parties hava duly erecuted this Enrolment as of the Eecrive Date by their authornized representanivas:

DEPOSITOR BENEFICIARY
Signature Signature
Print Name Print Name
Title Title
Date Date
Emall Address tmall Address
IRON MOUNTAN
INTELLECTUAL PROPEATY MANAGEMENT, INC.
Sgnature
Prini Name
' Tithe
Date
Emnal Address | Ipmelientservices@Pironmauntaincom
AN notiges to Jron Mountain inrellectual Propesty Management, inc. should be sent 1o ipmglion) e ol in

OR lron fMouniain intellectual Propesty Management, Inc., Attn: Client Servites, 2100 Norcross Parkway, Sulte 150, Narcross,
Georgis, 30071, USA Telephone: 800-875-5669. Facsimile: 770-239-9201

MIP_D.USAPM/10.01.11
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-Exhibit

' ’ £scrow Depesit Questionnairg .

Prrpse wf Questiannvire )
Iss oedier for iron Mountain 1o deicrming the deposia marerial requirements and 1o quoke fees wesocisied with verificalion services. n

pheicd depuiit quesiionndine is requenied. | is i reyponsibility of the escrow dopasitt 10 completc the questionnzire.
{matructinns

Please complese the questionnaite in s emirary by answering every quenion accurmcly. Upon completion, ploase retum the complared
questionnsire w the beneficiary asking for its eamplation. of ¢-mall {110 yow lron Mouniin Account Representative

Al Generwl Deseelption

. Whalis'the genernl function of the soflware 1o be placed into escrow?

2. On what media will the awrce code be delivered?

3. W the deposil is on' mapnetic 1ape media, whot tape format (¢.8. DAT DDS4, OLT $000, LTO:3, ete.) will be used for the
deposin? ,

4. Again if the deposit is on tape, whai operating system and vernon was used to create the cape and what 100ls (either native
08 {e.g. tor, cpiv, ¢1c.) or commercial {¢.g. Backup Exec. NetBackup, ArcServ ¢ic.) were used Lo load the dang: if 2 thied
pany or commwreial software 100l was used, pleasc specily 1he vendur and exaet version of the 1ol wied.

s willthe deposit be in the format of 2 databascieposiiory of any 1ype of Versioning ar Configuration Manogemen Tool
(c.8. Visuul-Soure Saie. Clearcuse, Pésrlorcy, ete.) or will the softwire in the deposit be in 2 tlear lesvnstive file sysicen
format? 13 versioning or CM tool wilt be necessary 18 examine any pars the deposit contents, please spetify the Vendor
and ol and exatt version used,

6. Esibe softwiare deposit tocrypred, including password peotected archives, in any way? 1730, what 106! 2ad version will b
wscd 1o perform the encryplaon end will all aecessany userid's, passwords or cncriplion kevs be provided 10 catrac the
sofiware?

. 7. Whatis the 1ot uneomprawed size of the deposit in inegabyes?
o. Requirements lor the Assembly of the Depashl

). Describe the nature of the souree code in the deposit. {Does the deposit Include interpreicd code, compiled source, ot 3
misture? How o the dilferemt pans of iwe deposit rehanc to €3ch other?) What iypes of source ¢ode makic vp the escrow
deposit{e.g. = CH+, Java, ec)

2. How mony bulld processcs are there?

3. How many wnique build cnvironments are required o assemble the material in the escrow deposit into the deliverbles?

4. What hardwarc Is required for cach build environment 1o compile the software? {including memary, diak space, ¢te.)

(u}

. What operating sy3éms {including versions) are vscd during compitation? [s the salivare exceuted on ony gther operating
sysiemsiversion? .
(b _

6, Mow inany separnie deliveroble componerts {sverusabley, share libwasies, enc,} are buiti?
(c)

7. Whal compilerd/linkers/oiher 100% (brand and version) are aeceasary o bulld the application?
@ : ‘ :

K. Wha, if any, third-pany Nbesrics are used 1o buitd the saftware? Please specify vendor, tool name and exact or minimum
tequlted version. |f mulitple build environmens e requiced please specify for which environment each 100! is required.
(e} . - A

‘ §.  If s dabase of any kind is necessary 10 Suppont tompiletian, is 3 running Instance of the darabase necessdry or 1L patic
iascance conststing of the suatic and shared libearies andfor header liles installed by the dotabese sulficiem w support
compilstion? If nat already identificd above, please provide the vendor and vession of the required danbase,

10. How dong dovs 3 complete build of the saltware 1gke? How much of thal time requires srene form of human Interaction and
how much iy automaed?

#38_DUIAP/10.05.11 02011 1oa Mountsin ncorporsied A IRON MOUNTAIN' Pageaenls pa
11/13/2020
Page 212 of 271

07 Systems Response to RFP 2019-051 Integrated Data Management System for Screening



DocuSign Envelope ID: 4384BB5C-67CA-4A62-ADD1-8DBCB3IETB7DF

DocuSign Envelopa 1D: 218060A0-DB09-4ACB-AFBA-FBBD5CE13EGS

Attachment 2 - Escrow Service Agreement

DocuSagn Enveoon I D1IEF 1CTEEC2-4113-815F-TAS1$4F 540CD

2.

Dues the escrow deposit coniain formal build docuinwntt) duscribing the nteestary sens for build system configuration
sad compilation? .
Heyuiremenis for the Execution of the Sol’ln‘:re Protrcicd by she Deposh

What &€ ihe System Rocghwnee requirements 10 success fully execute the soflware? (memory, disk 1pave, ot J pleass include
any additiynal perdpheral devices thil Moy be mecaatury b tuppert earcet Funcilon ol the sofiware/systom,

What if the minimuen number of machines required 1o campletety sct up 1he sofiusre suflicient w0 supgert funetignal
testing” Whan Operating systems and version arc requircd for vach iachine?

Beyvond the operaiing l}slem.':. what additional third pany software and 10ots are tequined to execulc the cscrowed sollwire
2nd veilly comect operation? Plesse provide vendor and versiuns of 3l third puny wols or librarics required 1o tomplctely
confipure 3 sysem suitahic 10 suppon functionsl wsiing, 1€ mulliple machines are required 16 suppon iesting, please

identily the soflmurc 10 be insislled 10 each machine.

Is » darsbase of any kind cequired 10 support functional iesting onm— software? 1f 5o please provide the vendor and version
required.

IF & database i required, docs the €scrow deposil contuin or can the deposiior provide scripts and backupt/impons
neceIsAry (o create o da13base insance suitable 10 suppon furctional wesing.
Note: 3 atabase containing test dala is 1atiafaclory i support functional weming 5o fuag 38 the data s realisiie.

Including he insiahiauen of any softwale tools required K suppon the funclion of the eserowed sofware, approximarely
how much time is required 10 setup and conligury 3 system suitable 1o suppon fusctional esting?

Approximately how much Lime woutd be required 1o perform a st of limited (515 once 2 165 sysicm is configured?
Daes the escrow deposin contain of can the depositor provide test plans, scripls or procedures Lo faciluate 1esting?

wWith the excoption of any daabase identificd above, e any conneciions to external datd souniey, feeds of sinks r:qulml in
ocder 10 tupport the proper functioning of the snftware wad 10 suppon testing ofihe soﬂu.nc?

D. Teehnical Contact information

| Peuse tist thee appeapelute fechnicsf personis) fran Ahuntaln may canmcd regarding this ser of exceow depesit materlals,

COMPEANY:

SIGNATURE:

FRINT NAME:

ADDHESS (:

ADDRESS L

CITY STATE. ZIP

TELEPHONE!:

EMALL ADDRESS:

'For sddillonal information abowr tron Mownisia Technical Verificatlon Services, please contatt
vour lrgn Mounuin Accoun Represensative )

. MIP_DUSAPM/10.0L.11 ©2011 lron Mountain ncarporated A 1RON MOUNTAINT Page 150! 18 ‘{;
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Escrow Exhibit E
Beneficiary Enrollment Form

Depasitor and Iron Mountain Intellectual Property Management, Inc. {“Iron Mountain”), hereby acknowledge that
Beneficiary Company Name: is the Beneficlary referred to in the Escrow Agreement that supports
Deposit Account Number: 44103-58865__ with Iron Mountain as the escrow agent. Beneficlary hereby agrees 1o
be bound by all provisions of such Agreement. The last date noted on the signature blocks of this enroliment shall
be the Effective Date. '

The Parties acknowledge that the release conditions {“Release Conditions”) set forth in this Exhibit E, with respect
to this enrclling Beneficiary only, shall supersede alt other release conditions set forth in any other agreement -
between Depositor and Iron Mountain. With respect to the enrolling the Beneficidry, the Parties agree to amend
the Agreement as set forth below: '

Release Conditions.
Depositor and Beneficiary agree that a Work Request for the release of the Deposit Material shall be based solely
on one or more of the following conditions {defined as "Release Conditions”}:

¢ the Depositor has made an assignment for the benefit of creditors;

* the Depositor institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind;

* areceiver or similar officer has been appainted to take charge of all or part of the Vendor’s assets; or

» the Depositor or its Subcontractor terminates its mainteénance and operations support Services for the
State for the Software or has ceased supporting and maintaining the Software for the State, whether due
to its ceasing to conduct business generally or otherwise, except in cases where the termination or
cessation is a result of the non-payment or other fault of the State;

¢ Depositor defaults under the Contract; or

e Depositor ceases its on-going business operations or that portion of its business operations relating to the
licensing and maintenance of the Software.

Authorized Personis) Notfces Table
Please provide the name(s) and contact information of the Authorized Person(s} under this Agreement. Please complete all
information as applicable. Incomplete information may resultin a delay of processing.
DEPOSITOR {Required informatign] BENEFICIARY [Required Information)
Print Name | Francaise Mattice ' Print Name | T
Title | President & CFO . Title
Emafl Address | fmattice@oz-systems.com Email Address
Street Address | 2201 E Lamar Blvd, Suite 280 Street Address
City Arlington . T City
State/Province | Texas State/Province
Postal/Zip Code { 76006 Postal/Zip Code
Country | United States Country
Phone Number | (469) 785-9715 Phone Number
Fax Number Fax Number

ns
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.

Billing Contact Information Table

address set forth below.

Please provide the name and contact information of the Billing Contact under this Agreement. All Invoices will be sent to this Individuat at the

DEPOSITOR

BENEFICIARY

[:] Check if same as Authorized Person

OX Check if same as Authorired Person

Company Name

Company Name

Print Name Print Name

Title Title

Email Address E€mail Address
Street Address Street Address
Province/City/State Province/City/State
Postal/Zip Code Postal/Zip Code
Phone Number Phone Number

Fax Number Fax Number

Purchase Order #

Purchase Order #

BALANCE OF TH!S PAGE LEFT INTENTIONALLY BLANK ~ SERVICE DESCRIPTION PAGE FOLLOWS

-}
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Beneficiary Enrollment Form Work Reguest

Please check boxes to order services and to identify the Paying Party

Service

Service Description

Qne-Time
Fees

Annual
Fees

Paying
Party

BJ add additionat
Benefklary

Iron Mountain will fulfill 3 Work Request to add a riew
Beneliclary 1o an escrow deposit azcount in accordance with
the Agreement,

$950

1X) Depositor
]

Benefliciary

L} Add Additional
Depasit Account

Iron Mountatn will set up one additional deposit account 10
manage and administrate access to new Deposit Material thal
will be securely stored in controlled media vaults in
accordance with the Agreement that governs the Initial
Deposit Account.

$1,200

) peposhor

Beneliciary

{_} Add File List Test

{ren Mountain will pedform ane (1) File List Test, which
Includes a Deposit Material media readability analysis, a file
listing, a file classification 1able, virus scan outputs, and
confirmation of the presence or absence of a completed
escrow deposlt questionnaire, A final report will be sent to the
requesting Party regarding the Deposit Material.. Oeposit
must be provided on CD, DVD-R, or depasited electronically. -

$3,000

N/A

L pepasitor
O

Beneficiary

[Cadd Level L -
Inventory and Analysis
Test

Iron Mauntain will perform an Inventory Test on the initial
deposit, which includes Analyzing deposht media readability,
virus scanning, developing file classification tables, identifying
the presence/absence of bulld instructions, and identifying
materials required Lo recreate the Depositor's software
development environment, Qutput includes a report which
willt in¢lude build insteuctions, file classification tables and
listings. In additlon, the report will list required software
development mat‘erlals,'including, without limbtation, required
source code languages and compilers, third-party soltware,
libraries, operatingsystems, and hardware, a5 well 35 Iron
Mountain's analysis of the deposit.

$6,000 or
based an
SOW Il
custam work
required

N/A

L oepasitor
(]

Beneficiary

L Jadd Level 2 -
Deposit Complle Test

Iron Mountain will fulfill 2 Work Request to perform a Deposit
Compile Test, which includes the outputs of the File Listing
Report and the Level 1 - Inventory Test as described above
plus recreating the Depositor’s software development
environment, complling source files and medules, linking
libraries and recroating executable code, pass/fail
determination, creation of comprehensive build instructions
with a final report sent Lo the Paying Party regarding the
Deposit Material. The Paying Party and tron Mountaln will
agree on a custom Statement of Work ("SOW") prior Lo the
start of fulfillment,

Based on
SOW

N/A

[[] oepositor

Beneliciary

Add Level 3 - Binary
Comparlson Test

Iron Mountain will fulfill a Work Request to perform one
Deposii Usability Test - Binary Comparlson which includes a
comparison of the files built from the Deposh Complle Test to
the actual licensed technology on the Beneficlary’s site to
ensure a full match in file size, with a final report sent to the
Requesting Party regarding the Deposit Material, The Paying
Party and Irom Mountain will agree on 3 custom Statement of
Work ("SOW") prior 1o the stact of fulfillment.

Based on
Sow

N/A

J epositor

Beneficlary

[JAdd Level 4 - Ful
Usability Test

fron Mountain will fullill 8 Work Request to perfarm one
Deposit Usability Test - Full Usability which includes a
confirmatlon that the bullt applications work properly when
installed, based on pre-determined Lest scripts provided by
the Parties. A final report will be sent to Lhe Paying Party
regarding the Deposit Materlal, The Paying Party and Irgn

Based on
SOW

N/A

D Depositor

Beneficiary

D3

TF
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Mountain wili agree on a custom Statement of Work ("SOW")
peior 1o the start of fulfiliment.

O Duat Vaulting Jron Mount ain will fulfill 2 Work Request to store and manage N/A $750 . | [ Oepositor
’ a redundant copy of the Deposh Material kn one (1) additional
location. All Deposit Material {original and copﬂ must be Beneficiary
provided by the Depositor.
[ Remote vVaulting Iron Mountain will ulfilt a work Request to store and manage N/A $750 U pepositer
the Deposit Mazerial In a remate Igcation, designated by the
chient, outside of Iron Mountain's primary escrow vaulting Beneliciary

location. All Deposit Material {original and copy) must be
provided by the Oepositor.

. D Custom Contract Custom contracts are subject 10 the Custom Contract Fee, 5900 N/A L] oepositer
Fee which covers the review and processlng of cusiom or
modified contracts. Beneficiary

. BALANCE OF THIS PAGE LEFT INTENTIONALLY BLANK - 5IGNATURE PAGE FOLLOWS

IN WITNESS WHEREOF, lhe Parties have duly executed this Enrollment as of the Effective Date by their authorized

representatives:
DEPOSITOR i BENEFICIARY
Signature Signature
Print Name | Francoise Mattice Print Name
Title | President & CF} Title
Date | November 15, 2019 Date

{RON MOUNTAIN
' INTELLECTUAL PROPERTY MANAGEMENT, INC.

Signature

Print Name
Title
Date

All notices to lron Mountain Intellectual Property Management, Inc. should be sent to

.ipmglientservices@ironmountain.com OR Iron Mountain Intellectual Property Management, Inc., Attn: Client
Services, 6111 Live Qak Pkwy, Norcross, GA 30093, Telephone: 800-875:5669. Facsimile: 770-239-9201

[+
(1
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