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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
GLENCLIFF HOME

Lorl A. Shibinette ) 3193 HIGH STREET, PO BOX 76, GLENCLIFF, NH 03238

Commissioner 603-989-3111 Fax: 603-989-3040

TDD Access: 1-800-735-2964

L. Todd Bickford www.dhhs.nh.gov

Administrator

July 21, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Glencliff Home, to amend an
existing contract with Suzanne Appleton (VC#157633) Hebron, NH .to continue providing
massage therapy services to residents of Glencliff Home, by exercising a contract renewal option
by increasing the price limitation by $5,000 from $9,500 to $14,500 and by extending the
completion date from September 30, 2021 to June 30, 2022 effective October 1, 2021 or upon
Governor and Council approval, whichever is later. 24% General Funds. 76% Other Funds
{Agency). '

The original contract was approved by the Department on June 12, 2020. It was
subsequéntly amended with Department approval on June 28, 2021.

Funds are available in the foliowing account for-State Fiscal Year 2022, with the authority
to adjust encumbrances between stale fiscal years through the Budget Office, if needed and
justified. | ' :

05-95-91-9100-57100000 HEALTH AND HUMAN SERVICES, DEPARTMENT .OF HEALTH
AND HUMAN SERVICES, GLENCLIFF HOME PROFESSIONAL CARE

[State : Increased | .
. Class/ : Job Current | Revised
Fiscal Class Title (Decreased) .
Year Account ' Number | Budget Amount Budget
2021 | 101-500720 | Medical 194000000 $r.250) $0)  $72%0
T i Providers :
2022 101-500729 || Medical 91000000 $2,250. $5,000 $7,250
| Providers 7 |
Total - $9,500 |- $5,000 $14,500
EXPLANATION

The purpose of this request is to continue providing massage therapy services onsite to
Glencliff Home residents as requested by a physician, nurse and/or resident. '

Approximately thirty (30) Glencliff Home residents will receive services on a monthly basis
from October 1, 2021 to June 30, 2022.

The Department of Health and Hiuman Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



His Excellency, Governor Christopher T. Sununu
and the Honerable Council
Page 2 of 2

The Contractor evaluates each resident in terms of health and disease, in order to
determine the most appropriate form of massage therapy treatment. Massage techniques include
Swedish Medical Massage, Shiatsu, Reflexology, Connective Tissue Massage; Amma;
Acupressure; Polarity Therapy and Lymph Drainage.

_ The Contractor will continue providing written documentation to Glencliff staff at the
conclusion of each scheduled visit. Documentation of each visit includes the date and time
worked; the name of the resident; the purpose of the visit; type of technique utilized; and any
observations that may require further assessments or evaluations by other healthcare
professionals. : .

As referenced in Exhibit A, Revisions to Standard Contract Provisions of the original -
contract, the parties have the option to extend the agreement for up to one (1) additional year,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Department is exercising its option to renew services for the
nine (9) remaining months available.

Should the Governor and Council not authorize this request, the residents of Glencliff will
not have access to massage therapy services, which could negatively impact their overall physical
and emotional health.

Area served: Glencliff Home

- The Department will request General Funds in the event that Other Funds are no longer
available and services are still needed. ' .

Heather M. Moquin

Ny Arp—



Independent Contractor Justification Form

1. Describe the services that the individual will perform for your agency.
Perform massage on specified body parts at the request of a physician, nurse and/or resident.

2. Does the agency have State employees that perform the same or similar services? DYes, No

3. Will the Agency exercise authority over the means by which the service is rendered by:
a. Setting work hours.D Yes, |¥|No
b. Setting the work location or providing work space. Yes, o
¢. Training the individual in how the services must be performed.DYes, No
d. Supervising how services are rendered. DYes, Nd
e. Providing tools, materials or office supplies to perform the services.D Yes, Y {No
f. Requiring periodic reports on the individual’s services.ch, o
g. Requiring performance by the contracting individual, rather than allowing subcontractors or
assistants. | v | Yes, DNo

4. Will the individual perform the services exclusively for the agency? ch, DNO

5. Does the individual use their personal social security number rather than employer identification tax number?

D Yes, No

6. Does the individual hold himself or herself out to be in business for himself or herself, including by being
registered with the state as a business and having continuing or recurring business liabilities or obligations?

Yes, [ ]No

7. Will the individual be responsible for satisfactory completion of work and can the agency hold the individual
contractually responsible for failure to complete the work? Yes, DNO

8. Will the Agency have the right to terminate the relationship at any time?Yes, DNO
9. Can the individual terminate the relationship at any time without liability? Yes, DNO

10. Are the services the individual will provide an independently established trade, occupation,
profession, or busincss?Yes, D No. Please Identify

Date initial review by DoP: 06232021  Date final review by DoP: 06/23/2021

Initial Approval MIM_ : Disapproved Final Approval MM _ : Disapproved
. | Digitally signed by Michas) ] .\ Digitatly signed by Michag!
Michael Morantlsfhz‘.!“"" Michael Morantitwersm . _
/ Date: 2021.06.23 15:41:50 0400 {/ Date: 2021.06.23 15:42:03 0400
(Division of Personnel signatory) ) (Division of Personnel signatory)

4
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State of New Hampshire
Department of Health and Human Services
Amendment #2

This Amendment to the Massage Therapy Services contract is by and between the State of New
Hampshire, Department of Health and Human Services {"State” or "Department”) and Suzanne Appleton
("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract") approved by the Department on June 12, 2020, as
amended and approved by the Department on June 28, 2021, the Contractor agreed to perform certain
services based upon the terms and conditions specified in the Contract as amended and in consideration
of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, and Exhibit A, Rewsmns to
Standard Contract Revisions, Subsectlon 1.1, the Contract may be amended upon written agreement of
the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
‘in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2022.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$14,500. '

C
§5-2021-GLENCLIFF-02-MASSA-01-A02 ‘ Suzanne Appleton Contractor Initials
A-5-1.0 Page 1 of 3 Date
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All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health-and Human Services

) DocuSigned by:
7/27/2021 ‘ Hoodher PH. Mogavion

Date Name: Heather M. Moquin

Title: Chief Executive Officer, New Hampshi re Hospital

Suzanne Appleton

DocuSigned by:

7/23/2021 | Swhyanne. dppleton
_zmummrcfru
Date ) Name: Suzanne Appleton
I Title:
Owner
55-2021-GLENCLIFF-02-MASSA-01-A02 Suzanne Appleton

A-5-1.0 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

E DocuSigned hfy: R
7/28/2021 @(é‘”’
DSCASI0FAICJAR

Date _ Narme: Catherine Pinos

Title:  atvorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
" the State of New Hampshire at the Meeting on: (date of meeting) :

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
$8-2021 -GLENCLIFF-02-MASSA-01-A02: Suzanne Appleton

A-5-1.0 Page 3 of 3
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Certificate of Insurance

AMTA Member ID#: 49356 , AMTA Member Classification: PROF
Suzanne 1. Appleton ' .
126 Hobart HillRd - Enrolled Member Effective Date:
Hebron, NH 03241-7303 5/1/2021 to 4/30/2022

Coverage for enrolled member’s business is limited to claims arising from enrolled member’s professional services,
Business Name:  Newfound Therapeutic Massage

Administered By: . Insurance Company:
Healthcare Providers Service Organization Columbia Casualty Company
-Affinity Insurance Services; InC.- A CNA Company

1100 Virginia Drive, Suite 250
Fort Washington, PA 19034

TYPE OF INSURANCE MASTER POLICYNUMBER I LIMITS (per enrolled member)

Professional Liability $2,000,000 each claim/$6,000,000 aggregate
Occurrence Coverage 0289955556 Subject to the Master Policy Aggregate

Coverage is afforded to AMTA Members for a period of 12 monihs concurrent with the Enrolled Member Efiective Date or until
membership is terminated or expires. Student Enrolled ‘membership expires on the last day of the month in which the Student
Enrolled Member graduates. No coverage is afforded to Student Enrolled Members for providing massage therapy services outside
of school sanctioned and directed activities. If the AMTA Master Policy is non-renewed or cancelled, the AMTA Member's coverage
under this policy will terminate upon the expiration of the Enrolled Member Effective Date and will not be renewed. The Master
Policy Aggregate may be reduced by claims paid on behalf of ather ms;ureds

- General Liability . - Good Samaritan Liability

« Products Liability ] - Mafplacement Liability

- Host Liquor Liability - Fire & Water Legal Liability (subject to $100,000 sub fimit)
« Personal Injury Liability

]] COVERAGE EXTENSION LIMITS

« License Protection ' $10,000 per proceeding / $25,000 aggregate
- Defense Expense Benefit $10,000 aggregate ]

- Deposition Representation $2,500 per deposition / $5,000 aggregate

- Assault (excluding Texas) $10,000 per incident / $25,000 aggregate

- Medical Payments $2,000 per person / $100,000 aggregate

- First Aid ‘ $2,500 aggregate

- Information Privacy Coverage (HIPAA) $25,000 aggregate

This material is intended 1o provide a general overview of the products and services offered. Coverage for enrolled member’s business
is limited to claims arising from envolled member's professional services. Only the policy can provide the actual terms, coverage
amounts, conditions and exclusions. Please contact HPSO at 1-888-253-1474 directly for a free copy of the complete policy.

[SHPSO

Healthenre Providers Service Ongmaizatiom ' Rev, 2/2021
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AMTA Coverage

AMTA Members are covered for professnona! services for which the enrolled member is licensed, certified, accredited or
professionally trained to perform as a massage therapisi. Student Enrolled Members are covered only for those services for
which the Student Enrolled Member is professionally trained to perform while engaged in schoal sanctioned and directed
activities. If an enrolled member practices in any jurisdiction which governs massage therapy services, then massage
therapy services means those services for which the enrolled member is licensed, certified, accredited, trained or qualified
to perform within the scope of practice recognized by the governmental regulatory agency responsible for maintaining
the standards of the profession of massage therapy. Professional services also means the enrolled member's massage
therapy services while acting as a member of a formal accreditation, standards review, or similar professional board or
committee, including the directives of such board or committee.

As an AMTA enrolled member covered by the AMTA insurance program, enrofled members are responsible for and
expected at all times to be familiar and current with all laws, regulations, etc. in their state of practuce that govern their
profession as a massage therapist.

" Modality Exclusions
Any-acts, errors or omissions mvolvmg the aCtIVltIES designated below are excluded. This list is subject io review and
change by AMTA.

Colon hydrotherapy, nutritional or dietary counseling, personal training, pilates, religious healing, procedures that
use fire, cupping therapy with use of heat, ear candling, saunas, sun tanning treatments other than topical tanning
lotions or sprays, procedures which penetrate the skin or body cavities either manually or with other methods of
intrusion other than manual soft tissue manipulation of the oral or nasal cavities.

Diagnosis, prescription, or service in the capacity of any other profession or branch of healthcare or medicine
for which a license to practice is required by law including chiropractic, dentistry, dermatology, naprapathy,
naturopathy, nursing, orthopedics, osteopathy, physical therapy, pediatry, psychiatry, psychelogy or psychotherapy.

Additional Information

An AMTA membership card in COﬂjUﬂCthﬂ with this notice should serve as acceptable evidence of insurance to anyone
requesting proof of your professional liability coverage. If you have any additional questions concerning the AMTA
Professional Liability Insurance Plan, please call our insurance administrator, HPSQ, toll-free at 1-888-253-1474, We are
dedicated to giving you the best service possible and thank you for the opportunity to provide this insurance and
membership to you. Please also feel free to call AMTA with questions or comments.

Reporting Claims
Please call HPSO toll-free at 1-888-253-1474 for claim reporting procedures or refer to the AMTA Professional Liability
Benefits Guide.

Additional Insured Requests
Please call HPSO toll-free at 1-888-253-1474 for additional insured requests.

This program is underwritten by Columbia Casualty Company, a CNA company and is offered through the Healthcare
Providers Service Organization Risk Purchasing Group. This material is intended to provide a general overview of the
products and services offered. Only the policy can provide the actual terms, coverage amounts, conditions and exclusions.

H PS O Heafthcare Providers Service Organization (HPSO) is a division of Affinity Insurance Services, Inc., in CA
. ’ (License #0795465). MN and OK. AlS Affinity Insurance Agency and NY, AlS Affinity Insurance Agency.
Healtheare Providens Service Onnizuion
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Newfound Therapeutic Massage

June 15, 2021

Nikki Gauthier

NH Department of Health and Human Services
Brown Building

129 Pleasant Street

Concord, NH 03301-3357

Re: Resume for massage therapy, insurance coverage and massage license

As I mentioned in my email I cannot up load files via my computer right now. The best I can do is to

provide you with my resume which is listed below and my license. I will need to contact AMTA for a
" copy of my insurance coverage.l’ll have to request the Certificate of Good Standing and submit that to

you as soon as 1 get it. | have no idea what a Certificate of Vote/Authority is. Please let me know

where | request that - -

Here is the applicable resume:

1995 to present Owner and sole practitioner of Newfound Therapeutic Massage
Hebron, NH :

1995 to 1998 Massage Therapist at Meredith Healthcare, Meredith NH

1995 to 2015 Treasurer of AMTA-NH chapter

1997 to present Massage Therapist at Glencliff Home

1997 to present Massage Therapist at Waterville Athletic Club, Waterville NH

I hope this gives you everything you needed.

Thank you for your help.

Suzanne Appleton, LMT licenseNo. 799, expires 11/30/22
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Massage Therapy Services contract is by and between the State of New
Hampshire, Department of Health and Human Services ("State" or "Department”) and Suzanne Appleton
("the Contractor”).

WHEREAS, pursuant to an agreement (the "Contract") approved by the Department on June 12, 2020, the
Contractor agreed to perform certain services based upon the terms and conditions specified in the
-Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisioris, Paragraph 17, and Exhibit A, Revisions to
Standard Contract Provisions, Subsection 1.1, the Contract may be amended upon written agreement of
the parties and approval from the Governor and Executive Council; and '

WHEREAS, the parties agree to extend the term of the agreement and increase the price limitation support
continued delivery of these services; and

"NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
| September 30, 2021.
2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$9,500.

&

6/2572021 -

Suzanne Appleton . Contractor Initials
$§8-2021-GLENCLIFF-02-MASSA-01-AQ01 Page 10of 3 Date
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire.
Department of Health and Human Services

. DocuSigned by:
6/28/2021 | Hewther '_m. Mlogarin
Date Name; ned eF M, Moguin

Title: chief Executive officer, New Hampshire Hospital

Suzanne Appleton

DocuSigned by:
6/25/2021 E&L
~——70DDAIBODMARLFC.

Date - Name: Suzanne AppTeton
Title: owner
Suzanne Appleton Amendment #1

$8-2021-GLENCLIFF-02-MASSA-01-A01 Page 2 of 3
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' The preceding Amendment, having been reviewed by this office, is approved as to form, substance,

execution.

6/28/2021

Date

Suzanne Appleton
$8-2021-GLENCLIFF-02-MASSA-01-Al1

\

BUREAU OF CONTRACTS AND PROCUREMENT

DocuSigned by: -

Natihar, Wit

SRIZALL

Name- Nathan white

Title: pirector, Contracts and Procurement

Amendment #1
Page 3of 3

and



e e e e meimis b £ anbiab

DocuSign Envelope I1D: 5F53E482-5568-4B27-01F8-9B442B83B91E0 '

“Subject:_Massage Therepy Services (SS-ZOQ!-Gl;ENCLIFF-ﬂZ-‘M‘ASSA}

-t

Naotics: This agreement and all of its énachments shall become pudlic upon submission 10 Governor md
Exseutive Council for approval, Any information tha is private, confidentis! or proprictery must
be clearly ldentifted to the agency and sgreed to in writing prior to signing the contract.

’ AGREEMENT
 The Stat: of New Hampshire and the Contructor heseby mutually agrec a8 follaws:
_ GENERAL PROVISIONS

1, OENTIFICATION. . . . : .

1.1 State Agency Name ' 12 'Sune Agency Address,

‘New Hempshlire Department orHultH‘ln_d,Hulﬁa;l' Services | 129 Pleasant Street

L Concord, NH 03301-857
{3 CammnorName e ¥ Contretior Addr
Suzanne Appleton e o - [ 126 Hobart' Hill Roed |
. _ | Hebron, NH 03241 e
13 Contractor Phone . | 1.6 Account Mumber - | .7 Completion Dite 18 Price Limiation
105-95-91-91000000- - JW 3° w0n - 1 $2.250

(603) 744-3397 ) 5710-046-0464 ' ' ’

1.9 Contracting Omccr for Biate Agency , TG Sitie Agency Telephons Number

Nathan D. White, Director S T () zn-ﬁs: 1. '

1T Comractor ‘h;;n.:lurc ) " - [ 12. Nlmc nd Yitle of ¢ mlﬂ:ﬂur 51Lr..umy ﬂm

. L ———
T | Dt%/a/zo ‘S‘“,// brue /) /0 in
103 State Azmcy Sigrature B ' I 14 Neme sod Tille: omee Agercy Signatory N
NMMV /ér ,af%_, Date: 6/}’90)1) #‘4}’/\(,- M. /‘1 i LEV

.15 Approval h} t,hc N.H l)epanmcm al r\dm:rﬁstmllon nhris:on of Pwsomet (’q;;u,r yeicabic)

‘/ MM@ Kj Al quz_jf 2000
.16 Appmvn‘byl%ﬁ@g}l’{r";; ;B; :_g?(cc ecution).(if |

mA S *6jijzow |

1.17 Approval by the Governor and Exceutive Council (if applicable)

" Direcior, On:- (

O&C ltem namber: ) G&C Mecting Due:

L P ey —— A - e

Page 1 of 4
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block - 1.3
(*Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Govemor and
Exccutive Council of the State of New Hampshire, if applicable,
. this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
" shall become effective on the date the Agreement is signed by
. the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior o
the Effective Date shall be performed at the sole risk of the
" Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Complehon Date
specified in block 1.7.

4, CONDITIONAL NATURE OF AGREEMENT,
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part..In no event shall the State be liable for any payments
hereunder in excess of such available gppropriated funds. in the
event of a reduction or termination of appropriated funds, the
State shall have the right 10 withhold payment uatil such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are réduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. .

5.1 The contract price, method of payment, and terms of payment
arc identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder; exceed the Price Limitation set.forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. _

6.1 In copnection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also compty with all applicable intellectual
property taws. _

6.2 During the term of this Agreement, the Contracior shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement. ’

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws,

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporalion with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agrcement.  This

‘provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State,

Page 2 of 4

Contractor Initials
Date zia;/zz/
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8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™):
8.1.1 feilure to perform the Services satisfactorily or on
. schedule;
8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor & written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor; ’
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe o the Contractor any damages the State suﬁ'ers by reason of
any Event of Default; and/or
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breachied, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both,
2.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION. '
9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is-exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor * shall, at the State’s discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report (“Termination Report”) describing in
. detail all Services performed, and the contract price eamed, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Repart described in the attached
" EXHIBIT B. In addition, at the State’s discretion, the Contractor
shali, within 15 days of notice of early termination, develop and
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submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, alt studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documems all whether
finished or unfinished.

10.2 All data and eny property wh:ch has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires

* prior written approval of the Siate.

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or

_ other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Contro! shall constitute
assignment. “Change of Controi™ means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor. _

12.2 None of the Services shall be subcontracted by the

" Contractor without prior written notice and consent of the State.

The State is entitled 10 copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement 1o which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) lhe acts or omission of the

Contractor Initials
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be tiable for any costs incurred by the Contractor arising under
this paragraph 3. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14, INSURANCE.

14.1 The Contractor shall, a1 its sole expense, obtain and
continuously maintain in force, and shall require any
" subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of.not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subjeét 1o subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.] herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Depanment of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 'The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The cenificate(s) of insurance and any
renewels thereof shall-be attached and are incorporated herein by
reference.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
- and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Horkers’
Compensation”}.

15.2 To the extent the Contractor is subject to the reqmremenls
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to this
‘Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof; which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers’ Compensation laws in connection with the
performance of the Services under this Agreement.

16, NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by centified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addrcsscs given in
blocks 1.2 and 1.4, herein.

17 AMENDMENT. This Agreement may be amended, waived
or discharged onlty by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18, CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in eccordance with the
laws of the State of New Hampshire, and is binding upon and
inures o the benefit of the panties and their respective successors
and assigns. ‘The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A} and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The paﬁics hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agrccmcnt are
for reference purposes only, and the words contained therein
shall in no way be held 10 explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Apgreement.

22. SPECIAL PROVISIONS. Additional or medifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. Inthe event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining prowsnons of
this Agreement will remain in full force and effect,

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterpants, each of which shail be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandjngs with respect to the subject matter
hereof. ’

Page 4 of 4 .
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Now Hampshire Department of Health and Human Services -~
Massage Therapy Services .

EXHIBIT A

REVISIONS TO STA“DARD CONTRACT PROVISIONS

1. Revlsions to Form P-37, General Provisions

1.1.

1.2,

1.3.

Paragraph 3, Subparagraph 3.1, Effective Date/Completion of Ser\nces is
amended as follows:

3.1. Notwithstanding any provision of this Agreement to the contrary, and

subject to the approval of the Governor and Executive Council of the

"-State of New Hampshire as indicated in block 1.17, this Agreement, and

all obligations of the parties hereunder, shall become effective on July 1,
2020 (“Effective Date").

Paragraph 3, Effective Date/Completion of Services, is amended by adding
subparagraph 3.3 as follows:

3.3. The parties may extend the Agreement for up to one (1) additional year
from the Completion Date, contingent upon satisfactory delivery of
services, available funding, agreement of the parties, and approval of the
Govemor and Executive Council.

Paragraph 12, Assignment/Delegation/Subcontracts, is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual conditions as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors, specifying the work to be performed
and how corrective action shall be managed if the subcontractor's
performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors provided for under this Agreement and notify
the State of any inadeguate subcontractor performance.

§5-2021-Glencliff-02-MASSA-01 Exhitit A - Rewisians lo Standard Contract Provisions Contractor Initials "g
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New Hampshire Department of Health and Human Services
Massage Therapy Services
EXHIBITB

Scope of Services
1. Statement of Work '

1.1.  The Contractor shall provide services in this agreement to residents of Glencliff
Home.

1.2.  Forthe purposes of this agreement, all references to days shall mean business
days.

1.3. For the purposes of this agreeﬁent, all references to business hours shall
mean Monday through Friday from 8 am to 4 pm, excluding state and federal

ho[idays.

1.4. The Contractor shall maintain licensure and insurance as a Massage Therapist
within the State of New Hampshire.

1.5. The Contractor shall provide all equipment and supplies needed to complete
the scope of services.

1.6. The Contractor shall perform massage on specified body parts at the request
of a physician, nurse and/or resident.

1.7.  The Contractor shall evaluate the resident in terms of health and disease in
order to determine the massage techniques to be utilized, which may include,
but are not limited to: '

1.7.1. Swedish medical massage.

1.7.2. Shiatsu.
1.7.3. Connective tissue massage.
1.7.4. Amma,.

1.7.5. Reflexology.
1.7.6. Acupressure.
1.7.7. Polarity therapy.
1.7.8. Lymph drainage.

1.8. The Contractor shall use caution in treating a resident who has any of the
following:

1.8.1. Afeveror cdntagious disease.

1.8.2. A skin rash or unhealed wound.

1.8.3. Weakened bone structure or connective tissue.

1.8.4. Edema due to chronic heart failure of kidney failure.

1.8.5. Decreased sensation, as for example, with diabetes.

1.8.6. Acute phlebitis or deep venous thrombosis. .

Suzanne Appleton Contractor Initials 54
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New Hampshire Department of Health and Human Services
Massage Therapy Services

EXHIBIT B

1.9.

1.10.

-1.8.7. Acute trauma or recent surgery.

The Contractor shall provide services for a minimum of two (2) days a month,
up to six (6) hours a day, as mutually scheduled by the Contractor and Giencliff
Home.

The Contractor shall provide written documentation to Glencliff Home staff at
the conclusion of each scheduled visit. The Contractor shall ensure
documentation includes, but is not limited to:

1.10.1. Date and Time worked.
1.10.2. Name of Resident.
1.10.3. Purpose of visit. '
1.10.4. Type of technique use.

1.10.5. Any observations that may require other healthcare professionals to do

further assessmeants or evaluations:

2. Exhibits Incorporated

2.1

2.2.

23

The Contractor shall use and disclose Protected Health Information in
compliance with the Standards for Privacy of Individually |dentifiable Health
Information (Privacy Rule) (45 CFR Parts 160 and 164) under the Health
Insurance Portability and Accountability Act (HIPAA) of 1996, and in
accordance with the attached Exhibit |, Business Associate Agreement which
has been executed by the parties.

The Contractor shall manage all confidential data related to this Agreement in
accordance with the terms of EXhlbIt K, DHHS Information Security
Requirements.

The Contractor shall comply with all Exhibits D through K, which are attached
hereto and incorporated by reference herein. _

3. Additional Terms

3.1. Impacts Resulting from Court Orders or Legislative Changes
3.1.1. The Contractor agrees that, to the extent future state or federal
legislation or court orders may have an impact on the Services
- described herein, the State has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve
compliance therewith.
3.2. Credits and Copyright Ownership
3.2.1. Alldocuments, notices, press releases, research reports and other
materials prepared during or resulting from the performance of the
services of the Contract shall include the following statement, “The
preparation of this (report, document etc.) was financed under a
Suzanne Applaton Contractor Initials %

$5-2021-Glencliff —02-MASSA-01 Page 2 of 4 Date EJ"



DocuSign Envelope 1D: SF53E482-5566-4837-01F6-5B442B3B91E0

New Hampshire Department of Health and Human Services
Massage Therapy Services

EXHIBITB

Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were availabte or
required, e.g., the United States Department of Health and Human
Services.”

3.2.2. All materials produced or purchased under the contract shall have prior
approval from the Department before printing, production, distribution
or use. ‘

3.2.3. The Department shall retain copyright ownership for any and all
original materials produced, including, but not limited to:

3.2.3.1. Brochures.

3232 ~ Resource directories.
3.2.3.3. Protocols or guidelines.
3.2.34. Posters.

3.2.3.5. Reports.

3.24. The Contractor shall not reproduce any materials produced under the
contract without prior written approval from the Departrnent

4. Records
4.1. The Contractor shall keep records that include, but are not limited to:

4.1.1. Books, records, documents and other electronic or physical data
evidencing and reflecting all costs and other expenses incurred by the
Contractor.in the performance of the' Contract, and all income received
or collected by the Contractor.

4.1.2. All records must be maintained in accordance with accounting -

procedures and practices, which sufficiently and properly reflect all
" such costs and expenses, and which are acceptable to the

Department, and to include, without limitation, all ledgers, books,
records, and original evidence of costs such as purchase requisitions
and orders, vouchers, requisitions for materials, inventories, valuations
of in-kind contributions, labor time cards, payrolls, and other records
requested or required by the Department.

4.2. During the term of this Contract and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and
any of their designated representatives shall have access to all reports and -
records maintained pursuant to the Contract for purposes of audit, examination,
excerpls and transcripts. Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of
the price limitation hereunder, the Contract and all the obligations of the parties

sy

Suzanne Appleton - Contractor Initiats
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New Hampshire Department of Health and Human Services
Massage Therapy Services , ‘ _
EXHIBIT B

hereunder {except such obligations as, by the terms of the Contract are to be
performed after the end of the term of this' Contract and/or survive the
termination of the Contract) shall terminate, provided however, that if, upon
review of the Final Expenditure Report the Department shall disallow any
expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, to deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

Suzanne Appleton . Contractor Initials q

§5-2021-Glendiff ~02-MASSA-01 Page 4 of 4 pate 6/ 320



DocuSign Envelope ID: 5F53E482-5566-4B37-91F6-9844283891E0

New Hampshire Departr'nent' of Health and Humén Services
Massage Therapy Services
' : EXHIBIT C

Payment Terms
1. This Agreement is funded by:
1.1. 25% General funds; and
1.2.  75% Other funds (Agency Funds).

2. The State shall pay the Contractor forty dollars ($40.00) per hour, plus a trip
charge of ten dollars ($10.00) per visit, in an amount not to exceed the Price
Limitation on Form P-37, Block 1.8, for the services provided by the
Contractor pursuant to Exhibit A, Scope of Services.

3. The Contractor shall submit an invoice in a form satisfactory to the State by the
fiteenth (15th) working day of the following month, which identifies and
requests reimbursement for actual hours worked in the prior month. The.
Contractor shall ensure the invoice is completed, dated and returned to the
Department in order to initiate payment.

4. In lieu of hard copies, all invoices may be assigned an electronic signature and
emailed to Glencliff AP@dhhs.nh.gov, or invoices may be mailed to:

Financial Manager
Glencliff Home

PO Box 76
Glencliff, NH 03238

5. The State shall make payment to the Contractor within thlrty (30) days of receipt

‘of each invoice, subsequent to approval of the submitted invoice and if

sufficient funds are available, subject to Paragraph 4 of the General Provisions
Form Number P-37 of this Agreement.

6. The final invoice shall be due to the State no later than forty (40) days after the
centract completion date specified in Form P-37, General Provisions Block 1.7

Completion Date.

7. . The Contractor must providé the services in Exhibit B, Scope of Services, in
compliance with funding requirements.

8. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services.

8. Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in pan, in the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the said services or products have not been

Suzanne Appleton Exnibit ¢ ) Contractor Initials S
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New Hampshire Department of Health and Human Services
Massage Therapy Services

EXHIBIT C
satisfactorily completed in accordance with the terms and conditions of this
agreement.
Suzanne Appleton Exhibit C Contracior Initials §§
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New Hampshire Department of Health and Human Services

Exhibit D

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor.and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definltions.
a. “Breach” shall have the same meanmg as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations,

b. "Buginess Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations,

¢. “Covered Entity” has the meaning given such term in section 160.103 of Tltle 45,
Code of Federal Regulations.

d.. "Desianated Record Set” shall have the same meaning as the term "designated record set”
in 45 CFR Section 164.501.

e. Qgga Aagregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Sectzon 164.501,

f. “Health Care Operations” shall have the same meaning as the term “health care operatlons
in 45 CFR Section 164,501.

g. "HITECH.Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "lndividual® shall have the same meaning as the term-"individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.5_01(9).

j. “Privacy Rule® shall mean the Standards fer Privacy of Individually ldentifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Unned States
Department of Health and Human Services.

k. "Em_tmjg_d_t{_e_a_l_m_lﬂf_o_[m_aﬂg_n shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to. the information created or received by
Business Associate from or on behalf of Covered Entity.

312014 Exhibit O Contractor Initials g‘t
Heasith Insurance Portability Act

Business Associate Agreement : ’ ’
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New Hampshire Department of Health and Human Services

Exhiblt D

(2)

“Required by Law" shall have the same meaning as the term “required by law™in 45 CFR
Section 164.103.

*Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto. '

“Unsecured Protected Health Information” means protected health information that is not

secured by a technology standard that renders protected health information unusabie,
unreadabie, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
institute.

Other Definitions --All terms not otherwise defined herein shall have the meaning
established under 45 C F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Asso Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI} except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
¥ For the proper management and administration of the Business Associate,
. As required by law, pursuant to the terms set forth in paragraph d. below: or
1}, For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent |t has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to.
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

y2014 Exhibit © - Contractor Inltials q
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New Hampshire Department of Health and Human Services

Exhlbit D

(3)

32014

Associate shall refrain from disclosing the PHI until Covered.Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violaticn of
such additional restrictions and shall abide by any additional security safeguards.

The Business Associate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected heaith information and/or any security incident that may have an impact on the
protected heaith information of the Covered Entity.

The Business Associate shall immediately perfarm a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification; _
o The unautherized person used the protected health information or to whom the
disclosure was made;
.o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been -
mitigated. -

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply w1th all sectlons of the Privacy, Security, and
Breach Notification Rule,

Business Associate shall make avallable all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received-by the Business Associate on behalf of Covered Entity to the Secretary for

~ purposes of determining Covered Entity’s compliance with HIPAA and the Privacy and”

Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PH| under the Agreement, to agree in writing to adhere 1o the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

Exhibh D ‘ Contracor Inifiats <
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New Hampshire Department of Health and Human Services

Exhibit D

32014

pursuant te this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard

-gontract provisions (P-37) of this Agreement for the purpose of use and dusclosure of

prolected heaith information,

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement. .

Wwithin ten (10) business days of receiving a written request from Covered Entity,
Businass Associate shall provide access to PHI In a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Enhty for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Coversd Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accountlng of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity fora -
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164 528,

In the event any individual requests access to, amendment of, ar accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to-Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual’s request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten {10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business
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(4)

(6)

(6)

32014

Associate maintains such PHL. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shali certify to
Covered Entity that the PHI has been destrayed.

Obligations of Covered Entity

-Covered Entity shall notify Business Associate of any changes or limitation(s) in its

Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation -
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PH! that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. C

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agresment the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit D. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. if Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

Miscellaneous

Definitions and Requlatory References. All terms used, but not atherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit D,
to a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered Entity
to comply with the changes in the requirements of HIPAA, the Privacy and Security Rule,

-and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
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e. Segregation. If any term or condition of this Exhibit D or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhlibit D are declared severable. - o

f. Sunvival, Provisions in this Exhibit D regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement In section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit D.

Department of Health and Human Services

The State

Mathe tt Mg

r_

'Signamre-pf Authorized Representative
Binphe M Mgps

Slgﬁature of_Authorized Represenfative '

Name of Authorized Refiresentative

N-amé\ of Authorized R-epresentative

CEV |
‘Title of Authorized Represantative ~ Title of Authorized Representative
__ ¥k AL .
Date o Date o " .
</
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A. Definitions
The following terms may be reﬂécted and have the described meaning in this document;

1. “Breach” means the loss of control, compromise, unauthorized disclosure,:
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, " Breach® shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. *"Computer Security Incident” shall have the same meaning “"Computer Security
Incident” in section two {2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. :

3. "Confidential Information” or "Confidential Daia” means all confidentiali information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment. Records, Case Records, Protected Health Information and

" Personally identifiable Information.

Confidential Information also includes any and all information owned or managed by .
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information .(PHI), Personal Information {Pl), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4, “End User" means any person or enfity (e.g., contractor, contractor's employee,
business associate, subcontraclor, other downstream user, etc.) that receives-
DHHS data or derivative data in accordance with the terms of this Contract.

5. *HIPAA® means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denlal of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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" mail, all of which may have the potential 1o put the data at risk. of unauthorized

10.
1.

12.

access, use, disclosure, modification or destruction.

"Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

“Personal Information® (or *PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. :

“Privacy Rule” shall mean the Standards for Privacy of Individually |dentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” (or “PHI')-has the séme meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §

- 160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. '

“Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Heaith Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2.

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, ‘efc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards,

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to conf rm compliance wnth the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is transmitting DHHS data contalmng
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said

. application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

Encrypted Email. End User may only employ email 1o transmit Confidential Data if
email is encrypted and being sent o and being received by email addresses of
persons authorized to recelve such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Oropbox or Google Cloud Storage, to transmit
Confidential Data. .

Ground Mall Service. End User may only transmit Confidential Data via certified ground
mail within the continantal U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open

S&_
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. :

10. SSH File Transfer Protoco!l (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
. be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmit'ting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any -
derivative in whatever form it may exist, unlass, otherwise requnred by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement-shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology; U. S.

. Department of Commerce. The Contractor will document and certify in writing at

time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be joinily
evaluated by the State and Contractor prior to destruction.

Unless otherwise specﬂ" ed, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within. thity (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wuplng

v, PROCEDURES FOR SECURITY

A

Contractor agrees to safeguard the DHHS Data re'ce'ived under this Contract, and any
derivative data or files, as follows:

1.

The Contractor will maintain proper security' controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services. .

The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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10.

1.

V5, Last update 10/09/18 Exnbl E . Contractor Inltials

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Depanment_ confidenttal information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in suppon of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and manitering compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements. -

The Contractor will work with the Department to sign and comply with ail applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as par of
obtaining and maintaining access to any Depariment system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

" If the Department determines the Contractor is a Business Associate pursuant to 45

CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request to complete a System
Management Survey: The purpose of the survey is to enabie the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be compieted
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

st
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidentia! Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for- individually identifiable health
information and as applicable under State law. .

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relfating to vendors.

14. Conftractor. agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State’s Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connact to the State of New Hampshire nstwork.

15. Contractor must‘restr_ict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a.. comply with such safeguards as referenced in Section Y above,
- implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media contammg PHI P, or
PFlare encrypted and password-protected.

d. send emails containing Confidential information only if encrypted and being
sent to and being received by email addresses of persons authorized to .
receive such information,
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limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that.is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above. '

in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

- The Contractor must notify the State's Privacy Officer and Security Officer of any
“Security Incidents and Breaches immediately, at the email addresses provided in

Section Vi.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in.accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will:

1. ldentify Incidents;

2. Determine if personally identifiable information is involved in Incidents:

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37:
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whather Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation

measures.

Incidents and/or Breéches that implicate Pl .must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer;
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer.
DHHSInformationSecurityOffice@dhhs.nh.gov
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