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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
29 HAZEN leVE. CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext. 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Lori A. Shibinette
Commissioner

Patricis M. Tiiley
Director

June 23, 2021

His Excellency, Governor ChnstopherT ‘Sununu : .
and the Honorable Council - . ’

State House :

Concord, New Hampshire 03301

REQUESTED ACTION - i

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive amendment to an existing contract with Qualtrics LLC,
(VC#255208), Provo, UT to provide software to support the NH Expanded Biomonitoring Program
and the Health Professions Data Center by exercising a renewal option by increasing the price
limitation by $80,000 from $60,000 to $150,000 and by extending the completion date from June
30, 2021 to June 30, 2024, effective upon Governor and Council approval. 50% Federal Funds,
50% General Funds. ' '

The original contract was approved by Governor and Council on August 14, 2019, item
#4.

Funds are antncnpated to be,available in State-Fiscal Years 2022, 2023, and 2024, upon
the availability and continued appropnatuon of funds in the future operating budget, with the
authority to adjust budget line items within the price limitation and encumbrances between state
fiscal years through the Budget Office, if needed and justified.

05-96-90-903010-82800000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, Public Health Laboratorles, New
Hampshlre Expanded Biomonitoring Program

State

Current

Increased

FYI?;?I. Accl:::;t Class Tltle ‘ Nt‘ljrzger Budget (Dx‘;zng:"’) g?:gzee?
2020 | 102-500731 C‘;,’:g;"éié” go0s2801 |  $15.000 0|  $15.000
2021 | 102500731 C‘;,’;gg"éié“ 80082801 $15.000 $0|  $15,000
2022 | 102-500731 C%’:gg"&f’ 90082801 $0 $15,000 | - $15,000
2023 | 102-500731 C‘,’,’:g;‘gj:” 90082801 $0 $15,000 |  $15,000 |
2024 | 102-500731 C‘I’,':gg‘g‘ié"' 90082801 $0 $15.000 |  $15,000
Subtotal $30,000 $45,000 $75,000

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for cilizens to achieve heallh and independence.
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05-95-90-901010-79650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBLIC HEALTH

SYSTEMS, POLICY AND PERFORMANCE, RURAL HEALTH AND PRIMARY CARE

State ' Increased
Fiscal | pcioune | ClassTite | yorl. | Budger | (Pocreased) | GUCCH
2020 | 102-500731 Cg;gsosti;m' 90072009 '$15,000 $0|  $15,000
2021 | 102-500731 C‘,’;:g;céiém 90072009 $15,000 $0|  $15,000
2022 | 102-500731 °‘;2},’g°;3,§°’ 90072009 $§ $15000 |  $15,000
2023 | 102-500731 Cg;g;c;i;"r 80072009 $0 $15,000 $15,000
2024 | 102-500731 POPf.:ggacsti ;Of 80072009 - %0 $15,000 |  $15,000
‘Subtotal $30,000 $45000|  $75,000
Total $60,000 $30,000 | $150,000
EXPLANATION

The request is Retroactive because the Department did not have the fully executed

. contract documents in time for Governor and Executive Council approval to prevent the current
contract from expiring. The Department sent the Contractor the Amendment for signature in May
2021, the Contractor has an internal legal review process which has caused delays in the signatory
process.

The purpose of this request is for the Contractor to continue to provide survey software to
the New Hampshire Expanded Biomonitoring Program for the collection of environmental chemical
exposure and demographic information. The information collected using the Contractor's survey
software is used in conjunction with Department testing of specimens (i.e. blood and urine) in order
to ascertain the level and potential source(s) of environmental chemical exposure(s) in NH. These
chemicals include metals such as lead, arsenic, and uranium; pesticides, herbicides, and’
insecticides; per- and polyfluoroalkyl -substances (PFAS); and cotinine, which is a marker for
nicotine exposure. This contract allows for the survey of a large number of participants in a
timeframe that could not be met through individual meetings. The information obtained in the
Expanded Biomonitoring Program is especially useful to evaluating public health policy, allocating
resources, and addressing the chemical exposure risk factors encountered by New Hampshire
residents. :

In addition, the Contractor will continue to provide survey software for the Rural Health
and Primary Care Section's (RHPC) Health Professions Data Center to collect health workforce
data. RHPC developed the Health Professions Data Center to colliect and store key practice and
capacity data from all practicing, licensed healthcare providers in NH. The data is used for
healthcare access planning and workforce assessment purposes and will continue to inform the
following: - <

» Federal shortage designations;
» Recruitment and retention initiatives including loan repayment, scholarships, and
waiver programs,
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¢ The expansion of existing educational and employment trammg programs.; and
e Stronger emergency preparedness.

The State Office of Rural Health (SORH), which falls under RHPC, is required-to collect
workforce data regarding the current and anticipated supply of health care professionals who
make up the state’s primary care workforce and current and anticipated demand for primary care
sarvices in the state in accordance with RSA 126-T. RSA 128-A:5, XVIIl{d) authorizes the SORH
to provide aggregate data and interval reports to be published on the DHHS website. The SORH
is also charged in RSA 126-A:5, XViili(e) to submit a written report to the Speaker of the House
of Representatives, the Senate President, the Governor, and other legislators on primary care
workforce issues determined by the aggregate data collected and analyzed. HB127 of the 2019
Regular Legislative Session amended RSA to require named health professions licensing boards
to adopt rules requiring licensees to complete the Health Professions Surveys during license
renewal, as a condition of licensure and 1o require RHPC to submit annual provider workforce
data reports to the Legislature.

Approximately 2,100 individuals participating in the Expanded Biomonitoring Program will
be surveyed using the secure, HIPAA and NH DOIT-compliant Qualtrics software from February
10, 2021 to June 30, 2024. Many of these individuals will be surveyed multiple times. The data
collected for the Health Professions Data Center supports an array of state workforce planning
and assessment efforts. Having accurate, consistent primary care workforce data supports an
. analysis of primary care capacity that informs shortage designation and strengthens recruitment
and retention initiatives including scholarships, the J-1 Visa Waiver Program, and the NH State
Loan Repayment Program. Health workforce data helps to target available public resources,
inform educational program capacity expansion and empioyment training programs, and equips
NH to prepare for and respond to emergency and disaster situations. Rural Health and Primary
Care uses the collected data to inform the public, the legislature and other stakeholders.
Workforce data reports are released annually for public consumptaon

The Department will monitor contracted services by ensuring:
» All survey responses are securely collected in a web-based tool.
e All survey data can be securely exported for programmatic use.

o Al responses in progress and completed responses are tracked with ab]llty to identify last
completed question for follow-up purposes.

. Response to software issues and problems is tlmely and occurs within five (5) days of
receiving a request or inquiry from the Department.

As referenced in Part 2 — Information Technology Provisions, Section 2, Contract Term of
the original contract, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties and Governor and Council approval. The Department is exercising its option to
renew services for three (3) of the three (3) years available.

Should the Governor and Council not authorize this request the Expanded Biomonitoring
Program would have to cold call participants to arrange appointments call them again to collect
survey data or travel to meet with them in person, and collect results in PDF format for input into
a rudimentary survey software system that would not allow for the complex data collection that is
needed for environmental exposure assessment. This method for capturing scientific data could
result in error due to its manual entry process, lead to many problems with data analysis, and
result in the inability to ask applicable exposure questions. In addition, the Health Professions
Data Center's provider data collection will cease without a survey solution. A lapse in data
collection will result in the inability for Rural Health and Primary Care to meet legislative
requirements.
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Area served: Statewide

Source of Funds: 50% Federal Funds CFDA #93.070, FAIN # NUSSBEH001327; 50%
General Funds

In the event that the Federal Funds becohe no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

o Joburl

Lori A. Shibinette
Commissioner



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov /doit

Denis Goulet
Commissioner

June 23, 2021

Lori A. Shibinette, Commissioner
.Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dcar Commissioner Shibinctte:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to amend a contract with Qualtrics LLC, (VC#255208), Provo, UT as
~ described below and referenced as DolT No. 2019-025A.

The purpose of this agreement is for the Contractor to continue to provide survey softwarc
to the New Hampshire Expanded Biomonitoring Program for the collection of
environmental chemical cxposure and demographic information. The information
collected using the Contractor’s survey software is used in conjunction with Department

' testing of specimens (i.c. blood and urine) in order to ascertain the level and potential
source(s) of environmental chemical exposure(s) in NH. [n addition, the Contractor will
continuc to provide survey software for the Rural Health and Primary Carc Section’s
(RHPC) Health Professions Data Center to collect health workforce data. RHPC developed
the Health Professions Data Center to coliect and store key practice and capacity data from
all practicing, licensed healthcare providers in NH.

The funding amount for this amendment is $90,000, increasing the current contract from
$60,000 to $150,000, and by extending the completion date to Junc 30, 2024 from the
original completion datc of June 30, 2021. This amendment shall become effective
retroactive to July 1, 2021, upon the Govcmor and Executive Council approval through’
June 30, 2024. '

A copy of this letter should accompany the DCpartmcnt of Health and Huiman Services’ submission
to the Governor and Exccutive Council for approvat

Sincerely,
Denis Goulet
DG/kaf
Dol T #2019-025A
RID: N/A

cc: Michael Williams, IT Manager

"tnnovative Technologies Today for New Hampshire's Tomorrow"
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“State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the Survey Services contract is by and between the State of New Hampshire,
Department of Health and Human Services (“State" or "Department”) and Qualtrics, LLC (“the Contractor"}.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 14, 2019, (item #8), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph. 18, and Part 2 -~ information .
Technology Provisions, Section 2 Contract Term, the Contract may be amended upon written agreement
of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Contract Form P-37, Part 1, General Provisions, Block 1.7, Completion Date, to read:

June 30, 2024 ‘

Contract Price, Part 1, Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$150,000 | | -
Modify Part 2 Information Technology Provisions, Section 2 Contract Terms to read:

2. CONTRACT TERM

. The Contract and all obligations of the parties hereunder shall become effective after full execution by
the parties, and the receipt of required governmental approvals, including, but not limited to, Governor
and Executive Council of the State of New Hampshire approval (*Effective Date”).

The Contract shall begin on the Effectlve Date and extend through June 30, 2024.
The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

Modify Part 3 Exhibit A Contract Deliverables, Section d. Statement of Work, Deliverables, Mllestones
and Activities Schedule Table 1 Biomonitoring to read: .

Deliverables, Milestones and Activities Schedule Table 1 Biomonitoring

IACtivity, Deliverable |Projected Price Per |Price Per [Price Per |Price Per Price Per
Deliverable, [Type Delivery Date  [State Fiscal [State State State Fiscal [State Fiscal
or Milestone ’ Year SFY 20[Fiscal Year[Fiscal Year|Year SFY Year SFY 24
‘ ISFY 21 SFY 22 23
Project Included Included |Included |Included Included
Management
Software.  [Written Upon Governor
entitlement/ and Executive
subscription Council Approval )
System Included Included  [Included  (Included Included
- [Training :
System Ongoing included . [Included |included |Included Included
Acceptance .
' $15,000 $15,000  $15,000 15,000 515,000
Subtotal: 375,000

Qualtrics, LLC

§58-2019-DPH5-025-SURVE-01-A01

Page 1 of 5



5. Modify Part 3 Exhibit A Contract Deliverables, Section d. Statement of Wdrk, Deliverables, Milestones

DocuSign Emvelope ID: 026BA5DB-2279-406F-8ABB-E4E 167939603

and Activities Schedule Table 2, Workforce Development to read:

Deliverables, Milestones and Activities Schedule Table 2 Health Professions Data Center

IActivity, Deliverable [Projected Price-Per [Price Per [Price Per [Price Per [Price Per
Deliverable, or[Type Delivery State Fiscal [State State State State Fiscal
Milestone ' Date Year Fiscal YearFiscal YearfFiscal Year{Year
SFY ISFY ISFY SFY ISFY
20 21 22 23 24
Project Included Included  [included  |Included [Included
Management . )
Software Written Upon
entittement/ Governor and
subscription Executive
Council
. - |Approval :
System Included Included  Jincluded  |Included  |Included
Training .
System Included Included [Included |included |Included
Acceptance .
(515,000 515,000 [$15,000 $15,000 [$15,000
: ' Subtotal: 75,000
Total: 150,000

6. Modify Part 3 Exhibit B Price and Payment Schedule, Section 1. Payment Schedule, Subsection 1.1.
Not to Exceed, Deliverables, Milestones and Activities Schedule Table 3, Biomonitoring to read: .

1. PAYMENT SCHEDULE
1.1 Notto E_xceéd

This is a Not to Exceed (NTE) Contract with a maximum contract value indicated in the Contract
Part 1, P-37 General Provisions - Block 1.8 (‘Price Limitation”) for the period between the
Effective Date through the Qate indicated in Part 1, P-37 General Provisions - Block 1.7

(“Completion Date”). The Contractor shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow the Contractor to invoice the State for the
following activities, deliverables, or milestones appearing in the price and payment tables below.

Deliverables, Milestones and Activities Schedule Table 3 Biomonitoring

Qualtrics, LLC

$5-2019-DPHS-025-SURVE-01-A01 Page 2 of 5
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Activity,

Deliverable|Projected Price Per |Price Per [Price Per |Price Per State [Price Per
Deliverable, Type Delivery State State State FiscalFiscal Year State Fiscal
or Milestone ' Date Fiscal Fiscal Y ear ISFY 23 Year '
Year Year SFY 22 SFY 24
SFY 20 [SFY 21 _
Project Included [Included |included  [Included Included
Management . ‘
‘ Software Written  [Upon
entitiement/ Governor and
subscription Executive
Council
Approval
System Training Ongoing Included [Included _ |included Included Included-
System Ongoing Included [Included |included Included Included
Acceptance :
515,000  [$15,000 515,000 $15,000 515,000
' |Subtotal: 375,000

7. Modify Part 3, Exhibit B, Price and Payment Schedule, Section 1. Payment Schedule, Subsection 1.1.
Not to Exceed, Deliverables, Milestones and Activities Schedule Table 4, Workforce Development to
read; ’ :

Deliverables, Milestones and Activities Schedule Table 4 Health Professions Data Center

Price Per |Price Per - [Price Per [Price Per [Price Per
Activity, Deliverable Projected  [State State Fiscal [State State State Fiscal
Deliverable, or T Delivery Fiscal Year|Year SFY 21|Fiscal Fiscal Year[Year SFY 24
Milestone ype Date SFY 20 Year SFY [SFY 23
22
Project Included Included | Included | Included Included
Management
' Upon
Governor and
Software Execulive
entittement/ Council )
subscription - Written Approval :
System Included Included | Included | Included Included
Training QOngoing
System Included Included | Included | Included '| Included
Acceptance Ongoing | .
: $15,000 $15,0000 $15,000; $15,000 $15,000
Subtotal: $75,000
Total: $150,000

Qualtrics, LLC

. $8-2019-DPHS-025-SURVE-01-A01-

Page 30f 5
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All terms and conditions of the Contract not medified by this Amendment #1 remain in full force and effect.
This Amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written betow,

State of New Hampshlre
Department of Health and Human Serwces

: DocuSigned by:
6/24/2021 _ E_qu.;l; M. They
. ’ BABFE3BFSRFDACS...
Date Name: Patricia M, Tilley
Title: Director

Qualtrics, LLC

June 23, 2021 | W “{ CR

Date Name: Mark Creer
Title: Director

Qualtrics, LLC Amendment #1
$8-2019-DPHS-025-SURVE-01-A01 Page 4 of 5
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. -

OFFICE OF THE ATTORNEY GENERAL

- ’ DocuSigned by:
' 6/24/2021 . : [‘ngb“‘g -
- . DSCAD202EJ2C4AE ...

Date Name: catherine Pinos
Title:
Attorney .
| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

'OFFICE OF THE SECRETARY OF STATE

A

Date Name:
Title:
pl
Qualtrics, LLC Amendment #1

55-2019-DPHS-025-SURVE-01-A01 . Page 50of 6



State of New Hampshire
- Department of State

CERTIFICATE

I, William M. Gardner, Sccretary of Statc of the State of New Hampshire, do hercby certify that QUALTRICS LLC is
a Delawarce Limited l;iability Company registered to transact business in New Hampshire on February 03, 2014, | further certify
“that all fees and documents required by the Secrctary of Statels office have been received and is in godd standing as far as this

office m concemned.

" Business 1D: 703955
Centificate Number: 0004557620

IN TESTIMONY WHEREOF,

I hereto set my hand and causc to be affixed
the Scal of the State of New Hampshire,
this 30th day of July A.D. 2019.

4 W

William-M. Gardner

Secretary of State




8/25/2021

Business Information

Business Details

QuickStan

Uonline/Home/)@ Back to Home (fonline)

. Business Name: QUALTRICS LLC
Foreign Limited Liability

Business Type: Company

Business Creation Date: 02/03/2014

Date of Formation in

, Jurisdiction:

Principal Office Address: 333 W River Park Dr, Provo, UT,
84604, USA

02/03/2014

Citizenship / State of

"7 Forei n/Delaware
Formation: g/

Duration: Perpetual

Business Email: tax@qualtrics.com

Business I0; 703955

kS

Business Status: Good Standing

Name in State of

Formation: QUAL.TRICS L

Mailing Address: 333 W River Park Dr, Provo, UT,
84604, USA

-Last Annual
Report Year:

Next Report Year: 2_022

Phone #: 801-374-6682

Fi d .
iscal Year En NONE

Notification Email: tax@qualtrics.com
' _ Date:
Principal Purpose
S.No NAICS Code NAICS Subcode
1 - OTHER/ Software as a service/cloud computing. '

Page 1 of 1, records 1to 1 of 1

https:ﬁquickslart.sos._nh.govlonlinelBusinésshquirefBusinesslnformation?businesle=533864

112



qualtrics,"M

~ Qualtrics International Inc.
333 River Park Dr
Provo UT 84604 .
June2, 2021 ‘ )

RE: Qualtrics Signature Authority

To whom it may concern:

I am the General Counsel and Corporate Secretary of Qualtrics International Inc. (the
“Company’™). [ have been authorized by the Board of Directors of the Company to (1) sign,
execute and deliver contracts on behalf of the Company and each of its subsidiaries and
(2) delegate such authority to other lawyers employed by the Company or its subsidiaries. A truc
and correct extract of the minutes of a mecting of the Board of Dircctors during which such
authorization was granted is attached as Exhibit A hereto.

I hereby delegate such authority to sign, exceute and deliver contracts on behalf of the
Company and its subsidiaries, including Qualtrics, LLC, to the fuli extent pcrmlttcd under such
- authorization, to cach of the following individuals for so long as they remain employed by the
Company or any of its subsidiaries:

* AmyRose

e Chns Brennan

¢ Sydnee Chnistensen
Mark Creer

e Erin Goodsell

¢ Rachael McChrystal

s Trevor McDougal

s Callum Newson:-Brown
e Michael Robertson
¢ Tyler Waltman

. Sarah Humphrey

a8 . e 3 A - + B n

" Should you have any qucshons please do not hesitate to contact me via email at
b]akct@qua]tncs com.

Sincerely yours,

LT —
Btake Tierney D

General Counsel
Qualtrics International Inc.

CONFIDENTIAL



EXHIBIT A

QUALTRICS INTERNATIONAL INC.

MINUTES OF A REGULAR MEETING
OF THE BOARD OF DIRECTORS

DATE:  December 15,2020
TIME: 1:00 p.in. MT
LOCATION: ~ Viavideo conference
DIRECTORS

PRESENT:

DIRECTORS ABSENT: [l
VISITORS PRESENT:

A regular meeting of th‘e.Bbard of Directors (the “Board™).of Qualtrics International Inc.,
a Delaware corporation (the *-‘Carnpdny”), was lield at the above date and time upon notice didy’
given in accordance with the Bylaws of the Compan_f. All participants aftending_via video
conference confirmed they could hear and could be heard by-al] other participants. A quonun was

present throughout. Mr. Tiemey served as secretary-of the meeting.

CONFIDENTIAL



Signing Authority

WHEREAS:

RESOLVED:

RESOLVED:

The Corporation desires to grant to Blake Tiemey, the Vice President,
General Counsel, Chief Compliance Officer and Corporate Secretary
of the Corporation, the authority to execute and.enter into ordary
course contracts and conduet business on behalf of the Corporation and
its subsidiaries.

That Mr. Tierney is hereby authorized and empowered, acting alone, to
sign, execute and deliver any and all ordinary course confracts and
documents on behalf of the Corporation and its subsidiaries, and to do
and take such other actions, including but not limited to the approval
and execution of contracts, purchase orders, amendments, change
orders, invoices and applications for payment, as in his judgment may
be necessary, appropriate or desirable in connection with or related to

the ordinary cowrse of business of the Corporation and its subsidiaries.

That Mr. Tiemey is hereby authorized and empowered, acting alone, to
delegate the signing authority granted to him hereunder to other
attomneys employed by the Corporation or its subsidiaries, such that any
individual to whom Mr. Tiemeéy lias delegated signing authority is
authorized and empowered to sign, execute and deliver such ordinary
conrse contracts and documents on behalf of the Corporation and its
subsidiaries as approved by Mr. Tierney.

CONFIDENTIAL



~ ADJOURNMENT
There ‘being no further business to come before the Board, upon a wiotion duly uiade,
“seconded and unanimously carried, the meeting was adjoumed. .
Blake Tierey -

‘Secretary of the Meeting

CONFIDENTIAL



ACORD CERTIFICATE OF LIABILITY INSURANCE o

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: {f the cerlificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed. If

‘Holder Identifier :

SUBROGATION IS WAIVED, subject 1o the terms and conditions of the policy, certain policies may require an endorsemeni. A statement on this
certificate does not confer rights to the certificate holder in lleu of such endorsement{s}.
PROOUCER . CONTACT
Aon Risk Services Central, Inc. % (8667 2837122 FAX (800) 363-010
philadelphia Pa Office . {A/C. No. Ext): {AC. No.}:
One Liberty Place EMAL
16?0 Market Street ADDAESS:
ggi%:dt?ggia PA, i9103 UsSA . INSURER(S) AFFORDING COVERAGE NAKC #
|msuReo INSURER A: dational uUnion Fire Ins Co of Pittshurgh (19445
SAP A.mer'i;’:‘? Inc , 1) ) . JINSURER B: AlU Insurance Company . 19399
‘;553',,225 cﬁigtgr"ﬁ?ﬂg- INSURER C: New Hampshire Insurance Company 23841
Newtown Square PA 19073 USA WSURERD: XL Insurance America Inc 24554
INSURER E:
INSURER F:
COVERAGES CERTIFICATE NUMBER: 570086915764 REVISION NUMBER:

THIS IS TG GERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS, Limits shown are as requested
R TYPE OF INSURANCE w50 o POLICY NUMBER oo | oy LIMITS
D1 x | commenciaL GERERAL LiABILITY i U5000§911?1L121A " 07‘7&55253} 613751/ 2022] EACH OCCURRENCE $1,000,000)
’ : SIR applies per policy terps con ons [OAAGE TORERTED
| cLamsoe Eoccua . PLISES i sucprenze $100, 000,
MED EXP (Any one parsoa) $5,000
1 ' PERSONAL & ADY INJURY $1,000,000
| GEN'LAGGREQATE LIMIT APPLIES PER: N ‘ GENERAL AGGREGATE $2,000,000
X | POLICY JECT Loc . PRODUCTS - COMP/OP AGG $3,000,000
. | oTHER: \ . PerwAdv Inj SIR $650,000
A . CA 1722408 09/30/2020(09/30/2021( COMDINED SINGLE LIMIT
AUTOMOBILE LIAILITY . E ) $2,000,000
% | ANYauTO BOOILY INJURY { Par parson)
| ownED i%’:.g‘;ULED BODILY iNJURY (Per acckiant}
—] AUTOS ObLY PROPERTY DAMAGE
| {oa ADTOS Oy A (Per accicen)
© | x | vmsrewLatas | x | occun Us00099182L121A 04701/2021{04/01/2022 | EACH OCCURRENCE $5,000,000
™ excess uas | CLAMSMADE S;R applies per policy terps & condifions AGOREGATE $5,000,000
DED | X [RETENTION .
B | WORKERS COMPENSATION AND wC048425978 09/30/2026)05736/2021] 5 | PERSTATUTE [ lggn.
EMPLOYERS' LIABILITY IN 20-21 WC AQS .
B | Seeamtmein extutenr UE [N wia|  |wc048425979 09/30/2020[09/30/2021 &L EACHACGIDENT 31,000,000
(Mandatory in NH) . 20-21 WC CA E.L. DISEASE-EA EMPLOYEE $1,000,000
Ir') -&grpnou "o"lggpemrms balow E.L. DISEASE-POLICY LIMIT $1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS /| VEMICLES (ACOAD 101, Additlonal Remarks Schedule, may be atiached if more space is required}
See’ Addendum. :

570086915764

Cerlificate No :

CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ADOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE
EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN ACCORDANCE WITH THE
POLICY PROVISIONS.
SAP America Inc. AUTHORIZED REPRESENTATIVE

Attn:  Kathleen 0'Donnell
3999 west Chester Pike

Newtown Square PA 19073 USA } % .@Jy . j
9 TRV jgrwia/ 300

-] T AT R AT T

©1988-2015 ACORD CORPORATION. All rights reserved,
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD



o
ACORLD>
—

AGENCY CUSTOMER ID: 10194755

LOC #:

ADDITIONAL REMARKS SCHEDULE

Page _ of _

AGENCY
Aon Risk Services Central, Ing.

POLICY NUMEER
see Certificate Number: 570086915764

CARRIER NAIC CODE

See Certificate Number: 570086915764

MNAMED INSURED

SAP America Inc

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD25 FORM TITLE: Certificate of Liability Insurance

INSURER(S) AFFORDING COVERAGE

NAIC #

INSURER

INSURER

INSURER

INSURER

certificate form for policy limits,

ADDITIONAL POLICIES If @ policy below docs not include limit if\forrl1alion, refer to the corresponding policy on the ACORD

20-21 WC - MA ND OH WA W,

INSK ADDL [supr POLICY NUMBER i bty LIMITS
LR TN I OF INSURANCE inso | wvn o HFFECIIVE | txrieaion -
(MALDLINVYYY) | (SIMDDAYYY)
WORKERS COMPENSATION '
B /A WC048425980 09/30/2020] 09/30,/2021
20-21 wC FL i
C N/A WC048425981 09/30/2020| 09/30/2021

ACORD 101 {2008/01) o

The ACORD name and logo are registered marks of ACORD

© 2008 ACORD CORPORATION, All rights rescrved.,




AGENCY CUSTOMER ID: 10194755

e — - LOC #:

ACORD

— ADDITIONAL REMARKS SCHEDULE page _ of _
AGENCY NAMED INSURED
Aon Risk Services Central, Inc. SAP America Inc ,
POLICY NUMBERA
see Certificate Number: 570086915764
GARRIER i NAIC CODE
see Cervificate Number: 570086915764 EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM 1S A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FOQRM TITLE: Certificate of Liability Insurance
pescription

The Named Insured includes SAP America, Inc. and its subsidiaries and affiliates including, but is not
Timited to the following:

SAP Aamerica, Inc.

saP Global Marketing Inc. .

SAP National Security Services, Inc.

SAP Industries, Inc.

SAP International, Inc.

SAP Labs, LLC

SAP Public Services, Inc.

TomorrowNow, Inc.

ianywhere Solutions, Inc.

Sybase 365, LLC

Sybase, Inc.

Ariba, Inc. -
smartops, Inc. N
KXEN, IncC. :
successFactors, Inc.

h¥bri5 (us) Corporation

Plateau Systems, Inc.

Fieldglass, Inc.

Seewhy, Inc.

Concur Technologies, Inc.

TRX, IncC.

Altiscale, Inc.

Hipmunk, Inc,

Gigya, Inc.

callidus Software, Inc.

Technology Management Associates, Inc.

Apex Expert Solutions, LLC

qualtrics- International, Inc, "

qQualtrics LLC, wilmington, DE, United States

pelighted LLC, wilmington, Delaware, United States .
volume Intégration, Inc., VA, Umited States
Emarsys NA

commercial General Liability:

additional Insured is included when required by written contract and ia accordance with the policy
provisions of the Commercial General Liability policy.

ACORD 101 (2008/01) © 2008 ACORD CORPORATIGN. All rights reserved.
. The ACORD name and logo are registered marks of ACORD
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AGENCY CUSTOMER ID: 10194755
LOC #:

ADDITIONAL REMARKS SCHEDULE ' page _ of _

AGENCY MNAMED INSURED

Aon Risk Services Central, Inc. ) ) SAP America Inc
POLICY NUMBER

see Certificate Number: 570086915764

CARRIER NAIKC CODE
see Certificate Number: 570086915764 . EFFECTIVE DATE

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FORM TITLE: Certificate of Liabllity Insurance
cescription

—
ACCORID
— "

waiver of subrogation is granted when required by written contract (except where not permitted by Taw), in
accordance with the policy provisions of the Commercial Gemeral Liability.

Primar¥_and non contributing status shall apply when required by written contract and)in accordance with
the policy provisions of the Commercial General Liability policy. :

Automobile Liability:

additional Insured is inc]uded.whgn.requirgd by written contract and in accordance with the policy
provisions of the Automobile Liability policy.

waiver of subrogation is granted when required by written contract (except where not permitted by law), in
accordance with the policy provisions of the Automobile Liability policy.

Auto Liability Coverage is pfimary for any liability assumed when required by written contract.

workers' Compensation:

workers' Compensation Policy #wC048425981 includes employer's liability for monopolistic states of ‘North
Dakota, washington, wyoming, Ohio. ‘ .

waiver of Subrogation is granted when required by written contract (except where not permitted by law), in
accordance with the pelicy provisions of the -workers' Compensation policy.

umbrella/Excess Liability:

Please note that because the uUmbrella/Excess policy terms follow the underlying policies, there are no

separate_additional insured, waiver of subrogation and primary and non-contributory endorsements
applicable to this policy.

ACORD 101 (2008/01) © 2008 ACORD CORPORATION. All rights reserved.
The ACGRD name and logo ere reglstered marks 0! ACORD . ¢



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
 603-271-4501  1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Jeflrey A, Meyers
Commissioner

Lisa M. Morris

Direcior
July 26, 2018
His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Harnpshire 03301 \ : '
. REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health, to enter
into a sole source agreement with Qualtrics LLC, Vendor #255208, 333 River Park Drive, Provo, UT
84604, to provide software to supporl the NH Expanded Biomonitoring Program and the Health
Professions Data Center in an amount not to exceed $60,000, effective upon Governor and Executive
Council approval through June 30, 2021. 100% Federal Funds.

Funds to support this request are anticipated to be available in the following accounts in SFY
2020 and SFY 2021, upon the availability and continued appropriation of funds in the future operating
budgets, with authority to adjust amounts within the price limitation and adjust encumbrances between

3

State Fiscal Years through the Budget Office, if needed and justified.

65-9_5-90-903010-82800000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN .
SVS, HHS: DIVISION OF PUBLIC HEALTH, Public Health Laboratories, New Hampshire
Expanded Biomonitoring Program i

?Z;arl Class/Account Class Title Job Number | Total Amount
SFY 2020 | 102-500731 Contracts for Prog-Svc 90082801 $15,000
SFY 2021 102-500731 Contracts for Prog Sve 80082801 $15,000
SR L Sl E N I TR LR o b TR R '

B D ok v R o | S30000
05-95-90-901010-79650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF PUBLIC HEALTH SYSTEMS, POLICY
AND PERFORMANCE, RURAL HEALTH AND PRIMARY CARE

?sef:l Class/Account Class Title Job Number | Total Amount
SFY 2020 | 102-500731 Contracts for Prog Svc 90072009 $15,000
SFY 2021 | 102-500731 Contracts for Prog Svc 90072009 ' $15,000

' Total $30,000




His Excellency, Governor Christopher T, Sununu
. and the Honorable Council
Page 2 of 3

EXPLANATION

" This request is sole source because Qualtrics is nationally recognized by the Association of -
Public Health Laboratories as the gold standard program for data collection and has been thoroughly
vetted for cybersecurity by the State of NH Department of Information Technology. -

The purpose of this request is to provide survey services in two specialized areas; Public Health
Laboratories Biomonitoring and Health Care Workforce Data Collection. -

The Contractor will provide survey-software to the New Hampshire Expanded Biomonitoring
Program for the collection of environmental chemical exposure and demographic information. The
information collected using Qualtrics survey software will be used in conjunction with Departmental
testing of specimens (i.e. blood and urine) in order to ascertain the level and polential source(s) of
environmental chemical exposure(s) in NH. These chemicals include metals such as lead, arsenic, and
uranium; pesticides, herbicides, and insecticides, per- and polyfluoroalkyl substances (PFAS); and
cotinine (a marker for nicotine exposure) to name a few. This contract allows for the survey of a large
number of participants in a timeframe that could not be met through individual meetings. The
information obtained in the Expanded Biomonitoring Program is especially useful to evaluating public
health policy, allocating resources, and addressing the chemical exposure risk factors encountered by
New Hampshire residents. ' ' ' .

Qualtrics services are proprietary. Qualtrics, LLC owns the survey software, which is the core
component of the Health Professions Data Center (HPDC). The survey software allows the HPDC to
collect provider data using customized, electronic surveys, which are implemented through the health
professions licensing boards during license renewal cycles. Rural Health and Primary Care (RHPC)
" selected Qualtrics through a competitive bid process in 2014, being the only vendor that met business
(programmatic/DolT) requirements. HPDC has implemented surveys with multiple health professions
licensing boards, several of which have ongeing renewals throughout the year. In order for the HPDC
to continue operations and to avoid-a lapse in data collection, it is imperative that a Qualtrics contract is
established to continue workforce data collection for the current cycles (7/1/18-6/30-19). HB322 (Laws
of 2017, Chapter 131; RSA 126-A:5, XVIlll(c)) authorizes ‘participating health -professions licensing
boards to adopt rules requiring licensees to complete the HPDC's workforce survey during license
renewal cycles. HB322 requires the program to submit annual workforce reports to the legislature and
without continued, uninterrupted Qualtrics software, this legislative requirement cannot be met.

The Contractor will provide survey software for the NH Section of Rural Health and Primary
Care (RHPC) to establish the health professions surveys and data collection for the Health Professions
Data Center (HPDC). RHPC developed the HPDC to collect and store key practice and capacity data
from all practicing, licensed healthcare providers in NH. The data is.used for healthcare access planning
and workforce assessment purposes and will be used to:

« |dentify federal shortage designations. .

« Strengthened recruitment and retention initiatives including loan repayment,
scholarships, and waiver programs,

The expansion of existing educational and employment training programs; and
Stronger emergency preparedness.

The State Office of Rural Health {SORH), which falls under RHPC, is legislatively charged in

. HB1692 (Laws of 2010, Chapter 114:2) to collect workforce data regarding the current-and anticipated
supply of health care professionals who make up the state's primary care workforce and current and
anticipated demand for primary care services in the state. RSA 126-A:5, XVill(d) authorizes the SORH
to provide aggregate data and interval reports to be published on the DHHS website. The SORH is
also charged in RSA 126-A:5, XViil(e) to submit a written report to the Speaker of the House of
Representatives, the Senate President, the Governor, and other legislators on primary care workforce
issues determined by the aggregate data collected and analyzed. HB322 {2017) authorizes
participating health professions’licensing boards to adopt rules requiring licensees to complete the

’



His Excellency, Governor Christopher T. Sununu
“and the Honorable Council
Page 3of 3

Health Professions Surveys during license renewal. This statute also requires RHPC to submn annual
provider workforce data reports to the legislature.

Survey implementation began in 2015 with the Board of Medicine. The HPDC continues to
expand with the addition of providers through collaboration with their respective health professions
licensing - boards. Currently, the following provider types are being surveyed: physicians, physician
assistants, advanced practice registered nurses, psychologists and licensed alcohol and drug
" counselors, clinical social workers, marriage and family therapists, pastoral psychotherapists, and
mental health counselors. In 2020, the survey will include dentists and registered dental hygienists.

As referenced in Part 2 — Information Technology Provisions, Section 2, Contract Term of this
contract, the Department reserves the option to extend contract services for up to three (3) additional
years, contingent upon satisfactory delivery of services, available funding, agreement of the paities
and approval of the'Governor and Executive Council. :

Should the Governor and' Executive Councit not authorize this request, the Biomonitoring
Program would have to cold call participants to collect survey data, administering the survey verbally
and collecting results in PDF format. This method for capturing scientific data could result in error due
to its manual entry process. Additionally, without the study process being implemented by the vendor,
the cooperative agreement for the CDC grant would expire before all information was properly
“collected. In closing, the Biomonitoring Program would not complete the requirement of the grant and
would very likely not be awarded a successive five (5) year grant in ‘the future, leading the program to
end in August 2019, Additionally, RHPC will be unable to establish an extension to the current contract
by April 10, 2019, the Health Professions Data Center will be stalléd and data collection will cease until
contract approval. A lapse in data collection will result |n the inability for RHPC to meet legislative
requirements, . - :

Area served: Statewide.

Source of Funds: NH Expanded Bnomomtonng Program &Funds Health Professions Data
Center 100% Federal Funds. .

spectfully submitted,

ri(:(;.{Meyers '
Commissioner

The Department of Health and Human Services” Mission ig to join communities and families
in providing opportunilies for citizens lo achieve heolth and independence.



STATE OF NEW HAMPSHIRE . -
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denks Goulet
Commissioner

July31,2019

)

Jeffrey A. Meyers, Commissioner

Department of Health and Human Services

State of New Hampshire : .
129 Plcasant Street . ~ ' .
Concord, NH 03301 -

Dear Commissioner Meyers:

This letter represents formal notification that the. Department of Information Technology (DolT)
has approved your agency’s request (0 enter into a contract with Qualtrics, LLC, Provo, UT as described
below and referenced-as DoIT No. 2019-025.

This is a request to enter into a contract with Qualtrics, LLC, to provide survey services in
two specialized areas; Public Health Laboratories-Biomonitoring and Health-Care
Workforce Data Collection.

The Contractor will provide survey software to the New Hampshire Expanded Biomonitoring
Program for the collection of environmente! chemical exposure and demographic information..
This contract allows for the survey of a large number of participants in a timeframe that could not
be met through individual meetings.

The amount of the contract is not to exceed $60,000.00, and shall bccomé effective upon
the date of Governor and Executive Council approval through June 30, 2021.

A copy of this letter should accompany the Department of Health and Human Services® submission
_ to the Governor and Executive Council for approval.

Sincerely,
<

Denis Goulet

DG/kafick : .
. DolT: 2019-025 _ .

cc: Bruce Smith, iT Manzger, DolT

“nnovative Technologies Todoy for New Hampshire's Tomorrow”




: FORM NUMBER P-37 (version 5/8/15)
Subject: Survey Servic c - 25-DHHS NH Survey Services

Notice: This agreement and all of its anachments shall become public upon submission 1o Governor and
Executive Council for approval. Any information that is private, confidential or proprictary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

- ’ AGREEMENT
The State of New Hampshire and the Contractor heréby mutually agree as follows:
' GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
| NH Department of Health and Human Services 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contracior Name 1.4 Contractor Address

Quasltrics, LLC : 333 W. River Park Drive
) ' Provo UT, 84604
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date L.8 Price Limitation
Number

385-203-4317 05-095-090-903010- 06/30/2021 | $60,000
82800000-102 . .
05-095-090-901010-
79650000-102

1.9 Contracting Officer for State Agency ' 1.10 State Agency Telephone Number
Nathan D. White : 603-271-9631

tractor Signature : 1.12 . Name and Title of Contractor Signatory .

T i

1.13 Acknowledgement: State of Utary -, Countyof (Uit ‘ _ .

On IAt- Jui\f 2019 | before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
provén 10 be the person whose name is signed in block 1.11, and acknowledged that s/he executed this document in the capacity

indicated in block |.12. ' : y
1.13.1 Signature of Notary Public or Justice of the Peace

[Seal] £—

t.13.2 Name and Title of Notary or Justice of the Peace

beas
6’;!/\ Edwl MO’*’“"% PUb'-C—

I/JPa A@)(_Si ture / ) %%f tate Agencéy Signatory
”{?U‘)( @ X Date: 7/ 26 /19 : d—-.r {l"g?&’fgmﬂ%PHb

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if abplicabl&))

ERIN NICOLE ROTTEAR
Notary Pudlic, Siate of Uhah
Commission # 666033
My Commissian Expires On

a F. ¥
AUGURTUTEVETT

By: C. Director, On:

1.17 Approva@e Attorney General (Form, Substance and Execution)-{if applicable)

MWI/ZMZ{L o 8fifig

1.18 Approval by the Governor and Executive Council (ifapplicable)

By:

By: ' ! On:
Page | of 5
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block I.1 (“State”), engages
contractor identified in block 1.3 (“Contractor™) to perform,
and the Contractor shalt perform, the work or sale of goods, or
both, identified and more particutarly described in the artached
EXHIBIT A which is incorporated herein by reference
(“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated-in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on-the date the
Agreement is signed by the State Agency as shown in block
I.14 (“Effective Date™).

3.2 If the Conmactor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shal! have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other accoun
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. .

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 3 of 5

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithsianding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
mace hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. .

6.1 In connection with the performance of the Services, the
Contracior shall comply with all statutes, la'ws, regulations,
and orders of federa), state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited 1o, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication

- disabilities, including vision, hearing and speech, can

communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

'6.2 During the term of this Agreement, the Contractor shall
not discriminate against empioyees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue t0
imptement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.,

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws. '

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services 1o hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Initials (&
Date ] (L.



Agrecment. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, o his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(*Event of Default™):

8.1.1 failure to perform 1he Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any olher covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Defauly, the State
may take any one, or more, or ail, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or-lesser specification of time, thirty (30}
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination,
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue 10 the Contractor during the
peried from the date of such notice until such time as the State
determincs that the Contractor has cured the Event of Default
- shall never be paid to the Contractor,

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and’ pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERYATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or'upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page 4 of 5.

10. TERMINATION. I[n the event of an ¢arly termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price eamed, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the artached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contracior nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
ar other emoluments provided by the State to its cmployecs.

_12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

The Contractar shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its ofTicers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithsianding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14. INSURANCE.

14,1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee 1o obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shalt
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of =
Insurance, and issued by insurers licensed in the State of New
Hampshire. :

Contractor Initials N\Q—\
Date



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall glso fumnish to the Contracting Officer
identificd in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this

. Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his

-or her successor, no less than thirty (30) days prior written

" notice of cancellation or modification of the policy.

15. WORKERS® COMPENSATION,

15.1 By signing this agreement, the Contractor agrecs,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers’ Compensation”).,

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee (o secure
and maintain, payment of Workers’ Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers® Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and 2!l of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hercto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governorand
Executive Council of the State of New Hampshire unless no
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such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance. with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and théir respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The pan{cs hereto do not intend to
benefit any third partics and this Agreement shall not be
construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify,-amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement. ~

22. SPECIAL PROVISIONS. Additional provisions set
forth in the artached EXHIBIT C are incorporated herein by
reference. .

23, SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary 1o any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT, This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding berween the parties, and supersedes atl prior
Agreements and understandings relating hereto.

i

Contractor Initials !V\ & .

Date



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES .
. CONTRACT 2019-025
PART 2. INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
' Contract Cover Sheet

Name of Agency/Division: .

Confract Number/Name:

Contract Purpose:

Name of Venddr: . Who Negotiated the Contract:
Amount of Contract: ' Funding Source:
Term of Contract. ' Is this an amendment?

Competitive Bid Process: (Explain if “No")

Background Information:

Speclal Concerns:

Amendment History (if applicable):

Submitted By: » - Current Date:

Phone: - Emall:

2019-025 IT Provisions — Part 2 Page 1 of 28
Contractor Initials:___

Date: 1LY (9




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 2- INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS
TERMS AND DEFINITIONS rreeversessetecsssesssssoe ssssesssesesesessssasssssssssssessasssssessssassesssssseesessesnes 3
1. CONTRACT DOCUMENTS ..covmimrrmreermsimssssrsersssssesssssestssisiessessssassssssssssassasis isstesssiossonsnss 11
2. CONTRACT TERM ..coooeosesmsssssssssessssssssssssssssessessssses S e 12
3.  COMPENSATION ...cccooorens eoreeresesesesesseo s oSSR AR R AR RA RS 4 R SRR 00 12
8. CONTRACT MANAGEMENT ....coovcrvminsimsssgomssscmesrsesssssssnsssssssssss S 12
5.  DELIVERABLES...ccomeen eeeeessee et oo sesss st ssssssessssnsssessassssssssoseesenios 15
6.  SOFTWARE w.cormmresrnosssmssmsssmmsmmsmesmenisessasosssssssssssssse et RS ES 16
T SERVICES wooororereosmsssisssssssssssssesssssss e e s b s s s s s 17
8.  WORK PLAN DELIVERABLE w..ovvoovooressssussercersssmsnssessosssssssssssississosssssssessssseissssssssssens 17
9. CHANGE ORDERS ....ocvvrmimissesessmussammimmsnssisissssmmsssssssostas st iasesssss et iosssatessasssseatsssssssssasssssassss 17
10. INTELLECTUAL PROPERTY ..oococoiiemnisssasssssessssrississississssssssestissasssssnsssassissssssasssstsissss 17
11. USE OF STATE'S INFORMATION, CONFIDENTIALITY ...coccoronnnes S 18
12.  LIMITATION OF LIABILITY coovrorrreririn OO 19
13. TERMINATION....ooconmrrmns et e en s R e AR AR AR R RERERES 20
14, CHANGE OF OWNERSHIP ..cooocrr ottt 23
15. . ASSIGNMENT, DELEGATION AND SUBCONTRACTS wc.ccccvnanmmvomssmsrmsmsisisssssssrpsesssis 23
16.  REQUIRED WORK PROCEDURES.......cormemuririsrisesisssmsessensmssssassssssisssiss oo N/A
17.  SAAS SPECIFIC TERMS AND CONDITIONS  ..ceecucrervinnieirsicsensasasssmenne 36
2019-025 IT Provisions — Part2  Page 20 28

Contractor [nitials:

Date: _ 1M {9




STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES
CONTRACT 2019-025

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

“The following general contracting terms and definitions apply except as specifically noted clsewhere

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceptance
Test.or Review.
Acceptance Letter An Acceptance Lefter provides notice from the Statc that a
. Deliverable has satisfied Acceptance Tests or Review.
Acceptance Period The timeframe during which the Acceptance Test is performed
Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by

the State that describes at a minimum, the specific Acceptance
process, criterig, and Schedule for Delwerables

Acceptance Test and Review

Tests performed to determine that no Defects exist in the appllcauon
Software or the System

Access Control Supports the management of permissions for logging onto a
computer or network '

| Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back of
a document

Audit Trail Capture and Supports the identification and momtonng of activities within an

Analysis application or system

Authorized Persons The Contractor’s employees, contractors, subcontractors or other
agents who need to access the State’s personal data to enable the
Contractor to perform the services required.

Certification The Vendor’s written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptancc
Testing or Review.

Change Order Formal documentation prepared for a proposed change in the

Specifications.

Completion Date

End date for the Contract

Confidential Information

Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract

This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

Part |, 2, and 3. - The documentation consisting of both the General
Prowsuons and the Exhibits which represents the understanding and

“acceptance of the reciprocal legal rights and duties of the parties with

respect to the Scope of Work

- 2019-025 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES |
CONTRACT 2019-025

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Conclusion -

Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default,

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall- include but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See‘ Section 4: Coniract
Management) '

Contract Price -

The total, not to exceed amount to be patd by the State to the
Contractor for product and. services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-37).

Contractor

The Vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Contracted Vendor/Vendor

The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to & form that can
be used by the new System.

Cure Period

The thirty (30) day peried following written notification of a default
within which a contracted vendor must cure the default identified.
Custom Code Code developed by the Vendor specifically for this project for the

State of New Hampshire

Custom Software

Software developed by the Vendor specifi cally for this Project for the
State of New Hampshire

Deficiencies/Defects

Data State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

Data Breach The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of a the State's unencrypted non-public -
data.

DBA Database Administrator.
A failure, deficiency or defect in a Deliverable resulting in a

Deliverable, the Software, or the System not conforming to its
Specifications.

Class A Deficlency — Software - Critical, does not allow System to
operate, no work around, demands immediate action, Written
Documentation - missing significant portions of information or

2019-025'IT Provisions — Part 2
Contractor Initials: Mﬁ
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

unintelligible to State; Non Sofnvare - Services were inadequate and
require re-performance of the Service,

Class B Deficiency - Sofrware: - important, does not stop operation
and/or there is a work around and user can perform tasks; Writren
Documenation - portions of information are missing but not.enough
to meke the document unintelligible; Non Sofrware - Services were
deficient, require reworking, but do not require re-performance of the
Service.

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System,
Written Documeniation - minimal changes required and of minor
editing nature; Non Sofrware - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
State or under the terms of a Contract requirement.

Department of Information
Technology (DolT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature

Certification that guarantees the unaltered state of a file, also known
as “code signing.”

Effective Date

The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Counc:l of the
State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for security purposes

.Enhancements

Updates, additions, modifications to, and new releases for the

| Software, and all changes to the Documentation as a result of

Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.., adjustment on the basis of the Vendor's cost experience-
in performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rcntals car mileage, and
out of pocket expenses

Governor and Executive Council

The New Hampshire Governor and Executive Council.

Identification and
Authentication

Supports obtaining information about those parties attempting to log
on to a system or application for security purposes and the validation
of those users

‘| Implementation

The process for making the System fully operational for processing
the Data. ..

'201.9-025 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

-SURVEY SERVICES
‘CONTRACT 2019-025

PART 2- INFORMAT]ON TECHNOLOGY PROVISIONS

Implementation Pian

—_

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technica! procedures.

Information Technology (IT)

Refers to the, tools and processes used for the gathering, storing,
rna.nlpulatmg, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications mects the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
etc.

Intrusion Detection

Supports the detection of illegal entrance’into a computer system '

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personne) identified by the State and by the Contractor as essential
to work on the Project.

Licensee The State of New Hampshire

Non Exclusive Contract

K

A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information

Data, other than personal data, that is not SLIb_]CCl to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is
exempt by statute, ordinance or administrative rule from access by
the general public as public information.

Non-Software Deliverables

Deliverables that are nol Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Norma! Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4" Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contract. Manager's written direction 10 the Vendor to
begin work on the Contract on a given date and time

QOpen Data Formats

A data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
' ‘ Software as defined in RSA 21-R:10 and RSA 21-R:1 1.
Open Standards Specifications' for the encoding and transfer of computer data
: that is defined in RSA 21-R:10 and RSA 21-R:13. .
Operating System System is fully functional, alt Data has been loaded into the System,

- is available for use by the State in its daily operations.

i
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.~ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES
CONTRACT 2019-025

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Operational .| The System is operatmg and fully functional, all Data has been
- loaded; thé System is available for use by the State in its daily

operations, and the State has issued an Acceptance Letter.
Order of Precedence The order in which Contract/Documents control in the event of a

“conflict or ambiguity. A term or condition in a document controls

over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence

Personal Data

Data that includes information relating to a person that identifies the
person by name and has any of the following personally identifiable
information (P[1): government-issued identification numbers {e.g.,
Social Security, driver’s license, passport); financial account
information, including account number, credit or debit card
numbers; or protected health information (PHI) relating to a person.

Project

The planhed undentaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms reguired
such that the Services are procured in accordance with the Work Plan
on time, on budget and to the required specifications and quality

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers

The persons identified who shall function as the State’s and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Staff

State personnel assigned to work with the Vendor on the Project

Proposal

The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health Information
(PHI)

Individually identifiable health information transmitted. by
electronic media, maintained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a}4)(B){(iv) and employment
records held by a covered entity in its role as employer. -

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance
.| Review Period The period set for review of a Deliverable. If none is specified, then
- the Review Period is five (8) business days.
RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional

requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

2019-025 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURYEY SERVYICES

CONTRACT 2019-025
PART 2 - lNFORMATION TECHNOLOGY PROVISIONS

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule

The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Service Level Agreement (SLA)

A signed agreement between both the State and the Contractor that
is subject to the terms and conditions in this document that unless
otherwise agreed to includes (1) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification of
roles and responsibilities, (4) security responsibilities and notice
requirements, (5) how disputes are discovered and addressed, and
(6) any remedies for performance failures.

Service

The work or labor to be performed by the Vendor on the Project as
described in the Contract. -

the Contractor

The vendor and its employees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Softwatre

All custom Software and COTS Software prowded by the Vendor
under the Contract

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure, The applications are
accessible from various client devices through a thin-client interface
such as a Web browser (e.g., Web-based email) or a program
interface. The State does not manage or control the underlying
cloud infrastructure inciuding network, servers, operating systems,
storage or even individual application capabllutles with the possible
exception of limited user-specific application configuration settings.

Software Deliverables

Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response to this RFP.

Specifications

The written provisions that set forth the requirements which include,
without limitation, the Contract, any performance standards,
Documentation, applicable State and federal policies, laws and
regulations, State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements described in
the Contract Documents. The Specifications are, by this reference,
made a part of the Contract as though completely set forth herein.

State

STATE is defined as:

State of New Hampshire -

Department of Health and Human Servncs (DHHS)
129 Pleasant Street

Concord, NH 03301

2019-025 IT Provisions — Part 2
Contractor Initials:

Date: {14/ f?l

Page 8 of 28




STATE OF NEW HAMPSHIRE
"DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES
CONTRACT 2019-025

PART 2- -INFORMATION TECHNOLOGY PROVISIONS

Reference to the term “State” shall include applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results thal the Vendor
remains responsible and accountable for achieving.

State’s Confidential Records

State’s information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,

including but not limited to RSA Chapter 91-A

State Data

For SaaS applications means all data created or in any way

.originating with the State, and all data that is the output of computer-

processing of or other electronic manipulation of any data that was
created by or in any way originated with the State, whether such data
or output is stored on the State’s hardware, the Contractor’s hardware.
or exists in any system owned, maintained or otherw:se controlied
by the State or by the Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1* through
June 30% of the following calendar year

State Identified Contact

The person or persons designated in writing by the State 10 recewe
security incident or breach notification.

State's Project Manager (PM)

State’s representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP)

Subcontractor

A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under & separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or

- specifies technical requirements. [t must be: (1) consistent with

Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code -
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts -
and reports for the test results as well as a tracking mechamsm

Term Period of the Contract from the Effective Date through termination.

Transition Services

Services and support provided when Contractor is supporting System
changes.

2019-025 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURYEY SERVICES
CONTRACT 2019-025

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

UAT

User Acceptance Test
= A

Unit Test -

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management

" Supports the administration of computer, application and network

accounts within an organization

Vendor/ Contracted YVendor

The-Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

VYerification

Supports the confirmation of authority to enter a computer system,
application or network

Walk Through

A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State' Project
Manager. .

Work Plan

The overall plan of activities for the Project created in accordance

with the Contract. The plan and delineation of tasks, activities and

events to be performed and Deliverables to be produced under the

Project as specified in Appendix C. The Work Plan shall include a

detailed description of the Schedule, tasks/activities, Deliverables,

critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format,

2019-025 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE

.

DEPARTMENT OF HEALTH AND HUMAN SERV]CES

SURVEY SERVICES
CONTRACT 2019-025

PART 2- INFORMATION TECHNOLOGY PROVISIONS

This Contract is by and between the State of New Hampshire, acling through New Hampshire Department
of Health and Human Services (“State™), and Qualtrics, LLC, a Delaware limited liability company,
(“Contractor”), having its principal place of business at 333 W. River Park Dr., Provo, UT 84604, to procure
_Software as a Service to include ongoing administration, management, hosting, technical support, and
maintenance, of a secure, authenticated, web-based survey tool to be used by the State to track, manage,

INTRODUCTION

and analyze resident and health care provider data.

Whereas the State desires to have the Contractor provide a secure, authenticated, web-based survey
tool to be used by the State to track, manage and analyze data from New.Hampshire residents and

RECITALS

health care providers, and associated Services for the State;

Whereas the Contractor wishes 1o provide a secure, authenticated, web-based survey tool to be used by
the State 10 track, manage and analyze data from New Hampshire residents and health care providers, and

associated Services for the State,

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2019-025) is comprised of the following documents:

A. Part | - Form P-37 General Provision

B. Part2-
C. Part3-

Information Technology Provisions

Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule

Exhibit C- Special Provisions

Exhibit D- Administrative Services

Exhibit E- Implementation Services (Not Applicable)

Exhibit F- Testing Services

Exhibit G- Maintenance and Support Services ..

Exhibit H- Requirements

Exhibit I- Work Plan (Not Applicable)

Exhibit J- Software Agreement .

Exhibit K- Warranty and Warranty Services

Exhibit L- Training Services (Not Applicable)

Exhibit M- Agency RFP with Addendums, by reference (Not Applncable)_
Exhibit N- Vendor Proposal, by reference

Exhibit O- Certificates and Attachments (DHHS Exhibits C through J)
Exhibit P-DHHS Information Security Requirements

2019-025 IT Provisions = Part2 Page 11 of 28 '
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CONTRACT 2019-025 .
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1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern: :
a. State of New Hampshire, DHHS Contract Agreement 2019-025, Survey Services,
including Parts 1, 2, and 3. - .

2. CONTRACT TERM

The Contract and all obligations of the parties heréunder shall become effective after full
execution by the parties, and the receipt of required govemmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval (“Effective
Date™). -

The Contract shall begin on the Effective Date and extend theough June 30, 2021. The Term may
be extended up to three (3) additional years, (“Extended Term”), subject to the parties’ prior .
written agreement and Governor and Executive Council approval. '

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

4

3. COMPENSATION

31  CONTRACT PRICE

The Contract Price, Part 1, P37, block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

' 32 NON-EXCLUSIVE CONTRACT

/

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be sesponsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the. fault of the
Contractor. '

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

~ 2019-025 (T Provisions — Part 2 _ Page 12 0f 28
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4.1 THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a-Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Jason Reid

Qualtrics, LLC

333 W. River Park Dr.
Provo, UT

Tel: 385-203-4317
Fax: 866-562-9828

42  THE CONTRACTOR’S PROJECT MANAGER.

4.2.1

422

423

Contract Project Manager -

The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, ar the State’s discretion, review of the
proposed Contractor’s Project Manager’s resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor’s Project

- Manager must be available to promptly respond during Normal Business Hours

within twenty-four (24) hours to inquiries from the State, and be at the site as
needed. The Contractor’s Project Manager must work diligently and use his/ her
best efforts on the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s

‘Project Manager shall not be unreasonably withheld. The replacement Project

Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor’s Project Manager within ten (10} business

days of the departure of the prior Contractor’s Project Manager, and the Contractor
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shall continue during the ten (10).business day period to provide competent Project
management Services through the assignment of a qualified interim Project
Manager. -

N\

424 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminale the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor Fails to assign the
Contractor Project Manager meeting the requirements and terms of the Contract.

425 CONTRACTOR Project Manager is:

Jason Reid

Qualtrics, LLC

333 W River Park Dr.
Provo, UT .

Tel: 385-203-4317
Fax: 866-562-9828

43 CONTRACTOR KEY PROJECT STAFF (Not Applicable)

44 STATE CONTRACT MANAGER (Biomonitoring) - _
The State shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

Biomonitoring Program

NH Public Health Laboratories

NH Division of Public Health Services
29 Hazen Drive '
Concord, NH 03301

Tel: 603-271-4611

Fax: 603-271-2138

45 STATE CONTRACT MANAGER (Rural Health and Primary Care)

The State shall ‘assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Rural Health and Primary Care

NH Division of Public Health Services
29 Hazen Drive

Concord, NH 03301

Tel: 603-271-4547

Fax: 603-271-4506

' 2019-025 IT Provisions -{art 2 Page 14 of 28
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4.5 STATE PROJECT MANAGER
The State shall assign a Project Manager. The State Project Manager’s duties shali include the
following:

) 8. Leading the Project;

b. Engaging and managing all Contractors;

Managing significant issues and risks. :
Reviewing and accepting Contract Deliverables; : .
Invoice sign-offs;
Review and approval of change proposals; and
Managing stakeholders’ concerns.

@ an

The State Project Manager (Biomonitoring) is:

Amanda Cosser, MPH

NH Division of Public Health Services
29 Hazen Drive

Concord, NH 03301

Tel: 603-271-4611

Fax: 603-271-2138

The State Project Manager (Rural Health and Primary Care) is:

Danielle Weiss, MPH

NH Division of Public Health Services
. 29 Hazen Drive

Concord, NH 03301

Tel: 603-271-4547

Fax: 603-271-4506

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s.employees and agents. -

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff with consent of such individuals.
The State shall maintain the confidentiality of background screening results in accordance with the
Contract Agreement — General Provisions-Section 11: Use of State’s Information, Confidentiality.

5. DELIVERABLES
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5.1 CONTRACTOR RESPONSIBILITIES _ .
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
all information and documentation relating to the Subcontractor, including terms and conditions
consistent with this Contract. The State will consider the Contractor to be wholly responsible for
the performance of the Contract and the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract.

r
52 DELIVERABLES AND SERVICES
The Contractor shall provide the State with the Deliverables and Scrv:ces in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.

53 NON-SOFTWARE AND WRITTEN DELIVERABLES . REVIEW AND
ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or .Written
Deliverable is final, complete, and ready for Review, the State Will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written

. Certification. If the State rejects the Deliverable, the State shall notify theé Contractor of the nature

and class of the. Deficiency and the Contractor shall correct the Deficiency within the period
identified in the Work Plan. If no period for, the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected,
or immediately terminate the Contract, declare the Contractor in default, and pursue its remedies at
law and in equity.

.54 SOFTWARE REVIEW AND ACCEP‘TANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plah and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE _ ‘
The Contractor shall provide the State with access to the Software and Documentation set forth in the

Contract, and particularly described in Exhibit J: Sofrware Agreement.
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7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

72 IMPLEMENTATION SERVICES (Not Applicable)

73 TESTING SERVICES - N ‘
The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services. . ‘

7.4 TRAINING SERVICES (Not Applicable)

"~ 75 MAINTENANCE AND SUPPORT SERVICES .
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and
Support. ' .

7.6 WARRANTY SERVICES ‘
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE (NOT APPLICABLE)
9. CHANGE ORDERS (NOT APPLICABLE)
10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor.

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations under the Contract, or modifications to the

" Contracted Vendor provided Software, and their associated Documentation including any and all
performance enhancing operational plans and the Vendors’ special utilities.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar-to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
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general knowledge, skills, experience, and any other ideas, concepts, know-how, and technigues
that are acquired or used in the course of its performance under this agreement.

10.2 STATE’S DATA AND PROPERTY

All rights, title and interest in Siate Data shall remain with the State. All data and any property
which has been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demand
or upon termination of this Agreement for any reason. the Contractor shall not access State user
accounts or State data, except (1) as required by the express terms of this contract or (2) at the
State's written request. :

103 CONTRACTOR’S MATERIALS (Not Applicable)
- 10.4 STATE WEBSITE COPYRIGHT (Not Applicable)
105 CUSTOM SOFTWARE SOURCE CODE (Not Applicable)

10.6 SURVIVAL

This Contract Agreement Section 10: /niellectual Property shall survive the termination of the
Contract.

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to. -
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: § Exemptions). The Contractor shall not use the State
Confidential Information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor’s performance under the Contract.

112 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality. of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively “release™), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

‘

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving

t 4
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party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval

of the State. The Contractor shall immediately notify the State if arly request, subpoena or

other legal process is served upon the Contractor regarding the State Confidential

Information, and the Contractor shall cooperate with the State in any effort the State

undertakes to contest the request, subpoena or other legal process, at no additional cost to the
. State.

in the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any.
remedy at law and in equity, including, but not limited to, injunctive relief.

113 CONTRACTOR CONFIDENTIAL INFORMATION -

Insofar as the Contractor seeks to maintain the confidential ity of its confideatial or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws goveming disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulations, including but
not. limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, at no additional expense to the State.” Any effort to prohibit
“or enjoin the release of the information shall be the Contractor’s sole responsibility and at
the Contractor’s sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s notice
to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section |1, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY ' _ -

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
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applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — General Provisions, Block 1.8.

12.2 CONTRACTOR
Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract price set
forth in Contract Agreement — P-37, General Provisions, Block 1.8.

Notwithsmnding the foregoing, this limitation of liability shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement- -General Provisions Section
13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section I: Use of State s !nformanon Confidentiality, which shall be unlimited.

12.3 STATE'S IMMUNITY N
Notwnhstandmg the foregoing, nothing herein contamcd shal) be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shal! survive termination or Contract conclusion.

124 SURVIVAL : ‘
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION
This Section 13 shall survive the termination or Contract Conclusion.

- 13.1 TERMINATION FOR DEFAULT :
Any one or more of the following acts or omissions of the Contractor shall constitute an evem of
default hereunder (“Event of Default') :
a. Failure to perform the Services satisfactorily or on schedu]e
b. Failure to submit any report required; and/or .
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or all,
of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written-notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the date of notice,
unless otherwise indicated within by the State (“Cure Period™). |If the.Contractor
fails to cure the default within the Cure Period, the State may terminate the Contract

_ effective two (2) days after giving the Contractor notice of termination, at its sole
discretion, treat the Contract as'breached and pursue its remedies at law or in equity
or both.
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b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the- State determines that the
Contractor has cured the Event of Default shall never be paid to the Contractor.

¢. Set off against any other obligations the State may owe 1o the Vendor any damages
the State suffers by reason of any Event of Default;. - ) :

d. Treat the Contract as breached and pursue any of its remedies at law or in eqi:ity, or
both. :

e. Procure services that are the subject of the Contract from another source.

13.1.2 The Vendor shall 'providq the State with written notice of default, and the State shall cure
the default within thirty (30) days.

132 TERMINATION FOR CONFLICT OF INTEREST

13.2.1  The State may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become. due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

1322 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursug in the event of a default of the Contract by the Contractor.

133 TERMINATION PROCEDURE

13.3.1  Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Written Deliverables, for such part of the Contract as has been
terminated.

1332 After receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall:
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a.

The State shall be entitled to any post-termination assistance generally made available
with respect to the services, unless a unique data retrieval arrangement has been

- established.

Stop work under the Contract on the date, and 1o the extent specified, in the notice;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approvel or ratification shall be final for the purpose of this Section;

Take such reasonable action as the State directs, or as necessary to preserve and protect
the property refated to the Contract which is in the possession of the Contractor and in
which the State has an interest;

During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

1. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action lo intentionally erase any State data for a period of?:

e 10 days after the effective date of termination, if lhe termination is in
accordance with the contract period

o 30 days after the effective date of termination, if the termination is for
convenience

e 30 days after the effective date of termination, if the termination is for cause ‘

2. Afier such period, the Contractor shall have no obligation to maintain or provide
any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State
pursuant to an Statement of Work ; and

The Contractor shall implement an orderly returmn of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data; -

The Contractor shall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State, Data shall be
permanently deleted and shall not be recoverable, according to National [nstitute of
Standards and Technology (NIST)-approved methods Certificates of destruction shall
be provided to the State.




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES

CONTRACT 2019-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

i. Provide written Centification to the State that the Contractor has surrendered to the
State all said property upon written request by the State.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the

- full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without iiability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld or delayed. Any attempted transfer, assignment, delegation, or other

© transfer made without the State’s prior written consent shall be null and void, and may constitute an
event of default at the sole discretion of the State.

152 The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used, unless otherwise agreed

to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities

under the Contract from the Effective Date. In the absence of a written assurnption of full obligations.
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall

neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

153 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially al! of the assets or business of the Contractor provided
that the successor fully assumes in writing ail obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 14 Change of
. Ownership, the State shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
_Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party”) shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party’s right to any other remedy permitted under the Contract.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES :
‘ CONTRACT 2019-025
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as

needed, at mutually convenient times and places, between negotiators for the parties at the following

successive management levels, each of which shall have a period of allotted time as specified below in
_ which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL | Qualtrics, LLC STATE CUMULATIVE
- | ALLOTTED
TIME
Primary | Jason Reid Amanda Cosser, MPH | 5 Business Days
Director Healthcare Program Manager
(Biomonitoring) -
Danielle Weiss, MPH
Program Manager
_ . .| (RHPC)
First Ryan Jackson Lisa Morris, MSSW 10 ‘Business
» Director of ' DPHS Director Days
Academics
Second | Bryce Jeffrey Meyers 15 . Business
Winkleman Commissioner Days
Regional Manager ’

The allbtted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
-Party’s notice is received by the other party. '

17 GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE . _ .
In consideration for receiving access to and use of the computer facilities, network, licensed .
or developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
- “Information”), the Contractor understands and agrees to the following rules: '
8. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solcly for conducting officiaf State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.
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: CONTRACT 2019-025
PART 2 - INFORMATION. TECHNOLOGY PROVISIONS

c. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must us¢ utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evaluated by the State, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software)
shali not be installed on any equipment.

e. That if the Contractor is found 1o be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law. - ‘

17.2 EMAIL USE _ | “
Email and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
“internal Email systems” or "State-funded Email systems.” the Contractor understand and

. agree that use of email shall follow State standard policy (available upon request).

173 INTERNET/INTRANET USE

The intemnet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request). : : :

17.4 REGULATORY GOVERNMENT APPROVALS '
. The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract. :

17.5 INSURANCE CERTIFICATE

The Insurance  Certificate(s) shall be made available for download at
https.//www.sap.com/about/resources/ecoi.html. ’

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract, are incorporated by reference as if
fully included in the text. ‘

17.7 YENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Court. :

178 SURVIVAL

L
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
. SURYEY SERVICES
CONTRACT 2019-025
PART 2- INFORMATION TECHNOLOGY PROV]SIONS

Thc terms, conditions and warranties contained in the Contract that by their context: are
intended to survive the completion of the performance, canceltation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting Requirements,
and General Provisions-Section 11: Use of State’s Information, Confidentiality and General
Provisions- Section 14: Termination which shall all survive the termination of the Contract.

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or faitures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Govcmmcnt fire, power failures, nuclear accidents,
carthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor’s
inability to hire or provide personnel needed for the Contractor’s performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses

TO THE CONTRACTOR: TOSTATE:

QUALTRICS, LLC STATE OF NEW HAMPSHIRE

333 WEST RIVER PARK DRIVE DEPARTMENT OF HEALTH & HUMAN
' : SERVICES

PROVO, UT 84606 NH PUBLIC HEALTH LABORATORIES

TEL: (801) 203-4217 - 29 HAZEN DRIVE

Tl TRICS.COM CONCORD, NH 03301
: TEL: 603-2714611

EMAIL: amanda.cosser(@dhhs.nh.gov
RURAL HEALTH AND PRIMARY CARE -

29 HAZEN DRIVE
CONCORD, NH 03301
TEL: 603-271-4547

Email: Danielle Weiss{@dhhs nh.gov

17.11 DATA PROTECTION
The Contractor shall comply with Exhibit P of this Comract DHHS Informatlon Security
Requlremcms

17.12. DATA LOCATION
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STATE OF NEW HAMPSHIRE |
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SURVEY SERVICES
CONTRACT 2019025
_PART 2- INFORMATION TECHNOLOGY PROVISIONS

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, except as set forth in Exhibit P of this
Contract, DHHS Information Security Requirements.

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements .

17.14. BREACH RESPONSIBILITIES
The Contractor shall comply with Exhibit P of this Contract, DHHS Information Security
Requirements.
17.15. NOTIFICATION OF LEGAL REQUESTS _
The Contractor shall contact the State upon receipt of any electronic discovery, lm gation holds,
discovery searches and expert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. The Contractor shall

* not respond to subpoenas, service of process and .other legal requests related to the State
without first notifying the State, unless prohibited by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
“and the State. Reports, via the services if the advanced security feature is purchased, regarding

usage by the State, shall include user access, user access history and secunty logs (i.e., activity

log) for all State files related to this coritract.

17.17. CONTRACT AUDIT : :
The Contractor shall allow the State to remotely audit conformance to the contract terms. The
State may perform this audit or contract with a third party at its discretion and at the State’s

expense.

. 17.18. DATA CENTER AUDIT
The Contractor shall perform or have an indepdent third party perform an independent audit
of its data centers at least annually at its expense, and provide a SOC 2 type 2 audit report
upon request. the Contractor may remove its proprictary information from the redacted .
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets the
minimum level of a third-party audit.

17.19. ADVANCE NOTICE

The Contractor shall give advance notice (to be determined at the Contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a
replacement of hardware, software or firmware with a newer or better version in order to bring
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the system up to date or to improve its characteristics. It usually includes a new version
number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical Ilmnatuons
to the State such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and port sniffing — thc State and the Contractor
shall understand each other’ s roles and responsnblhttcs

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES .
The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ebility to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contractor. The system shatl be available 24/7/365 (with agreed-upon
maintenance downtnme) and provide service to customers.

17.24. RIGHT TO REMOVE IND]V[DUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State significs that'a potential security
violation exists with respect to the request, the Contractor shall immediately remove such

individual. the Contractor shall not assign the person to any aspect of the contract or future work
orders without the State's consent, :
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PART 3 - EXHIBIT A
CONTRACT DELIVERABLES

a. Problem Statement

The Public Health Laboratories requirés survey development soﬂware for the secure data collecuon
and transfer of Protected Health Information (PHJ)

Rura! Health and Primary Care requires survey software to securely collect workforce data from health
care providers in the state.

b. Goals

The Contractor shall: .

s Enable DPHS to utilize user-friendly, electronic surveys for study participants and healthcare providers
to complete, which allows for embedded survey logic and pre-population

Securely collect responses via surveys to achieve programmatic goals/requirements

Distribute email via Contractor survey software to follow up with participants

Securely export data for programmatic use

Determine responses in progress and complctcd responses with ability to identify last completed
question for follow-up purposes.

o Project Overview

Biomonitoring - The general scope of the project is to provide the State with survey software offered through
the Software as a Service (SaaS) business model for the purpose of collecting data through the use of a secure,
authenticated, web-based survey tool to be used by the State to track, manage, and analyze demographic health
and exposure data from New Hampshire residents:

Rural Health and Primary Care - The general scope of the project is to provide the State with survey software
offered through the Software as a Service (SaaS) business model for the purpose of collecting provider data
through the use of a secure, authenticated, web-based survey tool to be used by the State to determine the current
and anticipated supply of health care professionals who make up the state’s primary care workforce and current
and anticipated demand for primary care services in the state.

d. Statement of Work

. Biomonitoring — The Biomonitoring program will utilize Qualtrics software to coltect demographic information
and assess the exposure of NH residents to environmental chemicals such as metals, pesticides, per- and poly-
fluoroalkyl substances (PFAS), and nicotine. Information learned will be utilized in conjunction with test
results to identify at risk populations, inform State health priorities, and provide education. '

“Biomonitoring funds are anticipated to be available in State Fiscal Year (SFY) 2020 and SFY 2021, upon
the availability and continued appropriaiion of funds in future operating budgets. If these funds are not
available, then the Biomonitoring Program will not receive services from Qualtrics and will not be
coniractually obligated to pay Qualtrics.”

State of NH Contract #2019-025 .
Exhibit A — Contract Deliverables — Part 3
Date:

Contractor’s Initials_)/2.4//9 Page | of 28



N

STATE OF NEW HAMPSHIRE
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CONTRACT DELIVERABLES

Rural Health and Primary Care - The NH Section of Rural Health and Primary Care (RHPC) will work with
Qualtrics to establish the health professions surveys and data collection for the Health Professions Data
Center (HPDC). RHPC developed the HPDC to collect and store key practice and capacity data from all
practicing, licensed providers in NH. Data is used for healthcare access planning and workforce assessment
purposes. This data will ultimately lead to federal shortage designations; strengthened recruitment and’
retention initiatives including loan repayment, scholarships, and waiver programs; the expansion of existing
educational and employment training programs; and stronger emergency preparedness.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effeclive
for the Term of this Contract.

Deliverables, Milestones and Activities Schedule Table 1 Biomonitoring

Price Per Price Per
State State Fiscal
Reference Activity, Dellverable, Deliverable Projected Fiscal Year
Number or Milestone Type - Delivery Date Year SFY 21
. ' SFY 20
lPr. oject Management - fIncluded Included
Upon
Governor and
Executive
Software Council
1, jentitlement/subscription Written Approval
2 System Tralning Included Included
o Included Included
3. Syatem Acceptance )
515,000 $15,000
Total: $30,000
Deliverables, Milestones and Activities Schedule Table 2 Workforce Development
: Price Per Price Per
Reference Activity, Deliverable, Dellverable Projected Dellvery| State Flscal State
Number or Milestone Type ’ Date Year Fiscal Year
SFY 20 - SFY 1
Project Management_ Included [ncluded
Upon Governor
Software and Executive
1. entitiement/subscription Written Council Approvat
3 System :Tral ning Included Included
State of NH Contract #2019-025
Exhibit A — Contract Deliverables - Part 3
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CONTRACT DELIVERABLES -
' ’ Price Per Price Per
Reference Actlvity, Dellverable, Dellverable Projected Dellvery| State Fiscal State
Number or Milestone Type Date Year Fiscal Year
‘SFY 20 SFY 21
Included ‘| Included
3. -|System Acceptance
$15,000 $15,000
Total
$30,000
[ ]
State of NH Contract #2019-025
Exhibit A — Contract Deliverables — Part 3
Date: P’\-&
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed
This is a Not to Exceed (NTE) Contract for the period between the Effective Date through June 30,

2021. The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following actwmcs

Deliverables, or milestones appearing in the price and payment tables below.

Deliverables, Milestones and Activities Schedule Table 3 Biomonitoring

* Price Per

Price Per
. : State State Flscel
Reterence Activity, Dellverable, Dellverable Projected Flscal Year
Number or Milestone Type Delivery Date Year SFY 21
) SFY 20 .
Project Management Included Included
Governor and
Executive
Software Council
1. lentilement/subscription Written- Approval _
2 System Training Included Included
Included Included
3. ISystem Acceptance
, : [15,000 © $15,000
Total: $30,000
I
Deliverables, Milestones and Activities Schedule Table 4 Workforce Development
‘ : Price Per Price Per
Reterence Activity, Dellverable, Deliverable Projected Dellvery| State Fiscal State
Number or Mlilestone Type - Date Year Fiscal Year
N SFY 20 SFY 21
Project Management Included Included
. Upon Governor
Software and Executive
1. lentittement/subscription Written Council Approval :
2 System Tralning Included Included

State of NH Contract #2019-025
Exhibit B - Price and Payment Schedule — Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

: . . : Price Per Price Per
Reference Activity, Dellverable, Dellverable Projected Delivery| State Fiscal« State
Number or Milestone - Type Date - . Year Fiscal Year

SFY 20 SFy 21

. Included Included
© 3. System’Acceptance

' $15,000° |.$15,000
Total
$30,000

1.3 Future Vendo; Rates Worksheet {Not applicable)
1.4. Pricing Worksheet (Not Applicable)

1.5. Payment Schedule (Not Applicable)

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 (“Price Limitation”). The payment by the State of the total
Contract price shall be the only, and the camplete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance
of the Services performed under this Contract.

- 3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All .
invoices submitted shall be subject to the State’s prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be in a format as determined by the State and contain detailed information,
including without limitation: itemization of each Deliverable and identification of the Deliverable for
which payment is sought, and the Acceptance date triggering such payment; date of delivery and/or
installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.
Program Managers will be included on all invoice communications in order to approve the invoice
amount prior to finance processing the request.

Upon receipt of a properly documented and undisputed invoice, the State will pay the correct and
undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated and shall
be promptly dispatched.

Invoices shall be sent to:
Biomonitoring:

State of NH Contract #2019-025
Exhibit B - Price and Payment Schedule - Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES '
CONTRACT 2019-025
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Amy Bergquist

Finance Administrator

NH Public Health Laboratories

NH Department of Health & Human Services

29 Hazen Drive

Concord, NH 03301 : .
Amy.Bergquist@dbhs.nh.gov

Phone: (603) 271-0183

Fax: (603)271-4783

Rural Health and Prlmary Care:
Ellen Chase-Lucard
Finance Administrator

" Bureau of Policy and Performance
Diviston of Public Health Services
Ellen.Chase-l ucard@dhhs.nh.gov
Phone: (603) 271-4780
Fax: (603) 271-8705

4, PAYMENT

Payments shatl be made via ACH. Use the following link to enroli with the State Treasury for ACH
payments; https.//www.nh.gov/treasury/state-vendors/index htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS '

The State may apply credits due to the State arising out of this Contract, against the Contractor’s
invoices with appropriate information attached.

7. PROJECT HOLDBACK (Not Applicable)

State of NH Contract #2019-025 ,
Exhibit B — Price and Payment Schedule — Part 3
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STATE OF NEW HAMPSHIRE -
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3, EXHIBIT C
SPECIAL PROVISIONS

REVISIONS TO FORM P-37, GENERAL PROVISIONS:
1. The last sentence of Section 7.3, Personnel, is hereby deleted.

2. Section 9.1 of Settion 9, Data/Access/Confidentiality is hereby amended to delete the words “and things
developed” and “computer programs.”

3. Section 10, Termination, is hereby deleted.
4, Section 13, Indemnification, is deleted in its entirety and replaced as follows:

The Contractor shall defend, indemnify and hold harmless the State, its officers and employees; from and

against any and all losses suffered by the State, its officérs, and employees, and any and all claims, liabilities .
or penalties asserted against the State, its officers and employees, by or on behalf of any person, on account

of, based or resulting from arising out of (or which may claimed. to arise out of) the infringement or

misappropriation of a patent, copyright, or trade secret relative to the services provided by the Contractor.

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity is hereby reserved to the State. This covenant in

paragraph 13 shall survive the termination of this Agreement. :

5. Section 14, Insurance, is hereby deleted in its entirety and replaced with the following:

14.1 The Contractor shall, at its sole expense, obtain and maintain in force, and shall require any
.subcontractor or assignee to obtain and maintain in force the following insurance:
14.1.1 commercial general liability with a limit of $1,000,000 per occurrence and in gencral aggregate
(b) commercial automobile liability with a combined single limit of $1,000,000 per occurrence; (c)
workers’ compensation in compliance with slatutory requirements; (d) employer’s liability with limits of
$1,000,000 each accident, 31,000,000 by disease each employee and $1,000,000 by disease policy limit;
(e) excess\umbrella liability with a limit of $2,000,000 per occurrence and in the aggregate with respect to
coverage required in (a) and (b); and (f) technology professional liability with a limit of $1,000,000 per
claim and in the aggregate in connection with services provided by Contractor as described in the
Agreement and including network security and private data risks involving unauthorized access, failure of
security, transmission of malicious code, denial of service attacks, and unauthorized disclosure.or )
misappropriation of private data. None of the requirements contained herein as to types or limits or the
State's approval of insurance coverage to be maintained by Contractor are intended to, and shail not in
any manner, limit, qualify or quantify the liabilities and obligations assumed by Contractor under the
Agreement.
14.1.2 Contractor shall deliver or make available for download a certificate of insurance ewdencmg
existence of the required coverage. Contractor, its insurer(s) or broker(s) shall endeavor to provide the
State thirty (30) days advance written notice in.the event of cancellation of any policies required herein.

State of NH Contract 2019-025
Exhibit C - Special Provisions — Part 3
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025 - PART 3
EXHIBITD
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES
‘The Contractor must assume all reasonable travel and related expenses. All labor rates will
be “fully loaded”, including, but not limited to: meals, hotel/housing, airfare, car rentals,
car mileage, and out of pocket expenses. .

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees 'unless specifically itemized in the
Contract. : ' '

3. ACCESS/COOPERATION
As applicable, and subject to the applicable laws and regulations, lhe State will provnde the
Contractor with access to all program files, libraries, personal computer-based systerns,
software packages, network systems, security systems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT-PRIVILEGES

The Contractor shall provnde the State access to all State-owned documents, materials,

reports, and other work in progress relating to this RFP. Upon expiration or termination of
the Contract with the State, the Contractor shall turn over all State-owned documents,

material, reports, and work in progress relating to this RFP to the State at no additional cost
to the State. Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart.
4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract. The Contractor and its -
Subcontractors shall retain all such records for three (3) ycars following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be kept

State of NH Contract 2019-025
Exhibit D — Administrative Services — Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025 - PART 3
_EXHIBITD
ADMINISTRATIVE SERVICES

for one (1) year following the termination of all litigation, including the termination of al! appeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,

. examination, audit and copying by personnel so authorized by the State and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
remotely within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one () year term following litigation refating to the
Contract, including all appeals or the expiration of the appeal period. The Contractor shall include the
record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors. o

6. ACCOUNTING REQUIREMENTS
The Contractor shall maintain an accounting system in accordance with. Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
system and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures. |

State of NH Contract 2019-025 ' .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES>
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT E
IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT (Not Applicable)

2, IMPLEMENTATIQN STRATEGY (Not Applicable)

State of NH Contract 2019-025

Exhibit E - Implementation Services - Part 3

Date: .

. Contractar’s Initials “1/14/ (¢ Page 10 of 28



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT F
TESTING SERVICES

The Contractor shall provide the following Products and Services described in this E\(hlbll F, including but not
limited to:

I. TESTING AND ACCEPTANCE (Not Applicable)
1.1 Test Planning and Preparation (Not Applicable)
1.2 System Integration Testing (Not Applicable)

13 Conversion Validation Testing (Not Applicable)
1.4 Installation Testing (Not Applicablej

1.5 User Acceptance Testing (UAT) (Not Applicable) ‘ /
1.6 Performance Tuning and Stress Testing (Not Applicable)

1.7 Scope (Not Applicable)
‘1.8 Regression Testing (Not Applicable)

1.9 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assets. Tests shall focus-on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:

Identification and Supports obtaining information about those parties

Authentication attempting to-log onto a system or application for
security purposes and the validation of users

Access Control Supports the management of permissions for ]oggmg

: onto-a computer or network
Encryption Supports the encoding, of data for security purposes
Intrusion Detection Supports the detection of illegal entrance into a
: ' computer system

Verification Supports the confirmation of authority to enter a
computer system, application or network’

Digital Signature Guarantees the unaltered state of a file

State of NH Contract 2019-025
Exhibit F - Testing Services — Part 3

Date: ME
Contractor's Initials _} /7 ';{{[9 Page 11 of 28



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES :
CONTRACT 2019-025
PART 3 - EXHIBIT F
TESTING SERVICES

User Management Supports the administration of computer, application
and network accounts within an organization.
Role/Privilege Supports the granting of abilities to users or groups
Management of users of a computer, application or network

Audit Trail Capture | Supports -the identification and monitoring of
and Analysis activities within an application or system

Input Validation - Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on the
server.

19.1 Penetration Testing (Non-PCl Environment)
The Contractor shall provide certification that their Software and System environment has undergone -
penetration testing in accordance with current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National Institute of Standards Technology
(NIST). The State requires that the Contractor has this testing performed annually by a qualified third-
party vendor. : ' '

State of NH Contract 2019-025

Exhibit F — Testing Services — Part 3 .
Date: : ' '
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVYEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT G

MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

* The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches,.and Documentation that are
generally offered to its customers, at no additional cost.

1.1.2  Standard Agreement -
The State will adopt the Contractor’s standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information technology
practices. ) :

2. SUPPORT OBLIGATIONS AND TERM (Not Applicable)

State of NH Contract 2019-025
Exhibit G — Maintenance and Support Services — Part 3
Date: [5 L .

Contractor’s Initials 2/1Y/ ( Page 13 of 28



'STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025

" EXHIBITH
REQUIREMENTS

Biomonitoring

HOSTING-CLOUD REQUIREMENTS

" State Requirements Vendor,

. Vendor, BN OGiveny]
ol oo |

Req ## Requirement Description
‘_OPER/?( TIONS: e e ) . e S
Vendor shall maintain a secure hosting environment providing all necessary
H11 [hardware, software, and internet bandwidth to manage the application and M Yes Standard
support users with permission based logins. . ’
H1.2 |State access will De via Internet Browser M Yes Standard

At the State’s option, authorized third parties may be given limited access by
the Vendor to certain levels of the State’s system through the VPN or through
a separate network connection that meets the Vendor’s specifications.

H1.3 ‘M Yes Standard

At a minimum, the System should support this client configuration; Pentium
H1.4. |4, 630/3.0GHz PC, Microsoft Windows XP Professional Version 2002, and 128 | * M Yes Standard
bit encryption. ' ' ~
The State will be responsible tor equipment, [abor, and /or services necessary
H1.5 [to set-up 2nd maintain the internet connectivity at the State and/or other M - Yes Standard
third party sites. '
Vendor will not be responsible for network connection issues, problems or .
conditions arising from or related to circumstances outside the contral of the
Vendor, ex: bandwlidth, network outages and for any ather conditions arisin

on the State’s internal network or, more generally, outside the Vendor’

ﬁrewgll or any issues that are the responsibility of the State internet Service
Provider.

H1.6 M : Yes Standard

State of NH Contract 2019-025
Exhibit H - Requirements ~ Part 3
Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES
CONTRACT 2019-025
'~ EXMIBIT H
REQUIREMENTS

|Vendor shall provide a secure (lass A Data Center providing equipment
H1.7 [lincluding dedicated servers), an on-site 24/7 systern operator, managed M
firewall services, and managed backup Services,

Yes

Standard

ata Center Air Condiioning — used to control temperature and humidity in
H1.8 [the Data Center. Temperature ranges shall be between 68 and 75 °F. M

Yes

- 'Standard

HL2 1,0-55% with 2 maximuen dew point of 62 °F.

Data Center Humidity shall be non-condensing and be maintained between

Yes

Standard

commercial power via separate feeds.

Data Center Backup Power — uninterruptible power supplies shall be sized to
sustain computer systems and associated components for, 3t a minimum, th
HL1g J2mount of time it takes for a backup generator to take over providing power M
Where possible, servers shall contain redundant power supplies connected t

Yes

Standard

State of NH Contract 2019-025
Exhibit H - Requirements — Part 3
Date:

Contractor’s Initials ZZL “ {9
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STATE OF NEW HAMPSHIRE
A DEPARTMENT OF HEALTH AND HUMAN SERVICES
v SURVEY SERVICES .
CONTRACT 2019-025 )
. EXHIBIT H
REQUIREMENTS

Rural Health and Primary Care '

OPERATIONS.
Vendor shall maintain a secure hosting environment providing all necessary

. ' liDelve
Requlrement Description 1

H1.1 Jhardware, software, and Internet bandwidth to manage the application and M Yes | Standard .
support users with permission based logins,
H1i.2 [State access will be via Internet Browser : M Yes Standard

At the State’s option, autharized third parties may be given limited access by
the Vendor to certain levels of the State’s system through the VPN or through

. . . X M Yes Standard
a separate network connection that meets the Vendor’s specifications.

At a minimum, the System should support this client configuration; Pentium .
H1.4 ]4, 630/3.0GHz PC, Microsoft Windows XP Professional Version 2002, and 128 M Yes Standard
hit encryption. :
The State will be responsible for equipment, [abor, and for services necessary
H1S [to set-up and maintain the internet connectivity at the State and/or other M Yes Standard
. Jthird party sites.

Vendor will ROt be responsible 1of NEtwork CORNECtion 1ssues, problems or
conditions arising from or related to circurnstances outside the control of the
H1.6 Vendor, ex: bandwidth, network outages and for any other‘ conditions arisinj M
on the State’s internal network or, more generally, outside the Vendor

firewgll or any issues that are the responsibility of the State Internet Service
Provider.

Yes Standard

State of NH Contract 2019-025
Exhibit H — Requirements — Part 3
Date:
_Contractor’s Initials ) {24/ /9 Page 16 of 28



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

SURVEY SERVICES
CONTRACT 2019-025
EXHIBIT H
_REQUIREMENTS

Vendor shall provide a secure Class A Data Center providing equipment
H1.7 [{{including dedicated servers), an on-site 24/7 system operator, managed M
firewall services, and managed backup Services.

Yes

Standard

Data Center Air Conditioning — used to control temperature and humidity in
H1.8 Jthe Data Center. Temperature ranges shall be between 68 and 75 °F. M

Yes

Standard

Data Center Humidity shall be non-condensing and be maintained between

M1 $40-55% with a maximurn dew point of 62 °F.

Yes

Standard

Oata Center Backup Power — uninterruptible power supplies shall be sized to
sustain computer systems and associated components for, at a minimum, theg

Hiip §amount of time it takes for 3 backup generator to take over providing power
Where possible, servers shall contain redundant power supplies connected ta
commercial power via separate feeds.

Yes

Standard

State of NH Contract 2019-025
Exhibit H -~ Requirements — Part 3
Date:

Contractor’s Initials ) / 1Y/ 19 ' Page 17 of 28




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
* SURVEY SERYICES )
CONTRACT 2019-025
PART 3 - EXHIBIT 1
WORK PLAN
1. ASSUMPTIONS (Not Applicable)
2. ROLES AND RESPONSIBILITIES (Not Applicable)
3. SOFTWARE APPLICATION (Not Applicable)
4. CONVERSIONS (Not Applicable)
5. INTERFACES (Not Applicable)
.6. APPLICATION MODIFICATION (Not Applicable)

7. PRELIMINARY WORK PLAN (Not Applicable)

State of NH Contract 2019-025
Exhibit 1 - Work Plan — Part 3
Date:

* Contractor’s Initials leq[ [9 Page 18 of 28



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT J
SOFTWARE AGREEMENT

1. License Grant.

During the Subscription Term, the State will receive a limited, nonexclusive, non-assignable, royalty free,
worldwide right to access and use the Software solely for the State’s intemnal business operations subject to the
terms of this Agreement and up to the number of licenses documented in the Agreement.

The Parties acknowledges that this Agreement is a services agreement and Contractor will not be delivering
copies of the Software to Customer as part of the Agreement. ‘

2. Software Title. Title, right, and interest (including all ownership and intellectual property rights)
in the Software provided under this agreement, and its associated documentation, shall remain with the
Contractor, : .

3. Software and Documentation Copies. Contractor shall provide the State with access to its support
website. The State shall have the right to copy Documentation from the support website for its internal
business needs.

4, Restrictions. Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of Contractor’s proprietary rights;

b. Make the programs or materials available in any manner to any third party for use in the
third party’s business operations; or

. transmit any content or data that is unlawful or infringes any intellectual property rights;
or

d. circumvent or endanger its operation or security; or

e. Cause or permit reverse engineering, disassembly or recompilation of the programs.

]

5. Viruses. Contractor shall make commercially reasonable efforts to provide Software that is free of
viruses, destructive programming, and mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications: As a part of its internal development process, Contractor will use
reasonable efforts to test the Software for viruses.

6. Audit. Upon forty-five (45) days written notice, Contractor may audit the State’s use of the programs
at Contractor’s sole expense. The State agrees to cooperate with Contractor’s audit and provide reasonable
assistance and access to information. The State agrees that Contractor shall not be responsible for any of
the State’s reasonable costs incurred in cooperating with the audit. Notwithstanding the foregoing,
Contractor’s audit rights are subject to applicable State and federal laws and regulations.

7. Software Non-Infringement. Contractor warrants that it has good title to, or the right to allow the
State to use all Services, equipment, and Software, including any all component parts thereof such as third-
party software or programs that may be embedded in the Software (“Contracted Resources”) provided
under this Contract, and that such Services, equipment, and Software do not violate or infringe any patent,

State of NH Contract 2019-025 _
Exhibit J — Software Agreement — Part 3
Date:

M
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES -

CONTRACT 2019-025

] PART 3 - EXHIBIT J
SOFTWARE AGREEMENT

trademark, copyright, trade name or other intellectual property rights or misappropriate a trade secret of any
third party. :

The warranty of non-infringement shall be an on-going and perpetual obligation that shall survive termination
of the Contract. [n the event that someone makes a claim against the State that any Contracted Resources
infringe their intellectual property rights, Contractor shall defend and indemnify the State against the claim
provided that the State: \ '

a. Promptly notifies Contractor in writing, not later than 30 days after the State receives actual
written notice of such claim,

b. Gives Contractor control of the defense and any settlement negotiations; and

c. Gives Contractor the information, authority, and assistance reasonably needed to defend
against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate.in any claim to thc extent-the State seeks to .
assert any immunities or defenses applicable to the State.

If Contractor believes or it is determined that any of the Contracted Resources may have violated someone
else’s intellectual property rights, Contractor may choose to either modify the Contracted Resources to be
non-infringing or obtain a license to allow for continued use, or if these altematives are not commercially
reasonable, Contractor may end the license, and require return of the applicable Contracted Resources and
refund all fees the State has paid Contractor under the Contract. Contractor will not indemnify the State if
the State alters the Contracted Resources without Contractor’s consent or uses it outside the scope of- use
identified in Contractor’s user Documentation or if the State uses a version of the Contracted Resources
which has been superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Contracted Resources which was provided to the State at no additional cost. Contractor will
nrot indemnify the State to the extent that an infringement claim is based upon any information design,
Specification, instruction, Software, data, or material not furnished by Contractor. Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination of any
Contracted Resources with any products or services not provided by Contractor without Contractor’s
consent. '

For Section 7 of this Agreement only, the provisions state the sole, exclusive, and entire liability of the
parties, their affiliates, and subcontractors to the other party, and is the other party’s sole remedy, with
respect to covered third party claims and to the infringement or misappropriation of third party intellectual

property rights.

8. Control of All Component Elements. Contractor acknowledges and agrees that it is responsible
for maintaining all licenses or permissions to use any third-party software, equipment, or services that are
component parts of any deliverable provided under this agreement for the entire term of the contract.
Nothing within this provision shall be construed to require Contractor to maintain licenses and permissions
for Software scquired by the State directly or through third- partlcs which may be integrated with the
Contractor’s deliverables.

9. Custom Software. [Intentionally omitted]

State of NH Contract 2019-025
Exhibit J - Software Agreement — Part 3
Date: M {f: q
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) STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURYEY SERYICES
CONTRACT 2019-025
PART 3 - EXHIBIT ]

SOFTWARE AGREEMENT

10.  Software Escrow. [Intentionally omitted]

State of NH Contract 2019-025
Exhibit J — Software Agreement — Part 3
Date: '
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
© SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT K
WARRANTY & WARRANTY SERVICE

1. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

12 Software
The Contractor warrants that the Software, including but not limited to the mduwdual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and wiil operate in accordance
with the Specifications and Terms of the Contract.

- For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

1.2.1. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the unused,
prepaid fees paid to the Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or

1.2.2. the re-performance of the deficient Services, or

1.2.3. if the Contractor cannot substantially correct a breach in a commercially reasonable
manner, the State may end the relevant Services and recover the unused, prcpaud
fees paid to the Contractor for the deficient Services.

[Intentionally omitted]

13 Viruses; Destructive Programming
[Intentionally omitted]

14  Compatibility
The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement, shall
operate with the rest of the System without loss of any functionality.

15 Services
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards and
. that Services will comply with performance standards, Specifications, and terms of the
Contract. '

2. WARRANTY PERIOD

State of NH Contract 2019-025
Exhibit K — Warranty and Warranty Services — Part 3
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBITK
"WARRANTY & WARRANTY SERVICE

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

3. Warranty Disclaimer

Except as expressly provided in this. Agreement, neither Contractor nor its subcontractors make any.
representation or warranties, express or implied, statutory or otherwise, regarding any matter, including the
_ merchantability, suitability, originality, or fitness for a particular use or purpose, non-infringement or results
to be derived from the use of or integration with any products or services provided under the Agreement.

State of NH Contract 2019-025
Exhibit K = Warranty and Warranty Services — Part 3
Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3
EXHIBITL

Exhibit L - Not Applicable to this Contract

State of NH Contract 2019-025

Exhibit L — Training Services —~ Part 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M — Not Applicable to this Contract

State of NH Contract 201 9-025

Exhibit M — Agency RFP with Addendums, by Reference - Part 3
Date:
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STATE OE NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES ’
CONTRACT 2019-025
PART 3 - EXHIBIT N
YENDOR PROPOSAL, BY REFERENCE

qualtrics ot

| | PROPOSAL
BILLTO _ Q-1140419

amanda:-Cosser
State of Mew'
Hampshire | PRICING
Warkiorce ’
29 Hazen Drive QUALTRICS PLATFORM
Contord MNH 03301
Unitec States TERM 24 Mortrs
PHOME
_EXPIRATIOI‘J DATF
AT-Ap-2019
RCJ Advanced .
RC Cors Number of Responses: up & 25000
Achrin Usar Inchudes up 0 5
Adcnosd Queston Types
Branded URL
Custom Thema
10 Directeyry - RC Basio
Stats K (Desaribe and Relate)
Stats G (Pivot and Regression)
TOTAL AMOUNT DUE ‘ USD $20,000.00
TO QUALTRICS ' * :
Not mciuding services {shown
below)
RC ld! Servios knplementation
$a.00
- ADDITIONAL INFORMATION
0NG regands,
Jason Reld
ACcount banagey
ADORESS PHOME wrB
113 w. River Park Drive . jreidQapatirics.com
Provo, UT 84604

Date: M(g ‘ ‘ ,
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STATE OF NEW HAMPSHIRE
DEPARTMEN’I‘ OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CQNTRACT 2019-025

PART 3 - EXHIBIT N :
* VENDOR PROPOSAL, BY REFERENCE

qualtrics‘éo_;;,;:;,-.u.

PROPOSAL
BILLTO _ Q-1140419

Amanda Cosser
State of rlew

H_;_mms_hi[el PRICING

“Workforce.

29 Hazen Drivers
Concord HH 03301
United States

QUALTRICS PLATFORS

PHOHE

EXPIRATION DATE
17-4pr1-2019

RC3 Advanced

RC Cors Nuarber of Respormses: up to 25000
Admin Liser Indudes. up tn 5

Adcanced Question Types

Branded URL

Custom Therme

0 Directory - RC Basic

Stats 10 (Describe and Relxte)

Sats 2 {Piwat 2nd Regression)

TOTAL AMOUNT DUE 2D $30,000.00
TO QUALTRICS

Mot including services (shown
bebow)

RC Seif Service Impleenentation

ADDITIONAL INFORMATION

=IPHEL IO

Wl regrEs,
Jason Reld

ALCOSE NI

"Dy Kererence — rart s

Date: l‘l&
Contractor’s Inmnls ]/ L4/ ? ~ Page 27 of 28



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
SURVEY SERVICES
CONTRACT 2019-025
PART 3 - EXHIBIT O
CERTIFICATES AND ATTACHMENTS

Afttached are:

DHHS Standard Exhibits C through J.
Certificate of Vote

Certificate of Good Standing
Certificate of Insurance

LN —

State of NH Contract 2019-025
Exhibit O - Certificate and Attachments — Part 3
Date:
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New Hampshire Department of Health and Human Services

Exhibit C

SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Cantract shall be used only as payment to the Contraclor for services provided to eligible '
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1.

Compllance with Federal and State Laws: If the Contractor is perrnitied to determine the eligibility
of individuals such eligibility determination shall be made in accordance with. applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

Time and Manner of Determination: Eligibility determinations shail be made on forms provided by
the Department for that purpose and shall be made and remade ‘at such limes as are prescribed by
the Department.

Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an efigibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with ail forms and documentation
regarding eligibility determinations that the Department may request or require.

Falr Hearings: The Contractor understands that all applicants for services hereunder, as well as

“individuals declared ineligible have a right to a fair hearing regarding that determination. The

Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicani or re-applicant shall be informed of hisfher right to afalr
hearing in accordance with Department regulations.

Gratultles or Kickbacka: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this

" Contract, The State may terminate this Conlract and any sub-contract or sub-agreemenit if it is

determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in
any other document, contract or understanding, it is expressly understood and agreed by the
parties hereto, that no payments will be made hereunder to reimburse the Contractor for costs
incurred for any purpose or for any services provided to any individual prior to the Effective Date of
the Contract and no payments shall be made for expenses incurred by the Contractor for any

‘services provided prior to the date on which the individual applies for services or (except as

otherwise provided by the federal regulatlons) prior to a determination that the mduwdual is eligible
for such services, '

Condltlona of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Caontractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Confractor has used
payments hereunder 1o reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursementi '
Exhibit C - Special Provisions Contractor Inttials EﬂL
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New Hampshire Department of Health and Human Services
Exhibit C

‘

7.3. Demand repayment-of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE; RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
_covenants and agrees to maintain the following records during the Contract Period:

B.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department. ‘ _ -

8.2. Statistical Records: Statistical, enroliment, attendance or visit records for each recipient of

‘ services during the Contract Period, which records shall include all records of applicationand
eligibility (including all forms required 1o determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services. .

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain-medical records on each patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It'is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
‘Department, the United States Department of Health and Human Services, and any of their
~designated representatives shall have access to all reports and records maintained pursuantto
" the Contract for purposes of audit, examination, excerpts and transcripts. ]
9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, itis
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception. .

10. Confidentlality of Records: All information, reports, and records maintained hereunder or collected
In cannection with the performance of the services and the Contract shall be confidential and shallnot
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
direclly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any informalion concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor’s responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his .

attorney or guardian.
. - Exhibit C - Special Provisions Contractor Initials I ":EE
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Notwithstanding anything to the contrary contained herein ghé covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at thefollowing
times if requested by the Department. . :
11.1.. Interim Financial Reports: Written interim financial reports containing a detailed description of
all costs and non-allowable expenses incurred by the Contractor to the date of the report and
_containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reporis shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.
11.2.  Final Report; A final reportshall be submitted within thirty {30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
_contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information requirad by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder {(except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review ofthe
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor. '

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include the

following statement:

13.1. The preparation of this {report, document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services. ’

L

14. Prior Approvat and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contractwithout
prior written. approval from DHHS. '

" 15. Operation of Facllitles: Compllance with Laws and Regulations: in the operation of any facilities
for providing. services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the perfomance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregeoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshaland
the local fire protection agency, and shall be in conformance with local building -and zoning codes, by-
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Ptan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25.000 or more and has 50 or

. Exhiblt C - Special Provisions Contractor Inftials B E(L :
oW1ane Page 4 of 5 Date 2[ -U‘(( ﬁ .



New Hampshire Department of Health and Human Services
Exhibit C

more employees, it will maintain a current EEOP on file and submit an EEOP Cedtification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEQP Certification Form to the OCR certifying itis not required to submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form.to the OCR to claim the exemption.
EEOP Certification Forms are available al; http:/iwww.ojp.usdoj/about/ocripdis/cert. pdf.

17. Limited English.Proficlency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national .
origin discrimination includes discrimination on the basis of limited English proficiency {LEP). To
ensure compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the .
Civil Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs. '

18. Pllot Program tor Enhancement of Contractor Employee Whistleblower Protectlons: The
following shall apply to ali contracts that exceed the Simplified Acquisition Threshold as defined in48
CFR 2.101 (currenlly, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TG INFORM EMPLOYEES OF
. WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees-working on this contract will be subject to the whistieblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at

41 U.S.C. 4712 by section 828 of the Nationa! Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), inall .
subcontracts over the simplified acquisition threshold.

19. Subcontractors;: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontraclor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a funiction 10 a subcontractor, the Contractor shall do the following:

19.1.  Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function }

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation will be managed if the subcontractor’s
performance is not adequate

19.3.  Monitor the subcontractor's performance on an ongoing basis

Exhibit C - Speclal Provisions : Conlradot Innlals] 4 \ ‘ )},
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19.4.

19.5.

Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
DHHS shall, at its-discretion, review and approve all subcontracts,

if the Contractor identifies deficiencies or areas for mprovement are identified, the Contractor shall
take corrective action.

20. Contract Definltlons:

201,

20.2.
20.3.
20.4.
205.

20.6.-

COSTS Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles established
in accordance with slate and federal laws, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

. PROPOSAL: if applicable, shall mean the document submitted by the Contractor on a

form or forms required by the Department'and containing a description of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setting forth the total cost and sources of revenue for each service to be prowded
under the Contract.

P

UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall
mean that-period of time or that specified activity determlned by the Department and specuﬁed
in Exhibit B.of the Contract. .

FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and
policies, elc. are referred to in the Contract, the said reference shall be deemed tomean
all such laws, regulations, etc. as they may be amended or revised from time to time.

SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor underthis
Contract will not supplant any existing federal funds available for these services.

Exhiblt C - Special Provisions Contractor Initials Mp\
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-890, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor’s representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS .
US DEPARTMENT OF AGRICULTURE CONTFIACTOFIS ' '

This certification is required by the regulations mplementmg Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-630, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1890 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
‘regutation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elecl to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the centification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,

' dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1.  The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace,
1.2.3.  Any available drug counseling, rehabilitation, and employee assistance programs; and
1.24. The penaltues that may be imposed upon employees for drug abuse violations
occurring in the workplace;
1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a).
1.4.  Noftifying the.employee in the statement required by paragraph (a) that as a condition of
emplayment under the grant, the employee will -
1.4.1. Abide by the terms of the statement; and
1.4.2.. Notify the ernployer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such
conviction; _
1.5, Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
- Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free Contractor Initials I ‘_‘ E&
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has designated a central point for the receipt of such notices. Notice shall include the
identification pnumber{s) of each affected grant;
1.6, Taking one of the following actions, within 30 calendar days of receiving notlce under
- subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking eppropriate personnel aclion against such an employee; up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended, or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
*  law enforcement, or other appropriate agency, .
1.7 Maklng a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for lhe performance of work done in
connection with the specific grant.

Place of Perforr_ﬁance (street address, city, county, state, zip code) (Iis't each location)
Check O if there are workplaces on file that are not identified here.

Contractor Name:

2241 g | /b\/r A/

Date Name™ &y, o .-
o : Tile: ¢ Carpornde &f‘):{h’“ .

.
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CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees 10 have the Contractor's representative, as identified in Sections 1. 11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND KUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS'
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered). .

" *Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

_1." No Federa! appropriated funds have been paid or will be paid by or on behalf of the undersigned, to

~ any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
meodification of any Federal contracl, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub—contraclor) .

2. If any funds other than Federal approprlated funds have been paid or will be paid to any person for
" influencing or attempting to.influence:an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub-
contractor), the undérsigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements} and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certificalion is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to & civil penalty of not less than $10,000 and not more than $100,000 for
each such faiture.

Qualtrics, LLC:

/179 o /(/‘«./1 K/(

Date " Name: Hi el /2,&.»1%,.‘
Title: c,,.f,,,,,L (oo f
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the Genera! Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and '1.12 of the General Provisions execute the following
Certiﬁcation:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective’ pnmary pammpant is provudmg the
* certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
" of participation in‘this covered transaction. If necessary, the prospective participant shall submit an
" explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’ (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
" participant to furnish a certification or an explanation shall disqualify such person from partlcapanon in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitied if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,”‘debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” "participant,” *person,” “primary covered transaction,” "principal,” "proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
. Coverage sections of the rules |mp1ement|ng Executive Order 12549: 45 CFR Part 76. See the
attached definitions. .

6. The prospective primary participant agrees by submitting this. proposal (contract) that, should the
proposed covered.transaction be entered into, it shall not knowingly enter inlo any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the

© clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions. :

‘ ’, }

8. A participant in a covered transaction may.rely upon a certification of a prospective paricipant in 2
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless-it knows that the certification is erroneous. A participant may
decide the method and frequency by,which it.determines the eligibility of its principals. Each
participant may, but is not fequired to, check the No procurement List (of excluded parties).

8. Nothing contained in the foregoing shall be consirued to require establishment of a system of records
. in order to render in good faith the certification required by this clause. The knowledge and

R -~ Exhibit F - Certification Regarding Debarment, Suspension Contractor Initials 1“ L ﬂ'
And Other Responsibility Matters )
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business.dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower lier covered transaction with a person who is .
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospectwe primary participant certifies to the best of |ts knowledge and belief, that it and its
principals;
11.1. p.'=1re not presently debarred suspended, proposed for debarment, declared |nel|gtble or
voluntanily excluded from covered transactions by any Federal depariment or agency;
11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public {(Federal, State or local)
transaction or a contract under a.public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery bribery, falsification or destruction of
records, making false statements, or receiving stolen property
11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (I)(b)
of this certification; and
11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to cerlify to any of the statements in this.
certification, such prospective parlicipant shall attach an explanation to this propesal (contract). |

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier partlclpanl ‘as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are nol presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federat department or agency.
13.2. where the prospective iower tier participant is unabte 10 cenrtify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower lier participant further agrees by submitting this proposal (contract} that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
" transactions and in all solicitations for lower tier covered transactions.

Qualtrics, LLC:
2048 A Aa

Date - Name: Midoed Holoertros
Title: (_,/.,MJ‘ L““M

¢
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P

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: : .

Contractor will comply, and will require any sub grantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include: i

- the Omnibus Crime Contro! and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national ¢rigin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b}) which adopts by
reference, the civil rights obligations of the Safe Streets Act: Recipients of federai funding under this
statute are prohibited from. discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race; color, religion, national:origin, and sex. The Ac! includes Equal
Employment Opportunity Plan requirements; . .

- the Civil Rights Act of.1964 (42 y.S}C:ISe_ctic_m‘;ZOOOG, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program of activity);

- the Rehabilitation Act of 1873 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity, :

. the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and ocal
government services, public accommodations, commercial facilities, and transporiation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs, .

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. [t does not include
~ employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs), 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making |
criteria for partnerships with faith-based and neighborhood organizations, :

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based '
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
~ agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

- debarment.

Exhibit G ' f_'M (&
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In the event a Federal or State court or Federal or State administrative agency makes a ﬁnding of

. discrimination after a due process hearing on the grounds of race, color, refigion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Heaith and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1. 11 and 1.12 of the General Provisions, to execute the following
certification:

L. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
lndtcated above. -

Qualtrics, LLC:

/AL . }/\m AN
Date - _ Name: I’\H—M Qa&’f’u«n
. . : ) Title: Lﬁf"oa ﬂ'Jt L ﬂk/{
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Cactification of Compliance vrth rtquﬂmoml pomnng 1o Fadecs) Nondiscrimination, Equal Treatmaend of Faith-Based Organizations
Brxd Whistiebiowsr protections
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New Hampshire Department of Health and Human Services
: Exhibit H

- )
Public Law 103-227, Part C - Environmental Tobacco Smake, also known as the Pro-Children Act of 1994-
(Act), requites that smoking not be permitted in any portion of any indoor facility owned or leased or '
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or lo¢al governments by Federal grant, contract, loan, or loan guarantee. The
law does not apply o children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpalient drug or alcoho! treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the.following
certification: ' .

"1. By signing and submitting this contract, the Contractor agrees t6 make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

s

Qualtrics, LLC: ‘

04 LA A\
Date Name: "’\u.b\oo( ﬁ-ltr'bu
. Title: L,,.,\,,.J, (‘M»{

Exhibit H - Cedification Regarding ' Contractor Initials _ P/\'K

. Environmental Tobacco Smoke
CUDHHSN 10713 i Page 10of1 Date 2 {l’q/ / 9
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tlEALIHJHS!BANQEﬁQBIAM

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, *Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that .
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

M "Reflnitions-
~a. “Breach” shall have the same meanmg as the term “Breach" in sect:on 164.402 of Tltle 45,
Code of Federal Regulations.

*b. “Business Associate” has the meaning given such term in section 160.103 of Title 45; Code
of Federal Regulations.

c. “Covered Entity” has the meaning given such term in section 160.103 of T|t|e 45,
Code of Federal Regulatnons

d. "Designated Record Set” shall have the same meaning as the term “designated record set”
.in 45 CFR Section 164.501. _ u : .

3
.'-.'-- .

e. “Data Aggregation” shall have the same: meamng as the term “data aggregation in45CFR -
Sectlon 164.501.

f. “Health Care Operat:ons shall have the same meamng as the term “health careoperatlons
in 45 CFR Sectlon 164. 501

g. “HITECH Act” means the Health Ihformation Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. ' .

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually |dentifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto. .

i. “Individual’ shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule" shall mean the Standards for Privacy of Individually dentifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services. -

k. “Protected Health Information”. shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

ano1s Exhibit 1 . Contractor Initials I ’ }[L

Health Insurance Portability Act

Business Assoclate Agreement . .
Page 1 of 6 Date ‘L [ 1“{ ‘)




New-Hampshlire Department of Health and Human Services

Exhiblt |

‘Required by {aw" shall have the same meaning as the term “required by Iaw in 45CFR
Section 164.103. : :

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

"Unsecured Protected Health I‘nform'atuon means.protected health information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards

Institute.

Other Definitions - All terms not othermse defined herein shall have the meamng |
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PH!) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a wolatnon of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
l. For the proper management and administration of the Business Associate;
Ak As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Entity.

-"To the extent Business Associate is permitted under the Agreement to disclose PHi to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to hotify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification Rules’
of any breaches of the conﬂdentlahty of the PHI, to the extent it has obtained knowledge
of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PH! in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

" 352014 ' . Exhibit | ' Contractor Initials M K

Health Insurance Portability Ad
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2014

Assomate shall refrain from dlsclosmg the PHI until Covered Entity has exhausted all
remedies, . :

Reserved.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately

. {(and in any event within 48 hours) after the Business Assaociate becomes aware of any

use or disclosure of protected heallh information.not provided for by the Agreement
including breaches of unsecured protected health information and/or any security
incident that may have an impact onthe protected health information of the Covered
Entity. The parties hereby agree that this notification requirement does not apply to the
regular occurrence of unsuccessful attempts at unauthorized access, use, disclosure,
modification, or destruction of PHI or unsuccessful attempts at interference with systems
operations in an information system that involves PHI.

The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information mvolved including the
‘types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o. Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment as soon as feasible
(and in any event within 10 business days) and report the findings in writing to the
Covered Entity.

£

The Busmess Associate shall comply with all sectlons of the Prlvacy. Security, and
Breach Notifi cation Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, agree in writing to adhere to all restriétions and
conditions for n the use and disclosure of PHI containéd herein, including the duty to
return or destroy the PH| as provided under Section 3 (1).

- Within five (5) busmess days of recelpt of a wntten request from Covered Entity,

Exhibit | ‘Contractor InHials M(L
Health Insurance Portability Act

Business Associate Agreement :
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Exhibit}

Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Busmess Associate's compliance W|th the terms of the Agreement

g. {intentionally omitted] Within ten (10) business days of receiving a written request
from Covered Entity, Business Associate shall provide access to PHI to the Covered
Entity in order to meet the requirements of 45 CFR Section 164.524..

h. Within ten'(10) business days of receiving a written request from Covered Entity for an -
amendment of PHI or a record about an individual, the Business Associate shall
enable Covered Entity to amend and incorporate any such amendment to enable
Covered Entity to fulfill its obligations under 45 CFR Section 164.526. .

i. | Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity 10 respond to a request by an
individual for an accountlng of disclosures of PHI in accordance with 45 CFR Section
164.528.

- Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within five (5)
business days forward such request to Covered Entity. Covered Entity shall have the

- responsibility of responding to forwarded requests.

l. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy all PHi received from, or created or received
by the Business Associate in connection with the Agreement and shall not retain any
copies or backups of such PHI. If return or destruction is not feasible, including PHI
retained in backups and PHI that Covered Entity fails to download and delete, or the
disposition of the PHI has been otherwise agreed toin the Agreement, Business
Associate shall continue to extend the protections of the Agreement, to such PHI and
limit further uses and disclosures of such PHI to those purposes that make the retum or
destruction infeasible, for so long as Business

Associate maintains such PHI.

(4)  QObligations of Covered Entity

a. . Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s

 use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation

32014 Exhibi | Contractor Initials !E \ IL
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(5)

(6)

372014

Exhibit|

of permission provided to Covered Entity; by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508..

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164,522,
to the extent-that such restriction may affect Business Associate's use or disclosure of
PHI. Business Associate may immediately terminate this Agreement if Business
Associate cannot reasonably comply with the restriction or Ilmltallon

Covered Entity shall delete, de-identify or anonymize alt PHI data provided to the Business
Associate as specified in the Agreement within 60 days of the termination of the Agreement,

Covered Entity shall not request or cause Business Asscciate to make use of or disclosure
of PHI that would violate HIPAA if performed by Covered Entity.
Termination for Cauge

In addition to Paragraph 10 of the standard téerms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity .
determines that neither termination nor cure is feasible, Covered Entlty shall report the
violation to the Secretary. -

" Miscellaneous

Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same maaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. )

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI| provided by or created on behalf of Covered Entity. ,

Iniergretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Exhibit | Contractor Initials I " E ﬂ

Health Insurance Portability Act
Business Associate Agreement .
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e. Segreqation. If any term or condition of this Exhibit | or the application thereof to any
: person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and condmons of this Exhibit | are declared severab|e

f. Survival. Provisions in‘this Exhibit | regardmg the use and disclosure-of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the

defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN.WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services

The State : ~* Qualtrics, LLC:

@(’QLQT@{ fon An

Slgnature of Authorlzed Representative Signature of Authorized Representative

usx  Mepn § / Tdrqic ﬂnfy -Mltf_,{‘\al/{ ﬂb Lﬂ(;ho_\

,(-4\
- Name of Authorized Representative Name of Authorized Representative
Redor [Degrty Divector _Gorpale  Ganif
Title of Authorized hepresentative Title of Authorized Representative
2 /2o | Jely 04 Qe

Date o Date

372014 . Exhibit | ' Contractor Initials lft I& _
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The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
_data related to execulive compensation and associated first-tier sub-grants of $25,000 or more. If the initial
award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award. :
In accordance with 2 CFR Part 170 (Reporting Sub award and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any sub
award or contract award subject to the FFATA reporting requirements:
Name of entity
. Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source .
Award tille descriptive-of the purpose of the funding aclion
Location of the entity
Principle place of perfformance
Unique identifier of the entity (DUNS #)
0. Total compensation and names of the top five executives if:
10.1. . More than 80% of annual gross revenues are from the Federa! government, and those
revenues are greater than $25M annually and P
10.2. Compensation information is not already avallable through reporting to the SEC.

2ODNONAELN

Prime grant recipients must submit FFATA reqmred data by the end of the month plus 30 days, in which
the award or award amendment is made. .
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the prowsmns of
The Federa! Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Sub award and Execuuve Compensation Information), and further agrees
to have the Contractor's,representative, astidentified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and. Transparency. Act. -

Qualtrics, LLC: ‘7'

Tely 29 2el4 - /('/1*‘4 AN
Date i f " Name: h QLM Eo&'z‘%-:
. Title: Co/,oorr.lg (_wm A

Exhibit J - Certification Regérding the Federal Funding Contractor Initials l ! E‘g

Accountability And Transparency Act (FFATA) Compliance
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)

' EQAM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed queslions are true and accurate.

1. The DUNS number for your entity is:

2. In your business or organization’s preceding Eompleted fiscal yea'r, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2} $25,000,000 or more in annual

gross revenues from U.S. federal contracts, subcontracts, loans, grants, sub grants, and/or
cooperative agreements?

NO - _YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3, Does the public have access to information about the compe_nsalioh of the executives.in your
business or organization through periodic reports filed under section 13(a) or 15(d} of the Securities
Exchange Act of 1934 (15 U.S.C.78m{a), 780(d)) or section 6104 of the Intemal Revenue Code of
19867 .

NO YES
If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

" 4. The names and compensation of the five most highly compensated officers in your business or

organization are as follows: ' ?
Namie: _ -Amount: _
Name: : . Amount: .
Name: Amount:
Name: . Armount:
Name:__ Amount:

L Exhibit J — Certification Regearding the Federal Funding Contractor Initials l Ep\ :

. Accountabillty And Transparency Act (FFATA) Compliance
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Exhibit P
DHHS Information Security Requirements

"~ A. Definitions

The following terms may be reflected and have the described meaning in this document:
/

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Informat:on Breach”
shall have the same meaning as the term Breach' in section 164.402 of Title 45,
Code of Federal Reguiatlons -

2. ‘*Computer Security Incident” shall have the same meaning “Computer Security
incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technoiogy: U.S. Department of
Commerce.

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health |nformat|on and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by

- the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pl), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security.Numbers {SSN), Payment Card
Industry (PCi), and or other sensitive and confidential information.

4, 'End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. ‘Incident’” means an act that violates an explicit security policy, which includes
attempts (either failed or successful) to gain unauthorized access to a system or its
data, unwanted disruption or denial of service, the unauthorized use of a system for
the processing or storage of data; and changes to system hardware, firmware, or
software characteristics without the owner's knowledge, instruction, or consent.
Incidents include the loss of data through theft or device misplacement, loss or
misplacement of hardcopy documents, and misrouting of physical or electronic mail,

V5. Last update 10/09/18 . Exhibll P Gmtmdor Inttials N\‘L‘
DHHS Information
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all of which may have the potential to put the data at risk of unauthorized access, use,
disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted Pl. PFI, PHI or confidential
DHHS data.

8. “Personal Information™ (or “P1") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to.a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule® shall mean the Sténdards for Privacy of Individually Identifiable Health
Information at.45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information™ (or *PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule* shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable te unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a viotation
of the anacy and Security Rule.

2. The Contractor must not disclose any Confidential Inf,ormaiion in response to a request

V5. Last updato 10/09/18 ' . Exhibit P Contractar.nitials [L .
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( .
for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS (if permitied by applicable law) so that DHHS has an
opportunity to consent or object to the disclosure.

3. Reserved

4, The Contractor agrees'that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
' any other purposes that are not indicated in this Contract.

. 6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confi irm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Apphcatlon Encryptlon If End User is transmitting DHHS data containing-Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application’s
-encryption capabilities ensure secure transmission via the'internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Conﬁdential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4 Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket Iayers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Oropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground‘
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.-

8. Open Wireless Networks, End User may not transmit-Confidential Data via an opén
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed

V5. Last update 10/09/18 ) Exhiblt P Contractor Initiais Mi
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“on the End Users mobile device(s) or laptop from which mformatlon will be
transmltted or accessed. -

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information. . -
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for 24-
hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11, Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

ll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will enable DHHS to delete the data: from their

account for a period of 60 days. After deletion from production database by DHHS, the

Contractor shall delete the data from the Contractor’s backup after the Contractor's standard
- retention period (currently 90 days) has been reached. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of.
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard qopiés of Confidential Data
in a secure location and identified in section IV. A2

. 5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its reasonable cooperation with the State’s
Chief Information Officer in the detection of any secunty vuinerability of the hosting
infrastructure.
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B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub-
- contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination. When no longer in use,
electronic media containing State of New Hampshire data shall be rendered
unrecoverable via ‘a secure wipe program in accordance with industry-accepted
standards for secure deletion and media sanitization, or otherwise physically
destroying the media (for example, degaussing).as described in NIST Special
Publication 800-88, Rev 1, Guidelines for Media Sanitization, National Institute of
Standards and Technology, U. S. Depariment of Commerce. The Contractor will
document and certify in writing at time of the data destruction, and will provide written
certification to the Department upon request. The written certification will include all
details necessary to demonstrate data has been properly destroyed and validated.
Where applicable, regulatory and professional standards for retention requirements
will be jointly evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
- Contractor agrees to destroy all hard copies of Conﬁdentlal Data using a secure
method such as shredding.

a. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor will enable DHHS to delete the data from their account for a period of 60
days. After deletion from production database by DHHS, the Contractor shall delete
the data from the Contractor's backup after the retention period (currently 90 days)
has been reached.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS'Data received under this Contract, and any.
derivative data or files, as follows:

1. The Contractor will maintain proper secufity controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of.contracted
services. ' ‘

- 2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to

- store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. [Reserved]
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5. [Reserved]

6. If the Contractor will. be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements. :

7. The Contractor will work with the Department to sign and comply with all applicable
‘State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system.
access being authorized.

8. The Contractor will work with the Department at its request 10 complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

9. The Contractor will not store, knowingly, any State of New Hampshire or Department
data offshore or outside the boundaries of the United States unless prior express
written consent is obtained from the Information Security Office leadership member
within the Department.

10. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
-associated with website and telephone call center services required by applicable law
and necessary due to the breach.

11. Contractor must, comply with all federal and state laws and regulations applicable to
the operation of its business and providing the services required under this Agreement,
and must in ali other respects maintain the privacy and security of Pl and PHI at a level
and scope that is not less than the level and scope of requirements applicable to federal
agencies, including, but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C.
§ 552a), DHHS Privacy Act Regulations (45 C.F.R. §5b), HIPAA:-Privacy and Security .
Rules (45 C.F.R. Parts 160 and 164) that govern protections for individually identifiable
health information. '

12. Contractor agrees to establish and maintain appropriate administrative, technical, and
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physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access fo it... The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements that
is set forth in the principles of NIST 800-53 (Rev.4), moderate-impact level.

13. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer and the State's Security
Officer of any security breach without undue delay but no later than forty-eight (48)
hours, via the contact the State identifies within the services. This includes a
confidential information breach or computer security incident which affects or includes
any State of New Hampshire systems that connect to the State of New Hampshire
network.

14. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contrsct.

15. The Contractor must ensure that all End Users:

V5, Last update 10/09/18

comply with such safeguards as referenced in Section |V A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, thefl or inadvertent dlsclosure

safeguard this information at all times.

ensure that laptops and other electronic devices/media containing PHI, PI or PF!.
are encrypted and password-protected.

send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such

. information,

limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

only authorized End Users may transmit the Confidential Data, including any
derivative files containing ‘personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section |V above.

in all other instances Confidential Data must be maintained, used and disclosed

-using appropriate safeguards, as determined by a risk-based assessment of the

circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
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