STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSHIRE HOSPITAL

Lori A. Shibinette 36 CLINTON STREET, CONCORD, NH 03301
Cominissioner 603-271-5300 1-800-852-3345 Ext. 5300
Fax: 603-271-5395 TDD Access: 1-800-735-2964
Heather M. Moquin www.dhhs.nh.gov

Chief Executive Officer

May 7, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into a Sole Source amendment to an existing contract with Endur ID, Inc. (vendor #81167),
Hampton, NH to continue the provision of patient identification bracelets and associated software
system, by increasing the price limitation by $27,509 from $67,524 to $95,033 and by extending
the completion date from June 30, 2021 to June 30, 2023 effective July 1, 2021 or upon Governor
and Council approval, whichever is later. 34% General Funds. 66% Other Funds (provider fees).

The original contract was approved by Governor and Council on April 8, 2020, item #8.

Funds are anticipated to be available in the following account in State Fiscal Year 2022
and State Fiscal Year 2023, upon the availability and continued appropriation of funds in the future
operating budget, with the authority to adjust budget line items within the price limitation and
encumbrances between state fiscal years through the Budget Office, if needed and justified.

05-95-94-.940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE
PSYCHIATRIC SERVICES

State - L Increased .
Fiscal Ac::l::\ir:t Class Title N:r?m:er g\;;regtt {Decreased) ';zv(;sif
Year g Amount g

Contracts for $62,955 $0 $62,955
2020 | 102/500731 Program 94025500

Services

Contracts for | 94025500 $4,569 $0 $4,569
2021 1 102/500731 Program

Services

Contracts for | 94025500 $0 $21,635 $21,635
2022 | 102/500731 Program

Services

Contracts for | 94025500 $0 $5,874 $5,874
2023 | 102/500731 Program

Services

Total $67,524 $27,509 $95,033
EXPLANATION

The Department of Health and Human Services’ Mission Is to join communities and families
in providing opportunities for citizens to achieve kealth and independerice.



His Exceliency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

This request is Sole Source because the contract is being amended to extend beyond
the current completion date and there is no renewal option included in the contract. Endur ID inc.
was originally awarded this contract through a competitive bid process, posted on the
Department's website from December 13, 2018 through March 6, 2019. The request for
proposals included an option to renew for up to four (4) additional years; however, the four year
renewal option was inadvertently omitted from the contract.

The purpose of this request is for the continued provision of materials, associated software
and support for the New Hampshire Hospital patient identification system. Services through this
contract include identification wristbands customized to specifications as required by the
Department and set forth by the Centers for Medicare and Medicaid Services and The Joint
Commission; wristband production software and patient tracking solutions compatible with New
Hampshire Hospital's current electronic health records system; training for Department personnel
on system use; and ongoing support available twenty-four (24) hours per day, seven (7) days per
week.

Approximately 1,250 individuals are served annually through the patient identification
system.

The Department wili monitor contracted services by ensuring the Contractor:

¢ Provides a method to allow for replacement or repair on any scanner tool at any
time, twenty-four (24) hours per day.

* Responds to 100% of requests for service no later than one (1) hour after receiving
the service request.

Should the Governor and Council not authorize this request the Department may be
unable to obtain a patient identification system that meets requirements set by the Centers for
Medicare and Medicaid Services, and may risk losing accreditation from The Joint Commission.

Area served: New Hampshire Hospital
Source of Funds: 34% General Funds and 66% Other Funds (provider fees)

in the event that the Other Funds become no longer available, additional General Funds
will not be requested to support this program.

Respectfully submitted,

/VM%V i 1o

Heather M. Moquin
Chief Executive Office
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 1, 2021

Lor1 A. Shibinette, Commissioner
Department of Health and Human Serviccs
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to entcr into a Sole Source contract amendment with Endur ID, Inc.,
as described below and referenced as Dol T No. 2019-033A.

This is a request for approval to enter into a solc source contract amendment for the
continued provision of materials, associated software and support for the New Hampshire
Hospital patient identification system. This system will provide improved patient
identification with durable, color-codcd wristbands that can be customized with patient
information, including a photograph and prescription information that mcct requirements
sct by the Centers for Mcdicare and Medicaid Scrvices and the Joint Commission.

The funding amount for this amendment is $27,509, increasing the current contract from
$67,524 to $95,033 and by extending thc completion datc to June 30, 2021 from the
original completion date of June 30, 2023. This amendment shall become effective upon
Governor and Exccutive Council approval through June 30, 2023.

A copy of this letter should accompany your Agency’s submission to the Governor and Executive
Council for approval.

Sincerely,
/ f’ ’Qé ‘6 )
Ny Aot

Denis Goulet

DG/kaf

DolT #2019-033A

RID: N/A

cc: Michael Williams, IT Lead

"Innovative Technologies Today for New Hompshire's Tomarrow"

DOIT Template 20200205 V1
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP-2019-NHH-03-
PATIE, dated March 6, 2019 and approved by Governor and Council on April 8, 2020, Item #8, (herein after referred to
as the “Agreement”), Endur Id, Inc. (hereinafter referred to as “Vendor”) agreed to supply certain services upon the
terms and conditions specified in the Agreement and in consideration of payment by the New Hampshire Department of
Health and Human Services (hereinafter referred to as the “Department™), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to have the Contractor continue to provide patient identification bracelets
and a software system and associated services for the Department;

WHEREAS, The Vendor agrees to provide patient identification bracelets and a software system;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2021 to June
30, 2023;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $27,509 to bring the total
contract price to $95,033; and

WHEREAS, the Department and the Vendor seek to clarify the Agreement by modifying Section 3 of the P-37
by adding renewal language to support continued delivery of these services.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2021 to June
30, 2023.

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $27,509 from $67,524 to
$95,033.

3. The Agreement is further amended as described in Table 1:

Table 1

Contract
#2019-033 AMENDED TEXT

Part 2 -
Information
Technology
Provisions
Part 2 INTRODUCTION

The Introduction, 6. will be modified as follows:

Remove:

DS

(F

Initial all pagesl w 6/14/2021
Vendor Initials g /14/ Page 1 of 6

Amendment template revision [1/25/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices™, which must have the ability to communicate with Endur 1D
Secur Trac software, and exchange and upload data.

Replace with:

6. No less than 24 Portable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices™, which must have the ability to communicate with Endur 1D
Secur Trac software, and exchange and upload data.

Contract Term,
is clarified as
follows:

Section 1.2 ORDER OF PRECEDENCE
Add:
d. Vendor quote additional handheld scanners and associated
equipment.
Section 2 CONTRACT TERM
Section 2, Delete and replace Section 2, CONTRACT TERM in its entirety:

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but
not limited to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Date™).

The Contract shall begin on the Effective Date and extend through the date indicated on
section 1.3 of the P-37.

The Department may extend contracted services for up to two (2) additional years from
June 30, 2021, contingent upon satisfactory vendor performance, continued funding and
approval from the Governor and Executive Council.

The Contractor shall commence work upon issuance of a Notice to Proceed by the
Department.

Section 16

DISPUTE RESOLUTION

Part 3 - Exhibit A
Scope of Services
and Contract
Deliverables

Dispute Delete and replace as follows:
Resolution -
Responsibility and LEVEL ENDUR ID INC STATE CUMULATIVE
Schedule Table . . ALLOTTED TIME
Primary Jim Stone David Levesque 5 Business Days
Project Manager State Project
Manager (PM)
First Joe¢ Tinson Heather Moquin 10 Business Days
IT Project Manager CEO New Hampshire
Hospital
Sccond Al LaRose Lori Shibinette 15 Business Days
Chief Exceutive Commissioner
Ofticer
Contract
#2019-033 AMENDED TEXT

Section 2

Scope of Services

DS

- -

Initial all pagesLK_t—qu
Vendor Initials M M

Page 2 of 6

Amendment template revision 11/28/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1
Subsection 2.5 Modify Section 2., Subsection 2.5 as follows:

2.5 The Contractor shall provide no less than 24 Portable Ruggedized mobile computers,
hereinafter to be called “handheld scanning devices”, which must have the ability to
communicate with Endur ID Secur Trac software and exchange and upload data.
Section 5, DELIVERABLES, MILESTONES AND ACTIVITIES SCHEDULE

Chart 5.5

Modify Row 29, as follows:

| 29 | Conduct Project Exit Meeting | Non-Software [ May 6, 2023

Add rows as follows:

IMPLEMENTATION: SUPPORT AND MAINTENANCE OF BARCODE
SCANNERS
30 | Ongoing Hosting Support Non-Software Ongoing
31 | Ongoing Support & Maintenance Software Ongoing
Part 3, Exhibit B, PRICE AND PAYMENT SCHEDULE
Section 1. Delete in its entirety and replace as follows:
Payment
Schedule, [.1 This is a Not to Exceed (NTE) Contract for the period between the Effective Date
Subsection 1.1, through June 30, 2023. The Contractor shall be responsible for performing its obligations
Not to Exceed in accordance with the Contract. This contract will allow the Contractor to invoice the

State for the following activities, Deliverables, or milestones appearing in the price and
payment tables below:

Activity, Deliverable, or Milestone
INSTALLATION - = - b v
1 | Provide IDMX Software License $9,700
2 Provide Secur-Trac Software License $4,890
Provide IDMX Software Installed, Configured, and Operational to Satisfy

3 State Requirements 58,919
Provide Secure-Trac Software Installed, Configured, and Operational to

4 . . $11,852
Satisfy State Requirements

5 | Handheld Scanner Licenses {24) $1,224

6 | Provide tools for backup and recovery of all applications and data

7 | Conduct training $7,350
8 | Handheld scanners (24) $33,301
9 | Ongoing support and maintenance $14,837
10 | Supplies $2,960

TOTAL $95,033

DS
(e
Initial all pages‘ w 6/14/2021

Vendor Initials Page 3 of 6

Amendment template revision 11/28/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

1.2, SAAS services
pricing worksheet
1.4

Section 1.
Revisions to Form
P-37, General
Provisions

Part 3, Exhibit C

Part 3, Exhibit O

Delete and replace as follows:

SAAS SERVICES YEAR 1 YEAR 2 YEAR 3 YEAR 4 TOTAL
Soft\{vare |r15ta||at|on, . $20771 $20,771
configuration and testing
Technical support,

4
maintenance and updates $3,089 $3,089 $2,785 $5,874 $14,837
training $7,350 $7,350
Hardware $14,451 $18,850 $33,301
Supplies $1,480 $1,480 $2,960
Licensing $15,814 $15,814

Total $95,033

REVISIONS TO STANDARD CONTRACT LANGUAGE
1.3. Section 3, Effective Date/Completion of Services is amended by adding the
following language:

3.3 The parties may extend the Agreement for up to two (2) additional years from
June 30, 2021, contingent upon satisfactory delivery of services, available funding,
agreement of the parties, and approval of the Governor and Executive Council.

CERTIFICATES AND ATTACHMENTS
Modify Exhibit O, by adding Attachments:
B. Vendor quote additional handheld scanners and associated equipment

1. The Agreement is further amended by inserting Table 2 Contract History as follows:

Table 2 CONTRACT HISTORY 2019-033 Patient Identification Bracelets and Software System

CONTRACT AMENDMENT TYPE G&C END DATE CONTRACT
AND APPROVAL AMOUNT
AMENDMENT DATE
NUMBER
2019-033 Original Contract April 8, 2020 June 30,2021 $67,524
RFP-2019-NHH- Item #08
03-PATIE-01
2019-033 Amendment A TBD June 30, 2023 $27,509
RIP-2019-NHH-
03-PATIE-01
CONTRACT TOTAL $95,033.00

—

(¢ ’
Vendor Initials ~—————Prate—

Page 4 of 6

Amendment template revision 11/28/18




DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written.

DocuSigned by:

@N’ 1) ) ) ; 0N A0 Date: 6/14/2021
ATbert LaRase, CEO
Endur ID, Inc.

State of New Hampshire

DocuSigned by:

Hocther P, Plogerin Date: 6/14/2021

46AFIEICTIB

Heather M. Mz;culum Chief Executive Officer
State of New Hampshire
Department of Health and Human Services

DS

Initial all pagci w
Vendor Initials 6/14/2021 Page 5 of 6

Amendment template revision 11/28/18
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Patient Identification Bracelets and Software System - 2019-033
CONTRACT AMENDMENT #1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney General

DocuSigned by:

6/14/2021
Date: /14/

State of New Hampshire, Department of Justice
Catherine Pinos

Attorney

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

By:

Title:

Date:

DS

—

P
Initial atl pagesl E :( !/
Vendor Initials 6/14/2021

Page 6 of 6

Amendment template revision 11728/18



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner. Secretary of State of the Statc of New Hampshire. do hereby certify that ENDUR 1D, INC. is a New
Hampshire Profit Corporation registered to transact business in New Hampshire on January 06, 2010. 1 further certity that all fees
and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business [D: 624296
Certificate Number: 0005378416

IN TESTIMONY WHEREOF,
I hereto set my hand and cause to be aftixed
the Scal of the State of New Hampshire,

this 8th day of June A.D. 2021.

Do fodr

William M. Gardner

Secretary of State




CERTIFICATE OF AUTHORITY

i, %ﬁ "@"iﬁ% ‘AX "N\( ff’h\, S \\z Q;w\m , hereby certify that:

!E\x sy of i

ed Offfcer of the Corpomian/lil o The COBTECt sgnatory

1

a(v,\.i

1.1 am a duly elected Clerk/Secretary/Officer of L \ﬁw LD JJ*C,/

\\11

2. The folowing is :‘1 true copy of a_vote taken at a meeting of the Board of Directors/shareholders, duly called and

held on ¢ \UN? "\‘\\ 20 ?{ at which a quorum of the Directors/shareholders were present and voting.
& // iy

VOTED: That P\r\ L_ e NGs P (': {may list more than one person)
(Name and Tile of Conlisot Sigewtonys

is duly authorized on behalf of a.on\ ,SJ“\ ; 1,,;( 7 to enter into-contracts or agreements with the State

RV E DG LI NS ER P

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. 1 further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corforation. To the extent that there are any
limits on the authority of any listed individual to bind the corporatioryin gontracts with the State of New Hampshire,

all such limitgtions are expressly stated herein. / /L .
b/ u
9 ) / . o
Dated: L/ l \ ( \ -

Signaturg of; Elected fficer
Name: {L !v\-k‘ oo Sioac
Title:

STATE OF NEW-HAM?"SWRE MAS g

County of l /( j// /;/(J*\'

The foregoing instrument was acknowledged before me this / Q day of /('t(’f'l-(r’, 20 < /

F

By C Lang
e o ¢ (/\;L;’{ 1
Q John C. Chang 3
ER Y Notary Public
i \COMMONWEALTH OF MASSACHUSETTS §
My Commission Expires 3
7 10/18/2024
Commissio uteh Ahidhaieeiieaiihedieiad

Rev. 09/23/19



CERTIFICATE OF VOTE/AUTHORITY

i Y TR T N /
I, _(na&ewgftgw\énagir;g\l?nue% er)__ of the E/\,«&IUF é,j) H@\&L; (Lu'd\?f"\f’ \f_ LLC do
\ v

hereby certify that; J

S -y = N
1. lam the (title/@naqinq memberetc) of the EA&UX,\D K, ,u;?y f‘u‘»ﬁfm? , LLC:
This Limited Liability Company may enler into any and all confracts, amendments, renewals,
revisions or modifications thereto, with the State of New Hampshire, acting through its
Department of Heaith and Human Services. R
A A ‘,,")

P st OO
RESGLVED: That the (title of authorized signatory) is hereby authorized on behalf of this
company to enter into said contracts with the State, and to execute any and all documents,
agreements, and other instruments, and any amendments, revisions,sor modifications thereto,
. . - grr rf“%ﬁu .
as he/she may deem necessary, desirable or appropriate, and (name ofp €0 that occupies

position) is the duly elected (title of authorized signatory) of the Limited Liability Company.

2. The foregaing resolutions have not been amended or revoked and remain in full force and effect
as of this day of ai@ ; ,20&&

[

iy L
IN WITNESS \?/&{EREOF, |_have hereunto set my hand as the l\/\\wﬁ” /Q*L&p\ of the

company this day of (fua/ | 20{\ ) i
/// ,,‘,f/ —
(\' ,// //\/ ‘\\WM S “\w
Name {«M\Q&v; :& N s
Title A Maiher

Company Name f o 1) \’iwu“il {‘”‘{{"’M, Lic

|
¢ iy

STATE OF __ /1653
COUNTY OF _ L 1c il py o

On &o/(’/féi/zal( , before the undersigned officer, personally appeared the person identified
directly above, or satisfactorily proven to be the person whose name is signed above, and
acknowledged that s/he executed this document in the capacity indicated above.

B e

o Q\ :,. S N ‘ o g — e o

N Natary Pub!icg Signature of Notary orddstice of the Peace
] @’ q AMONWEALTH OF MASSACHUSETTS % ‘ .

\ib

My Commission Expires R

S ] - v
_lonez0zs Lol G Kiwk“ﬁ-
i ‘ Name/Title of Notary or Justice of Peace

timoggsse

. . T S S A IS
My Commission Expires: AR LAY
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06/08/2021

AC OR D® DATE (MM/DDIYYYY)
e CERTIFICATE OF LIABILITY INSURANCE

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER CONTACT  Ronda Laventure
RSC Insurance Brokerage, Inc. PHONE £y (817)330-5700 (TG, oy (B817) 439-3752
160 Federal St. e hEss: RLaventure@risk-strategies.com
4th Floor INSURER(S) AFFORDING COVERAGE NAIC #
Boston MA 02110 INSURER A :  Ohio Security Insurance Co. A M. Best Rating: A 24082
INSURED INsURer B :  Ohio Casualty Insurance Co A.M. Best Rating: A 24074

Endur ID Holding Company Inc., DBA: Endur ID Inc. INSURER C :

8 Merrill Industrial Drive INSURER D :

INSURER E :

Hampton NH 03842 INSURER F :

COVERAGES CERTIFICATE NUMBER:  €L214604466 ' REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN {S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TNSR ADDLISUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER (MM/DD/YYYY) | (MM/DDIYYYY) LIMITS
(| COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE ¢ 2,000,000
DAMAGE TO RENTED
| cuamswnoe OCCUR PREMISES (Ea occurence) | s 900000
MED EXP (Any one person) L 15,000
A BKS58277350 05/01/2021 | 05/01/2022 | personaL s ADv INJURY | s 2:000,000
GEN'L AGGREGATE LIMIT APPLIES PER GENERAL AGGREGATE s 4,000,000
PRO-
POLICY D Jeco D LoC PRODUCTS - cOMPioPAGG | s 4:000,000
OTHER Package Modification s
AUTOMOBILE LIABILITY EOMBINED SINGLE LIMIT S
(Ea accident)
ANY AUTO BODILY INJURY (Per person) S
OWNED SCHEDULED -
A AUTOS ONLY AUTOS BKS58277350 05/01/2021 | 05/01/2022 | BODILY INJURY (Per accident) |
HIRED NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY (Per accident]
s
2X] UMBRELLALIAB OCCUR EACH OCCURRENCE s_3.000,000
B EXCESS LIAB CLAIMS-MADE US058277350 05/01/2021 | 05/01/2022 | »coREGATE s 3,000,000
DED ] XI reTenTion s 10,000 s
WORKERS COMPENSATION PER | OTH-
AND EMPLOYERS' LIABILITY YIN STATUTE ER
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT S
OFFICER/MEMBER EXCLUDED? [:I N/A
{Mandatory in NH) E.L DISEASE - EAEMPLOYEE | S
If yes, describe under
DESCRIPTION OF OPERATIONS below - E.L DISEASE-POLICYLIMIT |'S

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACCRD 101, Additional Remarks Schedule, may be attached if more space is required)

Certificate Holder Continuation: and Human Services Bureau of Contracts & Procurement.
Re: Account #05-95-94-102-500731-9400-8410.

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
NH Department of Health (Et. All See Description) ACCORDANCE WITH THE POLICY PROVISIONS.

Attn: Dean B. Fancy

AUTHORIZED REPRESENTATIVE
129 Pleasant Street

Concord NH 33013857 Ee e o 7 .
| f;l“-»,.(;c__ :Z Fireainon ,‘L . /’“‘”‘a«(‘(«,_j&’f 2

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

U7A

DATE (MM/DD/YYYY)
06/15/2021

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Aon Risk Services, Inc of Florida
1001 Brickell Bay Drive, Suite #1100
Miami, FL 33131-4937

CONTACT

NAME: Aon Risk Services, Inc of Florida

PHON

E FAX
(A/C, No, Ext): 833-506-1544 l(AIC, No):

EMAIL

ADDRESS:  work.comp@trinet.com

INSURER(S) AFFORDING COVERAGE NAIC #

INSURER A : Indemnity Insurance Company of North America 43575

INSURED

TriNet Group, Inc.

Endur ID, Inc

9000 Town Center Parkway
Bradenton, FL 34202

INSURER B :

INSURER C :

INSURER D :

INSURERE :

INSURERF :

COVERAGES

CERTIFICATE NUMBER: 15349701

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR] ADDL [SUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSR | WvD POLICY NUMBER (MMIDDIYYYY) | (MM/DDIYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $
l DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) $
MED EXP (Any one person) $
PERSONAL & ADV INJURY $
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
POLICY D PROJECT D Loc PRODUCTS - COMP/OP AGG | $
OTHER $
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY (Ea accident) S
ANY AUTO BODILY INJURY (Per person) $
OWNED SCHEDULED
AUTOS ONLY AUTOS BODILY INJURY (Per accident) | $
HIRED NON-OWNED PROPERTY DAMAGE
AUTOS ONLY AUTOS ONLY (Per accident) $
S
UMBRELLA LIAB OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DEC l | RETENTION $
WORKERS COMPENSATION X [ PER | OTH-
A | AND EMPLOYERS' LIABILITY YIN WLR_C67487448 07/01/2020 | 07/01/2021 STATUTE ER
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED? E N/A E.L. EACH ACCIDENT s 2,000,000
(Mandatory in NH) E.L. DISEASE - EAEMPLOYEE| $ 2,000,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICYLIMIT | § 2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more spacc is required)

Workers Compensation coverage is limited to worksite employees of ENDUR ID, INC through a co-empioyment agreement with TRINET HR 11I1-A, INC..

CERTIFICATE HOLDER

CANCELLATION

Endur ID, Inc
8 Merrili Industrial Drive
Unit 4

Hampton, NH 03842

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

GRon (Risk exvices, Une of floxida

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

U7A

DATE (MMIDDIYYYY)
06/15/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Aon Risk Services, Inc of Florida
1001 Brickell Bay Drive, Suite #1100
Miami, FL. 33131-4937

INSURED

TriNet Group, Inc.

Endur ID, Inc

9000 Town Center Parkway
Bradenton, FL 34202

CONTACT . . .
NAME: Aon Risk Services, Inc of Florida
PHONE FAX
{AIC, No, Ext): 833-506-1544 {AJC, No):
EMAIL Rk
ADDRESS:  work.comp@trinet.com
INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : Indemnity Insurance Company of North America 43575
INSURER B :
INSURER C :
INSURER D :
INSURERE :
INSURER F :

COVERAGES

CERTIFICATE NUMBER: 15349703

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

| DR ADDLJSUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSR | wvD (MMDD/YYYY) | (MMDDIYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s
DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) 3
MED EXP {Any one person) S
PERSONAL & ADV INJURY $
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
POLICY l:] PROJECT l:] LOC PRODUCTS - COMP/OP AGG | $
OTHER s
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY (Ea accident) $
ANY AUTO BODILY INJURY (Per person) $
OWNED [ | SCHEDULED
AUTOS ONLY AUTOS BODILY INJURY (Per accident) | $
HIRED NON-QWNED PROPERTY DAMAGE
AUTOS ONLY AUTOS ONLY (Per accident) $
3
UMBRELLALIAB | | OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DEC l | RETENTION $
WORKERS COMPENSATION X | PER I OTH-
A | AND EMPLOYERS' LIABILITY YIN WLR_C68994846 07/01/2021 | 07/01/2022 STATUTE ER
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED? N/A E.L. EACH ACCIDENT $ 2,000,000
(Mandatory in NH) E.L. DISEASE - EAEMPLOYEE] $ 2,000,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICYLIMIT | $ 2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

Workers Compensation coverage is limited to worksite employees of ENDUR ID, INC through a co-employment agreement with TRINET HR [1-A, INC..

CERTIFICATE HOLDER

CANCELLATION

Endur ID, Inc
8 Merrill industrial Drive
Unit 4

Hampton, NH 03842

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Hon Risk Fenvices, Une of florida

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NEW HAMPSHIRE HOSPITAL
Lori A. Shibinette 36 CLINTON STREET, CONCORD, NH 03301
Commissioner 603-271-5300 1.800-852-3345 Ext. 5300
Fax: 603-271-5395 TDD Access: 1-800-735-2964
Heather M. Moquin www.dhhs.nh.gov

Chief Executive OfTicer

February 28, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, New Hampshire Hospital, to
enter into an agreement with Endur ID, Inc (Vendor # TBD), 8 Merrill Drive Unit 4, Hampton, NH
03842 to provide Patient Identification Bracelets and a Software System in an amount not to
exceed $67,524, effective upon Governor and Executive Council approval through June 30,
2021. 70% General Funds, and 30% Other Funds (provider fees).

Funds are available in the following account for State Fiscal Years 2020 and 2021 with
authority to adjust budget line items within the price imitation and adjust encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-94-09400-8410 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH-
FACILITY/PATIENT SUPPORT

State Total
Fiscal Class/Account Class Title Job Number A
mount
Year
2020 102-500731 . | Contracts for Prog Sve | 94025500 $62,955
2021 102-500731 Contracts for Prog Svc | 94025500 $4,569
Total $67,524

EXPLANATION

This purpose of this request is to provide materials and software to print reliable
identification wristbands for each patient at New Hampshire Hospital.

Approximately 1,250 individuals will be served on an annual basis once the system has
been implemented at New Hampshire Hospital.

The Contractor will provide a patient identification system and associated software that
will include, but is not limited to:

» Patient identification (ID) wristbands that can be customized to specifications as
required by the Department. '



DocusSign Envelope 1D: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

+ Wristband production software and patient tracking solutions compatible with
NHH's current electronic health records software.
» Installation of new software and integration with the Department’s existing system.

¢ Training for Department personnel.

This system will provide improved patient identification with durable, color-coded
wristbands that can be customized with patient information, including a photograph and
prescription information that meet requirements set by the Centers for Medicare and Medicaid
Services and the Joint Commission.

Endur ID, Inc. was selected for this project through a competitive bid process. A Request
for Proposals was posted on the Department of Health and Human Services website from
December 13, 2018 through March 6, 2019. The Department received two (2) proposals. The
Score Summary is attached.

Should the Governor and Executive Council not authorize this request, The Department
may not be able to obtain a patient identification system that meets requirements set by the
Centers for Medicare and Medicaid Services, and may risk losing accreditation from the Joint
Commission.

Area served: New: Hampshire Hospital
Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees).

In the event that Other Funds become no longer available, additional General Funds will
not be requested to support this program.

Respectfully submitted,

Lori A. Shibinette
Commissioner -

The Department of Health and Human Services’ Mission is to join communities and families
tn providing opportunities for citizens to achieve health and independence.

AN
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Office of Business Operations
Contracts & Procurement Unit
Summary Scoring Sheet

New Hampshire Department of Health and Human Services

Patient Identification Bracelets and

Reviewer Names

. Chad Boutin, Registered Nurse-NHH

Daniel Rinden,Business Administrator-

" NHH

Software System RFP-2019-NHH-03-PATIE
RFP Name RFP Number
N . Bidder Name Maximum Actual
Pass/Fail| Points Points
1. . .
Medirex Systems, Inc. 200 95
2.
Endur ID, Inc. ) ) 200 181

Dave Levesque, Business System

© Analyst

. Leslie Pond, Pharmacist-NHH

. Sean Hollingsworth, IT Manager
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit '

Denis Goulet
Commissioner

March 6, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette: A

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a contract with Endur ID, Inc., as described below and

referenced as Dol T No. 2019-033.

This is a request for approval to enter into a contract to provide patient identification
bracelets and a software system. This system will provide improved patient identification
with durable, color-coded wristbands that can be customized with patient information,
including a photograph and prescription information that meet requirements set by the
Centers for Medicare and Medicaid Services and the Joint Commission.

The amount of the contract is not to exceed $67,524 and shall become effective upon the
date of Governor and Executive Council approval through June 30, 2021.

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincerely, »

Denis Goulet

DG/kaffck
DolT #2019-033

cc: Bruce Smith, Manager, IT Lead

"Innovative Technologies Today for New Hampshire's Tomorrow”

DOIT Template 20200205 V!
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Va e . G e '

v - : ' FORM NUMBER P-37 (version 5/8/15)
Subject: Patient Identification Bracelets and Software System (RFP-2019-NHH-03-PATIE-O1)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor bereby mutually agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION. -
1.1 Siate Agency Name 1.2 State Agency Address
NH Department of Health and Human Services 129 Pleasant Street
Concord, NH 03301.3857
1.3 Contractor Name 1.4 Contractor Address
Endur ID. Inc. 8 Merrill Drive, Unit 4
Hampton, NH 03842
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number .
603.758-1488 05-95.94-102-500731-9400- June 30,2021 $67,524
8410
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director 603-271-9631 !
111 Signature 1.12 Name and Title of Contractor Signatory
E WoosU | acose . CEO
7

L "y
.1\ Acknowfédgement: State of N H . County of

On 3 // pe /90 . before the undersigned officer. personally appeared the person identified in block 1. 12, or satisfactorily
proven to be the person whose name is signed in block 1.11, and acknowledged that s'he executed this docurnent in the capacity
indicated in block 1.12.

1.13.1 Si of Notary Public.or Justicc-ofthe-Reace
: f SHARON .MONETTE
R DY) Lt e Notary Public - New Hampshire
- {Seal]

My Commission Exoiras April 20, 2021}

f* : ; 1.13.2 Name and Title of Notary ordustice-ofthe-Pexce

Lol Sharon /"{One//,ée,

" | 11e -7ln!e Agency Signature 1.15 Name and Title of State Agency Signatory
) \

//U%d/ /(’( /{’“J’][l—f pate: Hrln s Hear e M Miynin 24

1:16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable}

By: Director, On:

1.17 Approval by mey General (Form. Substance and Execution) (if applicable)

By, / 4;{ ou: 3/ I Jz020

1.18 Approv'a'ﬂ:y the Governor and Execufive Cousncil ({f applicable)

By: ’ On:

Page | of 4
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2. EMPLOYMENT OF CONTRA‘(':T OR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 (*“Contractor™) to perforn,
and the Contractor shall perform, the work or sale of goods. or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary. and subject to the approval of the Governor and
Executive Couacil of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless oo such approval is required. in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Datc, all Services performed by the Contractor prior
10 the Effective Date shall be performied at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no Liability to the .
Coatractor, including without limitation, any obligation to pay
the Coatractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstnnding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
withaut limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in 0o event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreemeant immediately upon
giving the Coatractor notice of such termination. The State
shall ot be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. -

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the Stete of the contract price shall be the
only and the complete reimbursement 10 the Contractor for all
expenses, of whatever nature incurred by the Contracior in the
performance hereof, and shall be the only and the complete
compensation to the Contrnctor for the Services. The State
shall have no liability 10 the Contractor other than the contract
price.

Page 2 of 4

5.3 The State reserves the right 10 offset from any amounts
otherwise payeble to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7 or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the tota! of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. -

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes. laws, regulations,
and orders of federal, state. county or municipal authorities
which impose any obligation or duty upon the Contractor,
inctuding, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shsll
not discriminate agginst employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to preveat such discrimination.

6.3 I{ this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™). as supplernented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60). and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personoel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized 10 do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other persorn, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is maténially involved in the
procurement, administration or performance of this

Contractor Initials ’
Date /40
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Agreement. This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereupder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any repont required hercunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective rwo
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue 1o the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Defsult
shall never be paid to the Coatrector:

8.2.3 set off against any other obligations the State may owe to
the Contractor any darnages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedices at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. .
9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports.
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, Computer programs, computer
printouts. notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing faw. Disclosure of data
requires prior written approval of the State.

Page 3 of 4

10. TERMINATION. Lo the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shalt deliver to the Contracting
Officer, not later than fificen (15) days afier the date of
termination, a report (*“Termination Report™) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matter, conten!, and number of copies of the Termination
Repornt shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contracior, and is neither an agen! nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, ageats or members shall have authoriry 10
bind the State or receive any benefits, workers' cornpensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior wrilten
notice and consent of the State.

13. INDEMNTFICATION. The Contractor shall defend.
indernify and hold harmless the State, its officers and
employees, from and sgainst any and all losses suffered by the
State. its officers and employees, and any and all claims,
liabilities or penalties asseried against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimied (o arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved (o the State. This covenant in paragraph 13 shall
survive the terminatjon of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtsin and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of pot less than $1,000,000per occurrence and $2,000.000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount ot
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials /
Date X’)
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a centificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior 10 the expiration
date of each of the insurance policies. The certificate(s) of
insurasce and any renewnls thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shal) contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successar, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreerent, the Contractor agrees,
certifies and warraats that the Contractor i8 in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" Workers ' Compensation”).

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shal}
mointain, and require any subcontractor or assignee 10 secure
and maintaio, payment of Workers’ Compensation in
connection with activities which the person proposes to
underiake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her succeasor, proof of Workers” Compensation in the
maaner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers®
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
faiture to enforce any Event of Defsult shall be deemed 2
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any potice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, berein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged oaly by an instrument in writing signed
by the parties hereto and only after approvel of such
smendment, waiver or discharge by the Goverpor and
Executive Courcil of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
taws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used io this Agreement
is the wording cbosen by the partics to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. Tbe parties hereto do not intend to
benefit any third parites and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shal) in no way be held to explain, modify, amplify or
aid in the interpreiation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23, SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary 10 any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect. ’

24. ENTIRE AGREEMENT. This Agreement, which may
be execuied in 8 number of counterparts, each of which shatl
be deerned an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this documeant.

Acceptance . Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.
Acceptance Letter An Acceptance Letter provides notice from the State that a Deliverable
: has satisfied Acceptance Tests or Review.
Acceptance Period The timeframe during which the Acceptance Test is performed
Acceptance Test Plan The Acceptance Test Plan provided by thé Vendor and agreed to by the

State that describes at a minimum, the specific Acceptance process,
criteria, and Schedule for Deliverables.

Acceptance Test and Review | Tests performed to determine that no Defects exist in the application
Software-or the System

Access Control Supports the managemem of permissions for logging onto a computer or
network

Agreement A contract duly executed and legally binding. -

Appendix : Supplementary material that is collected and appended at the back of a
) document

Audlt Trall Capture and Supports the identification and monitoring of activities within an

Analysis application or system

Authorized Persons The Contractor's employees, contractors, subcontractors or other agents

who need to access the State’s personal data to enable the Contractor to
perform the services required.

Certlfication .| The Vendor’s written declaration with full supporting and written
Documentation (including without limitation test results as applicable)
that the Vendor has completed development of the Deliverable and
certified its readiness for applicable Acceptance Testing or Review.

Change Order -Formal documentation prepared for a proposed change in the
' Specificalions.
Conipletion Date ‘End date for the Contract
Confidential Information Information required to be kept Coafidential from unauthorized
disclosure under ithe Contract
Contract Thi§ Agreement befiveen the State of New Hampshire and a Vendor,

which creates binding obligations for each party to perform as speCIfed
in the Contract Documents.

Confract Agreement Part 1, 2, and 3.. The documentation consisting of both the General
~| Provisions and the Exhibits which represents the understanding and |
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including but not
‘ limited to, the successful Contract completion, tennination for

convenience, or termination for default,

2019-033 IT Provision art 2 Page 3 of 33
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Contract Documents Documents that comprise this Contract (See Contract Agreement, Section
1.1) ‘
Coatract Mapagers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the

: ‘ Contract. These respoasibilities shall include but not be limited to
- processing Contract Documentation, . obtaining executive approvals,

tracking costs and payments, and representing the parties in all Contract

administrative activities, (See Section 4: Coniract Management)

Contract Price The total, not to exceed amount to be paid by the State to the Contractor
) for product and services described in the Contract Agreement. This
' . ‘| amount is listed in the Genera} Provisions Section 1.8 (P-37).

Confractor The Vendor and its employees, subcontractors, agents and affiliates who
are providing the services agreed to under the contract.

Contracted Vendor1/Vendor | The Vendor who'se proposal or quote was awarded the Contract with the
State and who is responsible for the Services and Dehvemb]es of the

Coatract.
Couversion Test A test to ensure that a Daia conversion process correctly takes Daita from
- a legacy system and successfully converts it to a form that can be used by
the new System,
’ . Cure Pertod . The thirty (30} day period foﬂowmg written notification of a default
within which a contracted vendor must cure the default identified.
Custom Code Code developed by the Veandor specifically for this project for the State
of New Hampshire
Custom Software Softhware developed by the Vendor specifically for this Project for the
. State of New Hampshire ‘
Data _ State’s records, files, forms, Data and other documents or information, in

either electronic or paper form, that will be used /converted by the Vendor
during the Contract Term

Data Breach © .| The unauthorized access by a non-puthorized person/s that results in the
. . use, disclosure or theft of the State's unencrypted non-public data.
DBA . Database Adnynistrator
Deficienctes/Defects A failure, deficiency or defect in a Deliverable resulting in a Deliverable,

the Software, or the System, not conforming to its Specifications.

J{ Class A Deficlency — Sofbvare - Critical, does not aliow System to
‘ operate, no work around, demands immediate action; Weritten
Docrumentation - missing significant portions of information or
unintelligible to State; Non Sofhvare - Serv:ccs were inadequate and
require re-performance of the Service.

Class B Deflciency — Sofhvare - important, does not stop operation and/or
there is a work around and user can perform tasks; IVritten Docimentation

- portions of information are missing but oot enough to make the
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document unintelligible; Non Sofhvare - Services were deficient, require
reworking, but do not require re-performance of the Service.

Class C Deficlency — Sofhrare - minimal, cosmetic in nature, minimal
effect on System, low priority and/or user can use System; Fritten
Documentation - minimal changes required and of minor editing nature;
Non Sofhware - Services require only minor reworlung and do not require
re-performance of the Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the State
or under the terms of a Contract requirement.

Department of Information
Technology (DoIT)

The Department of Information Technology established under RSA 21-R
by the Legislature effective September 5, 2008.

Documentation

All information that describes the mslallanon operation, and use of the
Software, either in printed or electronic format.

Digltal Sigoature

Certification that guarantees the unaltered state of a file, also_known as
“code signing.”

Effective Date The Countract and all obligations of the parties hereunder shall become
.. | effective on the date the Governor and the Executive Council of the State
_ '| of New Hampshire approves the Contract . .
Eocryption - Supports the transformation of data for security purposes
Ephancements Updates, additions, modifications to, and new releases for the Software,

and all changes to the Documentation as a result of Enhancements,
inctuding, but not limited to, Enhancements produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract proyvides a price that is not subJecl to
increase, i.e., adjustment on the basis of the Vendor’s cost experience in
performing the Contract

Fully Loaded

Rates are inclusive of all allowable expenses, including, but nol limited
to: meals, hotel/housing, sirfare, car rentals, car mileage, and out of
pockel expenses

Governor and Executive

The New Hampshire Governor and Executive Council.

Authentication

Council
Identification and Supports obtaining information about thase pames ‘attempting to log on
to a system or application for security purposes and the validation of

those users

Implementation

The process for making the System fully operanonal for processing the
Data,

TImplementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Informuation Technology (IT)

Refers to the tools and processes used for the gathering, storing,

Date:
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including, but not limited to, Data processing, computing, information
systems, telecommunications, and various audio and video technologies.

Input Validatien

Ensure that the values eatered by users or provided by other applications
meets the size, type and format expected. Protecting the application from
cross site scripting, SQL injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of illegal entrance into a computer-system

Invoking Party In a dispule, the party believing i1self aggrieved,

Key Project Staff Personne! identified by the State and by the Contractor as essential to
work on the Project. .

Licensee The State of New Hampshire

Non Exclasive Contr: nct

A contract execuled by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract. .

Non-Public Inforuation

Data, other than persoaal ‘data, that is not subject to distribution to the
public as public information. It is deemed to be sensitive and
confidential by the State because it contnins information that is exempt
by statute, ordinance or administrative rule from access by the geaeral
public as public information.

Non-Software Dellverables

Deliverables that are not Software Deliverables or Written Deliverables,
e.g., meetings, help suppont, services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. 10 5:00 p.m. EST, Monday through
Friday excluding State of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4%, Labor Day, Veterans Day, Thanksgiving Day, the day afier
Thanksgiving Day, and Christmas Day. Specific dates will be provided

Notlce to Proceed (NTP)

The State Contract Manager's written direction to the Vendor to begin
work on the Cootract on 8 given date and time

Open Data Formats -

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the user unrestricted use of the Software as
defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards Specifications for the encoding and transfer of computer data that is
defined in RSA 21-R:10 and RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into the System, i 1s
avaitable for use by the State in its daily operations.

Operational The Systein is operating and fully functional, all Data has been loaded;

the System is available for use by the State in-its daxly operations, and
the State has issued an Acceplance Lelter.

Order of Precedence

The order in whicl Contract/Documents control in the event of a conflict
or ambiguity. A term or condition in a document controls over a
conflicting or ambiguous term or condition in a document that is lower
in the Order of Precedence

Personal Data

Data that includes information relating to a person that identifies the
persoa by name and has any of the following personally identifiable

2019-033 IT Provisionss—,Part 2
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Social ‘Security, driver's license, passport); financial account
information, including account number, credit or debit card numbers; or
protecied health information (PHI) relating to a person.

Project

The planned undertaking regarding the entire subject matter of an RFP
and Contract and the activities of the parties related bereto. -

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required such
that the Services are procured in accordance with the Work Plaa on time,
on budget and to the required specifications and quality

Project Mapagement Plap

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Information (PHI)

Profect Managers The persans identified who shall function as the State's and the Vendor’s
representative with regard to Review and Acceptance of Contract
Deliverables, invoice sign off, and review and approval of Change
Requests (CR) utilizing the Change Contsol Procedures (CCP)

Project Stafr State personnel assigned to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a Proposal
or Statement of Work

Protected Health Individually identifiable health information transmitted by

electronic media, maintaiged in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education
records covered by the Family Educational Rights and Privacy Act

. (FERPA), s amended, 20 U.S.C. 1232g, records described at 20

U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether fixes to
Defecis have caused errors efsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance :
Review Period The period set for review of a Deliverable. If none is specified then the

Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to salisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Schedule

The dates described in the Work Plan for deadlines for perfonmnce of
Services and other Project events and activities under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons to
personal data or non-public data the Conlractor believes could
reasopably result in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within the possession
or control of the Contractor. A security mctdem may of may not turn
into a data breach.

/2019-033 IT Provisions/ Part 2
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Service Level Agreement A sigried agreement between both the State and the Contractor that is
(SLA) subject to the terms and conditions in this document that unless

: otherwise agreed to includes (1) the technical service level performance
promises, (i.e. metrics for performance and intervals for measure}, (2)
description of service quality, (3) identification of roles and
responsibilities, (4) security responsibilities and notice requirements,
(5) bow disputes are discovered and addressed nnd (6) any remedies for
performance failures.

Service . . The work or labor to be performed by the Vendor on the Project as
described in the Contract.

the Coptractor The vendor and its employees, subcontractors, agents and affiliates who
are providing the services agreed lo under the contract.

Software All custom Software aad COTS Software provided by the Vendor under
the Contract

Software-nas-a-Service (SaaS) | The capability provided to the State to use the Coatractor’s applications
ruaning on a cloud infrastructure. The applications are accessible from
various client devices through a thin-client interface such as a Web
browser (e.g., Web-based email} or a progmm interface. The State does
not manage or control the underlying cloud infrastructure includiog
petwork, servers, operating systems, storage or even individual

. "application capabilities, with the possible exception of limited user-
specific application configuration settings.

Software Deliverables Software and Enhancements
Software License Licenses provided to the State under this Contract
Solution The Solution coasists of the total Solution, which includes, without

limitation, Software and Services, addressing the requirements and terms
of the Contract Specifications. The off-the-shelf Software and
configured Software customized for the State provnded by the Vendor in
response (o this RFP.

Specifications . The written provisions that set forth the requirements which include,
without limitation, this RFP, the Proposal, the Contract, any performance
standards, Documentation, applicable State and federal policies, taws and
regulations, State technical standards, subsequent . State-approved
Deliverables, and other Specifications and requirements described in the
Contract Documents. The Specifications are, by this reference, made o
part of the Contract as though completely set forth herein.

{ State - STATE is defined as:

' - State of New Hampshire
Department of Health and Humaa Services
129 Pleasant St. b
Concord, NH 03301 ’
Reference to the term “State' shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and

objectives of n Project. The Statement of Work also defines o high level

2019-033 IT Provisions Page 8 of 33
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view of the architecture, performance and design requirements, the roles
and responsibilities of the State ond the Vendor. The Contract
Agreement SOW defines the results that the Vendor remains responsible
and accountable for achieving.

State's Confdential Records

State’s information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-A

State Data

For Saa$ applications means all data created or in any way originating
with the State, and all data that is the output of computer processing of
or other electronic manipulation of any data that was created by or in any
way originated with the State, whether such data or output is stored on
the State’s hardware, the Contractor’s hardware or exists in any system
owned, maintained or olherwxse controlled by the State or by the
Coatractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1*® lbrough June
30% of the following calendar year

State Identifled Contact

The person or persons designated in writing by the Stale 10 receive
security incident or breach notification.

State’s Pr ojecl Manager
)

State's representative with regard to Project management and téchnical
matters. Agency Project Managers are respoasible for review and
Acceptance of specific Contract Deliverables, invoice sign off, and
Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company not in the employment of, or owned
by, the Vendor, which is performing Services under this Contract under
a separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications, \

TBD e

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets, or
specifies technical requirements. [t mwust be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute & new
assignment; and (3) not change the terms, documents of specifications of
the Contract Agreement

Test Plap A plan, integrated in the Work Plan; to verify the code
(new or changed) works to fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts and reporis
for tbe test results as well as a tracking mechanisnw

Term Period of the Contract from the Effective Date through termination.

Travsition Services

Services and support provided when Contractor is supporting System
changes.

UAT - -

User Acceptance Test

Date:
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Unit Test

Developers create their own test data and test scenarios to verify the code
they have created or changed functions properly as defined.

[ Oser Acceptance Testing

Tests done by knowledgeable business users who are familiar with the
scope of the Project. They create/develop test cases to confirm the
System was developed according to specific user requirements. The test
cases and scripts/scenarios should be mapped to business requirements
outlined in the user requirernents documents.

User Management

Supports 'the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract with the
State and who is respoasible for the Services and Deliverables of the
Contract. N

Verification

Supports the confirmation of authority to enter a- computer system,

-application or network

Walk Through

A step- 'by -step review of a Specification, usability features or design
before it is handed off to the technical team for development

Work Hours

Vendor personnel shall work normal business hours between 8:00 am
and 5:00 pim, eight (8) hour days, forty (40) hour weeks, excluding State
of New Hampshire holidays. Changes to this schedule may be made
upon agreement with the State Project Manager.

Work Plan

The overall plan of activities for the Project created in accordance with
the Contract. The plan and delineation of tasks, activities and-events to
be performed and. Deliverables to be produced under the Project as
specified in Appendix C. The Work Plan shall include a detailed
description of the Schedule, tasks/activities, Deliverables, critical events,
task dependencies, and the resources that would lead apd/or pamapale
on each task. :

1 Written Deliverables

Non-Software written dchver'\ble Documentation (letter, report, manual,
book other) provided by the Vendor exther in paper or electronic format.

Date:
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: SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Coatract is by and between the State of New Han1psh3re acting through New Hampshire Department
of Health and Human Services (“State” or “Department”), and Endur ID, Inc., & New Hampshire
Corporation, (“Contractor”), having its principal place of business at 8 Merrill Drive, Unit 4 Hampton, NH
03842.

The Conltractor shall provide a patient identification system, which must include, but is not limited to:
1. Vendor part number SM-1-LA patient identification (ID) wristbands that can be customized to

* specifications as required by the Department,

2. IDMX wristband production software that is compatible with the Department’s current .
Netsmart/Avatar system, including on site installation of IDMX wristband producnon software at
New Hampshire Hospital.

3. Training for each staff member on use of the system.
4. Endur ID Secur Trac software.

5. Instaliation of the IDMX Pl’OdUCth[] software and ENDUR ID Secur Trac software at New
| Hampshire hospital, as directeqd by the Department.

>

No less than twelve (12) Pqnable Ruggedized mobile computers, hereinafter to be called
“handheld scanning devices”, which must have the ability to communicate with Eaduir ID Secur
Trac software, and exchange and upload data

RECITALS

Whereas the Department desires to have the Contractor provide patient identification bracelets and a
soflware system and associated services for the Department;

Whereas the Contractor wishes to prévide patient identification bracelets and a software system;
The parties therefore agree as follows:
‘1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2019-033) is comprised of the following documents:

A. Part 1 - Form P-37 General Provision
B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits
' Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule

‘ 2019-033 IT Provisiots —
Contractor Initials:
Date: -
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
_ "SAAS CONTRACT 2019-033
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services .
. Exhibit H- Requirements !
“ Exhibit - Work Plan
Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency REP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference.
. Exhibit O- Certificates and A:tachmcms DHHS Smndard Exhibits C-K

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
fo!!owmg Order of Precedence shall govern:
a. -State of New Hampshire, Deparment of Health and Human Services Contract
o Agreement 2019-033, including Parts 1, 2, and 3.
b. State of New Hampshire, Depanment of Health and Human Scrwccs RFP-2019- NHH-
T 03-PATIE. :
¢ Vendor Proposal Responsc 1o RFP-2019-NHH-03-PATIE dated March 6, 2019.

2. CONTRACT TERM ‘
The Contract and all obligations of - the parties hcrcundcr shall become cffccmc after full
execution by the parties, and the receipt of required govermmental approvals, including, but not
limited to, Governor and Execullvc Council of the State of New Hampshire appmvwl (“Effective
Dawe™).
The Contract shall begin on the Effective Date and extend through June 30, 2021

The Contractor shall commence work upon issuance of a Notice to Proceed by the Department.

3. COMPENSATION'

31 CONTRACT PRICE

The Commct Price, Part 1, P-37, Block 1.8 Price anmal:on method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Pan 3
Contraet Exhibit B: Price and Payment Schedude. .

32 .NON-EXC_LUS(VECONTRACT

_ 2019 033 IT Prov:slons Bart2 Pngc 12 of33 -
) Comraclor Initigls: ’
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3.2

NON-EXCLUSIVE CONTRACT -

The State reserves the right, at its discretion, (o retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or tota] Proposal. the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to_the fauit of the
Contractor.

'

4, CONTRACT MANAGEMENT . .
The Project wilt require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resousces to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to ils successful completion. : '

4.1

THE CONTRACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
suthorization and administration. The Contractor’s Contract Manager is:

Al Larose

CEO

Endur ID
8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488 x111
alarose@endurid.com

4.2

THE CONTRACTOR’S PROJECT MANAGER

4.2.1

422

Contract Project Manager

The Contractor shall assign a Project Manager who meets the requirements of the

Contract. The Contractor’s selection of the Contracted Vendor Project Manager

shall be subject 1o the prior written approval of the State. The State's approval
process may include, without limitation, at the State's discretion, review of the -
proposed Contractor's Project Manager’s resume, qualifications, references, and

background checks, and an interview. The State may require removal or

reassignmest of the Contractor’s Project Manager who, in the sole judgment of the

State, is found unacceptable or is not performing to the State's satisfaction,

_The Contractor’s Project Manager must be qualified to perform the obh‘galioné

required of the position under the Contract, shall have full authority to make
binding decisions uader .the Contract, and shall function as the Contractor’s
representative for all administrative and-managemeat matters. The Contractor’s

2019-033 IT Provisions A Part 2 Page 13 of 33
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425

Project Manager shall perform the duties required under the Coatract, including,
but not {imited to, those set forth in Exhibit 1, Section 2. The Contractor's Project
Manager must be available to promptly respond during Normal Business Hours
within two {2) hours to inquiries from the State, and be at the site as needed. The
Contractor’s Project Manager must work diligently and use his/ her best efforts on
the Project.

The Contractor shall not change its assignment of. the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s

" Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to .
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
“Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor’s Project Manager within ten (10) business
days of the departure of the prior Contractor's Project Manager, and the Contractor
shall continue during the ten (10) business day period to provide competent Project
management Services through the assignment of a qualified interim Project
Manager. ’

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and terms of the Contract,

CONTRACTOR Project Manager is:
Jose Munoz - ‘
IT Project Manager
Endur ID
8 Merrill Industrial Drive, Unit 4
Hampton, NH 03842
603-758-1488 x113
jmunoz@endurid.com

4.3 CONTRACTOR KEY PROJECT STAFF

2019-033 IT Provi

Conir.
Date:

43.1

The Contractor shall assign Key Project Staff who meet (he requiremments of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP-2019-NHH-03-PATIE. The State may conduct reference and
background checks on the Contractor’s Key Project Staff. The State reserves the
right to require removal or reassignment of the Coatractor’s Key Project Staff who

sions ' Page 14 0f 33
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432

4.33

are found unaccepiable to the State. Any background checks shall be performed in
accordance with General Provisions Section 4.6: Background Checks.

The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Key Project Staff will pot be unreasonably withheld. The replacerent of the
Contractor’s Key Project Staff shall bave comparable or greater skills than of the
Contractor’s Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix C:
System Requireients and Deliverables and be subject to reference and background
checks described in Contract Agreement- General Provisions, Section 4.6: Reference
and Background Checks,

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key Project
Staff meeting the requirements and terms of the Contract or if it is dissatisfied with

_the Contractor’s replacement Project staff.

4.3.3.1 The Contractor Key Project Staff shall consist of the followmg
individuals in the roles identified below: s

The Contractor’s Key Project Staff:

Key Title

Member(s)

Joe Tinson Project Manager

Jeff Bagley Regional Sales Manager

4.4 'STATE CONTRACT MANAGER

. The State stall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:
/

Dan Rinden

Business Administrator I}
36 Clinton Street

Concord, NH 03301
603-271-5512

603-271-5969
Daniel.Rinden{@dhhs.nh.gov

- 2019-033 IT Provisions

Contractor Initjals:
. Date:
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4.5 STATE PROJECT MANAGER
The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:
Leading the Project;
Engaging and managing all Contractors;
'Managing significant issues and risks.
" Reviewing and accepting Contract Deliverables;
Invoice sign-offs;
Review and approval of change proposals; and
Managing stakeholders’ concerns.

".ﬂr*r',n:*c'.v

The State Project Manager is:

Sean Hollingsworth

DOIT IT Lead NHH

36 Clinton Street

Concord, NH 03301

603-271-5752 .
- Sean.P.Hollingsworth@doit.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS ,

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to crimina) fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted.
Vendor Project Manager and the Contractor Key Project Staff. The Stale shall maintain the
confidentiality of background screening results in accordance with the Contract Agreement —
Genenal Provisions-Section 11: Use of State's Information, Confidentiality.

5. DELTIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES )
The Contractor shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardiess of whether or nol a subcontractor is used.

The Contractor-may subcontract Services subject to the provisions of the Contract, including but

not limited to, the terms and conditions in the Contract Agreement. The Contractor must subinit

all information and documentation relaling to the Subcontractor, including terms and conditions-
consistent with this Contract. The State will consider the Contractor (o be wholly responsible for

the performance of the Contract and tie sole point of contact with regard (o all contractual matters,

including payment of any and all charges resulting from the Contract.

2019-033 IT Provisions l(an 2 Page 16 of 33
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5.2 DELIVERABLES AND SERVICES

The Contractor shali provide the Department with the Delwembles and Services in accordance with
the time frames in the Work Plan for this Contract, and as more pamculnrly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND \WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After recelvmg written Cemﬁcnuon from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it ‘meets the Requirements outlined in Contract Exbibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State’s receipt of the Contractor’s written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the nature
and class of the Deficiency and the'Contractor shall correct the Deficiency within the penod
identified in the Work Plan. If no period for the Contractor’s correction of the Deliverable is
identified, the Contractor shall correct the Deficiency in the Deliverable within five (5) business
days. Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the
option to extend the Review Period up to five (5) additional business days. If the Contractor fails
to correct Lhe Deficiency within the allotted period of time, the State may, at its optlon, continue
reviewing the Deliverable and require the Conlractor to contmue until the Deficiency is corrected,
or immediately terminate the Contract, declare the Conlractor in default, and pursue its remedies at
law and in eqmty .

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acceptance shall be performed as set forlh in the Test Plan and more
particularly described in Exhibit F: Testing Services.

OFTWARE
he Contractor shall provide the State with access to the Soﬁwarc and Documentation set forth in the

Contract, and particularly described in Exhibit J: Sofhvare Agreement.

7. 8

ERVICES

The Contractor shall provide the Services requxred under the Contract Documents All Services shall

meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

2019+
Contr:
Dqte:

The Contractor shall provide the State with the administrative Services set fo_nh in the
Contract, and particularly described in Exhibit D: Administrative Services.

033 IT Provisions APprt 2 - Page 17 of 33
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7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the [mplememauon Services set forth in the
Coatract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Contract, and

particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Tmlmng Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shali provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and

Support.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and

particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

2019-033 IT Provisio
Contractor Initials:
Date:

The Contractor. shall provide the State with a Work Plan that shall include, without lumtauon,
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shali be a separate Deliverable and is set forth in Contract Exhibit I Fork Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, 1ask dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in wnting, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit I ‘Work Plan, as approved by the State, is incorporated
herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contraét Exhibit I: Work Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor’s failure
to perform its obligations under the Coniract, including, without limitation, performance in accordance
with the Schedule.

In the event of any delny in the Schedule, the Contractor must imumediately notify the State in writing,
identifying the nature of the delay, i.e.,-specific actions or inactions of the Coatractor or the State
causing the problem,; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

Page 18 of 33



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

STATE OF NEW HAMPSHIRE :
. DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

SAAS CONTRACT 2019-033 _
PART 2 - INFORMATION TECENOLOGY PROVISIONS

In the event additional time is required by the Conltractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor’s failure to fulfil} its obligations under the Contract. To the extent that the State’s execution
of its major tasks takes longer than described in the Work Plan, the Schedule shall automatically extend
on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract for
default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or elements within the Work’
Plan, '

9. CHANGE ORDERS

10.

The State may make changes or revisions at any lime by written Change Order. The State originated
changes or revisions shali be approved by the Department of Information Technology. Within five (5)
business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State, in
demil, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a cbange within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to
the Contractor’s requested Change Order within five (5) business days. The State Agency, as well as
the Deparunent of Information Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing. ‘ ,

All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor’s estimate for a State requested change, will be acknowledged and responded to, either
gcceplance or rejection, in writing. If accepted, the Change Order(s) shall be subject to the Contract
amendment process, as determined to apply by the State.

INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest {including all ownership and intellectual property rights) in the Sofiware,
and its associated Documentation, shall remain with the Contractor,

Upon successful completion and/or tenmination of the Lmplementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations uader the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and ail
performance enhancing operational plans and the Vendors® special utilities. The Contracted
Vendor shall ticense back to the State the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and Documeatation developed under the Coatract.

'2019-033 IT Provisions £ Part 2 Page 19 of 33
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In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Cosntract. In addition, the Vendor shall be free 1o use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance uader this agreement.

10.2 STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State or pu:chased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demand
or upon termination of this Agreement for any recason. The Contractor shall not access State user
accounts or State data, except (1) in the course of data center operations, (2) in response to service
or technical issues, (3) as required by the express terms of this contract or (4) at the Smle s written
request. ‘

10.3 CONTRACTOR’S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of ils performance under this Coatract, provided that such is not obtained as the result
-of the deliberale memorization of the State Confidential Information by the Contractor employees
or third party consul(an(s engaged by the Contractor.

thom limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to thefollowing: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining .
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, exanlination for employinent, or
academic examination and personnel,- medical, welfare, library use, video tape sale or rental, and
other files containing persopally identifiable information that js private in nature.

10.4 STATE WEBSITE COPYRIGHT

WAIVW Copyright and Inteliectoal Propeity Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright 10 all Data
and information, shali remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

2019-033 IT Provisions 2 . Page 20 of 33
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10.5 CUSTOM SOFTWARE SOURCE CODE

lo the event that the State purchases software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License cights. The State shall receive a worldwide,
perpetual, irrevocable, non-exclusive paid -up right and licease to use, copy, modify and prepare
derivative works of any custom developed software. This section does nat apply to the Contractor's
_proprietary software code.

10.6 SURVIVAL
This Contract Agreement Section 10 Iellectual Praper:y shall survive the termination of the
’ Contract.

11. USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION-

In performing its obligations under the Commct the. Contractor may gain access to

information of the State, including State Confidential Information. “State Confidential

Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: 5 Exeniptions). The Contractor shall not use the State

Confidential Information developed or obtained during the performance of, or acquired, or

developed by reason of the Contract, except as directly connected to and pecessary for the

Contractor’s performance under the Coatract.

11.2 STATE CONFIDENTIAL INFORMATION .

The Contracior shall maintain the confidentinlity of and protect from unauthorized use,
disclosure, publication, and reproduction (collecnvely “release™), all State Confidential
Information that becomes available o the Contractor in connection with its perfommnce
under the Contract, regardless of its form.

Subject to applicable federal or State Jaws and regulations, Confidential Information shall
not include information which: (i) shall have otherwise become publicly available otlier than
as 8 result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obtigation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior writlen approval
of the State. The Contractor shall immediately notify the State if any request, subpoena or
other legal process is served upon the Contractor regarding the State Confidential
Information, and the Contractor shall cooperate with the State in any effort the State

. 2019-6331T Prowsxons - Page 21 of 33
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undertakes to contest the request, subpoena or other !egal process, at o additional cost to the
State.

In the event of the unauthorized release of State Confidentin] Information, the Contractor
shall inunediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintsin the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims 10 be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges - that the Contractor considers the Software and Documentation 1o be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter -
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or reguiations, including but
oot limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor

" and specify the date the State will be releasing the requested information. At the request of

the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the informntion shall be the Contractor’s sole responsibility and at
the Contractor's sole expense. If the Contractor fails 1o obtain a court order enjoining the
disclosure, the Srtate shall release the information on the date specified in the State's notice
to the Contractor, without any linbility to the Contractor. -

I

114 SURVIVAL

This Contract Agreement Secuon 11, Use of State's Infommnon Confidentialiry, shall -
survive termination or conclusion of lhe Contracl

LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, ip no event shall the S(ate be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement —~ P-37, General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to npplicable laws and regulations, in no event shall the Contractor be liable for any
consequentinl, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract price set
forth in Contract Agreement ~ P-37, General Provis‘ions, Block 1.8,
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Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
{ndemnification obligations set forth in the Contract Agreement-General Provisions Section
13: Indemnification and confidentiality obligations in Contract Agreement-P-37, General
Provisions Section 11: Use of State 's Information, Confi dennahry which shal! be unlimited.

12.3 STATE’S IMMUNITY ,
Notwithstanding the foregoing, nothing herein contained shall be deemed to constituie a

waiver of the sovereign immunity of the State, which imnunity is bereby reserved to the
State, This covenant shall survive termigation or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of Liability shall survive termination or Contract conclusion.

13 TERMINATION
Tms Section 13 shail survive the termination or. Commct Coanclusion.

-,

13.1 TERNI[NATION FOR DEFAULT
Any one or more of tbe following acts or omissions of the Contractor shal! constitute an event of
default hereunder (“Event of Default”)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Conlracl

13 1. 1 Upon the occurrence of any Event of Defauh the State may take any one or more, or nl)
of the following actions:

: ' a.  Unless otherwise provided in the Contract, the State shall provide the Conuractor
' written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days froum the date of notice,
unless othenwise indicated within by the State (“Cure Period™). 1f the Contractor
fails to cure the default within the Cure Period, the Stale may terminate the Contract
effective two (2) days after giving the Contractor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity
or both.

b. Give the Contractor a written notice specifying the Event of Default and suspending
all paynients to be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines that the
Contractor has cured the Event of Default shall never be paid to the Contractor.

2019-033 IT Provisions §- Part 2 Page 23 of 33
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c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remednes at Iaw or in equily, or
both. -

e. Procure Services that arc the subject of the Contract from another source sad the
Contractor shall be liable for reimbursing the Siate for the replacement Services,
and all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penallies, and staff time costs; all
of which shall be subject to the limitations of liability set fortb in the Contract.

13.1.2 The Vendor shall provide the State with writien notice of defuul(, and the State shall cure

the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or

in part, by thirty (30} days written notice to the Contractor. In the-event of a termination
for convenience, the State shali pay the Contmclor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in pan,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract. .

13.2.2 During e thirty (30) day period, the Contractor shall wind down and cease Services as

quickly and efficiently as reasonably possible, without performing unnecessary Services
or activilies and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1

The State may terminate the Conlract by written notice if it detenmnes thnt a conflict
of interest exists, mcludmg but not limiled 1o, a violation by any of the parties hereto
of applicable laws regarding ethics in public ncquzsmons and procurement and
performance of Contracts.

In such case, the State shall be eatiled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay al} other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest,
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13.3.2°

In the event the Contract is terminated as provided above pursuant to a violation by
the Coantractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor. .

13.4 TERMINATION PROCEDURE

13.4.1

Upon terniination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State, the

2019-033 IT Provisions
Contractor Initjals; -

Date:

Contractor shall:

The State shall be entitled to any post-termination assistance genernlly made available
with respect to the services, unless a unique data relnevnl arrangement has been
- established as part of the SLA.

Stop work under the Contract on the date, and to the extent specified, in the notice;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle alt
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approva! or ratification of the State to the extent required, which
approval or ratification shal be final for the purpose of this Section;

Take such action as the State directs, or as necessary to preser\'e and protect the
property related to (he Contract which is in the possession of the Conlraclor and | in
wlnch the State has an interest;

- During any period of service suspeasion, the Contractor shall not take apy action lo
intentionally ernse any State data.

1. 1Inthe event of termination of any services or agreement in eatirety, the Contracior
shall not take any action to intentionally erase any State data for a period of:

s 10 days afier the effective dale of termination, if the termination is in
accordance with the contract period

* 30 days nfter the effective date of termination, if the termination is for
convenience

* 60 days after the effective date of termination, if the termination is for cause

2. After such period, the Contractor shall have no obligation to maintain or provide
any State.data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.
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f. Transfer title 1o the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by lhe State, and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the pames and the subsequent secure
disposal of State data;

b. The Contractor shiall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the State, Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction shall
be provided to the State.

i.  Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, ils successors
or assigns for such period of time as determined necessary by the State; or immediatety terminate the
Contract without lLiability to the Contractor, its successors or assigns.

ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be uareasonably withheld. Any dttempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be pull and void, and may ¢ constlrute an event of default
at the sole discretion of the State.

15.2 ' The Contractor shall remain wholly responsible for performance of the entire Contract even if
assignees, delegates, Subcontractors, or other transferees (*Assigns”) are used, unless otherwise agreed
to in wriling by the State, and the Assigns fully assumes in writing any and all obligations and Labilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shatl
neither relieve the Contractor of any of its obhgauoas under the Contract nor affect any remedies )
available to the State against the Contractor that may arise from any event of default of-the provisions
of the contract. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract,
N\

S
15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownershxp, as pemulted under Section 15: Change of
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Ownership, the State shall have the option 1o continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its' successors or assigns for such period of time as determined necéssary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect o a dispute (other than an action seeking
injunctive relief with respect 1o intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party™) shall call for progressive managemedt involvemeat in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract. :

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
oeeded, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotied time as specified below in
whicli to attempt to resolve the dispute: :

Dispute Resolution Respousibility and Schedule Table

LEVEL* ENDURIDNG: -."|'STATE; < ;. ' [CUMULATIVE
S e SRR T Y ACLOTIEDY,
ahcr s e B e 4 e T WIIMELT T
inaiy. .| Joe Tinson Sean Hollingworth 5 Business Days
-1 Project Manager State Project
' Manager (PM)
7| Jose Munoz Lori Shibinette 10 Business Days
| IT Project Manager | CEO New
Hampshire Hospital :
Al LaRose Kerrin A. Rounds 15 Business Days
.o} Chief Acting
; f Executive Officer Commissioner

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other party. .

SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE . '
In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
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equipment, Documentation, information, reports, or data of any kind (heremafter
“Informauon") the Contractor understands and agrees to the following rules:

Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

That information shall be used solely for conducting official State business, and alf other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt {o access any
information without having the express authority to do so.

That at no time shall the Contractor access or anempl to access any information in a
manner inconsistent with the upproved policies, procedures, and for agreements relating
to system entry/access. .

Thm all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at
all times the Contractor must use utmost care (o protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the State.
Only equipment or software owned, licensed, or being evaluated by the State, can be used
by the Contractor. Personal software (including but not limited to palmtop sync software}
shall not be installed on any equ1pu1ent

That if the Contractor is found to be in violation of any of the above-stated rules, the User
may face removal from the State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law. .

17.2 EMAIL USE : :

Emnjl and other electronic communication messaging systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
systems” or “State-funded Email systems.” The Contractor understands and agrees that use
of email shall follow State standard policy (avaitable upon request)

17.3 D‘JTERNET/H‘ITRANET USE ’ :
The Internet/Intranet is to be used for access to and distribution of information in direct support

of the business of the State of New Hampshire according to State standard policy (available
upon request).

. 17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract. ‘

-

17.5 INSURANCE CERTIFICATE
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The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name name of the individual responsible for the funding

of the contracts and his/her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached: to the Contract dre mcorporated by reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION

"Any action on the Contract may only be brought ia the State of New Hampshire, Merrimack

County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Coatract that by their conte‘(t are
intended lo survive the completion of the performance, cancellation or termination of the
Coatract shall so survive, including, but not limited to, the terms of the Exhibit D Section 5:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements,
and Form P-37, General Provisions-Section 9: Dala/Access/Conﬁdentia!ily/Preservation and
Form P-37, General Provisions- Section- 10: Terminatiop which sball all survive the .
termination of the Conlract. . ‘ ‘

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delnys or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, sirikes, lock outs, riots,
and acts of War, epidemics, acis of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor's
inability to hire or provxde personnel needed for the Contractor’s performnnce under the
Comracl

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
givea at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR: TO STATE:

ENDUR ID, INC. STATE OF NEW HAMPSHIRE

8 MERRILL DRIVE, UNIT 4 DEPARTMENT OF HEALTH AND
, . HUMAN SERVICES

HAMPTON, NH 03842 ! 129 PLEASANT ST.

TEL: 603-758-1488 CONCORD, NH, 03301

EMAIL: ALAROSE@ENDURID.COM  TEL: (603) 271-9000

-
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17.11 DATA PROTECTION .
Protection of persona] privacy and data shall be an integral part of the business activitics of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.

b. All data obtained by thie Contractor in the performance of this contract and all personal
data shall be encrypted at rest and in transit with controlied access. Unless otherwise -
stipulated, the Contractor is responsible for encryption of the personal data.

¢. Unless othenwise stipulated, the Contractor shall encrypt all non-public data at rest and
.in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

d. Alno time shall any data or processes — that ejther belong to or are intended for the’

use of the State or its officers, agents or employees — be copied, disclosed or retained by
the Coatractor or any party related to the Contmctor for subsequent use in any transaction
that does not include the State.

e. The Contractor shall not use any information collected in connection with the serwcc
issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and'its end users solely from data centers
wilhin the Continental United States. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United
States. The Contractor shall not allow its personnel or sub-contractors to store State data on
portable devices, including personal computers, except as specified and allowed by the
contract, and then only on devices that are used and kept at its data centers within the
Continental United. States. The Contractor shall permit its personnel and Contractors to access
State data remotely’ only to provide technical support and as specnﬁed or required by the
contract:

17.13. SECURITY INCIDENT OR DATA BREACH NOTIFICATION
The Contractor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C.
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a. Incident Response: the Contractor may aeed to communicate with outside panies
regarding n security incident, which may include contacting law enforcement, fielding
media mqumes and seeking external expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the State should be handled
on an urgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Réporting Requirements: the Contractor shall report a security
incident to the approprinte State ideatified contact immediately as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actua! knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
magnner.

17.14. BREACH RESPONSIBILITIES
This section only applies when a data breach occurs with respecl to personal data wn.hm the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

‘b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it confirms that there is, or reasonably believes that there has been a
data breach. the Contractor shall (1) cooperate with the State as reasonably requested by
the Stafe to investigate and resolve the data breach, (2} promptly implement necessary
remedial measures, if necessary, snd (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

¢. Unless othenwise stipulated, if a data breach is a direct result of the Contractor’s breach
of its contract obligation to encrypt persona! data or otherwise prevent its release, lhe
Contractor shall bear the costs associated with:

(1) the investigation and resolution of the data breacl;

(2) notifications to individuals, regulators or others required by State law;

(3) a credit monitoring service required by State (or federal) law;

(4) a website or a toll-free number and call center for affected individuals requxred
by State law NH RSA 359-C:19-C:20, all not to exceed the average per record per
person cost calculated for Datn Breaches in the United States (currently $148 per -
record/person) in the most recent *'Cost of a Data Breach Study: Global Overview™
published by the Ponemon Institute at the time of the Data Breacb; and
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(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(l) lhrough (5)] subject to this Contract’s limitation of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS '
The Coatractor shall contact the State upon receipt of any electropic discovery, lmganon holds,
discovery searches and expert testimonies related to the State’s data under this contract, or
which in any way might reasonably require access to the data of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State
witliout first notifying the State, unless probibited.by law from providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the Conlrac(or
and the State. Reports shall include latency statistics, user access, user nccess IP address, user
access history and security logs for all State files related to this contract.

17.17. CONTRACT AUDIT
The Contractor shall aliow the State to audit conformance to the contract terms. The State may
- perform this audit or contract with a third party at its discretion and at the State’s expense.

17.18. DATA CENTER AUDIT :

The Contractor shall perform an independent audit of its data centers at least sapually at ifs
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the mininum level of a third-party audit,

17.19. ADVANCE NOTICE .
The Contractor shall give advance notice (to be detemtined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. 'A major upgrade is a
replacerent of hardware, software or firmware with a newer or better version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version
number. :

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes nnd technical limitations
to the State such that adequate protection and flexibility can be attained between the State and
thie Contractor. For example: virus checking and port sniffing — the State and the Contractor
shall understand each other’s roles and responsibilities.

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
- disclosure agreements, and limit staff knowledge of State data to that which is absolutely

necessary to performn’job duties.
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17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities.of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS )

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to jts working
relationship” with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall immediately remove such
- individual. The Contractor shall not sssign the person to any aspect of the contract or future work
orders without the State’s consent. )

'2019-033 IT Provisions -/\Part 2 Page 33 of 33
Contractor Initials: -
Date:’ 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT A
- SCOPE OF SERVICES AND CONTRACT DELIVERABLES

Scope of Services
1. Provisions Applicable to All Services

1.1. The Contractor agrees that, to the extent future legislative action by the New Hampshire General
Court’or federal or state court orders may have an impact on the Services described herein, the State
. Agency has the right to modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

1.2. The Contractor sball provide and install a rurhkey solution for patient identification at New )
Hampshire Hospital, hereinafier to be called “the project”, and have itina fully functional state no
later than sixty (60) days after the contract effective date.

2. Scope of Services

2.1 The Contractor shall conduct a project kick-off meeling, with personnel at New Hampshire Hospital
to be designated by the Department, no less than thirty (30) days from the contract effective date,
which includes, but is not limited to: \ . .

2.1.1. A review of the overall project timeline, to be upproved by the Department that includes, but
' is not limited to:

2.1.1.1. A schedule of weekly meetings and/or conference calis.
2.1.1.2." A process for delivery of progress reports.

2.1.1.3. A preliminary installation and training schedule, which nmst include, but is aot
{imited to: -

2.1.1.4. A start date.
2.1.1.5. A completion date.
2.1.1.6.  Training dates and times.

2.1.1.7.  Identification of workstation, and server, and network requirements for IDMX
software.

2.1.2.  Asite survey and wireless network assessment, which includes, but is not limited to,
reconunendations and price quotations for additional wireless hardware, if required to
support the project installation. *

2.1.3.  Analysis of hardware and server and network requzrements for the pro;ect
2.1.4. _Areview of the IDMX/Netsmart/Avalar integration process.

2.1.5. Development of & cus(om wristband temiplate based on the requxrements set by lhe
’ Department. : .

J . 2.2. Tbe Contractor shall provide vendor part pumber SM-1- LA patient identification (1D) wristbands
that can be customized to specnﬁcauons as required by the Department, including, but not limited to:

State of NH Contract 2019-033 : . Date: %) l _}J 20

Exhibit A — Contract Deliverables — Part 3 Conlractor’s [nitials:
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2.3.

24.

2.6.

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
‘ PART 3 — EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

2.2.1. Patient demographic data.
2.2.2. Color-coded medical alerts.
2.23. Color-coded risk alerts.

The Contractor shall provide IDMX wristband production software that is compatible with lhe
Department’s current Netsmart/Avatar system, including, but not limited to:

2.3.1. A software license that is valid for no less than two and one-half (2-1/2) years.

2.3.2.  Connection to the Department’s existing Netsmart/Avatar n1ed1ca1 records software via HL.7
mlerfacmg :

2.3.3.  Testing of the software conf iguration.

2.3.4. Training each staff member to use the system, as required by the Deparlmem which includes
but is not limited to:

2.34.1.  Secur-Trac training for handheld users, {o consist of no less than one (1) class of
sixty (60) to ninety (90) minutes for each work shift, which includes, but is not
timited to:

2.3.4.1.1. Instruction on functions of handheld devices,
2.3.4.1.2. Test scanning activities,
2.3.4.1.3. A hard copy of the handheld device User Guide.

2.34.2.  Secur-Trac Software training for software administralors, to consist of one (1)
class of (60} to ninety (90) minutes.

2.34.3. IDMX training on the wristband production software and wristband and clasp
application for all users, to consist of no less than one (1) class oftlnny {(30)to
forty five (45) minutes for eacl work shift. :

2.3.5. Support services by telephone on weekdays from 8:00 am to 5:00 pm.
2.3.6. Emergency support services 24 bours per day, seven days per week.
2.3.7. Testing of support services. :

The Contractor shall provide ard install the Endur ID Secur-Trac software at the direction of the
Departinent.

The Contractor shall provide no less than twelve (12) Portable Ruggedized mobile computers,
hereinafter to be called “handheld scanning devices”, which must have the ability to commumcate
with Endur ID Secur-Trac software, and exchange and upload data.

Each handheld scanning device provided by the Coatractor shall include features and functionality,
. as required by the Department, which include, but are not limited to : '

State of NH Contract 2019-033 o Date: __D/I ﬂ:;té
Exhibit A — Contract Deliverables — Part 3 Contractor’s Initials: Zg‘({
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM

2.6.1.
2.6.2.

2.64.

SAAS CONTRACT 2019-033
PART 3 - EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

IP 64 rating.

User log in requirements, which must include, but is not limited to:

2.6.2.1. Integration with Avatar credentials, or:

2.6.2.2. State of New Hampshire AD single sign-on.

Cépabiliry to genem're reports in multiple file formats, including, but not limited to:
26.3.1. PDF.

2.6.3.2. Excel
2633, HTML.
2634 XML

A method that allows for replacement or repair of scanner tools supplied through this contract
within 24 hours ofnouce 10 the Conlractor.

2.7. The Coatractor shall install the IDMX software and bave it ina fully functional state no later than
sixty (60) days after the contract effective date which includes, bul is not limited to:

27.1.
2.7.2.

2.7.3.
274,
2.75.
2.76.
2.2.7.

2.7.8.
2.79.

2.7.10.

On site installation of IDMX wristband production software at New Hampshire Hospital, or
State of New Hampshire Data Center, to be determined by the Department.

Integrating patient identification software with existing Netsman/Avatnr medical records
software via HL7 interfacing.

Testing of configuration of HL7 interfacing portion of the project.

Training staff to use the system.

Testing of support services.

Installation of IDMX license at & workstation to be designated by the Department.

Installation of color printer, provided by the Department, at a location to be determined by

- the Depariment.

Testing of printer by printing sample wristbands.

Crealing system users and seltmg system prmleges for each user as directed by the
Department.

Veador part pumber SM-1-LA and consumable items that can produce no less than one
thousand two hundred (1,200) individual patient xdenuf’ cation bracelets.

2.8. The Contractor shaji install the Secur-Trac software and have it in & fully functional state no later
-than sixty (60) days after the contract effective date, which-includes, but is not limited to:

Exhibil A - Contracl Deliverables — Part 3 Contractor’s Initials:

1
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 ~ EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

2.8.1.. Customization of Secure-Trac hardware to meet the needs of the Depanmem obe
determined by the Department.

2.8.2. lntegrauon with [DMX hardware. .

2.8.3. Testing for accu}acy of data sharing with IDMX software and hand-held devices.

2.8.4, User set-up for Secur-Trac and handheld devices,

285. Testing of handheld devices at locauons throughout New Hampshire Hospital, as determined '

by the Department.

2.8.6. Testing of reporting capability, including generating a test report that includes, but is not
limited to: '

286.1. PatientID.
. 2.8.62. Location:
2863 Date.
2864, Time.
2.8.6.5. Attendiﬁg employee.
2.8.7. Finalization of user training schedute and roll-out date, to be approved by the Department.

2.5. The Contractor shall provide a method to allow for replacement or repair of any scanner too) at any
time, twenty-four (24) hours per day.

3: Performance Measures

3.1. The Contractor shall respond to 100% of requests for service no later than one (1) hour after
’ Teceiving the service request. :

-4, Deliverables
4.1, The Contractor shall provide:

4.1.1.  Aninitial supply of materials 1o make no less than one thousand two hundred (1,200)
wristbands, to include:

4.1.1.1.  Wristband material.

4.1.1.2.  Secur-Lok clasps.
4.1.2. A user Guide for IDMX software and bracelet assembly.
4.1.3. A User Guide for Secm:-Lok sof‘t\vére. ‘
4.1.4. A User Guide fo.r handheld devices.

General Project Assumptions
State of NH Contract 2019033 ' S Date: /13 [bo
Exhibit A - Contract Deliverables — Pant 3 Contractor’s Initials: .
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5:1.

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERV]CES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
’  SAAS CONTRACT 2019033
PART 3 - EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DEL{VERAB LES

The Contractor will prowdc prOJcct tracking tools and templates to rccord and manage Issues, Risks,
Change Requests, Requireiments, and other documents used in the managcmcnt and tracking of the

_project. The State of New Hampshire and the Contractor’s Project Managers will review these tools

52.

and templates and determine which oncs will be used for the project. Training on these tools and
templates will be conducted at the start of each phase in which they will be used.

Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide (o the State a template, table of contents, or agcnda for Review and prior "lpproval by the

" State.

53.

5.4.

"The ConLructor shall ensure that appropriate Ievels of security are implemented and maintained in

order to protect the integrity and reliability of the-State’s [nformation Technology resources,
information, and services. The Contraclor shall provide the State resources, information, and
Services on an ongoing basis, with the appropriate infrastructure and security, controls to ensure
business continuity and o safeguard the confidentiality and integrity of State networks, Systems and
Data. - ' :

The Deliverables are set forth in the Schedule described below in Chart 5.5 By unconditionally -

- accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the

'5.5.

State detects any deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not Jimited to, SoflwardSysrcm Acceptance Testing, and any extensions ..
thereof. . . . .

. Pricing for Dchvcmblcs set forth in Exhibit B: Price and Paymnent Schedule Pncmg will bc

effective for the Term of this Contract, and any extensions Lhcrcof

DELIVERABLES, MILESTO\JES AND ACTIVITIES SCHEDULE

Chart 5.5

i}

Activily, Dqlivcrnblc, or Milcstonc

Dchverablc
Type’

Projected
Delivery Date

PLANNING AND PROJECT MANAGEMENT

l .

‘|Conduct Project Kickoff Meeling Non-Software April 9, 2020
- {Project Status Reports Written Weekly
P Work Pian Written April 16,2020
1 Infrastructure Plan, including Desktop Written '
. " _Jland Network Configuration N
Requirements April 16, 2020
5 ' Written

Security Plaﬁ

April 16, 2020

State of NH Contract 2019-033

- Exhibit A~

Contract Deliverables — Part 3

Conlractor’s Initials: ;l%!
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

PATIENT-IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033

~PART 3 - EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

P Wristband Template Writien - {April 16, 2020
’ Software Configuration Plan | Written May 1, 2020
3 Systems Interface Plan 7 _ '

“  Jand Design/Capability Written , May 1, 2020
0 Testing Plan Written May 1, 2020
10 Comprehensive Training Plan :
and Curriculum =~ Written Ma) 1, 2020
1 nd User Support Plan Wriien April 28, 2020

‘ D{)cumcntalion of -

Wnttcn

April 28, 2020
¥y

Abphcauon Vulnerability Scannma

- |Non-Software

3 Provide Soﬁware Licenses if nceded Written - |April 28, 2020
14 Provide Fully Tested Data Conversion ' :
-+ |Software Software April 28,2020
Provide Software Installed, Conﬁgurcd ’
5 {and Operational to Satlsfy Statc .
Requirements Softwarc anl 28, 2020
16 Conduct Integration Testing - Non-Software April 30, 2020
7 _{Conduct User Aéé_e@ncc Testing Non-Software April 30, 2020
18 Perform Production Tests Non-Software April 30,2020
19 estIn-Bound and ‘ ‘ S
Qut-Bound interfaces . Software April 30, 2020
%0 Conduct System Performance K
g (Load/Stress) Testing Non-Software April 30, 2020 .
2'1 Cetification of 3 Party Pen Testing and’ o .
|April 30, 2020

RN

AT DEPEON MENTS

Ry

PEEAS

Converted Data Loadcd into Producuon

22 Environment Software A April 30, 2020
Provide schedule, capacity, and method. -
23! for Backup and Recovery of all ‘ . .
Applicalions and Data . Softw aré ‘ AgriI'30 2020 .
State of NH Coniruct 2019-033 Daic: {QQ ZQ
- Exhibit A~ Contracl'DclivcrubIcs ~Pan3 Comractor s lnitials: _-
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
- SAAS CONTRACT 2019-033
PART 3 ~ EXHIBIT A
SCOPE OF SERVICES AND CONTRACT DELIVERABLES

24 Conduct Training = . : Non-Software April 30, 2020

Rs5 " [Cutover to New Software Non-Software [qu 6, 2020
25 " [Provide Documéntation Writien May 6, 2020
6 Execute Security Plan . " [Non-Software May 6, 2020

27 . Ongecing Hosnng Support

.{Non-Software Cngoing
128 . |Ongoing Support & Maintenance - Software Ongoing
o Conduct Project Exit Meeting Non-Softwire May 6, 2020

Stale of NH Contract 2019-033 ' Date: Q[{&Z&U
Exlubu A — Contract Delzvcrablcs - Pan 3 Contractor's Initials: -
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
'PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Not to Exceed (NTE) Contract for the period between the Effective Date throughk June 30, 2021 .
The Contractor shall be responsible for performing its obligations in accordance with the Contract. This
Contract will allow the Contractor to javoice the State for the following. activities, Deliverables, or
miléstones appearing in the price and payment 1ables below:

. iProjected
IActivity, Deliverable, or Milestone S [Price
oo : elivery Date
BRERLLATION) | . oo a. o o T
Lo in vre s m e D O e R T T Y LUy e S PR
| Provide IDMX Software License $9,700
2 [Provide Secur-Trac Software License $4,890
\
[Provide IDMX Software Installed, Configured, and
3 Operational to Satisfy State Requirements $8,919
[Provide Secur-Trac Software Installed, Configured,
2 and Operational to Satisfy State Requirements $11,852
4 [Hand Held Scanner Licenses (12) : . i $1,224-
' SYSTEMIDERUGNMBNT -+ | - T,
}’rovxde Tools for Backup and Recovery of all
6 iApplications and Data ;
7 Conduct Training ‘ $7,350
OPRRATIONSy o T T T T e e
D v SRR JN ST, W | S RPN Sy O - IO RPN |
3 andheld Scanners (12) ’ ‘ $14,451
P . |Ongoing Support and Maintenance. . S6,178
10 [Supplies Y ' . . $2,960
g TOTAL ' $67,524

1.2 SAAS Services Pricing Worksheet
Pricing must refleci the payment of maintenance through the Contract end date. Price estimate should
reflect the most optimistic implementation date. Actual paymeats may differ from the estimate if project
start date slips or if implementation takes longer as this will cause a shorter maintenance period. Table.
should be customized to. reflect the project and the cost composing the Contractor’s proposal.

. Table 1.4: SAAS Services Pricing Worksheet

k SRASISERVIGESE. ., TATL e
«1..- PN "- I, -. M N Pvd Rr B e T
State of NH Contract 2019-033 ' . Date: D/AO

Exhibit B - Pricc and Payment Schedute - Part 3 . . Contractor’s Initiats
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE
\

Software Installation, $20,771 - $20,771

Configuration and
Testing
Technical Support, $3,089 $3,089 $6,178
Maintenance and '
updates
Training $7,350 . - $7,350
Hardware $14,451 - $14,451
Supplies $1,480 $1480 |- $2,960
Licensing : $15,814 $0 $15,814

i { 756295 9 SO7I524% L

G S f L ~-.Ai- Rty

2. CONTRACT PRICE |

Notwillistanding any provision in the Contract to the contrary, and potwithstanding unexpected
circumstances, in no event shall the tota! of all payments made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 (“Price Limitation™). The payment by the State of the total
Contract price shall be the only, and the complele reimbursemeat to the Contractor for all fees and
expenses, of whatever pature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expeases incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All invoices.
submitted shall be subject to the State’s prior written approval, which shall not be unreasonably withheld.

, The Contracior shall only submit invoices for Services or Deliverables as permitted by the Contract.
Invoices must be in a formal as delermined by the State and conlain detailed information, including without
limitation: itemization of each Deliverable and identification of the Deliverable for which payment is
sought\and the Acceptance date triggering such payment; date of delivery and/or installation; monlhly
maintenance charges any other Project costs or retention amounts if applicable.

Upon Acccptance of a Deliverable, and & properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invmces will not be b'xckdated
and shall be prompltly dispatched.

Invoices shall be seat to:
Financial Adninistrator -
New Hampshire Hospital |
Business Office

36 Clinton St.

Concord, NH 03301 ,
State of NH Contract 2019-033 . ’ Date: _0 /(3'/30
Exhibit B - Price and Payment Schedule ~ Part 3 Contractor's Initals ﬁé,‘
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) STATE OF NEW HAMPSHIRE .
DEPARTMENT OF-HEALTH AND HUMAN SERVICES )
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: https://www.nh. nov/ueasury/state-vendors/mdex htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice fromn the State.

~

6. CREDITS

Tle State may apply credits due to the State arising out of this Contmcl ugams( the Contractor's invoices
with appropriate information attached.

State of NH Contract 2019-033 _ - pate: ! 1/ 20
Exhibit B ~ Price and Payment Schedule ~ Pan 3 Contractor's Initials £ y
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STATE OF NEW, HAMPSHIRE -
DEPARTMENT OF HEALTH AND HUMAN SERVICES _
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 — PART 3
. - EXHIBITC
REVISIONS TO STANDARD CONTRACT LANGUAGE

1L Revisions to Form P-37, General Prov:snons
1.1. Section 4, Condmonal Nature of Agrcemcnt is replaced as follows:

4.

CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Aorcemcm to the con(rary, all obhgauons of the State
hereunder, ‘including without limitation, the continuance of payments, in whole or in part, under this

Agreement are contingeat upon continued appropriation or avanlnblluy of funds, including any -
subscquent changes to the appropriation or availability of funds affecied.by any state or federal
legislative or executive action that reduces, eliminates, or othérwise modifics the appropriation or
availability of funding for this Agreement and the Scope of Services provided in Exhibit A, Scope of
Services, in whole or in part. In no cvent shall the State be liable for any payments hereunder in
excess of appropriated or available funds. In the event of a reduction, termination or modification of
appropriated or available funds, the State shall have the nght to withhold payment until such funds
becomie available, if ever. The State shall-have the right to reduce, terminate or modify services
under this Agrcemcnt 1mmed1atc1y upon giving the Contractor notice of such reduction, termination
or modification. The State shall not be required to transfer funds from any othcr source or account
into the Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other .
account in the event funds are reduced or unavailable. -

1.2 Section 10, Termination, is amended by adding the followmg language:

10.1

10.2.

10.3

10.4

10.5

" . Staic of NH Contrac1 2019-033 . - " pae
Exhibit C ~ Special Provisjons - Part 3 . C Conlmctor s lnmals :{ i 2

The State may lermmalc the’ Agreement at any time for any reason, at the solc discretion of the State,
30 days after giving the Conuactor written notice that the Stalc is exercising its oplion to lcrmmate
the Ag,rccmcnt .

I the evént of ¢arly termination, the ConLractor shall, wuhm 15 days of notice of early termination,
develop and submit to the State @ Transition Plan for services under the Agreement, mcludmg but not

limited to, identifying the present and future needs of clients receiving scrvices under the Agreement .

and establishes a proccss to meet those needs.

The Confractor shall fully cooperate with ‘the State and shall promplly provxdc detailed mformatxon to.
support the Transition Plan including, but not limited to, any information or data requésted by the
State related to the termination of the Agreement and Transition Plan and shall provide ongoing
commuinication and revisions of the Transition Plan to'the Stateas requested..

In the cvent that services under the Agreement, mcludmg but not limited to clients recciving servi ices
under the Agreement are {ransitioned to having services delivered by another entity including

-contracted providers or ‘the State, the Contraétor shall provxdg a process for uninterrupted delivery of

services in the Transition Plan.

The Contractor shall establish a mcthod of notifying clients and other affected. mdmduals about the
teansition. The Conlmctor shall mclude the proposed communications in its Transition Pl'm submmed .
to the State as descnbcd above. '

//}/av
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- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 ~ PART 3
EXHIBIT D '
ADMINISTRATIVE SERVICES

1. 'TRAVEL EXPENSES ‘
The Contractor must assume all reasonable travel and related expenses. All labor rates will
be “fully loaded”, including, but not limited to: meals; hoteV/housing, sirfare, car remals,
car mileage, and out of pocket expenses. .

2. SHIPPING AND DELIVERY FEE EXEMPTION .
The State will not pay for any shipping or delivery fees unless spec1ﬁcnlly iteroized in the
Contract.

3. ACCESS/COOPERATION
" As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security syslems, and hardware as required to
complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES
The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relaling to this RFP. Upon expiration or termination of
the Contract with the State, the Contractor shall tum over all State-owned documents,
material, reports, and work in progress relating to this RFP {o the State at no additional cost
to the State. Documents must be provided in both printed and electronic format.

- 5. RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding setention and access
requirements, inciuding without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Svbpart 4.7 Contractor Records Retention.

The Contractor and its Subcontractors shall maintain books, records, docurnents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs jnvoiced in the performance of their respective obligations
under the Contract. The Contraclor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the tecmination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Statc of NH Contract 2019-033 ' Date: ‘_j Zé 2/p0
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ADMINISTRATIVE SERVICES
Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to -
these items shatl be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Contract and
one (1) year term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall -
be excluded from the State's review unless the cost of any other, Services or Deliverables

- provided under the Contract is calculated or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain ag accouating system in accordance with Generally
Accepted Accounting Principles. The costs applicable to the Contract shall be -
ascertainable from’the accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures.

State of NH Contract 2019-033 ) ‘ Date: 6 219/90
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DEPARTMENT OF HEALTH-AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 20159-033
PART 3 - EXHIBIT E
IMPLEMENTATION SERVICES

PROJECT MANAGEMENT

The State believes that effective communication and reporting are esseatial to Project
success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in
nccordance with the requiremeats and terms of this Contract.

Iotroductory Meetlng: Pasticipants will include the Contractor's Key Project Staff and
State Project leaders from both Department of Justice and the Department of Information
Technology. This meeting will enable leaders lo become scquainted and establish any
preliminary Project procedures.

Kickoff Meeting: Participants will include the State and the Contractor’s Project Team and
major stakeholders. This meeting is to establish a sound foundation for activities that will,
follow.

Status Meetings: Participants will include, at the minimum, the Contractor’s Project
Manager and the Stale Project Manager. These meetings will be conducted at éast bi-
weekly and address overall Project status and any additional topics needed to remain on
schedule and within budget. A status and error report from the Contractor shall serve as
the basis for discussion. '

The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, ona
bi-weekly basis, in accordance with the Contract.

Speclal Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

Exit Meetlug: Participants will include Project leaders from the Contractor and the State.
Discussion will focus on lessons learned from the Project and on follow up options that the
State may wish to consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafiing of formal
presentations, such as a presentatxon for the kickoff meeting, will also be the Comrnctor s
responsibility.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor’s Project Manager shall assist the State’s
Project Manager, or itself produce reports related to Project Mapagement as reasonably requested -
by the State, all at no ndditional cost to the State. The Contractor shall produce Project status reports,
which shall conlain, al a minimum, the following:"

Project status related to the Work Plan,;
2. Deliverable status;
3. Accomplishments during weeks being reported;

State of NH Contract 2019-033 . /
] Date: 9 /9 9r6 . .
Contracior’s Initials: _Az
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IMPLEMENTATION SERVICES

Plapned activities for the upcoming two (2) week period,;
Future activities; and
Issues and concerns requiring resolution.

Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contracior shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cos} to the State,

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Coutractor shall employ aa industry-standard Implementation strategy with a timeline set forth
in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and plan key
strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan, which will
be custornized to address the State’s specific requiremenls Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, provndmg sufﬁc1enl
time for development of niaterial as funcuomhty is deﬁned and conﬁgured AR S LR

"The Contractor shall manage Project execution and provide the tools needed to create and manage
the Project’s Work Plan and tasks, tnanage and schedule Project staff, track and manage issues,
manage changing requirements, maintain commuanication within the Project Team, and report
status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change.
management plan, communication approaches, Project standards and procedures finalized,
and team training initiated. Timing will be structured to recognize interdependencies
between applications and structure & cost effective and timely execution. Processes will be
documeated, training established, and the application will be ready for Implementation in
accordaace with the Work Plan.

2.3 Change Managemeut and Tralulog

Exhibit E -

. The Contractor’s change imanagement and training services shall be focused on developing
change management and training strategies and plans Its approach relies on State
resources for the execution of the change management and end user training.

Implementation Services — Part 3
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
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The Contractor shall provide the following Products and Services described in this Exhibit F, including but not
limited to: '

1. TESTING AND ACCEPTANCE )
The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project. The Contractor will also.provide training as necessary to the State staff
responsible for test activities. The Contractor shall be responsible for all aspects of testing
contained in the Acceptance Test Plan including support, at no additiogal cost, during User
Acceptance Test conducted by the State and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
cach Software function or module.

All Testing and Acceptance {both business and technically oriented testing) shall apply to testing
the System as a whole, (e.g., software modules or functions, and lmplementation(s)). This shall
include planning, test scenario and script development, Data and System preparation for testing,
and execution of Unit Tests, System Integration Tests, Coaversion Tests, Installation tests,
Regression tests, Performance Tuning and Stress tests, Security Review and tests, and support of
the State during User Acceptance Test and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all ervors and problems identified
during test execution. The Contractor shall also correct Deficiencies and support required
re-lesting.

1.1 Test Planning and Preparation
The Contractor shall provide the State with an overall Test Plan that will guxde all testing.
_The Contractor provided, State approved, Test Plan will include, at a minimuni,
identification, preparation, and Documentation of planned testing, & requirements
traceability matrix, test variants, test scenarios, lest cases, test scripts, test Data, test phases,
vnit tests, expected results, and a tracking method for reporting aciual versus expected
results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work
Plan and the Contract, State testing will commence upon the Contractor’s Project
Manager's Certification, in writing, that the Contractor’s own staff has successfully
executed all prerequisite Contractor’s testing, along with reporting the actual testing results,
prior to the start of any testing executed by State staff. The State will be presented with a
State approved Acceptance Test Plan test scenarios, test cases, test scripts, test data, and
expected results.

The State will commence its testing within five (5) business days of receiving Certification
from the Contractor that the State’s personne] have been trained and the System is instalied,
configured, complete, and ready for State testing. The testing will be conducted by the State
in an environment independent from the Contractor's development environment. The
Contractor must assist the State with: testing id accordance with the Test Plan and the Work
Plan, utilizing test and live Data to validate reports, and conduct stress and performzmce.
testing, at no addmonnl cost.

State of NH Contract 2019-033 " Dae: [P0
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Testing begids upon completion of the Software configuration as required and user training according !o
the Work Plan. Testmg ends upon issuance of a letter of UAT Acceptance by the State.

The Contractor must demonstrate that their-testing melhodology can be integrated with the State standard

methodology.

1.2 System Integration Testing (if applicable) .
The new Sys!em is tested in integration with other npphcanon systenis (legacy and service

provnders) in a production-like environment,

System Integration Testing validates the

integration between the individual unit application modules aad verifies that the gew
System meets defined requirements and supports execution of interfaces and business
processes. The System Integration Test is performed in a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that
the Application integrates with any interfaces. The test emphasizes end-to-end business
processes, and the flow of information across applications (IF APPROPRIATE). It
includes all key business processes and interfaces being implemented, confirms data
transfers with external parties, and includes the lmnsmxssxon or printing of all electronic
and paper documents.

Acuvnty;Dcscnphon
}' . ‘ !w .

Systems Integrntion Tésting vajidates. the infegration between the larget’

* application modules and other systems, and verifies that the'new System
. faeets defined interface requutmcms “and ‘supporis cxccuhon of business
proccsscs *This test emphasizes end- to-end business processes and the flow
--of information across the application..It includes ‘all key business processes
and ‘interfaces bcmg Jmplcmcmcd conﬁms data wrensfers with external’
. parties; and includes lhc lnmsnussxon or prmtmg of all clcc(romc and papcr
documcnls ' :

S

. Take lhe Iead -in dcvclopmg lhe Syslcms !mcgmuon “Test
Spemﬁcahons ’ .

. 'Workjomﬂy Wi nh the State to dcvclop and load the dnta profiles to
suppon the test Spcclﬁcahons B .

s Work jOUlﬂy wzlh the. Slate 1o vahdalc componcms ol’ Lhc lcs!
scnpls AR - .

_0" Work Jomtly wuh thc Contractor , to dcvclop the’ Systcms
' lmcgrauon Tcst Spccxﬁcauons .

. Wark JOmlly \vuh lhc Conlmctor to dcvclop and load the dala
: proﬁlcs to suppon the test Spec1fcauons g

' o“_ \VorL;omlly \vnh the Comractor tc vahdalc componans of the tes
“. scripts, mod:ﬁcahons ﬁtes and other System mtcrucnons with the
Conu'ac(or supphcd Soﬂ\varc Scluuon v .
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.\yqu-P?‘od_L{ct‘ ‘

o The Integration-Tested System indicates that all interfaces
< between the application and the legacy and third-party systems,
+ interfaces, and applications are t_'unclioning properly.

- PR PRorem— ” s ae e

1.3 Converslon Valldation Testing (If applicable) _
In Conversion Validation Tesling, target application functions are validated.

1.4

Activity Descnplion

' Tbc convcmon vahdauou test should Teplicate’ the cuurc “figw of
mc ‘céverted data mrougb the Soﬁwarc Solution. As the Sofm'arc'-
Soluuon is mlcrfaccd -to, legacy. or, Lhud-pany'
app]:cahonsfmlerfaccs (cslmg verifics that the rcsuhu:g flow of the*

. bconvcncd dala (hrough lhcsc m(crfacc pomls pcrforms comclly

_Respons:bmtlcs; :

Contrnctor T eam;

or's teg m Wall cxcculc ¢ the
apphcablc validation tcsls and comparc cxccuuon results-wxlh thé

,Adocumcmcdctpcclcdrcsults W R v-,"
(%) N Lo Iy

-StateResponsibilities -,

Exlrncl nnd clcansc lf ncccssary the Icgacy data 1o bc convcned in thc :
dala couvcrsxons . ,l . ) y :

Work Product
Déseription” .

Vahdanon-Tcsted Convcrsmn Progrnms " These pmgmms mclude‘
convcrsxon progranis- that 'have been tested to vcnfy lhm the rtsullmg
convcncd legacy dula pcrforms correcﬂy in thc ntire, suite of lhc

Apphcanon R g e o] C

Installatlen Testing

In Installation Testing the application components are installed in the System Test
environment 1o test the installation routlines and are refined for the eventual! production
environment. This activity serves as a dry run of the installation steps in prepamtnon for
configuring the production system.

1.5 User Acceptance Testing (UAT)

UAT begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by

the State.

" The User Acceplance Test (UAT) is a verification process performed in a copy of the
production environment. The User Acceptance Test verifies System functionality ngainst
predefined Acceptance criteria that support the successful execution of approved business

processes.

UAT will also serve as a performance and stress test of the System. It may cover
any aspect of the new System, includiog administrative procedures such as
backup and recovery. The results of the UAT provide cvidence that the new
System meets the User Acceplance criteria as defined in the Work Plan.

State of NH Contract 2019-033
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The results of the User Acceptance Test provide evidence that the new System meets the
User Acceptance criteria as defined in the Work Plan. .

- ' . Upon successful conclusion of UAT and successful System deployment, the State will issue
a letter of UAT Acceplance and the respective Warmnty Period shall commence -

ey ." Ls
N -
L , Al

AcliyityDeseription) ”

A approvcd processes. ” . . :
A

~ e

'Contraclor(Tcam ]
R&spousnblhucs. o

o $ 23 e Provxdc the Slatc an Acccpluncc Tcsl Plan and selcctlon oftest
- scnpts for lhe Acccplancc Test. .

et Momtor lhc cxccuuon ‘of the test scnpts ‘and nssnsl as nccdcd
: dunng tbc Uscr Acuptnnce Test achvmcs o

e Workjomtly wxlh the State'in dclcmnmng the rcqmrcd aclnons
Jfor. problcm rcsolnuon_

. .. Approvc lhc dcve!opmem of Lhc User Acceptancc Tcst Plan
and ‘the set ofdala for use dunng the User Acceplance Tcsl

ce .Vahdme lhe Acccplancc Tesl cnvuonmenl Ty

s Execute the ést SC"P‘S “and’ conducl User Acccp!nncc Tcsl
' acuvmes IV R .

k) th

LI Document and summanzc Acccpmncc Tcst results

. ‘Worl\ Jomily with the Conlmctor in delcmmung lhc leqmrcd
Co acuons for problem resolution. - [

A . ta L.
; PH

e _Prov1dc Acceplaucc oflhc vuhda:cd Systems.

t The Dellvemblc for User Acceplance Tests is the User Acccptance Test
* Results, Thcse results provide gvidence that lhc new System mecls Lhc
Uscr Accepmncc criteria defined'in lhe Work Plan .

1.6 Penfonm'mce Tuning and' St:ess Testlng

The Contractor shall develop and document hardware and Software configuration and tuning of IDMX
and Secure-Trac infrastructure as well as nssist and direct the State’s System Administrators and
configuring and tuning the infrastructure to support the software

Database Administrators in
throughout the Project

1.7 Scope

environment,

The scope of Performance Testing shall be to measure the System level metrics critical for the
; . development of the applications infrastructure and operation of the applications in the production

It will inctude the measurement of response rates of the -application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response

rates_shall become the basis for changes and retesting until optunum System performmance is achieved.

State of NH Contract 2019-033
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" Performance testing and tuning shall occur in the final producuon eavironmeat and shall use a copy

of the final production database to provide the best resulls.

1.7.1 Test Types

Performance testing shall use two different types of tesling to detérmine the stabxhty of the application. .
They are baseline tests and load tests.

a) Baseline Tests: Baseline tests shall collect perfommnce data and load analysis by rumung scripts
where the output is brokea dowan into business transactions or functions. The test is like a smgle
user executing a defined business transaction. During baseline testing, each individual script is run
10 establish a baseline for transaction response time, throughput and other user-based metrics.

" b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the ability
of the application environment under different load conditions based on workload distribution.
System respoase time and utilization is measured and recorded.

1.7.2 Tuning

138

Tuning will be the Contractor led and occur during both the development of the application and load
testing. Tuning is the process wlhereby the application performance is maximized. This can be the

‘result of making code more efficient dunug development as well as making tuning parameter changes

10 the environment.

Regression Testing

As a result, of the user testing achmes, problents will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing resufts. Regression testing means selective re-testing to detect faults introduced during

" the modification effort, both to verify that the modifications have not caused unintended adverse*

effects, and to verify that the modified and related (possibly affected) System compouents still meet
their specxﬁed requirements.

In des:gnmg and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Centractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.9 Securlty Review and Testlng

IT Security involves all functions pertaining to the securing of State Data and Sys!ems through the
creation and definition of security policies, procedures and controls covering such areas as

- identification, authentication and non-repudiation. ) p

All components of the Software shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets. Tests shall focus on the technical, administrative
and physical security controls that have been desighed into the System architecture in order to provide
the necessary confdeutmhty, integrity and availability. Tests shall, at a minimum, cover each of the
service components. Test procedures shall include penetration tests and applxcauon vulnerabxluy
scanning.

State of NH Contract 2019-033  ~ . . . Date: a Y
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Service Component

Deflnes the set of capabilities {hat:

Identification and
Authentication

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Contro}

Supports the management of permissions for
logging onto a computer or network

Encryption -

Supports the encoding of data for security purposes

Intrusion Detection

Supports the detection of illegal entrance into 8

computer system

Verification v | Supports the confirmation of authonty to enter a
' computer system, application or network
| Digital Signature Guarnntees the unaltered state of a file
User Mapagemeat Supports the administration of computer,

application and network accounts within an
organization.

Role/Privilege

Supports the granting ofnbxlmes to users or groups

Management of users of 8 computer, application or network
Audit Trail Capture Supports the identification and monitoring of
and Analysis activilies within an application or system

Input Validation

Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and -
unauthorized access of files and/or directories on
the server.

Tests shall focus on the techpical, administrative and ;')hysical security controls that have been
designed into the Systein architecture io order to provide the necessary confidentiality, integrity and
availability. Tests shatl, at a minimum, cover each of the service components. Test procedures shall
include 3" party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide-results of all security
testing to the Department of Information Teclinology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

State of NH Contruct 2019-033 . Dae: & 2/26
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1. SYSTEM MAINTENANCE

The Coatractor shall maintain and support the System in all material respects as described in the applicable
program Documentation through the contract end date.

1.1  Contractor’s Responsibility

The Contractor shall maintain the System in accordance with the Contract.

1..1.1 Maintenénce Releases .

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected funclionality releases, patches, and Documentnt:on that are .
geaerally ofTered to its customers, at no additional cost.

1.1.2 Slandard Agreement -

The State will adopt the Contractor’s standard maintenance agreement modlf ed to address
terms and conditions inconsistent with State Statutes und general State information technology
practices.

2. SUPPORT OBLIGATIONS AND TERM

2.1 The Coatractor shall repair or replace Softhware, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but
not limited to S1.1 trough §1.20 of the Support and antenance Requirements in Exhibit H
Requirements, Attachment 1,

2.2 If the Contractor fails o correct a Deficiency wuhm the aliotted period of time stated above, .
the Contractor shall be deemed to bave conunitted an Event of Default, and the State shall
have the right, ot its option, to pursue the remedies in Part 2 Section 13.1.1.2, as well as to
return the Contragtor’s product and receive a refund for all amounts paid to the Contractor,
including but not limited to, applicable license fees, within ninety (90) days of notification to
the Contractor of the State’s’refund request.

2.3 If the Contractor fails to correct a Deﬁc1ency within the allotled period of time stated above,
the Contractor shall be deemed to have conumitted an Event of Default, and the State shall
have the riglt, at its option, to pursue the remedies in Part 1, General Provisions, Section 8.

State of NH Contracl 2019-033 Date: {2120
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM
SAAS CONTRACT 2019-033 -
SAAS EXHIBIT H
*REQUIREMENTS

Project Requirements are hereby incorporated within.
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SOFTWARE AGREEMENT

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within ten (10) days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s
plan to implement the System. Continued developmeat and management of the Work Plan is a joim effort
on the part of the Contractor and State Pro;ect Managers.

The preliminary Work Plan for Implementauon created by the Contractor and the Stale is set forth at the
end of this Exhibit.

In conjunction with the Contractor’s Project Manngement methodology, which shall be used to manage the
Project’s life cycle, the Conlractor team and the State shall finalize the Work Pla at the onset of the Project.
This plan shall identify the tasks, Dellverables, major milestones, and task dependencies required to
implement the Project. It shali also address intra-task dependencies, resource atlocations (both State and
Contractor's team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is
documented in accordance with the Contractor's Work Plan and shall utilize <SOFTWARE TYPE> to
support the ongoing management of the Project.

1. ASSUMPTIONS
A. General _
"« The State shall provide team members with decision-making authon"ty 1o support the

Implementation efforts, at the level outlined in the Request for Proposal Document
State Staffing Matrix.

s All State tasks must be performed in accordance with the revised Work Plan.

+  All key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution.

* Any activilies, decisions or issues taken on by the State that affect the mutually agfeed
upon Work Plan timeline, scope, resources, and costs shall be subject to the identified -
Change Control process. .

e The Contractor shall maintain an accounting system in accordance with GeneraAlly
Accepted Accounting Priociples (GAAP).
B. Project Management
¢ _ The State shall approve the Project Manageiment Methodology used for the Project.
» The State shall provide the Project Team with reasonable access to the State personnel
as needed to complete Project tasks.

+ A Project folder created within the State system shall be used for centralized storage
and retrieval of Project documents, work products, and other material and information
-relevant to the success of the Project and required by Project Team members.  This’
central repository is.secured by deternining which team meinbers have access to the
Project folder and granting either view or read/write privileges. The Contractor’s
Project Manager will establish and maiatain this folder. The State Project Manager
shall approve access for the State teams. Documentation can be stored locally for the

State of NH Contract 2019-033 o Date: 40
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Contractor and State team on a “shared” network drive to facilitate casc and speed of
access. Final versions of all Documentation shall be loaded to the State System.

) . ¢ The Contractor assumes'that an Altemnate Project Manager may be appointed from time
- . ' " to time to handle reasonable and ordinary absences of the Pchcl Mamger

C. Convcrsnons (If applicable) Y.

s The Conlmctor Team’s propo:al is based on the assumption that the State’s technical tcam

" is capable of implementing, with assistance from the Contractor’s technical team, a subset

-of the conversions. The Contractor’s Team shall lead the State with the mappmg of the
lcgacy Data to lhc Contractor's applncamns

¢ Additionally, the ConLruclqy s Team shali:

1. Provide the State with-Contractor’s application data requirements and cxamples,
i of data m.lppihgs conversion scripts, and data loaders. The Contractor’s Team
, . R shall identify the APIs the State should use in the design and dcvelopmem of the
o ' conversion. _

2. Provide gundancc and assistance with the use of the data loaders and conversian
scripts provided.

3. Lead the rcvncw of functional and technical Specifications.

Assist with the resolution of problcms and issues associated wnh the dcvclopmcn( :
and Implementation of lhe conversions. :

D. Pro;cct Schedule
.. Dcployment is plzmncd to begin on Apnl 9 2020 with & planncd go-live date of May 6,

2020
E. ch(_)rung
®  The Contractor shall conduct weekly smtusm::cnngs and provide rcpom 1hatmcludc but
are nothmucd 10, minutes, action items, test Tesults, and Documemanon -
v F. User Training S . L RTEPN

s The Comrnclor's Team shall lead the development of the end-user training plan,
* A train the trainer approach shall be. uscd for the delivery of end-user training.
Te Thc Slate is responSlblc for the delivery of end-user training.
* The State sha]l schedule and track attendance on all end- -user training classce
G.. Pc.r[ormance and Sccunly Testing

o The, Conuaclor s Team shall provndc a performancc test warkshop to ndcnul‘y the key
scenarios to be tested, the approach aid tools lcqunmd and best praclnccs information
on pcrlormancc lcsung ) - :

Stat of NH Contiact 2019033 o -  Dae fz’)[ ;2[70
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2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities
1) Contractor Team Project Execuuv
The Contractor Team’s Pro_|ect Executives (Commclor and Subcontractor Pro;cct
Executives) shall be responsible for advisiog on and monitoring the quality. of the
Services throughout the Project life cycle. The Project Executive shall advise the
Contractor Team Project Manager and the State’s Project leadership on the best
practices for implementing the Contractor Software Solution within the State. The
Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State’s Team.
2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-
day management of the Project and shall plan, track, and manage the activities of the
Contractor Linplementation Team. The Contractor Team Project Manager will have
A the following responsibilities:
+  Maintain communications with the State’s Project Manager;
»  Work with the State in planning and conducting a kick-off meeling;
s Create and maintain the Work Plan; '
Assign the Contractor Team consuliants to tasks in the Implementation Project according
to the scheduled staffing requirements; '
o  Define roles and responsibilities of all the Contractor Team membérs;
» Provide SWEEKLY update progress reporis to the State Project M-anngcr;
» Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;
¢ Review task progress for tine, qualily, and accuracy in order to achieve progress;
¢ Review requirements and schedulmg changes and ldentlfy the impact on the Project in
order to identify whether the changes may require a change ofscope,
¢ Implement scope and Schedule changes as authorized by the State Project Manager and
with appropriate Change Control approvals as identified in the Implementation Plan;
s Inform the State Project Manager and staff of any urgent issues if and when they arise;.
¢ Provide the State completed Project Deliverables and obtain sign-off from the State’s
Project Manager.
» Manage handoff to the Contractor operational staff;
State of NH Contract 2019-033 ' Date: S [#/#0
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e The State shall work with the Contractor on all testing as set forth in Contract Exhibit
F - Testing Services.

—
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. » Manage Transilion Services as needed.
3) Contractor Team Analysis

Thé Contractor Team shiall conduct analysis of requirements, validate the Contractor
Team's understanding of the State business requxremems by application, and perform
business requirements mapping:

e Construct and confirm application test case scenarios;

» Produce application configuration definitions and configure the applicatioﬁé;

» Conduct testing of the configured application;

¢ Produce functional Specifications for extensions, conversions, and interfaces;

s  Assist the State in the testing of exlension;s, conversions, and interfaces;

»  Assist the State in execution of the State's Acceptance Test; -

e Conduct follow-up meetings to obtain feedback, results, nnd concurreace/approval
from the State,

¢ Assist with the correction of configuration problems identified during system,
integration and Acceptance Testing; and

»  Assist with the transition to production.
4) Contractor Team Tasks
The Contractor team shall assume the following tasks:

» Development and review of functional and technical Speciﬁcmidn to determine that they are at an
*appropriate level of detail and quality;

e Development and Documentation of conversion and interface programs in accordance with functional
' and technical Specifications;

* Development and Documentation of installation procedures; and

¢ Unit testing of conversions and interfaces developed; and

¢ System Integration Testing,. -

" B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on
the individual State team meimbers will vary depending on the phase and specific tasks of
the Implementation. The demands on the Subject Matter Experts’ tune will vary based on
the need determined by the State Leads and the phase of the Implementation.

1) State Project Manager

‘The State Project Manager shall work side-by-side with the Contractor Project
Manager. The role of the State Project Manager is to manage State resources (IF
ANY), facititate completion of all tasks assigned to State staff, and communicate
Project status on a regular basis. The State Project Manager represents the State in all
decisions on lmplcmemanon Project matiers, provides all necessary support in the

State of NH Contract 2019-033 Dite: _. 70
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conduct of the Implementation Project, and provides necessary State resources, as
defined by the Work Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities; -

L]

Plan and conduct a kick-off meeting with assistance from the Contractor team,
Assist the Contractor Project Manager in the development of a detailed Work Plan;’

identify and secure the State Project Team members in ‘nccbrdance with the Work
Plan;

Define roles and responsxblhues of all State PrOJect Team members assigned to the
Project;

Identify and secure access to additional State ead-user slaff as needed to support
specific areas of knowledge if and when requzred to perform certain
Implementation tasks; '

Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressccl at the Project level;

Inform the Contractor Project Manager of any urgent issues if and when they arise;
and

Assist the Contractor team staff to obtain requested information if and when
required to perform certain Project tasks.

Manage handoff to State operational slaff;

Manage State staff during Transition Services as needed.

2) State Subject Matter Experi(s) (SME)

" The role of the State SME is to assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:

State of NH Contract 2019-033 Date: o} [QZQ(/

* Be the key user and contact for their Agency or Department; |

*  Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

¢  Assist in validating and documenlmg user requxremenls as needed

*  Assist in mapping business requirements;

o Assist in codstructing test scripts and data;

s  Assistin System Integration, and Acceptance Testing;:

*  Assist in performing conversion and integration testing and Data verification;

¢ Attend Project meetings when requested; and

Exhibit J - Software Agrecment — Part 3 . Contractor's Initials: tz
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Assist in training end users in the use of the Coatractor Software Solution and
the business processes the application supports.

3) State Technical Lead and Architect

The State’s Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

Attend technical training 85 necessary to support the Project;
Assist the State and the Contractor Team PI‘OJeCl Managers o establish the

. detailed Work Plan;

Manage the day-to-day octivities of the State’s technical resources assigned
to the Project;

Work with State IT management 10 obtain State technical resources in
accordance with the Work Plan;

Work in partaership with the Contractor and lead the State technical staff’s
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be expected that the
Contractor will lead the overall effort with support and assistance from the
State; and

Represent the technical efforts of the State at WEEKLY ijecl meelings.

4) State Tcsung Admlmstrmor

The State’s Tcstmg Admihislmtor will coordinate the State’s testing efforts.
Respoasibilities include:

e Coordinating the development of system, integration, pérformance, and
Acceptance Test plans;

* Coordinating system, integration, performance, and Acceptance Tests;

¢ Chairing test review meelings;

*  Coordinating the State's team and external third parties involvement in testing;

* Ensuring that proposed process changes are considered by process owners;

+  Establish priorities of Deficiencies requiring resolution; and

*  Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION
Detail what software is required for the Contractor to perform the ﬂctxvmes of the Contract.

State of NH Contract 2019-033 |
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4. CONVERSIONS

A. Conversion Testing Responsibilities

s The Contractor Team and the State, based on- their assigned conversion
responsibilities, as set forth in Contract Exhibit F; Testing Services shall identify
applicable test scripts and installation instructions, adapt them to the Project
specifics, test the busmess process, and compare with the documented expected
results. .

* The Contractor Team and the State, based on their assigned conversion
responsibilities, shall execute the applicable test scripts that complete the
conversion and compare execution results with the documented expected resuits.

» The State is responsible for documenting the techaical Specifications of all
programs that extract and format Data from the legacy systems for use by the
conversion pracesses.

e The -Contractor Team and the State, based on their n551gned conversion
responsibilities, shiall develop and unit test their assigned conversions.

e The State and the Contractor Teams shall joiatly conduct System and Integration
Testing,  verifying and validating' the accuracy and completeness of the
convessions.

s The State and the Contractor Teams shall jointly verify and validate the accuracy
and completeness of the conversions for Acceptance Testing and production.

5. INTERFACES
Interfaces shall be implemented in cooperation with the State.

A. Interface Responsibilities

The Contractor Team shall provide the State Contractor Application Data requirements
and examples, of data mappings and interfaces implemeated on other Projects.  The
Contractor Team shal) identify the APIs the State should use in the desngn and
development of the interface.

The Contmctor Team shall lead the State with the mapping of legacy Data to the -
Contractor Application. .

- The -Contractor Team shall Jead the review of functional -and techmcnl interface

Specifications.

The Contractor Team shall assist the State with the resolution of problems and issucs
associated with the development and Implementation-of the interfaces.

The Contractor Team shali documen( lhe functional-and technicat Specnﬁcanons for
the mterfaces o

. State of NH Conlract 2019-033 : ’ A Date: 70
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The Contractor Team shall create the initial Test Plan and related scripts to Unit Test
the interface. The State shall validate and accept,

The Contractor Team shall develop and Unit Test the interface.

A 3
The State and the Contractor Team shall jointly verify and validate the accuracy and
completeness of the interface.

The State is responsible for documenting the procedures required to run the interfaces
in production. :

The State shall document the techaical changes needed to legacy systems to
accommodate the interface.

“The State shall develop and tesl all legacy application changes needed to accommodate

the interface.

The State and the Contractor Teams shall jointly construct test scnpls and create any
data needed to support testing the interfaces.

The State is respons:ble for all data extracts and related formatting needed from legacy
systems to support the interfaces.

The State is responsible for the scheduling of interface operation in producuou

6. LICENSE GRANT
! RESERVED

-~

/7
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1. WARRANTIES

1.1 System
The Contractor warrants lhat the System wm operate to conform to the Specifications, terms, nnd
requirements of the Coptract.

12 Software )
The Contractor wairants that the Software, includiag but not limited to the individual modules or
functions furnished under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and w:ll opemte in accordance with the Specifications and Terms
of the Contract.
For any breach of the above Software warranty, the State’s remedy, and the Contractor’s entire
liability, shall be:

(9) The correction of program errors that cause breach of the \vnrrnnty, or if the Contractor caanot
substantially correct such breach in a coramercially reasonable manner, the State may end its
program license if any and recover the fees paid to the Contractor for the program license and
any unused, prepaid technical support fees the State has paid for the progrmn license; or

(b) The re~perfornmnce of the deficient Services, or
(c) If the Contractor cannot substantially correct a breach in a commercially reasonable manner,
the State may end the relevant Services and recover the fees paid to the Contractor for the
deficient Services.
1.3 Non-Infifogement
The Contractor warrants that it has good title to, or the nght to allow the State to use, all Services,
equipment, and Software (“Material™) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third party.
1.4 Yiruses; Destructive Programming
The Contraclor warrants that the Software shall not contain any viruses, destructive programring,
or mechanisms designed to dlsrupl the performance of the Sofhvare in accordance with the
Specifications.

1.5 Compatibllity )
The Contractor warrants that all- Systemi components, including but not limited to the components
provided, including any replacement or upgraded System Software components provided by the
Contractor to correct Deficiencies or as an-Enbancement, shall operate with the rest of the System
without loss of any functionality. ~

1.6 Services .
The Coantractor warrants that all Services to be provided under the Contract will be provided
expedlently, in a professional manner, in accordance withi industry standards and that Semces will
comply with performance standards, Speaﬁcnuons and terms of the Contract.

2 WARRANTY PERIOD

The Warranty Period shall remain in  effect until the conclusion or termination of this Contract
and any extensions, except for the wammty for non-infringement, swhich shall remain in effect
in indefinitely.

State of NH Coniract 2019-033 Date: !L[QO
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1. The Contractor shall provide training for users of the IDMX software on each work shift, as
determiped by the Department. IDMX software training must include, but is not limited to:

1.1. Printing, assembling and attaching wristbands.

1.2.  Applying Secur-Loc clasps to wristbands,

1.3. Review of the procedure for disposal of used wristbands.

1.4. A hard copy of the IDMX User Guide for each employee désignaled for treining.

2. Classroom training for each designated employee on use of the handheld devices. Training
for bandheld devices shall include, but is not limited to:

2.1. Instruction on functions of handheld device.
2.2, Test scanning activities.
2.3, A hard copy of the handheld device User Guide.

3. The Contractor shall provide training for users of the Secur-Trac software on each work shift,
as determined by the Department. Secur-Trac software training must include but is not
_limited to:

3.1. Basic navigation of the software at the workstation where it is jnstalled, includiag, but
pol limited to: :

3.1.1. Filtering records.
3.1.2.  Sorting records.
3.1.3.  Searching records.
3.1.4. Howloruna query.

3.1.5. How to generate, view and print reports.

!
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AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RFP-2019-NHH 03-PATIE Patient Identification Bracelets and Software System dated
- December 13, 2018 is hereby incorporated by reference as fully set forth herein.

S_latc of NH Contract 2019-033 . ) * Date: 9/"9 /}0
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VENDOR PROPOSAL, BY REFERENCE

ENDUR ID proposal to RFP-2019-NHH 03-PATIE Patient 1dentification Bracelets and
Software System dated March 6, 2019 is hereby incorporated by reference as fully set forth
herein.

State of NH Contract 2019-033 v Date: @ //7/;0
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CERTIFICATES AND ATTACHMENTS

Attached are: .
' A. DHHS Standard Exhibits - {

State of NH Contract 2019-033 Date: Q' l} JO
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SPECIAL PROVISIONS

Contractors Obligetions: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible
individuals and, in the futherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows: . ’

1.

.Compliance with Federa) and State Laws: If the Contraclor is permitted to determine the eligibility

of individuals such eligibility determination shall be made in accordance with applxcable federal and
state laws, regulations, orders, guidelines, policies and procedures.

Time and Manner of Determination: Eligibility determinations shatl be made on forms provided by
the Departrent for that purpose and shall be mada and remade at such times as are prescribed by
the Department.

Documentation: In addilion to the determination forms required by the Department, the Contractor
shall malntain a data file on each recipient of services hereundar, which file shall include all
information necessary to support an eligibility datermination and such other information as the
Depaitment raquests. The Contractor shall furnish the Departmant with all forms and documentation
regarding eligibility determinations that the Department may request or require. .

Fair H‘ourings: The Contractor understands that all applicants for services hereunder, s well as
individuals deciared ineligible have a right lo a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shali be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her nght to afalr
hearing in accordance with Department regulations.

Gratuities or Kickbacks: The Contractor agrees that il is a breach of this Contract to accept or
make a paymenl, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in arder to influence the performance of the Scope of Work detailed in Exhibit A of this -
Contract. The State may tarminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials,.officers, employees or agents of the Contractor or Sub-Contractor.

Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or inany
other document, contract or understanding, it is expressty understood and egreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or {or any services provided to any individual prior to the Effective Date of the Contract
and no paymants shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federa! regulations) prior {o @ determination that the individual is eligible for such services.

Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
hereln contained shall be deemed 1o obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor In excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary (o assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or afer receipt of the Finaf
Expendilure Report hereunder, the Depariment shall determine that the Contractor has used
payments hereunder to reimburse items of expanse other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to-ineligible individuals
or other third party funders, the Department may elact to:

7.1. Renegotiate the ratas for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursementin
excess of costs;
Exhibil C - Spadal Provisions Conbracior initials
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7.3. " Demand rapayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Dsfault heraunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds pald by the Dapartment to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8.

10.

Maintenance of Records: In addition to the eligibility recards specified above, the Contractor
covenants and agress to maintain the following records during the Contract Pariod:

8.1. Fiscal Records: books, racords, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Pesiod, said records to be
maintained in accordance with accounting procadures-and practices which sufficiently and
properly reflact ali such costs and expenses, and which are acceptable to the Department, and
to include, without limilation, ail ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or raquxred by the
Depariment.

8.2. Slatistical Records: Statistical, enrollment, attendance or visit records for each rec:plenl of
services during the Contract Period, which records shall include all records of appticationand
aligibillty (including all forms required to determine aligibility for each such recipient), records
regarding the provision of services and all involces submitied to the Department to obtain
payment for such services.

8.3. ' Medical Records: Where appropriate and as prescribed by the Depar‘tment regulations, the
Contractor shall retain medical records on each patientirecipient of services.

Audit: Contractor shal! submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. i Is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations” and the provisions of Standards for Audit of Governmental Crganizations,
Programs, Aclivities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to fi nancial compl:anca audits.

9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the
Depertment, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursvantto
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabifities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held fiabls for any state

. or federal audit exceptions and shali return to the Department, all payments made under the
Contract to which exception has been taken or which have boen disallowed because of such an
exception.

Confidentiality of Records: All information, reports, and records maintained hersunder or collected

in connection with the performance of the services and the Contract shall be confidential and shalinot
be disclosed by the Contractor, provided however, that pursuant to state laws and the regutations of

the Department regarding the use and disclosure of such information, disclosure may be made to v

-public officials requiring such information in connection with their official duties and for purposes

direclly connected to the administration of the services and the Conltract; end provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connecled with the administration of the Department or the Contractor's responsibilities with
respect to purchased gervices hereunder Is prohibited except on written consent of the recipient, his

" altorney or guardian.

Exhidit C ~ Spocial Provisions Conlractor initials
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Notwithstanding anything to the conirary contained herein the covenants and conditions contained In.
the Paragraph shall survive the termination of the Contract for any reason whatsoever. ,
11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following
times if requested by the Department.
11.1.  Interim Financial Reports: Written interim financial reporis containing a detailed description of
’ all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Departmant to
justify the rate of payment hereunder. Such Financial Reports shell be submitted on the form
designated by the Department or deemed satisfactory by the Department. :
11.2.  Final Report; A final report shall be submitted within thirty (30) days efter the end of the tarm
of this Contract. The Final Report shal! be in a form satisfactory to the Department and shall
contaln a summary statement of progress toward goals and objectives stated In the Proposal
and other information required by the Department.

12. Completion of Services: Disaliowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hersunder {except such obligations as,
by the terms of the Contract are to be performed after the end of the tarm of this Contract and/or .
survive the termination of the Contract) shall terminate, provided however, that if, upon review ofthe
Final Expenditure Report the Department shall disaliow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, et its discretion, to deduct the amount of such
expenses gs. are disallowed or to recover such sums from the Contractor. °

13. Credits: All documents, nofices, press releases, research reports and other materials prepared
during or resuiting from the performancae of the servicas of the Contract shall include thefoliowing
statement: Co
13.1.  The preparation of this (report, document sfc.) was financed under a Contract with the State

of New Hampshire, Department of Haalth and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, 8.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials {wrilten, video, audio) produced or
purchased under the contract shalj have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials

. produced, including, but not limited to, brochures, resource direclories, protocols or guideiines,
posters, or reports. Contractor shall not reproduce any meterials produced under the contractwithout
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In.the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,’
stale, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor wilh respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the sald facility or the performance of the said services,

. the Contractor will procure said license or permit, and wili at all times comply with the terms and

" conditions of each such license of permit. In connaction with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Conlract the facilities shal
comply with all rules, orders, regulations, end requirements of the State Office of the Fire Marshaland
the loca) fire protection agency, and shall be in conformance with loca! building and zoning codes, by-
laws and regulations. .

16. Equal Employment Opportunity Plan (EEOP): Tha Contractor will provide an Equa! Employment
Opportunity Plan {EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
raceived & single eward of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

Exhibit C ~ Spedal Provisions Contraclor Initials
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mare employees, it will maintain a current EEOP on file and submit an EEOP Caertification Form to the
OCR,; cerlifying that its EEOP is an file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regard!ess of the amount of the award, the recipient will provide an
EEOP Cettification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educaticnal institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.

EEOP Certification Forms are available at; htth/www ojp.usdoj/about/ocr/pdfs/cart.pdf.

7.

18.

19.

Limited English Proficiency (LEP): As clarified by Execulive Order 13166, Improving Access to
Services for parsons with Limited English Proficiency, and resulting agency guidance, nationalorigin
discrimination includes discrimination on the basis of limited English proficiency (LEF). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1984, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

Pitot Program for Enhancement of Contractor Employee Whistieblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshcld as defined in48
CFR 2.101 (cumently, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT T0 INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistteblower rights
and remedies in the pilot pregram on Contractor employee whistleblower protections established at

41 U.S.C. 4712 by section 828 of the National Defensa Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.808.

(b) The Contractor shall inform its employaes in writing, in the predorrffnant language of the workforce,
of employee whistleblower rights and protactions under 41 U.S5.C. 4712, as described in section
3.808 of the Federal Acquisition Regulation.

(c) The Cohlractor shall insert the substance of this clause, including this paragrapb (c), in all
subcontracts over the simplified acquisition threshold.

Subcontractors: DKHS recognizes that the Contractor may choose to use subcontractors with
grealer expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontracior's ability to perform the delegated
function(s). This is accomplishad through a wrilten agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions. :

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following: -

19.1.  Evaluale the prospective subcontractor's ability to perform the activities, before delegating
the function .
19.2.  Have a written agreement with the subcontractor that specifies activilies andreporiing
. responsibiliies and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate
19.3.  Monitor the subcontractor's performance on an ongoing basis

Exhibit C - Special Provisions . Contractor tnitigls
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194,

19.5.

Provide to DHHS en annual schedule identifying a!l subcontractors, delegated functions and
rasponsibilities, and when the subcontractor's performance will be reviewed
DHHS shall, at its discretion, review and approve all subcontracts., -

if the Contractor identifies deficlencies or areas for improvement are identifiad, the Contractor shall
take corrective action.

20. COntract.Dsfiniﬁons:

20.1.

20.2.

20.3.

204,

20.5.

20.6.

-0ar1318

COSTS: Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles established
in accordance with state and federal laws, regulations, rules and orders.

DEPARTMENT: NH Depanment of Health and Human Services.

PROPOSAL: if appltcabte shall mean the document submitted by the Contractor on a

form or forms raquired by the Department and containing a description of the services and/or
goods to be provided by the Contractor in accordance with the terms and conditions of the
Contract and setling forth the total cost and sources of revenue for each service to be provided
under the Contract.

UNIT: For each service thal the Contractor s to provide to eligible individuals hersunder, shal
mean that period of time or that specified aclivily determinad by the Department and specified
in Exhibit B of the Contract.

FEDERALI/STATE LAW: Wherever federal or state laws, regulalioﬁs, rules, orders, and
policiss, etc. ara refarred lo in the Contract, the said reference shall be deemed o mean
all such laws, regulations, etc. as they may be amended or revised from time to time.

SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this
Contract will not supplant any existing {ederal funds available for these services.

Exhibil G - Spocia) Provisions Contraclor Initizls
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees 1o have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

-~ This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub, L. 100-690, Titie V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part (I of the May 25, 1990 Federal Register (pages

21681-21681), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub—contraclors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
128 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies thal it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against emp[oyees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

" 1.22. The grantee's policy of maintaining a drug-free workplace; :
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. »Makmg it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by-paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviclion for a violation of a eriminal drug

statute occurring in the workplace no later than five calendar days after such
conviction; -

1.5. Notitying the agency in writing, within ten calendar days after receiving notice under )
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,

- Employers of convicted employees must provide notice, including position title, to every grant
officer on whaose grant aclivity the convicted employeée was working, unless the Federal agency,

Exhibit D - Ceriification regarding Drug Free Vendor Inilials
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6.  Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
“termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2,.1.3, 1.4, 1.5, and 1.6, .

2. The grantee may insert in the space provuded below the site(s) for the performance of work done in
connection with the specn’c grant.

Place of Performance (street address, city, county state, le code) {list each location)
' CadueTO Tac.
8Me:n‘\ Trduileie! ¥ UaTl Y

- 9
Check O if there are workplaces on file that are not identified here. "'M‘n"" Mh 037 o

Vendor Name: En~duwTd The.
%("\(rr‘lII(\&u?t(mlbf‘ Una LY
HnpTon, AH 038%2

9/19 a0

. Date , Name: Q\Yee T Lafosé
Title: - CE€p
Exhibit D —~ Certification regarding Drug Free ' Vendor Initials

- Workplace Requirements
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.5.C. 1352, and further agrees to have the Contractor’s representative, as identified in Sections 1.11.
and 1.12 of the General Pravisions execute the following Certification:

Us DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
- US DEPARTMENT OF AGRICULTURE - CONTRACTORS *

Programs (indicate applicable program covered):
*Temporary Assistance {o Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XiX '

*Community Services Block Grant under Title Vi

*Child Care Development Block Grant under Title IV

The undersigned ceﬂiﬁ_es, to the best of his or her knowledge and belief, that:

1. No Federa! appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federa! contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperatlve agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,

- an officer or employee of Congress, or an employee ‘of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, ({Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall cerify and disclose accordingly.

This cerfification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Tille 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not [ess than $10,000 and not more than $100,000 for
each such failure. .

VendorName: = nd ur T O, TDC .

;2/\}/90

Date ' 4 Name:  QlbedT l.qlos<
Title: . CEC)
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The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debamment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as Identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERT!? ICATION
1. By signing and submitting this proposal {conlract), the prospective primary participant is providing the
certification set out below.

2. The inabllity of a person to provide the certification required below will not necessarily result in denial
of participation In this covered transaction. if necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Heatth and Human Services® (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to fumnish a certification or an explanation shall disqualify such person from participation in
this transaction. .

3. The certification in this clause is a material representation of fact upon which reliance was placed
-when DHHS determined to enter into this transaction. ) it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other semedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract} is submitted if at any time the prospective pimary participant leams
that its cerification was erroneous when submmed or has become erroneous by reason of changed
circumstances.

5. The terms “covered transaction,” “"debarred;” “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” *person,” *primary covered transaction,” "principal,” "proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76 See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposa! (contract) that, shou!d the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Excluslon -
Lower Tier Covered Transactions,* provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the cerlification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

©. Nothing contained in the foregoing shall be conslrued to require establishment of a system of records
in order to render in good faith the cerlification required by this clause. The knowledge and ] (

Exhidbit F - Carlification Regarding Debamment, Suspansion Vendor inilisls
And Othor Rasponsibility Matiors
CUDHHSN1DM13 Pago 1 of 2 Delo



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

DHHS Standard Exhibits
New Hampshire Department of Health and Human Services
Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings. '

10. Except for-transactions authorized under paragraph 6 of these instructions, if a participantin a
covered transaction knowingly enters into a lower tier covered transaction with a person who Is
suspended, debarred, ineligible, or voluntarily excluded from padicipation in this transaction, in

“addition to other remedies avaxlable to the Federal govemment, DHHS may terminate this transaction

for cause or defauit.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary pamcipant certifies to the best of its knowledge and behef that itand its
principals:
11.1. are not.presently debarred, suspended, proposed for debarment, declared mehglble, or
voluntarily excluded from covered transactions by any Federal department or agency;
~11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for cornmission of fraud or a criminal offense in
‘ connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, thef, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;
11.3. are not presently indicted for otherwise criminally or civilly charged by a govemmental entity
_{Federal, State or local) with commission of any of the offenses enumerated in paragraph (I)(b)
of this certification; and
11.4. have not within a three-year period preceding tms application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certity to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined In 45 CFR Pan 76, certifies to the best of its knowledge and belie! that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation In this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to cerlify to any of the above, such
prospective participant shall attach an expianation to this proposa!l (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it wiil
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name: - dor TO -\fﬂ <

9//9/30 ' %
Date ' o M\\ge—\\' Lacese
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the Genera! Provisions agrees by signature of the Contractor’s
representative as identified in Sections 1.11 and 1.12 of the Genera! Provisions, to execute the following

certification;

Vendor witl comply, and will reqmre any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Ommbus Crime Control and Safe Streets Act of 1868 (42 U.S.C. Section 3789d) which prohibits
reclpients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, nationa! origin, and sex. The Act
requires certain recipients to produce an Equal Emplayment Opportunity Plan;

* - the Juvenile Justice Delmquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, nationaj origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibis recipients of federal financial
assistance from discriminating on the basls of race, color, or national origin in-any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 784), which prohibits recipients of Federal financia!
assistance from discriminating on the basis of disabllity, in regard to employment and the delivery of
services or benefits, in any program or activity;, ,

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facllities, and transportation;

- the Education Amendments of 1872 (20 U.S.C, Sections 1681, 1683, 1685-86), which prohlblts
discrimination on the basis of sex in federally assisted educatron programs;

-~ the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities recelving Federal financial assistance. It does not include
employment discrimination; . .

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination, Equat Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equai protechon of the taws for faith-based and community

" organizations); Executive Order No. 13559, which provide fundamental principles and policy- making -
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R, pt 38 (U.S. Depariment of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The Nationa! Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract. Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

- The cetificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the cedificalion shall be grounds for
suspension of payments, suspension or termination of grants, or govermnment wide suspension or

- debarment, '

Exhibit G
Vendor Initiats __
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in the event a Federa! or State court or Federal or State administrative agency makes a finding of
discrimination after @ due process hearing on the grounds of race, color, religion, nationa! origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civii Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

L}

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Conﬁactofs
representative as identified [n Sections 1.11 and 1.12 of the General Provisions, to execute the foliowing
ceriification:

1. By signing and submmlng this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name: Er\ AucTD Thac.

930
Date ?;Mlbc VL acose
CZO

’

Exhibit G (
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be pemiitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
_ or library services to children under the age of 18, If the services are funded by Federal programs either
directly or through State or local govemments, by Federa! grant, contract, loan, or loan guarantee. The'
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an admintstrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

4, By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
R all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Vendor Name: | E V\& Ve T{} Tn(_

9119/9@ | W

Date ' Name:  Q1Le¢tv Llos<
' Title: :
. EoO

Exhibit H - Certification Regarding Vandor Initists _/ i l
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually {dentifiable Health Information, 45
CFR Parts 160 and 164 applicablé to business associates. As defined herein, “Business
Associate” shall mean the Vendor and subcontractors and agents of the Vendor that receive,

/ . use or have access to protected health information under this Agreement and “Covered Entity”
shall mean the State of New Hampshire, Department of Health and Human Services.

(1 Definitions.

a. “Breach® shall have the same meanmg as the term “Breach” In section 164 402 of Tltle 45
Code of Federal RegulatJons

" b. Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations. ’

¢. Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulgtions.

d. ‘Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation' in 45 CFR
Section 164.501. : o P .

f. “Health Care Operations™ shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. "HITECH Act” means the Health Inforrﬁaﬁon Technology for Economic and Clinical Health '
Act, TitleXIli, Subtitle D, Part 1 & 2 of the American Recovery and Relnveslment Act of

2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall inciude a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(qg).

. “Privacy Rule" sha!l mean the Standards for Privacy of Individually ldentifiable Héalth
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Depariment of Health and Human Services.

k. “Prolected Health Information* shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

32014 © Exhibitl Vondor Initials
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*Required by tLaw" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

“Secrelary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Informatlon at 45 CFR Part 164, Subpan C, and amendments thereto.

. “Unsecured Protected H ggmg Information” means protected heaith information that is not

secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Braieg

Businegs Associate Use ahd{ Diéclp's"u“}é"of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health .
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, Including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy end Security Rule,

Business Associate may use or disclose PHI:
i For the proper management and administration of the Business Associate;
i. As required by law, pursuant to the terms set forth in paragraph d. below; or
il For data aggregation purposes for the health care operations of Covered
Entity.

To the exten! Business Associate is permitied under the Agreement to disclose PHito a
third party, Business Associate must obtain, -prior to making any. such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowtedge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basls that it is required.by Jaw, without first nolifying
Covered Entity so that Covered Enlity has an opportunily to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Businegs

372014 Exhibit | . Vendot Initials
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Associate sha!l refrain from disclosing the-PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shail abide by any additional security safeguards.

Obligations and Activities of Business Associate. .

. The Business Associate shall notify the Covered Entity's Privacy Officer immediately

after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protecled health information of the Covered Entity.

The Busmess Associate shall immediately perform a risk assessment when it becomes.
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected heaith mformatlon or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the nisk to the protected health information has been
mitigated.-

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with ali sections of the Privacy, Security, and
Breach Notification Rule. .

Business Associate shall make available all of its internal policies and procedures, books
and records refating to the use and disclosure of PH! received from, or created or -
received by the Business Associate on behalf of Covered Entity to the Secrelary for
purposes of determining Covered Entsty s compliance with HIPAA and the Privacy and
Security Rule.

Buslness Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same

restrictions and conditions on the use and disclosure of PH! contained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate |
agreements with Contractor’s intended business associates, who will be receivinz PHI

Exhibit | Vendor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37}) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

within ten (10) business days of receiving a written request from Covered Entity,

- Business Associate shall provide access to PHI in a Designated Record Set to the

Covered Entity, or as directed by Covered Entity, to an individua! in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) busin_ess days of receiving a written request from Covered Entity for an

- amendment of PHI or a record about an individual contained in a Designated Record

Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. -

Business Associate shall document such disclosures of PHi and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individuai for an accounting of disclosures of PRI in accordance with 45 CFR Section.
164.528. "

Within ten (10} business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528. '

In the event any individual requests access to, amendment of, or accounting of PHI .
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the

_ responsibility of responding to forwarded requests. However, If forwarding the

individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall Instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten {10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain eny copies or back-up tapes of such PHI. If return or
deslruclion is not feasible, or the disposition of the PHI has been otherwise agreed to In
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business g ‘

Exhibit § Vendor Initials

Heallh Insurence Porisbility Acl
Businass Associale Agreemont
Pago 4 of 6 Date y 6



DocuSign Envelope 1D: 2FA3CA72-225E-4661-B7FF-68E1F2BB542A

- DHHS Standard Exhibits
New Hampshire Department of Health and Human Services

Exhibit |

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Assaciate destroy any. or all PHI, the Business Associate shall certify to
Covered Entity that the PHi has been destroyed.

'(4)  Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant tc 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shali promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164 522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI. - : , ) :

(5) . Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37} of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit [. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) - Miscellaneous.

- : a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. '

b. Amendment. Covered Entity and Business Associate agree to take such action as Is
necessary to amend the Agreement, from'time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity. :

d. Interpretation. The parties agree that any ambiguiity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. q F

32014 : Exhibit 4 Vondor Iniliats
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e. Segregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is beld invalid, such invalidity shal! not affect other terms or
conditions which can be given effect without the invalig term or condition; to this end the
terms and conditions of this Exhibit | are declared severable. :

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREQF, the parties hereto have duly executed this Exhibit 1.

Department of Health and Human Services -Ef\ }‘ uC ’I ) § aC. .
The State . _ Vendor

ﬂ/lfiMV/(( Megn

Signature of Authorized Representative Signature of Authorized Representative

(s o M Mege, A QUM;F LQ(05¢

Name of Authorized Representative Name of Authorized Representative )
LEv CeD
Title of Authorized Representative Title of Authorized Representative
2o fyrrn 0/tape

Date Date
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CERTIFICATION REGARDING _THE FEDERAL FUNDING ACCOUNTABILI ND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federa! Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federa! grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award'is subject to the FFATA reporting requirements, as of the date of the award.
{n accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, the
! Department of Health and Human Services (ODHHS) must report the following information for any

subaward or contract award subject to the FFATA reporting requirements:

Name of entity

Amount of award

Funding agency

NAICS code for contracts / CFDA program number for grants

Program source

Award title descriptive of the purpose of the funding action

Location of the entity

Principle place of performance

Unique identifier of the entity (DUNS #)

. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

PPN ORWN S

o

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor’s representalive, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Services and to comply with all applicable provisions of the Federai Financial
Accountability and Transparency Act.

Vendor Name: Ef\é e ID IQC

Sliafro -

Date { Name: NiLerU Larsse
Tille: R
CEo
AY
Exhibit J ~ Cerliflcation Regarding tho Fedoral Funding Vondof inilials
Accouniability And Ttansparoncy Acl (FFATA) Compliance
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FORM A

As the Vendor identified in Section 1.3 of the General Provisions, | cerlify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is: !‘5-—7 b{ ‘5 - L” ' 0 Lf

2. Inyour business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
coopergtive agreements?

NO ' YES : '
If the answer fo #2 above is NO, stop here
If the answer to #2 above is YES, please answer the foltowing:

3. Does the public have access to information about the compensation of the executives in your -
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1834 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867 ’

NO — _YES
if the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
'organizalion are as follows: :

" Name: . Amount:
Name: Amount:
Name: ' - Amount:
Name: Amount:
Name: __ . Amount:
. \‘
Exhibit & ~ Cerlification Regarding the Faderal Funding Vendor Initiels
Accountability And Transparency Act (FFATA) Compliance 9
Date
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DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. "Breach® means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or polential access to personally idenlifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regutations. .

2. “Computer Security -Incident” shall have the same meaning "Computer -Security
Incident” in section two (2) of NIST Publication 800-61, Compuler Security Incident
Handling Guide, National Institute of Standards and Techno!ogy U.S. Deparlment
of Commerce.

3. “Confidential Information” or “Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Heaith Information  and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Depariment of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which coilection, disclosure, protection, and disposition is governed by |
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PH1), Personal Information (Pl), Personal Financiai
information (PF1), Federal Tax Information (FT!), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User’ means any person or entity {e.g., contractor,'contractor's employee,
" business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivalive data in accordance with the terms of this Contract

5. "HIPAA"means the Health Insurance Porlablhly and Accountablhty Act of 1996 and the
regulations promulgaled thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denia! of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
fismware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Lest updalo 10/08/18 Exhibit K . Contractor Initials /
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10.

1.

12.

[}

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

“Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire’s Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFi,
PHI or confidential DHHS data.

“*Personal Information™ (or “PI*) means information which can be used to distinguish

or trace an individual's identity, such as their name, socia! security number, personal

Information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,

alone, or when combined with other personal or identifying information which is linked -
or linkable to a specific individual, such as date and place of birth, mothers maiden

name, etc. .

“Privacy Rule” shall mean the Standards for Privacy of individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promuigated under HIPAA by the United
States Department of Health and Human Services.

“Protected Health Information” {or *PHi") has the same meaning as providéd in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45CFR. §
160.103. :

“Security Rule” shall mean the Securily Standards for the Protection of Electronic
Protected Health information at 45 C.F.R. Pari 164, Subpart C, and amendments
therelo.

“Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2.

The Contractor must not use, disclose, maintaln or transmit Confidential Information
except as reasonably necessary as outlined under this Coniract. Further, Contractaor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PH! in any manner that would constitute a violation
of the anacy and Security Rute. .

The Contractor must not disclose any Confidential Information in response to a’
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request for disclosure on the basis that it is required by taw, in response 10 a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PH|
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Conlractor agrees that DHHS Data or derivative there from dlsclosed to an End

User must only.be used pursuant to the terms of this Contracl.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are nol indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecling to confirm compliance with the terms of this
Contract. . .

1. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. f End User is transmitting DHHS data conlaining
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

. Computer Disks and Portable Storage Devices. End User may not use computer disks

or porlable storage devices, such as a thumb drive, as a method of transmitting DHHS
data. . .

Enc}ypted Email. End User may only employ emall to transmit Confidential Data if
email is encrypled and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be -
secure. SSL encrypts data transmitted via a Web sile.

File Hosling Services, also known as File Sharing Sites. End User may not use file”
hosting services, such as Dropbox or Google Cloud- Storage, io transmil
Confidential Data. . '

Ground Mail Service. End User may only transmit Confidential Data via certiffed ground
mail within the continentat U.S. and when sent to a named individual.

Laplops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

. Open Wireless Networks. End User may not transmit Confidential Data via an open .
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10.

11.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. ’

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to fransmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto- deletlon cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Conlractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise requxred by Iaw or permitted
under this Contract. To this end, the parties must:

A Retention

1. The Contractor agrees it will not store, transfer or process data collected in
_connection with the services rendered under this Contract outside of the United
States. This physical location requirement shatl also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Depanmenl confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
. in a secure location and identified in section IV. A2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
' FedRAMP/RITECH compliant solution and comply with all applicable statules and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewalt protection.

The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any secunty vulnerability of the hosting
infrastructure.

B. Disposition -

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and wil
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
In accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for . example,
degaussing) as described in NIST Speclal Publication 800-88, Rev 1, Guidelines
for Media Sanitizalion, National Institute of Standards and Technology u. s.
Department of Commerce. The Contractor will document and cerlify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior-to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to comptetely destroy all electronic Confidentiat Data
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract and any
derxvatlve data or files, as follows:

1.

The Contractor will maintain proper security controls to -protect Depariment
confidential information collected, processed, managed, and/or stored in the delivery
of conlracted services. :

The Contractor will maintain policies and procedures to protecl Depariment
confidentiat information throughout the information fifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardiess of the
media used to store the data (i.e., tape, disk, paper, etc.).
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The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Depariment confidential information
where applicable.

T he Contractor will ensure proper security moni'toring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential Information for contracior provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confi denual information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractof will maintain a
program of an intermal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of

" obtaining and maintaining access to any Department system(s). Agreements will be

10.

1.

completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized. .

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request o complete a System
Management Survey. The purpose of the survey is (o enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Depariment and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express writlten consent is obtained from the Informatlon Secunty Office
leadership member within the Department

Dala Security Breach Liability. in the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promplly take measures to -
prevent future breach and minimize any damage or loss resulting from the breach.

. The State shall recover from the Contractor-all costs of response and recovery from

-
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the breach, including but not limited to: credit monitoring services, malling -costs and
costs assoclaled with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, ‘and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not Jess
than the level and- scope of requirements applicable to federal agencles, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
Information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and

*  physical safeguards to protect the confidentiality, of the Confidential Data and to

prevent unauthorized use or access to it. The safeguards must provide a leve! and

scope of security that Is not less than the level and scope of security requirements

_established by the State of New Hampshire, Department of information Technology.

Refer lo Vendor Resources/Procurement at https://www.nh.gov/doit/'vendor/index.htm

for the Department of Information Technology policies, guldehnes standards, and
procurement information relating to vendors.

14, Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any Stale of New
Hampshire systems that connect lo the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as: referenced In Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that (aptops and other electronic devlces/medla containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by emalil addresses of persons authorized to
recelve such information.
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e. limit disclosure of the Confidential Information to the extent permitied by law.

f. Confidential information received under- this Contract and individually
identifiable data derived from DHHS Dala, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well -as non-duty hours (e.g., door focks, card keys,
biomelric identiflers, elc.).

g. only authorized End Users may transmit the Confidential Data, including any

derivalive fites containing personally identifiable information, and in all cases,

_such data must be enciypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data mus! be maintained, used and
disclosed using appropriate safeguards as determined by a risk-based
assessment of the circumslances involved.

I understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep heir credential information secure.
This applies to credentials used to access the site directly or indirectly through
-a third party application. .

Contractor Is.responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
Is disposed of in accordance with this Contract:

V. LOSS REPORTING : .

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immedlately. at the email addresses provided in
. Section VI.

The Contractor must further handle and report Incidents and Breaches involving PH! in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the ContractOf will:

1.

Identify Incidents;

2. Determine It personally Identifiable Infonnation is involved in Incldents
3
4, ldenlify and convene a core response group to determine the risk lgvel of Incidents

Report suspected or confirmed incidents as required in this Exhibit or P-37;

and determine risk-based responses to Incldents; and
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5. Determine whether Breach notification is required, and, if 50, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach nolice as well as any mitigation
measures. '

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

Vi. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: '
DHHSInformationSecurityOffice@dhhs.nh.gov
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