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Lori A. Shibinctte 
Commissioner 

Heather M. Moquin 
Chief Executive Officer 

STATE OF NEW HAMPSHIRE 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

NEW IIAJ,JPSHIRE HOSPITAL 

36 CLINTON STREET, CONCORD, NH 03301 
603-271-5300 1-800-852-3345 Ext. 5300 

Fax: 603-271-5395 TDD Access: 1-800-735-2964 
www .dhhs.nh.gov 

May 7, 2021 

His Excellency, Governor Christopher T. Sununu 
and the Honorable Council 

State House 
Concord, New Hampshire 03301 

REQUESTED ACTION 

Authorize the Department of Health and Human Services, New Hampshire Hospital, to 
enter into a Sole Source amendment to an existing contract with Endur ID, Inc. (vendor #81167), 
Hampton, NH to continue the provision of patient identification bracelets and associated software 
system, by increasing the price limitation by $27,509 from $67,524 to $95,033 and by extending 
the completion date from June 30, 2021 to June 30, 2023 effective July 1, 2021 or upon Governor 
and Council approval, whichever is later. 34% General Funds. 66% Other Funds (provider fees). 

The original contract was approved by Governor and Council on April 8, 2020, item #8. 

Funds are anticipated to be available in the following account in State Fiscal Year 2022 
and State Fiscal Year 2023, upon the availability and continued appropriation of funds in the future 
operating budget, with the authority to adjust budget line items within the price limitation and 
encumbrances between state fiscal years through the Budget Office, if needed and justified. 

05-95-94-940010-87500000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS 
DEPT OF, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, ACUTE 
PSYCHIATRIC SERVICES 

State 
Fiscal 
Year 

2020 

2021 

2022 

2023 

Class/ Job Current 
Increased 

Revised 
Class Title (Decreased) 

Account Number Budget 
Amount 

Contracts for $62,955 $0 
102/500731 Program 94025500 

Services 
---- -- ------·-'"'' 

Contracts for 94025500 $4,569 $0 
102/500731 Program 

Services 

Contracts for 94025500 $0 $21,635 
102/500731 Program 

Services 
----

Contracts for 94025500 $0 $5,874 
102/500731 Program 

Services 

Total $67,524 $27,509 
-----· 
EXPLANATION 

The Department of Health and Iluman Seruic<'s' ,1h,.,ion i., lo join 1;um1111mities and (<11nilies 
in providing opportunitfos for citizens to achie1 1c h<:alth and independence. 

Budget 

$62,955 

$4,569 

$21,635 

$5,874 

$95,033 



His Excellency, Governor Christopher T. Sununu 
and the Honorable Council 

Page 2 of 2 

This request is Sole Source because the contract is being amended to extend beyond 
the current completion date and there is no renewal option included in the contract. Endur ID Inc. 
was originally awarded this contract through a competitive bid process, posted on the 
Department's website from December 13, 2018 through March 6, 2019. The request for 
proposals included an option to renew for up to four (4) additional years; however, the four year 
renewal option was inadvertently omitted from the contract. 

The purpose of this request is for the continued provision of materials, associated software 
and support for the New Hampshire Hospital patient identification system. Services through this 
contract include identification wristbands customized to specifications as required by the 
Department and set forth by the Centers for Medicare and Medicaid Services and The Joint 
Commission; wristband production software and patient tracking solutions compatible with New 
Hampshire Hospital's current electronic health records system; training for Department personnel 
on system use; and ongoing support available twenty-four (24) hours per day, seven (7) days per 
week. 

Approximately 1,250 individuals are served annually through the patient identification 
system. 

The Department will monitor contracted services by ensuring the Contractor: 

• Provides a method to allow for replacement or repair on any scanner tool at any 
time, twenty-four (24) hours per day. 

• Responds to 100% of requests for service no later than one (1) hour after receiving 
the service request. 

Should the Governor and Council not authorize this request the Department may be 
unable to obtain a patient identification system that meets requirements set by the Centers for 
Medicare and Medicaid Services, and may risk losing accreditation from The Joint Commission. 

Area served: New Hampshire Hospital 

Source of Funds: 34% General Funds and 66% Other Funds (provider fees) 

In the event that the Other Funds become no longer available, additional General Funds 
will not be requested to support this program. 

Respectfully submitted, 

Heather M. Moquin 

Chief Executive Office 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF INFORMATION TECHNOLOGY 

27 Hazen Dr., Concord, NH 03301 
Fax: 603-271-1516 TDD Access: 1-800-735-2964 

www.nh.gov/ doit 

Denis Goulet 
Commissioner 

June 1, 2021 

Lori A. Shibinette, Commissioner 
Department of Health and Human Services 
State of New Hampshire 
129 Pleasant Street 
Concord, NH 03301 

Dear Commissioner Shibinette: 

This letter represents formal notification that the Department of Information Technology (DoIT) 
has approved your agency's request to enter into a Sole Source contract amendment with Endur ID, Inc., 
as described below and referenced as DoIT No. 2019-033A. 

This is a request for approval to enter into a sole source contract amendment for the 
continued provision of materials, associated software and supp01i for the New Hampshire 
Hospital patient identification system. This system will provide improved patient 
identification with durable, color-coded wristbands that can be customized with patient 
information, including a photograph and prescription information that meet requirements 
set by the Centers for Medicare and Medicaid Services and the Joint Commission. 

The funding amount for this amendment is $27,509, increasing the current contract from 
$67,524 to $95,033 and by extending the completion date to June 30, 2021 from the 
original completion date of June 30, 2023. This amendment shall become effective upon 
Governor and Executive Council approval through June 30, 2023. 

A copy of this letter should accompany your Agency's submission to the Governor and Executive 
Council for approval. 

DG/kaf 
DoIT #2019-033A 
RID: NIA 

Denis Goulet 

cc: Michael Williams, IT Lead 

"Innovative Technologies Today for New Hampshire's Tomorrow" 

DOlT Template 20200205 VI 
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ST ATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP-20 l 9-NHH-03-
PATIE, dated March 6, 2019 and approved by Governor and Council on April 8, 2020, Item #8, (herein after referred to 
as the "'Agreemenf'), Endur Id, Inc. (hereinafter referred to as "'Vendor") agreed to supply certain services upon the 
terms and conditions specified in the Agreement and in consideration of payment by the New Hampshire Department of 
Health and Human Services (hereinafter referred to as the "Department"), certain sums as specified therein; 

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the 
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by 
the Governor and Executive Council; 

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects; 

WHEREAS, the Department wishes to have the Contractor continue to provide patient identification bracelets 
and a software system and associated services for the Department; 

WHEREAS, The Vendor agrees to provide patient identification bracelets and a software system; 

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2021 to June 
30, 2023; 

WHEREAS, the Department and the Vendor wish to increase the Contract price by $27,509 to bring the total 
contract price to $95,033: and 

WHEREAS, the Department and the Vendor seek to clarify the Agreement by modifying Section 3 of the P-37 
by adding renewal language to support continued delivery of these services. 

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the 
Agreement and set fmih herein, the pa1iies agree as follows: 

The Agreement is hereby amended as follows: 

1. Amend Section 1.7 of the Agreement (Page 1) by extending the Completion Date from June 30, 2021 to June 
30, 2023. 

2. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $27,509 from $67,524 to 
$95,033. 

3. The Agreement is further amended as described in Table 1: 

Table 1 

Contract 
#2019-033 AMENDED TEXT 

Part 2-
Information 
Technology 
Provisions 
Part 2 INTRODUCTION 

The Introduction, 6. will be modified as follows: 

Remove: 

OS 

Initial all pages CKJ 611412021 
Vendor Initials -----~------ Page 1 of 6 

Amendmem temp/ale rcl'ision I //28//ii 
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Section 1.2 

Section 2 

Section 2, 
Contract Term, 
is clarified as 
follows: 

Section 16 
Dispute 
Resolution 
Responsibility and 
Schedule Table 

Contract 
#2019-033 
Part 3 - Exhibit A 
Scope of Services 
and Contract 
Deliverables 
Section 2 

STATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called 
"handheld scanning devices", which must have the ability to communicate with Endur ID 
Secur Trac software, and exchange and upload data. 

Replace with: 
6. No less than 24 Portable Ruggedized mobile computers, hereinafter to be called 
"handheld scanning devices", which must have the ability to communicate with Endur ID 
Secur Trac software, and exchange and upload data. 

ORDER OF PRECEDENCE 
Add: 

d. Vendor quote additional handheld scanners and associated 
equipment. 

CONTRACT TERM 
Delete and replace Section 2, CONTRACT TERM in its entirety: 

The Contract and all obligations of the paiiies hereunder shall become effective after full 
execution by the parties, and the receipt ofrequircd governmental approvals, including, but 
not limited to, Governor and Executive Council of the State of New Hampshire approval 
("Effective Date"). 

The Contract shall begin on the Effective Date and extend through the date indicated on 
section 1.3 of the P-37. 

The Department may extend contracted services for up to two (2) additional years from 
June 30, 2021, contingent upon satisfactory vendor performance, continued funding and 
approval from the Governor and Executive Council. 

The Contractor shall commence work upon issuance of a Notice to Proceed by the 
Department. 

DISPUTE RESOLUTION 
Delete and replace as follows: 

LEVEL ENDUR ID INC STATE 
CUl\IULATIVE 

ALLOTTED TIME 
Primary Jim Stone David Levesque 5 Business Days 

Project Manager State Project 
Manager (PM) 

First Joe Tinson Heather Moquin 1 0 Business Days 
IT Project Manager CEO New Hampshire 

Hospital 
Second Al LaRose Lori Shibinette 15 Business Days 

Chief Executive Commissioner 
Officer 

AMENDED TEXT 

Scope of Services 

Page 2 of6 
Amendmcnt template re1ision I J/2/1!//i 
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Subsection 2.5 

Section 5, 
Chart 5.5 

Part 3, Exhibit B, 
Section 1. 
Payment 
Schedule, 
Subsection 1.1, 
Not to Exceed 

ST ATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

Modify Section 2., Subsection 2.5 as follows: 

2.5 The Contractor shall provide no less than 24 Portable Ruggedized mobile computers, 
hereinafter to be called "hand held scanning devices", which must have the ability to 
communicate with Endur ID Secur Trac software and exchange and upload data. 

DELIVERABLES, MILESTONES AND ACTIVITIES SCHEDULE 

Modify Row 29, as follows: 

I 29 I Conduct Project Exit Meeting I Non-Software I Ma~ 6, 2023 

Add rows as follows: 

IMPLEMENTATION, SUPPORT AND MAINTENANCE OF BARCODE 
SCANNERS 
30 I Ongoing Hosting Suooort I Non-Software I Ongoing 
31 I On_going Suooort & Maintenance I Software I Ongoing 

PRICE AND PAYMENT SCHEDULE 
Delete in_ its entirety and replace as follows: 

1.1 This is a Not to Exceed (NTE} Contract for the period between the Effective Date 
through June 30. 2023. The Contractor shall be responsible for performing its obligations 
in accordance with the Contract. This contract will allow the Contractor to invoice the 
State for the following activities, Deliverables, or milestones appearing in the price and 
payment tables below: 

Activity, Deliverable, or Milestone Price 
INSTALLATION : ..•. >" 
1 Provide IDMX Software License $9,700 
2 Provide Secur-Trac Software License $4,890 

3 
Provide IDMX Software Installed, Configured, and Operational to Satisfy 

$8,919 State Requirements 

4 
Provide Secure-Trac Software Installed, Configured, and Operational to 

$11,852 Satisfy State Requirements 
5 Hand held Scanner Licenses (24) $1,224 

SYSTEM:DEPLOYMENT 't;'!:;i! 

6 Provide tools for backup and recovery of all applications and data 
7 Conduct training $7,350 

OPERATIONS .. ,_,<> 
8 Hand held scanners (24) $33,301 
9 Ongoing support and maintenance $14,837 
10 Supplies $2,960 

TOTAL $95,033 

Page 3 of6 

I 

Amendment template rei'ision 11/2811 Ii 
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1.2, SAAS services 
pricing worksheet 
1.4 

Part 3. Exhibit C 
Section 1. 
Revisions to Form 
P-37, General 
Provisions 

Part 3, Exlii.bit 0 

STATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

Delete and replace as follows: 

SAAS SERVICES YEAR 1 YEAR 2 YEAR 3 YEAR 4 
Software installation, $20,771 
configuration and testing 
Technical support, 

$3,089 $3,089 $2,785 $5,874 maintenance and updates 
training $7,350 
Hardware $14,451 $18,850 
Supplies $1,480 $1,480 
Licensing $15,814 

Total 

REVISIONS TO STANDARD CONTRACT LANGUAGE 

TOTAL 

$20,771 

$14,837 

$7,350 
$33,301 
$2,960 

$15,814 
$95,033 

1.3. Section 3, Effective Date/Completion of Services is amended by adding the 
following language: 

3.3 The paiiies may extend the Agreement for up to two (2) additional years from 
June 30, 2021, contingent upon satisfactory delivery of services, available funding, 
agreement of the parties, and approval of the Governor and Executive Council. 

.:CERTIFICATES J\ND A'IT ACHMENTS 
, ,,;i,l ;;t;;;wtli: .. ... · 

Modify Exhibit 0, by adding Attachments: 
B. Vendor quote additional handheld scanners and associated equipment 

1. The Agreement is further amended by inserting Table 2 Contract History as follows: 

Table 2 CONTRACT HISTORY 2019-033 Patient Identification Bracelets and Software System 

CONTRACT AMENDMENT TYPE G&C END DATE CONTRACT 
AND APPROVAL AMOUNT 

AMENDMENT DATE 
NUMBER 

2019-033 Original Contract April 8, 2020 June 30, 2021 $67,524 
RFP-2019-NHH- Item #08 
03-PATIE-01 
2019-033 Amendment A TBD June 30, 2023 $27,509 
RFP-2019-NHH-
03-PATIE-0 l 

CONTRACT TOTAL $95,033.00 

DS 

Initial all page CD 6/14/2021 
Vendor Initials ---=====-+rnt-r-c--____ _ Page 4 of6 

Amrnc/111c11t template reiision I //28//8 
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STATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This modification shall 
take effect upon the approval date from the Governor and the Executive Council. 

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above written. 

Date: 6/14/2021 

Endur ID, Inc. 

State of Ne,v Hampshire 
DocuSigned by: 

~ 'r>'I. 'r>'lcr™"' 
~-------------,-,-----

Heather M. Moquin, Chief Executive Officer 

Date: _6_/1_4_;_2_0_2_1_ 

State of New Hampshire 
Department of Health and Human Services 

Page 5 of6 
Amendment template rcrision I !/2/!.I//!. 
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STATE OF NEW HAMPSHIRE 
Department of Health and Human Services 

Patient Identification Bracelets and Software System - 2019-033 
CONTRACT AMENDMENT #1 

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and 
execution. 

Approved by the Attorney General 

rQdby: 
~%psh;re, Department of Jushcc 
Catherine Pinos 

Attorney 

6/14/2021 
Date: ------

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the 
State ofNew Hampshire at the Meeting on: ________ (date of meeting) 

Office of the Secretary of State 

By: 

Title: 

Date: 

Page 6 of6 
Amcndmcnt template rcl'ision I //2?!/l/i 
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State of New Hampshire 

Department of State 

CERTIFICATE 

I, William M. Gardner. Secretary of State of the State of New Hampshire. do hereby certify that END UR ID, INC. is a New 

Hampshire Profit Corporation registered to transact business in New Hampshire on January 06. 20 I 0. I further ccrti!)· that all fees 

and documents required by the Secretary of State ·s office ha Ye been recei\c:d and is in good standing as far as this otlice is 

concerned. 

Business ID: 624296 

Certificate Number: 0005378416 

IN TESTIMONY WHEREOF. 

I hereto set my hand and cause to be affixed 

the Seal of the State of New Hampshire. 

this 8th day of June A.O. 2021. 

William M. Gardner 

Secretary of State 



CERTIFICATE OF AUTHORITY 

1. I am a duly elected Clerk/Secretary/Officer of E.J,w L \} . J-,."L,, 
{C> 1·:,1·,'- ~--k~;it'!.l ,: !-1·_:,":(<, 

true copy of a v1te taken at a meeting of the Board of Directors/shareholders, duly called and 
__ ='-""-'--'-'--1r·~ ... .----' 20 l . at which a quorum of the Directors/shareholders were present and voting. 

is duly authorized on behalf of ~Q s.}J- ~~) i }-oh ,. 
./'s, ,"><:( ~ ~, 

to enter into contracts or agreements with the State 

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all 
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which 
may in his/her judgment be desirable or necessary to effect the purpose of this vote. 

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the 
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for 
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the State of 
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the 
position(s) indicated and that they have full authority to bind the corp'oration. To the extent that there are any 
limits on the authority of any listed individual to bind the corporatior}"1n ~ntracts with the State of New Hampshire, 

all such ?:it tti...n\s are expressly stated herein. ell/~ 
Dated: V l cf\ 

I 

By ___ -',~,,J-"~-:_-C~~-'"~\-~~·-~·~(_l~\~~~•~~~l~·----
i f,":_i;1'.C o; i:.::i ...\ :~~:e T: ::30<::~~_'.·z.:r/:'C',f~J'-'., 

~ John C. Chang 
, . -~- Notary Public . ij., ·pcOMMONWEALTH OF MASSACHUS':TTS I 

My Commission Expires 
" 10/18/2024 

Commissioh,-,C~/\}.lml!~~v .... ~~:-~:~:~~:-~:~--.... 

Rev. 09/23/1 9 

Signatur~ ofuElected ,Officer 
Name: 1~7M'\ rev ,<;. 1\V..!\_/ 

Title: 



/ 

(e,J,;_ 1vv · , LLC do 

hereby certify that: \1 

1. I am the (title/6~~;~~~~be[:i'etc) of the ~Q\jj:-J, . ,') (_;,, 7"\.,_ ' LLC: 

This Limited Liability Company may enter into any and all con.{ acts, t,mendments, renewals, 
revisions or modifications thereto, with the State of New ampshire, acting through its 
Department of Health and Human Services. 

/
'. l r C !~-·1 

'\..\.. Gvv 
RESOLVED: That the title of rized si nator is hereby authorized on behalf of this 
company to enter into said contracts with the State, and to execute any and all documents, 

agreements, and other instruments, and any amendments, revisions~r mtifications thereto, 
C [C)\.'V 

as he/she may deem necessary, desirable or appropriate, and (nam · -p ~n 1hat occupies 
position) is the duly elected (title of authorized signatory) of the Limited Liability Company. 

2. The foregoing resolutions have not been amended or revoked and remain in full force and effect 

as of this _li_ day of :3:A, , 20~ 
> . \ 

IN WITNES.S \f\/itJEREOF, l~ave hereunto set my ha~d,.as the[\~:, ;U'-\A 
company this_\_"_\ day of :s.)tl"'-./ , 20_a=._\ / i '1 \ 

of the 

I ; 
! , / -·-! /. { ------··· --1 _,/ ......___---

\_-✓_,,_, _____ ....,...., ________ _ 

Name (\Ji'Q.'-J ;~ 1\;_,~...,­
Title l1,\'t'-'1 ivv,),,,_,,..._ 
Company Name fJ,__,., J \) 

On o (; / t + (zol. ( , before the undersigned officer, personally appeared the person identified 
directly above, or satisfactorily proven to be the person whose name is signed above, and 
acknowledged that s/he executed this document in the capacity indicated above. 

~-- John C. Chang I 
Ir Notary Public 

N rsMaT'MONWEALTH. oF_ MASSAC~USETTs , 

:JJ My Comrn,ss1on Expires 1 
,/ 1 0/1812024 

Signature of Notary 0.5...Jdstice of the Peace 

· ... 7;~:t~•,.-~ t . C ~-~ '-\. 5 . 
Name/Title of Notary or Justice of Peace 

My Commission Expires: 
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ACORD® CERTIFICATE OF LIABILITY INSURANCE I DATE (MMIDDIYYYY) 

L __, 06/08/2021 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 

PRODUCER CONTACT Ronda Laventure NAME: 
RSC Insurance Brokerage, Inc. ;it)gNJo Ext\: (617) 330-5700 I FAX 

(AIC, Nol: (617) 439-3752 

160 Federal St. E-MAIL RLaventure@risk-strategies.com ADDRESS: 
4th Floor INSURER(S) AFFORDING COVERAGE NAIC# 
Boston MA 02110 INSURER A: Ohio Security Insurance Co. A.M. Best Rating: A 24082 

INSURED INSURER B: Ohio Casualty Insurance Co A.M. Best Rating A 24074 

Endur ID Holding Company Inc., OBA: Endur ID Inc. INSURER C: 
8 Merrill Industrial Drive INSURER D: 

INSURER E: 
Hampton NH 03842 INSURER F: 

COVERAGES CERTIFICATE NUMBER: CL214604466 REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR 
TYPE OF INSURANCE 

IAuuc IJU□~ POLICY EFF POLICY EXP 
LTR INSD WVD POLICY NUMBER (M MIDDIYYYY) IMMIDD/YYYY) LIMITS 

X COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 2,000,000 - D CLAIMS-MADE ~ OCCUR 
DAMAGE TO RENTED 
PREMISES /Ea occurrence) s 300,000 

MED EXP {Any one person) s 15,000 -A BKS58277350 05/01/2021 - 05/01/2022 PERSONAL & ADV INJURY s 2,000,000 

GEN'LAGGREGATE LIMIT APPLIES PER GENERAL AGGREGATE s 4,000,000 R □ PRO- □ LOC s 4,000,000 POLICY JECT PRODUCTS- COMP/OPAGG 

OTHER Package Modification s 

AUTOMOBILE LIABILITY f0MEllNED SINGLE LIMIT s (Ea accident) - ANY AUTO BODILY INJURY (Per person) s - -OWNED SCHEDULED A 
AUTOS ONLY AUTOS 

BKS58277350 05/01/2021 05/01/2022 BODILY INJURY (Per accident) s - -HIRED NON-OWNED PROPERTY DAMAGE 
AUTOS ONLY AUTOS ONLY (Per accident) s 

>-- >--
s 

X UMBRELLA LIAB H OCCUR EACH OCCURRENCE s 3,000,000 
>--

B EXCESS LIAB CLAIMS-MADE US058277350 05/01/2021 05/01/2022 AGGREGATE s 3,000,000 

OED I XI RETENTION s 10.000 s 
WORKERS COMPENSATION I ;-l'frnTE I I OTH-
AND EMPLOYERS' LIABILITY ER 

YIN 
ANY PROPRIETOR/PARTNER/EXECUTIVE 

□ NIA E.L. EACH ACCIDENT s 
OFFICER/MEMBER EXCLUDED? 
(Mandatory in NH) E.L. DISEASE- EA EMPLOYEE s 
If yes, describe under 
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT s 

DESCRIPTION OF OPERATIONS I LOCATIONS/ VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required) 

Certificate Holder Continuation: and Human Services Bureau of Contracts & Procurement. 
Re: Account #05-95-94-102-500731-9400-841 o. 

CERTIFICATE HOLDER CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 

NH Department of Health (Et. All See Description) ACCORDANCE WITH THE POLICY PROVISIONS. 

Attn Dean B. Fancy 

129 Pleasant Street 
AUTHORIZED REPRESENTATIVE 

Concord NH 33013857 (1(f(·~J;:~,,__,_J,,/,~~(_Jv,1_. I 

© 1988-2015 ACORD CORPORATION. All rights reserved. 

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD 



~ 
ACORD® CERTIFICATE OF LIABILITY INSURANCE I DATE (MM/DDIYYYY) 

~ 06/15/2021 

U7A 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER($), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be 
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A 
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 

PRODUCER CONTACT 
Aon Risk Services, Inc of Florida Aon Risk Services, Inc of Florida NAME: 

1001 Brickell Bay Drive. Suite #1100 PHONE I FAX 
Miami, FL 33131-4937 IA/C, No, Ext\: 833-506-1544 (A/C No): 

EMAIL 
ADDRESS: work.comn@trinet.com 

INSURER(S) AFFORDING COVERAGE NAIC# 

INSURER A: Indemnity Insurance Company of North America 43575 

INSURED INSURER B: 
Tri Net Group, Inc. 
Endur ID, Inc INSURER C: 
9000 Town Center Parkway 

INSURER D: Bradenton, FL 34202 

INSURER E: 

INSURER F: 

COVERAGES CERTIFICATE NUMBER: 15349701 REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR 
TYPE OF INSURANCE ADDL SUBR 

POLICY NUMBER 
POLICY EFF POLICY EXP 

LIMITS LTR INSR WVD (MM/DD/YYYY) (MM/DD/YYYY) 

COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $ 
~ D CLAIMS-MADE □ OCCUR 

DAMAGE TO RENTED - PREMISES (Ea occurrence) $ 

MED EXP (Anv one person) s 
PERSONAL & ADV INJURY $ 

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ R POLICY □ PROJECT □ LOC PRODUCTS - COMP/OP AGG $ 

OTHER $ 

AUTOMOBILE LIABILITY 
COMBINED SINGLE LIMIT 
IEa accident) $ 

~ 
ANY AUTO BODILY INJURY (Per person) $ 
OWNED - SCHEDULED 

~ 
AUTOS ONLY - AUTOS BODILY INJURY (Per accident) s 
HIRED NON-OWNED PROPERTY DAMAGE - AUTOS ONLY - AUTOS ONLY (Per accident) $ 

s 
UMBRELLA LIAB OCCUR EACH OCCURRENCE $ 

~ -
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 

DEC I I RETENTION $ 
WORKERS COMPENSATION I PER I I OTH-

A AND EMPLOYERS" LIABILITY Y/N WLR_C67487448 07/01/2020 07/01/2021 X STATUTE ER 
ANY PROPRIETOR/PARTNER/EXECUTIVE 0 E.L. EACH ACCIDENT $ 2,000,000 
OFFICER/MEMBER EXCLUDED? NIA 
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE $ 2,000,000 
If yes, describe under 

DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT $ 2,000,000 

DESCRIPTION OF OPERATIONS/ LOCATIONS I VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required) 

Workers Compensation coverage is limited to worksite employees of ENDUR ID, INC through a co-employment agreement with TRINET HR Ill-A, INC .. 

CERTIFICATE HOLDER CANCELLATION 

Endur ID, Inc SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
8 Merrill Industrial Drive THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 
Unit4 
Hampton, NH 03842 

ACCORDANCE WITH THE POLICY PROVISIONS. 

AUTHORIZED REPRESENTATIVE 

<J'tott d{_i.!.k 8e1c.vic.e~, 'lttc of <fl01e.id.a 

© 1988-2015 ACORD CORPORATION. All rights reserved. 
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD 



U7A 

ACORD® CERTIFICATE OF LIABILITY INSURANCE I 
DATE (MM/DDIYYYY) 

~- 06/15/2021 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be 
endorsed. If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A 
statement on this certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 

PROOUCER CONTACT 
Aon Risk Services, Inc of Florida 

Aon Risk Services, Inc of Florida NAME: 

1001 Brickell Bay Drive. Suite #1100 PHONE I FAX 
IA/C, No, Ext\: 833-506-1544 IA/C, Nol: Miami, FL 33131-4937 
EMAIL 
ADDRESS: work.comn@trinet.com 

INSURER(S) AFFORDING COVERAGE NAIC# 

INSURER A : Indemnity Insurance Company of North America 43575 

INSURED INSURER B: 
Tri Net Group, Inc. 
Endur ID, Inc INSURER C: 
9000 Town Center Parkway 

INSURER D: Bradenton, FL 34202 

INSURER E: 

INSURER F: 

COVERAGES CERTIFICATE NUMBER: 15349703 REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR 
TYPE OF INSURANCE 

ADDL SUBR 
POLICY NUMBER 

POLICY EFF POLICY EXP 
LIMITS 

LTR INSR WVD (MM/DD/YYYY) (MM/DD/YYYY) 

COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $ - D CLAIMS-MADE □ OCCUR 
DAMAGE TO RENTED 

>--
PREMISES (Ea occurrence) $ 

MED EXP (Any one person) s 
PERSONAL & ADV INJURY $ 

GEN'L AGGREGATE LIMIT APPLIES PER GENERAL AGGREGATE $ R POLICY □ PROJECT □ LOC PRODUCTS - COMP/OP AGG $ 

OTHER $ 
COMBINED SINGLE LIMIT 

AUTOMOBILE LIABILITY 
>--

(Ea accident) $ 

- ANY AUTO BODILY INJURY (Per person) $ 
OWNED - SCHEDULED 
AUTOS ONLY AUTOS BODILY INJURY (Per accident) $ - -
HIRED NON-OWNED PROPERTY DAMAGE 

>--
AUTOS ONLY - AUTOS ONLY (Per accident) $ 

$ 

UMBRELLA LIAS OCCUR EACH OCCURRENCE $ - -
EXCESS LIAS CLAIMS-MADE AGGREGATE $ 

DEC I I RETENTION $ 
WORKERS COMPENSATION I PER I I OTH-

A AND EMPLOYERS' LIABILITY Y/N WLR_C68994846 07/01/2021 07/01/2022 X STATUTE ER 
ANY PROPRIETOR/PARTNER/EXECUTIVE 0 EL EACH ACCIDENT $ 2,000,000 
OFFICER/MEMBER EXCLUDED? N/A 
(Mandatory in NH) E.L. DISEASE • EA EMPLOYEE $ 2,000,000 
If yes, descnbe under 

2,000,000 DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT $ 

DESCRIPTION OF OPERATIONS/ LOCATIONS/ VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required) 

Workers Compensation coverage is limited to worksite employees of EN DUR ID, INC through a co-employment agreement with TRINET HR Ill-A. INC .. 

CERTIFICATE HOLDER CANCELLATION 

Endur ID, lnc SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 

8 Merrill Industrial Drive THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 
Unit4 ACCORDANCE WITH THE POLICY PROVISIONS. 
Hampton, NH 03842 

AUTHORIZED REPRESENTATIVE 

cfion. d{_~k 8e1t:.vic.e.1>, Qn.c of cf'low:l.a. 

© 1988-2015 ACORD CORPORATION. All rights reserved. 
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD 
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Lori A. Shibincttc 
Commissioner 

Hu1hcr ,\1. Moquin 
Chief Eucutivc Officer 

MAR12'20 Pr1 3:56 DAS 

ST ATE OF NEW HAMPSHIRE 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

NEW HAMPSHIRE HOSPITAL 

36 CLINTON STREET, CONCORD, NH 03301 
603-271-5300 1-800-852-3345 Ext. 5300 

Fax: 603-271-5395 TDD Access: t-800-735-2964 
www.dhhs.nh.gov 

' 
February 28, 2020 

His Excellency, Governor Christopher T. Sununu 
and the Honorable Council 

State House 
Concord, New Hampshire 03301 

REQUESTED ACTION 

Authorize the Departi:nent of Health and Human Services, New Hampshire Hospital, to 
enter into an agreement with Endur ID, Inc (Vendor# TBD), 8 .Merrill Drive Unit 4, Hampton, NH 
03842 to provide Patient Identification Bracelets and a Software System in an amount not to 
exceed $67,524, effective upon Governor and Executive Council approval through June 30; 
2021. 70% General Funds, and 30% Other Funds (provider fees). 

Funds are available in the following account for State Fiscal Years 2020 and 2021 with 
authority to adjust bud_get line items within the price limitation and adjust encumbrances between 
state fiscal years through the Budget Office, if needed and justified. 

I 

05-95-94-09400-8410 HEAL TH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN 
SVS, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL, NHH­
FACILITY/PATIENT SUPPORT 

State Total 
Fiscal Class/Account Class Title Job Number 

Amount 
Year 

202d 102-500731 Contracts for Pr~~ .. _?VC 94025500 $62,955 
" 

20gj] 102-500731 Contracts for Prog Svc 94025500 $4,569 

Total $67,524 

EXPLANATION 

This purpose of this request is to provide materials and software to print reliable 
identification wristbands for each patient at New Hampshire Hospital. 

Approximately 1,250 individuals will be served on an annual basis once the system has 
been implemented at New Hampshire Hospital. 

The Contractor will provide a patient identification system and associated software that 
will include, but is not limited to: 

• Patient identification (ID) wristbands that can be customized to specifications as 
required by the Department. 
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His Excellency, Governor Christopher T. Sununu 
and the Honorable Council 
Page 2 of 2 

• Wristband production software and patient tracking solutions compatible with 
NHH's current electronic health records software. 

• Installation of new software and integration with the Department's existing system. 

• Training for Department personnel. 

This system will provide improved patient identification with durable, color-coded 
wristbands that can be customized with -patient information, including a photograph and 
prescription information that meet requirements set by the Centers for Medicare and Medicaid 
Services and the Joint Commission. 

Endur ·ID, Inc. was selected for this project through a competitive bid process. A Request 
for Proposals was posted on the Department of Health and Human Services website from 
December 13, 2018 through March 6, 2019. The Department received two (2) proposals. The 
Score Summary is attached. 

Should the Governor and Executive Council not authorize this request, The Department 
may not be able to obtain a patient identification system that meets requirements set by the 
Centers .for Medicare and Medicaid Services, and may risk losing accreditation from the Joint 
Commission. 

Area served: New: Hampshire Hospital 

Source of Funds: 70% General Funds, and 30% Other Funds (Provider Fees). 

In the event that Other Funds become no longer available, additional General Funds will 
not be requested to support this pmgram. 

Respectfully submitted, 

Lori A. Shibinette 
Commissioner 

The Department of Health 011d Huma,1 Services' Mission is to joi11 comm1u1ities a,ui families 
i11 providing opportunities for citize11s to achieve health mu/ i11depcnde11ce. 
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Patient Identification Bracelets and 
Software System 

RFP Name 

Bidder Name 

1. 
Medirex Systems, Inc. 

2. 
Endur ID, Inc. 

New Hampshire Department of Health and Human Services 
Office of Business Operations 
Contracts & Procurement Unit 

Summary Scoring Sheet 

RFP-2019-NHH-03-PATIE 

RFP Number 

Maximum Actual 
Pass/Fail Points Points 

200 95 
-

200 181 

Reviewer Names 

1. Chad Boutin. Registered Nurse-NHH 

2 
Daniel Rinden,Business Administrator­

. NHH 

3 
Dave Levesque. Business System 

· Analyst 

4. Leslie Pond, Pharmacist-NHH 

5. Sean Hollingsworth, IT Manager 
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Denis Goulet 
Commissioner 

STATE OF NEW HAMPSHIRE 
DEPARTMENT OF INFORMATION TECHNOLOGY 

27 Hazen Dr., Concord, NH 03301 
Fax: 603-271-1516 TDD Access: 1-800-735-2964 

www.nh.gov/ doit 

March 6, 2020 

Lori A. Shibinette, Commissioner 
Department of Health and Human Services 
State of New Hampshire 
129 Pleasant Street 
Concord, NH 03301 

Dear Commissioner Shibinette: 

This letter represents formal notification that the Department of Information Technology (DoIT) 
has approved your agency's request to enter into a contract with Endur ID, Inc., as described below and 
referenced as DoIT No. 2019-033. 

This is a request for approval to enter into a contract to provide patient identification 
bracelets and a software system. This system will provide improved patient identification 
with durable, color-coded wristbands that can be customized with patient infonnntion, 
including a photograph and prescription information that meet requirements set by the 
Centers for Medicare and Medicaid Services and the Joint Commission. 

The amount of the contract is not to exceed $67,524 and shall become effective upon the 
date of Governor and Executive. Council approval through June 30, 2021. 

A copy of this letter should accompany your Agency's submission to Governor and Executive 
Council for approval. 

Sincerely.,, ~ · 

~~ 
Denis Goulet 

DG/kaf/ck 
DolT #2019-033 

cc: Bruce Smith, Manager, IT Lead 

"Innovative Technologies Today for New Hampshire's Tomorrow" 

OOIT Template 20200205 VI 
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FORM NUMBER P-37 (nrslon !1/8/15) 
Subject: Patient Idcn1ific11tion Bracelets and Software Sv,tcm (RFP-2019-NHH-03-PATIE.:.oD 

Notice: Thi, agreement and all of its altllchments slwl become public upon submission to Governor and 
Executive Council for approval. Ally information that is private, confidenli11l or proprietll.!)' must 
be clearly identified 10 the agency and 11grced to in writing prior to signing the contract. 

AGREEMENT 
The Stnte of New Hampshire and the Contractor hereby mutually agree as follows: 

GENERAL PROVISIONS 

l. IDENTIFICATION. 
1.1 Slate Agency Name 
NH Depnrtmcnl of Health and H= Services 

1.3 Contractor Name 
EodurlD. Inc. 

1.5 Contractor Phone 
Number 

603-758-1488 

1.6 Account Number 

05-95-94-102-50073 l-9400-
8410 

1.9 Contracting Officer for State Agency 
Nathan D. White, Director 

1.1 . County of 

1.2 State Agency Address 
129 Pleasant Street 
Concord, NH 03301-3857 

1.4 Contnctor Address 
8 Merrill Drive, Unit 4 
Hampton, NH 03842 

1.7 Completion Date 

June 30.2021 

1.8 Price Limitation 

S67,524 

I.JO State Agency Telephone Number 
603-271-9631 

1.12 Name and Title of Contractor Signatory 

On i /4 d- /"J.O . before the undersigned officer. personally appeared the person identified in block 1.12, or satisfactorily 
proven to be the person whose ruune is signed in block 1.11, !llld acknowledged that s/bc e:tcculed this document in the capacity 
indicated in block I.I 2. 

1.13.2 Name and Title ofNouiry odHSticc of me Pem:c 

,,,._ oh~r0r1 Aone 
'I 

By: 

1.17 

I.IS 

1.15 Name and Title of State Agency Signntory 

/Ju.. K (r ,-. 1 ,._ ((, 6 

Director, On: 

mcyGeoeral (Form. Subswx:e and E...:ecution) (if applicable) 

/). On: 

(if applicable) 

On: 

Page I of 4 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

1. EMPLOYMENT OF CONTRACTOR/SERVICES TO 
BE PERFORMED. The State of New Hampshire, acting 
through the agency identified in block 1.1 ("State"), engages 
contractor identified in block 1.3 ("Contractor") lo perform. 
and the Contractor shall perform. the work or sale of goods. or 
both. identified and more particularly de!!Cribed in the attached 
EXHIBIT A which is incorporoted herein by reference 
("Services"). 

3. EFFECTIVE DA TE/COMPLETION OF SERVICES. 
3.1 Notwithstanding any provision of this Agreement lo the 
contrary. and subject lo the approval of the Governor nnd 
Executive Council of the Stnte of New Hampshire, if 
applicable, this Agreement. and aU obligations of the parties 
hereunder. shall become effective on the date the Governor f 
and faecutive Council approve this Agreement as indicoted in 
block 1.18, unlcS3 oo such approval is required. in which= 
the Agreement shllll become effective on the date the 
Agreement is signed by the State Agency as shown in block 
1.14 (·•Effective Dnte"). 
3 .2 If the Contractor commence, the Services prior to the 
Effective Date, all Services performed by the Contractor prior 
to the Effective Date shllll be performed at the sole risk of the 
Contractor, ll!ld in the event that this Agreement docs nol 
become effective. the State shall have no liability to the • 
Contractor. including without limitation. any obligation to pay 
the Contractor for any costs incurnd or Services performed. 
Contnictor must complete all Services by the Completion Date 
specified in block 1.7. 

4. CONDffiONAL NATURE OF AGREEMENT. 
Nol\,;thstnoding MY provision of this Agreement to the 
contrary. all obligations of the State hereunder, including, 
'l\;thout limitation. the continuance of payments hereunder, are 
contingent upon the nvnilability nnd continued oppropriation 
of funds, and in no event shall the Smte be liable for nny 
payments hereunder in excess of such aVllil.able appropriated 
funds. In the e\'enl of II reduction or termination of 
npproprinted funds, the State shall have the right to withhold 
payment until such funds become available, if ever, 8Dd sbaU 
have the right to terminate this Agreement immediately upon 
giving the Contractor notice of such tcrminntion. The State 
shall nol be required to tmnsfer funds from any other nccount 
to the Account identified in block ! .6 in the event funds in that 
Account are reduced or unavailable. 

S. CONTRACT PRICE/PRICE LThfiTATION/ 
PAYME.tVf. 
5.1 The contract price, method of payment. and terms of 
payment are identified and more particularly described in 
EXHIBIT B whicb is incorporated herein by reference. 
5.2 The payment by the State of the conlillct price shall be the 
only and the complete reimb=ment to the Contn1clor for all 
e.,c:penscs, of whate,•er llll~ incurred by the Contrnctor in the 
performance hereof. and shall be the only aod the cornplele 
compensation to the Contmctor for the Services. The Stnte 
shall have no liability 10 the Contractor other than the conlnlcl 
price. 

S.3 Tbe State re,erve3 the right to offset from llllY lllllounts 
otherwise payable to the Contractor under this Agreement 
those liquidated amounts required or permitted by N.H. RSA 
80:7 through RSA 80:7-c or MY other provision of law. 
S.4 Notwithstanding any provision in this Agreement to the 
contrary, and notwithstanding unexpected circumstnnccs, in 
no event shaU the total of all payments authorized, or actually 
IDlldc: hereunder, exceed the Price Limitation set forth in block 
1.8. 

6. COMPLIANCE BY COJ'l'TR.ACTOR WITH LA \VS 
AND REGULATIONS/ EQUAL EMPLOYMENT 
OPPORTUl'ITIY. . 
6.1 In connection with the perfonnll.llce of the Services. the 
Contrnctor shall comply with all statutes. laws. regulations. 
and orders of federal, state. county or municipal authorities 
which impo,e nny obligation or duty upon the Cont111c1or, 
including, but not limited to, civil rights and cqUAJ opportunity 
laws. This ID!IY include the requirement to utilize auxiliary 
aids and services to-ensure that persons with communication 
disabilities, including vision. hearing and speech. can 
communicate with. receive iofonnation from. 11Dd convey 
infol11l8tion to the Contrnctor. In addition. the Contractor 
sbnll comply with all applicable copyright laws. 
6.2 During the tenn of this Agreement, the Contrnctor shall 
not discriminate against employees or applicants for 
employment because of race. color, religion. creed, age, sex, 
handicap. se:cual orientation, or national origin and will take 
affinn:itive ectioo to prevent such discri.mi.ruition. 
6.3 If this Agreement is funded in any part by monies of the 
United Sllltes. the Contractor shall comply with nil the 
provisions offaecutive Order No. 11246 ("Equal 
Employment Opportunity"), IL'I supplemented by the 
regulations of the United States Department of labor (41 
C.F .R. Part 60). lllld with any rules, regulations lllld guidelines 
as the State of New Hampshire or the United Stales issue to 
implement these regulations. The Contmctor further ogrecs to 
permit the State or United States access to any of the 
Contractor's boob, records and accounts for the purpose of 
ascertaining compljaoce with all rules, regulations and ordm, 
and the covenants, ter013 and conditions of this Agreement. 

7. PERSONNEL 
7. I The Contractor sbaU 111 its own expense provide all 
personnel necessary to perform the Services. The Contractor 
wa.mnts that 1111 personnel engaged in the Services shall be 
qualified to perfonn the Services, and shall be properly 
licensed 11nd otherwise authorized to do so under 11U applicable 
laws. 
7.2 Unless otherwise authorized in writing. during the tenn of 
this Agreement, and for n period of six ( 6) months ofter the 
Completion Date in block I. 7. the Contractor shall not hire. 
and shall not permit nny subconlr8ctor or other person, firm or 
corporation with whom it is engaged in a combined effort to 
perform the Services to hire, nny person who is a State 
employee or official, who is materially in\'olved in the 
procurement, administration or performance of this 

Page 2 of4 
Contractor Initials A J 

Date~_o 
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Agreement. Tlili provision shall survive termination of I.hi, 

Agn:ement. 
7 .3 The Coatn1cting Officer specified in block 1.9, or his or 
her successor, shall be the State"s representative. In the event 
of cny dispute coacerning the interprctlltion of Ibis Agreement, 
the Contmcting Officer·s decision shall be final for the Slllte. 

8. EVENT OF DEFAULT/REMEDIES. 
8.1 Any one or more of the following acts or omissiom of the 
Contractor shall coastirute an event of default hereunder 
{''Event of Default"): 
8.1.1 failure lo perfom1 the Services satisfactorily or on 
schedule; 
8.1.2 failure lo submit any report required hereunder; and/or 
8.1.3 failure to perform any other covellB.Dt. term or condition 
oflhis Agreement. 
8.2 Upon the occum:nce of 11ny Event of Default, the Slllte 
may take any one, or more, or all, of the following actions: 
8.2.1 give the Contractor II written notice specifying the Event 
of Default and requiring it to be remedied within, in the 
11bsence of II greater or lesser specification of time, thirty (30) 
days from the date of the notice: and if the Event of Default is 
not timely remedied, terminate this Agreement, effective two 
(2) dnys nfter giving the Contractor notice oftcrminl!tion; 
8.2.2 gi\'C the Contractor a \\Tillen notice specifying the Event 
of Default and suspending all payments to be mMe under thi., 
Agreement and ordering that the portion of the contract price 
which would otbcr\vise accroe to the Contnictor during the 
period from the date of such notice until such time a, the State 
determines that the Contractor bas cured the Event of Default 
shall never be paid to the Contractor: 
8.2.3 set off against any other obligations the State may owe to 
the Contractor any damages the State suffers by l'CllSOn of any 
Event of Default: and/or 
8.2.4 treat the Agreement as breached and pursue MY of its 
remedies at law or in equity, or both. 

9. DATA/ACCESS/C01'i'FIDENTIALITY/ 
PRESERVATION. 
9.1 As used in thi., Agrecmenl, the word "data" shall merui all 
information nnd things devc loped or obtained during the 
pcrformnnce of. or acquired or developed by reason o~ this 
Agreement, including, but oot limited to, all studies, reports. 
files, formulae. sU1Vcys, Dlllps. charts, sound recordings, video 
recordings, pictorial reproductions, d.rnwings, =lyscs, 
graphic representations. computer programs, computer 
printouts. notes, leners, memoranda, papen. and documents, 
all whether finished or unfinished. 
9.2 All data and any property which bas been received from 
the Slate or purchased with funds provided for that purpose 
under this Agreement. shall be the property of the State, and 
sbnll be retwned to the State upon demand or upon 
termination ofthis Agree,ment for any reason. 
9.3 Confidentiality of data shall be governed by N.H. RSA 
chapter 91-A or other e.'tisting law. Disclosure of data 
requires prior \\Titten approval of the State. 

10. TER.'1INA TION. In the event of an early termination of 
this Agreement for any reason other than ihe completion of the 
Services, the Contractor sba1l deliver to tbe ConUlleting 
Officer. not later than fifteen ( 15) days nfter the dllte of 
tenninat.ioo. a rcpon ('"TcrmiW1tion Repon") describing in 
detail all Services pcrf onned, and the contract price earned, to 
a.nd including the date of termination. The form. subject 
llllltter, conlent, and number of copies of the Tennination 
Repon shall be identical to those of any Final Report 
described in the attached EXHIBIT A. 

11. CONTRACTOR'S RELATION TO THE STATE. In 
the performance of this Agreement the Contractor is in all 
respects an independent contractor, and i., neither an agent nor 
an employee of the Smte. Neither the Contractor nor any of its 
officers, employees, agents or members shall bnve authoriry to 
bind the State or receive any benefits. workers' compensation 
or other emoluments provided by the State to its employees. 

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS. 
The Contractor shall not assign, or otherwise transfer any 
interest in this Agreement without the prior written notice and 
consent of the Slllte. None of the Services shall be 
subcontracted by the Contractor without the prior \\ritten 
notice nnd conscot of the Sl8te. 

13. INDEMJ\IDCATION. Tbe Contractor shaU defend. 
indemnify and bold harmless the Stele, iu officers and 
employees, from 11.nd eguinst any and aU losses suffered by the 
State. its officers and employees, and cny and all cl.aim.,, 
li11bilities or pelllllties asscned against the State, its officers 
and employees. by or on behalf of any person, on account of. 
based or resulting from. lll'ising out of(or which IIlllY be 
clllimcd to e.risc out of) the acts or ornissiom of the 
Cootrnctor. Notwithstanding the foregoing, nothing herein 
contained sba1l be deemed to constitute II wniver of the 
sovereign immunity of the State, which immunity is hereby 
reserved to th~ State. This covenant in paragraph 13 shall 
survive the termination of this Agreement. 

14. INSURANCE. 
14.1 The Contractor shall, at its sole eicpensc, ohlllin nod 
maintain in force, nnd sba1l require any subcontractor or 
twignee to obl8in and maintain in force. I.be following 
insurance: 
14.1.1 comprehensive geoeral liability insurance against all 
claiJru of bodily injury, death or property clrunage, in amounts 
of not Je53 than S 1 ,000,000per occWTCnce and $2,000.000 
aggregate ; and 
14.1.2 special cnll3C of loss coverage form covering all 
property subject to subparagraph 9.2 herein. in an nmount not 
less than 80% of the whole replacement value of the property. 
14.2 The policies clcscribed in subparagraph 14.1 herein shall 
be on policy forms 11nd cndorsemenlS approved for use in the 
Staie ofNew Hampshire by the N.H. Department of 
Insurance, 11nd issued by insurers licensed in the State of New 
Hampshire. 
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I 4.3 The Contractor shaU furnish to the Contracting Officer 
identified in block 1.9, or his or her successor, 11 certificate(s) 
of insurance for all insurance required under this Agreement. 
Conlrllctor shnll also furnish to the Coatrncting Officer 
identified in block l.9, or his or her successor, certificat~s) of 
insurance for all rcoewal(s) of insumncc rcqui.red wider this 
Agreement no later than thirty (30) d11Y3 prior to the ellpiration 
date of each of the insurance policies. The certificatc(s) of 
insurance and nny renewnb thereof shall be attached nnd arc 
incorporated herein by refel"l!llce. Each certificatc(s) of 
i.nsunulce shall contain II clause requiring the i=r 10 

provide the Contracting Officer identified in block 1.9, or his 
or her successor, no less than thirty (30) days prior written 
notice of cancellation or modification of the policy. 

JS. WORKERS' COMPENSATION. 
15.1 By signing \hi, agreement, the Contrnctor agrees, 
certifies and warrants that the Contractor is in compliance with 
or c.-.:empt from, the requirements ofN.lt RSA chapter 281-A 
("Workers' Compensation"). 
15.1 To the atent the Contractor is subject to the 
requirements of N.H. RSA chapter 281-A, Contrnctor shall 
mnintain. !llld require any subcontractor or assignee to secure 
and maintain, payment of Workers' Compel!Slltioo in 
connection with activities which the person proposes to 
undertake pursuant to this Agreement. Contractor shall 
furnish the Contrncting Officer identified in block 1.9, or bis 
or her succC!SOr, proof of Workers' Compensation in the 
manner described in N.H. RSA chapter 281-A and any 
11pplicable rcnewal(s) thereof, which shaU be anached !llld arc 
incorporated herein by reference. The State shall not be 
responsible for payment of any Workers' Compensation 
premiums or for any other claim or benefit for Contrnctor, or 
any subcontmctor or employee ofContrllctor, which might 
nrisc under opplicable Stale of New Hampshire Workers' 
Compensation laws in connection with the performance of lbe 
Sc~ices under this Agreement. 

16. WANER OF BREACH. No failure by the State to 
enforce any provisions hereof after any Event of Default shall 
be deemed II wnivcr of its rights with regard to that Event of 
Default, or llllY subsequent Event of Default. No e~ress 
failure lo enforce any Event of Default shall be deemed 11 

waiver of the right of ibc State to enforce each and all of the 
provisions hereof upon any further or other Event of Default 
on the part of the Contractor. 

17. NOTICE. Any notice by a party hereto to the other party 
shnll be deemtd to have been duly delivered or given et the 
time of mailing by certified mni~ postage prepaid, in a United 
Stntes Post Office addressed lo the parties al the addresses 
given in blocks J.2end 1.4, herein. 

18. AMEI",'DMENT. This Agreement DlllY be amended, 
waived or discharged only by an instrument in writing signed 
by the partie3 hereto and only after 11pprovel of such 
amendment, Wlliver or discharge by the Governor and 
Executive Council of the State of New Humps.hire unless no 

such approval is required under the ciicumstances pursuant to 
State low, rule or policy. 

19. CONSTRUc.TION OF AGREEMENT AND TERMS. 
Thi, Agm:mcnl shaU be construed in IICCO~C with the 
liiws of the State of New Hampshire, and is binding upon and 
inures 10 the benefit of the parties !llld their respective 
successor, and assigns. The wording used in this Agreement 
is the wording chosen by the pruties to t:lCpress their mutual 
intent, and no rule of construction shall be applied against or 
in favor of any party. 

20. THIRD PARTIES. The parties hereto do not intend to 
benefit 8DY third parties and this Agreement sbnll not be 
construed to confer 8DY such benefit. 

21. HEADINGS. The beading, lhrougbout the Agreement 
are for reference purposes only, and the words contained 
therein shall in no way be held to explain, modify, amplify or 
aid in the interpretation. construction or mcnrung of the 
provisions of this Agreement. 

22. SPECIAL PROVISIONS. Additional provisions set 
forth in the attached EXHIBIT C arc incorporated bcrcio by 
reference. 

23. SEVERABI.LITY. In the event any of the provisions of 
this Agreement arc held by a court of competent jurisdiction 10 

be contrnry to any stlltc or federal law, the rcOl!lioing 
provisions of this Agreement will remain in full force and 
effect. · 

24. ENTIRE AGREEMENT. This Agreement, which mny 
be executed in o number of counterparts, each of which shall 
be deemed an original, constitutes the entire Agreement Md 
uoderstanding between the partie,, and supersedes 1111 prior 
Agreements and understandings relating hereto. 

Page 4 of 4 
Contractor Initials L1.J 

Date~ 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE.OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICA TibN BRACELETS AND SOFTWARE SYSTEM 
. SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

TABLE OF CONTENTS 

TERMS AND DEFINITIONS .............................................................................................................. 3 

1. CONTRACT DOCUJ\mNTS ................................................................. .' ................................ 11 

' 1.1 CONTRACT DOCUl'vfENTS .......................................................................................................... 11 
1.2 ORDER OF PRECEDENCE ........................................................................................................... 12 

2. COi\TRACTTERM ....................................................................................... : ............................... 12 

3. COMPENSATION ................................................................................................................... 12 

3.1 CONTRACTPRICE ...... ; ............................................................................................................ 12 
3.2 NON-EXCLUSIVE CONTRACT ..................................................................... : ....................... 13 

4. CONTRACT l\fANAGEl\1ENT ............................................................................... : .............. 13 

4.1 THE CONTRACTOR'S CONTRACT MANAGER ......................................... , .................. ~ ..... 13 
4.2 · THE CONTRACTOR'S PROJECT MANAGER ................. : .................................................... i 3 
4.3 CONTRACTOR KEY PROJECT STAFF .................................................................................. 14 
4.4 STATECONTRACTMANAGER ........................................................................................... 15 
4.6 REFERENCE AND BACKGROUND CHECKS ...................................................................... 16 

5. DELIVERABLES ......................................................................................................... : ............ 16 

6. SOFIWARE ....................................................................................................................... : ..... 17 

7. SERVICES ................................................................................................................................ 17 

8. \VORK PLAN DELIVERABLE ............................................................................... : ............. 18 

9. CHANGEORDERS ................................................................................................................. 19 

10. INTELLECTUAL PROPERTY .................................................................................. ::: ......... 19 

10.1 SOFf\VARE TITLE .............. : ....... : ..................................................... : ......................................... 19 
10.2 STATE'S DATA AND PROPERTY ............................................................................................ 20 
10.3 CONTRACTOR'SMATERIALS ................................................ : ............................................. 20 
10.4 ST A TE WEBSITE COPYRJGHT .............................................................................................. 20 
10.5 CUSTOM SOFTWARE SOURCE CODE ................................................................................. 21 
10.6 SURVIVAI: ... , .................................................................................. : ......................................... 21 

11 USE OF STATE'S INFOR.ivlA TION, CONFIDENTIALITY ............................................. 21 

I I.I USE OF STATE'S INFORMATION ......................................................................................... 21 
11.2 STATECONFIDENTIALINFORMATION ............................................................................. 21 
1 I .3 CONTRACTOR CONFIDENTIAL INFORMATION .............. '. ............................................ , .. 22 
11.4 SURVIVAL ................................................................................................................................ 22 

12 LIJ\ITTATION OF LIAB[LITY .............................................................................................. 22 

2019,033 IT Provisio°;f{art 2 
· Contractortl:als: 

Date: tX ;:).6 
I 

Page I or 33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFfWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

13 TERMINATION .......................................... , ............................................................................ 23 

14 CHANGE OF OWNERSHIP ............................................................................................... : .. 26 

15 ASSIGNJ\'IENT, DELEGATION AND SUBCONTRACTS ................................................. 26 

16 DISPUTE RESOLlITION .. : . .' ......... : .............................................. .-......................................... 27 · 

17 SAAS GENERAL TERJ\-1S AND CONDffiONS .................................................................. 27 

2019-033 IT Provisio$-'Part 2 
Contractor Jni4als:__,_~-++-­
Date: ;) (.@.J_o-0 

Page 2 of33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE 9FNEWHAMPSHIRE 
· DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

TERMS AND DEFINTI1ONS 

The following general contracting terms and definitions apply except as specifically noted elsewhere 
in this document. 

Acceptance 

Acceptaacl' Letter 

Acceptaac«- Pe1·lod 

Acceptance Test Plan 

Acceptancf Test and Review 

Access Control 

Agreement 

,Appendlx 
' 

Audit Trail Capture aud 
Analysis 
Authorized Persons 

CerlUlcatlon 

Change Ordr.r 

Compk!lou Dale 
Confidential Info1·matloo 

Contract 

Contract Agrrement 

Contract Conclusion 

2019-033 IT Provision~art 2 

Contracto~vtial{: 
Dnte: Q I'd ~0 

-

Notice from the State that n Deliverable has sntisfied Acceptance Test or 
Review. 
An Acceptance Letter provides notice from the State that a Deliverable 
has satisfied Acceptance Tests or Review. 
The timeframe durina which the Acceptance Test is performed 
The Acceptance "I:est Plan i.:,rovided by the Vendor and agreed to by the 
State that describes at n minimum, the specific Acceptance process, 
criteria, nnd Schedule for Deliverables. 
Tests performed to determine thai no Defects exist. in the application 
Software or the System 
Supports the management cifpermissions for logging onto a computer or 
network · r 
A contract duly executed and legally binding. · 

Supplementary material that is collected and appended at the back of a 
document 
Supports the identification and monitoring of activities within an 
application or system 

The Contractor's employees, contra~ors, subcontractors or other agents 
who need to access the State's personal data to enable the Contractor to 
perform the services required. 
The Vendor's written declaration with full supporting and written 
Documentation (including without limitation test results as applicable) 
that the Vendor has complet_ed development of the Deliverable and 
certified its readiness for aoolicable Acceptnnce Testin~ or Review. 
Formal documentation prepared for n proposed change in the 
Specifications. 
'End date for tbe Contract 
Information required lo be kept Confidential from unauthorized 
disclosure under ihe Contract 

This Agreement betiveen the State of New Hampshire nnd a Vendor, 
which creates binding obligations for each party to perfonn as specified 
in the Contract Documents. 
Part 1, 2, and 3 .. The documentation consisting of both the General 
Provisions and the Exhibits which represents the understanding and 
acceptance of the reciprocal legal rights and duties of the parties. with 
respect to the Scope of Work 
Refers to the conclusion of the Contract, for any reason, including _but not 
limited to, the successful Contract completion, tennination for 
convenience, or termination for default. 
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SAAS CONTRACT 2019-033 . 
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Contrnct Documents 

Contn1ct Managtrs 

Contrnct P11ce 

Coolrnctor 

Contrnctrd VendorNl'ndor 

Conversion Test 

Cure Pe11od 

Custom Code 

Custom Sotlware 

Data 

Data Breach 

DBA 
Den clenc I rs/Def cc ts 

Documents that comprise this Contract (See Contract Agreement, Section 
1.1) 

The per.;ons identified by the Stale nod the Vendor who shall be 
responsible for all contractual authorization nod administration of the 
Contract. These responsibilities sbnll include but not be limited to 
processing Contrnct Documeolalion,. obtaining executive approvals, 
tracking costs and payments, and representing lbe parties in all Contrncl 
administrative activities. (See Section 4: Co11trac1 Mm,a~ement) 
The total, not to exceed amount to be paid by the State to the Contractor 
for product and services described in the Contract Agreement. This 
amount is listed in the Cfineral Provisions Section 1.8 (P-37). 
The Vendor nod its employees, subcontractors, agents and affiliates who 
are providing the services agreed to under the contract. 

Tile Vendor whose proposal or quote was awarded the Contract with the 
S_tate nod who is responsible for the Services and Deliverables of 1he 
Contract. 
A test to ensure thal a Dnta conversion process correctly tal<es Dain from 
a legacy system and successfully converts it to a fonn tl.Jat can be used by 
the new System. , . 
The thirty (30) day period following written notification of a default 
within wllich a contrncted vendor must cure tbe default identified. 
Code developed by the Vendor specifically for this project for the State 
of New Hampshire 
Software developed by the Vendor specifically for this Project for the 
State of New Hamosb.i.re · 
State's records, files, forms, Dain and other documents or information, in 
either electronic or paper form, that will be used /converted by the Vendor 
durinit tile Contract Term 
Tbe unauthorized access by a non-authorized per.;on/s tliat results in the 
use disclosure or !heft of the State's unencrypted non-public data. 
Database Administrator 
A failure, defi~iency or defect in a Deliverable resulting in a Deliverable, 
the Software, or the System, not conforming to its Specifications. 

, Class A Dt'fldency - Sojlll't1re - Critical, does not nllow System to 
opernte, no work nround, demands immediate action; Wrille11 

Doc,111ie11tatio11 • missing significant portions of information or 
unintelligible to State; Noll Sofhrnre - Services were inadequate nnd 
require re-perfom1Aoce of the Service. · 

Class B Deficlency-Sofhrare - important, does not stop operation nnd/or 
there is n work around and user can perform tasks; Writte11 Doc11111e11tatio11 
- Portions of information are missin11: but not enousili 10 make the 
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Dt'llverablr 

Depa1tmcnt or InrormJ1tlon 
Technolo!!Y (Doffi 
Documentntton 

Digital Signature 

Effective D11te 

··-
Eacn1Jtloo 
Enbancewt'n!s 

Firm Flud Pt1ct Contract 

Fully Loaded 

Gonruor 11nd Exrculi\'e 
Council 
ldeotlflcaflon nod 
Authentlcntion 

Implementation 

Implerurutntlou Plan 

Information Technology (IT) 

2019-033 IT Provisio°4f nrt 2 
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document unintelligible; Non Soflli'are - Services were deficient, require 
reworking, but do not require re-performance of the Service. 

Class C Dencleacy - Softwnre - minimal, cosmetic in nnrure, m.inimnl 
effect on System, low priority and/or user can use System; Writte11 
Docu111e11tnlion - m.in.imal changes required and of m.inor editing nnrure; 
No11 Sojh.-nre - Services require only minor reworking and do not require 
re-performance of the Service. 
A Deliverable is ·any Written, Software, or Non-Software Deliverable 
(letter, report, monual, book, other), provided by the Vendor to the State 
or under the terms ofa Contract reQuirement. 
The Department of Information Technology established under RSA 21-R 
bv .the Le11:islature effective Seotember 5 2008. 
All infonnation tho! describes the installation, operation, and use of the 
Software, either in printed or electronic format. 
Certification that guarantees the unaltered state of a file, also_known as 
"code sionin2." 
The Contract Dnd nil obligations of the parties hereunder shall become 
effective on the date the Governor 1111d the Executive Council of the State 
of New Hamosbire nooroves the Contract . 
Suooorts the transformation of data for securitv oumoses 
Updates, additions, modifications to, and new releases for the Software, 
and all changes to the Documentation as a result of Enhancements, 
including, but not limited to, Enhancements produced by Change Orders 

A Firm-Fixed-Price Contract proyides a price that is not subject to 
increase, i.e., adjustment on the basis of the Vendor's cost experience in 
perfomtin2 the Contract .. 
Rotes ore inclusive of nil allowable expenses, including, but not limited 
_to: meals, hoteVhousing, airfare, car rentals, car mileage, and out of 
pocket expenses 
The New Hnmpshire Governor nod Executive Council. 

Supports obtaining information about those parties ·aue_mpting to log on 
lo n system or application for security purposes and the validation of 
those users 
The process for making the System fully operational for processing the 
Dato. 
Sets forth the transition from development of the System to full 
operation, nod includes without limitation, training, business nod 
technical orocedures. 
~efers to the tools and processes used for the gathering, storing, 
manipulalin!l, trnnsm.ittin~, sharini;i, and seosin2 of information 
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including, but not limited to, Data processing, computing, information 
svstems telecommunications, and various nudio and video technologies. 

Input Valfdallou Ensure that the values entered by users or provided by other applications 
meets the size, type and format expected. Protecting the application from 
cross site scriotinst, SQL iniection, buffer overflow etc. 

Intrusion Detection Supports the detection of illerzal entrance into a ccimouter,svstem 
lnvokJn2 Portv In a dispute the party believin2 itself a112fieved. 
Key Project Staff Personnel identified by the State nnd by the Contractor as essential to 

work on the Project. 

Licensee The State of New Hampshire 
Noo Exclnsh·e Contract A contract executed by the State that does not restrict the State from 

seeking alternative sources for the Deliverables or Services provided 
under the Contrnct. . 

Non-Public lnfo11uat1on Data, other than personal 'data, that is not subject to distribution to the 
public as public information. It is deemed to be sensitive and 
confidential by tl1e State because it contains infonnation that is exempt 
by statute, ordinance or administrotive rule from access by the general 
public ns public information. 

Noa-Software Dell,•c1·ables Deliverables that ii.re not Software Delivernbles or Written Delivernbles, 
e.st., meetinl!S help support, services other 

Normal Business Hours Norum! Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday tlirougll 
Friday excluding Strite of New Hampshire holidays. State holidays nre: 
New Year's Day, Martin Luther King Day, President's Day, Memorial 
Day, July 4lh, Labor Day, Veterans Day, Thanksgiving Day, the day after 
ThanksRivinR Day, and Christmas Day. Specific dates will be provided 

Notice to Proceed (NTP) The State Contmct Manager's written direction to the Vendor to begin 
work on the Contract on a stiven date nnd time 

Open Data Formats A data fommt based on an underlyin2 Open Standard. 
Open Source Soflwnre Software that guarantees the user unrestricted use of the Softw!)Je as 

defined in RSA 21-R:10 and RSA 21-R:l 1. 
Open _Standards Specifications for the encoding and transfer of computer data that is 

deftned in RSA 21-R: IO nnd RSA 21-R: 13. 
Operating Syste·m System is fully functional, all Data has been loaded into the System, i_s 

available for use by the State in its daily operations. 
Operat1ooal The System is operating and fully functional, all Data bas been loaded; 

the System is available for use by the State in its daily operations, and 
U1e State has issued an Acceptance Letter. · 

Ordrr or Prrcedence The order in which Contrnct/Documenls control in the event of a conflict 
or ambiguity. A term o_r condition in a document controls over a 
conflicting or ambiguous term or condition in n document that is lo,ver 
in lhe Order of Precedence 

Personal Data Data that includes information relating to a person that identifies the 
person by name nnd lrns any of the following personally identifiable 
information (PlD: ROvernment-issued identification numbers (e.2., 
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Project 

PrnJecl Team 

Project Management Plan 

Prnjecl Managers 

Protect S1arr 
Pl'oposal 

Protectrd Bra!lb 
lnforruatton (Pill) 

-

Reg1·rsslon Test Plan 

Review 
Rrvlew Pe11od 

RFP (Request for Proposal) 

Rolr/P11vllrge Managernrnt 

Schedule 

Security Incld~nt 

. 2019-033 IT Provisio;Lf[ort 2. 
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Social Security, driver's license, passport); financinl account 
information, including account number, credit or debit card numbers; or 
protected health infolll1<1tion (PHI) relatimz to a oerson. 
The planned undertnking regarding the.entire subject matter of an RFP 
and Contract ruid the activities of the oarties related hereto. 
The group of State employees and contracted Vendor's personnel 
responsible for managing the processes lllld mechnnisms required such 
that tbe Services are procured in accordance with the Work Plan on time, 
011 bud11.et and to tl1e required specificntions nnd ou11Litv 
A document that describes the processes and methodology to be 
employed by the Vendor to ensure a successful Proiect. 
The persons identified who shall function ns the State's and the Vendor's 
representative with regard to Review and Acceptance of Contrnct 
Delivernb!es, invoice sign off, nnd review nod approval of. Change 
Reauests (CR) utilizin11. the Chan11e Control Procedures (CCP) 
State versonnel assioned to work with the Vendor on the Proiect 
The submission from a Vendor in response to the Request for a Proposal 
or Statement of Work 
Individually identifiable bealtb information transmitted by 
electronic media, maintained in electronic media, or transmitted or 
maintained in nny other fonn or medium. PHI excludes education 
records covered by the Family Educational Rights and Privacy Act 

. (FERPA), ns nmeniled, 20 U.S.C. 1232g, records described 01 20 
u.s.c. 1232g(o)(4)(B)(iv) and employment records held by a 
covered entitv in its role os emolover. 
A plan iategrnted into the Work Plan used to ascertain whether fixes to 
Defects have caused errors else,vhere in the opp!ication/orocess. 
The process of reviewing Deliverables for Acceptance 
The period set for review of a Deliverable. If none is specified then the 
Review Period is five (S) business davs. 
A Request For Proposal solicits Proposals to satisfy State functional 
requirernenis by supplying data processing product and/or Service 
resources accordiniz to specific terms nnd conditions 
Supports Ille grnnting of abilities to users or groups of users of n 
comouter noo!ication or network 
The dates described in the Work Plan for deadlines for perfonnance of 
Services and other Project events nod activities under the Contract 
The potentially unnuthorized access by non-nuthorized persons to 
personal dntn or non-public data the Contractor believes could 
reasonably result in tbe use, disclosure or theft of a State's 
unencrypted personnl data or non-public data within the possession 
or control of the Con_tractor. A security in~ident may or may not turn 
into II data breach . 
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Stl"\1ce Level Agrtemrnl A signed agreement between both the State nnd the Contractor that is 
(SLA) subject to the terms nnd conditions in this document that unless 

otherwise agreed to includes (I) the technical service level perfonnnnce 
promises, (i.e. metrics for performance and intervals for measure), (2) 
description of service quality, (3) identification of roles and 
responsibilities, (4) security responsibilities and notice requirements, 
(5) bow disputes are discovered nnd addressed, and (6) any remedies for 
performance failures. 

St.l"\1CC The work or lnbor to be performed by the Vendor on the Project ns 
described in the Contract. 

tile Contractor The vendor and its employees, subcontractors, agents and affiliates who 
ore orovidin11. the services nsueed 10 under the contract. 

Sortware All custom Softwnre nnd COTS Software provided by the Vendor under 
the Contract 

Sortware-11s-11-St'1vlce (Sa.aS) Tbe capability provided to the State to use the Contractor's applications 
running on a cloud infrastructure. The applications are accessible from 
various client devices through a thin-client interface such as a Web 
browser {e.g., Web-based email) or a progrnm interface. The State does 
not manage or control the underlying cloud infrastructure including 
network, servers, operating systems, storage or even individual 

- application capabilities, with the possible exception of limited user-
soecific application confirurntion settin11.s. 

Software DeUver11blt'.s Software nod Enhancements 
Software Llct'ase Licenses provided to the Stale under this Contract 
Solution Tbe Solution consists of the total Solution, which includes, without 

limitation, Software and Services, addressing the requirements and teml!I 
of the Contract Specifications. The off-the-shelf Softwore and 
configured Software customized for the Sta.le provided by the Vendor in 
response lo this RFP. . . 

Speclflcatlons . The written provisions that set fortll the requirements which include, 
without limitation, ·this RFP, the Proposal, the Contract, any performance 
standards, Documentation, applicable State nod federal policies, laws and 
regulations, State technical standards, subsequent . State-approved 
Delivernbles, nod other Specifications and requirements described in the 
Contract Documents. The Specifications _nre, by this reference, made a 
part of the Contract as thoul!.h completely set fortll herein. 

State STATE is defined as: 
State of New Hnmpshire 
Department of Health and Human Services 
129 Pleasant St. -
Concord, NH 03301 
Reference to the term "State" shall include ooolicable a11.encies 

Statement of Work (SOW) A Statement of Work clearly defines the busic requirements nnd 
objectives ofn Project. The Statement of Work also defines n hi~h level 
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State's Confidential Records 

State Data 

State Fiscal Year (SFY) 

Stale Ideotlfied Contact 

State's Project Manager 
(PM) 

Subcoutrnctor 

System 

TBD ... 
Techolcnl Anthorlzatlou 

Ttsl Piao 

Tet"m 
Trnuslllon Sen·lces 

UAT. -

2019-033 lT ~~ovisiont\f~ 2 
Contractor 11}1t mt,= _ __.L),_,.._\_,___ 
Date: a--Li~Jeo , 

view of the architecture, performance e.nd design requirements, the roles 
and responsibilities of the State and· the Vendor. Tbe· Contract 
Agreement SOW defines the results that the Vendor remains responsible 
and accountable for ocllievin2. 
State's information regardless of its form that is not subject to public 
disclosure under applicable state nnd federal laws and regulations, 
includin2 but not limited to RC:.A Chanter 91-A 
For Saas applications means nil data created or in any way originating 
with the State, and all dato that is the output of computer processing of 
or other electronic manipulation of o.ny data that was created by or in any 
way originated with the State, whether sucb data or output is stored on 
the State's l:iardware, the Contractor's hardware or exists in any system 
owned, maintained or otherwise controlled by the State or by the 
Contractor. 
The New Hampshire State fiscal Year extends from July 1st through June 
3011, of the followin2 calendar year 
The person or persons designated in writing by the State to receive 
securitv incident or breach notification. 
State's representative with regard to Project management and technical 
matters. Agency Project Managers are responsible for review and 
Acceptance of specific Contmct Deliverables, invoice sign off, and 
Review and approval of a Cllnnsze Prooosol (CP). 
A person, partnership, or company not in the employment of, or owned 
l;>y, the Vendor, which is performing Services under this Contract under 
a seonrate Contract with or on behalf of the Vendor 
All Software, specified hardware, nnd interfaces and extensions, 
integrated and functioning together in accordance with the 
Specifications. \ 

To Be Determined 

Direction to n Vendor, wbicb fills in details, clarifies, interprets, or 
specifies technical requirements. It must be: (l) consistent with 
Statement of Work within statement of Services; (2) not constitute a new 
assignment; and (3) not change the tenns, documents of specifications of 
the Contract A~eement 
A plan, integrated in the Work Plan; to verify the code . 
(new or changed) works to fulfill the requirements of the Project. It mBY 
consist of Q timelioe, o series of tests and test data, test scripts and reports 
for the test results os well as o tracking mechanisut 
Period of the Contract from !he Effective Date throu11:h termination. 
Services ond support provided when Contractor is supporting System 
cbansi.es. 
User Acceptance Test 
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Unit Test Developers create their own test data and test scenarios to verify the code 
they have created or chan~ed functions properly as defined. 

User Acceptance Testing Tests done by knowledgeable business users who are familiar with the 
scope of the Project: They create/develop test cases to confirm the 
System W!IS developed according to specific user requirements. The test 
cases and scripts/scenarios should be mapped to business requirements 
outlined in the user requirements documents. 

User Management Supports 'the adm.i.nistrnt.ion of computer, application and network 
·, accounts within an or11anization 

Vendor/ Contrncted Vendor The Vendor whose proposal or quote was awarded.the Contract with the 
State and who is responsible for the Services and Deliverables of the 
Contract. ' 

Vetiflcatlon Supports the confirmation of authority to enter n · computer system, 
. application or network 

W11lk Tllrough A step:by-step review of n Specification, usability features or design 
before it is handed off to the technical team for development · 

·work Hours Vendor personnel shall work nomial business hours between 8:00 nm 
and 5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding Stnte 
of New Hampshire holidays. Changes to this schedule may be made 
upon agreement with the State Project Manager. 

Work Piao The overall plan of activities for the Project cr~ated in accordance with 
the Contract. The plan and delineation of tasks, activities and events to 
be performed and. Deliverables to be produced under the Project as 
specified in Appendix C. The Work Plan shall include n detailed 
description oflhe Schedule, tasks/activities, Deliverables, critical events, 
task dependencies, and the resources that would lead and/or participate 
on each task. 

Written Deliverables Non-Software written deliverable Documentation (letter, report, manual, 
.' book, other) provided by the Vendor either in paper or electronic format. 
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INTRODUCTION 

Tbis Contract is by and between the State of New Hampshire, acting through New Hampsbire Department 
of Health and Human Services ("State" or "Department"), and Endur ID, Inc., a New Hampshire 
Corporation, ("Contractor"), having its principal place of business at 8 Merrill Drive, Unit ·4 Hampton, NH 
03842. 

Tile Contractor sball provide a patient identification system, which must include, but is not limited to: 
I. Vendor par1 number SM-1-LA patient identification (ID) wristbands that can be customized to 

specifications as required by the Department. 

2. IDMX wristband production software that is compatible with the Department's current . 
Netsmart/Avatar system, including on site installation of IDMX wristband production software at 
New Hampshire Hospital. 

3. Training for each staff member on use of the system. 

4. Endur ID Secur Trac software. 
. . 

5. Installation of the IDMX production software and ENDUR ID Secur Trac software at New 
I Hampshire hospital, 11s directed by the Department. 

6. No less than twelve (12) Portable Ruggedized mobile computers, hereinafter to be called 
"handheld scanning devices", which must have the ability to communicate with Endur ID Secur 
Trac software, and exchange and upload data 

RECITALS 

Whereas the Department desires to have tbe Contractor provide patient identification bracelets and a 
software system and associated services for the Department; 

Whereas the Contractor wishes to provide patient identification bracelets and a software system; 

The parties therefore agree as follows: 

· 1. CONTRACT DOCUMENTS 

I.I CONTRACT DOCUMENTS 

This Contract Agreement (2019-033) is comprised of the _following documents: 

A. Part l - Form P-37 General Provision 
B. Part 2 - Information Technology Provisions 
C. Pan 3 - Exhibits 

Exhibit A· Contract Deliverables 
Exhibit B· Price and Payment Schedule 
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Exhibit C- Special Provisions 
fahibit D- Administrative Services 
Exhibit E- Implementation Services 
Exhibit P- Testing Services 
Exhibit G- Maintenance and Support Services 
Exhibit H- Requirements · 
Exhibit I- Work Plan 
Exhibit J- Software Agreement 
Exhibit K- Warranty and Warranty Services 
Exhibit L- Training Services 
Exhibit M- Agency RFP with Addendums, by reference 
Exhibit N- Vendor Proposal, by reference . 

. Exhibit 0- Certificates and Attachments, DHHS Standard Exhibits C-K 

1.2 ORDER OF PRECEDENCE 

In. the event of conflict or ambiguity among any of the te;r;t of the Contrnct Documents. the 
following Order of Precedence shall govern: 

a.· State of New Hampshire, Department of Health and Human Services Contract 
Agreement 20 I 9-033, including Parts 1, 2, and 3. . 

b. State of New Hampshire. Department of Health and Human Services, _RFP-20 l_9-NHH-
. 03-PATlE. . 

c. Vendor Proposal Response to RfP-2019-NHH-03-PATIE dated March 6, 2019. 

2. CONTRACT TERJ'vl 
The Contract and all obligations of -the parties hereunder shall become effective after full 
execution by _the parties, and the receipt of required govem'mental approvals, including, but not 
limited to, Governor and E;r;ecutive €ouncil of the _State of New !-lamps hire apprqval ("Effective 
Date''). · · 

The Contract shall begin on the Effective Date and extend through June 30, 2021. 

The Contractor shall commence work upon issuance of a Notice to Proceed by the Departm~nt. 

3 .. COMPENSATION 

3.1 . CONTRACT PRICE 

The Contract Price, Part l, P-37. Block 1.8 Price Limitation, method of payment, and.terms of 
payment are identified and more p3!1icularly described in section 5 of P-37 Agreement and Part 3 
Contract _Exhibit B: Price and Payment Schedule. · · 

3.2 .NON-EXCLUSIVE CONTRACT 
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3.2 NON-EXCLUSIVE CONTRACT · 

Tile State reserves the right, at its discretion, to retain other vendors to provide any of the Services or 
Deliverables identified under this procurement or make an award by item, part or portion of an item, 
group of items, or total Proposal. the Contractor shall not be responsible for any delay, act, or 
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or 
omission of the other vendors if such delay, act, or omission is caused by or due to. the fault of the 
Contractor. 

4. CONTRACTMANAGEMENT 
Tile Project will require the coordinated efforts of a Project Team consisting of both the 
Contractor and_State personnel. The Contractor shall provide all necessary resources to perform 
its obligations under tbe Contract. Tbe Contrnctor shall be responsible for managing the Project 
to its successful completion. · 

4.1 THE CONTRACTOR'S CONTRACT MANAGER 

The Contractor shall assign a Contract Manager ,vho shall be responsible for all Contra·ct 
authorization and administration. The Contractor's Contract Manager is: 

Al Larose 
CEO 
Endur ID 
8 Merrill Industrial Drive, Unit 4 
Hampton; NH 03842 
603-758-1488 xi 11 
alarose@endurid.com 

4.2 THE CONTRACTOR'S PROJECT MANAGER 
4.2.1 Contract Project Mauagrr 

The· Contractor shall assign a Project Manager who meets the requirements of the 
Contract. The Contractor's selection of the Contracted Vendor Project Manager 
shall be subject to the prior written approval of the State. The State's approval 
process may include, without limitation, at the State's discretion, review of the· 
proposed Contractor's Project Manager's resume, qualifications, references, and 
bacl_cground checks; and an interview. The State may require remo·vnl or 
reassignment of the Contractor's Project Manager who, in the sole judgment of the 
State, is found unacceptable or is not perfomling to the State's satisfaction. 

4.2:2 . The Contrnctor's Project Manager must be qualified to perform the obligations 
required of the position under the. Contract, shall have full authority to make 
binding decisions under . the Contract, and shall function as the Contractor's 
representative for all adm.inistrat_ive and-management matters. Tbe Contractor's 
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Project Manager shall perform the duties required under the Contract, including, 
but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project 
Manager must be available to promptly respond during Normal Business Hours 
within two (2) hours to inquiries from the Slate, and be at the site as needed. The 
Contractor's Project Manager must work diligently nnd use his/ her best efforts on 
tile Project. 

4.2.3 The Contractor shall not change its assignment of the Contractor's Project 
Manager without providing the ·state written justification and obtaining the prior 
written approval of the State. State approvals for replacement of the Contractor's 
Project Manager shall not be unreasonably withheld. The replacement Project 
Manager shall have comparable or greater skills than of the Contractor's Project 
Manager being replaced; meet the requirements of the Contract; and be subject to . 
reference nnd background cllecks described above in General Provisions, Section 
4.2.1: Contract Project Mnnager, and in Contract Agreement General Provisions, 

· Section 4.6: Reference and Background Checks, below. The Controctor shall 
assign a replacement of the Contractor's Project Mannger within ten ( I 0) business 
days of the departure of the prior Contractor's Project Manager, and the Contractor · 
shall continue during the ten ( 10) business day period to provide competent Project 
management Services through the assignment of a qualified interim Project 
Manager. 

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the 
option, at its discretion, to terminate the Contract, declare tile Contractor in default 
and pursue its remedies at law and in equity, if the Contractor fails to assign a the 
Contractor Project Manager meeting the requirements and terms of the Contract. 
. ' 

4.2.5 CONTRACTOR Project Manager is: 
Jose Munoz 
IT Project Manager 
EndurID 
8 Merrill lodustrial Drive, Unit 4 
Hilmpton, NH ()3842 
603-758-1488 xl 13 
jmunoz@endurid.com 

4.3 CONTRACTOR KEY PROJECT STAFF 

4.3.1 The Contractor shall assign Key Project ~taff who· meet the requirements ·or the 
Contract, and can implement the Software Solution meeting the requirements set 
forth in RFP-2019-NHH-03-PATIE. The State may conduct reference and 
background checks on the Contractor's Key Project Staff. The State reserves the 
right to require removal or reassignment of the Contractor's Key Project Staff who 

2019-033 IT ~revisions AiJm 2 
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are found unacceptable to the State. Any background checks shall be performed in 
accordance with General Provisions Section 4.6: Bnckgrou11d Checks. 

4.3.2 The Contractor shall not change any of the Contrnctor's Key Project Stoff 
commitments without providing the State written justification and obtaining the prior 
\\'Titteo approval of the State. State approvals for replacement of the· Contractor's 
Key Project Staff ,viii not be unreasonably withheld. The replacement of the 
Contractor's Key Project Staff shall have comparnble or greater skills than of the 
Contractor's Key Project Stoff being replaced; meet the requirements of the 
Contract, including but not limited to the requirements set forth in RFP Appendix C: 
System Requirements n11d Delivembles and be subject to reference and background 
checks described in Contract Agreement- General Provisions, Section 4.6: Reference 
n11d Bnckgro1111d Checks, 

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall 
have the option to terminate the Contract, declare the Coqtraclor in default and to 
pursue its remedies at law and in equity, iftbe Contractor fails to assign Key Project 
Staff meeting the requirements and terms of the Contract or ifit is dissatisfied with 

. the Contractor's replacement Project staff. 

4.3.3.1 The· Contractor Key Project Staff shall consist of the following 
individuals in the roles identified below: 

The Contractor's· Key Projec1 Staff: 

Key 
Member(s) 
Joe Tinson 

Jeff Bagley 

4.4 . STATE CONTRACT MANAGER 

Title 

Project Manager 

Regional Sales Manager 

. Tile State slJall assign a Contract Manager who shall function as the State's representative ,vi1h 
regard to Contract administration. The State Contract Manager is: 

/ 

Dan Rinden 
Business Administrator III 
36 Clinton Street 
Concord, NH 03301 
603-271-5512 
603>271-5969 
Daniel.Rinden@dhhs.nh.gov 
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4.S STATE PROJECT MANAGER 
The State shall assign a Project Manager. The State Project Manager's duties shall include the 
following: 

11. Leading lile Project; 
b. Engaging and managing all Contractors; 
c. · Managing significant issues and risks. 
d. Reviewing and accepting Contract Deliverables; 
e. Invoice sign-offs; 
r. Review nnd approval of cbange proposnls; and 
g. Managing stakeholders' concerns. 

The State Project Manager is: 

Sean Hollingsworth 
DOIT IT Lend NHf-I 
36 Clinton Street 
Concord, NH 03301 
603-271-575]. 
Sean.P.Hollingsworth@doit.nh.gov 

4.6 ,REFERENCE AND BACKGROUND CHECKS 

The Contractor shall conduct criminal background checks ond not utilize any staff, including 
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of 
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or 
misdemeanor offense for which incarceration for up to I year is an authorized penalty. The 
Contractor sboll promote and maintain an awareness of the importance of securing ll.le State's 
information among the Contractor's employees and agents. 

The State may, at its sole expense, conduct reference nod background screening ofU1e Contracted 
Vendor Project Manager and the Contractor Key Project Staff. The Stale shall maintain the 
confidentiality of bnckground screening results in accordance will.l the Contract Agreement -
General Provisions-Section 11: Use of State's lnfornmtion, Confidentiality. 

5. DELIVERABLES 

S.l CONTRACTOR RESPONSIBILITIES 
The Contractor shall be solely responsible for meeting· oll requirements, and tenns and conditions 
specified in this Contract,_ regard!ess of whether or not JI subcontractor is used. 

The Contractor-may subcontract Services subject to the provisions of the Contract, including but 
not limited to, the temis and conditions in the Contract Agreement. The Contractor must submit 
oil information nnd documentation relating to the Subcontrnctor, including terms and conditions· 
consistent with this Contract. The State will consider lile Contractor to be wholly responsible for 
the performance of the Contract and the ·sole point of contact with regard to all contractual matters, 
including payment of any and all charges resulting from lile Contract. 

2019-033 IT ~~ovisio:zr~ 2 
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5.2 DELIVERABLES AND SERVICES 
The Contractor shall provide the Department with the Deliverables and Seryices in accordance with 
the time frames in the Work Plan for this Contract, and as more particularly described in Contract 
Exhibit A: Contract Deliverables. 

5.3. NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND 
ACCEPTANCE 
After receiving written Certificntioo from the Contractor that n Non-Software or Writlen 
Deliverable is final, complete, and ready for.Review, the State will Review the Deliverable to 
determine whether H ·meets the ·Requirements. outlined in Contract Exhibit A: Contract 
Delfrerables. Tbe State will notify the Contractor in writing of its Acceptance or rejection of the 
Deliverable within five (S) business days of the State's receipt of the Contractor's written 
Certification. Jfthe State rejects the Deliverable, the Staie shall notify the Contractor of the nature 
and class of the Deficiency and the' Contractor shall correct the Deficiency within the period 
identified in the Work Plan. If no period for the Contractor's correction of the Deliverable is· 
identified, the Contractor shall correct tl1e Deficiency in the Deliverable within five (5) business 
days. Upon receipt of lhe corrected Deliverable, tbe State shall have five (5) business days to 
review the Deliverable nod notify the Contractor of its Acceptance or rejection thereof, with the 
option to extend the Review Period up to five (5) additional business days. Iftbe Contractor fails 
to correct the Deficiency within the allotted period of time, the State may, at jts option; continue 
reviewing the Deliverable and require the Contractor to continue until the Deficiency is corrected, 
or immediately terminate the Contract, declare the Contractor iri default, and pursue its remedies at 
law and in equity. -

5.4 SOFTWARE REVIEW AND ACCEPTANCE 
System/Software Testing and Acceptance sllall be performed as set forth in tl1e Test Plan and more 
particularly described in Exhibit F: Tesli11g Sen·ices. 

6. SOFTWARE 
The Contractor shall provide the State with access to tl~e Software and Documentation set forth in the 
Contract, and particularly described in Exhibit J: Softwore Agreeme111. 

7. SERVICES 
The Contractor shall provide U1e Services required under the Contract Documents. All Services shall 
meet, and be perforu1ed, in accordance witll the Specifications. 

7.1 ADl'vllNISTRATIVE SERVICES 
The Contractor shall provide the State with the admiaistrntive Services set fo.rth in the 
Contract, and particularly described in fahibit D: Administrative Services.-

20 I 9-033 IT Provisions;rr 2 · 
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7.2 IMPLEMENTATION SERVICES 
The Contractor shall provide the State willl the lmplementation Services set forth in the 
Contract, nnd particularly described in Exhibit E: Implementation Services. 

7.3 TESTING SERVICES 
TL!e Contractor shall perform testing Services for the State set forth in tl.!e Contract, nnd 
particularly described in Exhibit F: Testing Services. 

7.4 TRAINING SERVICES 
The Contractor shall provide the State with training Services set forth in the Contract, and 
particularly described in Exhibit L: Training Services. 

7.51\Ull'fTENANCE AA'D SUPPORT SERVICES 
The Contrnctor shall provide the State with Maintenance and support Services for ti.le Software 
set forth in the Contract, o.nd particularly described in Exhibit G: System Maintenance and 
Support. 

7.6 WARRANTY SERVICES 
The Contractor s!Jall provide the State with warranty Services set forth in the Contract, and 
particularly described in E.xbibit K: Warranty & Warranty Services. 

8. WORK PLAN DELIVERABLE 
The Contractor. shall provide the State with R Work Plan that shall include, without linlitation, a· 
detailed description of the Schedule, tasks, Deliverables, major nlilestones, tnsk dependencies, and 
payment Schedule. 

The initial Work Piao shall be a separate Deliverable and is set forth in Contract Exhibit I: Work Pinn. 
The Contractor shall update tl.!e Work Plan ns necessary, but no less tbnn every two weeks, to 
accurately reflect the status of the Project, including without limitation, the Schedule, tnsks, 
Deliverables, major milestones, task dependencies, and paymen~ Schedule. Any such updates to the 
Work Plan must be approved by the State, in writing, prior to fi.nal incorporation into Contrnct Exhibit 
I: Work P.la11. The updated Contract Exhibit I: ·Work Plan, as approved by the State, is incorporated 
herein by reference. 

Unless otherwise agreed in writing by the State, changes to the Contmi:t Exhibit I: Work Pinn shall 
oot relieve the Contractor from liability to the State for damages resultfog from the Contractor's failure 
to perfonn its obligations under the Contrnct, including, without limitation, performance in accordance 
with the Sc!Jedule. 

In the event of any delay in tl.!e Schedule, tl.!e Cont_ractor must immediately notify the State in writing, 
identifying the nail.ire of the delay, i.e.,·specific actions or inactions of the Contractor or the State 
causing the 'problem; its estimated duration period lo reconciliation; specific actions that need to be 
taken to correct the problem; and the expected Schedule impact ?n the Project. 
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In the event additional time is required by the Conlrnctor to correct Deficiencies, the Schedule shall 
not change unless previously agreed in writing by the State, e."<:cept thnt the Schedule shall 
auto111J1tically extend on a day-to-day basis to the extent that the delay does not result from the 
Conrrnclor's failure to fulfill its obligations under tile Contract. To the extent that the State's execution 
of its major tasks talces longer than described in the Work Plan, the Schedule shall automatically extend 
on a day-to-<lay basis. 

Notwithstanding enything 10 the contrruy, the Stale shall have the option to terminate the Contract for 
default, at its discretion, if it is dissatisfied with the Vendor's Work Piao or elements within the Work' 
Plan. · 

9. CHANGE ORDERS 
The State may make changes or revisions at nny ti,me by written Change Order. The State originated 
changes or revisions shall be approved by the Department of Information Technology. Within five (5) 
business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State, in 
detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Pinn.' 

The Contractor Illi1Y request a change within the scope of the Contract by written Change Order, 
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to 
the Contractor's requested Change Order within five (5) business days. The State Agency, as well ns 
the Department of Information Technology, must approve nil Change Orders in wriiing. The State 
shal) be deemed to have rejected the Cbange·Order if the parties are unable to reach nn agreement in 
writing. 

A!l Change Order requests from lhe Contractor to the State, und the State acceptance of the 
Contractor's estimate for a State requested change, will be acknowledged and responded to, either 
acceptance or rejectio·n, in writing. If accepted, the Change Order(s) shall be subject to the Contract 
amendment process, as determined to apply by the State. 

10. INTELLECTUAL PROPERTY 

10.1 SOFTWARE TITLE 
Title, rigbt, and interest (including all ownership and intellectual property rights) in the Software, 
and its associated Documentation, shall remain with the Contractor. 

Upon successful completion nod/or tenniuation of the lmplementntion of tbe Project, the 
Contracted Vendor shall own and hold nll, title, and rights in any Software modifications developed 
in connection with perfonnnnce of obligations under the Contrnct, or modifications to the 
Contracted Vendor provided Software, and their associated Documentation including any and all 
performance enhancing operntionnl plans and the Vendors'. special utilities. The Contracted 
Vendor shall license back to the State the right to produce, publish, or otherwise use such sofhvare, 
source code, object code, modifications, reports, nnd Documentation developed under the Contract. 

art 2 Page 19 of33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2- INFORMATION TECHNOLOGY PROVISIONS 

In no event shall the Vendor be precluded from developing for itself, or for others, materials that 
are competitive with, or similar to Custom Software, modifications developed in connection with 
performance of obligations under lhe Contract. In addition, the Vendor silall be free to use its 
general knowledge, skills, experiel)ce, nod any other ideas, concepts, know-bow, and techniques 
that are acquired or used in the course of its performnnce under this agreement. 

10.2 STATE'S DATA AND PROPERTY 
AJI rights, title and interest in State Data shall remaiJl with the State. All data and any property 
which has been receiyed from the State· or purcbpsed with funds provided for that purpose under 
this Agreement, shall be the property of the State, and shall be returned 10 the State upon demand 
or upon termination of this Agreement for any reason. The Contractor shall not access State user 
accounts or State data, except (I) in the course of data center operations, (2) in response to seivice 
or technical issues, (3) as required by the express terms of this contract or (4) at the State's written 
request. 

10.3 CONTRACTOR'S MATERIALS 

Subject to _the provisions of this Contract, the Contractor may develop for itself, or for others, 
materials that are competitive with, or similar to, lhe Deliverables. In accordance with the 
provision of this Contract, the Contractor shall ool distribute any prodllcts containing or disclose 
any State Confidential Information. The Contractor sbaU be free to use its general knowledge, skills 
and experience, nod any ideas, concepts, know-how, and techniques that are ncquireq or used in 
the course of its performance under this Contract, ·provided that such is not obtained as the result 

. of the deliberate memorization of the State Confidential Information by the Contractor employees 
or third party consultants engaged by the Contractor. 

Without limiting the foregoing, the parties agree that the general knowledge referred to herein 
cannot include information br records not subject to public disclosure under New Hampshire RSA 
Chapter 91-A, which includes but is not limited to the'following: records of grand juries and petit 
juries; records of parole and pardon boards; personal school records of pupils; records pertaining. 
to internal persoru1el practices, financial information, test questions, scoring keys and other 
examination data use to. administer _a licensing examination, exnnunation for employment, or 
academic examination and personnel, medical, welfare, library use, video tape sale or rental, nnd 
other files containing personally identifiable infonnation that is private in nature . 

. 10.4 STATE WEBSITE.COPYRIGHT 

WWW Copyright and Intt-llectual Propc11y Rlghts 
All right, title nod interest in the State WWW site <NH.GOV, etc.>, including copyright to nil Data 
and infonnation, shall remain with the State. The State shall also retain nil right, title and interest 
in any user interfaces and computer instructions embedded within the WWVv pages. All WWW 
pages and_ any other Data or infonnation shall, where applicable, display the State's copyright. 

2019-033 IT Provis~·oos 2 
Contractor Initialr 
Date: J fr~ a4 . .... 
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10.5 CUSTOM SOFTWARE SOURCE CODE 

1n the event that the State purchases software development services, wbicb results in Custom 
Software, the Contractor shall provide the State with a copy of the source code for the Custom 
Software, which shall be subject to the License rights. The State shall receive a worldwide,· 
perpetual, irrevocable, non-exclusive paid -up right and license to use, copy, modify and prepare 
derivative works ofany custom developed software. This section does not apply to the Contractor's 

. proprietary software code. 

10.6 SURVIVAL 

This Contract Agreement Section 10: I111e/lec111al Property shall survive the termination of the 
Contract. · · 

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY 

11.1 USE OF STATE'S INFORMATION 

In perfonning its obligations under the Controct, the. Contractor may gain access to 
information of the State,· including State Confidential Information. "State Confidential 
Information" shall include, but not be limited to, inforuwtion exempted from public _ 
disclosure under New Hampshire RSA Chapter 91-A: Access lo Public Records and 
Meetings (see e.g. RSA Chapter 91-A: 5 E-.:e111P.lio11s). The Contractor shall not use the State 
Confidential Information developed or obtained during the perform.'lnce of, or acquired, or 
developed by reason of the Contract, except as directly connected lo and necessary for tbe 
Contractor's performance under the Contract. · 

11.2 STATE CONFIDENTW., Jll;"FORMATION. 

The Contractor shall maintain tlle confidentinlity of nod protect from unauthorized use, 
di_sclosure, publication, and reproduction (collectively "release"), all State Confidential 
Information that becomes available to the Contractor in connection with its perfommnce 
under the Contract, regardless of its form. 

Subject to applicable federal or State laws and regulations, Confidential Infonnation shall 
not include information which: (i) shall have otherwise become publicly available other than 
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the 
receiving party on a non-confidential basis from a source other than the.disclosing party, 
which the receiving party believes is not prohibited from disclosing such infonnation as a 
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving 
party independently of, or was known by the receiving party prior to, any disclosure of such 
_infonnation made by the disclosing party; or (iv) is disclosed with the written consent of the 
disclosing party. A receiving party also may disclose Confidential lnfonuation to the extent 
required by an order of a court of competent jurisdiction. · 

Any disclosure of the State Confidential Information shall require the prior writ1en approval 
of the Stale. The Contractor slmll immepiately notify the State if any request, subpoena or 
other legal process is served upon the Contractor regarding the State Confidential 
Information, nnd the Contractor sball cooperate with the State in any effort the State 

rt 2 Page 21 of 33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE OF NEW HAMJ>SHIRE 
DEPARTMENT OF HEALIB AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

undertakes to contest the request, subpoena or other legal process, at oo additional cost to the 
State. · 

In the event of the unauthorized release of Slate Confidential Informalioo, the Contractor 
shnll inunedialely notify the State, and the State may immedialely be entitled to pursue noy 
remedy at law and in equity, including, but not limited to, injunctive relief. 

I 1.3 CONTRACTOR CONFIDENTIAL INFOR1\1A TION 

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or 
proprietary information, the Contractor must clearly identify in writing all infonnation it 
claims to be confidential or proprietary. Notwithstanding the foregoing, the Stale 
acknowledges . that the Contractor considers the· Software and Documeotation to be 
Confidential Information. The Contractor acknowledges that the State is subject to State and 
federal laws governing disclosure of information including, but not limited to, RSA Chapter 
91-A. The State shall maintain the confidentiality cif the identified Confidential lnfonnation 
insofar as it is consistent with applicable State and federal laws or regulations, including but 
not limited to, RSA Chapter 9 l-A. In tbe event the State receives a request for the 
information identified by the Contrnctor as confidential, the State sball notify the Contractor 

· and specify the date the State will be releasing the requested informalion. Al the request of 
the Stale, the Contractor shall cooperate and assist the State with the collection and review 
of the Contractor's information, at no additional expense to the Stale. Any effort to prohibit 
or enjoin the release of the infonnntion shall be the_ Contractor's sole responsibility nod at 
the Contrnc1or's sole expense. If the Contrnctor foils to obtain n court order enjoining the 
disclosure, tbe State shall relense the informal ion on the date specified in the Stale 's notice 
to the Contrnctor, without II.DY linbilily 10 the Contractor. 

11.4 SURVIVAL 

This Contract Agreement Section 11, Use of S1n1e's /11fon11ntio11, Co11.fide11rinliT)1, shall · 
survive lennination or conclusion of the Contract. 

12 LIMITATION OF LIABILITY 

12.l STATE 
Subject to applicable laws nod regulations, in no event shall the State be liable for nny 
consequential, special, indirect, iricidenlal, punitive, or exemplary damages. Subject lo 
applicable l~ws and regulalions, the State's liability to the Contractor shall not exceed the 
total Contract price set forth in Contract Agreement - P-3 7, General Provisions., Block J .8. 

12.2 COI\'TRACTOR 
Subject to npplicnble lows and regulations, in no event shall the Contractor be liable for any 
consequential, special, indirect, incidental, punitive or exemplary damages nnd the 
Contractor's liability lo the State shall not exceed two times (2X) the total Contract price set 
forth in Contract Agreement - P-37, General Provisions, Block 1.8. 

2019-033 JT Pro,isio~rt 2 
Contractor;;,tinls: 
Date: J?-/a,tJ 
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Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's 
indemnification obligations set forth in the Contract Agreement-General Provisions Section 
13: Inde11111i.ficotio11 and confidentiality obligations in Contract Agreernent-P-37, General 
Provisions Section l l: Use.of StMe 's bifor111otio11, Co11fide11tiality, which shall be unlimited. 

12.3 STATE'S ThlMUNITY 
Notwithstanding the foregoing, nothing herein contnined shall be deemed to constitute a 
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the 
State. This covenant shall survive term.i.nation or Contract conclusion. 

12.4 SURVIVAL 
This Sect.ion I 2: Li111itatio11 of Liability shall survive termination or Cont:3ct conclusion. 

13 TEfil'llNATION 
'This Section i3 shall survive the termination or.Contract Conclusion. ' 

13.l TERMINATION FOR DEFAULT 
Any one or more of the following acts or omissions of the Contractor shall constit11te Ill) event of 
default hereunder ("Event of Default") 

a. Failure to perform the Services satisfactorily or on schedule; 
b. Failure to submit any report required; and/or 
c. Failure to perform any other covenant, term or condition of the Contract 

13.1.1 Upon the occurrence of any Event of Default, the State may take any one or more, or a!J, 
of the following actions: · 

a. Unless otherwise provided in the Contract,. the State sball provide the Contractor­
written notice of default and require it to be remedied within, in the absence of a 
greater or lesser specification of time, with.in thirty (30) days from the date of notice, 
unless otherwise indicated within by the State ("Cure Period"). lf the Contractor 
foils to cure the default within the Cure Period, the State may terminate the Contract 
effect.ive two (2) days after giving the Contractor notice of tennination, at its sole 
discretion, treat the Contract as breached and pursue its remedies at law or in equity 
or both. 

b. Give the Contractor a written notice specifying the Event of Default and suspending 
nil payments to be made under the Contract and ordering that the portion of the 
Contract price which would otlmwise accrue to the Contractor during the period 
from the date of such ·notice until such time ns the State detemlines that tl!e 
Contractor bas cured the Event of Default shaU never be paid to the Contractor. 

Page 23 of 33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

. . 
c. Set off against any other obligations the State may owe to the Vendor any damages 

the State suffers by reason of any Event of Default; 

d. Treat the Contract as breached and pursue any of its remedies nt law or in equity, or 
both. 

e. Procure Services that arc the suoject of the Contract from another source and the 
Contractor shall be linble for reimbursing the Stnte for the replacement s~rvices, 
and all administrative costs directly related to the replacement of the Contract and 
procuring the Services from another source, such as costs of competitive bidding, 
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all 
of which shall be subject to the limitations of liability set forth in the Contract. 

13.l .2 The Ve.odor ~hall provide the State with written notice of defoult, and the State shall cure 
the default within thirty (3-0) days. · 

13.2 TERMINATION FOR COJ\~NIENCE 

13.2.1 The State may, at its sole discretion, tenninate the Contract for convenience, in whole or 
in part, by thirty (30} days ,vri11en notice to the Contractor. In the event of a termination 
for convenience, the State shnll pay the Coniractor the ngreed upon price, if separately 
stated in this Contract, for Deliverables for ,vhich Acceplnnce bas been given by the 
Stnte. Amounts for Services or Deliverables provided prior to the dale of termination for 
which no separate price is stated under the Contract shall be pnid, in whole or in part, 
generally in accordance .with Contract Exhibit B, Price and Pa;;111e111 Schedule, of the 
Contract. 

13.2.2 Du~ing the thirty (30) day period, the Contractor shall wind down and cease $ervices as 
quickly and efficiently as reasonably possible, without performing unnecessary Services 
or activities and by minimizing negative effects on the State from such winding down 
and cessation of Services. · 

13.3 TERMINATION FOR CONFLICT OF INTEREST 

13.3.1 The State may terminate the Contract by ~vritten notice if it determines that a conflict 
of interest exists, including but not limited to, a violation by any of the parties hereto 
of applicable laws regarding ethics in public acquisitions and procurement and 
perfonnance of Contracts. 

In such case, the State shall be entitled to a pro-rated refund pf any current 
development, support, and maintenance costs. The Stnle sllall pay oil other contracted 
payments that would have become due and payable if the Contractor did not know, or 
reasonably did no! know, of the conflict of interest, 
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13.3.2 In the event the Coctrncl is terminated as provided above pursuant to a violation by 
the Contractor, the State shall be ectitJed to pursue the same remedies against the 
Cootraclor as ii could pursue in the event of a default of the Contract by the Contractor .. 

13.4 TERMINATION PROCEDURE 

13.4.1 Upon ternunation of the Contract, the State, in addition to any other rights provided in 
the Contract, may require tbe Contractor to deliver to U1e State nny property, including 
without limitation, Softwnre nod Written Dclivcrabl'es, for such part of the Contract ns 
has been tenninnled. 

13.4.2 After receipt of a notice of tennination, and excep·t as otherwise directed by the State, the 
Coniractor sball: 

a. The Stale shall be entitled to any post-termination assistance generally made ovnilable 
with respect to the services, unless II unique data retrievnl arrangement has been 
established as part of tlie SLA. 

b. Stop work under the Contract oo the date, and to the extent specified, in the notice; 

c. Promplly, but in no event longer than thirty (30) days nftcr temiinatiori, terminate its 
orders nnd ·subcontracts related 10 the work whicb has been terminated and settle all 
outstanding liabilities and nil claims arising out of such tennioation of orders and 
subcontracls, with the approval or ratification of the State to the extent required, which 
approval or ratification shall be final for the purpose of this Section; 

d. Take such action as the State directs, or as necessruy to preserve nnd protect the 
property related to lbe Contrnct wbicb is in the possession of the Contractor and in 
which the State has an interest; · 

e .. During any period of service suspension, the Contractor sbnll not take any action to 
intentionally erase any State data. · 

I. In the event of temiination of any services or agreement in entirety, the Contrnctor 
shall not take any action to intentionally erase any State data for a p'eriod of: 

• 10 days after the effective date oftem1ination, if the terminntion is in 
accordance with the contr~ct period 

• 30 days after llie effective date of terminntion, if tile temlination is for 
convenience 

• 60 days after the effective dote of termination, if the termination is for cause 
2. After such period, the Contractor shall have no obligation to maintain or provide 

any State.data and sball thereafter, unless legally prohibited, delete all State data 
in its systems or otherwise in its possession or.under its control. 
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f. Transfer title to. the State and deliver in the manner, at tbe times, and to the extent 
dir~ted by the Stale, any property which is required to be furnished to the Stale and 
which has been accepted or requested by lhe State; and 

g. Tbe Contractor shall implement an orderly return of State data in a CSV or another 
mutually agreeable format at a time agreed lo by the parties and the subsequent secure 
disposal of State data; 

b. The Contractor snail securely dispose of all requested data in all of its fom1S, such as 
disk, <:;pt DVD, backup tape and paper, wben requested by the State. Data shall be 
permanently deleted and shall not be recoverable, according to National Institute of 
Standards and Technology (NIST)-approved melhods. Certificates of destruction shall 
be provided to the State. 

i. Provide written Certification to the State that the Contractor bas surrendered to the 
State all said property. 

14 CHANGE OF OWNERSHIP 
In the event that the Contrnctor should change ownership for any reason whatsoever, the State shall 
have the option of continuing under the Contract with the Contractor, its successors or assigns for the 
full remaining tenn of the Contract; continuing under the Contrnct with tbe Contractor, its successors 
or assigns for such period of time as determined necessary by the State; or immediately terminate tbe 
Contract ,vithout liability to the Contrnctor, its ~ccessors or assigns. 

15 ASSIGNMEN:r, DELEGATION AND SUBCONTRACTS 
15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer imy of its interest, 
rights, or duties.under the Contract without the prior written consent of the State. Such consent shall 
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made 
without .the State's prior written consent shall be null and void, and may constitute an event of default 
at tile sole discretion of the State. 

15.2 · The Contractor shall remain wholly responsible for performance of the entire Contract even if 
assignees, delegate~, Subcontractors, or otl1cr transferees ("Assigns") are used, unless otherwise agreed 
lo in writing by the State, and the Assigns fully assumes in writing any nnd all obligations and liabilities 
under the_ Contract from the Effective Date. In the absence of a written assumption of full obligations 
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall 
neither re'tieve the Contractor of any of its obligations u·nder the Contract nor affect any remedies 
available to the ·state against the Contractor tl1at may arise from any event of default of.the provisions · 
of tl1e contrnct. The State shall consider the Contractor to be tlie sole point of contact with regard 10 all 
contractual matters, including payment of any and all charges resulting from the Contnict. 

\ 
J 

15.3 Notwithstanding the foregoing, nothing herein shnU prohibit the Contractor from assigning the 
Contract to the successor of all or substantially 1111 of the assets or business of tl1e Contractor provided 
tbat the successor fully assumes in writing nil obligations and responsibilities und_er the Contrnct. 1n the 
event that the Contractor should change ownership, as permitted .under Section 15: Change of 
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0.mersliip, tbe Stntc shall have the option to continue under lbe Contract with the Contractor, its 
successors or assigns for the full remaining lerm of the Contract; continue under the Contract with the 
Contractor, its· successors or assigns for sucl1 period of time es detennined necessary by the State; or 
immediately tenninllling the Contract without liability to the_ Contrnctor, its successors or assigns. 

16 DISPUTE RESOLUTION 
Prior to the filing of any fonnnl proceedings with respect lo a dispute (other thnn an action seeking 
injunctive relief with respect to inteUecllml property rights or Confidential Information), the party 
believing itself aggrieved (the "Invoking Party") sbnll cnll for progressive management involvement in 
the dispute negotiation by written notice to the otber party. Such notice shall be without prejudice to 
the Invoking Party's right to any oilier remedy permitted under the Contract. 

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as 
needed, al mutually convenient .times nnd places, between negotiators for the parties at the following 
successive management levels, each of which shall have a perio·d of allotted time as specified below in 
which to attempt to resolve the dispute: 

Dispute Resolution Responsibility and Schrdulc Tahir 

,:Prtiii'ai-y.::. Joe Tinson 

t' \<::<r: Project Manager 

;,Fffsti. ·:·; ·, Jose.Munoz tt:t'..'.i:.; IT Project Manager 

Al LnRose 
Chief 
Executive Officer 

Sean Hollingworth 5 Business Days 
State Project 
Mana1ter (PM) 

Lori Shibinette 10 Business Days 
CEO New 
Hampshire Hospital 
Kerrin A. Rounds 15 Business Days 
Acting 
Commissioner 

The allolted time for the first level negoliations shall begin on the date the Invoking Party's notice is 
received by the other party. Subsequent itllolled time· is days from the date that the original Invoking 
Party's notice is received by the other party .. 

17 SAAS GENERAL TERMS AND CONDITIONS 

17 .I COl\fPUTER USE 
In consideration for receiving access to ond use of the computer facilities, network, licensed 
or developed software, software maintained or operated by nny of the State entities, systems, 

20 l 9-033 IT ProvisioDSil- liirt 2 
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equipment, Documentation, information, reports, or data of any kind (hereinafter 
"Information"), the Contractor understands and agrees to the following rules: 

a. Every Authorized User has the responsibility to assure the protection of information from 
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure. 

b. That information shall be used solely for conduciing official State.business, and nil other 
use or access is strictly forbidden including, but not limited to, personal, or other private 
and non-State use and that at no time shall the Contractor access or attempt to access any 
infofIIllltion without having the express authority to do so. 

c. That at no time shall ·the Contractor access or attempt to access any information in a 
manner inconsistent with the approved policies, procedures, and /or agreements relating 
to system entry/access. · 

d. That aU software licensed, developed, or being evaluated by the State cannot be copied, 
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, end that at 
ali times the Contractor must use utmost care to protect and keep such software strictly 
confidential in accordance with the license or any other Agreement executed by the State. 
Only equipment or software owned, licensed, or being evaluated by the State, can be used 
by the Contractor. Personal software (including but not limited to palmtop sync software) 
shall not be installed on any equipment. 

t. That if the Contractor is found to be in violation of nny of the above-stated rules, the User 
may foce removal from the State Contract, nndlor criminal or civil prosecution, if the act 
constitutes a violation of law. · · 

17.2 EMAIL USE 
Email and other electronic communication messaging systems are State of New Hampshire 
property and are 10 be used for business purposes· only. Email is defined ns "internal Email 
systems" or "State-funded Email systems." The Contractor understands and agrees that use 
of email shall follow State standard policy (available upon request). . ' . . 

17.3 INTERNlff /INTRANET USE 
The Internet/Intranet is to be used for access to and distribution of infomiation in direct support 
of the business of the State of New I:Iampshire according to State standard policy {available 
upon request). ' 

.. 17.4 REGULATORY GOVERNMENT APPROVALS 
Tile Contractor shall obtain all necessary and applicable regulatory or other governmental 
approvals necessary to perform its obligations under the Contract. I 

( 

17.5 INSURANCE CERTIFICATE 

~art 2 Page 28 of 33 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STATE"OFNEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTil1CATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 . 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

The Insurance Certificate should note the Certificate Holder in the lower left hand block including 
State of New Hampshire, Department Name, name of the individual responsible for the fonding 
of the contracts and his/her address. 

17.6 EXHIBITS 
The Exhibits referred to, in and attached, to the Contract lire incorporated by reference as if 
fully included in the text. 

17.7 VENUE AND JURISDICTION 
·Any action on the Contract may only be brought in the State of New Hnmpshire, Merrimack 
County Superior Court. 

17.8 SURVIVAL 
The lenns, conditions and warranties contained in the Contract that by their context are 
intended to survive the completion of the performance, cancellation or terminntion of the 
Contract shall so survive, including, but not limited to, the terms of the Exhibit D Section 5: 
Records Retention and Access Requirements, Exhibit D Section 6: Accounting Requirements, 
and Form P-37, General Provisions-Section 9: Data/Access/Confidentiality/Preservation, and 
Fonn P-37, General Provisions- Section 10: Terminatioµ which shall all survive the 
tenuination of the Contract. 

17.9 FORCE MAJEURE 
Neither the Contractor nor the State shall be responsible for delays or failures in performance 
resulting from evenls beyond the control ofsucb party and withoul fault or negligence of such 
party. Such events shall include, but not be limited .to, acts of God, strikes, lock outs, riots, 
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents, 
earthquakes, and unusually severe weather. 

Except in the event of the foregoing, Force Majeure events shall not include the Contractor's 
inability to hire or provide perso1111el needed for the Contractor's performance under the 
Contract. · ' 

17.10 NOTICES 
Any notice by a party hereto to the other party shall be deemed to ~ave been duly delivered or 
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office 
addressed to tile parties at the following addresses. 

TO THE CONTRACTOR: 
ENDUR ID, INC. 
8 MERRII..L ORNE, UNIT 4 

HAMPTON, NH03842 
TEL: 603-758-1488 
E.MAIL: ALAROSE@ENDURID.COM 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENIIFICATION BRACELETS AND SOFTW.ARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

17.11 DATA PROTECTION 
Protection of personal privacy and data sball be an integral part of the business activities of 
the Contractor to ensure tllere is no inappropriate or unauthorized use of State infonnation 111 
ruiy time. To this end, tbe Contractor shall safeguard ihe confidentiality, integrity and 
availability of State information and comply with the fol.lowing conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 
organizational security measures to safeguard against unauthorized access, disclosure or 
theft of personal data and non-public data. Such security measures shall be in accordance 
with recognized industry practice and not less stringent than the measures the Contractor 
applies to its own personal data and non-public data of similar kind. 

b. All datn obtained by the Contractor in the perfomtance of this contract and all personal 
data shall be encrypted at rest and in transit with controlled access. Unless otherwise 
stipulated, the Contract_or is responsible for encryption of the personal data. 

c. Unless otherwise stipulnted, the Contractor shall enciypt all non-public data nt rest and 
. in transit. The State shall identify data it deems as non-public data to the Contractor. Tbe 
level of protection and encryption for all non-public data shall be identified and made a 
part of this contract. · 

d. At no time shall any data or processes - that either belong to or are intended for the· 
us~ of the Stnte or its officers, agents or employees - be copied, disclosed or retained by 
ilie Contractor or any party related to tbe Contractor for subsequent use in any transaction 
that does not -include. the State. · ' 

e. Tbe Contractor shall not use any infonnatiou collected in connection with the service 
issued fromHlis proposal for any purpose other tban fulfilling the service. . 

17.12. DATA LOCATION 
Tbe Contractor shall provide its Services to the State and· its end users solely from data centers 
within the Continental United States. Al! storage, processing and transmission of State data 
shall be restricted to iofohnation Jechnology systems within the Continental United 
States. Tbe Contractor shall not allow its personnel or sub~contrnctors to store State daln on 
portable devices, including personal computers, except ns specified and allowed ~y the 
contract, and then only on devices thnt are used and kept at its data centers within the 
Continental United-Stat_es. The Contractor shall pennit its personnel and Contractors to access 
State data remotely" only to provide technical support imd as specified or required by tlie 
contract: 

17.13. SECURITY INCIDENT OR DATA BREACH l'iOTCFICA TION 
Tbe Contractor shall inform Ille Stale of any security incident or data breach in accordance 
with NH RSA 359-C. 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFfWARE SYSTEM 
SAAS CONTRACT 2019-033 

PA,.RT 2 - INFORMATIO_N TECHNOLOGY PROVISIONS 

a. Incident Response: the Contractor may need to communicate with outside parties 
regarding n secUiity incident, which may include contacting lnw enforcement, fielding 
media inquiries and seeking external expertise as mutually agreed upon, defined by law or 
contained in the contract. Discussing security incidents with the Stnte should be hnndled 
on an urgent as-needed bnsis, os part of the Contractor communication and mitigation 
processes os mutually agreed upon, defined by law or contained in tbe contract. 

b. Security Incident Reporting Requirements: the Co111roctor shnll report a security 
incident to the approprinte Stale identified conlJlct immedinlely ns defined in the SLA. 

c.' Breach Reporting Requirements: lf the Contractor has actual knowledge of a confirmed 
data breach that affects the· security of nny State content that is subject to applicable data 

_ breach notification law, the Contractor shall (1) promptly notify the appropriate State 
identified contact within 24 hours or sooner, unless shorter time is required by applicable 
law, and (2) tnlce commercially reasonable measures to address the data breach in n timely 
manner. 

17.14. BREACH RESPONSIBil,lTIES 
This section only opplies when n data breach occurs with respect to personnl data within the 
possession or control of the Contractor. · ' 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriale 
State identified contact by telephone io accordance with the agreed upon security plan or 
security procedures if it reasonably believes there has been o security incident. 

·b. The Contrnctor, unless stipulated otherwise, shall promptly notify the appropriate State 
identified contact within 24 hours or sooner by telephone, unless shorter time is required 
by applicable law, if it confirms that there is, or reasonably believes that there has been n 
data breacll. the Contractor sllall (I) cooperate with the State as reasonnbly requested by 
the State to investigate nod resolve the data breach, (2) promptly implement necessary 
remedial measures, if necessary, and (3) document responsive actions token related to the 
data breach, including any post-incident review of events and actions token to make 
changes in business practices in providing the services, if necessary. 

c. Unless otherwise stipulated, if a data breach is n direct result of the Contractor's breach 
of its contract obligation to encrypt personal data or otherwise prevent its release, the 
Contractor shall bear the costs assodnted with: · 

(I) the investigation nod resolution of the dntn breach; 
(2) riotifications to individuals, regulators or others required by State law; 
(3) a credit monitoring service required by State (or federal) law; 
(4) a website or a toU-free number nnd call center for affected individuals required 

by State law NH RSA 359-C: 19-C:20, all not to exceed the average per record per 
person cost calculnted for Dain Breaches in the United States (currently S!48 per -
record/person) in the most recent "Cost of a Data Breach Study: Global Overview" 
published by the Ponemon Institute at the time of the Data Bre:icb; nod 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PA TIE NT IDENTIFICATION BRACELETS AND SOFfW ARE SYSTEM 
SAAS CONTRAGT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS . 

(5) complete all corrective actions as reasonably determined by the Contrac\or based 
on root cause;· all[(!) through (5)] subject to this Contract's limitation ofliability. 

17.15. NOTIFICATION OF LEGAL REQUESTS 
Tile Contractor sllall contact the State upon receipt of any electronic discovery, litigation holds, 
discovery searclles and expert. testimonies related to the State's data under this contract, or 
which in any way might reasonably require access to the data of the State. The Contractor shall 
not respond to subpoenas, seivice of process and other legal requests related to the State 
without first notifying the State, unless prohibited.by law from providing such notice. 

17.16. ACCESS TO SECURI1Y LOGS AND REPORTS 
The Contractor shall provide reports to the State in a format as agreed to by both the Contractor 
and the State. Reports shall include latency statistics, user access, user nccess IP address, user 
access history and security logs for all State files related to this contract. 

17.17. CONTRACT AUDIT 
Tbe Contractor shall allow the State to audit conformance to the contract tem1s. The State may 
perfonn this audit or contract with a third party at its discretion and at the State's expense. 

17.18. DATACEJl,'TER AUDIT 
The Contractor shall perform an independent audit of its data centers at least annually at iis 
expense, and provide a redacted version of the audit report upon request. The Contractor may 
remove its proprietary information from !he redacted version. A Seivice Organization Control 
(SOC) 2 audit report or approve'd equivalent sets the minimum level of a third-party audit. 

17.19. ADVANCE NOTICE 
The Contractor sllal.l give advance notice (to be detemtioed at the contract time and included 
in the SLA) to the State of any upgrades (e.g., mnjor upgrades, minor upgrades, system 
changes) tbat may impact service availability and perfom1ance. ·A major upgrade is a 
replDcement of hardware, software or firmware wirb a newer or belter version in order to bring 
the system up to date or to improve its characteristics. It usually includes a new version 
number. · 

17.20. SECURITY 
The Contractor shall disclose its non-proprietary security processes and technical limitations 
to tll_e State such tbat adequate protection and _flexibility can be attained between the State and 
tile Contractor. For example: virus checking and port sniffing- the State and the Contractor 
shall understand each other's roles and responsibilities. 

17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES 
Tile Contractor shall enforce separation of job duties, require commercially reasonable non­
discloswe agreements, and limit staff knowledge of Stale data to that which is absolutely 
necessary to perfonn-job duties. 

2019-033 IT Provisiotrart 2 

Contracto~~tfal 
Date: ~· 'l ~O 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 2 - INFORMATION TECHNOLOGY PROVISIONS 

17.22. IMPORT AND EXPORT OF DATA 
The State shall have the ability to import or export data in piecemeal or in entirety et its 
discretion without interference from the Contrnctor. This includes the ability for the State to 
import or export data to/from other service providers. 

17.23. RESPOr-.SIBILITIES AND UPTIME GUARANTEE 
The Contractor shall be responsible for the acquisition and operation of all hardware, softwnre 
and ne"vork support related to the services being provided. Tbe technical nnd professional 
activities required for establishing, managing and maintaining the environments are the 
responsibilities.of the Contractor. The system shall be available 24/7/365 (with agreed-upon 
maintenance downtime), and provide service to customers·as defined in the SLA. 

17.24. RIGHT TO RE.MOVE INDIVIDUALS 
The State shall have the right at any time to require that the Contractor remove from interaction 
with State any the Contractor representative who the State believes is detrimental to its working 
relationship' with the Contractor. The State shall provide the Contractor with notice of its 
determination, and the reasons it requests the removal. lft.he State signifies thnt n ~tential security 
violation exists with respect to I.he rcquesl, lhe Contractor shall immediately remove sucb 

· individual. Tbe Contractor sbaU not assign the person to any aspect of the contract or future work 
orders without the State's consent. 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3- EXHIBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

Scope of Services 

I. Provisions Applicable to All Services 

I. I. The Contrnctor agrees that, to the extent future legislative action by the New Hampshire General 
Court'or feder~ or state court orders may hav~ an impact on the Services described herein, tbe St~te 
Agency bas the rigbt to modify Service priorities and expenditure requirements under this 
Agreement so ns to achieve compliance therewith. 

1.2. The Contractor shall provide nnd install a turnkey solution for patient identification al New 
Hampshire Hospital, hereinafter to be called ''the project", and have it inn fully functional state no 
later thnn sixty (60) days after the contract effe~tive date. 

2. Scope of Services 

2.1. The Contractor shall conduct a project kick-off meeting, with personnel nl New Hampshire Hospital 
to be designated by the Department, no less than thirty (30) days from the contract effective date,· 
which includes, but is not limited to: 

2.1.1. A review of the overall project time line, to be npproved by the Depnrtment thnt includes, but 
is not limited to: 

2.1.1.1. A schedule of w~ekly meetings and/or conference cnlls. 

2.1.1.2. · A process for delivery of progress reports. 

2.1.1.3. A preliminary installation and training schedule, which niusl include, but is not 
limited to: · 

2.1.1.4. A start date. 

2.1.1.5. · A completion date. 

2.1.1.6.' Training dates_and times. 

2.1.1. 7. Identification of workstation, and server, nnd network requirements for IDMX 
softwnre. 

2.1.2. A site survey and wireless network assessment, which includes, but is not limited to, 
recommendations and price quotations for additional wireless hardware, if required to 
support the project installation. · 

2.1.3. Analysis of hardware and server and network requirements for the project. 

2.1.4. .A review of the IDMX/NetsnlJ!rtl Avatar integration process. 

2.1.5. Development of a custo~, wristband template based on the requirements set by the 
Department. 

2.2. Tbe Contractor shall provide vendor part number SM-I-LA patient identification (ID) wristbnnds 
that can be customized to specifications as required by the Department, including, but not limited to: 

State of NH Contrnct 2019-033 • .A J Date: ? /i~ / 2: 0 
Exhibit A- Contract Deliverables - Part 3 Contractor's Initials: -JJ;.1--
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STA TE OF NEW HAMPSHlRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATlON BRACELETS AND SOITW ARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3-EXHlBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

2.2.1. Patient demographic data. 

2.2.2. Color-coded medical alerts. 

2.2.3. Color-coded risk alerts. 

2.3. The Contrnctor shall provide ID.MX wristband production software that is compatible with the 
Department's current Netsmart/Avatar system, including, but not limited to: 

2.3.1. A software license that is valid for no less than two A.nd one-half (2-1/2) years. 

2.3.2. Connection to the Department's existing Netsrnart/ Avatar medical records software via HL 7 
interfacing. · 

2.3.3. Testing of the software configuration. 

2.3.4. Training each staff member to use the system, as required by the Department, which includes 
but is not limited to: 

2.3.4.1. Secur-Trac training for handheld users, to consist of no less than one (l) class of 
sixty (60) to ninety (90) minutes for eacb work shift, wbich includes, but is not 
limited to: 

2.3.4.1.l. Instruction on functions of handheld devices. 

2.3.4.1.2. Test scanning activities. 

2.3.4.1.3. A hard copy o_f the handbeld device User Guide. 

2.3.4.2. Secur-Trac Software training for software administrators, to consist of one ( I) 
class of ( 60) to ninety (90) nlinutes. 

2.3.4.3. ID.MX training on Ille wristband production software and wristband.and clasp 
application for all users, to consist of no less than one (I) class of thirty (30) to 
forty five (45) minutes for eacb work shift. 

2.3.5. Support services by lelephone on weekdays from 8:00 nm to 5:00 pm. 

2.3.6. Emergency support services 24 hours per day, seven days per week. 

2.3. 7. Testing of support services. 

2.4. The Contractor shall provide and install the Endur ID S_ecur-Trnc software al the direction oftlie 
Department. . 

2.5. The Contractor shall provide no less than twelve ( 12) Portable Ruggedized mobile computers, 
hereinafter to be called "handlie.ld scanning devices", whicb must have tbe ability to communicate 
with Endur ID Secur-Trnc software, and exchange and upload dal11. 

2.6. Each haodheld scanning device provided by the Contractor shall include features and functionality, 
. as req~ired by the Department, which include, but nre not limiled to : · 

Stale of NH Contrnct 2019-033 

fahibit A- Contract Deliverables -Part 3 · 
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ST A TE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTIV ARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 - EXHIBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

2.6.1. lP 64 rating. 

2.6.2. User log in requirements, which must include, but is not limited to: 

2.6.2.1. 

2.6.2.2. 

Integration with Avatar credentials, or: 

State of New Hnmpshire AD single sign-on. 

2.6.3. Capability to genero.te reports in multiple file formats, including, but not limited to: 

2.6.3.1. PDF. 

2.6.3.2. Excel. 

2.6.3.3. HTML. 

2.6.3.4. XML. 

2.6.4. A method that allows for replacement or repair of scanner tools supplied through Ibis contract 
within 24 hours of notice to the Contractor. 

2.7. The Contractor shall install the IDMX software and have it in a fully functional state no Inter than 
sixty (60) days after the coqtract effective date which inclu_des, but is not limited to: 

2. 7.1. On site installation of IDMX wristband production software at New H~psbire Hospital, or 
State of New Hrunpsbire Data Center, to be determined by the Department. 

2. 7 .2. Integrating patient identification software with existing NetsmartiAvatar medical records 
software via HL7 interfacing. 

2.7 .3. Testing of con.figuration of HL 7 interfacing portion of the project. 

2.7.4. Training staff to use the system. 

2. 7. 5. Testing of support services. 

2.7 .6. Installation of IDMX license nt a workstation to be designated by the Department. 

2.7.7. Installation of color printer, provided by the Department, nt a location to be detennined by 
· the Department. 

2. 7 .8. Testing of printer by printing sample wristbands. 
. . 

2.7.9. Creating system users and setting system privileges for eacb user as directed by the 
Department. · 

2.7.10. Vendor part number SM-1-LA and consumable items that can produce no less tbnn oqe 
thousand two hundred (1,200) individual patient identification bracelets. 

2.8. The Contractor shall install the Seem-Trac software and have it inn fully functional state no later 
than sixty (60) days ofter the contract effective date, whicb-includes, but is not limited to: 

S1nte of NH Contrnct 2019-033 

fahibit A- Conlract Deliverables - Part 3 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019:033 

PART 3 - EXHIBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

2.8.1. Custontization of Secure-Trac hardware to meet the needs of the Department, to be· 
determined by the.Department. 

2.8.2. Integration with IDMX bardware 

2.8.3. Testing for accuracy of data sbaring witb IDMX software nnd hand-beld devices. 

2.8.4. User set-up for Secur-Trac and handheld devices. 

2.8.5. Testing of bandheld devices et locatioll$ throughout New Hampshire Hospital, as determined 
by the Department. 

2.8.6. Testing of reporting capability, including generating n test report that includes, but is not 
limited to; · 

2.8.6.1. Patient ID. 

2.8.6.2. Location: 

2.8.6.3. Date. 

2.8.6.4. Time. 

2.8.6.5. Attending employee. 

2.8.7. Finalization of user training sclledule nnd roll-out date, to be appr_oved by tile Department. 

2.9. The Contractor shall provide a method to allow for replacement or repair of any scaJ1Der tool at any 
time, twenty-four (24) hours per day. · 

3, Pei-formance Measures 

3.1. The Contractor shall respond to 100% of requests for service no later than one (1) hour after 
receiving the service request. 

• 4. DcUvernbles 

4.1. The Contractor shall provide: 

4.1.1. An initial supply of materials to make no less than one thousand two lluudred ( J ,200) 
wristbands, to include: 

4.1.1.1. Wrislband material. 

4.1.1.2. Secur-Lok clasps. 

4.1.2. A user Guide-for lDMX software and bracelet assembly. 

4.1.3. A User Guide for Seem-Lok software. 

4.1.4. A User Guide for hnndbeld devices. 

General Project Assumptions 

State of NH Conlrllct 2019-033 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATCENT IDENTCFICATION BRACELETS .A.ND SOFrWARE SYSTEM 
. SAAS CONTRACT i919-033 

PART 3 - EXHIBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

5.- I. The Contractor will provide project tracking tools and templates to record nnd manage Issues, R.is_ks, 
Change Requests, Requireinents, and other documents used in the rpanagemerit and tracking of the 
_project. The State of New Hamps~ire and the Contractor's Project Managers will review these tools 
_nnd templates and determine which ones will be used for the project. Training on these tools nnd 
templates will be conducted at the ~tart of each phase in which they will be used. 

5.2. Prior to the commencemerit of work on No'n-Software and Written Deliverables, the Contractor shall_ 
provide to the State a template, table of contents, or agenda for Review and prior approval by the 
State. 

5.3. · The Conttactor shall ens.ure that appropriate levels of security are implemented and maintained in 
order to protect the integrity and reliability of the-State's Infonnation Technolog·y resources; 
information, a_nd services. The Contractor shall provide the State resources, information, and 
Services on an ongoing basis, with the appropriate infrastructure and security.controls to ensure 
business continuitY. and to safegu.ard the confidentiality and integrity of Seate networks, Systems and 
Data.• 

5.4. The Deliverables are set forth in the Schedule described below in Chart 5.5 By unconditionally 
accepting a Deliverable, the State reserves the right 19 reject any and all Deliverables in the event the 
State detects any pefieiency in the System, in whole or in part, t_hrough completion of all Acceptance 
Testing, including but not limited to, Sofl\".'are/Systen:i Acceptance Testing, and any extensions .. 
thereof. 

5.5 . . Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. P~icing will be 
effective for tJ:ie'Term of this Contract, and any exten·sions the!eo( 

DELIVERABLES, I\HLESTONES, AND ACTIVITIES S(::HEDULE 

Chart 5.S- ·, 

Activity, De:;liverable. or Milestone 
Deliverable Projected 
rypc · Delivery Date 

rPLANNCNG AND PROJECT J\1ANAGEMENT 
I · Conduct Proiect Kickoff Meeting Non-Software April 9, 2020 
2 P~oject ·status Reports Written Weekly 
3 Work Plan Wrinen April 16, 2020 

lnfra~tructure Plan, including Desktop Wriuen 

4 
. and Network Coi1ligumtion 

Reouirements April 16, 2020 
5 Security Plan Written 

April 16, 2020 

State of NH ContrJct 201~-033 

· Exhibit A - Co11traci Deliv_erables - Part 3 

Date:· 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT-IDENTrFICATION BRACELETS AND SOFTWARE SYSTEM 
, SAAS CONTRACT 2019-03'.3 

PART 3 - EXHJBIT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

6 

r, 

8 , . 

9 

10 

II 

12 

13 

14 

15 · 

16 

17 

18 

19 

20. 

21 

22 

) 

23 

Wristband Template 

Software Confi_ituratioi, Plan 
Systems Interface Plan ' and Design/Capability 

Testini Plan 
Comprel)ei;isivc Training Plan 
and Curriculum 

End User Support Plan 
Documentation of 
Operational Procedures 

Provide Soft\vare Licenses if needed 
Prov)de Fully Tested Data Conversion 
Software 
Provide Software Installed, Configured, 

· and Operati.onal to Satisfy State 
:Requirements 

Conduct Integration Testing 

. Conduct User A~ceptance Testin_g 

Perform Production Tests 
Test ln~Bound and 
Out-Bound inierfaces . 
Conduc_t. ~ystem Performance 
(Load/Si.ress).Tcstin.i( 
Certification of 3"' Party Pen Testing and. 
Ai:,'plicatio~·v_utncrabilhy Scanning. 

Converte.d Data 1:,oaded i.~t<;, Production 
Environment 
Provide schedule, capacity, and ·method. 
for Backup and Recovery of all 
Aoo\ications and Data 

Written 

Written 

Written, 

Wril!en 

Written 

Written 

Written 

Written 

Software 

Software 

Noii'-Soflware 

Non-Software 

Non-Software 

Software 

Non-Software 

Non-Soflware 

Software 

Software 

Swtc of NH Coniruct 2019-033 

Ex)'iibil A- Contract Dclivcrnblcs - Pait 3 . Contractor's foitials: _A-(__: 
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April 16, 2020 

May 1, 2020 

May I, 2020 

May I, 2020 

May I, 2020 

April 28, 2020 

April 28, 2020 

April 28, 2020 

April 28, 2020 

April 28, 2020 

April 30, 2020 

April 30, 2020 

April 30, 2020 

April 30, 2020 

April 30, 2020 

Ap.ril 30, 2020 

April 30, 2020 

Apri!'30, 2020 

Date: 
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25 

r25 
r26 

27. 

28 

29 

STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIBNT IJ)ENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3-EXHrBlT A 
SCOPE OF SERVICES AND CONTRACT DELIVERABLES 

Conduct Training :Non-$oftware April 30, 2020 

Culover to New Software Non-Software May 6, 2020 

Provide Documcntalion Wrinen May 6; 2020 

Execute Security Pl:in Non-Software May 6, 2020 

Ongoing Hosting Support ·. Non-Software Ongoing 

Ongoing Support & Maintenance Software Ongoing 

Conduct Project fa.it Meeting Non-Software May 6. 2020 

Stale of NH Contract 20 l 9·033 · AJ _ . Date: 

Contractor's lnitiak +\L-Eid1ibit A- Contract Deliverables - Part 3 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

.PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 - EXHIBIT B 
PRICE AND PAYMENT SCHEDULE 

1. PAYMENT SCHEDULE 

1.1 Not to Exceed 
This is a Not to Exceed (NTE) Contract for the period between the Effective Date through June 30, 2021. 
The Contractor shall be responsible for perfonniog its obligations in accordance with the Contract. This 
Contract will allow the Contractor to invoice the State for the following. activities, Deliverables, or 
milestones appearing in the price and payment tables below: 

!Activity, Dell~·t1'11ble, or l\-Itlestone 

biis5~~!1~i~@iiJ : -- ; ::. -· :. · - - --·.-1 · - · ': - /:: 
'-•"'-<"- ......... : ... ~•-- ........ ,. ........ ---~--· ..... -. ... .t.. ....... .!: .... ...,~ ... 
I Provide IDMX SoftwllCe License 

2 

3 

4 

4 

6 

Provide Secur-Trnc Software License 

Provide IDMX Software Installed, Configured, and 
Operational to Satisfy State Requirements 

Provide Secur-Trnc Software Installed, Configured, 
and Operational to Satisfy State Requirements 

Hand Held Scanner Licenses ( 12) 

!Provide Tools for Badmp and Recovery of nil 
IA.pplicntions nnd Data 

7 Conduct Training 

8 IHandheld Scanners (12) 

Ongoing Support and Maintenance. 

10 Supplies 

1.2 SAAS Services P1iclng Worksheet 

P1·0Jtcttd 

Dellvtry Datt 
1P11ce 

$9,700 

S4,890 

SS,919 

SI 1,852 

Sl,224· 

I 
r•-~•~-- ... •--- ~ ll •'-• , ...... -, 

$7,350 
- - .. ---- .. - ••• "!'" ..... ..,\ •••• _,.., •• 

- ~-~ ~.; _ ~· -., . ."; J 
S14,451 

S6,178 

$2,960 

TOTAL $67,524 

Pricing must reflect the payment of maintenance through the Contrnci end date. Price estimate should 
reflect tJ:ie most optinlistic implementation date. Actual payments may differ from t.he estimate if project 
start date slips or if implementation takes longer ns lhis will c~use II shorter maintenance period. Table. 
should be custonlized to.reflect the project and the cost composing the Contractor's proposal. 

. Table 1.4: SAAS Srrvkes P1iclog Worksbtet 
, -------

E~~~~/~~~~~~~,.:;}1};: ~~t~frr1~f;::_:.!; k~;:1eJ~i~t:r:·: LT-??21S¥~~;2'.:il 
Slate of NH Conlrllct 2019-033 Dnte: --.4---"'-I--I ', /J.o 
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STA TE OF NEW HAMPSHlR.E 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 • EXHIBIT B 
PRICE AND PAYMENT SCHEDULE 

I_ 

Software Installation, $20,771 . $20,771 

Configuration and 
Testing 

Technical Support, $3,089 $3,089 S6,178 
Maintenance nnd 
updates 

Training $7,350 . $7,350 

Hardware S14,451 . $14,451 

Supplies Sl,480 $1,480 - $2,960 

Licensing $15,814 $0 $15,814 

i;~~~~!rT~~~~l:~·~-~:r. ~ ,S62r9·55't>:-:1\/ L ;.-~:::.:-~.':;-.:.~~,J.-;•.::... 
,,;•~1$4 1-5691-'>" ';'.·' 
fr~: :./.~'~-.r~:i~:~,.~.::(: 

f":<o'I ':}$6i'524\ ':•:•vi.,~ 
l"r~il\~ ~~:1l~.:-i~r~:.1.~:~~ 

2. CONTRACT PRICE 

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected 
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated 
in the P-37 General Provisions Block L8 ("Price Limitation"). Tbe payment by the State of the total 
Contract price shall be the only,· and tbe complete reimbursement to the Contractor for all fees and 
expenses, o_fwhatever nature, incurred by the Contractor in the performance hereof. 

The State will not be responsible for nny travel or out of pocket expenses incurred in the perfonnance of 
tbe Services performed under this Contract. · 

3. INVOICING 

The Contractor shall submit correct invoices 16 the State for all-amounts to be pnid by the Stnte. All im•oices. 
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld. 
The Contractor shall only submit invoices for Services or Deliverables as pennitted by the Contract. 
Invoices must be in a format as detennined by the State and contain detailed information, including without 
limitation: itemization of each Deliverable and identification of the Deliverable for which payment is 
sougbt;'and the Acceptance date triggering such payment; dale of delivery and/or inslalla_tion; monthly 
maintenance char_ges; any other Project costs o: relent.ion amounts if applicable. · 

Upon Acceptance of a Deliverable, and o properly documented and undisputed invoice, the State will pay 
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated 
ROd shall be promptly dispatched. 

Invoices shall be sent to: 
Financial Administrator 
New Hampshire Hospital . 
Business Office 
36 Clinton St. 
Concord, NH 03301 

Slate of NH Conlnlcl 2019-033 
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STATE OF NEW HAMPSHIRE 
DEPARTMENT OF-HEAL TI{ AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 • EXHIBIT B 
PRICE AND PA YMENf SCHEDULE 

4. PAYMENT ADDRESS 

Payments shall be made via ACH. Use the following link to enroll with the Stale Treasury for ACH 
payments: bttps:l/www.nh.gov/treasury/state-vendors/index.btln 

5. OVERPAYMENTS TO THE CONTRACTOR 

The Contractor shall promptly, but no Inter than fifteen ( 15) business days, return to the State tbe full 
amount of any overpayment or erroneous payment upon discovery or notice from the State. 

6.CREDITS 

Tile State may apply credits due to the State arising out of this Contract, against the Contractor's invoices 
with appropriate information attnched. 

State of NH Contract 2019-033 
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STATE OF NEW.HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT lDENTIFIGATlON BRACELETS AND SOFTWARE SYSTEM. 
SAAS CONTRACT 2019-033-PART 3 

EXHEBIT C 
REVISIONS TO STANDARD CONTRACT LANGUAGE 

. 1. Revisions to Forn:1 P_-37, General Provisions 
I. I. Section 4, ConditionaJ Nalure of Agreement, i_s replaced as follows: 

4. CONDITIONAL NATURE OF AGREEMENT. . 

Not\yithstanding ~ny provision of this Agreement 10 the contrary, all obligations of the State 
hereunder, 'including without l(mitat,on, the conlinuance of payments, in whole or in part, Linder this 
Agreernt:nt are contingent upon continued appropriation or availabi_lity of funds, including any 
subsequent.changes to the appropriation or availability of funcls affected.by any state or federal 
legislative or executive action· that reduces, elimin_aies·, or otherwise modifies the appropriation or 
availability'of funding for this Agreement and the Scope of Services provioed in Exhibit A, Scope of 
Services, in whole or in part. In no event shall the State be liable for.any pay'ments hereunder in· 
excc·ss of appropriated cir available funds. In the event of a reduction, termination or modification of 
appropriated or available funds, the Stale shall have the right to withhold payment until such funds 
become available, if ever. The State ·shall h:ive the right to reduce, terminate or modify services 
under this Agreeni~nt i~mediateiy upon giving the Contractor notice of such reduction, termination 
or modification. The· State shall not be required to transfer funds from any other source or acc·ount 
into the Accounl(s) identified in block 1.6 or' the Genero! Provisions, Account Number, or any other 
acco1.1n~ in_t9e event funds are reduced _or unavailable. · · 

l .2. Section 10, Termination, is .imended by adding the following language: 

l 0.1 The Sfate may termina.ic the· Agreement at any tin1e for any reason, at the sole discretion of the State, 
30 days after giving the Contractor written notice that the Stare i; exercising its oplion to termi'nate 
the A_greement. · 

I 0.2. ln the event of eqrly terminution;tl1e Contractor sha_ll, within 15 days of notice of early termination, 
devel(?p and submit to the Stale a Transi tio_n ·Plan for servic_es under the Agreement, including but not 

·. . li'mited to, idcnt_ifying the pri:'sent and future needs of clients receiving services under the Agreement . 
and CSt(lblishes a process to meet those needs. . . . 

'I0.3 The Coil tractor shall r ully c~opernte \Vith <lie State and shall promptly provide detailed 
0

infor;11ation to' 
support the Transition Plan including, but not limited to, any inforniation or data rcquesled by the 
State re.lated to the termination of the Agreement and Transition Plan and shall ,provide ongoing 
coinmtinicaLic>n a·nd re.visions of the Transition Plan to.the State'as requested .. 

I 0.4 In the event that sei:vices under the Agreement,'incl_uding bu·t not limited to clients receiving services 
under the Agreement are transitioned to having services delivered by another entity including 

-contracted providers or· the State, the Co~tractor shall provide a process for uninterrupted delivery of 
s~ryices in the Transitio·n Plan. 

I 0.5 The Contractor shall establish a method of notifying ciicnts and other affcctedindividuals about the 
transition. The ContraCttir shall include the proposed communications in its Transition Plan submitted • 
to the Stale as d1:scribe-d above. · · 

_Staie of NH Contract 2019-033 
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· STA TE OF NEW HAMPSHIRE 
DEPART.MENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE _SYSTEM 
SAAS CONTRACT 2019-033 - PART 3 

EXHIBITD 
ADMINISTRATIVE SER VlCES 

l. ·TRAVEL EXPENSES 
The Contractor must assume all reasonable travel and related expenses. AH labor rates will 
be ''fully loaded", including, but not limited to: meals; hotel/housing, airfare, car rentals, 
car mileage, and out of pocket expenses. 

2. SHIPPING AND DELIVERY FEE EXEMPTION 

The State will not pay for any shipping or delivery fees unless specifically itemized in the 
Contract. 

3.' ACCESS/COOPERATION 
· As applicable, and subject to the applicable laws and regulations, the State will provide the 
Contractor with access to all program files, libraries, personal computer-based systems, 
software packages, network :systems, security ·systems, and hardware as required to 
complete the contracted Services. 

The State will use reasonable efforts to provide approvals, authorizations, and decisions 
reasonably necessary to allow the Contractor to perform its obligations under the Contract. 

4. STATE-OWNED DOCUJVIENTS AND COPYRJGHT PRIVILEGES 

The Contractor shall provide the State access to all State-owned documents, mnterials, 
reports, and other work in progress relating to this RFP. Upon expiration or termination of 
the Contrnct with the State, the Contrnctor shall tum over all Stnte-owned documents, 
material, reports, and work in progress relating to this RFP lo the State at no additional cost 
to the State. Documents must be provided in both printed and electronic fonnat. 

5. RECORDS RETENTION AND ACCESS REQUIREMENTS 

The Contractor shall agree to the conditions of all applicable State and federal laws and 
regulations, which are incorporated herein by reference, regarding retention and access 
requirements, including without limitation, retention policies consistent with the Federal 
Acquisition Regulations (FAR) Subpart 4.7 Co11traclor Records Rete11tio11. 

Tile Contractor and its Subcontractors shall maintain books; records, documents, and other 
evidence of accounting procedures and practices, which properly.and suff_iciently reflect 
all direct and indirect costs jnvoiced in the performance of their respective obligations 
under the Contract. The Contractor and its Subcontractors slm!J retain all such records for 
three (3) years following termination of the Contract, including any extensions. Records 
relating to any litigation matters regarding the Contract shall be kept for one (I) year 
following the termination of all litigation, including the termination of all appeals or the 
expiration of the appeal period. 

State of NH Contract 2019-033 
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STA TE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 -PART 3 

EXIDBIT D 
ADMINISTRATIVE SERVICES 

Upon prior notice and subject to reasonable time frames, all such records shall be subject 
to inspection, examination, audit and copying by personnel so authorized by the State and 
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to · 
these items shall be provided within Merrimack County of the State of New Hampshire, 
unless otherwise agreed by the State. Delivery of and access to such records shall be at no 
cost to the State during the three (3) year period following temtlnation of the Contract and 
one (I) year term following litigation relating to the Contract, including nil appeals or the 
expiration of the appeal period. The Contractor shall include the record retention and 
review requirements of this section in any of its subcontracts. 

The State agrees that books, records, documents, and other evidence of accounting 
procedures and practices related to the Contractor's cost structure an·d profit factors shall · 
be excluded from the State's review unless the cost of any other. Services or Deliverables 

. provided under the Contract is calculated or derived from the cost stmcture or profit factors. 

6. ACCOUNTING REQUIREMENTS 

The Contractor shall maintain an accounting system in accordance with Generally 
Accepted Accounting Principles. The costs applicable to the Contract shall be · 
ascertainable from·.the accounting system and the Contractor shall maintain records 
pertaining to the Services nnd all otl1er costs and expenditures. 

State of NH Contract 2019-033 
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STA TE OF NEW HAMPSHJRE 
DEPARTMDIT OF HEALTH-AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 - EXHIBIT E 
IMPLEMENTATION SERVICES 

1. PROJECT MANAGEMENT 

The State believes that effective communicntion and reporting nre essential to Project 
success. 

The Contractor Key Project Stnff shall participate in meetings ns requested by the State, in 
accordance with the requirements and terms of this Contract. 

n. Iotroductory Meetln2: Pnrt.icipants will include tbe Cootractor's Key Project Staff and 
State Project leaders from both Department of Justice and the Department of Information 
Technology. Thls meeting will enable leaders to become ocquainted nnd establish any 
preliminruy Project procedures. · 

b. Kickofl'Mreflng: Participants will include the State nnd the Contractor's Project Team and 
major stakeholders. This meeting is to establish a sound foundation for activities thnt will_ 
follow. 

c. Status Mrrtings: Participants will include, at the minimum, the Contractor's Project 
Manager and the State Project Manager. These meetings will be conducted nt lenst bi­
weekly and address overall Project status nnd any ndditionnl topics needed to remain on 
schedule and within budget. A status and error report from the Contractor shall serve as 
the basis for discussion. 

d. Tb~ Work Piao: must be reviewed al eacb Status Meeting arid updated, nt minimum, on a 
bi-weekly basis, in accordance with the Contrnct. · 

c. Special Mrellngs: Need may arise for a special meeting with State leaders or Project 
stakeholders to address specific issues. 

f. Exll Meeting: Participants will include Project leaders from the Contractor and the State. 
Discussion will focus on lessons learned from the Project and on follow up options that the 
State may wish to consider. 

The State expects the Contractor to prepare agendas and background for and minutes of meetings. 
- Background for each status meeting must include nn updated Work Plan. Drnfting of formnl 

presentations, such as a presentation for the kickoff meeting, \Viii also be the Contrnctor's 
responsibility. 

The Contractor's Project Manager or the Contrnclor's Key Project Staff shall submit monlhly status 
reports in accordance with the Schedule and terms of this Contract. All status reports shall be 
prepared in fonnats approved by tbe State. The Contrnctor's Project Manager shall assist ·the State's 
·Project Manager, or itself produce reports rcln_ted to Project Management as re·asonnbly requested 
by the State, all at no additional cost to the State. The Contractor shall produce Project status reports, 
which shnll contain, at a minimum, the following:· 

1. Project status related to the Work Pinn; 

2. Deliverable status; 

3. Accomplishments during weeks being reported; 

Stale of NH Contract 2019-033 
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STA TE OF NEW HAMPSHIRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTIV ARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 - EXHIBIT. E 
IMPLEMENT A T!ON SER VICES 

4. Planned activities for the upcoming two (2) week period; 

5. Future activities; and 

6. Issues nnd concerns requiring resolution. 

7. Report and remedies in c11se of falling behind Schedule 

As reasonably requested by the State, the Contractor sball provide tbe State with information or reports 
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project 
Management, and sball assist the State in preparing reporis and presentations, as reasonably requested by 
the State, all at no additionnl cosJ to the State. 

2. IMPLEMENTATION STRATEGY 

2.1 Key Components 

The Contractor sball employ an industry-standard Implementation strategy with a timeline set forth 
in accordance with the Work Plan; 

The Contractor and the State shall adopt a change management 11pproach to identify and plan key 
strategies nnd communicatioo initiatives. 

The Contractor's team will provide training templates as defined in the Training Plan, which will 
be customized to address the State's specific requirements. Decisions regarding fonnat, content, 
style, and presentation shall be made early on in the process, by th~ State, providing sufficient 
time for de.velopment of niaterial as fiinctiouality i.s defined and configured. · · ·· · · ',, <'. ,·':. 1 

· The Contractor shall manage Project execution and prgvide the tools needed to create ru1d manage 
the Project's Work Pl11n and tasks, manage and schedule Project st11ff, track and manage issues, 
manage changing· requirements, ITu1intain communication within the Project Team, and report 
status. 

2.2 Ttrneline 

The timeline is set forth in the Work Plan. During the initial planning.period Project task 
nnd resource plans will be established for: tile preliminary trnining plan, the change. 
management plan, communication approaches, Project standards 11nd ·procedures finalized, 
nnd team · 1mining initiated. Tinting will be structured lo recognize interdependencies 
between applications and structure II cost effective and timely execution. Processes will be 
documented, tra.ining established, and the application will be ready for Implementation in 
accordance with the Work Plan. 

2.3 Change Management n~d Training 
The Contrnctor's. change management and training s~rvices slmll be focused.on developing 

-change management and trnining strntegies and plans. Its approach relies on State 
resources for the execution of the change management and end user training. 

State of NH Contract 2019-033 1 /.A J,.. 
Datc:~O 
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STATE OF NEW HAMPSHJRE 
DEPARTMENT OF HEAL TH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3 - EXHIBIT F 
TESTING SERVICES 

The Contractor shall provide the following Products and Services described in this Exhibit F, including but not 
limited to: 

1. TESTING AND ACCEPTANCE 
The Contractor shall bear all responsibilities for llle full suite of Test Planning and preparation 
throughout tbe Project. The Contractor will also .provide training as necessary to llle State stnff 
responsible for test activities. The Contractor shall be responsible for oil aspects of testing 
contained in the Acceptance Test Plan including support, at no additional cost, during User 
Acceptnnce Test conducted by the State and the testing of the training materials. 

The Test Pinn methodology shall reflect the needs of the Project and be included in the 
finafued Work Plan. A separat~ Test Plan and set of test materials will be prepared for 
each Software function or module. 

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing 
the System as a whole, (e.g., softwnre modules or functions, and lmplementation(s)). This ~hall 
include planning, test scenario and script development, Dain and System preparation for testing, 
and execution of Unit Tests, System lntegrAtion Tests, Conversion· Tests, Installation tests, 
Regression tests, Perfonnance Tuning and Stress tests, Security Review and tests, and support of 
the State during User Acceptance Test and In1plernentation. · 

In addition, the Contractor shall p"rovide a mechanism for reporting actual test results vs. 
expected results and for the resolution and tracking of nil errors nod problems identified 
during test execution. The Contractor shall nlso correct Deficiencies and support required 
re-testing. 

1.1 Test Planning and Preparation 
Tile Contractor shall provide the State with nn overall Test Plan that will guide nil testing. 
Tile Conlrnctor provided, .State approved, Test Plan will include, at a minimum, 

· identification, preparation, nnd Documentation of planned testing, n requirements· 
traceability m,,trLx, test variants, test scenarios, lest cases, test scripts, test Datn, test phases, 
unit tests, expected results, and n tracking method for reporting actual versus· expect~d 
results as well as all errors and problems identified during test execution. 

As identified in the Acceptance Test Plan, and documented in accordance with lbe Work 
Pinn and the Contract, State testing will comnience upon the Contractor's Project 
Manager's Certification, in writing, tllat the Contractor's o,vn stiiff has su~cessfully 
executed nil prerequisite Contractor's testing, along with reporting the actual testing results, 
prior to the start of any testing executed by Stnte staff. The Stale will be present_ed with a 
State approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data, and 
expected results. 

Tile State will commence its testing within five (5) business days of receiving Certification 
from the Contrnctor that the Stnte's personnel have been trained and the System is installed, 
configured, complete, nnd ready for State testing. The testing will be conducted by tile State 
in an environment independent from tl1e Contractor's development environment. Tbe 
Contractor must assist the State with testing id accordance with tbe Test Plan and the Work 
Plan, utilizing test and live Data to validate reports, and conduct stress and performance. 
testing, at no ndditionnl cost. 

Stale of NH Contract 2019-033 

Exhibit F - TC$ting Services - Part 3 

Page l6of36 

· Date: ~JO 
Contractor's Initials:~ 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

STA TE OF NEW HAMPSHIRE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 

PATIENT IDENTIFICATION BRACELETS AND SOFTWARE SYSTEM 
SAAS CONTRACT 2019-033 

PART 3; EXHIBIT F 
TESTING SERVICES 

Testing begins upon completion of the Software configuration ns required and user training according to 
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State .. 

The Contractor must demonstrate that theictesting methodology can be integrated with the State standard 
methodology. 

1.2 System Integration Testing (II applicable) 
The new System is tested in integration with other application systems (legacy and service 
providers) in II production-like environment. Sys_ten:i Integration Tesi'ing validates the 
integration behveen the individual unit application modules and verifies that the new 
System meets defined requirements and supports execution of interfaces and business 
processes. The System Integrati9n Test is performed in a test environment. 

Thorough end-to-end testing shall be performed by the Contractor tenm(s) to confirm that 
the Application integrates with any iuterfoces: The test eh1pbasizes end-to-end business 
processes, and the flow of infomllltion across applications (IF APPROPRIATE). It 
includes all key business processes nnd interfaces being implemented, confirms data 
transfers with external parties, and includes the transmission or printing of all electronic 
and paper documents. · 

''>:b~y1l}'.JD.m[)P,h_o:n:' . Syst~ms_.Integrntioo i::esiiug v~l1da!"efs.ttie iote~a·tion between tlie'targei' 
· >',. ·>;·, ... · application mod11les nnd other systems, nnd.vcnfies t.hnt the·new System 

.. ' ' :' , peels defined interfoce requircmentfand 'si1ppons CXCC!JtiOn of business 
. '. ':; · · ·· · proce_sses. · This kst emphasiz1:s end-to-encl biisiriess proce~~~s nad the Oow . 

.: ' i , • . · • of information across the application .• It includes all key business processes 
t.' ·. ". '·:--·~ \ .,. ", ·. Mid 'interfaces bein{iruplemented, COJ_;flfn~ data tnmsfers_with cxicmnl' 
· ·. , ~ •;, ·' , .. , ·, pnrties; and inclu'des the transmission or"printing of nil elcctroni~ and paper 

: ri ' : • .. ·-! d'?cwu~nts. · ... ,\,, . · · 

~~~l{l!CJQ!r·~~a.n_J;, . ' ' -. ·. _.: : .take" the ~·,e-;;d -in . developilig -the SystcnlS ·. Integratio~. ·resi-
Jlisilo\rs\bjli(iesj : - . . . . . . Specifi.cations.' . : . ' ... , . . . : . . . 

',' 

'···' 

•~atc,'~!:_S~OUStb}~l~j 
. ' ·, -.; ': ;' 

' 
.... .,·;_:-/· ·. 

., ... 
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• 'Workjoinily with -,h~ State t~ develop and load U1e d~ta profiles lo 
support· lhe test _Specifications. . . . . . · · . . . . , .. :, . . . ' . ' 

• ·Work SoiI\tly with the .s·1ate_.10 ·vaLidate componenis of the tesi 
scripts:_':•· . ···, · _ .. · . · .. •: . · •. • ·' . · . 

• ' \Vork··: j'ohliIY.{vith;' the. Contractor .. to. d;velop the._System.s 
Integration Test' Spedfi~~tions. ·. • · . . '. 

. i_. .. ·,:. ·.. ' ' . : .. 
• · Work joint_ly ,~vith the Contr11ctor. 10· develop 'and load .the da1a· 

profiles to support ihe test Specifications. ' : _.. · · 

• .\Vorkjji111y\v,tb·lhe ~ontrn~;~~·1~ v~lid,;te componen~ ofth~ lesi 
' ' scripis; m~difications, fixes and otberSyslem iaterni:tions with the 
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WC!rK·Pi;od;(ci. .. Tbe Integrntion-Tcsled System. indicates thllt all interfaces 
·. between the application and the legncy and lhi.rd-party systems, "Dlfscripiioui . interfa_ces, 11nd applications nre functioning properly . ,. 

I 
·- - .. , .. ·-· ·-

' 
. 

·'· . - ... ·-' . --- --

., 
1.3 Conversion Validation Testing (If applicable) 

In Conversion Validation Testing, target npplicotion functions nre validated. 

Ac111•11y. uescn~llon 

• .,I 

!, Tbe;~~nv'crnio~ vali~a'iio_ri'tes( ~oil<(repiica_1e·ilie"iiii~e'liow·_of,. 
. (hc·convened data through the Softwnre S-O!ullon. As !he Software · 

~ Solution· · is . interfaced - . to. · legacy . . or·, 'thiid-p~ · 
::,appl{cations/interfam, ·1esiing verifies that the resuliing flow of the:. 
'-',coii'~~rt~d. du.ta through the's~. interface points performs co~ctly: 
": • I '• • • ''I ◄ • • - •~, • • C ;, 

;:C;:::01=-111=n=c::to::r_;:·1;:e:a1:11:, ==~; 'Fcir coiivers1ons abcf interfai:"es,the ~Con'iriii:ior·s7earu-,viil execute the· 
]:lesp,01i'si\Jilities1· : applicable. validation t'est.s iuid 2ompare execi:1t1cln. resullsi ,vith the 

;~dOC:tiiucnteO ex~cled~~ltt · .~ · · .. •· .~ .- · '.·'1· :' .: ··.' · ,,.'. 
';' .. · .. ; . . . '. , ~- .. ~ ~ ' 

. S1nte%:'.}pons1biljlles · 
,-,,-.- .. •••,-- • h., ...... ., .. _..,,tt,..•1,i• ·--•·• ... • -~,••· O ... ,,,,--..... ,~-• -"•• 

; J~i1!'f!Clan9 cleans(;, _if n~~·SS;<UY, !_he l~gncy data .to ~.converted)n: th( 
,'~~la .. C?UVCis.ions_: .• • l , '. . • ,· • • 

:::~w.:;:o:;rh:;:;' ;P:,od::;:1~;:c,=• =. ===: t :-y"j;1Jd~ion-i' ~st¢ cciiiye~ion Pro~: . These- Pf;>grBins i¥1.ude 
DEscripti~n_-_ rconversion prograrus-thllt bllv_c been _tested to, verify that ~e resulting 

\coiyerye~, legacy data -~rforms _~oi'r!:CllY Ji Ilic.· entire, s_!li!c ~(:~e' 
Application. ·.,. 

• ·,J ;. --~ 

' 'I 

1.4 Installatlon Testing 
In Installation Testing the npp!icotion components nre installed in the System Test 
environment lo test the installation routines and nre refined for the eventual production 
environment. This activity serves ns n dry run of the installation steps in preparation for 
configuring the production system. 

1.5 User Acceptance Testing (UAT) 
UAT begins upon completion of the .Software configuration ns required and user training 
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by 
tile State. · 

· The User ·Acceptance Test (UAT) is a verification process performed in A copy of the 
production environment. The User Acceptance Test verifies System functionality against 
predefined Acceptance criteria that support the successful execution of approved business 
processes. 

UAT will also serve as n performance aod stress test of the System. It may cover 
riny aspect of the new System, including administrative procedures such ns 
backup and recovery. The results of the UA T provide evidence that the new 
System meets the User Acceptance criteria 11s defined in the Work Plan. 
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The results of the User Acceptance Test provide evid~nce that the new System meets the 
User Acceptance criteria as defined in the Work Plan .. 

Upon successful conclusion ofUAT and successful System deployment, the State will issue 
a letter ofUAT Acceptance and the respective Warranty Period sball commence 

.A."!•~•1ty1Qes_c,.r1P,l.tQ!ll · Tlic'S}~iem User·Acceptancc·Tcsts·verify System functionaliiy against 
. •' ' L, .' ' , predefined Ai:ceptarice criteria thai si1pport the successful execution of 

_, ,, : appr~vcd· processes. ·· · · · · · · ·· 
, \ . . . .... ·• .. ,. .. 

• Pio~id~ tbe·s,a'tc ~ Ac~epi;~~e T~~t Plan and selection oftest 
scrip~ for the Acceptance Test. • . · .. , . 

· • .-: ~fotiito; th~ em~tioil bf ~e ·,~st script; ·end n'.s~;i as needed 
· during tlie User ·Acceptance Test activities. · ·. . . . 
' • , . ,'· •• , • ; • • .. r, ,. •· • • ' ' ~ • • ·• -• • 

~ Wo.rk.jointly 1vitli the State· in deter□lllling the required nctions"-
for,problem resolution. · ·. · . . . 

j . • ~. 

- · -~ ~- :·App;◊-~b°tl!~de~~i~p;;e~i of the User Acceptah~e i~;t"Pl~-­
; _.:·-' nod.the set o·f data for use during 1i1e User Ac~eptan~e Test. 

! : #' ' • • - . . . . ~ ·" . 

. • .V~lidnle· th.~ .. A~ce~ianc2 Tes I enviro'timent. ·• 

·: • .·E.x~cute the test scri;,'~'l!Jlfcoodi1ct User Acc~pt~nce Jes~ 
activities. · 

.• ' Do,:'unJC~t srid-~inuniiize•·;;cepl~ce T~st re~lts.· 
' - . ;. ( -. ~- . ' . . -. . . , . , . '. ' ·. . .. 
• · ·Work jointly'with the Contiuctor in determ.iaing the required 

. . _.. actions for probleni resolution. • -. ' . 
, • ~ I • • ,. • 

. ·• · Provide'Acceptance of the validated Systems. . . . . . . . - . . .' : . 

JV.q_r~-Pi~liducJi- . . I "iti'e De'liverabie for User Accepiance Tests.fs_the User Accepian~e Test 
QesniP,!ici:ill - · •. :.1: ·: • Resu_lts.' These results provide ~vidence that the new ~ystem meets the 
· •1 .J<· ·.. :' :. . -' User Accep·rance criteria defined in tlic Work Plan. . ' 

_________ ,.._-.. -.:-._ .. -· ___ :._,-_ _, _ _ :_'.' _ l • . • • '. . ••• , -: 

1.6 Performance Tuning and·Stress Testing 

The Contractor shall develop and document hardware and Software configuration and tuning ofIDMX 
and Secure-Trac infrastructure as well as nssist and direct the State's System Administrators nnd 
Database_ Administrators in configuring and tuning the infrastructure to support the software 
throughout the Project 

1.7 Scope 

The scope of Pcrfonnance Testing shall be to 111ensure the System lever metrics crilicnl for the 
development of the applications infras_tructure and operation of the applications in the production 
environment. 

It will include the measurement of response rates of the npplication for end-user trnnsactions and 
resource'utilization (of vario_us_servers and network) under various load conditions. These response 
rates_slmll become the basis for changes and retesting until o·ptimum System perfonnance is achieved. 
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Performance testing and tuning shall occur in the _final-production environment and shall use II copy 
of the final production database to provide the best results. 

1.7, l Test Types 

Performance testing shall use t\vo different types of testing to detcnnine the stability of the application. 
They are baseline tests and load tests. 

a) Baseline Tests: Baselice tests slmll collect perforrnnnce data and load analysis by running scripts 
where the output is broken down irito business tr1111Sactions or functions. The test is like a single 
user executing a defined business transaction. During baseline testing, each individual script is run 
to establish a baseline for lransaction response time, throughput and other user-based metrics. 

b) Load Tests: Load testing will detcnnine if the behavior of the System can be sustained over a 
long period of time while running under expected conditions. Load lest helps to verify the ability 
of the application environment under different load !=Onditions based on workload distribution. 
System response time and utilization is measured and recorded. 

1.7.2 Tuning 

Tuning will be the Contractor led llild occur during both the development of the applirntion and load 
testing._ Tuning is the process whereby the application performance is maximized. This can be the 

·result of making code more efficient during development as well as making tuning parameter changes 
to lhe environnient. 

1.8 Regression Te~ting 

As a result, of the user testing activities, problems will be identified that require correction. The State 
will notify the Contractor of the nan1re of the testing failures in writing. The Contrnctor will lie 
required to perfom1 additional testing activities in response to State nnd/or user problems identified 
from the testing results. Regression testing means selective re-testing to detect foul ts introduced during 
the modification effort, both to verify tllat the modifications have not caused unintended adverse· 
effects, and to verify that the modified and related (possibly affected) ·system components stiH meet 
their specified requirements. 

In designing and conducting such regression testing, the Contractor will be required to assess the risks 
inherent to the modification being implemented and weigh those risks against the time and effort 
required for conducting the regression tests. In other words, the Contractor will be expected to design 
and conduct regression tests that will identify nny unintended consequences, of the modification while 
taking into account Schedule and economic considerations. 

1.9 Security _Review and Testing 
IT Security involves all functions pertaining to the securing of State Data and Systems through the 
creation and definition of security policies, procedures and controls covering such areas as 

· identifirntion, authentication and non-repudiation. 

All components of the Softwnre shall be reviewed 11nci tested to ensure they protect the State's 
hardware nod software and its related Data assets. Tests shall focus on the technical, administrative 
and physical security controls that have been designed into the System architecture in order to provide 
the necessary coufidentinlity, integrity and availability. Tests shall, at !I minimum, cover each of tbe 
service components, Test procedures shall include penetration tests and application vulnerability 
scanning. 
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Dtfints the St't or cnoab!Util'S tbnt: 
Supports obtaining information about those parties 
attempting to log onto a system or npplicntion for 
security purposes and !he validation of users 
Supports the management of permissions for 
lo1u1.init onto n computer or network 
Supports the encodinR of data for security purposes 
_Supports the detection of illegal entrance into a 
computer system 
Supports lhe confirmation of authority_ to enter a 
computer system noolicntion or network 
Guarantees the unaltered state of n file 
Supports the administration of computer, 
application nnd network accounts within an 
orRanization. 
Supports 1he granting of abilities to users or groups 
of users of n computer, application or network 
Supports the identification and monitoring of 
activities within no noolicntion or svstem 
EOSUies the application is protected from buffer 
overflow, cross-site scripting, SQL injection, and · 
unauthorized access of files and/or directories on 
the server. 

Tests shall focus on the technical, administrative and physical security controls Uiat have been 
designed into the System architecture in order to provide the necessary confidentiality, integrity and 
availability. Tests sbnll, nt a minimum, cover each of the service components. Test procedures shnll 
include 3rd party penetration tests nnd application vulnerability scanning. 

Prior to the System being moved into production the Contractor shnU provide-results of all security 
testing to the Department of Infonnation Technology for review and Acceptance. All Software and 
hardware s.hnll be free of malicious code (ma\ware). 
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1. SYSTEM MAINTENANCE 

Tbe Contractor sbaU maintain and support tbe System in all material respects as described in the applicable 
program Documentation througb the contract end date. 

1.1 Contractor's Responsibility 

The Contractor shall maintain the System in accordance with the Contract. 

1.1 . I Maintenance Releases . 

The Contractor shall make available to the State the latest program updates, general 
maintenance releases, selected functionality releases, patches, and Documentation that are 
generally offered to its customers, at no additional cost. 

1.1.2 Standard Agreement 

The State will adopt the Contractor's standard maintenance agreement modified to address 
terms and conditions inconsistent with State Statutes and general State infonnation technology . ' p~act1ces. · 

2. SUPPORT OBLIGATIONS AND TERM 
2.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in 

accordance with the Specifications and terms and requirements o.f the Contract, including but 
not limited to S 1.1 through S 1.20 of the Support nnd Maintenance Requirements in Exhibit H 
Req11ire111e11ts, Attachment I, · 

2.2 If the Contractor fails to correct a Deficiency wiU1in the allotted period of time stated above, . 
the Contractor shall be deemed to have committed an Event of Default, and U1e State shall 
have the rigbt,.m its option, to pursue the remedies in Part 2 Section 13.'l.l.2, as well as to 
return the Contra1;tor's product and receive a refund for all amounts paid to the Contractor, 
including but not limited to, applicable license fees, within ninety (90) days of notification to 
U1e Contractor of the State•s·refund request. 

2.3 Jfthe Contractor fails to correct a Deficiency witllin°the allotted period of time stated above, 
tlte Contractor shall be deemed to have conunitted an Event of Default; and the State shall 
have the right, at its option, to pursue the remedies in Part I, General Provisions, Section 8. 
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SAAS EXIDBIT H 
· REQUIREMENTS 

Project Requirements are bereby inco!JlOr~ted witbin. 
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The Contractor's· Project Manager and the State Project manager shall finaliie the Work Plan for 
Implementation within ten (10) days of the Effective Date and further refine the tasks required to implement 
the Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor's 
plan to implement t!Je System. Continued development and management of the Work Plan is a joint effort 
on the pa.rt of the Contractor and State Project Managers. 

The preliminary Work Plnn for Implementation created by the Contractor and the State is set forth at the 
end of this Exhibit. 

In conjunction with the Contractor's Project Management methodology, which shall be used to manage the 
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project. 
Tbis plan shall identify the tasks, Drllvrrables, majol' milestones, and task drpendrnclrs required to 
implement the Project. It shall also address intra-task dependencies, resource allocations (botll State and 
Contractor's team members), refine the Project's scope, and establish the Project's Schedule. The Plan is 
documented in accordance with the Contractor's Work Plan an.d shall utilize <SOFTWARE TYPE> to 
support the ongoing management of the Project. 

l. ASSUMPTIONS · 

A. General 

• The State shall provide team members with decision-making authority to support the 
Implementati~n efforts, at the level outlined in the Request for Proposal Document 
State Staffing Matrix. 

• All State tasks must be perfom1ed in accordance ,vitb the revised Work Plan. 

• All key decisions will be resolved within five (5) business days. Issues not resolved 
within this initin1 period will be escalated to the State Project Manager for resolution. 

• Any activities, decisions_or issues taken on by the State that affect the mutually ag;eed 
upon Work Plan timeline, scope, resources, and costs sllnll be subject to U1e identified . 
Change Control process. 

• The Contractor shoH maintain an accounting system in accordance with Generally 
Accepted Accounting Principles (GAAP). 

B. Project Management 

• _ The Stale shall approve the Project Management Methodology used for the Project 

• The State shall provide the Project Team with reasonable access to the State personnel 
as needed to complete Project tasks. 

• A Project folder created within the State system sbaJl be used for centralized storage 
and retrieval of Project documents, work products, and other material ruid infonnation 

. relevant to the success of the Project and required by Project Team members .. This· 
central repository is.secured by determining which team members have access to the 
Project folder and granting either view or read/write privileges. The Contractor's 
Project Manager will establish and maintain this folder. The State Project Manager 
shall approve access for the State team. Documentation con be stored .locally for the 
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Conlractor and State team on a "shared" nelwork drive to facilitate case and speed of 
access. Final versions of_ a_U Documentation shall be loaded _to the· State System. ' 

• The Contractor assumenhat an Alternate Project Manager may be appointed from time· 
to time to handle reasonable and ordinary ab_scnces of the Project Manager. 

C. <;:on versions (If applicable). 
. . 

• The CoritmctorTeam's pr\?posal is based on the assumption that the State's technical team 
is capable of implementi ng;with aisistancc from the Contractor's technical team, a subset 

.of the fonversions. The Contractor's Team shall lead the State with the mapping <if the 
legacy Data to the Contractor's applications. 

• Additionally, the Contractor's Team shali: 

1. Provide the _Slate with ·Contractor's application data require·ments and examples, 
of data rn,Jppings. conversion scripts, and data _loaders. The Contractor's Teilm 
shall identify the APis the State should use in the design and development of the 
COn'(crsion. 

2. Provide guidance and assistance with the use of the data loaders and conversion i 

scripts provided. ·. 

3. Lead the review of functional and ~echnical Specifications. 

4. Assist with the resolution of problems and issues associated with the development · 
and Implementation of the conversi.cins. 

D. Projcct __ Schedule 

·•. Deployment is planned to begin on April 9, 2020 with a planned go-live date of May _6, 
2020. . · 

E. · Rep~rting 
' • The Contract9r shall conduct weekly status meetings, and provide reports that include, but 

ar_e not. limited to, minutes, action items. test "results, and Documentation. . .. r. 

F. User Training 

• The Contrnclor's Team shall lead the development of the end-user !raining plan. 

• A train the trainer approach shall be.used for the delivery of end-user training . 

The State is responsible for the delivery of end-user training. 

• The State shall schedule and track attendance on all end.-use.r training classes. 

G .. Pcrforman~e and Seci£.ity Testing 

• The.Contractor's Team shall provide a performance t_est workshop to identify the key 
scenarios to be teslc_d,' the approach mid top!s required, and best practices information 
on'perfonnance testing. · 
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• The State shall work with the Contractor on all testing as set forth in Contract Exhibit 
F - Testing Sen1ices. 

2. ROLES AND RESPONSIB!LITIES 
A. Contractor Team Roles and Responsibilities 

1) Contractor Team Project Executive 

The Contractor Team's Project Executives (Contractor and Subcontractor Project 
Executives) shall be responsible for advising on and monitoring the quality. of the· 
Servi~es throughout the Project life cycle. The Project Executive shall !!dvise the 
Contractor Team Project Manager and the State's Project leadership on the best 
practices for implementing the Contractor Software Solution within the State. The 
Project Executive shall participate in the definition of the Project Plan and provide 
guidance to the State's Tenm. 

2) Contractor Team Project Manager 

The Contractor Team Project Manager shall have overnl! responsibility for the day-to­
day management of the Project and shall plan, track,and manage ·the activities of the 
Contractor Implementation Team. The Contractor Team Project Manager will have 
the following responsibilities: 

• Mnintain communications witli the State's Project Manager; 

• Work with U1e Stale in planning and conducting n kick-off meeting; 

• Create and maintain the Work Plan; 

• Assign the Contractor .Tenm consultants to tasks. in tile Implementation Project according 
to the scheduled staffing requirements; · 

• Define roles ond responsibilities of au the Contractor Team members; 

• Provide <WEEKLY update progress reports to the State Project Manager; 

• Notify the State Project Manager of requirements for State resources in order to provide 
sufficient lead time for resources to be made available; 

• Review task progress for time, quality, and accuracy in order to achieve progress; 

• Review requirements nnd scheduling changes and identify the impact on the Project in 
order to identify whether the changes may require a change of scope; · 

• Implement scope and Schedule changes as authorized by the State Project Manager nod 
with appropriate Change Control approvals as identified in the Implementation Plan; 

• Inform the State Project Manager and staff of any urgent issues if and wlten they arise;. 

• Provide the State completed Project Deliverables and obtain sign-off from the State's 
Project Manager. 

• Manage handoffto the Contractor operational staff; 
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• Manage Transition Services as needed. 

3) Contractor Team Analysis 

The Contractor Terun shall conduct nnalysis of requirements, validate the Contractor· 
Team's understanding of the State business requirements by application, and perform 
business requirements mapping: 

• Construct and confirm applicnlion test case scenarios; 

• Produce application configuration definitions and configure the applications; 

• Conduct testing of the configured application; 

• Produce functional Specifications for extensions, conversions, nnd interfaces; 

• Assist the State in the testing of extensions, conversions, nnd in1erfaces; 

• Assist the State in execution of the State's Acceptance Test; 

• Conduct follow-up meetings to obtain feedback, results, nnd concurrence/approval 
from the State; 

•. Assist with lhe correction of configuration problems identified during system, 
integration and Acceptance Testing; and 

• Assist with the transition to production. 

4) Contractor Team Tasks 

The Contractor team shall assume the following tasks: 

• Development and ·review of fonctionnl nod tecbn.icnl Specificnti~n to determine that they are at nn 
· appropriate level of detail and quality; 

• Development and Documentation of conversion nnd interface progrruns in accordance with functionol 
and technical Specifications; 

• Development and Documentation of installation procedures; and 
• Unit testing of conversions and interfaces developed; 1md 
• System Integration Testing. · 

B. Stale Roles and Responsibilities 

The following State resources have been identified for the Proje_cl. The time demands on 
the individual State team members will vary depending on the phase and specific tasks of 
U1e Implementation. The demands on the Subject Matter Experts' time will VllI)' based on 
the need determined by the State L_eads and the phase oftbe Implemenlation. 

t) State Project Manager 

The State Project Manager shall work side-by-side with the Contractor Project 
Manager. The role of the State Project Manager is to manage State resources (IF 
ANY), facilitate completion of nil tasks assigned IO State staff, and communicate 
Project status on a regular basis. The State Project Manager represents the Stnte in all 
decisions on Implementa1ion Project matters, provides all necessary support in the 
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conduct of the Implementation Project, and provides necessary State resources, as 
defined by the Work Plan and as otherwise· identified throughout the course of the 
Project. The State Project Manager has the following responsibilities~ 

• Piao· and conduct a kick-off meeting with assistance from the Contra_ctor team; 

• Assist the Contractor Project Manager in the development of a detailed Work Plan;· 

• Identify and secure the State Project Team members in accordance with the Work 
Pinn; · · 

• Define roles and responsibilities of all State Project Team members assigned to the 
Project; 

• Identify and secure access to additional State cad-user staff as needed to support 
specific areas of knowledge if and when_ required to perfonn certain 
Implementation tasks; · 

• Communicate issues to State management as necessary to secure resolution of any 
matter that cannot be addressed at the Project level; 

• Inform the Contractor Project Manager of any urgent issues if and when they arise; 
and 

• Assist the Contractor team staff to obtain requested information if and wben 
required to perform certain Project tasks. · 

• Manage hnncioff to State operational staff; 

• Manage State staff during Transition· Seivices as needed. 

2) S_tate Subject Matter Expert(s) (SME) 

The role of the State SME is to assist application ·,earns wiU1 rui understanding of lbe 
State's current business practices and processes, provide agency knowledge, and 
participate in the Implementation. Responsibilities of the SME include the following: 

• Be the key user and contact for their Agency or Department; . 

• Attend Project"Team training and acquire in-depth functional knowledge of 
the relevant applications; 

• Assist in validating and documenting user requirements, as needed; 

• Assist in mapping business requirements; 

• Assist in constructing· test scripts and data; 

• Assist in System Integration, and Acceptance Testing;. 

• Assist in perfonnil)g conversion and integration testing and Data verification; 

• Attend Project meetings when requested; and 
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• Assist in training eod users in tbe use of the Contractor Software Solution and 
the business processes the application supports. 

State Technical Lead and Architect 

The State's -Technical Lead and Architect reports to the State's Project Manager Md is 
responsible for leading and managing the State's technical tasks. Responsibilities include: 

• Attend technical training as necessary to support the Project;_ 

• Assist the State and the Cootrllctor Team Project Managers to establish the 
detailed Work Plan; 

• Manage the day-to-day octivities of the State's technical resources assigned 
to the Project; 

• Work with St11te IT !Illlllagement to obtain State technical resources in 
accordance with the Work Plan; 

• Work in partnership wiU1 tile Contractor nnd lead the Stale technical st11frs 
efforts in documenting the technical operational procedures and processes for 
the Project. This is a Contractor Deliverable nnd it will be expected that the 
Contractor will lead the overall effort with support and assistance from the 
State; and 

• Represent the technical efforts of the Stnte at WEEKLY Project meetings. 

4) State Testing Administrator 

The State's Testing Adminis_trntor will coordinate the State's testing efforts. 
Responsibilities include: 

• Coordinating the development of system, integration, perfom1ance, and 
Acceptance Test plans; 

• Coordinating system, integration, performance, and Acceptance Tests; 

• Chairing test review meetings; 

• Coordinating the State's team ond external third parties involvement in testing; 

• Ensuring that proposed process changes arc considered by process owners; 

• Estnblish priorities of Deficiencies requiring resolution; and 

• Tracking Deficiencies through resolution. 

3. s·oFTWARE APPLICATION 
Detail what softwnrc is required for the Contrnctor to perform the activities of the· Contract. 
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4. CONVERSIO!'JS 

A. Conversion Testing Responsibilities 

• The Cootrnctor Team apd the State, based on their assigned conversion 
responsibilities, 11s set forth in Contract Exhibit F: 'resti11g Sen:ices shall identify 
applicable test scripts and installation instructions, adapt them to the Project 
specifics, test the business process, and compare with the documented expected 
results. 

• The Contractor Team and the State, based on their assigned. conversion 
responsibilities, shall execute the applicable test scripts that complete the 
conve~ion and compare execution results with the documented expected reS\llts. 

• Tile State is responsible for documenting the technical Specifications of all 
programs that extract. and format Data from the legacy systems for use by the 
conversion processes. 

• The • Contractor Team nnd the State, based on their assigned conversion 
responsibilities, shall develop and unit test their assigned conversions. 

• Tlie State nnd the Contractor Teams shall jointly conduct System nnd Integration 
Testing, . verifying and validating the accuracy and completeness of the 
conversions. 

• Tile State and tile Contractor Teams shall jointly verify and validate the accuracy 
and completeness of th_e c?oversions for A_cceptance Testing and production. 

5. INTERFACES 

Interfaces shall be implemented in cooperation with the State. 

A. Interface Re_sponsibilities 

• The Contractor Team shall provide the State Contractor Application Data requirements 
and examples, of datn mappings _and interfaces implemented on other Projects. · The 
Contractor Team shall identify the APls the State should use in tbe design and 
development of the interface. 

• The Contractor Team sllall lead the State with the mapping of legacy Data to the 
Contractor Application .. 

I 
• • The ·Contractor Team shall lead the review of functional ·and technical interface 

Specifications. 

• The Contractor Team shall assist the State with the resolu.tion of,problems and issues 
a~sociated with the development and Implementation·of the interfaces. 

• The Contractor Team shall document the functional.and technical Specifications for 
the interfaces. 
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• The Contractor Team shall create Lile initial Test Plan and related scripts to Unit Test 
the interface. The State shall validate and accept. 

• The Contractor Team shall develop nnd Unit Test the interface. 
~ 

• The State and the Contractor Team shall jointly verify and validate the accuracy and 
completeness oftbe interface. · 

• The State is responsible for documenting the procedures required to run the inlerfaces 
in production. 

• The State shall document the technical change~ needed to legacy systems to 
accommodate the interface. 

• ··,The State shall develop and test all legacy application changes needed to accommodate 
the interface. 

• The Sttite and the Contractor Teams shall jointly construct test scripts and create any 
data needed t'o support testing the interfaces. 

• The Slate is responsible for all data extracts and related formatting needed from legacy 
systems to support the interfaces. · 

• The State is responsible for the scheduling of interface operation in production. 

6. LICENSE GRANT 

RESERVED 
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1. WARRANTIES 

1.1 System 
Toe Contractor warrants that the System will operate to conform to the Specifications, terms, and 
requirements of the Co_ntrnct. · 

1.2 Sortwne 
The Contractor wnrrnnts that the Software, including but not limited to the individual modules or 
functions furnished under the Contract, is properly functioning within the System, compliant with 
the requirements of the Contract, and will operate in accordance with the Specifications nnd Terms 
of the Contract. · 
For any breach of the above Software warranty, the State's remedy, and the Contractor's entire 
liability, shall be: 

(n) The correction of program errors ti.lat cause breach of the warranty, or if the Contractor cannot 
substantially correct such breach in a commercially re:isonable manner, the State may end its 
program license if any and recover the fees paid to the Contractor for the program license and 
nny unused, prepaid technical support fees the State bas paid for the progrnm license; or 

(b) The re-performance of the deficient Services, or 

(c) If the Contra<;tor cannot substantially correct a breach inn commercinlly reasonable manner,· 
the State may end the relevant Services and recover the fees paid to the Contractor for the 
deficient Services. 

1.3 Non-Iufrlngeruent 
The Contractor warrants that it bas good title to, or the right to allow the State to use, all Services, 
equipment, and Software ("Material") provided under tllis Contract, and that such Services, 
equipment, and Software do not violate or infringe nny patent, trademark, copyright, trade name or 
other intellectual property rights or misappropriati a trade secret of any third party. · 

1.4 Viruses; Destructive Programming 
The Contractor warrants that the Software shall not contain any viruses, destructive programming, 
or mechanisms designed to disrupt the performance of the Software in accordance with the 
Specifications. 

1.5 Compatibility 
The Contractor warrants that 11!1 System components, including but not limited to the components 
provJ._ded, including any replacement or upgraded System Software components provided by the 
Contractor to correct Deficiencies or as an-Enbnncement, shnll operate with lhe rest of the System 
without l_oss of any functionality. 

1.6 Services 
The Con![actor warrants tbat all Services to be provided under lhe Contract will be provided 
expediently, in a profession.1I manner, in accordance witli industry standards and that Services will 
comply with performance standards, Specifications, and terms of the Contract. 

2. WARRANTY PERIOD 

The Warranty Period sllall remain iii" effect until the conclusion or tem1ination of this Contract 
and any extensions, except for the warranty for non-infringement, which shall remain in effect 
in indefinitely. . 
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I, The Contractor shall provide training for users. of the IDMX software on each work shift, as 
determined by the Department. IDMX software training must include, but is not limited to: 

1.1. Printing, assembling and attaching wristbands. 

1.2. Applying Secur-Loc clasps to wristbands. 

1.3. Review of the procedure for disposal of used wristbands. 

I .4. A hard copy of the IDMX User Guide for each employee designated for tntlning. 

2. Classroom training for each designated employee on use of the handheld ·devices. Training 
for bandheld devices shall include, but is not limited to: 

. (._ 

2.1. Instruction on functions ofhandbeld device. 

2.2. Test scanning activities. 

2.3. A hard copy of the bandheld device User Guide. 

3. Tile Contractor shall provide training for users of the Secur-Trac software on each work shift, 
as determined by the Department. Secur-Trac software training must include but is not 

. limited to: 

3.1. Basic navigation of the software at the workstation where it is installed, including, but 
not limited to: · 

3.1.1. Filtering records. 

3.1.2. Sorting records. 

3.1.3. Searching records. 

3.1.4. How lo run a query. 

3.1.5: How to generate, view and print reports. 
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PART 3 - EXHIBIT M 
AGENCY RFP \VITH ADDENDUMS, BY REFERENCE 

RFP-20 I 9-NHH 03-PA TIE Patient Identification Bracelets and Software System dated 
• December 13, 2018 is hereby incorporated by reference as fully set forth herein. 

State of NH Contract 20 I 9-033 Date: 
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VENDOR PROPOSAL, BY REFERENCE 

ENDUR ID proposnl to RFP-2019-NHH 03-PATIE Patient Identification Bracelets and 
Software System dated March 6, 2019 is hereby incorporated by reference ns fully set forth 
herein. 
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CERTIFICATES AND ATTACHMENTS 

Attacbed are: 

A. DHHS Standard Exhibits 

State of NH Contract 2019-033 

Exhibit 0- Vendor Proposal-Part 3 

Page 36 of36 

Dote Qr 
Cootrnctor·s Initials: 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

OHHS Standard Exhibits 
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SPECIAL PBQYJSlONS 

Contractors Obligations: The Contractor covenants and agrees that ell funds received by the Contractor 
under the Contract shall be used only es payment to the Contractor for services provided to eligible 
Individuals and, in the furtherance of the aforesaid covenants,. the Contractor hereby covenants and 
agrees es follows: · 

1 .. Compliance with Federal and State Lnws: If the Contractor is permitted to determine the eligibility 
or individuals such ellgibility determination shall be made in accordance with applicable federal and 
state laws, regulations, orders, guidelines, policies and procedures. 

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by 
the Department for that.purpose end shall be made and remade et such times es ore prescribed by 
the Oepa~ent. 

3. Documentation: ln addition to the determination forms required by the Department, the Contractor 
shall maintain a data file on each. recipient or se/Vices hereunder, which file shall include all 
information necessary to support en eligibility determina1ion and such other information as the 
Department requests. The Contractor shall furnish the Department with ell forms and documentation 
regarding eligibility determinations that the Department may request or require. . 

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as wall as 
Individuals declared Ineligible have a right lo a fair hearing regarding that determination. The 
Contractor hereby covenants end agrees that all applicants for services shell be permitted to fill out 
en application form and that oach applicant or re-applicant shall be informed of his/her right to a fair 
hearing In accordance with Department regulations. 

s: Gratuities or Kickbacks: The Contractor agrees that ii is a breach of this Contract to accept or 
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or 
the State in order lo Influence the performance of the Scope of Work detailed In Exhibit A of this • 
Contract. The State may terminate.this Contract end any suo-contract or suo-agreement if It is 
determined that payments, gratuities or offers of employment of any kind were offered or received by · 
any officlals,.offlcers, employees or agents of the Contractor or Sub-Contractor. 

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in any 
other document, contract or understanding, it Is expressly understood end agreed by the parties 
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for 
any purpose or for any services provided to any Individual prior to the Effective Date of the Contract 
and no payments shall be made for expenses Incurred by the Contractor for any services provided 
prior to the date on which the individual applies for se/Vices or (except as otherwise provided by the 
federal regulations) prior to a detennination that the Individual is eligible for such services. 

7. Conditions of Purch11se: Notwithstanding anything to the contrary contained in the Contract.nothing 
herein contained shell be deemed lo obligate or require the Department to purchase services 
hereunder et a rate which reimburses the Contractor in excess of the Contractors costs, at a rate 
which exceeds the amounts·reasonable end necessary tci assure the quality of such service, or et a 
rate which exceeds the rate charged by the Contractor to ineligible Individuals or other third party 
funders for such service. If et any lime during the term of this Contract or after receipt of the Final 
Expenditure Report hereunder, the Department shall detennine that the Contractor has used 
payments hereunder lo reimburse items of expense other than such costs, or has received payment 
in excess or such costs or in excess of such rates charged by the Contractor to-Ineligible individuals 
or other.third party funders, tlie Department may elect lo: 

7.1. 
7.2. 

09/1)118 

Renegotiate the rates to'r payment hereunder, in which event new rates shall be established; 
Deduct from any future payment to the Contractor the amount of any prior reimbursement In 

excess of costs; ~ 
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7 .3. · Demand repayment of the excess payment by the Contractor in which event failure to make 
such repayment shall constitute an Event of Default hereunder. When the Contractor is 
permitted to determine the eligibility of Individuals for services, the Contractor agrees lo 
reimburse the Department for all funds paid by the Department to the Contractor for_services 
provided to any Individual who is found by the Department to be inellgfble for such services et 
any lime during the period of retention of records established herein. 

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY: 

8. Maintenance of Records: l_n addition to the eligibility records specified above, the Contractor 
covenants and agrees to maintain the following records during \he Contract Period: 

8.1. Fiscal Records: books, records, documents and other data evidencing and renectlng ell costs 
and other expenses incurred by the Contractor in the performance of the Contract, and ell 
income received or collected by the Contractor during the Contract Period, said records to be 
maintained in accordance with accounting procedures-and practices which sufficiently end 
properly reflect ell such costs and expenses, and which are acceptable to the Department, and 
lo Include, without limitation, all ledgers, books, records, and original evidence of costs such es 
purchase requisitions end orders, vouchers, requisitions for materials, inventories, valuations of 
In-kind contributions, labor time ca·rds, payrolls, end other records requesied or required by Iha 
Department. . 

8.2. Statistical Records: Statistical, enrollment, attendance or visit reco~s for each recipient of 
services during the Contract Period, which records shall include all records of application end 
eliglbillty (including ell forms required to determine eligibility fOf each such recipient), r~cords 
regarding tho provision or services and all involces submitted lo the Department to obtain 
payment for such services. 

8.3. Medical Records: Where appropriate end as prescribed by the Department regulations, !he 
Contractor shall retain medical records on each paUenVrecipient or services. 

9. Audit: Con_trector shall submit an annual audit to the Department within 60 days alter the close of the 
agency fiscal year. It Is recommended that the report be prepared in accordance with the provision of 
Office of Manageme·nt end Budget Circular A-133, "Audits of States, Local Governments, and Non 
Prom Organizations• and the provisions of Standards for Audit of Governmental Organizations, 
Programs, Aclivll_ies end Functions, issued by the US General Accounting Office (GAO standards) es 
they pertain to financial compliance audits. · 

9.1. Audit and Review: During the term of this Contract end the period for retention hereunder, the 
Department, the United States Department of Health and Human Services, and any of their 
designated representatives shall have access to ell reports and records maintained pursuant to 
the Contract for purposes of audit, examination, excerpts end transcripts. 

9.2. Audit Liabilities: In addition to and not In any way in limitation or obligations of the Contract, ft Is 
understood end agreed by the Contractor that the Contractor shall oe held liable for any state 

. . or federal audit exceptions and shall return to the Department, ell payments made under the 
Contract to which exception has been taken or which have been disallowed because of such en 
exception. 

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected 
in connection with Iha performance of the services and the Contract shell be confidenlial and shall not 
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of 
the Department regarding the use end disclosure or such information, disclosure may be made to 
·public officials requiring such information in connection with thelr official duties and ror purposes 
directly connected to the administration of the services and the Contract; end provided further, that 
the use or disclosure by any party of eny Information concerning a recipient for any purpose not 
directly connected with the administration of the Department or the Contractor's responsibilities with 
respect lo purchased services h_ereunder Is prohibited except on written consent of the recipient, his 
attorney or guardian. ~ 
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ExhibitC • Notwithstanding anything to the contrary contained herein the covenants and conditions contained ln. 
the Paragraph shall survive the termination of the Contract ror any reason whatsoever. 

11. Reports: Fiscal end Statistical: The Contractor agrees to submit the following reports et therollowing 
limes if requested by the Department. 
11.1. Interim Financial Reports: Written Interim financial reports containing a detailed description of 

all costs and non-allowable expenses incurred by the Contractor lo the date of the report end 
containing such other information as shall be deemed satisractory by the Department to 
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form 
designated by the Department or deemed satisfactory by the Department. 

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term 
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall 
contain a summary statement of progress toward goals and objectives stated In the Proposal 
and other information required by the Department. 

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the 
maximum number of units provided for in the Contract and upon payment of the price limitation 
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as. 
by the terms of the Contract ere to be performed after the end of the term of this Contract and/or . 
survive the termination of the Contract) shall terminate, provided however, that if, upon review oftha 
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as 
costs hereunder the Department shell retain the right, at its discretion, to deduct the amount of such 
expenses· as are disallowed or to recover such sums from the Contractor. · 

13. Credits: All documents, notices, press releases, research reports and other materials prepared 
during or resulting from the performance of the services of the Contract shall include the following 
statement: · 
13.1. The preparation of this (report, document etc.) v,as financed under a Contract with the Stale 

of New Hampshire, Department of Health and Human Services, with funds provided in part 
by the State of New Hampshire and/or such other funding sources es were available or 
required, e.g., the United Stales Department of Health and Human Services. 

14. Prior Approve! ond Copyright Ownership: All materials (written, video, audio) produced or 
purchased under the contract shail have prior approval from DHHS before printing, production, 
distribution or use. The DHHS will retain copyright ownership for any and all original materials 
produced, Including, but not limited to, brochures, resource directories, protocols or guidelines, 
posters. or reports. Contractor shall not reproduce any materials produced under the contractwithout 
prior written approval from OHHS. 

15. Operetion of Facilities: Complillnce with Laws and Reguletions: In the operation of any facilities 
for providing services, the Contractor shall comply with all laws, orders end regulations of federal,· 
state, county and municipal authorities and with any direction of any Public Officer or officers 
pursuant lo laws which shall impose an order or duty upon the contractor with respect lo the 
operation of the facility or the provision of the services at such facility. If any governmental license or 
permit shall be required for the operation of the said facility or the performance of the said services, 
the Contractor will procure said license or permit, and will at all times comply with the terms and 
conditions of each such license or permit. In connection with the foregoing requirements, the · 
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall 
comply with all rules, orders, regulations, end requirements of the Slate Office of the Fire Marshal and 
the local fire protection agency, and shall be in conformance with l9CSI building end zoning codes, by­
laws end regulations. 

16. Equel Employment Opportunity Plan (EEOP): The Contractor will provide en Equal Employment 
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), If it has 
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or 
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Exhibit C • more employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the 
OCR; certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees 
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an 
EEOP Certilicalion Fonn to the OCR certifying it is not required to submit or maintain an EEOP. Non­
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the 
EEOP requirement, but are required to submit a certification fonn 'to the OCR to claim the exemption. 
EEOP Certification Forms are available at: http://www.ojp.usdoj/about/ocr/pdfs/cert.pdf. 

· 17. Limited English Proficiency (LEP}: As clarified by Executive Order 13166, Improving Access to 
Services for per-sons with Limited English Proficiency, and resulting agency guidance, national origin 
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure 
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and TiUe VI of the Civil 
Rights Act of 1964:Contractors must take reasonable steps to ensure that LEP parsons have 
meaningful access to its programs. 

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The 
following shall apply to all_ contracts that exceed the Simplified Acquisition Threshold es defined in48 
CFR 2.101 (currently, $150,000) 

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT To INFORM EMPLOYEES OF 
WHISTLEBLOWER RIGHTS (SEP 2013) 

(e) This contract and employees working on this contract will be subject to the whlsUeblower rights 
and remedies in the pilol program on Contractor employee whistleblower protections established at 
41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L. 
112-239} and FAR 3.908. 

(b) The Contractor shall inform its employees in writing, in the predom'i"nant language of the workforce, 
of employee wh\stleblower rights and protections under 41 U.S.C. 4712, as described in section 
3.908 of the Federal Acquisition Regulation. 

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all 
subcontracts over the simplified acquisition threshold. 

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with 
greater expertise to perform certain health care services or functions for efficiency or convenience, 
but the Contractor shall retain the responsibility and accountability for the funclion(s). Prior to 
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated 
function{s). This is accomplished through a written agreement that specifies activities end reporting 
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if 
the subcontractor's performance is not adequate. Subcontractors ere subject lo the same contractual 
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance 
with those conditions. 

When the Contractor delegates a function lo a subcontractor, the Contractor shall do the following: 

~9.1: Evaluate the prospective subcontractor's ability to perform the activities, before delegating 
the function · 

19.2. Have a written agreement with the subcontractor that specifies activities and reporting 
responsibilities and how sanctions/revocation will be maria9ed if the subcontractor's 
performance is not adequate 

19.3. Monitor the subcontractor's ·performance on en ongoing basis 

09113/IS 

Exhibit C - Special P,o,,risions 

Paga 4 of 5 

Contractor lniUals M oa10-



_DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

DHHS Standard Exhibits 
New Hampshire Department of Health and Hum11n Services 

Exhibit C • 19.4. Provide to DHHS an annual schedule identifying ell subcontractors, delegated functionsand 
responsibilities, and when the subcontractor's performance will be reviewed 

19.5. DHHS shall, et its discretion, review and approve all subcontracts .. 

If the Contractor Identities deficlencies or areas for improvement ere identified, the Contractor shall 
lake corrective action. 

20. Contract Definitions: 

20.1. COSTS: Shall mean those direct and indirec_t items or expense determined by the Department 
to be allowable and reimbursable in accordance with cost and accounting principles established 
In accordance with slate and federal laws, regulations, rules end orders. 

20.2. DEPARTMENT: NH Department of Health end Human Services. 

20.3. PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a 
form or rorms required by the Department and containing a description of the services and/or 
goods to be provided by the Contractor in accordance with the terms and conditions or the 
Contract and setting forth the total cost and sources of revenue for each service to be provided 
under the Contract. 

20.4.. UNIT: For each service that the Contractor Is to provide to eligible individuals hereunder, shall 
mean that period of time or that specined activity determined by the Department end specified 
in Exhibit B of the Contract. 

20.5. FEOERAUSTATE_ LAW: Wherever federal or stale laws, regulations, rules, orders, and 
policies, etc. are referred to In the Contract, the said reference shall be deemed to mean 
all such laws. regulations: etc. as they may be amended or revised from time to time. 

20.6. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided to the Contractor under this 
Contract will not supplant any existing rederal funds available for these services. 

·09.113118 

Exhibit C - Spoalll Provisions 

Pago 5 ol 5 

CQ<i!r?lctor lnitie!s _ ,£\.j __ _ 
Dato-0 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

OHHS Standard Exhibits 
New Hampshire Department of Health and Human Services 

Exhibit D 

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS 

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions cf 
Sections 5151-5160 cf the Drug-Free Workplace Act of 1988 {Pub. L. 100-690, Title V, Subtitle O; 41 
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections 
1.11 and 1.12 of the General Provisions execute the following Certification: 

✓• 

ALTERNATIVE I· FOR GRANTEES OTHER THAN INDiVIDUALS 

US DEPARTMENT OF HEAL TH AND.HUMAN SERVICES· CONTRACTORS 
US DEPARTMENT OF EDUCATION - CONTRACTORS 
US DEPARTMENT OF AGRICULTURE - CONTRACTORS 

•. This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free 
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31, 
1989 regulations were amended and published as Part II of the May 25, 1990 Federal Register (pages 
21681-21691 ), and require certification by grantees (and by inference, sub-grantees and sub-

. contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) cf the 
regulation provides that a grantee (and by inference. sub-grantees and sub-contractors) that is a State 
may elect to make one certification to the Department in. each federal fiscal year in lieu of certificates for 
each grant during the federal fiscal year covered by the certification. The certificate set out below is a 
materi<!I representation of fact upon which reliance is placed when the agency awards the grant. False 
certification or violation of the certification shall be grounds for suspension of payments, suspension or 
termination of grants, or government wide suspension or debarment. Contractors using this form should 
send it to: ' 

Commissioner 
NH Department cf Health and Human Services 
129 Pleasant Street; 
Concord,.NH 03301-6505 

1. The grantee certifies that it will or will continue to provide a drug-free workplace by: 
· 1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution. 

dispensing, possession or use of a controlled substance is prohibited in the grantee"s 
workplace and specifying the actions that will be taken against employees for violation of such 
prohibition; . 

1.2. Establishing an ongoing drug-free awareness program to inform employees about 
1.2.1. The dangers of drug abuse in the workplace; 
1.2.2. The grantee's policy of maintaining a drug-free workplace; 
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and 
1.2.4. The penalties that may be imposed upon employees for drug abuse violations 

occurring in the workplace; 
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be 

given a copy of the statement required by-paragraph (a); 
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of 

employment under the grant: the employee will · 
1.4.1. Abide by the ten:ns of the statement; and 
1.4.2. Notify the employer in writing of his or her conviction for a violation of. a criminal drug 

statute occurring in the workplace no later than five calendar days after such 
conviction; . 

1.5. No.tifying the agency In writing, within ten calendar days after receiving notice under 
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction. 

· Employers of convicted employees must provide notice, including position title, to every grant 
officer on whose grant activity the convicted employee was working, unless the Federal agency 

1 

CU'OHHS/110713 

ExhiDit D - Cer1if1tatlon regarding Drug Free 
Workplace Requirements 

Page 1 ol 2 

Vendor Initials~ 

Onto {) 
.· . 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

DHHS Standard Exhibits 
New Hampshire Department of Health and Human Services 

. Exhibit D 

has designated a central point for the receipt of such notices. Notice shall include the 
identification number{s) of each affected grant; 

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under 
subparagraph 1.4.2, :with respect to any employee who is so convicted 
1.6.1. · Taking appropriate personnel action against such an employee, up to and including 

·termination, consistent with the requirements of the Rehabilitation Act of 1973, as 
amended; or 

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or 
rehabilitation program approved for. such purposes by a Federal, State, or local health, 
law enforcement, or other appropriate agency; -

1.7. Making a good faith effort to continue to maintain a drug-free workplace through 
implementation of paragraphs 1.1, 1.2,, 1.3, 1.4, 1.5, and 1.6. 

2. The grantee may insert in the space provided below the site(s) for the perfom,ance of work done in 
connection with the specific grant. 

Place of Performance (street address, city, county, state, zip code) (list each location} 

Check □ if there are workplaces on file that are not identified here. 

Date~ ' 
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CERTIFICATION REGARDING LOBBYING • 
The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of 
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and 
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11 
and 1.12 of the General Provisions execute the following Certification: 

US DEPARTMENT OF HEAL TH AND HUMAN SERVICES - CONTRACTORS 
US DEPARTMENT OF EDUCATION - CONTRACTORS 
US DEPARTMENT OF AGRICULTURE - CONTRACTORS. 

Programs (indicate applicable program covered): 
"Temporary Assistance lo Needy Families under Title IV-A 
*Child Support Enforcement Program under Title IV-D 
•social Services Block Grant Program under Title XX 
*Medicaid Program under Title XIX · 
*Community Services Block Grant under Title VI 
*Child Care Development Block Grant under Title IV 

The undersigned certifies, to the best of his or her knowledge and belief, that: 

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, lo 
any person for influencing or attempting to influence an officer or employee of any agency, a Member 
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in 
connection with the awarding of any Federal contract, continuation, renewal, amendment, or 
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention 
sub-grantee or sub-contractor). 

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for 
influencing or attempting to influence an officer or employee of any agency, a Member of Congress, 
an· officer or employee of Congress, or an employee of a Member of Congress in connection with this 
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub­
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to 
Report Lobbying, In accordance with its instructions, attached and identified as Standard Exhibit E-1.) 

3. The undersigned shall require that the language of this certification be included in the award 
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants, 
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed when this transaction 
was made or entered into. Submission of this certification is a prerequisite for making or entering into this 
transaction-imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required 
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for 
each such failure. 

CUIJHHS/11071) 

Vendor Name: C:- I'\ t. v{ I~ Tnc.... 

.~·' 

Name: (=:\ \ ':> e [f L q cos-< 
Title: . c.ec:> 

Exhibit E - Certifte~!ion Regarding Lobbying 

Pago 1 o/ 1 

Vondortnitialsk 

. Dato J /Ja/8a 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

/ 

DHHS Standard Exhibits 
New Hampshire Department of Health and Human Services 

Exhibit F 1 

CERTIFICATION REGARDING DEBARMENT SUSPENSION 
AND OTHER RESPONSIBJL!JY MAITTRS 

• 
The Vendor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of 
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment, 
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's 
representative, as Identified In Sections 1.11 and 1.12 of the General Provisions execute the following 
Certification: 

INSTRUCTIONS FOR CERTIFICATION 
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the 

certmcation set out below. . 

2. The inability of a person to provide the certification required below will not necessarily result in denial 
of participation In this covered transaction. If necessary, the prospective participant shall submit an 
explanation of why it cannot provide the certification. The certification or explanation will be 
considered in connection with the NH Department of Health and Human Services' (DHHS) 
determination whether to enter into this transaction. However, failure of the prospective primary 
participant to furnish a certification or an explanation shall disqualify such person from participation In 
this transaction. 

3. The certification In this clause is a material representation of fact upon which reliance was placed 
. when DHHS determined to enter into this transaction. If it is later determined that the prospective 
primary partlcipant knowingly rendered an erroneous certification, In addition to other remedies 
available to the Federal Government, OHHS may terminate this transaction for cause or default. 

4. The prospeciive primary participant shall provide immediate written notice to the DHHS agency to 
whom this proposal (contract) is submitted if at any time the prospective primary participant learns 
that Its certification was erroneous when submitted or has become erroneous by reason of changed 
circumstances. 

5. The terms ·covered transaction," "debarred( "suspended," 'ineligible," "lower lier covered 
transaction," ·participant," "person," "primary covered transaction," "principal," "proposal," and 
·voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and 
Coverage sections of the rules implementing ~ecutive Order 12549: 45 CFR Part 76. See the 
attached definitions. • · 

6. The prospective primary participant agrees by submitting this proposal (contract) that. should the 
proposed covered transaction be entered Into, ii shall not knowingly enter into any lower tier covered 
transaction with a person who is debarred, suspended, declared Ineligible, or voluntarily excluded 
from participation in this covered transaction, unless authorized by DHHS. 

7. The prospective primary participant further agrees by submitting this proposal that It will include the 
clause titled 'Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion • 
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered 
transactions and In all solicitations for lower tier covered transactions. 

8. A participant In a covered transaction may rely upon a certification of a prospective participant in a 
lower tier covered transaction that it is not debarred, suspended, ineligible, or Involuntarily excluded 
from the covered transaction, unless it knows that the certification is erroneous. A participant may 
decide the method and frequency by which it determines the eligibility or Its principals. Each 
participant may, but Is not required to, check the Nonprocurement List [of excluded parties). 

9. Nothing contained In the foregoing shall be ·construed to require establishment of a system of records 
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infonnalion of a participant is nol required to exceed that which is normally possessed by a prudent 
person in the ordinary course of business dealings. · 

10. Except for·transactlons authorized under paragraph 6 of these instructions, if a participant in a 
covered transaction knowingly enters into a lower tier covered transaction with a person who Is 
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in 

· addition to other remedies available to the Federal government, DHHS may tenninate this transaction 
for cause ·or default. 

PRIMARY COVERED TRANSACTIONS 
11. The prospective primary participant certifies to the best of its knowledge and belief, that ii and its 

principals: 
11.1. are not.presently debarred, suspended, pr9posed for debarment, declared ineligible, or 

voluntarily excluded from covered transactions by any Federal department or agency; 
. 1·1.2. have not within a three-year period preceding this proposal (contract) been convicted of or had 

a civil judgment rendered against them for commission of fraud or a criminal offense in 
connection with obtaining, attempting to obtain, or performing <! public {Federal, State or local) 
transaction or a contract under a public transaction; violation of Federal or State antitrust 
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of 
records, making false statements, or receiving stolen property; 

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity 
. {Federal, Stale or local) with commission of any of the offenses enumerated in paragraph {l)(b) 
of this certification; and 

11 .4'. have not within a three-year period preceding this application/proposal had one or more public 
transactions (Federal, State or local) terminated for cause or default. 

12. Where the prospective primary participant Is unable to certify to any of the statements in this 
certification, such prospective participant shall attach an explanation to this proposal (contract). 

LOWER TIER COVERED TRANSACTIONS 
13. By signing and submitting this lower tier proposal (contract), the prospective lower lier participant, as 

defined In 45 CFR Part 76, certifies to the best ofits knowledge and belief that 11 and its principals: 
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or 

voluntarily excluded from participation in this transaction by any federal department or agency. 
13.2. where the prospective lower tier participant is unable to certify to any of the above, such 

prospective participant shall attach an explanation to this proposal (contract). 

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that ii will 
include this clause entitled •certification Regarding Debarment, Suspension, Ineligibility, and 
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered 
transactions and In all solicitations for lower tier covered transactions. 
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO • 
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAJTH.BASED ORGANIZATIONS AND 

WHISTLEBLOWER PROTECTIONS 

The Vendor identified In Section 1.3 of the General Provisions agrees by signalure of the Contractor's 
representative as Identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following 
certification: 

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable 
federal nondiscrimination requirements, which may include: 

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits 
recipients of federal funding under this statute from discriminating, either In employment practices or in 
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act 
requires certain recipients to produce an Equal Employment Opportunity_Plan; 

· • the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which a~opts by 
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this 
statute are prohibited from discriminating, either in employment practices or in the delivery of services or 
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal 
Employment Opportunity Plan requirements; 

• the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial 
assistance from discriminating on the basis of race; color, or national origin in any program or activity); 

• the Rehabilitation Act of 1973 {29 U.S.C. Section 794), which prohibits recipients of Federal financial 
assistance from discriminating on the basis of disab!lity, in regard to employment and the delivery of 
services or benefits, in any program or activity; 

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits 
discrimination and ensures equal opportunity for persons with disabilities In employment, State and local 
government services, public accommodations, cormiercial _facilities, and transportation; 

• the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits 
discrimination on the basis of sex in federally assisted education programs; 

.- ttie Age Discrimination Act of 1975 (42 U.S.C. Sections 6106--07), which prohibits discrimination on the 
basis of age in programs or activities receiving Federal financial assistance. It does not include 
employment discrimination; 

• 28 C.F.R. pt. 31 (U.S. Department of Justicfl Regulations - OJJDP Grant Programs}; 28 C.F.R. pt. 42 
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies 
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith•based and community 
organizations); Execu1ive Order No. 13559, which provide fundamental principles and policy-making· 
criteria for partnerships with faith-based and neighborhood organizations; 

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based 
Organizations); and Whlstleblower protections 41 U.S.C. §4712 and The National Defense Authorization 
Act {NOAA). for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for 
Enhancement of Contract.Employee Whistleblower Protections, which protects employees against 
reprisal for certain whistle blowing activities in connection with federal grants and contracts. 

The certificate set out below is a material representation of fact upon which reliance is placed when the 
agency awards the grant. False certification or violation of the certification shall be grounds for 
suspension of payments, suspension or termination of grants, or government wide suspension or 
debarment. · 
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r . • In the event a Federal or State court or Federal or State administrative agency makes a finding of 
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex 
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to 
the applicable contracting agency or division within the Department of Health and Human Services, and 
to the Department of Health and Human Services Office of the Ombudsman. 

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's 
representative as identified In Sections 1.11 and 1.12 of the General Provisions, to execute the following 
certification: . . 

I. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions 
indicated above. 

VendorName: Ct\.tu,T~ ToC-1 

N~ 
Trtle: CE.c) . 
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE • 
Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994 
(Act), requires that smoking not be permitted In any portion of any indoor facility owned or leased or 
contracted for by an entity and used routinely or regularly for the provision of health, day care, education, 
or library services to children under the age of 18, If the services are funded by Federal programs either 
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The· 
law does not apply to children's services provided in private residences, facilities funded solely by 
Medicare or Medicaid funds, and portions of facilities used for Inpatient drug or alcohol treatment. Failure 
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to 
$1000 per day and/or the Imposition of an administrative compliance order on the responsible entity. 

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's 
representative as Identified In Section 1.11 and 1.12. of the General Provisions, to execute the following 
certification: 

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with 
all applicable provisions of Public.Law 103-227, Part C, known as the Pro-Children Act of 1994. 

Date r ' 

CU1JHHS/11071l 
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HEAL TH INSURANCE PORTABLIJY ACT 
BUSINESS ASSOCIATE AGREEMENT 

• 
The Vendor identified in Section 1.3 of the General Provisions of the Agreement agrees to 
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and 
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45 
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business 
Associate· shall mean the Vendor end subcontractors and agents of the Vendor that receive, 
use or have access to protected health infonnation under this Agreement and ·covered Entity" 
shall mean the State of New Hampshire, Department of Health and Human Services. 

Definitions. 

a. "Breach" shall have the same meaning as the term "Breach" In section 164.402 of Title 45, 
Code of Feder.al Regulations. 

b. "Business Associate· has the meaning given such term In section 160.103 of Title 45, Code 
of Federal Regulations. · 

c. ·covered Entity" has the meaning given such term in section 160.103 of Tille 45, 
Code of Federal Regulations. 

d. "Designated Record Set• shall have the same meaning as the term "designated record set" 
in 45 CFR Section 164.501. 

e. ·oata Aggregation· shall have the same meaning as the term "data ~ggregation" in 45 CFR 
Section 164.501. 

f. "Health Care Operations· shall have the same meaning as the term "health care operations· 
in 45 CFR Section 164.501. 

g. "HITECH Act" means the Health Information Technology for Economic· and Clinical Health 
Act, TiUeXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of 
2009. 

h. "HIPAA" means the Health Insurance Portabllity and Accountability Act of 1996. Public Law 
104-191 and the Standards for Privacy and Security of Individually Identifiable Health 
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto. 

I. ·1ndivldual" s_hall have the same meaning as the term "individual" in 45 CFR Section 160.103 
and shall include a person who qualifies as a personal representative in accordance with 45 
CFR Section 164.501 (g). 

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health 
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States 
Department of Health and Human Services. 

k. "Protected Health Information· shall have the same meaning as the term "proiecled health 
infonnatlon· in 45 CFR Section 160.103, limited to the information created or received by 
Business Associate from or on behalf of Covered Entity. ¥-
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I. 'Required by Law" shall have the same meaning as the term ·required by law" in 45 CFR 
Section 164.103. 

m. ·secretary" shall mean the Secretary of the oe·partment of Health and Human Services or 
his/her designee. 

n. ·security Rule" shall mean the Security Standards for the Protection of Electronic Protected 
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto. 

o. ·unsecured Protected Health Information· means protected health information that is not 
secured by a technology standard that renders protected health Information unusable·, 
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by 
a standards developing organization that is accredited by the American National Standards 
Institute. · 

p. Other Definitions - All terms not otheJWise defined herein shall have the meaning 
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the 
HITECH 
Act. 

(2) 

a. 

b. 

C. 

d. 

3/2014 

.. :.:·.:,)t~-~-
Business Associate Use and Disctos·urii'of Protected Health Information. 

Business Associate shall not use, disclose, maintain or transmit Protected Health. 
Information (PHI) except as reasonably necessary to provide the services outlin_ed under 
Exhibit A of the Agreement. Further, Business Associate, Including but not limited to alf 
Its directors, officers, employees and agents, sha)l not use, disclose. maintain or transmit 
PHI In any manner that would constitute a violation of the Privacy and Security Rule. 

Business Associate may use or disclose PHI: 
I. For the proper management and administration of the Business Associate: 
II. As required by law. pursuant to the terms set forth in paragraph d. below; or 
Ill. For data aggregation purposes for the health care operations of Covered 

Entity. . 

To the extent Business Associate is permitted under the Agreement to disclose PHI to a 
third party, Business Associate must obtain, ·prior to making any. such disclosure, (i) 
reasonable assurances from the third party that such PHI will be held confidentially and 
used or further disclosed only as required by law or for the purpose for which it was 
disclosed to the third party; and (ii) an agreement from such third party to notify Business 
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification 
Rules of any breaches· of the confidentiality of the PHI, to the extent it has obtained 
knowledge of such breach. 

The Business Associate shall not, unless such disclosure ls reasonably necessary to 
provide services under Exhibit A of the Agreement, disclose any PHI In response to a 
request for disclosure on the basis that lt1s required.by law, without first notifying 
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and 
to seek appropriate relief.· If Covered Entity objects to such disctosure'. the Busi)tf 
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Associate shall refrain from disclosing the-PHI until Covered Entity has exhausted all 
remedies. 

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to 
be bound by additional restrictions over and above those uses or disclosures or security 
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate 
shall be bound by such additional restrictions and shall not disclose PHI in violation of 
such additional restrictions and shall abide by any additional security sa_feguards. 

(3) Obligations and Activities of Business Associate. . 

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately 
after the Business Associate becomes aware of any use or disclosure of protected 
health information not provided for by the Agreement including breaches of unsecured 
protected health information and/or any security incident that may have an impact on the 
protected health information of the Covered Entity. 

· b. The Business Associate shall immediately perform a risk assessment when it becomes 
aware of any of the above situations. The risk assessment shall include. but not be 
limited to: 

C. 

d. 

e. 

3/2014 

o The nature and extent of the protected health information involved. inclu_ding the 
types of identifiers and the likelihood of re-identification; 

o The unauthorized person used the protected health information or to whom the 
disclosure was made; · 

o Whether the protected health information was actually acquired or viewed 
o The extent to which the risk to the protected health information has been 

mitigated.· 

The Business Associate shall complete the risk assessment within 48 hours of the 
breach and immediately report the findings of the risk assessment in writing to the 
Covered Entity. · 

The Business Associate shall comply with all sections of the Privacy, Security. and 
Breach Notification Rule. 

Business Associate shall make available all of its internal policies and procedures, books 
and records relating to the use and disclosure of PHI received from, or created or· 
received by the Business Associate on behalf of Covered Entity to the Secretary for 
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and 
Security Rule. 

Business Associate shall require all of its business associates that receive. use or have · 
access to PHI under the Agreement, to agree in writing to adhere to the same 
restrictions an_d conditions on the use and disclosure of PHI contained herein, including 
the duty to return or de~troy the PHI as provided under Section 3 (I). The Covered Entity 
shall be considered a direct third party beneficiary of the Contractor's business associate 
agreements With Conltactor's intended business associates, who will be receiviA{HI 
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h. 

i. 

j. 

k. 

I. 
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pursuant to this Agreement, with rights of enforcement and indemnification from such 
business associates who shall be governed by standard Paragraph #13 of the standard 
contract provisions (P-37) of thls Agreement for the purpose or use and disclosure or 
protected health Information. 

Within five (5) business days of receipt of a written request from Covered Entity, 
Business Associate shall make available during normal business hours at its offices all 
records, books, agreements·. policies and procedures relating to the use and disclosure 
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine 
Business Associate's compliance wi!h the terms of the Agreement. 

Within ten (10) business days of receiving a written request from Covered Entity, 
· Business Associate shall provide access to PHI in a Designated Record Set to the 

Covered Entity, or as directed by,Covered Entity, to an individual in order to meet the 
requirements under 45 CFR Section 164.524. 

Within ten (10) business days of receiving a· written request from Covered Entity for an 
· amendment of PHI cir a record about an individual contained in a Designated Record 

Set, the Business Associate shall make such PHI available to Covered Entity for 
amendment and incorporate any such amendment to enable Covered Entity to fulfill its 
obligations under 45 CFR Section 164.526. 

Business Associate shall document such disclosures of PHI and Information related to 
such disclosures as would be required for Covered Entity to respond to a request by an 
individual for en accounting of disclosures of PHI in accordance with 45 CFR ·section. 
164.528. 

Within ten (10) business days of receiving a written request from Covered Entity for a 
request for an accounting of disclosures of PHI, Business Associate shall make available 
to Covered Entity such information as Covered Entity may require to fulfill its obligations 
to provide an accounting of disclosures with respect to PHI In accordance 'Nith 45 CFR 
Section 164.528. 

In the event any individual requests access to, amendment of, or accounting of PHI 
directly from the Business Associate, the Business Associate shall within two (2) 
business days forward such request to Covered Entity. Covered Entity shall have the 
responsibility of responding to forwarded requests. However, If forwarding the . 
individual's request to Covered Entity would cause Covered Entity or the Business 
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate 
shall Instead respond to the Individual's request as required by such law and notify 
Covered Entity of such response as soon as practicable. 

Wiihin ten (10) busin_ess days of termination of the Agreement, for any reason. the 
Business Associate shall return or deslroy. as specified by Covered Entity, all PHI 
received from. or created or received by the Business Associate in connection with the 
Agreement. and shall not retain any copies or back-up tapes ·or such PHI. If return or 
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to In 
the Agreement, Business Associate shall continue to extend the protections of the 
Agreement, to such PHI and limit further uses and disclosure~ of such PHI lo those 
purposes that make the return or destruction infeasible, for so long as Business fl I( 
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the 
Business Associate destroy any or all PHI, the Business Associate shall certify lo 
Covered En_tity that the PHI has been destroyed. 

· (4) Obligations of Covered Entity 

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its 
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section · 
164.520, to the extent that such change or limitation may affect Business Associate's 
use or disclosure of PHI. . 

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation 
of permission provided to Covered Entity by individuals whose PHI may be used or 
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section 
164.506 or 4_5 CFR Section 164.508. 

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or 
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522, 
to the extent that such restriction may affect Business Associate's use or disclosure of 
PHI. · . 

(5) . Termination for Cause 

(6) 

a. 

b. 

C. 

d. 

312014 

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this 
Agreement the Covered Entity may immediately terminate the Agreement upon Covered 
Entity's knowledge of a breach by Business Associate of the Business Associate 
Agreement set forth herein as Exhibit I. The Cov~red Entity may either immediately 
terminate the Agreement or provide an opportunity for Business Associate to cure the 
alleged breach within a tirneframe specified by Covered Entity. If Covered Entity 
determines that neither termination nor cure is feasible, Covered Entity shall report the 
violation to the Secretary. 

Miscellaneous . 

Definitions and Regulatory References. All terms used, but not otherwise defined herein, 
shall have the same meaning as those terms In the Privacy and Security Rule, amended 
from time to time. A reference In the Agreement. as amended to include this Exhibit I, to 
a Section in the Privacy and Security Rule means the Section as in effect or as 
amended. · 

Amendment. Covered Entity and Business Associate agree to take such ac!ion as Is 
necessary to amend the Agreement, from·ume to time as is necessary for Covered 
Entity to comply with the changes in the requirements of HIP~A, the Privacy and 
Security Rule, and applicable federal and state law. 

Data Ownership. The Business Associate acknowledges that it has no ownership rights 
with respect to the PHI provided by or created on behalf of Covered Entity. 

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved 
to permit Covered Entity to comply with HIPAA, thePrivacy and Security Rule~ 
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e. Segregation. If any term or condition of this Exhibit I or the application thereof to any 

person(s) or circumstance is held invalid, such invalidity shall not affect other terms or 
conditions which can be given effect without the invalid term or condition; to this end the 
terms and conditions of this Exhibit I are declared severable. 

f. Survival .. Provisions In this Exhibit I regarding the use and disclosure of PHI, return or 
destruction or PHI, extensions of the protections of the Agreement In section (3) I, the 
defense and Indemnification provisions of section (3) e and Paragraph 13 of the 
standard terms and conditions (P-37), shall survive the termination of the Agreement. 

IN WITNESS WHEREOF. the parties hereto have duly executed this Exhibit I. 

Department of Hoallh and Human Services 

The State 

Signature of Authorized epresentative 

(~#.~ tr ,M .M fl~~--.:.,_ 
Name of Authorized Repr 

ltv 
Title of Authorized Representative 

,;) .{ ;) ' f;,.,, ?rv 
Dale 

312014 

Signature of Authorized Representative 

£\\te;r Lo.,o se_ 
Name of Authorized Representative 

CEO 
Title of Authorized Representative 

Date 
Q /t:i{J.o . 

Exhibit I 
Hoalth lnstrnnGe Portability Act 
Business Associalo Agroomont 

Pa110 6 of 6 

I 



DocuSign Envelope ID: 2FA3CA72-225E-4661-B7FF-68E1 F2BB542A 

OHHS Standard Exhibits 
New Hampshlre Department of Health and Humlm Services 

ExhibitJ 

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY ANO TRANSPARENCY 
ACT !FFATAl COMPLIANCE 

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual 
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on 
data r.elated to executive compensation and associated first-tier sub-grants of $25,000 or more. If the 
Initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over 
$25,000, the award is subject lo the FFATA reporting requirements, as of the date of the award. 
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, the 

Department of Health and Human Services (DHHS) must report the following information for any 
subaward or contract award subject lo the FFATA reporting requirements: 
1. Nam·e of entity · 

. 2. Amount of award 
3. Funding agency 
4. NAICS code for contracts I CFDA program number for grants 
5. Program source 
6. Award tiUe descriptive of lhe purpose of the funding action 
7. Location of the entity 
8. Principle place of performance 
9. Unique identifier of the entity (DUNS#) 
10. Total compensation and names of the top five executives If: 

10.1. More than 80% of annual gross revenues are from the Federal government. and those 
revenues are greater than $25M annually and 

10.2. Compensation information is not already available through reporting to the SEC. 

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which 
the award or award amendment is made. 
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of 
The Federal Funding Accountability and Transparency Act, Public law 109-282 and Public Law 110-252, 
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, and further agrees 
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions 
execute the following Certification: · · 
The below named Vendor agrees lo provide needed information as outlined above lo the NH Department 
of Health and Human Services and to comply with all applicable provisions of the Federal Financial 
Accountability and Transparency Act. 

CU'CttiS/111171 J 

/ 

Vendor Name: 

Name: 
Title: 

Exhibil J - Certillce!ion Regarding lho Focloral Funding 
Accounl.ebUity And Transparency Acl (FFATA} Complionco 
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FORM A 

As the Vendor Identified in Section 1.3 of the General Provisions, I certify that the responses to the 
below listed questions are'true and accurate. · 

1. The DUNS number for your entity is: 

· 2. In your business or organization's preceding completed fiscal year, did your business or organization 
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts, 
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual 
gross revenues from U.S. federal contracts, subcontracts, loans;grants, subgrants, and/or 
coof7ve agreements? 

~NO ___ YES 

If the answer to #2 above is NO, stop here 

If the answer lo #2 above is.YES, please answer the following: 

3. Does the p·ublic have access lo infomialion about the compensation of the executives in your 
business or organization through periodic reports filed under section 13(a) or 1 S{d) of the Securities 
Exchange Act of 1934 (15 U.S.C.78m(a), 78o{d)) or section 6104 of the Internal Revenue Code of 
1986? . 

___ NO ___ YES 

!f the answer to #3 above is YES, slop here 

If the answer to #3 above is NO, please answer the following: 

4. The names and compensation of the five most highly compensated officers in your business or 
organization are as follows: 

Name: 

Name: 

Name: 

Name: 

Name: 

CLroKlS/11071J 

Amount: 

Amount: 

Amount: 

Amount: 

Amount: 

f:.l(/libil J - Certification Regarding Iha Fodera! Funding 
Accountability And Transparoncy Act (FFATA) Complianc·e 
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DHHS Information Security Requirements 

A. Definitions 

The following terms may be reflected and have the described meaning i~ this document: 

1. "Breach" means the loss of control, compromise, unauthorized disclosure, 
unauthorized acquisition, unauthorized access, or any similar term referring to 
situations where persons other than authorized users and for an other than 
authorized purpose have access or potential access to personally identifiable 
Information, whether physical' or electronic. With regard to Protected Health 
Information, • Breach" shall have the same meaning as the term "Breach" in section 
164.402 of Tille 45, Code of Federal Regulations. 

2. ·computer Security ·lncldenr shall have the same meaning ·computer ·Security 
lncidenr In section two (2) of NIST Publication 800-61, Computer Security Incident 
Handling Gulde, National Institute of Standards and Technology, U.S. Department 
of Commerce. 

3. ·confidential Information" or ·confidential Data" means all confidential information 
disclosed by one party to the other such as all medical, health, financial, public 
assistance benefits and personal information including without limitation, Substance 
Abuse Treatment Records, Case Records, Protected Health Information . and 
Personally Identifiable Information. 

Confidential Information also includes any and all Information owned or managed by . 
the State of NH - created, received from or on behalf of the Department of Health and 
Human Services (DHHS) or accessed in the course of performing contracted 
services - of which collection, disclosure, protection, and disposition is governed by . 
state or federal law or regulation. This Information Includes, but is not limited to 
Protected Health Information (PHI), Personal Information (Pl), Personal Financial 
Information (PFI), Federal Tax Information (FTI), Social Security Numbe_rs (SSN), 
Payment Card Industry (PCI), and or other sensitive and confidential Information. 

4. "End User" means any person or entity (e.g., contractor, contractor's employee, 
business associate, subcontractor. other downstream user, etc.) that receives 
DHHS data or derivative data in accordance with the terms of this Contract. 

! . ~ 

5. "HIPAA" means the Health Insurance Portability an.d Accountability Act of 1996 and the 
regulations promulgated thereunder. 

6. "Incident" means an act that potentially v!olates an explicit or implied security policy, 
which includes attempts (either failed or successrul) to gain unauthorized access to a 
system or its data, unwanted disruption or denial of service, the unauthorized use of 
a system for the processing or storage of data; and changes to system hardware, 
firmware, or software characteristics without the owner's knowledge, instruction, or 
consent. lncldents'include the loss of data through theft or device misplacement, loss 
or misplacement of hardcopy documents, and misrouting of physical or electronic 
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mail. all of which may have the potential to put the data at risk of unauthorized 
access, use, disclosure, modification or destruction. 

7. ·open Wireless Network" means any network or segment of a network that is 
not designated by the State of New Hampshire's Department of Information 
Technology or delegate as a protected network (designed, tested, and 
approved, by means of the State,· to transmit) will be considered an open 
network and not adequately secure for the transmission of unencrypted Pl, PFI, 
PHI or confidential DHHS data. 

8. "Personal Information" (or "Pl") means informatio·n which can be used to distinguish 
or trace an.individual's identity, such as their name, social security number, personal 
Information as defined in New Hampshire RSA 359-C:19, biometric records, etc., 
alone, or when combined with other personal or identifying information which is linked· 
or linkable to a specificindividual, such as date and place of birth, mother's maiden 
name, etc. 

9. ~Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health 
Information at 45 C.F.R. Parts 160 and ·164, promulgated under HIPAA by the United 
States Department of Health and Human Services. 

10. "Protected Health Information" (or ·PHI") has the same meaning as provided in the 
definition of "Protected Health Information• in the HIPAA Privacy Rule at 45 C.F.R. § 
160.103. 

· 11. ·security Rule" shall mean the Security Standards for the Protection of Electronlc 
Protected Health Information at 45 C.F.R. Part 164, Subpart C,.and amendments 
thereto. 

12. "Unsecured Protected Health Information" means Protected Health Information that is 
not secured by a technology standard that renders Protected Health Information 
unusable, unreadable, or indecipherable to unauthorized individuals and is 
developed or endorsed by a standards developing organization that is accredited by 
the American National Standards Institute. 

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR 

A. Business Use and Disclosure of Confidential Information. 

1. The Contractor must not use, disclose, maintain or transmit Confidential Information 
except as reasonably necessary as outlined under this Contract. Further, Contractor, 
Including but not limited to all its directors, officers; employees and agents, mu~t not 
use. disclose, maintain or transmit PHI in any manner that would constitute a violation 
of the Privacy and Security Rule. 

2. The c~'ntractor must not disclose any Confidential Information !n response to a · 
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request for disclosure on the basis that ii is required by law, in response to a 
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to 
consent or object to the disclosure. 

3. If 0HHS notifies the Contractor that DHHS has agreed to be bound by additional 
restrictions over and above those uses or disclosures or security safeguards of PHI 
pursuant to the Privacy and Security Rule, the Contractor must be bound by such 
additional restrictions and must not disclose PHI In violation of such additional 
restrictions and must abide by any additional security safeguards. 

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End 
User must only. be used pursuant to the terms of this Contract. · 

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for 
any other purposes that are not Indicated in this Contract. 

6. The Contractor agrees to grant access to the data to the authorized representatives 
of DHHS for the purpose of Inspecting to confirm compliance with the terms of this 
Contract. 

II. METHODS OF SECURE TRANSMISSION OF DATA 

1. Application Encryption. If End User is transmitting DHHS data containing 
Confidential Data between applicaUons. the Contractor attests the applications have 
been evaluated by an expert knowledgeable in cyber security and that said 
application's encryption capabilities ensure secure transmission via the internet. 

2. Computer Disks and Portable Storage Devices. End User may not use computer disks 
or portable storage devices. such as a thumb drive. as a method of transmitting DHHS 
data. 

. - . 
. 3. Encrypted Email. End User may only employ email to transmit Confidential Data If 

email is encrypted and being sent to and being received by email addresses of 
persons authorized to receive such information. 

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential 
Data. the secure socket layers (SSL) must be used and the web site must be 
secure. ~SL encrypts data transmitted via a Web site. 

5. File Hosting Services. also known as File Sharing Sites. End User may not use file' 
hosting services, such as Dropbox or Google Cloud· Storage, to transmit 
Confidential Data. 

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground 
mail within the continental U.S. and when sent to a named individual. 

7. Laptops and PDA. If End User is employing portable devices to transmit 
Confidential Data said devices must be encrypted and password-protected. 

8. Open Wireless Networks. End User may not transmit Confidential Data via an open . 
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wireless network. End User must employ a virtual. private network (VPN) when 
remotely transmitting via an open wireless network. · 

9. Remote User Communication. If End User is employing remote communication to 
access or transmit Confidential Data, a virtual private network (VPN) must be 
installed on the End User's mobile device(s) or laptop from which information will be 
transmitted or accessed. · 

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If 
End User is employing an SFTP to transmit Confidential Data, End User will 
structure the. Folder and access privileges to prevent inappropriate disclosure of 
information. SFTP folders and sub-folders used for transmitting Confidential Data will 
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 
hours). · · 

11. Wireless Devices. If. End User is transmitting Confidential Data via wireless devices, all 
data must be encrypted to prevent inappropriate disclosure of information. 

Ill. · RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS 

The Contractor will only retain the data and any derivative of the data for lhe duration of this 
Contract. After such time, the Contractor will have 30 days to destroy the data and any 
deriv¥3live in whatever form it may exist. unless. otherwise required by law or permitted 
under this Contract. To this end, the parties must: · · 

A. Retention 

1. The Contractor agrees ii will not store, transfer or process data collected in 
connection with the services rendered under this Contract outside of the United 
States. This physical location requirement shall also apply in the implementation of 
cloud computing, cloud service or cloud storage capabilities, and includes backup 
data and Disaster Recovery locations. 

2. The Contractor agrees to ensure proper security monitoring capabilities are in 
place to detect potential security events that can impact State of NH systems 
and/or Departmerit confidential inf9rmation for contractor provided systems. 

3. The Contractor agrees to provide security awareness and education for its End 
Users in support of protecting Departm·ent confidential information. · 

4. The Contractor agrees to relain all electronic and hard copies of Confidential Data 
in a secure location and Identified in section IV. A.2 

5. The Contractor agrees Confidential Data stored in a Cloud must be in a 
FedRAMP/HITECH compliant solution and comply with all applicable statutes and 
regulations regarding the privacy arid security. All servers and devices must have 
currently-supported and hardened operating systems, the latest anti-viral, anti­
hacker. anti-spam, anti-spyware, and anli-rna!ware utilities. The environment. as a 
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whole, must have aggressive intrusi<;m-detection and firewall protection. 

6. The Contractor agrees to and ensures its complete cooperation with the State's 
Chief Information Officer in the detection of any security vulnerability of the hosting 
Infrastructure. · 

B. Disposition 

1. If the Contractor will maintain any Confidential Information on Its systems (or Its 
sub-contractor systems). the Contractor will maintain a documented process for 
securely disposing of such data upon request or contract termination; and will 
obtain written certification for any State of New Hampshire data destroyed by the 
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster 
recovery operations. When no longer in use, electronic media containing State of 
New Hampshire data shall be rendered unrecoverable via a secure wipe program 
In accordance with industry-accepted standar.ds for secure deletion and media 
sanitization, or otherwise physically destroying the media (for .· example, 
degaussing) as described In NIST Special Publication 800-88, Rev 1, Guidelines 
for Media Sanitization, National Institute of Standards and technology, U. S. 
Department of Commerce. The Contractor will document and certify In writing at 
time of the data destruction, and will provide written certification to the Department 
upon request. The written certification will include all details necessary to 
demonstrate data has been properly destroyed and validated. Where applicable, 
regulatory and professional standards for retention requirements will be jointly 
evaluated by the State and Contractor prior to destruction. 

2. Unless otherwise specified, within thirty (30) days of the termination of this 
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a 
secure meth~ such as shredding. 

3. Unless otherwise specified, within thirty (30) days of the termination of this 
Contract, Contractor agrees to completely destroy all electronic Confidential Data 
by means of data erasure, also known as secure data wiping. 

IV. PROCEDURES FOR SECURITY 

A. Contractor agrees to safeguard the DHHS Data received under this Contract. and any 
derivative data or files, as follows: · · 

1. The Contractor will maintain proper security controls to • protect Department 
confidential Information collected, processed, managed, and/or stored in the delivery 
of contracted services. 

2. The Contractor will maintain policies and procedures to protect Department 
confidential Information throughout the information lifecycle, where applicable, (from 
_creation, transformation. use, storage and secure destruction) regardless of the 
media used to store the data (i.e., tape, disk, paper, etc.). 
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3. The Contractor will maintain appropriate authentication and access controls to 
contractor systems that collect, transmit, or store Department confidential information 
where applicable. 

4. The Contractor will ensure proper security monitoring capabilities are In place to 
detect potential security events that can impact State of NH systems and/or 
Department confidential Information for contractor provided systems. 

5. The Contractor will provide regular security awareness and education for its End 
Users in support of protecting Department confidential information. 

6. If the Contractor will be sub-contracting any core functions of the engagement 
supporting the services for State of New Hampshire, the Contractor will maintain a 
program of an internal process or processes that defines specific security 
expectations. and monitoring compliance to security requirements that ai a minimum 
match those for the Contractor, including breach notification requirements. 

7. The Contractor will work with the Department to sign and comply with all applicable 
State of New Hampshire and Department system access and authorization policies 
and procedures, systems access forms, and computer use agreements as part of 
obtaining and maintaining access to any Department system(s). Agreements will be 
completed and signed by the Contractor and any applicable sub-contractors prior to 
system access being authorized. 

8. If the Department determines the Contractor ls a Business Associate pursuant to 45 
CFR, 160.103, the Contractor will .execute a HIPAA Business Associate Agreement 
(BAA) with the Department and is responsible for maintaining compliance with the 
agreement. 

9. The Contractor will work with the Department at its request to complete a System 
Management Survey. The purpose of the suryey is to enable the Department and 
Contractor ·10 monitor for any changes in risks, .threats. and vulnerabilities that may 
occur over the life of the Contractor engagement. The survey will .be completed 
annually, or an alternate time frame at the Departments discretion with agreement by 
the Contractor, or the Department may request the survey be completed when the 
scope of the engagement between the Department and the Contractor changes. 

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire 
or Department data offshore or outside the boundaries of the United States unless 
prior express written consent is obtained from the Information Security Office 
leadership member within the Department. 

11. Data Security Breach Liability. tn the event of any s~curity breach Contractor shall 
make efforts to investigate the causes of the breach, promptly take measures to 
prevent future breach and-minimize any damage or loss resulting from the breach . 

. The State shall recover from the Contractor all costs of response and recovery from 
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the breach, Including but not limited to: credit monitoring services, malllng costs and 
costs associated with website and telephone call center services . necessary due to 
the breach. · 

12. Contractor must, comply with all applicable statutes. and regulations regarding the 
privacy and security of Confidential Information, · and must In all other respects 
maintain the privacy and security of Pl and PHI at a level and scope that Is not less 
than the level and- scope of requirements applicable to federal agencies, including, 
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS 
Privacy Act Regulations (45 C.F.R. §Sb), HlPAA Privacy and Security Rules (45 
C.F.R. Parts 160 and 164) that govern protections for lndlvldually Identifiable health 
Information arid as applicable under State law. · · 

13. Contractor agrees to establish and maintain appropriate administrative, technical, and 
physical safeguards to protect the confidentiality. of the Confidential Data. an~ to 
prevent unauthorized use or access to It. The safeguards must provide a level and 
scope of security that Is not less than the level and scope of security requirements 

. established by the State of New Hampshire, Department of Information Technology. 
Refer to Vendor Resources/Procurement at https:/lwww.nh.gov/dolt/vendor/lndex.htm 
for the Department of Information Technology policies, guldeli~es. standards, and 
procurement Information relating to vendors. 

14. Contractor agrees to maintain a documented breach notification and Incident 
response process. The Contractor will notify the State's Privacy Officer and the 
State's Security Officer of any security breach Immediately, at the email addresses 
provided In Section VI. This Includes a confidential Information breach; computer 
security ·Incident, or suspected breach which affects or Includes any State of New 
Hampshire systems that connect to the State. of New Hampshire network. 

15. Contractor must restrict access to the Confidential Data obtained under this 
Contract to only those authorized End Users who need such DHHS Data. to 
perform their official duties In connection with purpoi;es Identified l_n this Contract. 

16. The Contractor must ensure that all End Users: 

a. comply with such safeguards as· referenced In Section IV A. above, 
Implemented to protect Confidential Information that Is furnished by DHHS 
under this Contract from loss, then or inadvertent disclosure. 

b. safeguard this Information at all times. 

c. ensure that laptops and other electronic devices/media containing PHI, Pl, or 
PFI are encrypt~d and password-protected. 

d. .send em.ails containing Confidential Information only if encrypted and being 
sent to and being received by email addresses of persons authorized to. 
receive such Information. 
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e. limit disclosure of the Confidential Information to the extent permitted by law. 

f. confidential Information received under. this Contra~t and individually 
identifiable data derived from DHHS Data, must be stored in an area that is 
physlc;ally and technologically secure from access by unauthorized persons 
during duty hours as well -as non-duty hours (e.g., door locks, card keys, 
biometric identifiers, etc.) .. 

g. only authorized End Users may transmit the Confidential ·oata, including any 
derivative files containing personally Identifiable information, and in all cases, 
such data must be encrypted at all times when In transit, at rest, or when 

· stored on portable m99ia as required In section IV above. · 

h. In all other instances Confidential Data must be maintained, used and 
disclosed using appropriate safeguards, as · determined by a risk-based 
asses~ment of the circumstances involved. · 

I. understand that their user credentials (user name and password) must not be 
shared with anyone. End U~ers wlU keep their credential Information secure. 
This applies to credentials used to access the site directly or Indirectly through 

-a third party application. 

Contractor Is. res·ponslble for oversjght and compliance of their End Users. OHHS 
reseives the right to conduct onslte Inspections to monitor compliance with this 
contract, Including the privacy and security requirements provided in herein, HIPAA, 
and other applicable laws and Federal regulations until such time the Confidential Data 
Is disposed of In accordance with this Contract: 

V. LOSS REPORTING 

The Contractor must notify the State's Privacy Officer and Security Officer of any 
Security Incidents and Breaches immediately, at the email addresses provided tn 
Section VI. · 

The Contractor· must further handle and report Incidents and Breaches involving PHI in 
accordance with the agency's documented Incident Handling and Breach Notification 
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and 
notwithstanding, Contractor's compliance with all applicable obligations and procedures, 
Contractor's proced_ures mus~ also address how the Contrac~or will: 

1. Identify Incidents; 

2. Determine If personally Identifiable Information Is Involved In Incidents; 

3. Report suspected or confirmed Incidents as required In this Exhibit or P-37; 

4. Identify and convene a core response group to determine the risk level of Incidents 
and determl~e risk-based responses to Incidents; and 
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.5. Determine whether ·areacl'l riotlffcatlon Is required, and, If so, Identify appropriate 
Breacl'l notfficatlon methods, timing, source, and contents fr(?m among different 
options, and bear costs associated with the Breach notice as w~II as any mitigation 
measures. 

Incidents and/or Breaches that Implicate Pl must be addressed and reported, as 
applicable, In accordance with NH RSA 359-C:20. 

VI. PERSONS TO CONTACT 

A. DHHS Privacy Officer: 

DHHSPrlvacyOfficer@dhhs.nh.gov 

B. DHHS Security Officer: 

DHHSlnformationSecurityOfflce@dhhs.nh.gov 
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