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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNQLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021
His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
State House
Concord, NH 03301
REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar,

Authorize the Department of Information Technology to enter into a contract amendment
with NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) to accomplish the original
scope of the cyber security project by extending the completion date from June 30, 2021 to June
30, 2023 with no increase to the Price Limitation of $499,000.00. The original agreement was
approved by Governor and Executive Council on Qctober 2, 2019, Item #24 and most recently
amended with Governor and Executive Council approval on May 6, 2020, Item #74.

EXPLANATION

This time-only extension is being requested to address the optional services features of the
original contract. The additional time request allows for both the state and the vendor to
appropriately address the optional services features based on the final reports created during the
assessment that were not able to be completed during the COVID-19 pandemic. : \

The contract with NuHarbor Security, Inc. will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State’s cybersecurity posture, a key outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire’s cybersecurity posture.

“Innovative Technologies Today for New Hampshire's Tomorrow"

o



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council
Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment. _ :

Respectfully submitted,

b i —

Denis Goulet

DG/kaf
DolT #2018-111B
RID: N/A

"Innovative Technologies Today for New Hampshire's Tomorrow" '



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 10, 2021
Daniel Dister
Chief Information Security Officer
Department of Information Technology
. State of New Hampshire
27 Hazen Drive
Concord, NH 03301

Dear Director Dister,

This letter represents formal notification that the Department of Information Technology (DolT)
has approved the Division’s request to enter into a contract amendment with NuHarbor Security, Inc. of
Essex Junction, VT, as described below and referenced as DolT No. 2018-111B. '

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc,
to accomplish the original scope of the cyber security project by extending the completion -
date from June 30, 2021 to June 30, 2023. Inaddition, the time request allows for both the
state and the vendor to appropriately address the optional services features based on the
final reports created during the assessment that were not able to be completed during the
COVID-19 pandemic.

g

This contract amendment includes the extension of the contract from June 30,-2021 to June
30,2023. There is no additional funding requested under this time extension. The contract
amendment shall become effective upon Governor and Executive Council approval
through June 30, 2023.

A copy of this letter will accompany the Department of Information Technology's submission to

the Governor and Executive Council for approval.

Denis Goulet

Sincerely,

" DGrkaf
DolT #2018-111B

“Innovative Technologies Today for New Hampshire's Tomorrow”



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT B

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111
"~ Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #2, and amended on May 06,
2020, Item #74 (herein after referred to as the “Agreement™), NuHarbor Security, Inc., (hereinafter referred
to as “Contractor”) agreed to supply certain services upon the terms and conditions specified in the
. Agreement and in consideration of payment by the Department of Information Technology (hereinafter
~ referred to as the “Department™), certain sums as specified therem

WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council unless no such approval is required under the
circumstances pursuant to State law, rule or policy;

!

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department and the Contractor wish to extend the completion date from June 30, 2021 to
- June 30, 2023;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:The Agreement is hereby amended as follows:
Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extendmg the Completion
Date from June 30, 2021 to June 30, 2023

" |.TABLE 1"-'CONT'RACT HISTORY'r' L :

' CONTRACT AND ,AMENDMENT il C&C

P AMENDMENT ‘ TYPE =
NUMBER > 5 :"a"-'»‘ L e Lo
2018-111 Original Contract | October 2, 2019, | June 30,2020 | $499,000.00

. Item #24

2018-111 1** Amendment May 06, 2020, | June 30,2021 |3$0.00
Amendment A Item #74 :
2018-111 2nd Amendment | TBD June 30, 2023 | $0.00
Amendment B

T TR e g
C(;_)INTRACT-'-’_ITOTAL.'“‘ “$499,000.00,

D, e T T e I e

State of NH Contract
Date:

Contractot’s Initials KC
Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT B

CONTRACTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This

" modification shall take effect upon the approval date from the Governor and the Executive Council..

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year first above
written. '

Katherine Cheney ' Date: April 20, 2021

NuHarbor Security, Inc.

* STATE OF NEW HAMPSHIRE .

M M - | Date: May 10, 2021

Denis Goulet, Commissioner
- State of New Hampshire

Department of Information Technology

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

. execution.

Approved by the Attorney General

/s/ Stacie M, Moeser Date: - May 10, 2021

State of New Hampshire, Department of Justice

State of NH Contract

Date:

Contractor’s [nitials KC

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT .
CONTRACT 2018-111 -- AMENDMENT B

“ I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
- the State of New Hampshire at the Meeting on: - -~ (date of meeting)

+

Office of the Secretary of Sfate

" Date:

- State of New Hampshire, Department of Administration.

State of NH Contract

Date:

Contractor’s Initials KC

Page
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State of New Hampshire
Department of State

CERTIFICATE

I; William M, Gardner, Secretary of State of the State of New Hampshire, do hereby certify that NUHARBOR SECURITY INC. is
a Vermonl Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 735135
Certificate Number: 0005362896

N TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this Sth day of May A.D. 2021.

.!; f.‘., 'l‘_' _-.'_:_..' ‘
‘M. re M

Willium.M. Gardner

Secretary of State




CERTIFICATE OF VOTE

I J ustin Fimlaid, do hereby represent and certify that:

(1) I am Managing Director of NuHarbor Security, an S-corporation (the
"Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation. '

(3) I am duly authorized to issue certificates with respect to the contents of such books.
}

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 37, 2020, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation. -

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Managing Director of the
Corporation and have ed its corporate seal this 5™ of May, 2021.

. -Fiml@ Director, 05/05/2021




ACORD' . CERTIFICATE OF LIABILITY INSURANCE ST kmar

4/23/2021

THIS CERTIFICATE 1S ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NG RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR-NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: .If tha certificate holder is an ADDITIONAL INSURED, the policy(ies) musat ba endorsed. If SUBROGATION 1S WAIVED, subject to
the terms and conditions of the policy, certain policles may require an endorsement. A statement on this certificate doos not confer rights to the
certificate holder in Heu of such endorsement(s).

PRODUCER . ‘ awe:"| Ronan Cooper
Winooski, LLC . PHONE Extl: (B02) 655-9000 lr:'é’ Ngj; {9021 872-3608
DealarPolicy Insurance Agency ADDREss: Teooper@winocski.com
2300 St. George Road INSURER{S) AFFOROING COVERAGE NAIC #
Williston VT 05485 - INSURER A : Underwriters at Lloyds, London 15642
INSURED INSURER B: Hartford 19682
NuHarbor Security, Inc. | msurer ¢ Hiscox Insurance Company Inc, AA1122000
553 Roosevelt Highway INSURER D :

INSURER E :
Colchastar VT 05446 INSURER F :
COVERAGES CERTIFICATE NUMBER:CL214231929%3 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TOALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. ’

INSR ABDL [SUBR POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD | WD POLICY NUMBER (MMDONYYY) | MMDDIYYYY) LIMITS
X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE 3 2,000,000
‘ [ BAMAGE TS RERYED
A CLAIMS-MADE [E OCCUR | PREMISES (En occyrence) 3 100,000
WGOCC01737AB ' 1/15/2021 1/15/2022 | MED EXP (Any one parson) [3 5,000
PERSONAL & ADV INJURY 3 Excluded
GEN1 AGGREGATE LIMIT APPLIES PER: " | GENERAL AGGREGATE 3 4,000,000
X | pouicy l:] 5’2& D LoC . PRODUGTS - COMPIOPAGG | $ 4,000,000
OTHER; : . 3
COMBINGD GINGLE LIMIT
AUTOMOBILE LIABILITY | fEp accigeal; $ 2,000,000
a ANY AUTO . BOOILY INJURY (Per parson) - | $
ALL OWNED SCHEDULED ¥GOD001737A8 1/18/2021 | 1/18/2022 | BODILY INJURY (Por accident) | $
"% | NON-OWNED [ PROPERTY DAMAGE s
HIRED AUTOS AUTOS . | (Per sccident]
: s
X | UMBRELLA LiAB OCCUR EACH OCCURRENCE H 5,000,000
A EXCESS LIAB X | CLAMS-MADE AGGREGATE $ 5,000,000
pep | X | rerenmon 3 10,000 cxBai6221 1/15/2021 | 1/15/2022 s
WORKERS COMPENSATION Excluded - Justin Fimlaid ‘ - [ x|ER o
AND EMPLOYERS' LIABILITY YIN -
ANY PROPRIETOR/PARTNER/EXECUTIVE . EL. EACH ACCIDENT $ 1,000,000
OFFICER/MEMBER EXCLUDED? NIA
B {Mandatory In NH) OAWBCAFSD70 4/9/2021 4/872022 E.L. DISEASE - EA EMPLOYEE | § 1,000,000
If yes. dascriba undar ,
DESCR1PTION OF OPERATIONS below - E.L. DISEASE - POLICYLIMIT | $ 1,000,000
€ | Excess Bolicy (Excass of $10M) ‘ MPLA263339.21. 1/15/2021 | 1/15/2022 | Uimitof Lisbiity . $5,000,000
A |[Media/Tech/Data & Natwork : WGODDO17ATAR 1/15/2021 1/15/2022 | Umit of Lisbidty 85,000,000

DESCRIPTION OF CPERATIONS / LOCATIONS | VEHICLES (ACORD 101, Additionsl Ramarks Schedute, may be attachad i more space Is required)

CERTIFICATE HOLDER CANCELLATION

i _ SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
- - THE EXPIRATION DATE THEREQF, NOTICE WiLL BE DELIVERED IN

State of NH - Department of Information T ACCORDANCE WITH THE POLICY PROVISIONS.

Attn:Denis Goulet '

27 Hazen Drive

Concord. NH 03301 AUTHORIZED REPRESENTATIVE
r .

Ronan Cooper/RC %—'

® 1988-2014 ACORD CORPORATION. All rights reserved.

ACORD 25 (2014/01) The ACORD name and logo are registered marks of ACORD
INS025 {201401)
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STATE OF NEW HAMBSHIRE P 3:5 DAS 7
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TOD Access: 1-800-735-2964
www.nh;gov/doit

i
i

Denis Goulet
Commissioner

- March 17, 2020

" His Excellency, Governor Christopher T. Sunung
and the Honorable Executive Council
State House
Concord, NH 03301

REQUESTED ACTION

The Department of [Information chhnol%ygy requests placing this item on thé Consent
Calendar. . L

Authorize the Department of Information Technology to amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) 10 accomplish the original scope
of the cyber security project by exercising a contract renewal option by extending the completion
date from June 30, 2020 to June 30, 2021. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Item|#24 Time extension only, no new funding.

EXPLANATION

This time-only extension is being requested to address the optional services features of the

" original contract. The additional time rcquesd allows for both the state and the vendor to

appropriately address which optional features are most lmportant to pursue, based on the final
reports created during the assessment.

" The contract with NuHarbor Security, [ncl will assist with comprehensive cyber security
risk assessment of the Executive Branch mfonnatxon technology enterprise. In addition to
determining gaps or shortfalls in the State’s cybcrsecunty posture, a key outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire’s cybersecurity posture. ‘

"Innovative Te}:hnolagies Todoy fo:r New Hampshire's Tomorrow"



_ and the Honorable Executive Council

|
His Excellency, Govemor Christopher T. Sununu ’
~ Page2 |I

The Department of Information Technology respec\tfulily requests approval of this’
contract amendment. :

Respectfully submitted,
N B

Y
N

Denis Goulet

DG/kaf
DolT #2018-111A

“Innovotive Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr. Concord, NH 03301
Fax: §03-271-1516 TOD Access: 1-800-735-2964.

www.nh! gov/doit

Denis Goulet
Commissioner

March 17, 2020
Daniel Dister .
Chief Information Security Officer
Department of Information Technology
" State of New Hampshire

. 27 Hazen Drive
Concord, NH 0330t

) ‘Dear Director Dister,

This letter represents formal notification that the Department of Information Technology (DolT)
has approved the Division’s request to enter into a contract amendment with NuHarbor Security, Inc. of
Essex Junction, VT, as described below and referenced as DolT No. 2018-111A.

The purpose of this request is to amend an exlstmg contract with NuHarbor Security, Inc.
to accomplish the original scope of the cyber securlty project by extending the completion
date from June 30, 2020 to June 30, 2021. In addmon the time request allows for both the
state and the vendor to appropriately address whlch optional features are most important to
pursue, based on the final reports created durmg the assessment.

This contract amcndmcnt includes the cxtcnsmn of the contract from June 30,2020 to June
30, 2021. There is no additional funding requested under this time extension. The contract
amendment shall become effective upon Governor and Executive Council approval
through June 30, 2021,

A copy of this letter will accompany the Departmént of Information Technology’s submission to
- the Governor and Executive Council for approval.

Sincerely, '

Denis Goulet

- DG/kaf
DolT #2018-111A

"Innovative Technologies Today for New Hampshire's Tomorrow"




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 -- AMENDMENT A '

INTRODUCTION
|

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 2018-111
Comprehensive Cyber Security Risk Assessment, on October 2, 2019, Item #2, (herein after referred to as
the “Agreement"), NuHarbor Security, Inc., (hereinafter referred 1o as “Contractor’} agreed to supply
certain services upon the terms and condmons specified in the Agreement and in consideration of payment
by the Department of lnformatron Technology (hereinafter referred to-as the “Department™), certain sums
as specified therein;

© WHEREAS, pursuant to the Agreement Section 18: Amendment and the provisions of the Agreement, the

Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council; -

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

W’HEf{EAS. the Department wishes to extend the contract completion date for an additional year in order

" to address the optional services features of the original contract. The additional time request allows for
- both the state and the vendor to appropriately address which optional features are most important to pursue,
- based on the final reports created during the assessment. This amendment does not expand or decrease

- the overall Statement of Work and/or Deliverables, or does.not change the contract to expand or decrease

the total payment amount beyond what is defined in the original contract

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2020 to
June 30, 2021;

WHEREAS, the Department and the Vendor seek to clarify the Agreement. '

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions 9ontain'ed in the

‘Agreement and set forth herein, the parties agree as follows:

The A.grecment is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extcndmg the

Completion Date from June 30, 2020 to June 30, 2021.

State of NH Contract
Date: 03/00/20

Contractor’s Initials j.c/

Page
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 -- AMENDMENT A

-

TABLE 1: CONTRACT HISTORY

AMENDMENT

END DATE

CONTRACT

CONTRACT AND G&C
AMENDMENT TYPE APPROVAL AMOUNT
NUMBER DATE . -
2018-111 Original Contract | October 2, 2019, [ June 30,2020 $499,000.00
ftem &24
2018-111 1* Amendment TBD June 30,2021 | $0.00
Amendment A ‘ |
CONTRACT TOTAL $499,000.00
)
.
State of NH Contract
Date: 03/08/20
Contractor’s Initials e~
Page -~ ' 20f4




N

Notary Publi¢/Justice of the Peace

- My Commission Expires: January 31, 2021

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

' CONTRACT 2018-1i1 -- AMENDMENT A

CONTRACTOR

- Except as provided herein, all provisions of the Agreemcni shall remain in full force and effect. This
. modification shall take effect upon the approval date from the Governor and the Executive Council.

WHEREOF, the ﬁartics have hereunto set their hands as of the day and year first above -

Date: 03/09/2020

Katherine Cheney, Direct

’r

: NﬁHarbor Security, Inc.

Corporate Signature Notarized:

Kelsey Adams, Notary Public

* STATE OF Vermont

: C.OUNTY OF Chittenden

On this the St day of March , 2020, before the undersigned officer, personally appeared the
person identified directly above, or sausfactory proven to be the person whose name is signed above, and -
acknowledged that s’he executed this document in the capacity indicated above.

\

IN WITNESS WHEREOQF | hereunto set my hand and official seal.

“\\HHH”,

) 1
\\‘*‘959:‘.'.‘5044,”0, .
et S, : Ay

& “
. F SWO0TARL™, =
(SEAL) S ! mem ! Z
PN TRV

K ’/1, l@éﬁéﬂ‘ R >

. State _df NH Contract

Date:; 0308720

Contractor’s Initials ﬂ(/

Page
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..STATEOFINEW'!{/.\' PSHIRE , L
(QﬂM)fx\:ﬁb’ . Date: 3/ J 7[?‘0‘;’0
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY.
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
" CONTRACT 2018-111 -- AMENDMENT A '

" Denis Goulet, Commissioner
. State of New Hampshire

. Department of information Technology

]
1

The preceding Amendment, having been reviewed by this office, is apprbved as to form, substance, and
execution. :

Approved by the Attorn ierdl

| 4 . | Date:" 22/‘/W |

State of New Hampshire, Department of Justice -

I hercby cerﬁfy that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: . (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract . . \
Date: 03/09720 ) ) '

Contractor’s Initials

Page
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Set;retnry of State of the State ;:)f New Hampshire, do hereby certif)'r that NUHARBOR SECURITY
INC. is a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015, | further certify -
that all fees and documents required by the Secrelary of State's office have been received and is in good standing as far as this '

office is concemed.

Business 1D: 735135
Centificate Number: 0004534898

IN TESTIMONY WHEREOF,

1 héreto set my hand and cause to be affixed
the Seal of the State of New Hampshirc,‘
this 151 day of July A.D. 2019,

oo
Williarn M. Gardner -
Secretary of State




I VOTE

4

I, Justin Fimlaid, do hereby represent and certify that:

(1) 1 am Managing Director of NuHarbor Security, an S-corporation (the '
"Corporation").

(2) | maintain and have custody of and am familiar with the Seal and the minuics of the
Corporation. . :

(3) [ am duly authorized to issue certificates with respect to the contents of such books.
(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3™, 2018, which meeting was duly held in accordance with Vermont
law and the bg-laws of the Corporation. , . :

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document. :

(6) The foregoing signature authority has not been revoked, annuiled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREQF, | have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 9™ of March, 2020.

: >~¢‘M_ . '
t Wmlaid, Ma@ecmr, 03/09/202 :
(SEAL) _ - \

.

STATE OF Vermont I""'mn:num“"‘
COUNTY OF Chittenden
On this the 9th day of March, 2020, before me, Justin Fimlaid, personally appeared and
acknowledged himself to be the Managing Director, of NuHarbor Security, 2 '

Vermont corporation, and that he, as such being authorized to do so, executed the
foregoing instrument,

IN WITNESS WHEREOF | hettunto set my hand and-official seal.

Kelsey Adams, Notary Pullic 03/09/2020

My Commission Expires: January 31, 2021

L7 Cont
4’”Ju|n\\“\
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CERTIFICATE OF LIABILITY INSURANCE

OATE (MWDOATYYY)
4/10/2020

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HGLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMENOD, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INBURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISBUING INSURER({S), AUTHORIZED

certificats holder in lisu of such endoraément(s).

IMPORTANT: If the certificate holdsr Is an ADDITIONAL INSURED, the policy{les) must ba andoraed. if SUBROGATION I8 WAIVED. subject to
the terms and conditions of the policy, certaln policiss may requirs an ondommont A sisterhant on this certificate doas not ‘confer righu 1] th.

PRODUCER m‘“ Tracie Higgins .
Winooaki’, LLC %“k ~(802) 655-9000 IJI:A:IE._MR (21071000
DasalerPolicy Insurance Agency m_gncichl wincoski.con
2300 St. George Road WEUREAY) AFFORDING €OVIRAOK NAC #
Williston VT 08495 PIYRER A Acadia Insucance Company 31328
HIuRED ’ ’ ‘myyrgrp: Hactford 159682
NUKARBOR' SECURITY INC WRURER ‘
553 ROOSEVELT HIGHWAY | mgunen g
' [ maynen s
COLCHTSTER . VT  03446-3931 L nsunene
COVERAGES CERTIFICATE NUMBER:CL2041017844 REVISION NUMBER:
[~ THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW MAVE BEEN ISSUED TO THE INSURED NAMEDEWE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN (S SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONMDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,
L)L g
mf TYPE OF MIURANCE ‘&'&m : PPLICY NUMBER Jﬁm m L)
X | COMMEACIAL OENERAL LIABILITY ' BACH OCCURRENGE [ 2,000,000
A ) ciamsamon [x ) occun : , D 14 300,000
) i ADVEA14089-10 "10/1471018 | 10/14/2010 | wEp EXP (Ary ene posom) [ 8 - 10,000
|| PEABOMAL L ADV MUY {3 e
GEN AGOREGATE LIMIT APPLIES PER: DENERAL AOGREOATE s 1.000,000
X | roucy ey D \oc PRODUCTE - COMPIOPAGD | 8
aovoL 3
oTHER: .
ot P T
_,,.;,m . N DOCRY MAIRY (Pur parsen) |4
AL OWNED lcn:somm ) ‘BOCIY INJSRY [Per sccicent) | 3
— NON-OWNED
|| mmeoauTos AUTOS . | (Pt socitent) 3
' s
| [vemmeasian T Toccun’ | EACH DCCURRERCE s
extuss Lun CLAISMADE AGOREGATE 1
DED I_']_usrmnon 3 X e 3
WORKERS COMPENSATION x
AND EMPLOYERS® UABAITY IR Ly | 158
e LTORMATMENRXECUTIVE wal. . BACH ACCIDENT 3 300,000
B |[Mandatery in #H) Q4macarene o/9/3020 | ase/2001 | Bo oxsEASE. EAEMPLOYEE |3 > 500,000
B R e EAATIONS £ DisEASE - PoucY Lwrr_| 5 500,000

DESCRIPTION OF OPERATIONS / LOCATIONS { YEHICLAS [ACORD 101, AsGuonsl Ramarks Schedyle, may be etischad I mors spece i w)

CERTIFICATE HOLDER

CANCELLATION

State of M - Dopar:n.nt. of Infomtlon T
Attn:Denis Goulet

27 Hazen Drive

Concord, NR 03301

|

BHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DILNEIID IN
ACCORDAM:E WATH THE POLICY PROVIRIONS.

AUTHORLIED REPRERENTATIVE -

T:aclu quqlnsl‘rkﬂ JMW

ACORD 25 (2014/01)
INS025 (201401)

© 1988-2014 ACORD CORPORATION. All rights ranrvcd.
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STATE OF N| HAMPSHIRE

DEPARTMENT OF- INPORMATION TECHNOLOGY
7 Hozen Dr..I Concord, NH 03301
Fox: 603-271-1516 10D Access: 1-800-735-2964
" www.nhlgov/doit

Denis Goulet
Commissioner

August 21, 2019

His Exccllcncy; Governor Christopher T. Sununu
and the Honorable Executive Council
- State House :
Concord, NH 03301

REQUESTED ACTION

Authorize the. Department of Information Technology to enter into a contract with

NuHarbor Security, Inc. of Essex Junction, VT| (VC# 273554) in the amount not 1o exceed.

.$499,000.00 for the purpose of providing a comprehenswc cybersecurity risk assessment of the
. Executive Branch information technology enterprise, effective upon Governor and Executive

Council approval through June 30, 2020, with an option to renew up to (1) one time for (1) one

* year upon consent of both parties and Governor and Executive Council approval.

100% Capital Funds: Funding is available ir Lhe Department of Information chhnoiogy
accounts as foltows. 100% Capital Funds.

CATH-DEPT#AGENCYHACTIVITY#- ACTIVITY FY 20

| ACCOUNTING UNIT #- DEPT NAME- AGENCY CODE s
NAME -ACCOUNTING UNIT NAME CLAS$-
OBJECT - DESC ' ' ’
01-03-03-030030-17030000 - DoIT Cyber Sccu.r‘iry N/A - $499,000.00

Program Enhancement

034-500099 Capital Project
EXPLANAT ION

As & public cntil}, the State of Néw I-iampshire is exposed to the full range of cyber threals

. . | . . -
on & continual basis: malware, botnets, ransomware, and denial of service attacks do not

discriminate - any network connected to the Internet is exposed 10 these threats. The old-

boundaries of cybersecurity and cyberattacks arelisappearing — from the network perimeter, to
distinct types of malware, to nation-state tactics vs. that of the cybercriminal. The sttacker's
advantage lies in this fluidity, exploiting endpoint vulnerabilities and inadequate security

;o

*Innovative Technologles Today for New Hompshire's Tomorrow”



l,Pnge!

His Excellency, Govemor Christopher T. Su'nunq
. and the Honorable Executive Council

controls; reshaping attacks to evade detection, and repurposing tactics, techniques and’
procedures for their own use. 1t has been said that “You don’t know what you don't know" and
fo that end, the State of New Hampshire is pursuing an independent,  comprehensive
cybersecurity risk assessment in order to focus cybersecurity resources on the biggest risks and
gaps in our security posture. The contract with NuHarbor Security, Inc. will assist with
- comprehensive cybersecurity risk assessment ofi the Executive Branch information technology
enterprise. In addition to determining gaps or shonfails in the State's cybersecurity posture, a
key outcome of this assessment will be a roadmap to improve the security, readiness and
effectiveness of the State of New Hampshire's cybersccurity posture.
4 .

- The altermative - without this.contract - would leave DolT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gaps and. vulnerabilities across our
enterprise networks, servers and applications l.ht{l contain sensitive and confidential citizen and
state data. The state does not possess the resources, expertise or time to conduct a comprehensive
and independent cybersecurity assessment of thxs scope and depth, so the state will continue to

- be at significant cyber risk of unknovwn magmtude

This contract is ‘the result of a compcutnve solicitation under DolT 2018 lll
Comprehensive Cyber Security Risk Assessmeht issued on January 08, 2019. The scoring
committee consisted of (5) five state employees,! each with expertise in the RFP review process’
and' expemsc in the required areas. The sconngl team determined NuHarbor Security, Inc. met
the minimum qualifications and received the hj hest overall score of all proposals to the RFP.
The Department of Information Technology recommends NuHarbor Security, Inc. be awarded
this contract. .

i , .
The Department of Information chhnology respectfully requcsts approval of this
conitract. . .

Respectfully submitted,
" Denis Goulet '
DG/kaf

" DolT #2018-111
RID:- 43666

“Innovotive Technologies Today for New Hampshiré's Tomorrow”
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Vendor Name-

Téchnical ~ Price . . -invitedto

points points  Total points Present
fNuMHarbor-- - - T T T e T e NSRS -~ £ 525G:000.00 . 625-7.¢ .- 96 . . 721 yes
Cyber Defense Technology $393,400.00 625 63 688  yes
Janus Assoc. $196,169.00 5135 127 " 662 yes
Schncidgr Downs $189,000.00 470 132 602
Ics - $111,000.00 340 228 565
ATET $422,000.00 480 59 539
CBTS- $191,000.00 385 i 516
Presidio Networked Solutions - $500,000.00 iso 50 © 430
SHI $321,700.00 305 78 383
Veritable Security 52'91,0(11[!) 275 86 361
IC Synergy Int. $175,000.00 ] 143 143.
Connection $394,000.00 0 63 63
Reviewers Job Classification & Qualifications
Dandel Dister Chief Information Secunty Officer - DofT

" [Theresa Pare Curtis

Director of Web Services - DolT

Rithard Bailey

Assistant Commissioner - DOS

.|Dave Vigneau has been the senior member on the

-|David Vigneau "|IT Manager V - DolT - state’s IT Security team for over 10 years.
' ' Don Amendum is the state’s senior networking
expert, with responsibility for network security for
Don Amendum over 15 years.

IT Mariager V - DolT




FORM NUMBER P-37 (version 5/8/18)

Notijce: This agreement and all of its ettachments shall become public upon submission to Governor and
Executive Council for spproval. Any informatton that is private, confidential or proprietary must
be clearly identified to'the agency and egreed 10 in writing prior to signing the contract.

' AGREEMENT
The State of New Hempshire and the Contractor-hereby mutually. amc as follows:

CENERAL PROVISIONS
1. IDENTIFICATION. ‘

1.1 Suie Agency Name 1.2 State Agency Address .
Depantment of Information Technology 27 Hezen Drive, Concord, NH 03301
| 1.3 Contractor Name . 1.4 Contractor Address
NuHarbor Security, inc. -~ 19 River Raod, Suite 4
. Essex Junction, YT-04542
1.5 Contrector Phone 1.6 AccoumNumbcr 1.7 Completion Date 1.8 Price Limitation
.Number ’
£00-917-5719 01-03-03-030030-17030000- | June 30, 2020 £499,000.00
o 014-500099 :
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Denis Goulet, Commissioner ) 6§03-223- 5703
.1 Conupctor Signature 712 Name tnd Title of Contractor Signetory
,Lé.—-
le gement&e of County of
On’ re the undcrsigned officer, personally appeared the person {dentified in block 1.12, or satisfactorily. .
proven 1o be the person whose name is signed in block 1.11, and nclmowledged that s/he executed this document in the cepnclty
indicated i block 1.12. RO
1.13.1_Signature of Notasy Public or Justg® of the Peace K *&% .,
$.UN0TARY" %
[Seal] PN 32
113, 2 Nun: and Tule of Notary or Justice o Petce z L
ms . Nota 5, oS §
)’11 2 et S

1.14 Slat Agency Sl [RE} Naﬂu'. mﬂgof*ﬁuie Agency Signatory
W it Date: f/}l // 9 ( Envet Dol 3“{/ Gmm.r,uq

1.16 Approvel by the N.H. Departnent of Administratiof, Division of Personnel (if applicable)

. By: Director, On: |
—

I‘i ® Anomey Gpfiernl (Form, Substance end Execution) (if applicoble)
-. , On: Q/Il/u(‘i

118 Approval b).r the Governor and Exccutive Council . (If applicable)

By: On:

Page | of 4



1. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the sgency identified in block 1.1 (“State™), engages -
contractor identified in block 1.3 ("Contructor™) 1o perform,
and the Contractor shali perform, the work or sale of goods, or
both, idemificd and more particularly described in the etieched
EXHIBIT A which is incorporated herein by reference
{"Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
1.1 Notwithstanding any provision of this Agreement to the

, contrary, end subject to the approvel of the Governor and

. Exccutive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the perties
heréunder, shall become elfeciive on the date the Governor
and Exccutive Council approve this Agreement es indicated in
block |.18, unless no such epprovel is required, in which case
the Agreement shall became effective on the date the
Agreement is signed by the State Agency a3 shown in block
l.14 ("EfTective Date™).

3.2 Ifthe Contractor commences the Services prior to the
Efective Date, 2l) Services performed by the Contractor prior
1o the EfTective Date shall be performed at the sole risk of the
Contracior, and in the event that this Agreement does not
become effeciive, the State shall have no lizbility to the
Contractor, including without limitation, any obligation (o pay
the Centractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified.in blogk 1.7,

4. CONDITIONAL NATURE OF AGREEMENT,
Nolwithstanding any provision of this Agreement to the
contrary, all obligations.of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in,no event shall the State be liable for any
payments hereunder in excess of such available appropristed
funds. tn the event of a reduction or termination of
eppropritted funds, the State shall have the cight to withhold
payment until such funds become evailable, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such terminstion. The State
shall not be required to transfer funds from any other account
10 the Account identified in block 1.6 in the event funds in that
Account are réduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

$.1 The contrect price, method of payment, and terms of |
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shali be the
only and the complete reimbursement 1o the Contractor for a1l
expenses, of whatever nature incurred by the Conteactor in the
performance hereof, and shall be the only and the complete
compensation to the Contractar for the Services. The State
shall have no linbility to the Contractor other than the contract
price.

5.3 The State reserves the right 10 offset from any amounts
otherwise payable to 1he Contractor under this Agréemeni
those liquidated amounts required or permitted-by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.,

5.4 Notwithstanding any provision in this Agreement to the
contrery, and notwithstanding-unexpected circumstances, in -
no event shall the total of all payments suthorized, or actually
made hereunder, exceed the Price lell-llicﬂ set forth in block
1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 in connection with the performance of the Services, the
Contractor shall comply with all statules, laws, regulations,
and orders of federnl, state, county or municipal suthorities
which impose any obligation or duty upon the Contractor, |

«including, but not limited (o, civil rights and equal opportunity

laws. This msy include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information’to the Contractof. In addition, the Contractor
shall comply with all applicabie copyright laws. -

6.2 During the term of this Agreement, the Contractor shall
not disceiminate against employees or epplicants for
employment because of rece, color, religion ‘creed, age, 3éx,
handicap, sexual orientation, or national origin and will mke
affirmative action (6 prevent such discrimination.

6. Ifthis Agreement is funded in any part by monics of the
United States, the Cantractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employmeni Opportunity'), as supplemented by the
regulations of the United States Department of Lebor (41
C.F.R. Par1 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United Stotes issue to
implement these regulations. The Contracior further agrees to
permit the State or United States sccess to any of the
Cantracior's books, records and accounts for the purpose of
ascergining complinnce with all rules, regulations and orders,
and the covenants, terms end conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall st its own expense provide all
personne] necessary 16 perform the Services. The Contractor
werrants that sl personnel-engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and olhcnwse authorized 10 do 3o under all epplicable
laws,

7.2 Untess otherwise authorized in writing, durmg the term of
this Agreement, and for a period of six (8) months after the
Completion Date in block 1.7, the Contractor shail not hire,
and shall not permit any subcontractor or other person, firm or
corporetion with whom it is engaged in 8 combined effont to
perform the Services to hire, eny person who is a State
employee or official, who is materially involved in the
procurement, administration or performence of this

Contractor Initials
Date

Page 2ofd .



Agreement. This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or
her succetsor, shall be the State’s representative. in the event
of any dispute concerning the interpretation of this Agreement,
the Contrecting Officer's decision sheli be final for the Stete.

8. EVENT-OF DEFAULT/REMEDIES.

8.1 Any one or more of the following:acts or amissions of the
Contractor shell constitute an event of default hereunder
{"Event of Default"):

- 8.1.1 fuilure 10 perform the Services satisfactorily or on
schedule: '
8.1.2 failure t0'submit any report required hereunder; and/or
8.1.3 fuilure to perform any other covenant, lerm or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the Stare
mey take any one, or more, or ¢l], of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
abscnce of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedicd, terminate this Agreement, effective two
{2) days afer giving the Contrecior notice of termination;
B8.2.2 give the Contrector a written notice specifying the Event
of Defoult and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the

period from the date of such notice until such time as the State ‘
determines that the Contractor has cured the Event of Default -

shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedics &1 law or in equity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “date” shell mean all -

information and things developed of obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, . charts, sound recordings, video
recordlng,s. pictorial reproductions, drawings, analyses,
grephic cepresentations, computer programs, computer
printouts, notes, letters, memorands, pepers, and documents,
all whether finished or unfinished.

9.2 All data and eny property which has been recewcd from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shal) be returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Canfidentislity of data shall be governed by N.H. RSA
chapter 91-A or other existing.law. Disclosure of ddia
requires prior written approval of the Sute.

Page 3 of 4

10. TERMINATION. (n the event of an ¢arly termination of
this Agreement for eny reason other than the completion of the
Services, the Contructor shall deliver to the Contracting
Officer, not later than fifleen (15) days sfter the date of
terminstion, & repon {“Termination Report™) describing in
deail all Services performed, and the contrect price eamed, to
and including the date of termination. The form, subject
metier, content, and number of copies of the Termination
Report shall be identical 1o those of any Finzl Report
described in the attached EXHIBIT A. .

Il CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is inall -
respects on independent contractor, and is neither an ageat nor
an emplayee of the State. Neither the Contractor nor ony of its
officers, ernployees. agents or members shall have authomy io

bind the State or receive eny benefits, workers' compensation
ar other emoluments provided by the State fo its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transier any
interest in this Agreement- without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by-the Contractor without the prior written
norice and consent of the State, :

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers end
employees, from and againsi any and 8ll losses suffered by the
State, its officers and employees, and any and all claims,
tiabitlties or penalties asserted sgainst the State, its officers
and-employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which mny be
claimed 1o arise out of) the acts or omissions of thé
Contracior. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved 1o the State. This covenant in paragraph 1 shall
survive the termination of this Agreement. '

14, INSURANCE. '

14,1 The Contractor shall, at its sole qxpcnse obtain and
maintain in force, and shail require eny subcontractor or
usi'pee 10 obtain and maintain in f‘orr.e the i‘ollowing
insurance:

411 :omprehennvc general llabilwy insurance lgamst all
cleims of bodily injury, desth or property damage, in amounts
of not less (han $1,000,000per occurrence and $2,000, 000
oggregate ; and

14.1.2 speciel cause of loss coverege form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement vaiue of the property.
14,2 The.policies described in subparagraph 14.1 herein shalt
be on policy forms and endorsements'2ppraved for use in the
Siste of New Hampshire by the N.H. Depanment of
Insurance, and issued by insurers licensed in the State of New

Hampshire, )
Contractor Initials L
Date



14.3 The Contractor shall furnish to the Contrecting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer -

identified in block 1.9, or his or her successor, certificate(s) of

insurance for ail renewal(s) of insurince required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate{s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each centificate(s) of
insurance shall contain a clause requiring the insurer 1o
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior wrinen
natice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

5.1 By signing this agreement, the Contracter agrees,
cenifies and warrants that the Contractor is in compliance with
or exemmpt from, the requirements of N.H. RSA chapter 281-A
(" Workers' Compensation”).

15.2 To the extent the Contractor is lubjtct to the
requirements of N.H. RSA chapter 281-A, Contrzctor shall
maintain, and require eny subcontracior or assignee Lo secure
and maintein, payment of Workers' Compensation in
connection with activilies which the person proposes lo
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chaprer 281-A and any
applicable renewal(s) thereof, which shall be anached and are
" incorporated herein by reference. The State shall not be -
responsible for payment of any Workers® Compensalian
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which migh
srise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performence of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to

enflorce any pro,visiom hereof aRer any Eyent of Default shall -

be deemed-a waiver of its rights with regerd to that Event of
Default; or eny subsequent Event of Default. No express
failure to enforce any Event of Defanlt sha!l be deemed &
waiver of the right of the State to enforce each and ali of the
provisions hereof upon any firrther or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party herelo to the other party
shall be deemed 1o have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed 10 the parties at the addresses
given in blocks 1.2 and 1.4, herein.

19. AMENDMENT. This Agreement may be amended, -
weivéd or discharged only by an instrumen in wriling signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor end
Executive Council of the State of New Hampshire unless no

~
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such approvel is required under the circumstances pursunnt o
State law, rule or polucy

19. CONSTRUCTION OF AGREEM ENT AND TERMS.
This Agreement shall be construed in eccordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the perties and their respective
successors and assigns, The wording used in this Agreement
is the wording chosen by the parties to express their muiual
intent, and no rule of canstruction shall be applied agamsl or
in favorofany party.

20. THIRD PARTIES. The parties hereto do not intend 10
benefit any third parties and this Agreemient shall not be
construed-to confer any such benefit.

21. HEADINGS. The heandings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in 1he interpretation, construction or meaning of the .
provisions of this Agreement.

22, SPECIAL PROVISIONS. Additiona) provisions set
forth in the antached EXHIBIT C are incorporated herein by
reference.

13. SEVERABILITY. in the event any of the provisions of
this Agreement ere held by a court of competent jurisdiction lo-
be contrary (0 any siate or federal law, the remaining
provisions of this Agreement will remain in fuII force and
eﬁ'ect

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in & number of counterpans, ench of which shall
be deemed an original, constitutes the entire Agreement and
undersianding between the parties, and supersedes el prior
Agreements and understandings relating hereto.

Contractor Initials )
.~ Date .
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STATE OF NEW HAMPSHIRE

' DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY R.ISKI ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

- TERMS AND DEFINITIONS
" The following general contrnctmg terms and defi nmons apply ‘except as spemﬁcally noted clscwhcre in
- this documcnt
Notice from the State thet' a Deliversble has satisfied
Acceptance Acceptance Test or Review,

;\ccepunce Letter

An Acceptance Leaner provides notice from the State that e
Deliversble has satisfied Acceptance Tests or Review.

Access Control

Supports the managcmem of permissions for log,gmg onto a
computer or network.

Agreement

A Contract duly executed and legally binding.

Appeadix

Supplementary material that is collected and eppended st the
back of a decument.

Audit Trail Capture and

Supports the identification and monitoring - of activities
wnhm an applucauon of system,

Annlysis
. The Contractor’s employees, contractors, subcontractors or
Authorized Persoas - other sgents who need to access the State's persona) data'to -
enable the Contréctor 1o perform the services required.
CCP Change Control Procedures.
The V:r;ddr 's writtep. decleration with full supparting and
written” Documentation (including without limitation test
Certification results “as applicable) that the Vendor has . cornpleted
development of the Deliverable.
' Formal documentation prcpued for a proposed change in lhc '
Chaoge Order Specifications. -~

Completico Date

End date i'o_r the Contract,

1

Confidcntial Information

Information rcqu:red o be kept “confidential from
unnmhonud dlsclosure under the Contract.. '

State of NH Contract 2018-111 Comprchcnslvc Cyber Security Risk Assessment

Part 2 = IT Prowisions
Date:.

Contractor's [nitials: ,L(/
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECH'NOLOGY PROVISIONS

Contract

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,

including but not limited to, the .successful Contract

completion, termination for convenience, or termination for
default, .~ ’

Contract Documents

Part 1, 2, and 3. The docuinentation consisting of both the -

General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights
and duties of the partics with respect to the Scope of Work.

Contract Managens

The persons identified by the State and the Vendor who shall
be responsible for, all contractusl authorization and
edministration of the Contract.. These responsibilities-shall
inglude: but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs .and payments, and representing the parties ln all
Contract administrative activities. '

Contmct Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the Gencral Provisions
Scctton 1.8 (P-37).

Contractor

The .Vendor and its employees, subcontractors, 'agcnis and
affiliates who are providing the services agreed to under the
contract.

Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract 'with the Siate and who is responsible for the
Services anid Deliverables of the Contract.

CR

Change Request

State of NH Contract 201811} Comprehenswc Cyber Securny Risk Assessment .

Part 2 - 1T Prpvisions
Date:
Contracl!r‘s Initials: Ao
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2- FNFORMATION TECHNOLOGY PROVIS[ONS

Dpta

State's records, files, forms; baia and other document
information, in either electronic or paper format, that will be
used/converted by the Vendor during the Contmct term,

Data Breach

The unsuthorized access by & non- “authorized personls that
results in the use, disclosure or theft of & State’s unencrypted
non-public deta.

A fnilﬁre. deficiency dr defect in a Deliverable resulling'in a

Deficiencies/Defects Deliverable, the Software, or-the-System, not conforming to
its Specifications.
A Deliverabie is the specified work product, produced by the
Deliverable Vendor for the State under the terms of this Contract.
. Department An agency of the State.

Department of Information

The Department. of Information Technology established
under RSA 21-R by the Legislature effective September §,

Technology (DolT) 2008.

) All inforrﬁalion that describes the installation, operation, and
Documentation usc of the Software, either in printed or electronic format.
o : Certification that guarantees the unaltered state of a fils, also

Digital Signature

_known a5 “code signing”.

Effective Date

The Contract and ai) obligations of the parties hereunder
shall become effective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

Supports the transformation of data for securify purposes.

" Goveraor and the Executwe

Council

The New Hampshire Governor and the Executive Council.

State of NH Contract 2018111 Comprehenswc Cyber Secunty Risk Assessment
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STATE OF NEW HAMPSH]RE

- DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

ldentification and
Authentication

Supports obtaining information about those parties
anemplmg to log on to & system or application for secumy

- purposes and the vahdat:on of those users.

Information Technology
am

Refers to lhe tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
infarmation including, but not limited to, Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validiticn

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected.
Protecting the applicetion from cross site scripting,- SQL
injection, buffer overflow, etc.

Intrusion Detection

Supports the detection of |Ilcgal entrance into a c0mputer
system.

ifwoldng Party

In a disputé, the party believing itself aggrieved.

n

Non Exclusive Contract

A contract executed by the State that does not restrict the
Stare from’seeking alternative sources for the Deliverables
or Services provided under the Contract.

Noan-Public Information

Deta, other than personal data, that is not subject to
distribution to the public as public information. it is deemed
10 be sensitive and confidential by the State because it
contains infarmation thet is exempt by statute, ordinance or
ndmlmstratwe rule from access by the general public as
publlc information,

. Noo-Softwaré Deliverables

Delivérqbles that are not Software Deliverables or w}incn
Deliverables, e.g.,‘meetings. help support, scrvices, other.

Normal Business Hours

Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidsys. State holidays are; New Yesr's Day, Martin
Luther King Doy, President's Day, Memorial Day, July 4th,

Labor Day, Veterans DaLThanksBivinﬁ Day, the day after

State of NH Conlract 2018111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

PART 2 -

CONTRACT 2018-111
lNFORMATION TECHNOLOGY PROVISIONS

Thanksgiving Day, and Christmas Day. Specific dates will
be provided.

Notice to Proceed (NTP)

The State Contract Manager's. written direction to the
Vendor to begin work on the Contract on a given date ond
time. '

QOrder of Precedence

The order in which Contract/documents control in the event
of s conflict or ambiguity. A term or condition in & document
controls over a conﬂtctlng or ambiguous term or condition
in a dotument that is lower in the Order of Prccedence

o

Personal Data

Data that includes information relating to a person ‘that
identifies the person by name and has any of the following
personally identifisble information (PI1): government-issued
identification numbers (e.g., Social Security, driver’s
license, passport); financial account information, including
account number, credit or debit card numbers; or protected
health information (PHI) relating to & person.

Project

The plar;ned undertaking regarding the entire subjecf matter
of en.RFP and Contract and the actwmes of the part-es .
retated hereto.

Project Team

The group of State employces and Contracted Vendor's
personnel: responsible for mansging the processes and
mechanisms required such that the Services are procured in
sccordance with the Work Plan, budget, requm:d
Speclf' ¢ations and quality standards, -

Project Managers

The persom identified who shall function as the State's and
the Vendor's representative with .regards to review .and
Acceptance of the Contract, invoice sign off, and review and
approval of Change Requests (CR) utilizing the Change
Control Pmccdures (CCP). '

Project Staff

State pcrsonnel umgned to work with lhc Vendor on the
Project.

" Proposal

The submission from a Vendor in response to the request for

"a.Proposal or statement of work

State of NH Contract 2018-111 Cornprchenswc Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECH’NOL:OCY
COMPR.EHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

.PART.Z - INFORMATION TECHNOLOGY PROVISIONS

Protected Health

Individuslly identifiable health information transmitted by
élettronic -media, maintained in electronic media, or
transmitted or mointained in any other form or medium, PH)
excludés education records covered by -the Family
Educational Rights and Privocy Act (FERPA), as amended,

Information (PHT)
20 US.C." 1232g, records - described at 200 U.S.C.
. I2JZg(n)(4)(B)(|v) and employment records held by a
covered entity in its role as employer.
Report All Written Deliverables under the Contract.
Review The process of reviewing Deliverables for Acceptance.
Review Period The pcribd set for.review of a Deliverable.
' A Request for Propasal which solicits proposalé to@atisfy
RFP (Requiest for Proposal) State requlremcnts by supplying Data processing service

resources accon:lmg to specific terms and conditions.

Review Period

The period set for review of & Deliverable. if none is
specified then the Review Period is five (5) business days.

Schedule

The dates described. in the Waork- Plan for deadlines for
performance of Services and other project evéats. and
activities-under the Contracl .

Security locident

The potentially unauthorized access by non-authorized -
persons to personsl.date or non-public data the Contractor
believes could reasonably result in the use, disclosure or
theft of a State's unencrypted personal dats or non-public
data within the possession or control of the Contractor. A
security incident may or may not tum into 8 data breach.

Services

The work 'or labor to be perfo.nncd by the Vendor on the
project as described in the contract.

Software

A ] Soﬂw‘a}q provided by the andbr under the Contract.

Scate of NH-Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE

. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Specifications

The written Specifications thag set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Conirect, any performance standards, ‘applicable State
and feders| policies, laws and regulations, state technical
standards, subsequent State-approved Deliversbles, and
other Specifications and requirements described in the -
Contract Documents. The' Specifications are, by this
reference, madé o part of the Contract as though complétely
set forth herein,

State

State is defined as:
State of New Hampshire
. Department of Information Technology
27 Hazen Drive
Concord, NH 0330I

. Reference to the term “State” shall include applicable .

agencies.

Staterhent of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines 8 high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains respons:ble and
accountable for echieving.

State's Confidential Records

State's information regardless of its form that is not subject
to public disclosure under appllcnble state and federal laws
and regulstions, including but not limited to RSA Chapter
91-A.

Any information contained . within Smte systems in

State Data electronic or paper format.
The New Hampshire Stete Fiscal Year extends from July Ist
State Fiscal Year (SFY)- :

through Juneé 30th of the following calendar year.

State l&entiﬁed Coniacl

The person or persons designated in writing by the State to
receive security incident or breach notification.

State of NH Caontract 201 8-111 Comprehcnslve Cyber Secumy Rlsk Assessmenl
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STATE OF NEW HAMPSHIRE

 DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

State Project Leader

State's 'rep_resentative' with re'éard to projcct oversight,

State Project Manager (PM)

State’s represcnlauve with regard to.project management '
and technical matters. The Agency Project Manager is

“responsible for review and Acceptance of specific Contract

Deliverables, invoice sign ofT, and review and approval of &
Cheange Order.

Subcontractor

A person, partnership, .or company not in .the employment
of, or owned by, the Vendor, which is performing Services
under.this-Contract, under a separate Contract with or on
behalf of the Vendor.

System

All Soﬁware, specified hardware and interfaces and
extensions, integrated and. functioning together in
sccordance with the Specifications.

TBD

To Be Deiermined

Technical Authorization

Direction t0 & Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be:
(1) consistent with Statement of Work within statement of
Services; (2) not constitute & new assignment; snd (3) not
change the terms, documenls of specifications of the
Contract Agreement.

Term

Period of the Contract from: the E.ﬂ'cclwe Date through
expcctcd termination date.

- Transition Services

Servicés and support provided wherﬁContractor is
supporting System changes.

User Managément

Supports the edministration of computer, spplication and
netwark accounts within an organization.

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the

"Services and Deliverables of the Contract.

State of NH Contract 2018-111 Cornprehenswc Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY .
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION. TECHNOLOGY PROVISIONS

Verification

Supports the confirmation of euthority to enter a computer
system, application or network. -

Warra nty Period

A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contrag:(. '

Work Plan

The overall plan of activities for the project created in
sccordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables -
16 be produced under the project as specified in Appendix C:
Scope, Requirements and Deliverables. The Work Plan
shall include & detailed déscription of the Schedule,
tasks/activities, Deliverables, critical ecvents, task
dependenties, and the resources thet would lead and/or
participate on cech task.

- Written Deliverables

Non-Software Written Deliverabie documentation .(tetter,
report, manual, book, othet) prowded by the Vendor enher
in paper or clectronic format.-

Remainder of this page intentlonally left blank

State of NH Contract 2018-111 Comprehensive Cyber Secunty Risk Assessment
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STATE.OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

.- CONTRACT 2018-111 .
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology (“State™), and NuHarbor Security, Inc., (“Contractor"), havmg its ‘principal
place of business at 39 River Road Suite 4, Essex Junction, VT 04542.

RECITALS

_ Whereas the State desires (o have the Contractor provide a comprehensive cybersecurity risk assessment of
the Executive Branch information technology enterprise. In addition 1o determining gaps or shortfalls in
the State's cybersecurity posture, a key outcome. of this assessment will be a roedmap to improve the
sccurity, readiness and effectiveness of the State of New Hampshire's cybersecurity posture. '

Whereas the Contractor wushes to provide Informauon Security, Risk Managcrncnt and Cybersecurity
. managed and professional information security scrvtccs

" The parties therefore agreé as follows:
1. CONTRACT DOCUMENTS

1  CONTRACT DOCUMENTS o
This Contract Agreement (2018-111) is comprised of the following documents:

Part | - Fom.1 P-37 General vaisidn-
Part 2 - Information Technology Provisions
Part 3 - Exhibits )
Exhibit A - Contract Deliverables
' Exhibit B - Price and Payment Schedule
Exhibit C - Special Provisions '
Exhibit D - Administrative Services .
Exhibit t-‘.-'- Managed and Profeisional Information Security Services
Exhibit F - Testing Services (Not Applicable) s
Exhibit G -~ Maintenance and Support Services (Not ;\pplicablc)
Exhibit H ~ Requirements
" Exhibit L- Work Plan - o
Exhibit J - Software Agreement (Not Applicable)
Exhibit K - Warranty and Warranty Services
Exhibit L - Training Services (Not Applicable)

State of NH Contract 2018111 Comprehensive Cyber Security Risk Asée_ssmenl )
Part 2 - 1T Proyisions
Date:
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. STATE OF NEW HAMPSHIRE
* DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
. CONTRACT 2018-111 ~
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1.2

Exhibit M - Agency RFP with Addendums, by reference
Exhibit N - Vendor Proposal; by reference ' '
Exhibit O - Certificates and Attachments

ORDF.R OF PRECEDENCE .

In the event of conflict or ambiguity among any of the text of the Contract Documents the
following Order of Precedence shall govem

1. Slate of New Hampshire,, Department of Information Technology Contract
Agreement 2018-111, including Parts 1,2, and 3.

2. State of New Hampshire, Department of Information Technology RFP 2018-111
Comprehensive Cyber Security Risk Assessmeit. .

3.  Vendor Proposal Response 1o RFP 2018-111 Compreherlswe Cyber Securlry Risk
- Assessmcnl dated February 14, 20i9

2. CONTRACT TERM

g

1.2

23

The Contract and all obligations of the parties hereunder shall become cffective after full
execution by the parties, and the receipt of required govemmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire epproval
(“Effective Date”) and extend through the date indicated in Pan 1, P-37'Gcheral vaision; -
Block 1.7: Completion Date. . '

The Term may be extended for one (l) nddmonal term of one {|) yeer, under the terms and
conditions contained in the agreement and subject to spproval by ¢ the New Hampshire Govemor
and Executive Council. .

The Contractor shall commence work upon issuance of a Notice-to Proceed by the State.

3. -COMPENSATION.

31

LW

CONTRACT PRICE
The Caontract Price, Part |, P37 dblock 1.8 price Ilmltauon method of paymem ‘and terms of

payment are identified and more particularly described in Section $ of P-37 Agreement, and

Part 3 Contract Exhibit B: Price nnd Payment Schedule.

NON-EXCLUSIVE CONTRACT
The State reserves the right, at its discretion, o retain other vendors to Prowde any of the

" Services or Deliverables identified under this procurement or make an award by item, par or

portion of an item, group of items, or tofa] Proposal. the Contractor shall not be responsible for
eny delay, act, or omission of such other vendors, except that the Contractor shall be
responsible for any delsy, act, or omission of the other vcndors if such delay, act, or omission
is caused by.or due to thc favlt of the Contrnclor

‘State of NH Contract 2018:11] Comprehcnswe Cyber Security Rusk Assessment
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and Stete personnel. The Contractor shall provide all necessary resources to perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its successful
completion,

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign 2 Contract Manngcr who shnll be respons-blc for all Contract
authorization and ndmm:mnon .o

Tbe Contiactor's Contract Manager is:
. Luc Martin ) '

39 River Road, Suite 4

Essex Junction, VT 04542

Email: Imartin@nuharborsecurity.com

42 THE CONTRACTOR'S PROJECT MANAGER

4.2.1  The Contractor shall assign a Project Menager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to the prior
written approval of the ‘State. The State's approval process may include, without
limitation, at the State's discretion, review of the proposed Contractor's Project
Manager's resume, qualifications, references, and background checks, and an interview.
The State may require removal or reassignment of the Contractor's Project Manager who,
in the sole judgment of the State, is- found unacceplable or is-not performing to the State’s
satisfaction.

" . 421  The Contractor's Project Manager must be qualified to perform the obligations required
: of the position under the Contract, shall have full authority to make binding decisions
under the Contract, and shall. function as the Contractor’s représentative for all
administrative and management matters. The Contractor's Project Mansger shall
perform the duties required under the Contract, including, but not limited to, those set
forth in Exhibit |, Section 2. The Contractor’s Project Manager must be available to
" promptly respond during Normal Business Hours within two (2) hours to inquiries from
the State, and be at the site as needed. The Contractor's Project Manager must work

diligently and use his/ her best efforts on the Project.

4.2.3  The Contractor shall not change its assignment of the Contractor's Project Manager:
without providing the State wrirten justification and obtaining the prior written approval
of the State. State approvals for replacement of the Contractor's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than' of ‘the Contractor's Project Manager being replaced; meet the
requirements of the Contract; -and be subject to reference and background, checks

. described abave in General Provisions, Section 4.2.1: Contract Project Manager, and in
Contract Agreement General Provisions, Section 4.6: Reference and Background

State of NH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Checks, below. The Contractor shall assign a ceplacement of the Contractor's Project
Manager within ten (10) business days of the departure of the prior Contractor's Project

- Menager, and the Contractor shall continue during the ten (10) business day period to
provide competent Project management Scrwces through the nss:gnrnem of a qualified’
interim Project Manager.

4.2.4° Notwithstanding any other provmon of the Contract, the State shail have the option, at
its disceetion, to terminate the Contract, declare the Contractor in default and pursue its
.remedies at law and in eqmty, if the Contracior fails o assign a the Cootractor Project

- Manager-meeting the requirements and terms of the Contract.

The Contractor's Project Mannger ly:
Kevin Moss

39 River Road, Suite 4

Essex Junction, VT 04542

Email: kmoss@nuharborsecurity.tom

4.3 CONTRACTOR KEY PROJECT STAFF

43.1  The Contractor shalt assign Key Project Stnff who meet the requirements.of the Contract,

. and can provide the Services and Deliverables identified in the requirements set forth'in

RFP Appendix C: Requirements, Table C-3: Requirements. The State may conduct

reference and background checks on the Contractor's Key Project Staff. The State

reserves the right to require removal or reassignment of the Contrector's Key Project

Steff who are found unacceptable to the State. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Checks.

4.3.2  The Contractor shall not chnnge any of the Contractor's Key Pro;ect Staff commitments
without providing the State written justification and obmmng the prior written approva)
of the State. State approvals for replacement of the Contractor's Key Project Staff will
not be unreasonably wiihheld. The reptacement of the Contractor's Key Project Staff

"shall have comparable or grenter skills than of the Contractor's Key Project Staﬂ‘ being
replaced. - :

4.3.3 Notwithstnnding any other provision of the Contract to the contrary, the State shall have
the option to terminate the Contract, declare the Contractor in default and Lo pursue its-
remedies at [aw and in equity, if the Contractor fails 1o assign Key Project Staff meeting
the requirements and terms of the Contract or if it is dissatisfied with the Contractor's
replacement Project staff. - o
43.3.1  The Contractor Key PI‘OJCCI Staff shall consist of the following |nd|vuduals in

the roles identified below:

Table 4.3.3:1: The Contractor’s Key Project Stafl

State of NH Contract 2018-111 Comprehensive Cyber Secumy Rlsk Assessment
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KEY MEMBER(S) TITLE
Paul Dusini Director, Information Assurance
Jeffrey Bamberger Senior Analyst '
Kristof Holm Senior Analyst

Eric Kobelski Senior Engincer

Randy Duprey Senior Engineer

Kevin Moss Operaticns Coordinator
Ben Weber ~ . Senior Network Engineer
Bitl Giglio Senior Nerwork Engineer
Rick Sotomayor __Pre-Sales Engineer
Nick Calderan Pre-Szales Engineer
44  STATE CONTRACT MANAGER
' The State shall assign a Contrect Manager who shali funcuon as the State's reprcsentauve with
regard.to Contract administration.
The State Contrnct Manager is:
Karen Fleming
NH Department of Information Technology
Office: 603-223-5766
Email: Karen.Fleming@doit.nh.gov
45  STATE PROJECT MANAGER
The State shall assign a Project Mnnager The State Project Managcr s duties shall include the
following: .
8. Leading the Project;
b. Engaging end managing all Contractors,
¢. Maenaging significant issues and risks.
d. Reviewing and acccpting.Contra'ct Deliverables;

Invoice sign-offs;

- Review and approval ofchange proposals ind

'Managmg stakeholders’ concemns.

The State Project Manager is:

Daniel Dister

NH Department of Information Technology
Office: 603-223.5734 -

Mobile: 603-931-9234

State of NH Contract 2018-11) Comprehensive Cyber Security Risk Assessment
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Email: Damel.Dnstcr@dogl.nh.gov

4.6  REFERENCE AND BACKGROUND CHECKS

4.6.1  The Contractor shall conduct criminal background checks and not utilize any staff,

" including subcontractors, to fulfill the obligations of the contract who have been

convicted of any crime of dishonesty, including but not limited to criminal fraud, or

,  otherwise convicted of any felony or misdemeanor offense for which incarceration

for up to | year is an authiorized penalty. The Contractor shall promote and meintain’

an awareness of the importence of securing the State’s information smong the
Contracior's employees snd agents.

4.6.2  The State may, at its sole cxpense. conduct reference and background screening of
the Contractor Staff. The State shall maintain the confidentiality .of background
screening results in accordance with the Contract Agreement — General Provisions-
Section | 1: Use of State's information, Confidentiality.

5 DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

511  The Conm:ctor shall be $olely responsible for meeting all rcqulrcmcnts. and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is
used .

£.1.2 - The Contractor may subcontract Services subject to the provisions of the Contract,

. inctuding but not limited to, the terms and conditions in the Contract Agreement. The

Contractor must submit all ‘information and documentation relating to the

Subcontractor, including terms and conditions consistent with this Contract. The State

will consider the Contractor to be whoily responsible for the performance of the.

Contract and the sole point of contact with regard to all contractyal matters, including
payment of any and sl chnrges resulting from the Contract.

52  DELIVERABLES AND SE RVICES

The Contractor shall provide the Sme with the Deliverables and Services in accordance with
the time frames in the Work Plan for this Contract, nnd as-more particularly described .in
Contract Exhibit A: Contract Deliverables.

5.3 DELTVERABLES REVIEW AND ACCEPTANCE

After receiving written Certification from the Contractor that a Deliverable is final, complete,
and ready for Review, the State will Review the Deliverable to determine whether it meets the
Requirements outlined in Contract Exhibit A: Contract Deliverables. The State will notify the
Contractor in writing of its Acceptance or rejection of the Déliverable within five (5) business
days of the State's receipt of the Contractor's written Certification. If the State rejects the
Deliverable, the State shall notify the Contractor of the nature and ¢lass of the Deficiency and

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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the Contractor shall correct the Deficiency within the period identified in the Work Plan. 1fno
period: for the Centractor's comection of the Deliversble is identified, the Contractor shall
correct the Deficiency in the Deliversble within five (5) business days. Upon receipt of the
carrected Deliverable, the State shall have five (5} business days to review the Deliverable and
notify the Contraclor of its Acceptance or rejection thereof, with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct the
Dcficiency within the allotted period of time, the State may, at its option, continue feviewing
the Deliverable and require the Contrector to continue until the Deficiency is corrected, or
|mmedmtely terminate the Contrace, declnre the Contractor in default, and pursue its remedies

at law and in equity.

SOFTWARE REVIEW AND ACCEPTANCE (NOT APPLICABLE)

System/Saftware Testing and Acccpunc'e shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services. .

6. . SOFTWARE (NOT APPLICABLE)

The Contractor shall provide the State with access to the Software and Documemnnon set forth inthe
Contract, and particularly described in ExhlbltJ Software Agreemen! . .

7. SERVICES :
" The Contractor shall provide the Services required under the Contract Documents. All Scmces shall -

meet,

.11

1.2

23

14

and be performed, in accordance with the Specifications.

ADMINISTRATIVE SERVICES .

The Contractor shall provide the State with the administrative Services set forth in the Contract,
and particulerly described in Exhibit D: Adminisirative Services. '

MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

The Contractor shall provide the ‘State with the Services set forth in the-Contract, and
particulerly described in Exhibit E: Maraged and Profe.s.ﬂona! Information Security Serwce.;
Implementstion Services. :

TESTING ssnwcr:s’ (NOT APPLICABLE)

The Contractor.shall perform testing Services for the State set forth in the Contract, and’
panticularly described in Exhibit F: Tesiing Services.

TRAINING SERVICES (NOT APPLICABLE) .

The Contractor shall provide the Smc with training Services set forth in the Contract, and
pnmculn.rly described in Exhibit L: Training Serwces
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1.6

MAINTENANCE AND SUPPORT SERVICES (NOT APPLICABLE)
The Contractor shall provide the State with Maintenance and Suppont Services set forth in thc
Contract, and particularly described in Exhlbnt G: System Maintenance and Suppori.

WAR.RANTY SERVICES

The Contractor shall prov:de the Stete with werranty Semces set forth in the Contmct. and
particularly dcscnbcd in Exhibit K: Warranty & Warranry Services, |

'8.  WORK PLAN DELIVERABLE

82

83

8.4

. 8.5

8.6

The Contractor shall provide the State with a Work Plan that shall include, without limitation,
a detailed description of the Schedule, tasks, Deliverables, major milestones, task’
dependencies, and payment Schedule. | .

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I:
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than every two
weeks, (0 accurately reflect the status of the Project, including without limitation, the Schedule,
tasks, Deliverables, major milestones, task depcndencics end payment Schedule. Any such
updates to the Work Plan must be approved by the State, in writing, prior to final incorporation
into Contract Exhibit I: Work Plan. The updated Contrect Exhtbnt I: Work Plan, as approved
by the State, is incorporated herein by reference.

Unless otherwise egreed in wriling by the State, changes to the Contract Exhibit i: Work Plan
shall not relieve the Contractor from liability to the State for demages resulting from the
Contractor's failure to perform its obligations under the Contract, mcludmg, wnhoul limitation,
performance in accordance with the Schedule.

In the event of any delay in the Schédule, the Contractor must immediately notify the State in
writing, |dent|fy|ng the nature of the delay, i.e., specific-actions or inactions of the Contracior
or the State causing the problem; its estimated duration period to reconciliation; specific actions
that need to be taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correcl Deficiencies, the Schedule:
shall not chenge unless previously agreed in writing by the State, except that the Schedute shall -
automatically extend on a day-to~day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's
execution of its major tasks takes longer than desciibed in the Work Plan, the Schcdulc shall
automatically extend on 8 day-to-day basis. .

'Nomnhsmndmg anything to the contrary, the State shall have the option to terminate the

Contragt for dcfault st its discretion, if it is dnssatlsﬁed with the Vendor's Work Plan or
elements within the Work Plan. -
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9. CHANGE ORDERS

9.1 The State may make changés or revisions (o the agreed upon Statément of Work (SOW) st any
time by wrinten Change Order. The State originated changes or revisions shall be approved by
the Department of Information Technology, Within five ($) business days, unless otherwise
mutuaily ngreed upon of the Contractor's receipt of s Chonge Order, the Contractor shall advise
the State, in dcwl of any impact on cost (e.g., ancrcase or decrease), the Schedule, or the Work
Plan. .

9.2 The Contractor may request a change within the scope of the Contract by written Change Qrder,’
identifying any impact on -cost, the Schedule, or the Work Plan. The State shall arempt to
respond to the Contractor's requested Change Order within five (5) business days, unless
otherwise mutually agreed upon. The State Agency. as well'as the Department of Information
Technology, must approve all Change Orders in writing. The State shall be deemed to have
rejected the Change Order if the parties are unable to reach an agreement in writing.

9.3  All Change Order requests from the Contractor to the State, and the State acceptance.of the
Contractor's estimate for a State requested-change, will be acknowledged and responded to,
cither acceptance or rejection, in writing. If accepted, the Change Order(s) shall be subject to
the Contract amendment process, as determined to apply by the State. .

10. " INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE (NOT APPLICABLE)

10.1.1  In the event that the ‘State purchases software all title, right, and interest (nncludmg all
ownership and intellectual property rights) in the Software, and its associated
Documentation, shali remain with the Contractor. .

10.1.2  Upon successful completion and/or termination of the Implementation of the Project, the
Contractor shall own and hold all, title, and rights in ‘any Software modifications.
developed in connection with performance of obligations under the Contract, or
modifications to the Contractor provided Software, and their associated Documentation
including any and all performance enhancing operational plans and the Contractors'

" special wtilities. The Contractor shall license back to the State the nght to produce,
publish, or atherwise use such soﬁwarc, source code, object code, mod:ﬁcatmns. reports,
_and Documentation developed under the Contrncl .

10.1.3  In no event shall the Contractor be precluded from developing for itself, .or for others,
materials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Contractor shall be free to use its genersl knowledge, skitls, experience, and’
any other ideas, concepts, know-how, ‘and techniques that are acquired or used in the
course of its performance under this agreement.
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10.2 STATE'S DATA AND PROPERTY

All nghts title and interest in State Data shall remain with the State. All data-and any property
which has been received from the State or.purchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demend or upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or State data, excepl: '

a.
b.

d.

In the course of data center operations;

In response 10 service or technical issues;

As required by the express terms of this contract; or

At the Staie's written request.

103 CONTRACTOR'S MATERIALS

103.1

10.3.2

Subject to the provisions of this Contract, the Contractor may develop for itself, or for.
others, materials that are competitive with, or similar to, the Deliverables. In accordance

. with the provision of this Contract, the Contractor shall not distribute any products

containing or disclose any State-Confidential Information. The Contractor shall be free
to use its gencral knowledge, skills end expenencc and any ideas, concepts .know-how,
and techniques that are scqunred or used in the course of its performance under this

. .Contract, provided that such is'not obtained as the result of the deliberaté memorization

of the State Confidential Information by the Contractor employees or lh:rd party
consultants engaged by the Contractor. . .

Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot include information or records not subjecl 10 public dis¢losure under New
Hampshire RSA Chapter 91-A, which includes but is not limited to the following;
records of grand juries.and petit juries; records of parole and pardon boards; personal
school records of pupils; records pertaining to internal personnei practices, financial
information, test queshons. scoring keys and other examination data use to administer &
ticensing examination, examination for employment, or academic examination and

- personne), medical, welface, library use, video tape sale or rental, and other f' les

containing personally identifiable information that is prwate in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Inteltectual Property Rights. All nghl mle and interest in- the State
WWW site <NH.GOV, etc.>, including copyright to all Data and information, shall remain
with the State. The State shall also retdin all right, title and interest in any user interfaces and
computer instructions embedded within the WWW ‘pages. ~ All WWW pagés and any othér
Data or information shall, where apphcablc display the Staté's copynghl
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105

- 10,6

CUSTOM SOI"I'WAR.E SOURCE CODE (NOT APPLICABLE)

In the event that the State purchases soﬁware development services, which results in Custom
Software, the Contractor shall provide the State with & copy of the source code for the Custom’
Software, which- shall be subject to the: License riglits. The State shall receive a worldwide,
perpetusl, irrevocable, and non-exclusive paid —up right and license to use, copy, modify and
prepare derivative works of any custom developed software. This section does not apply to the
Contractor's proprietary software code ,

SURVIVAL

This Contract Agreement Section 10: lnlellectual Property shall survive the termination of the
Contract.

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1

11.2

USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain sccess to information
of the State, including State Corifidential Information. “State Confidential Information” shait
include, but not be limited to, information exempted from public disclosure under New
Hampshire RSA Chapter 91-A: Access fo Public- ‘Records and Meelings (see e.g. RSA Chapter
91-A: 'S Exemprions). The Contractor.shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or developed by reason of the
Contract, except as directly connected to and necessary for the Contractor's performance under
the Contract.

STATE CON'F[DENTIAL [NFORMATION

11.2.1  The Contractor shall maintain the confidentiality of and protect from unuuthorlzcd use,

disclosyre, publication, and reproduction (collectively “release”), afl State Confidentisl
Information that becomes available to the Contrector in connecnon with its performance
under the Contract, regardless of its form.’

11.22  Subject to "applicable federal or State laws and regulauons, Confidential Infonnanon

shall nor include information wh u:h

a. Shall have otherwise become publncly availabie other than as a rcsult of disclosure by
the receiving party in breach hereof;

b. Was disclosed to the recéiving party ona nan-conﬁdcmlal basis from a sourcc other than
the disclosing party, which the receiving party believes is not prohibited from disclosing
. such information 254 result of an obllgatlon in favor ofthe disclosing party;

¢ s developed by lhc receiving party mdepcnd:ntly of, or was known by the receiving
party prior to, any disclosure of such information made by the disclosing party; or
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d. Isdisclosed with the written consent of-the disclosing party. A rcceivi'ng party also may
disctose Confidentiel Infon‘nauon 1o the extent rcqum:d by an order of a court of
_competent jurisdiction. :

1123 Any disclosure of the Swtc Confidential Infon-nation shall requirc the prior written
approval of the State. The Contractor shall immediately notify the State-if any request,
“subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and-the Contractor shall coopérate with the State in any effort
the State ondertakes to contest the request, subpoena or other legal process, at no
sdditional cost to the State.

11.24  Inthe event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue
any remedy at law and in equity,' in¢luding, but not limited to, injunctive relief.

113 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks 1o maintain the confi denualuy of its conﬂdcnual or propnetary
information, the Contractor must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State scknowledges that the
Contractor considers their Documentation to be Confidéntial Information. The Contractor
acknowledges that the State is subject 10 State and federal laws govemning disclosure of
information including, but.not limited to, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar as it is consistent with
applicable State and federal Iaws or regulations, including but not limited.to, RSA Chapter 91-
A. In the event the State receives a request for the information identified by the Contractor as
confidential; the State shall notify the Contractor and specify the date the State will be releasing
the requested information. At the request of the State, the Contractor shall cooperate and agsist
the State with the collection and review of the Contractor’s information, at no additional
" expense to the State. Any effort to prohibit or enjoin the release of the information shall be the
Contractor's sole responsibility and st the Contractor’s sole expense. If the Contractor fails 10
obtain a court order enjoining the disclosure, the State shall release the information on the date,
specified in the State’s notice 10 the Contrector, without any liability to the Contractor.

1.4 SURVIVAL

This Contract Agreement Section |1, Use'of State s Infarmauon Confi dznnahry, shall survive
termination or con¢lusion of the Contract.

" 12, LIMITATION OF LIABILITY

12.] STATE

Subject to appllcublc laws and regulations, in no event shnll the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages.” Subject to
spplicable laws and regulations, the State’s liability to the Contractor shall not exceed the total
Contract price set forth in Contract Agreement - =~ Generai Provisions, Block 1.8.
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12.2

123

13. TERMINATION

13.1

13.1.1

STATE'S IMMUNITY

Notwnhstnndmg the foregoing, nothmg herem contained shal] be deemed to constitute a waiver
of the sovereign |mmumty of the State, which immunity is hereby reserved to the State. This
covengnl shall survive termination or Contract conclusuon :

SURVIVAL

This Section 12: Limitation of Liability shall survive termination or Contract conclusion,

TERM[NATION FOR DEFAULT

Any one of more of the followmg acts or omissions of the Contrnctor shall constitute an event
of default hereunder (“Even of Dcl‘nuh")

Failure to pcrform the Services sausfactoﬁly or on schedule;

b. Failure to submit any report requiréd; and/or

c. Failure to perform ariy other covenant, teem or condition of the Contract.

Upon the occurrence of any Event of Default the State may take any one or more, or aII

of the foltowmg actions:

a.,

Unless otherwise prowded in the Contract, the State shall provndc the Contractor
written notice of default and require it to be remedied within, in the absence of

“a greater or lesser specification of time, within thirty (10) days from the date of

nolice, untess otherwise indicated within by theé State (“Cure Period”). (f the
Contractor fails to cure the default within the Cure Period, the State may
terminate the Contract effective two (2) days sfter giving the Contractor notice’
of termination, at its sole discretion, treat the Contract as breached and pursue

its remedics at law or in equity or both.
Give the Contractor a written notice specif‘ying- the Event of Default and

. suspending al) payments to be made under the Contract and ordeéring that the

portion of the Contract price which would otherwise accrue to the Contractor
during the period from the date ‘of such notice until such time as the State

‘determines that the Contractor has cured the Event of Defaull shall never be paid

10 the Contractor. ,
Set off aguinst any other obligations the Siate may owe to the Contractor any,

" damages the State suffers by reason of any Event of Default;

Treat the Contract as bmched and pursue any of its remedies at law or in equity,
or both. .

.. Procure Services that are thé subject of the Comrac: from another séunce and the

Contractor shall be liable for reimbursing the State for the replacement Services,

_and ell administrative costs directly related to the replacement of the Contract
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-and procuring the Services from another source, such as costs of competitive
bidding, mailing, advertising, applicable fees, charges or penalties, and stafftime
costs; all of which shall be subject 1o the limitations of liability set forth in the
Contract, :

13.1.2 The Contractor shall provide the State with written notice of default, And the State shall
icure the default within thirty (30) days.

132 TERMINATION FOR CONVENIENCE

13.2.1 _The State may, at its sol¢ discrétion, terminate the Contract for convenierice, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shdll pay the Contractor the agreed'upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generelly in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract. .

13.2.2 During the thirty (30) dey penod the Contractor shall wind down and cease Services as
qulckly and cfﬂc:emly as reasonably posslble without performing unnecessary Services

and cessation of Serwces

13.3 TERMINATION FOR CON'FL[CT OF INTEREST

13.3.1 The State.may terminate the Contract by written notice if it determines that a conflict of.
interest exists, including but not limited 1o, a violation by any of the parties hereto of
applicable laws regarding ethlcs in public acquisitions and procurement and performance
of Contracts. : . )

133.2° In such case, the State shall be emi;led to a pro-rated refund of any current development,
" support, and maintenance costs. The State shall pay sll other contracted payments that
~would have become due and payable if the Contractor did not know, or rea.wnably did

not know, of the conflict of i interest.

13.3.2 In the event the Contract is tcrmma:ed a$ provided above purSunm 108 vnolatson by the
Contractor, the State shali be entitled 10 pursue the same remedies against the Contractor
8s it could pursue in the event of a defsult of the Contract by the Contrector.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contracl, the State,'in nddmon to'any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
" without limitation, Written Deliverables, for such part of the Contract as has been

-1ermmated

13,42 Aﬁer receipt of 8 notice of termination, and except as othcnmsc directed by the State,
the Contrector shallk:
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a. The State shall be entitled to any posi- termination assistance generally made:
available with respect to the services, uniess a unique data retrieval arrangement

has been established as pan of the SLA.

b. Stop work under the Cantract on the date, nnd to the extent speclf ed, in the

nOllCC

¢. Promptly, but in no évent longer than thirty (30) days after termination, “terminate
its orders and subcontracts related to the work which has been terminated and
settle all outstanding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or ratification of the State 10 the extent
required, which epproval or ratification shall be anl for the purpose of this

Section;

d. Take such action as the State directs, or as necessary to prcscrve and protect the
property related to the Contract which is in the possessnon of the Contractor and

in which the State has an interest;

¢. During any petiod of service suspension, the Contractor shell not.teke any action
to mlennoually erase any Siate data. n the event of termination of any services
-or agreement in entirety, the Contractor shall not take any action to mtentlonally

erase any State data for a period of:

i. 10 days afier the effective date of termination, if the termination is in

accordance with the contract period

- ii.  30'days afier the effective date of termination, if the. termination is for

convenience .

fil. 60 days afier the effective date of termmanon if the tennmnuon is for

CRUSE

iv.  Aftersuch penod. the Contractor shall have no obligation to maintain
or provide any State- data and shall thereafler, unless Icgally
prohlblted -delete all Stete data in its systems or othcrwrse in its

possession or under its-control.

f. Transfer title to the State and deliver in the manner; at the times, and to the extent
directed by the State, any property which is required to be furnished to the State

and which has been accepted or requested by the State; and

g- The Contractor shall implement an orderly return of State data in a CSV or
another mutuaily agreeable format at a time agreed to by the parties and the

* subsequent secure disposal of State data;

h. The Contractor shal) securely dispose of all requested data in all of its forms,
- such as disk, CD/ DVD, backup Lape and paper, whén requested by the State.
Data shall be permanently deleted and shall not be recoverable, according to
Nationa) lastitute of Standards and Technology (NiST)-epproved methods.”

Centificates of destruction shall be provided to the State.

i. Provide written Certification to the State that the Contractor has surrendered to

the State all said propeny.
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135 SURVIVAL _
This Section 13: Termination shall sutvive termination or Contract conclusion.

14, CHANGE OF OWNERSHIP

In the event thet the Contractor shoutd changc ownership for any reason whatsoever, the State shail
-have the optton of continuing under the Contract with the Contractor; its successors or assigns for the

full remaining term of the Contract; continuing under the Contract with the Contractor, its successors,

or assigns for such period of time es determined necessary by the State; or immediately terminate the
" Contract without liability to the Contractor, it$ successors or assigns.

15.  ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1  The Contractor shail not assign, delegate, subcontract or othet'wtse transfer any of its interest,
' rights, or duties under the Contréct without the prior written consent of the Staté, Such consent
shall not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other
transfer made without the State’s prior written consent shall be null and void, and may
constitute an event of default at the sole discretion of the State.

15.2  The Contractor shall remain wholly responstble for performance of the entire Contract even if
assignees, delegates, Subcontractors, .or other transferees (“Assigns™) are used, unless
otherwise agreed to in writing by the State, and the Assigns fully agsumes in writing any and
all obligations and liabilities under the Contract from the Effective Date: In the absence of &
written assumption of full obligations-and liabilities of the Contract, any permitted assignment,
delegation, subcantract, or other transfér shall neither relieve the Contractor of any of its
obligations under the Contract nor affect any remedies available to the State against the
Contractor that may arise from any event of default of the provisions of the cantract. The State
shall consider the Contractor to be the ‘sole point of contact with regard to all contractual
maiters, including payment of any and ali charges resulting from the Contract.

"15.3  Notwithstanding the foregoing, nothing herein shall probibit the Contractor from assigning the
- Contract to the successor of all or substantially all of the assets or business of the Contractor
provided that the successor fully assumes in writing all obligations and responsibitities under
the Contract. In the event that the Contrnctor should change ownership, as permitted under
Section 15: Changc of Ownership, the: State shall have the option to continue under the Contract
with the Contractor, its successors: or assigns for the full remaining term of the: Contract;
continue under the Contract with the Contraclor, its successors or assigns for such period of
time as determined necessary by the State; or immediately termmatmg the Contract without
liability to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1  Prior to the filing of any formal proceedmgs with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights. or . Confidentisl
Information), the party believing itself aggrieved' (the “Invoking Party”) shall call for
progressive management involvement in the dispute negotiation by written notice to the other
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16.2

party: Such notice shall be without prejudtce to the Invokmg Pany s right 10 any other remedy
permitted under the Contrect. .

The parties shell use reasonsable eﬁ'ons to arrange personal meetmgs and/or telephone
conferences ns needed, 6t mutually convenient times and places, between negotiators for the
parties at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to msolve the dispute:

Table 16.1: DISPUTE RESOLUTION R.ESPONSIBH..ITY AND SCHEDULE TABLE
. : CUMULATIVE
LEVEL .- CONTRACTOR . . STATE ALLOTTED
. ' TIME
: Daniel Dister-
Luc Martin State Project Manager (PM)
Primary Project Manager (PM) - | Chief Information Security | 5 Business Days
. _ Officer :
Scott Mosher . - — . )
. - . , - Denis Goulet 10 Business
First ) Vice President  Commissioner " Days

163

The alfotted nme for the first fevel negomtlons shall begm on the date the Invoking Party's
notice is received by the other party. Subsequent allotted time is days from the date that the
original Invoking Party’s notice is received by the other party.

17. DEPARTMENT OF INFORMATION TECHNOLOGY GENER.AL TERMS AND
CONDITIONS

17.1

COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, systems and equipment, Documentation, -information, reports, or data of
any kind (hereinafter “Information™), the Contractor understands and agrees to the followmg
rules:

a. Every Aufhonzed User has the responsibility to assure the protection of information from
_unauthorized access, mlsuse theft, damage, destructlon modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other

use or access is strictly forbidden including, but not limited to, personal, or other private

" and non-State use and that at no time shall the Contractor access or attempt to access o.ny
mformauon without having the express nuthonty to do so.
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17.2

113

174

17.5

17.6

17.7

c. That a1 no time shall the Contracior access or attempt to access any information in 8
manner inconsistent with the approved policies, procedures, and /or agreements relating:
1o system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
. shared, distributed, sub-licensed, modified, reverse engineered, rented; or sold, and that

at all times the Contractor must use utmosi care 1o protect and keep such software strictly
‘confidential in accordance with-the license or any other Agreement exccuted by the State.

"Only cquipment or software owned, licensed, or being evaluated by the State, can be
used by the Contractor. Personal software (mcludmg but not limited to pnlmmp sync

software) shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the abovc-staled rules, the
User may face removal from the State Contract, and/or criminal or cml prosecution, if
the act constitutes a violation of law. :

EMAIL USE

Email and other electronic communication messaging systems are State of New Hampshire
property and are {o be used for-business purposes only. Ermail is defined as “internal Email
systems" or “State-funded Email systems.” Thé Contractor understand and agree lhat use of
email shall foi]ow State standard policy (avmlablc upon request). .

INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampsh:re sccording to State standard policy (avanlable
upon reguest).

REGULATORY GOVERNMINT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or olher govemmcnml
approvals necessary 1o perform its obligations under the Contract. .

INSURANCE CERTIFICATE

The Insurence Certificate should note the Centificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the mdwudunl responsible
for the funding of the contracts and hudher address.

EXHIBITS .
The Exhibits referred to, in and anached 10 the Contract are incorporated by reference as if

fully mcluded in the text.

VENUE AND JURISDICTION

Any action on the Contract may only be brought in the State of New Hampshire, Merrimack,
County Superior Court.
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17.8

17.9

17.10

SURVIVAL

The terms, conditions and warranties contained in the Conteact that by their context are
intended to survive the completion of the performance, cancellnnon or termmauon ol‘ the
Contract shell so survive. .

FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and
acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather. Except in the event of the foregoing, Force Majeure
events shall not include the Contractor's inability 1o hire or prowde personnel ncedcd for the
Contractor’ s performence under the Contract.

NOTICES

Any notice by a party hereto 1o the Gther paity shall be deemed to.have been duly delivered or
given at the time of mailing by cerified mail, postage prcpuld in 8 United States Post Office
addressed to the parties at the following addresses. '

Table 17.10: Notiéu

TO THE CONTRACTOR . ' TOTHE STATE OF NEW HAMPSHIRE -

KATHIE CHENEY . DANIEL DISTER

' ~ DEPARTMENT OF INFORMATION
NuMARBOR SECURITY - TRCHNOLOGY |

39 RIVER RD SUITE 4 : " 27 HAZEN DRIVE

ESSEX JUNCTION, VT 04542 CONCORD, NH 03301

17.11

TEL: (802) 231-0308 i ' TEL: (603) 223-5734

DATA PROTECTION

Protection of personal pnvacy and dau shalt be an 1ntegral part of the business activities of the
Contractor to ensure there is no ingppropriaté or unauthorized use of State information at any
time. To this end, the Contractor shall safeguard the confidentislity, integrity and avallabuluy

. of State information and comply with the followmg conditions:

a. The Contractor shall implement and maintgin appropmte sdministrative, technical and
organizational security measures 10 safeguard sgainst unauthorized access, disclosure or’
thef of persons! data-and non-public data. Such security measures shall be in eccordance
wilh recognized industry practice and nol less stringent than the measures the Contractor
epplies to its own personel data and non-publtc data of similer kind.
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b. All dita obisined by the Contractor in the performance of this contract shall become and
- all personal data shal} be encrypted at rest and in transil with controlled access. Unless
otherwise stipulated, the Contractor is responsible for cncrypuon of the persona! data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and
in transit. The State shall identify dats it deems as non-public data to the Contractor. The
level of protection and encrypllon for all non-public data shell be identified and made o'
part of this contract, .

d. Atnotime shall any data or pmcesses -— that either belong to or arg intended for the use
of the State or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to.the Conlractor for subsequent use in any transaction

_that does not include the State.

e. The Contractor shall not use any irlnformn'tion callected in connection with the service
issued from this proposal for any purpose other than fulfilling the service,

1712 DATA LOCATION

The Contractor shall provide its Services 10 the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Continental United States. The
Contractor shall not allow its personnel or sub-contractors. to stare’ State data on portable
devices, including personal ‘computers, éxcept as specified and allowed by the contract, and
then only on devices that are used end kept at its data centers within the Continental Unirted
States. The Contrector shall permit its personnel and Contractors to access State data remotely
only to provide technical suppon and as specified or required by the contract.

17.13 SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall inform the State of any security incident or data breach in aécordance with
NH RSA 359-C.

a, lncudent Response: the Contractor may need to communicate wuh outside parties
regarding a security incident, which may include contscting law enforcement, fielding
.media inquiries and seeking external expertise as mutuslly agreed upon, defined by law
or contasined in the contract. Discussing security incidents with the State should be
handled on an urgent as:needed basis, as pant of the Contractor communication and
mitigation processes as mutually agreed upon, def'med by law or contained in the
contract.

b. Security Incident Reporting Requirements: the Contractor shall report & security incident
to the appropriate State identified contact immediately as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1)} promptly notify the appropriate State
“identified contact within 24 hours or sooner, unless shorter time is required by applicable
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Iaw and (2) take commercmlly reasonable measures to address the data bresch in a
timely manner.

17.14 BREACH RESPONSIBIL[T[ES

This section only applies when o data breach occurs with rtspecl to pcrsonal data within the
possession or control of the Contractor )

The Contractor, unjess stipulated ‘otherwise, shsil immediately notify the oppropriate
State identified contact by telephone in accordance with the agreed upon sceurity plan or
security procedures if it reasonably believes there has been a security incident.

The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within rwenty four (24) hours or sooner. by telephone, unless shorter
time is required by applicable law, if it confirms ther there is, or reasonably believes that
there has been a data breach. the Contractor shall (1) cooperate with the Stete as
reasonably requested by the State to investigate and resolve the data breach, (2) promptly
implement necessary' remedinl measures, if necessary, and (3) document responsive
actions taken related to the data-breach, including any post- -incident review of events and
actions taken to make changes in business practices in providing the services, if

‘necessary.

Unless otherwise stipulated, if a data breach is a direct resu)t of the Contracior's breach
of its contract obligation to encrypt personal data or otherwise prevent its release, the
Contractor shall bear the costs associated with: .

i. The investi_gation and cesolution of the data breach;

ii.” Notifications to individuals, regulators or others required by State law;

Hi. A credit monitoring service required by State (or federal) law;

iv. A website ora toli-free number and call center for affected individuals required
by State law — all not to exceed the average per record per person cost
calculated for data breaches in the United States in the most recent Cost of
Data Breach Study: Global Analysis published by the Ponemon Institute17 at
the time of the dats breach; and

v.  Complete all corrective sctions as reasonably determined by the Contracwr
based on root cause; all {(i.) lhrough (v.)] subject to this Contract’s Ismltauon
of liability.

17.15 NOTIFICATION OF LEGAL REQUESTS

The Contrector shall contact the State upon receipt of any elccu'omc discovery, litigation holds,

discovery searches and expert testimonies relsted to the State's data under this contract, or

which in any way might reasonably require access to the-data of the State. The Contractor shall

not respond to subpoenas, service of process and other legal requests related to the State without
" first notifying the State, unless ptohubntcd by law from providing such notice.
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17.16

17.17

1718

£7.19

17.20

17.21

1722

17.23

ACCESS TO SECURITY LOGS AND REPdRTS

The Contractor shall provide reports to the State in 8 format as agrccd to by both the Contractor
and the State. Reports shall include latency statistics, user access; user access IP sddress, user
access history and security logs for e}l State files related to this contract. ’

CONTRACT AUDIT

The Contractor shali allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with s third party st its discretion and at the Stare’s expense.

DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprictary information from the redacied version. A Service Organization Control
{SOC) 2 audit report or approved equivalent sets the minimum level of a third-party sudit.

ADVANCE NOTICE

The Contractor shail give advance notice (to be dctcrmmcd al the contract time and mcluded
in the SLA) to the State of any upgrades (c.g., major upgredes, minor upgrades, system
changes) that mey impact service svailability and performance. A major upgrade is 4.
replacement of hardware, software or firnware with a newer or better version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version number.

SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protcct:on and flexibility can be attained between the State and
the Contractor. For example: virus checking and port sniffing-— the State and the Cuntraclor
shall understand each other’s roles and responsibilities.

NON-DISCLOSURE AND SEPARATION OF DUTIES'

The Contractor shall enforce separation of job duties, require commercially reasonable non- -
disclosure agreements, and limit staff knowlédge of State data to that which is absolutely

necessary to perform job duties. ) , T

IMPORT AND EXPORT OF DATA

The State shall have the ability to impont or expont deta in plecérneal or in cntirety ot its
discretion without interference from the Contractor. This includes the ability for 1he State to
import or export data to/from other service providers.

RESPONSIBILITIES AND UP‘I'I'ME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hard;.vm, software
and network support related to the services being provided. The technicel and professional
sctivities required for establishing, managing and mainlaining the environments are the
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responsibilities of the Contractor. The s-ystem shall be available 24/7/365 (with.agreed-upon
maintenance downlime), end provide service to customers as defined in the SLA.

17.24 RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to requice thai the Contractor remove from interaction
with State sny the Contractor representative who the State believes is detrimental to its warking
relationship with the Contrector. The Siate shall provide the Contractor with notice of its'
determination, and the reasons it requests the removal. If the State signifies that o potential
security violation exists with respect to the request, the Contractor shall immedistely remove
such individual. The Contractor shall nat assign the person to any aspect of the contract or
future work orders without the State’s consent. ' .

. Remainder of this page intentionatily left blank
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CONTRACT DELIVERABLES

. CONTRACT DELIVERABLES
‘The State of New Hampshire, Department of Information Technology, (the “'State™) requires

comprchensive cybersecurity risk assessment of the Executive Branch information' iechnology
enterprise. In addition to determining gaps or shortfalls in the State's cybersecurity posture, s key

- outcome of this assessment will be a roadmap to improve the secunry. readiness and effectiveness of

the State of New Hampshire's cybersecumy posture.

As 2 public entity, the State of New Hampshire is exposed to the full rnnge of cyber thrcats on s
continual basis: malware, botnets, ransomware, and denial of service attacks do not discriminate — any
network connected to the Internet is exposed 1o these threats. The old boundaries of cybersecurity end |
cybersttacks are disappearing —— from the network perimeter, to distinet types of malware, 1o nation-
state tactics vs. that of the cybercriminal. The attacker’s advantage lies in this Auidity, exploiting
endpoint vulnerabilities and inadequate security controls; reshaping attacks to evade detection; and

“repurposing tactics, techniques and procedures for their own use. It has been said that'“You don't

know what you don't know" and to that end; the State of New Hampshire is pursuing #n indépendent,

. comprehenswe cybersecurity risk assessment in order to.focus cybersecurlty resources on the b:ggcst

risks and gaps in our sccunty posture.

GOALS AND OBJECTIVES FOR THE COMPREHENSIVE CYBERSECURITY RISK -
ASSESSMENT: . .

i. Independemly pssess the cybersecunty maturity level as measured against the NlST
Cybersecurity Framework and the Center for Internet Secunty (CIS) 20 Cntncal Security
Controls;

ii.  Review the network a.rchuectur:, mclud:ng L2 and L3 routing approach, use of
redundant/survivable equipment configurations, use of Firewalls, use of access control lists
and remote access methodologies and. evaluate its conformance with best practices for &
network of this size and complexity; .

ili. |dentify any security gaps, prioritize them and describe the level of effort required to -
mitigate thcm

iv. Dascovenng non-existent and/or wesk information security management processes within
the organization; .

v.  |dentifying opportunities to |mprove the network architecture, nctwork consolldauon
simplification and cost reduction;

vi.  Confirm cyber-protection systems and processes are properly secured from mtcrnal and
external threats; and

vii.  Prepare and present a technical roadmap to improve the security, readiness and effectiveness
of the State of New Hampshire's cybersecurity posture.
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1.1 GENERAL PROJECT ASSUMPTIONS

1.1.1

1.13

1.1.4

1.1.5

The Contractor will provide projcét tracking tools and templates 1o.record and manage

"issues, risks, Change Requests, requirements, decision sheets, and other documents used

in the management and tracking of the Project. The State of New Hampshire and the
Controctor's Project Managers will Review these tools and templates and détermine

which ones will be used for the Project. Training on these tools and templstes will be

conducted at the start of each phase in which they will be used.

Prior to the commencement of work on'Non-Software and Written Deliverables, the
Contractor shall provide to the State a templste table of contents or agenda for Review
and prior approval by the State,

_The Contractor shall ensure that sppropriate levels of security are implemented and

maintained in order to protect the integeity and reliability of the State’s Information
Technology resources, information, and services. Security. requirements are defined in
Part 3 - Exhibit H: Requirements. The ‘Contractor shall provide the State resources,
information, and Services on an ongoing basis, with the eppropriate infrastructure and

‘security controls 1o ensure business continvity and to safeguerd the Confidentiality. and

integrity of State networks, Systems and Data.

The Deliverables are set forth in the Schedule described. below in Section 2,2, By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in whole or in

“pert, through completion of all Acceptance Testing, including but not I:malcd to,

SoﬁwardSystem Acceptance Teslmg, and any extensions thercof

Pricing for Deliverables set forth in Pm 3 - Exhibit B: Price and Payment Schedule.
Prlcmg will be effective for the Term of this Contract, and any extensions thereof.

2. DELI'VERABLES MILESTONES AND ACTIVITIES SCHEDULE

2.1. SCOPE OF WORK

The Contractor” will conduct a compretiensive cybersecurity risk assessment of the State’s
Information Technology (IT) environment in .order to evaluate adherence to the State’s
Information Security Policies, National Institute of Standards and Technology (NIST)
standards, and best practices. The assessment shall include a ncpresentahve sampling of devices
(10 be defined by the State) from across all Executive Branch agencies. The following services
must be provided to meet the Contract requirements:

" 2.1.(C-1.1) IT ASSET INVENTORY AND MANAGEMENT

Provide the State with a comprehensive inventory of all IT assets within
. the scope of Exccutwc Branch agencies.
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a.

Utilize active and passive discovery toals to identify all devices
connectedto the State’s network and populale o searchable and
cditable hardware asset inventory.

Ensure that the hardware asset inventory records the network
address, hardware address, machine name, Operating System
(08), OS patch level, open ports and running services for each
asset that has been detected/discovered on-the.network.

Assess the current state and capability for a comprehensive IT
hardweare end software asset inventory and- management
system. ' '

Optio'n'al: -Dcliv;r & comprehensive |T hardware and software
asset discovery and invcntory mnna‘g,emcnl system.

a2 (C-l 3) NETWORK SECURITY AND ARCHITECTURE ASSESSMENT

Provide the State with a network srchitecture review which evaluates
the fundamental architecture approach for efficiency, maintainability,
throughput, sutvivability/redundancy and security posture highlighting
current strengths and weaknesses of implemented contros. The vendor
should consider different assessment scenarios such as level of sccess
and point of access during their assessments. |

The Technical Security Assessment chor{ shou!d include:.

4

- Fe oo

- =

Nerwork Topology and Architecture
1. Froma best practices perspective
ii. Froma security perspective
Network Segmentation '
Netwoik Switch Configuration
Network Access Control (NAC)
Firewalls Configuration
1DP/IDS Configuration
Router Configuration
Virtual Private Network (VPN) Conﬂguranon
Wireless Networking Conﬁgurat:on
Remote Sites -
Data Centers . )
Voice Over IP (VolP) Configuration <
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m. Network based security controls e.g. DLP, Antispam, etc.
o. Configuration management methodology
i -demdwue
" Ofso&wnrc'conﬁgurationé

0. Optional: Provide: technical assistance to actively mitigate
critical “and high- risk findings from the Network - Secunty
Assessment, .

-

2.1.{C-1.3) HOST/SERVER SECURITY ASSESSMENT

Provide the State with a secumy focused host/server archltccrure
review, with additional security- -related information about the State’s
host/server operating system conﬁgqranons that cannot be cbtained
through network scanning. The additiona) granularity 6f the host/server
security assessment should enable the State to identify and assess the
presence and -cffectiveness of technical controls and the level of
compliance with State policies and other relevant industry smndards
: . : and best practices. Focus should be given to:

a. Hardening i issues - Provide an-in-depth review of a system's
security configuration, and evaluating if available the security
controls thal are being used based on the roles and functions of

_ the host.”

b. Idcntqu known vulnerabilities and OS and 3rd pany software
issues..

. ¢. Identify host dependencies from the Service/End User
standpoint and interconnection between multiple services
which can compromnse an cnd user service.

d. Optional: Provide technlcal assistance to “actively mitigate
critical and high risk findings from the Host/Server Secunty .
Assessmient.

2.1.(C-1.4) ENDPOINT SECURITY ASSESSMENT

The vendor will test a pre-determined sampling of workstations and
peripheral endpoints in different departments/divisions from across
Executive Branch agencies 1o perform the assessment. Provide the
State with an asstssment of endpoints/workstations and end. user
security against NIST, CIS and undustty best practices, including but
not limited to: ' )

a. Workstation Configuration
b. Anti-Manare

]
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Endpoint Encryption

User Rights (Local/Domain)

Media Access

Password Practicés

OS$ and Tﬁird-Pa‘rty Software Patcl:ning
Peripheral Device_(network printers, scanners) conﬁguration-

Fo N e aDn

Maobile Device Security and Management

j- Optional: Provide technicel assistance to actively mitigate
critical and high risk f'ndmgs from the Endpoint Security
Assessmcnl

2 1. (C-l 5) APPLICATION SECURITY ASSESSMENT

a. Conduet an Application Security Assessment that analyzcs the
Internet, Extranet, and Intranet-applications for existence and
strength of epplication security controls. Conduct this .
assessment in accordance to the QWASP top 10 reference and
other baselines for application security (¢.g. assessment of
suthentication mechanisms and authorization mechanisms,
session context control mechanisms, audit logging, intrusion
detection and deterrence). '

b. Conduc( Application Security Assessments. that mgct the
security capabilities of critical applications, Assess if the
spplications have capabilities 10 secure information/data
communications and whether the cepabilities have been fully
utilized. To accomplish this, the Vendor must qualitatively .
assess vulnerabilitics that exist within targeted spplications
relative to both technical and non-technical security controls.

c¢. For State in-house developed applications, the overall security
framework used for the application development process must
be reviewed.

d. The application ‘security review should evaluate available
security features and security.relevant configuration items
within the epplication to conclude if those controls have been
configured to provide the State with the level of ‘protection
required by business, regulatory, and corporate drivers. ’

e. Optional: Provude technical assistance to actively mmgnlc
critical and high risk findings I'rom the Application Security
Assessment. '
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"2.1.(C-1.6) DATA SECURITY ASSESSMENT

Provide the State with an assessmeni regarding the classification,
storage, transmission and use of structured and unstructured data across -
the Enterprise.

. Data classification policies and procedures

Transmission and handling of Sensitive data

o

Data Access Control
Data Destruction

Privacy policies, protection and compliance

-

Provide technical assistance o actively mitigate critical and
high risk findings from the Data Security Assessment '

g. Optionsl: Provide administralive assistance to develop and
deliver new or updated documentation based on gaps or critical
findings from the Data Security Assessment.

2.1.(C-L.7) CYBERSECURITY AND R]SK MANAGEMENT PROGRAM
ASSESSMENT '

Provide the statc with assessment, gap analysis and a strategic roadmap
for improvement against NIST, CIS and best practices in the following
program areas:

a. Cybersecurity Program and Organization

b. Governance end Compliance Management

c. Risk Menogement Policies, Practices and Procedures
d. User Security Awareness and Training

e Securtty Policies and Procedures

bl

Busmess Conlmulty and Disaster Recovery Plnnnmg

g. Oprional: Provide administrative assistance to devetop &nd .
deliver new or updated program documentation based on gaps
or critical findings from the Cybersecurity and Risk
Management Program Assessment.

21 DELYVERABLES

Vendor shall create and provide detailed reports to DolT as a result of analysis and essessment
including but.not limited to the following: }

Stace.of NH Contract 2018-111 Comprehensive Cyber Secunty Risk Asscssment
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- STATE OF NEW HAMPSHIRE .
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREH ENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT A
CONTRACT DELW‘ERABLES

R. An executive summary with DbjCClIVCS scope, background summary of findings, and
recommendations

b. A report which uses the NIST Cybersecurity Fremework to:
. Describe the State of New Hampshire's current cybersecurity posture;,

ii.  Identify and prioritize 6ppoﬂunities for improvement within the context of
a continuous and repeatsble process, and

Hi.  Describe the State of Ncw Heampshire's current Framework !mplc mentation
Tiers

c. Identification of the technical or programmatic cyber security gaps.

d. Recommendations for eliminating, or at least rcducmg. security gaps and increasing:
the leve) of cybersecurity maturity

e. Summary of areas reviewed /. examined along with the methodologncs / procedures
used .

f. A list of security weaknesses in lhc form of findings, rankmg ofnsk severlty. and a )ist
of prioritized recommendations

g- - A multi-year security improvement roadmnp mcludmg edditional recommcndanons or
future considerations '

h. Recommendahons on industry standard securiry‘fmmeworks / best practices to
" implement .

i. Cost projections for mplcmcntmg the optionai recommendations and roadmap
including labor hours and licensing for saftware tools

jo Listing of all software 1ools used.to pcrform the Assessment

k. Any related reference materisl

13 DELIVERABLE METHODOLOGY .

For each deliverable that requires the vendor to complete’ an Assessment lhe following
mc(hodology shall be used: .

a. Vendor shsll prepare an outlme of the report which mcludes a scope statement and
proposed iable of contents for the asscssmem report. and provide it to the State for
review and comment,

b. Vendor shall meet with the State team, no sooner than 5 business days nﬁcr the outline
" owas provided to discuss the proposed outline and appmach

¢ Upon approval of the. outliie and approach by the ‘State Project Mnnager the vendor
may commence the analysis/investigation required for the assessment.

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 '
PART 3 - EXHIBIT A ,
CONTRACT DELIVERABLES

d. If a1 any time during the enalysis the vendor discovers what they consider to be a
critical security vulnersbility they shall immedistely notify the State Project Manager.

¢. During the assessment ‘the vengor should prowde a-status update on the asscssmenl
during regular project meetings.: .

f. Upon completion of the analysis/investigation the vendor shall prepare a draft repont
" in conformance with the approved outlme (Step J).and provide it to the State for review
and comment,

g. Vendor shall, no sooner than 5 business efter submitiing the draft report, meet with the.
State team to present the i ndings and discuss the drefi report.

h. After considerstion of the feedback from the State, thé vendor shall prepare and submit
o final report to the State Project Manager.

i. After acceptance by the Siate Project Manager the vendor may mvou:c for the
deliverable. .

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE .
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
" PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT.SCHEDULE

1.1 NOTTO EXCEED

This is 8 Not 10 Exceed (NTE) with a maximum Contract value indicated in the Contract Part
1, P-37 General Provisions - Block 1.8: Price Limitation for the period between the Effective.
Date through the date indicated in Port |, P-37 General Provisions -
Date. The Contractor shall be respons:ble for perfonmns its obllganons in eccordance with
the Contract. This Contract will altow the Contractor to invoice the State for the following

Block 1.7: Completion

activities, Deliverables, or milestones appeanng in the price and payment tables below:

| Table 1.1: Not to Exceed total Project Cost & Payment Dates
As. ment . Estimated Total
sessme Task Name Ouration | Completion | Deliverable | Involce Date:
Number . :
Date Cost
. | 1T Asset
C-1.1 ' | Inventory and
Management
2 Weeks
Host/Server Total 1
- 20/1 Includ N/A
¢13 | security (3pays | 0920729 | Included /
Assessment Onsite)
Endpoint
C1.4 Security
.| Assessment
ForeScout
CounterACT ?0:2::: .
Meeting | Final Report | 09/25/19 Included N/A
. Scheduling 1.
Debrief 780) :
Meeting T
State of NH Contract 2018-111 Comprehensive Cyber Securlty Risk Assessment |
Part 3 — Exhibyt B - Price and Payment Schedule
Date: E[ZZZf
Conrractor s mnals . Page 10 of 36




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 '

. PART3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Network )
c12a | S8VVAND |y weeks | 1172219 | s77.000 | 11729018
’ Architecture o
Assessment
) .| Application ‘ . ‘ .
C-1.5 Security | 7weeks 11/22/19 $43,000 11/29/19
Assessment
External
Network .
C-1.2b Penetration 3 Wegks 11/15/19 521,000 1'1/22/19
Test
6 Weeks
{*not
Internal )
Network consecutive
C71.2c | penetration - weeks, 01/17/20 - | 542,000 01/24/20.
Test : accountlng_ .
. for Holiday
periods),
Data Securlty
CL6 | pgsessment
Cybersecurity | SWeeks | 02/28/20 | $70000 | 03/06/20 .
and Risk ' B
c-1.7 Managemaent
Program
Assessment
Assessment Total $259,000

State of NH Contract 2018111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT’

CONTRACT 2018-111
PART 3} - EXHIBIT B
PRICE AND PAYMENT SCHEDULE
i . $240,000
Optional . As \
¢ Services TBD requested {not to T8D
- | exceed).

‘Project Total $499,000

" .2, CONTRACT PRICE

2.1 Notwithstanding gny provision in the Contract 10 the contrary, and notwithstanding unexpected.
circumstances, in no cvent shal! the total of all payments made by the State exceed the amount
indicated in Pert 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all-fees and expenses, of whatever. nature, incurred by the Contractor in the
performance hereof,

2.2 The State will not be responsible for any travel oc out of pocket-expenseés incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses. All labor rates will be “Fully Loaded”, including, but
not limited to: meals, hotel/housing, sirfare, car rentals, car mileage, and out of pocket
expenses. .

3. INVOICING

3.1  The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.

' All invoices submitted shall be subject 1o the State's prior written approval, which shall not be
unreasonably withheld. The Contractor shall only submit invoices for Services or Deliverables

as permirted by the Contract. Invoices must be in a format as determined by the State and

contain detgiled information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date
triggering such payment; date of delivery and/or installation; monthly maintenance charges;

any other Project costs or mtcmion amounts if applicable, -

3.2  Upon Acceptance of a Deliverable, and 8 propcrly documented and undisputed invoice, the
State will pay the correct and undnsputcd invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall hc promptly dispatched.

33 ALL-INVOICES SHALL BE SENT TO:

DEPARTMENT OF INFORMATION TEfCHNOLOGY
BFA

27 HAZEN DRIVE

CONCORD, NH 03301

State of NH Contract 2018-111 Comprehensive Cyber Sccunry Risk Assessment -
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STATE OF NEW HAMPSHIRE
"DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

4. PAYMENT ADDRESS

4.1 ALL PAYMENTS SHALL BE SENT TO THE FOLLOWING ADDRESS:

FINANCE DEPARTMENT
NuHARBOR SECURITY

39 RIVER ROAD, SUITE ¢
ESSEX JUNCTION, VT 05452

4.2  Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: hitps://www.nh.gov/treasury/state-vendors/index.htm

" 5. OVERPAYMENTS TO THE CONTRACTOR

 The Contractor shall promptly, but no later than Aifteen (15) business days, return to the State the full
amount of any overpayment Or EITONEOUS pAYMEnt upon discovery or notice from the State.

" .6. CREDITS

The State may apply credits due to the State arising out of this Contrnct ageinst the Contractor's -
invoices with appropriate information atiached. .

7. PROJECT HOLDBACK

"The State shall withhold ten perceat (10%) of the last milestone payment for each’ assessment
Deliverable as set forth in the Payment Table above, unul suceessful concluslon of the Warranty
" Period.

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

] _Exhibit C - There are no changes 1o the terms outlined in the P.37 Genersl Provisions

* Remainder of this page Intentionally lefi blank
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STATE OF NEW HAMPSHIRE -
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3 - EXHIBIT D .
ADMINISTRATIVE SERVICES'

. SHIPPING AND DELIVERY FEE EXEMPT[ON

. TRAVEL EXPENSES

The Contractor must assume 2l reasonsble travel and related expenses. All labor rates will be “Fully

*Losded", including, but.not limited to: meals holellhousmg, sirfare,-car rentals, car milesge, and out

of pocket expenses.

1

The State will not pay for any shipping or deliver;; fees unlcss‘spc'ciﬁcallx itemized in the Contract.

. ACCESS/COOPERATION

3.1  As applicable, and subject.to the applicable laws and regulations, the State will provide the
Contractor with sccess to all program files, libraries, personsl computer-based ‘Systems,
Software packages, network Systems, sccurury Systems and-hardware as.required to complete
the Contracted Services.

32  The State will use reasonable efforts to provide -approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports, and -
other work in progress relating to this Contract., Upon expiration or termination of the Contract with
the State, the Contractor shafl turn over all State-owned documerits, material, reports, and wark in
progress relating to this Contract to the State at no additional cost to the State. Documents must be

- provided in both printed and electronic format.

. RECORDS-RETENTION AND ACCESS REQUIREMENTS

51  The Contractor shall agree ta'the conditions of all apphcnble ‘State and federal laws and
regulations, which ere incorporated herein by reference, regarding retention and acéess
requirements, including without limitetion, retention policies consistent with the Federal
Acquisition chulanons (FAR) Subpart 47: Commctor Records Retention,

52  The Contractor end its Subcontractors shall maintain books, -records, documents, and other
evidence of eccounting proccdurcs and practices, which properly and sufficiently reflect all
direct and indirect costs invoiced in the performance of their respective obligations under the
Contraet. The Contrector and its Subcontractors shall retain all such records for three (3) years
following termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shell be kept for one (1) year following the termination
of ali litigation, including the termination of all'appeals or the expiration of the appeal period.

%3  Upon prior notice and subject to reasonable time: frames, all such records shall be subject to
inspection, cxnmmanon audit and copying by personnel so authorized by the State and federal

State of NH Contract 2018-111 Comprehcnsive Cyber Security Risk Assessmeni
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT D
ADMINISTRATIVE SERVICES

officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items
shall be provided within Merrimack Caunty of the State of New Hampshire, unless otherwise
agreed by the State. Delivery of and access 10 such records shall be at no cost 1o the State
during the three (3) year period following termination of the Contract and one (1) year term
following litigation relating to the Contract, including all appenls or the expiration of the appeal
period. The Contractor shall include the record retention and Review requirements of this
secuon in any of its subcontracts.

$.4  The Siate agrees that books, records, documents,-and other evidence of accounting procedures’
and practices related to the Contractor's cost structure and profit factors shall be excluded from
the State’s Review unless the cost of any other Services or Deliverables provided under the
Contrect is calculated or derived from the cost structure or profit factors. .

6. ACCOUNTING REQUIREMENTS

* The Contractor shall maintain an sccounting System in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the accounting
System and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures.

) Rer:na!nder of this page intentionally ]eﬂ blank
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~ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXHIBIT E

MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

L STATE M.EETING AND REPORTS
1.1 The State believes that effectivé cdmmunication and rcpomng are essential to Pro;ect success.

1.2 The Contractor Key Project Staff shall participate in me_etmgs as requested by the State, in
accordance with the requirements and terms of this Contract. )

Introductory Meeting: Participants will include the Contractor's Key Project. Staff
and State Project leaders from both the Department of Information Technology and
The Contractor. This meeting will enable leaders to become acquainted and establish
any preliminary Project proceduns

Kickoff Meeting: Pamcnpams will inctude the State dnd the Conmclor s Project Team

. and major stakeholders. This meenng is to estnbhsh a sound foundation for activities

that will follow,

. Status Meetings: Pinicipunts will include, at the minimum, the Contractor's Project

Manager and the State Project Manager. These meetings will be conducted at least bi-
weekly and.address overall Project status and any additional topics needed 1o remain
on Schedule and within budget. A status and error report from the Contractor shall
serve as the basis for discussion,

The Work Plan: must be Rewewed at each Status Meeting and updated ‘at minimum,
on a bi-weekly basis, in sccordance wslh the Contract.

Special Meetings: Need may arise for 0 specml meeting wuh State leaders or Pro;ect
stakeholders to address specific issues., .

Exit Meeting: Participants will include Project leadérs. from. the Contractor and the

* State. Discussion will focus on lessons learned from the Project and on follow up

options that the State may wish to consider.

1.3 The State expects the Contractor to prepare agendas and background for and minutes of

" meelings. Background for each status meeting must include an updated Work Plan. Dmﬂmg

of formal presentations, such as a presentation for the kickoff meeting, WI" also be the
Contraciar’s responsibility. ‘

1.4 ° The Contractor’s Project Manager or the Contractor’s Key Projccl Staff shall submit monthty
status reports in sccordance with the Schedule and terms of this Contract. All status reports
shall be prepared in formats approved by the State. The Coatractor's Project Manager shall
assist the State's Project Menager, or iself produce reports related to Project Management as.
reasonably requested by the State, oll ot no additional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at a minimum, the following:

a.
. b

d'.

Project status related to the Work Plan;

Deliverable status; .

Accomplishments during weéks being reported;

Planried activities for the upcoming two (2) week period;.

State of NH Contract 2018-11 | Comprehensive Cyber Security Risk Assessment
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. STATE OF NEW HAMPSHIRE
DEPARTMENT QF INFORMATION TECHNOLOGY
COMPREEENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 ' )
PART 3 - EXHIBITE
MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

e. Future activities;
f. Issues and concems requiring resolution;, and
8- Report and remedies in case of falling behind Schedule.

1.5  As reasonably requested by the State, the Contractor shall provide the State with information

or reports regarding the Project. The Contruclor shall prepare special reports and presentations

'relating 10 . Project Management, and. shall assist the -State in preparing reports and
presentations, as reasonnbly requested by the Sme, ell at no additional cost to the Siate.

2 ASSESSMENT STRATEGY

2.1  KEY COMPONENTS

The Contractor shall employ an industry.standard Implem:ntanon stratcgy with a timeline set
forth in eccordance with the Work Plan:

g. The Contractor and the State shall adopt a change management approach to identify
and plan key strategies and communication initigtives.

> b. The Contractor’s team will provide training templates as defined in the Training Plan,
_ which will be cusiomized to address the Staie's. specific requirements. Decisions
regarding format; content, styte, end presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as funcuonal:ry is

defined and configured.

¢. The Contractor shall manage iject‘cxecution and provide the tools needed to create
and manage the Project’'s Work Plan and tasks, manage and Schedule Project staff,
track and mansge issues, manege changing requirements, maintsin communication
within the Project Team, and report status. . -

d. The Contrector shall edopt en Implemcnmnon time-line aligned with the State's
required time-line. . : )

2.2 TIMELINE

The timeline is set forth in the Work Plan. During the initiel planning period Project task and.
resource plans will be established for: the preliminary teaining plan, the change management
plan, communication approaches, Project standards and procedures finalized, and team training

' initiated. Timing will be structured to recognize interdependencies between applications and
structure & cost effective and timely execution.. Processes will be documented, training
estabhshed and the application wil) be ready for Implementation in acoordanoc with the Work
Plan.

2.3 CHANGE MANAGEMENT AND TRAINING

The Contractor’ s change. management and tmmng services shall be focused on. develop:ng
change management and training strategies and plans. lis approach reflies on State resources,
for the execution of the change management and end user training.

State of NH Contract 20183 1) Comprehensive Cyber Security Risk Assessment .
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Remainder of this page intentionally left blank

State of NH Contrect 2018-111 Comprehensive Cyber Security Risk. Assessment

Part 3 - Zhiz E - Managed and Professiona) Information Security Services : : .
Date:: . S ' a
Contraclor's Initials: L, , Page 19 of 36



STATE OF NEW HAMPSHIRE
- DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
~ * PART 3= EXHIBITF

TESTING SERVICES

" Exhibit F — Not Applicable to this Contract

" Remainder of this page intentlonally left biank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3. EXHIBIT G
MAINTENANCE AND SUPPORT SERVICES _

' Exhibit G - Not Applicable 10 this Contract

Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE . -
DEPARTMENT OF INFORMATION TECHNOLOGY = -
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT-
CONTRACT 2018-111
PART ) - EXHIBIT H
REQUIREMENTS

Exhibit H — Attachment 1: Project Requirements is hereby incorporated wiihin.

Remainder of this page intentionally left blank

State of NH Contract 2018-111 Comprehensive Cyber Sccunty Risk Assessment
Part 3 = Exhibj H - Requirements
Date:

Contraclor's’Inilials: k«— : o ' Page 220f36 .



STATE OF NEW HAMPSHIRE
- DEPARTMENT OF INFORMATION TECHNOLOGY
COMPR.EHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 -EXHIBIT I
WORK PLAN

The Contractor's Project Manager and the Stote Project manager shall 'ﬁnnljze. the Work Plan for
Implementation within thirty (30) business days of the Effective Date and further refine the tasks
required to implement the Project. Continued development and management of the Work Plan is a

" joint effort an the pan of the Contractor and State Project Managers.

The prellmmary Work Plan for Project execulion created by the Contractor and the State is set foﬂh

.at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to
menage the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the
onset of the Project. This plan shall identify the tesks, Deliverables, major milestones, task

‘dependencies, and 8 payment Schedule required 1o implement the Project. It shall also address intra-

1ask dependencics, resource allocations (both State and Contractor's team members), refine the
Project’s scope, and establish the Project's Schedule. The Plan is documented in accordance with the

- Contractor's Work Plan and shall utilize soﬁware thet is agreed upon by both parties to support the

Ongoing management. of the Project.
" ASSUMPTIONS . a

1.1  GENERAL.

a. The State shall provide team members with decision- rhnkmg authority to suppon the
Implementation efforts, at the level outlined in the Request for Proposal Document
State Staffing Matrix.

b. All State tasks must be performed in accordance with the revised Work Plan.

c. - All key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution,

d. Any activities, decisions or issues taken on by the State that affect the mutuelly egreed
upon Work Plen timeline, scope, resources, and costs shall be SubJCCI to the identified
Change Controt process.

e. The Contractor shall maintain an accounting System |n accordance with Generally
Acceplcd Accounting Pnncnplcs (GAAP).

12 PROJECT MANAGEMENT ' _
- The State shall approve the Projcct Management MeLhodoIo'gy used for the Project

b. The State shall provide the Pro;ccl Team with rusomable access to the State personnel
as needed to complete Project tasks.

c. A Project folder crested within the State System shall be used for centralized stomge
and retrieval of Project documents, work prodycts, and other material and information
relevant to the success of the Project and required by Project Team members, This
centra) repository is secured by determining which team members hove access to the
Project folder and granting either view or read/write privileges. The Conirsctor's
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-11)

PART 3} - EXHIBIT |
wom( PLAN

1.3

1.4

1.5

1.6

. W)

Project Mansger will establish and maintain this folder. Thc State Projcct Manager
- shall'spprove access for the State team. Documeniation cen be stored locally for the

Contractor and State team on a “shared” network drive to facilitate ease end speed of

sccess. Final versions of all Documentation shatl be foaded to the State System.

d. The Contractor assumes that en Alternate Project Manager may be appointed from time
to time to handlie reasonable and ordinary absences of the Project Manager.

CONVERSIONS (NOT APPLICABLE)

The Contractor Team's proposal is based on the assumption thai the State's tcchmcal team is
capable of implementing, with assistance from the Contractor's technical team, 2 subset of the
conversions. The Contractor’'s Team shall lead the State with the mapping of the legacy Data
to the Contracior's applications. Additionally, the Contractor's Team shall: C

n. Provide the State with Contrector's application Data requirements and examples, of
Data méppings, conversion scripts, and' Data loaders. The Contractor’s Team shall
identify the APis the State should use in the design and.development of the conversion.

b. Provide guidance and assistance wnth the use of the Data loaders and conversion scripts
provided.

Lead the Review of functional end technical Specifications.
d. Assist with the resolution ofproblcms and issues associnted with the development and
' Implementauon of the conversions. . .
PROJECT SCHEDULE
The project is planned to begin within 30 days of contract npproval.‘

REPORTING .
The Contractor shall conduct status m‘e‘ctings. and provide rcpoﬁs that include, but are not
limited to, minutes, action items, test.results, and Documentation as mutuaily agreed upon.
USER TRAINING (NOT APPLICABLE)

8. The Contrector's Team shal! lead the development of the end-user training plan

b. Train the trainer approach shall be used for the delivery of end-user trnmmg

¢. The State is responsuble for the delivery of end-user training.

d. The State shall Schedute and track attendance on all end-user training classes.

SCENARIO TESTING

The Contractor's Team shall provida.n test workshop to identify the key scenarios o be tested,
the approach and tools required, and best practices information on performance testing. .

State’of NH Contract 2018-111 Comprehensive Cyber S:cumy Risk Assessment
Part 3 = Bxhibit 1 = Work Plan

Date:

Contractor's Initials:

L . Page 24 of 36



_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY:
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 — EXHIBIT |
. WORK PLAN

2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1

1.2

CONTRACTOR'S TEAM PROJECT EXECUTIVE

The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives)
shall be responsible for advising on and monitoring the quality of the Services throughout the
Project life cycle. The Project Execume shall advise the Contractor Team: Project Maneger
end the State’s Project leadership on the best practices for implementing the Contractor
Software Solution within the State. The Project Executive shall participate in the deﬁmuon of
the Project Plan nnd provide guidance 1o the Sme s Team,

CONTRACTOR'S TEAMPROJECT MANAGER

The Contractor Tcam Project Maneger shall have overall re.sponmb:hry for the day- to—day'
management of the Project and shall plan, track, and manage the activities of the Contractor's
Implementation Téam. The Conu'actor Team PrOJecl Manager will have the following
responsibilities:

8 Mninlain communications with the State's Project Manager;

b. Work with the State in planning end con'ducting 8 kick-off meeting;

¢. Create and maintain the Work Plen; '

d. Assign the Contractor . Team consultants to tasks in the Implementation Project
according to the scheduled staffing requirements;

e. Define roles and responsibilities of all the Contractor Team members;
f. Provide updated progress reports to the State Project Manager upon request;

g. Notify the State Project Manager of requirements for State resources in order to
provide sufficient lead time for resources to be made available;

b. - Review task progress fortimc.‘qynliry, and accuracy in order to achieve progress;

i. Review fcquircments and scheduling changes and identify the impal:t on the Project in
_ order to identify whéther the changes may require a change of scope;

J. Implement scope and schedule changes as uthorized by the State Project Menager and
with sppropriate Change Control approvals as identified in the Implementation Plan;

k. [nform the State Project Manager and staff of any urgent issues if and when they arise;

I Provide the State completed Project Deliverabies and obtain sign-off f_ro'm the State's
Project Manager;

m.. Manage handoff to the Contractor operational staff;

n. Manage Trensition Services as needed.

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessmem :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT I
WORK PLAN

.23 CONTRACTQh's TEAM ANALYSIS

The Contractor Tearn shall conduct analysis of requirements, validate the Contractor Team's
understanding of the State husmess requirements. by application, and pcr'form business
requirements mapping:
" Construct and confirm application test case scenarios;

Produce application configuration definitions and configure the applications;

Conduct testing of the configured application;

& p g e

Conduct follow-up meetings t6 obtain feedback, results, and concurrence/approval
from thg State;

2.4 CONTRACTOR'S TEAM TASKS
The Contractor team shall assume the following tasks:

DeveIOpment and Review of functional and tcchmcal Specification to determine that
they are at an appropriate level of detail and quullty,

3. STATE ROLES AND RESPONSIBILITIES

. The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implemenitation. The
demands on the Subject Matter Experts’ time will vary based on the need determined by the State
Leads and.the phase of the lmp!emcmanon

31 STATE PROJECT MANAGER

The State Project Manager shall work side-by-side with the Contractor’s Project Manager. The
role of the State Project Manager is to manage State resources {IF ANY), facilitate completion
of ell tasks assigned to State staff, and communicate Project status on a regular basis. The Siate
Project Menager represents the State in all decisions on Implementation Project matters,
provides all necessary support in the conduct of the Implementation Projéct, and provides
necessary State resources, as defined by the Work Plan and as otherwise identified throughout
the course of the Project. The State Project Manager has the following responsibilities:

a. - Plan and conduct a kick;off meeling with assistance from the Contractor's team,
b. Assist the Contractor’s Project Manager in the development of a detailed Work Plan;

Identify and secure the State Project Team members in accordance with the Work Pian;

n
.

Define roles end responsibilities of all State Projeci Team members assigned to the
Project; '

o

State of NH Contract 2018-1 11 Comprchcnswe Cyber Sccurlry Risk Assessment
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| . STATE OF NEW HAMPSHIRE =
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111
PART 3 - EXHIBIT 1
WORK PLAN

j

ldentify and secure access to additional State end-user staff as needed to support
spemﬁc areas of knowledge if and when required 1o perform certain implementation

. rasks

. Communicate issues to State management as necessary to secure reso]unon of any

matter that cannot be addressed at the Peoject level; - )
Info'rm the Contractor’s Project Manager of any urgent issues if and when they arise,

Assut the Contractor's team staff 10 obtain requested information if and when required
1o perfon'n certain Project tasks; - |

Manage hendoff to State operat:onal staff; and
Manage State staff during Transition Semces L necded

32 STATE SUBJECT MATTER EXPERT(S) (SME)

The role of ihe State SME is to assist application teams with an understanding of the State’s
current busmess practices and processes, provide agency knowledge, and, participate in the’
lmplemcnmlon Responsibilities of the: SME include the following:

¢
d
e
f.

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth funclional know]edge of the
relevant applications;

. Assm in validating and documentmg user requirements, &s needed;

. Assm in'mapping business requlremenrs

Agsist in constructing test scripts and Data; AND
Attend Project meetings when requested.

33  STATE TECI{NICAL LEAD

The State’s Ter.hmcal Lead reponts to the State's Pro;el:t Manager and 1§ responsrb‘le for leading
and maneging the State’s technical tasks. Responslbllmes include:

a.
b.

‘ Anend technical training as necessary to support the Projeo!

Assrst the State and the Contractor's Team Project Managers to establish the deuuled
Work Plan;

Manage the day- lo-day activities of the Stete's technical resources assigned to the
Project;

Work with State IT management to obtein State technical resources in accordnnce with
the Work Pian;

Work in partnership wnh the Contractor and lead the State technical staff's efofts in
documenting the technical operationa! procedures and processes for the Project. This

State of NH Contract 2018-1 11 Comprehensive Cyber Securiry Risk Assessment
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 < :
PART 3 - EXHIBIT |
WORK PLAN

is & Contractor Deliverable and it will be expected that ‘lhf.' Contractor will lesd the
overall effort with support and assistance from the State; and

f Reprcsent the technical efforts of the Siate at Project meetings as requested.
4. . SOFTWARE APPLICATION (NOT APPLICABLE)
5. CONVERSIONS.(NOT APPLICABLE)
6. INTERFACES (NOT APPLICABLE)
7. APPLICAT‘I._ON MODIFICATION '(NOT APPLICABLE)

8. PRELIMINARY WORK PLAN
The following Table 8.1 provides the preliminary agreed upon Work Pian for the Contract,

‘1| Table 8.1: High Level Preliminary NH Project Plan .
Algeartnent Task Name * Durstlon. Start " |° Finish
umber ) .
IT Asset [nventory end
¢11 ‘| Management
HosUServer Security 2Wecks Tonal 3Days | ggen 19 | 20-Sep-19
- C-1.3 Onsite)
Assestment :
Endpoint Secyrity
C14 Assessment
ForeScout CounterACT : . .
Meeting Finol Repon Debrief 3 Hours (Onsite, Scheduling 25-Sep-19 25-Sep-19
Meeting T8D) ’

State of NH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY .
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
- CONTRACT 2018-111 ‘ :
PART 3 - EXHIBIT [ . o

WORK PLAN.

Network Security and ; : : '
1.2 Architecture Assessment Il Weeks ‘ 9'$°9'|9 | Z2-Nov-19
- Applicatian Secu}iry . ‘ :
C-15 Assessment 7 Weeks - 7-Oct-19 22-Nov-19

Extemal Network ' .
C-1.5a Penetration Tes! 3 Weeks | 28-0¢1-19 ‘lS-Nov-l9

. 6 Weeks ({*not consecutive

€-1.5b Internal h?etwork weeks, sccounting for . 18-Nov-19 17-Jan-20 .

Penetration Test

Hollday periods)
C-1.6 Daia §ccurity Assessment
5 Weeks n . 27-)an-20 28-Feb-20

Cybersecurity and Risk ’
£-1.7 Mansgement Program

Assessment

‘Remainder of this page intentionally left blank
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: STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT J
SOFTWARE AGREEMENT

- Exhibit ] = Not Applicable to this Contract
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STATE OF NEW HAMPSHIRE
DEPARTMENT. OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT K
WARRANTY & WARRANTY SERVICE

1

WARRANTIES

1.1

1.2

13

1.4

1.5

SYSTEM (NOT APPLICABLE)

The Contrector warrants that the Deliversbles will operate and conform to the Specifications,
terms, and requirements of the Contract:

SOFTWARE (NOT APPLICABLE)

1.2.1  The Contractor warrants that the Deliverable, including but naot limired to the
individual modules or functions furnished under the Contract, is properly functioning
within the System, compliant with the requirements of the Contract, and will operate

h in accordence with the Specifications and Terms of the Contract.

1.2.2  For eny Breach of the above Softwére Warranty, the State's remedy, and the
Contrector’s entire liability, shall be: )

8. The correction of program errors that cause Breach of the Warranty, or if the
Contractor cannot substantially. comect such Breach in & commercially
reasonable mannér, the State may end its program license if any and recover the

" fees paid 1o the Contractor for the program license and any. unused; prepaid
technical support fees the State has paid for the program license; or

b. Thc re-pcrformancc of the deficient Services; or

c. [f the Contractor cannot substnntmlly correct & Beeach in & commercially
reasonable manner, the State may end the relevant Services and recover the fees .
paid to the Contractor for the deficient Services.

NON-INFRINGEMENT

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software ("Materisl") provided under this Contract, and that such
Services, equipment, and Software do not violate or infringe any patent, trademark, copyright,
trade name or other intellectual properly rights or mlsappropnatc n trade secret of any thard

party. : - . '
VIRUSES: DESTRUCTIVE PROGRAMMING

The Contrector .warrants that all Software used shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the State of New
Hampshire Network and Systems in sccordance with the Specifications. -

COMPATIBILITY (NOT APPLICABLE)

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software components

State of NH Contract 2018-11 I Comprehensive Cyber Security Risk Assusment
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STATE OF NEW HAMPSHIRE .
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COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT,
CONTRACT 2018-111
PART 3 - EXHIBIT K

16

1.7

" 1.8

- WARRANTY & WARRANTY SERVICE

provided by the Contracior to correct Deficiencies or as an Enhancement, shali operate with:
the rest of the System without loss of any functionality.

SERVICES

The Contractor warrants that ail Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services
will comply with performance standards, Specifications, and terms of the Contract.

PERSONNEL

The Contractor warrants that ali personnel engaged in the Services shall be qualified to perfo;-rn
the Services, and shal) be properly licensed and otherwise authonzcd to do so under all
sppliceble laws..

BREACH OF DATA

The Contractor shall be solely liable for costs associated with any Breach of State Data housed
at their location(s) including but not limited to notification and any damages assessed by the
courts. .

s

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, with the exception of the War'ranry for non- mfrmgcmem which shall survive the
“termination of this Contract. -

"Remainder of this page intentionally left blank
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111 |
PART J-EXHIBITL
TRAINING SERVICES

Exhibit L - Not Applicable 10 this Contract

- Remainder of this bnge intentionally lefi blank
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111
PART 3 - EXHIBIT M
AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Statc of New Hampshire,. Dcpartmem of Information Technology RFP-2018-111 Comprchenswe Cyber
. Security Risk Assessment is hereby incorporated by reference as fully set forth herein.

Remainder of this page intentionally ieft blank
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" STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION. TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT .
. CONTRACT 2018-111
PART 3 - EXHIBIT N
VENDOR PROPOSAL, BY REFERENCE

Vendor Proposal Response to RFP 2018-111 Comprehensive Cyber Security Risk Assessment dated
February 14, 2019 is hereby incorporated by reference as fully set forth herein.

" . Remainder of this page intentionaliy left blank
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STATE OF NEW HAMPSHIRE _
DEPARTMENT OF INFORMATION TECHNOLOGY
COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT
CONTRACT 2018-111

PART 3- EXHIBITO
CERTIFICATES AND ATTACHMENTS

Anteched are:

A. Exhibit H Requirements — Atachment ]
B, Contractor's Certificate of Good Standing

. C. Contractor's Certificate of Yote/Authority
D. Contracior’s Centificate of insurance

Remainder of this page intentionally left blank
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State of New Hampshire
Department of State:

CERTIFICATE

l, w.um-n M. Gerdner, Secretary of State of the State of New Hlmp:hm: do hereby centify thot NUHARBOR SECURITY
INC, is & Vermont Profit co:ponuon registered to transact busineds in New Hampshire on November-(8, 2015. | further cenify
that all fees and documents required by the Secretary of Stste’s office have' been received and is in good standing as far as this

office is concemned.

Buginess 1D: 735138
Cenificate Number; 0004534398

IN TESTIMONY WHEREOF,

| hereto-set my hand and cause to be aflixed
the Scnl of the State of New Hempshire,
this It day of July A. D 20I9

G ki,

Williem M. Gardner
Sccretary of State




{Corporation With Seal)_

(, Justin Fimlaid, do hereby represént and ccnify that: ,

{1) | am Managing Director of Nanrbor Security. an S-corporation (the
"Corporstion"). -

(2) | maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

{3) | am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on'the resoluuons adopted by
the Board of Directors of the Corporation st & meeting of the said Board of Directdri !
held on August 3™, 2018, which meeting 'was duly held in accordance wuh Vermont

" law and the by-laws of the Corpornnon

(5) The slgnalurc of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or docurnent shall bind the corporation to the terms and conditions
of the contract mstrument or document.

(6) The foregoing signature auLhomy has not been revoked, annulled or amended in any
manner whatsoéver, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREQF, | have hereunto set my hand as Menaglug Director of the -
Corporation and have affixed its corporate seal this 19® of August, 2019.

(SEAL)

STATE OF Vermont

COUNTY OF Chittenden

On this the 19th day of August, 2019, before me, Justin Fimlaid, personally appeared
and acknowledged himself to be the Managing Director, of NuHarbor Security, a
Vermont corporation, and that she/he, as such bemg authorized to do 50, executed the
foregoing mstrumcnt

IN WITNES$ WREREOF fbereunto set my hand and official seal.

Kelsey Adams, Notagy Public 8/19/19

My Commission Expires: Jaauary 31,2021
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CERTIFICATE OF LIABILITY INSURANCE

DATE LUDDATTTT
$/17/2019

* REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

[~ THIS CERTIFICATE |3 183UED A8 A MATTER OF INFORMATION ONLY AND CDNFERB RO RIOHTB UPQON THE CERTIFICATE HOLDER TH!S
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. TMIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE 185UING INSURERISJ AUTHDRIZED

corlificate holder In Neu of such ondonlmomm

{MPORTANT: ! the ceritficats holder Is an ADDITIONAL INSURED, the policy{las) muu be endoraed. I SUBROGATION IS WMVED subjeci to
the tarme and conditions of Ihe policy, cartain policies may tequirs &n sndorsament. A ststement.on tNl cortificats dosn not confer rights 1o the

PROCUCER YOMTT Teacie Higgins )
Winoeski, LLC Iig'i" " 4. 1803) 635-9000 If}éJ T
2300 Bt. GCeorge Road ! l.amm tracishiwinooski.coo ] j
__MAUREAIS) AFRORDUG COVIRAOL L NAC S
Williston ¥T Q5493 HyyRgna; Travelera !nErty'cilunlw Ins Co 28183
el NIUREA P} L ) :
Mularbor Bscurity, Inc. WEVRER C
39 Adver Road M | mpyngRp,
o ’ Hesuasn g
Eesen Jct vT 054352 WIUREA P ¢
COVERAGES ' . CERTIFICATE NUMBER; CLI’!I'HTJ.!I. . REV’ISION NUMBER:
THIS 18 10 CERTIFY THAT THE POLIGIEE OF INSURANCE LISTED BELOW MAVE DEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REOUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BF [SSUED DR May PERTAM, THE INSURANCE AFFORDED BY THE POUICIES GESCRIBED KEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REOUCED 8Y PAID CLAIMS.
[ TYoe oF waumaNtE souCYaMpER X L mats
X | COMMIRCIAL QEMERAL LIADILITY ‘ . EACH OCOURRENCE s 2,000,000
[OTOTY 1O NERTLD
A 1 Jeunssor [x] occm - | PREM1ED 1Py e, |8 180,000
1047518 31172010 | 71172030 | wiao wxr pasy e penery |8 $,000
J—
- : PERSOHAL 4 ADV MARY |4 Hot Includea
G AGGNEOATE LIMIT APPLIES PER:- oenERM ACORESSTE 14 4,000,000
rouer %8 [Juec | proDUCTS . commomana |3 4,000,000
oy : T ~
AUTOMOSA ¢ LLAREITY ol ' 1.000,008
A [ | aorv aist0 BODLY BLIURY (Per gersen} | }
] oo ww FTYTRETL) s/11730t0 | $713/3008 [ BOOMY SLARY (Per scoven) | 3
[ % | imeoaumos [ % | Sad™ it pezspersy !
. A - ‘
UNAAZLLA LAD occum EACH OCCURRENCE v
(244 LRV ] CLAMS-MADE | AQORECATE N E]
oen | . | merpamon 3 i )
3
WOAREAS COMMMIATON
AND SMPLOTERN LASRITY | Ty, __l_mmn | ]gn
mmﬂmm wial ® EL Eaw accotnt - 14
Dairmey g Lo ) £, DISEARE - BABMPLOVEE | 3
| [pRAPTon 7 Gremanon e e oupasy-povevimr Js -
A |Cyber Liability e s1r1008 | 071072000 | Aewemets . 5,000,000
Profassional Llabilicy 2841420 #13/2010 | 971171028 | Agpreeem 5,000,000

ORACRITION OF OPERATIONS F LOCATION] / YEHICLES (ACDAD 19), Additionst Rastarks Behefidy, My} be Sriached I mere space I guined)

CERTIFICATE HOLDER

CANCELLATION

" Btate of NH - Departoent of Information T
Attn:Danid Goulet '

. 27 Raten Drive
Concord, WM 01301

$HOULD ANY OF THE ASOVE DESCRIDED POLICILS BE CANCELLED BEFORE
THE EXPIAATION DATE THEREOF, HOTICE WILL B2 DELIVEREDIN -
ACCOROANCE WITH THE POLICY PROVIBIONS.

AUTHORITLD ARPRLNENTATIVE

. o
Teacie ngqlml'l‘m qutf‘“ﬂ

ACORO 28 {2014/01}
INS024 (20v01)
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