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Frank Edelblut

Commissioner

STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

101 Pleasant Street

Concord, NH 03301
TEL. (603) 271-3495
FAX (603) 271-1953

Christine M. Brennan

Deputy Commissioner

May 13, 2021

His Excellency, Governor Christopher T. Sununu
and The Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Education, Division of Learner Support, Bureau of Adult Education
to exercise a renewal option with LiteracyPro Systems, Inc. (VC 279684) of Boulder, Colorado by
increasing the not to exceed amount by $ 205,553.00 from $ 424,363.00 to $ 629,916.00 and
extending the end date from June 30, 2021 to June 30, 2023 to provide commercial-off-the-shelf,
vendor-hosted, web-based adult education data system; effective upon Governor and Council
approval. The original contract was approved by the Governor and Council on September 27,
2017, item#59 and a contract amendment was approved on June 19, 2019, item #213.
100% General Funds.

Funds to support this request ore anticipated to be available in FY22 and FY23 upon the
availability and continued appropriation of funds in future operating budgets, with the ability to

odjuM encumbrances between State Fiscal years through the Budget Office, if needed and
justified. Adult Education:

FY 2022 06-56-56-40390000-601-500931

FY 2023 06-56-56-40370000-601-500931

State Match Funds

State Match Funds

TOTAL

$ 101,628.00

$ 103.925.00

$ 205,553.00

EXPLANATION

This is a contract amendment to exercise the option to renew and increase the price limitation.
Approval of this request will allow the Department of Education, Bureau of Adult Education to
continue to provide a user-friendly, efficient data system for its forty-one adult education centers
across the state to meet federal.and state reporting requirements.

A Request for Proposals was released in May of 2017 and awarded to LiteracyPro Systems, Inc.
Adult education centers across the state .have been trained on data entry, retrieval and analysis

using this comprehensive system. More than 16,000 adult education students have been entered

into the system in the last four years.
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His Excellency. Governor Christopher T. Sununu
and The Honorable Council

May 13,2021

Page 2 of 2

LiteracyPro Systems has more than 20 years of expejfeode providing data systems specifically
designed for adult education agencies and is current/used in more than twenty-seven states. As
a company, they are invested in making sure that their staff understand the intricacies of the
Notional Reporting System, as well as developing efficiencies for local and state adult education
program staff. Because they represent a large group of states, revisions to the system based on
changing requirements under the Workforce Innovation and Opportunity Act of 2014 are cost-
effective and timely.

The Bureau of Adult Education serves students who have reading, writing and/or math skills at or
below the secondary level and lack a high school credential. According to the 2019 American
Community Survey, there are more than 79.000 adults without a high school diploma or

equivalency in New Hampshire.

Respectfully submitted.

nj.
Frank Edelblut

Commissioner of Education

TDD Access: Relay NH 711
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access; 1-800-735-2964

www.nh.gov/doit

Denis Gouiet

Commissioner

April 21, 2021

Frank Edelblut, Commissioner
Department of Education

State of New Hampshire
101 Pleasant Street

Concord, NH 03301

Dear Commissioner Edelblut:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to amend a contract with LiteracyPro Systems, Inc.,
of Boulder, CO, as described below and referenced as DoIT No. 2017-0478.

V

The purpose of this request is to exercise a two year option to extend the contract
with LiteracyPro Systems, Inc. for an additional two years for continued support
of the vendor hosted, web-based adult education data system, which collects data
and produces reports to meet federal and state adult education requirements.

The amount of the amendment is $205,553.00, increasing the current contract price
from $424,363.00 to $629,916.00. This amendment shall become effective upon
Governor and Executive Council approval through June 30, 2023.

A copy of this letter should accompany the Department of Education's submission to the
Governor and Executive Council for approval.

Sincerely,

Denis Gouiet

DG/ik

DoIT #2017-0478

cc: Bruce Smith, Assistant Director, ASD/DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

Department of Education
Bureau of Adult Education

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #2

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP U BAE-2017-047, on
September 27, 2017, Item # 59 and amended on June 19, 2019, Item #213, (herein after referred to as the "Agreement"),
LiteracyPro Systems, Inc. (hereinafter referred to as "Vendor" or "LiteracyPro") agreed to supply cenain ser\'iccs upon
the terms and conditions specified in the Agreement and in consideration of payment by the Department of Education,
Bureau of Adult Education (hereinafter referred to as the "Department"), certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment and provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument e.secuted by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to extend the contract for two additional years through June 30, 2023;

WHEREAS, The Vendor agrees to provide a data system for adult education services;

WHEREAS, the Department and the Vendor wish to extend the completion dale from June 30, 2021 to
June 30, 2023;

WHEREAS, the Department and the Vendor wish to increase the Contract price by $205,553.00 to bring the
total contract price to $629,916.00;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Date from June 30, 2021 to June
30, 2023.

2. Amend Section 1.8 of the Agreement (Page I) by increasing the Price Limitation by $205,553.00 from
$424,363.00 to $629,916.00.

3. The Agreement is further amended as described in Table I:

Table 1

Contract

#2017-047 AMENDED TEXT

Statement

of Work

Section Number

Part 2 Section 4.4 4.4 State Contract Manager

Change to:

Sarah Ladd Wheeler

Initial all pages

Vendor Initials Date_5/12/2I Page I of4
Amendmem template revision /1/28/18



STATE OF NEW HAMPSHIRE

Department of Education
Bureau of Adult Education

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT 2

Administrator

Bureau of Adult Education

21 South Fruit Street. Suite 20

Concord, NH 03301
Tel: 603-271-6701

Fa.\: 603-271-3454

Email: Sarah.L.WheclerfSldoe.nh.cov

Part 2 Section 4.5 4.5 Slate Project Manager

Change to:

Sarah Ladd Wheeler

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20

Concord, NH 03301
Tel: 603-271-6701

Fa.\; 603-271-3454

Email; Sarah.L.Wheeler/«)doe.nh.cnv

Table 2 CONTRACT HISTORY 2017-047 Adult Education Data System

CONTRACT

AND

AMENDMENT

NUMBER

AMENDMENT TYPE G&C

APPROVAL

DATE

END DATE CONTRACT

AMOUNT

2017 - 047 Original Contract 9/27/2017

Item #59

June 30, 2019 $207,335.00

2017-047

Amendment 1

1" Amendment 6/19/2019

Item #213

June 30, 2021 $217,028.00

2017-047

Amendment 2

2"^ Amendment TBA June 30, 2023 $205,553.00

CONTRACT TOTAL $629,916.00

Initial all pages

Vendor Initials Date 5/12/21 Page 2 or4
Amendmeni template revision 11/28/18



STATE OF NEW HAMPSHIRE

Department of Education
Bureau of Adult Education

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT 2

Exccpl as provided herein, all provisions of Ihe Agreement shall remain in full force and cffcci. This modification shall
take effect upon the approval date from the Governor and the Executive Council.

IN WITNESS WI-IEREOE, the parties have hereunto set their hands as of the day and year first above written.

Date: Mav 12. 202

David Miller, President
LiteracyPro Systems, Inc.

Corporate Signature Notarized:

STATE OF

COUNTY OF

On this the day of , 201_, before the undersigned officer, personally appeared
the person identified directly above, or satisfactory proven to be the person whose name is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

N/A due to COVlD-19
Notary Public/Justice of the Peace

My Commission Expires:

(SEAL)

State of New Hampshire

Date:

Frank Edelblut

Commissioner of Education

Initial all pages

Vendor Initials Datc_5/12/21 Pagc3of4
Amendment template revision 11/28/18



STATE OF NEW HAMPSHIRE

Department of Education
Bureau of Adult Education

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #2

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorn^juCeneral

Chrislppber Bond, Attorney
Staje^^ew Hampshire, Department of Justice

Date:

l/npreby certify that the foregoing amendment was approved by the Governor and Executive Council of the
)tate of New Hampshire at the Meeting on: (dale of meeting)

Office of the Secretary of State

By: ^

Title:

Date:

Initial all pages

Vendor Initials Dale 5/12/2: Page4or4
Amendment template revision 11/28/18



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner. Sccrclar>' of State of the State of New Hampshire, do hereby certify that LITERACYPRO SYSTEMS,

INC. is a California Profit Corporation registered to transact business in New Hampshire on August 22, 2017. 1 further certify that

all fees and documents required by the Secretarj' of State s ofllcc have been received and is in good standing as far as this office is

concerned.

Business ID; 777427

Certificate Number: 0005357973

a;

ift.

>>

IN TESTIMONY WHEREOE.

I hereto set my hand and cause toibc afTi-xcd

the Seal of the State of New Hampshire,

this 27lh day of April A.D. 2021.

William M. Gardner

SccrctarN' of State
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ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATB (MM/DD/YYYY)

04/28/2021

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

Boulder insurance Solutions. LLC

4941 10th Street

Boulder CO 80304

CONTACT Employee DEFREP

(720)45^3800302 003)223-9274

fe-JilL
ADDRESS:

INSURERfSI AFFORDING COVERAGE NAIC*

INSURER A Sentinel Insurance Company LTD 11000

INSURED

Literacypro Systems. Inc.

2355 Canyon Blvd.,Staff 204

Boulder CO 60302

INSURER B
Hartford Companies 00914

INSURER C Lloyd's Of London

INSURER D

INSURER e

INSURER F

COVERAGES CERTIFICATE NUMBER: CL2083103872 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TfJSJTl
TYPE OP INSURANCE

WLidVeff! WLlfiVKxp
LIMITSLTR

X

POLICY NUMBER

COMMERCIAL GENERAL LIABILITY

CLAIMS-MAOE

GENT AGGREGATE LIMIT APPUES PER:

PRO
JECTX POUCY

OTHER:

imm/dd/yyyyi

09/01/2020

(MM/DO/YYYY)

09/01/2021

EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES (Ea occufreno)

MED EXP (Any one p«fioo)

PERSONAL & AOV INJURY

GENERAL AGGREGATE

PRODUCTS • COMP/OPAGG

1,000.000

1,000.000

10,000

1.000.000

2.000,000

2,000,000

AUTOMOBILE UABiUTY

ANYAUTO

X

COMBINED SINGLE UMIT
(E« »ccid»mi

1,000,000

BODILY INJURY (Ptr perton)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY X

SCHEDULED
AUTOS

NON-OWNED
AUTOS ONLY

09/01/2020 09/01/2021 BODILY INJURY (P«r pceiMni)

PROPERTY DAMAGE
(Ptr ■ceWenll

Hired Auto

X UMBRELLA UAB

EXCESS LIAB

DED X

X OCCUR

CLAIMS-MADE

EACH OCCURRENCE 5,000.000

09/01/2020 09/01/2021 5.000,000

RETENTION $

WORKERS COMPENSATION
AND EMPLOYERS' LIABtUTY
ANY PROPRIETOR/PARTNER/EXECUnVE
OFFICER/MEMBER EXCLUDED?
(Mandatory in NH)
If yaa. Ma^ba undar
DESCRIPTION OF OPERATIONS balow

OTH
ER

□ 09/01/2020 09/01/2021 E.L EACH ACCIDENT 1.000,000

E.L. DISEASE - EA EMPLOYEE 1,000,000

E.L. DISEASE - POLICY LIMIT 1,000.000

E&O Policy w/ cyber coverage
$2M/$5M limits $10,000 ded

09/01/2020 09/01/2021

DESCRIPTION OF OPERATIONS I LOCATIONS / VEHICLES (ACORD 101, Additional Ramarka Sehadula, may ba attaehad If mora apaea la raqulrad)

Certificate holder is Additional Insured as their interest may appear.

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire

Department of Education

101 Pleasant Street

Concord NH 03301
1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)
® 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



Frank Edalbiut

Conunlsaiorter
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Christine Bronnan

Deputy Conwnlesloner

STATE OF NEW HAMPSHIRE
DEPARTMENT OF EDUCATION

101 Pleasant Street

Concord. N.H. 03301

TEL (603) 271-3493
FAX ( 603) 271-1953

May 3. 2019

His Excellency, Governor Christopher T. Sununu
end The Honorable Council

Stofe House

Concord, New Hampshire 03301

REQUESTED ACTION

1. Authorize the Department of Education, Bureau of Adult Education to enter into a
contract amendment with LiteracyPro Systems, Inc. (Vendor Code 279684}, of Boulder,
Colorado by increasing the price limitation by $3,400 from $207,335 to $210,735 to
provide for two additional adult education centers; effective upon Governor and
Council approval through June 30, 2019. The original contract was approved by the
Governor and Council on September 27, 2017 (Item #59). 100% General Funds

2. Authorize the Department of Education, Bureau of Adult Education to exercise a
renewal option with LiteracyPro Systems, Inc. (Vendor Code 279684), of Boulder,
Colorado by increasing the price limitation by $213,628 from $210,735 to $424,363; and
extending the end date from June 30, 2019 to June 30, 2021 for continued support
and maintenance of a commercial-off-the-shelf, vendor-hosted, web-based adult
education data system, effective upon Governor ond Council. The original contract
was approved by the Governor and Council on September 27, 2017 (Item #59).

Funds to support this request are anticipated to be available in the account entitled Adult
Education for FY20 and FY21 contingent upon the availability and continued appropriation
of funds in the future operating budget:

FY19

Amendment

FY20 FY21 Total

06-56-56-565010-2535-602-

500932

State

Fund Non

Match

$3,400 $3,400 .

06-56-56-562010-40390000-

601-500931

State

Match

$97,231 $116,397 $213,628

Total $3,400 $97,231 $116,397 $217,028

TDD ACCOM! Rotay NH711
EQUAL OPPORTUNITY EMPLOYER- EQUAL EDUCATIONAL OPPORTUNITIES



His Excellency, Governor Christopher T. Sununu
qnd the Honorable Council

Moy 3, 2019
Poge 2

EXPLANATION
I

Approval of this request will oilow the Department of Education. Bureau of Adult Education,
to continue to provide a user-friendly, efficient doto system for its fifty-four (54) adult
education centers across the state to meet federal and state reporting requirements.

Due to the Implementation of the Workforce Innovotion and Opportunity Act of 2014. all
adult education programs receiving federal funding were required to make significant
changes to the student data collected and reported. A Request for Proposals (RFP) was
released May 17, 2017 and awarded to LiteracyPro Systems, Inc. Adult educators across the
' state have been trained on data entry, retrieval and analysis using this comprehensive
system. More than 10,000 adult education students hove been entered into the system m the
last two years.

LiteracyPro Systems, Inc. currently contracts with more than twenty other states to provide
odult education data systems. As a compony, they ore invested in making sure that their
staff understands the intricacies of the Nratipnal Reporting System, as well.as developing
efficiencies for local and state adult education program staff. Because they represent a
large group of states, revisions to the system based on changing requirements are cost-
effective and timely.

Respectfully submitted.

oi
Frank Edelblut

Commissioner of Education

TOD Access: Reley NH 711

EQUAL OPPCRTUNrTY EMPLOYER- EQUAL EDUCATIONAL OPPORTUNITIES



STATE OF NEW HAMPSHIRE

DEPARTIVrENT OF EDUCATION
Adult Education Data System

BAE-2017-047

CONTRACT AMENDMENT #1

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP # 2017-047, on
September 27, 2017, Item # 59 (herein after referred to as the "Agreement"). LiieraeyPro Systems, Inc. (hereinafter
referred to as '/Vendor" or "LiieraeyPro") agreed to supply certain services upon the terms and conditions specincd in
the Agreement and in consid'eralion of payment by the Department of Education, Bureau of Adult Education
(hereinafter referred to as the "Department"), certain'sums as specified therein;

WHEREAS, pursuant to the Part 2: Section 2. Contract Term and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and approved by
the Governor and Executive Council;

WH EREAS, the Vendor and the Department have agreed to amend the Agrccmcni in certain respects:

WHEREAS, the Department wishes to renew the contract;

WHEREAS, The Vendor agrees to provide a data system for adult education services;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30. 2019 to
June 30,2021;

WHEREAS, the Depanmcnt and the Vendor wish to increase the Contract price by $217,028.00 to bring the
total contract price to $424363.00;

WHEREAS; the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the Agreement (Page I) by extending the Completion Date from June 30,2019 to
June 30, 2021.

2. AmcndSection 1.8 of the Agreement (Page I) by increasing the Price Limitation by $217,028.00 from
5207,335.00 to $424,363.00.

3. Replace Exhibit C with Exhibit C-1.

4. Add the following Exhibits:
Exhibit P: Contractor Obligations
Exhibit Q: Federal Debarment and Suspension
Exhibit R: Anti-Lobbying
Exhibit S: Rights to Inventions Made Under a Contract. Copy Rights and Confidentiality
Exhibit T: Termination

5. The Agreement is further amended as described in Table I:

Iniriat all pa
Vendor Initialsiais Date ^ j ̂  / / ̂  Page 1 of 20



Table I

STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Contract

«0 II7-047

Section Number.

AMENDED TEXT

Part 2 Section 4.4 4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the Stale's representative
with regard to Contract administration. The State Contract Manager is:

Arthur Ellison

Administrator

Bureau of Adult Education

21 South Fruit Street. Suite 20

Concord. NH 03301

Tel: 603-271-6699

Fox: 603-271-3454

Email: Arthur.Ellison@doc.nh.gov

Change Administrator name

4.4 STATE contract MANAGER

The State shall assign a Contract Manager who shell function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Sarah Ladd Bennett

Administrator

Bureau of Adult Education

2 i South Fruit Street. Suite 20

Concord, NH 03301
Tel: 603-271-6699

Fax:603-271-3454

Email: SBrah.Bennctt@doe.nh.gov
Part 2 Section 4.5 4.5 STATE PROJECT MANAGER

The Stale shall assign a Project Manager. The State Project Manager's duties
shall include the following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing signiricanl issues and ri.sk.s.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-ofTs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The Slate Project Manager is:

Sarah Ladd Bennett

Education Consultant

Bureau of Adult Education

Initial all pa
Vendor Initials Date 3 Page 2 of20



STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-20I7-O47

CONTRACT AjMENDMENT #1

21 South Fruit Street, Suite 20
Concord. NH 03301

Tct: 603-271-6701

Fax: 603-271-3454

Email: Sarah.Bcnnen@doe.nh.gov

Change State Project Manager title

4.5 STATE'PROJECT MANAGER
The State shall assign a Project Manager. The Slate Project Manager's duties
shall include.the following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Sarah Ladd Bennett

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301
Tel: 603-271-6701

Fax: 603-271-3454

Email: Sarah.Bcnnctt@doc.nh.eov
Part 3 Exhibit B I. PAYMENT SCHEDULE

Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract for the period between the
Effective Dale through June 30, 2019 with the option to be extended
up to two limes for two (2) year periods ("Extended Term" at the sole
option of the Stale, with the applicable fees indicated below. The
Contractor shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow the Contractor

to invoice the Slate for the following activities. Deliverables, or
milestones at fixed pricing/rates appearing in the price and payment
tables below;

Activity, Deliverable or Milestone Delivery
Date

Price

PLANNING AND PROJECT MANAGEMENT

Initial all page
Vendor Initials

Conduct Project KickbFf Meeting

Date

9/27/2017 Included

Page 3 of 20



STATE OF NEW HAIVfPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT#!

Status Meetings
Twice

monthly
Included

Work Plan 9/27/2017 Included

Goals and Objectives Document
9/27-

9/29/2017
Included

Conduct Research and Requirements
Validation

9/27-

10/4/2017
Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan ID/11/2017 Included

Detailed Testing Plan and Testing Results 10/4-

10/16/20)7
Included

Database Architecture and Data Dictionary 10/16/2017 Included

DQCUMENTAtiON. *

Documentation of Operational Procedures 10/16/2017 Included

Systems Adminisu^tion Documentation 10/2/2017-

10/16/2017
Included

User Documentation
10/2- .

10/30/2017
Included

"* • ■ ••training" ■

Comprehensive Training Plan Materials 9/27-

10/30/2017
Included

Knowledge Transfcr Plan 10/16/2017 Included

Conduct Training Two sets -

Fall 17 &

SprioR 18

SI 3,975

.  •»' • "DEPljbV-MENT

Configuration Phase
9/28-

10/30/2017
Included

Software Object and Source Code
Development

9/28-

10/30/2017
Included

Software Configured to Satisfy State
Requirements

9/28-

10/30/2017
Included

Functioning In-bound and Outbound Interfaces 9/28-

10/30/2017
Included

Tools for backup and recovery of all
applications and Data

9/28-

10/30/2017
Included

InitiDl oil pages
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Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT

Conduct Unit and Regression Testing 9/28-

10/30/201?
Included

Conduct Integration Testing 9/28-

10/30/2017
Included

Acceptance Testing 10/30/2017 Included

Implementation Cutovcr to New Software 10/31/2017 Included

•• • 'wARRANtYv

120 day Warranty 10/30/2017 Included

'  -V. SUPPORT

Service Level Agreements (List) 10/30/2017 included

Year 1 Application Support and
Maintenance

10/31/17-

6/30/18
$98,232

Year 2 Applicatiori Support and Maintenance 7/1/18-

6/30/19
$95,128

Year 3 Application Support and Maintenance 7/1/19-

6/30/20
$97,231

Year 4 Application Support and Maintenance 7/1/20-

6/30/21
$99,397

Year 5 Application Support and Maintenance
(upon extension approval)

7/1/21 -

6/30/22
$101,628

Year 6 Application Support and Maintenance
(upon extension approval)

7/1/22-

6/30/23
$103,925

' ■ -'t -•
TOTAL $595441'

Delete Activity, Deliverable or Milestone Table and replace with the Table 1.1 A
below and add Table 1.2:

Table I.IA

Activir>', Deliverable or Milestone

Delivery
Dale

Price

^  . . • ; -i .

PLANNING AND PRpJEQT MANAGEMENT

Conduct Project KickofT Meeting 9/27/2017 Included

Status Meetings
Twice

monthly
Included

Work Plan 9/27/2017 Included

Goals and Objectives Document 9/27-

9/29/2017
Included

Initial all page
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DEPARTIVtENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

Conduct Research and Requirements
Validation

9/27-

10/4/2017
Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan 10/11/2017 (ncludcd

Detailed Testing Plan and Testing Results 10/4-

10/16/2017
Included

Database Architecture and Data Dictionary 10/16/2017 Included

.  ' . DOCUMENTATION .

Documentation of Operational Procedures 10/16/2017 Included

Systems Administration Documentation I0/2/20I7-

10/16/2017
[ncludcd

User Documentation
10/2-

10/30/2017
Included

.  . TRAINING ■ ; .. r

Comprehensive Training Plan Materials 9/27-

10/30/2017
Included

Knowledge Transfer Plan 10/16/2017 included

Conduct Training Two sets -

Fall 17 &

Spring 18

$13,975

-  ti^DEPLOYMENT

Configuration Phase 9/28-

10/30/2017
Included

Software Object and Source Code
Development

9/28-

10/30/2017
Included

Software Configured to Satisfy Slate
Requirements

9/28-

10/30/2017
Included

Functioning In-bound and Outbound Interfaces 9/28-

10/30/2017
Included '

Tools for backup and recovery of all
applications and Data

9/28-

10/30/2017
Included

Conduct Unit and Regression Testing 9/28-

10/30/2017
Included

Conduct Integration Testing 9/28-

10/30/2017
Included

Acceptance Testing 10/30/2017 Included

Intiial all pagcs^
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT amendment #1

Implementation Cutovcr to New Software 10/31/2017 Included

''■.WAR^NTY.; n., .

120 day Warranty 10/30/2017 Included

y. . . _ *, w SUPPORT ■  _y ■

Service Level Agreements (List) 10/30/2017 Included

Year 1 Application Support and
Maintenance

10/31/17-
6/30/18

S98.232

Year 2 Application Support and Maintenance 7/1/18-
6/30/19

$95,128

Year 2 Additional Application Support and
Maintenance for New Centers

n/1/18-
6/30/2019

$3,400

Year 3 Application Support and Maintenance 7/1/19-
6/30/20

$97,231

Year 4 Application Support and Maintenance 7/1/20-
6AJ0/21

$99,397

Contingency Funds — In the event that
additional centers need to be added to the
system. Sec Table 1.2

7/1/19-
6/30/2021

$17,000

Year 5 Application Support and Maintenance
(upon extension approval)

7/1/2! -
6/30/22

$101,628

Year 6 Application Support and Maintenance
(upon cxicnsipn approval)

7/1/22-
6/30/23

$103,925

y*.'
. 5. * ... V-; V- - "'.f'- * V

A •.'•V :

.-TOTAL" . ■

*  * • «

■;:V $629.916"

The Sialc may request additional centers to be added to the Service under Contingency
Funds as needed at the rates indicated below, not to exceed $17,000.

Table 1.2 Contingency Funds Worksheet

Additional Per
Center Cost (up to
10 centers)

: SFY

'2019
$1,700

' 2020•
$1,700

;s^
2021

$1,700

.;.SFY

2022*

$1,800

•  SFY.

2023*

$1,800

Upon second extension renewal for 7/1/2021 -6/30/2023

Initial all pageS'-w
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Adult Education Data System
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CONTRACT AMENDMENT #1

Pan 3 Exhibit H

Section B2.1

B2.I The Solution

must provide a
method for

entering basic
information about

individuals who

enter an adult

education

program. It
consists of a

single data entry
screen to capture:

Student name, a

unique ID# that
is not a Social

Security number,
DOB, ethnicity,
gender, address,
hontc phone,
mobile phone,
email address and
other student

specific attributes
defined by NRS
or the State.

Individual student

records should

also include

country of origin
and referral

source. As

specified in the
data'dictionary,
and business rules

sections, data
entry validation
checks will

prevent entry of
erroneous and

improperly
formatted data.

M Yes Standard LACES has a Student Intake
screen that allows users to

enter basic information.about

students entering their
program. This screen
includes name, systenv
generated ID number, dale of
birth, ethnicity, gender,
oddrcss, phone numbcrfs),
and email. Student records

also contain fields for many

other data elements Including
birthplace, and referral
source. LACES contains

numerous data checks,

beginning with required
fields ut initial intake, to

ensure that information

entered into LACES is
properly formatted and
complete.

Replace with B2.IA

Initial all page
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CONTRACT AMENDMENT #1

The Soluiion

must proN'ide o
method for

entering basic
information about

individuals who

enter an adult

education

program. It
consists of a

single data entry
screen to capture:

Student name, a

unique ID# or a
Social Security
number, DOB,
ethnicity, gender,
address, home
phone, mobile
phone, email
address and other

student specific
attributes defined

by NRS or the
State. Individual

student records

should also

include country of
origin and referral
source. As

specified in the
data dictionary,
and business rules

sections, data

entry validation
checks will

prevent entry of
erroneous and

improperly
formatted data.

M Yes Standard LACES has a Student Intake

screen that allows users to

enter basic information about

students entering their
program. This screen
includes name, system-
generated ID number, SSN
dale of birth, ethnicity,
gender, address, phone
numbcrfs), and email.
Student records also contain

fields for ntany other data
elements including
birthplace, and referral
source. LACES contains

numerous data.chccks.

beginning with required
fields at initial intake, to

cn.surc that information
entered into LACES is

properly formatted and
complete.

Initial all pages
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CONTRACT amendment #1

Part 3 Exhibit H

Section B4.5

84.5 The Solution

must provide dQio
matching without
using social
security numbers
with the National

Student

Clearinghouse as
one method of

verification of

entry into
posisecondary
education or .

provide the
appropriate
interface for the

state to do so.

M Yes Standard LACES provides secondary
school diploma and
postsccondary importing on
either social security number
or the systcm>generaicd
student ID number.

Replace with Section B4.SA

B4.5

A

The Solution

must provide data
matching with the
National Student

Clearinghouse as
one method of

vcrificaiion of

entry into
postsccondary
education or

provide the
appropriate
interface for the

state to do so.

M Yes Standard LACES provides secondary
school diploma and
postsccondary importing on
cither social security number
or the system-generated
student ID number.

Part 3 Exhibit R

Section SI.15

Add the followins section:

SUPPORT & MAINTENANCE REQUIREMENTS

1  State Requirements Vendor |

.  . • . f r

Vtnrier

M

CanHMM* ..

Sl.lS

The Vendor will guide the

State with possible solutions
to resolve issues to maintain a

fully functioning, hosted
System.

M Yes Standard

Initial all pages
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STATE OF NEW HAIVfPSHIRE

DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT#!

Table 2 CONTRACT HISTORY 2017-047 Adult Education Data System

CONTRACT

; AND
AMENDMENT

. NUMBER

• AMENDMENTTTTE c&c

APPROVAL

DATE

END date . ' contract-

AMOUNT .

2017-047 Original Contract 9/27/2017

Item #59

June 30, 2019 $207,335.00

2017-047

Amendment 1

1" Amendment TBA June 30. 2021 $424,363.00

1  ' • . CONTRACT TOTAL.'^ -
0  . • ' * • 'I.

.$424,363.00- •; ,

Initial all pages jT/ o IQ
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DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT #1

EXHIBIT C -1

1. Delete Section 5.3 from the Part 1 Agreement. Form P-37.

2. All exhibits (P-T) attached hereto are hereby incorporated Into this contract and made a part hereof.
If there is any conflict between such exhibits and the State of New Hampshire Terms and
Conditions, f^orm P-37, Contract Agreement, the terms of the Slate of New Hampshire Terms and
Conditions. Form P-37 shall control.

Initial at
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

Adulc Education Data System
BAE-2017-047

CONTRACT AMENDMENT #I

EXHIBIT P

Contractor Obligations

Contracts in excess of the simplified acquisition threshold (currently set at $250,000) must address
administrative, contractual, or legal remedies in instances where the contractors violate or breach
contract terms, arid provide for such sanctions and penalties as appropriate. Reference: 2 C.F.R. §
200.326 and 2 C.F.R. 200. Appendix II, required contract clauses.

The contractor acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies for False Claims and
Statements) applies to the contractor's actions pertaining to this contract.

The Contractor, certines and affirms the truthfulness arxj accuracy of each statement of Its certification
and disclosure, if any. In addition, the Contractor understands and agrees that the provisions of 31 U.S.C.
§ 3801 et seq., apply to this certification and disclosure, if any.

Breach

A breach of the contract clauses^ above may be grounds for termination of the contract, and for
debarment as a contractor and subcontractor as provided in 29 C.F.R. §5.12.

Fraud and False Statements

The Contractor understands that, if the project which is the subject of this Contract is financed in whole or
in part by federal funds, that if the undersigned, the cdmpany that the Contractor represents, or any
employee or agent thereof, knowingly makes any false statement, representation, report or claim as to the
character, quality, quantity, or cost of material used or to be used, or quantity or quality work performed or
to be performed, or makes any false statement or representation of a material fact in any statement,
certificate, or report, the Contractor and any company that the Contractor represents may subject to
prosecution under the provision of 18 USC §1001 and §1020.

Environmental Protection

(This clause is applicable if this Contract exceeds $150,000. It applies to Federal-aid contracts only.)
The Contractor is required to comply with all applicable standards, orders or requirements issued under
SecUon 306 of the Clean Air Act (42 U.S.C. 1857 (h). Section 508 of the Clean Water Act (33 U.S.C.
1368), Executive Order 11738. and Environmental Protection Agency (EPA) regulations (40 CFR Part 15)
which prohibit the use under non-exempt Federal contracts, grants or loans of facilities included on the
EPA List of Violating Facilities. Violations shall be reported to the FHWA and to the U.S. EPA Assistant
Administrator for Enforcement.

Procurement of Recovered Mateiials

In accordance with Section 6002 of the Solid Waste Disposal Act (42 U.S.C. § 6962), Stale agencies and
agencies of a political subdivision of a state that are using appropriated Federal furuls for procurement
must procure Items designated In guidelines of the Environmental Protection Agency (EPA) at 40 CFR
247 that contain the highest'percentage of recovered materials practicable, consistent with maintaining a
satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired In the preceding ftscal year exceeded $10,000; must procure solid waste management
services in a manner that maximizes energy and resource recovery*; and must have established an
affirmative procurement program for procurement of recovered materials identified in the EPA guidelines.

tnirial oil pqfict- _
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Adult Education Data System
BAE-20i7-047

CONTRACT AMENDMENT #1

EXHIBIT Q .

Federal Debarment and

Suspension

a. By signature on this Contract, the Contractor certifies its compliance, and the compliance of its
Sut>-C(x>tr8ctors, present or future, by slating that any person assodated therewith in the
capacity of owner, partner, director, officer, principal Investor, project director, manager, auditor,
or any position of authority involving federal funds:

1. Is not cutremly under suspension, debarment, voluntary exclusion, or determination of
inellgibillty by any Federal Agency.'

2. Does not have a proposed debarment pendirtg;

3. Has not been suspended, debarred, voluntarily exduded or determined ineligible by any
Federal Agency within the past three (3) years; and

A. Has not been indicted, convicted, or had a dvll judgment rendered against the firm by a court
of competent jurisdiction in any matter Involving fraud or official misconduct within the past
three (3) years.

b. Where the Contractor or its Sub-Contractor Is unable to certify to the statement in Section a.1.
above, the Contrador or its Sub-Contractor shall be dedared ineligible to enter into Contract or
participate in the project.

c. Where the Contractor or Sub-Contractor is unable to certify to any of the statements as listed In
Sections a.2., a.3.. or a.4.. above, the Contractor or its Sub-Contractor shall submit a written
explanation to the DOE. The certification or explanation shall be considered in connection with
the DOE'S determination whether to enter inloContract.

d. The Contractor shall provide Immediate written notice to the DOE if, at any time, the
Contractor or its Sub-Contractor, leam that its Debarment and Suspension certification
has become erroneous by reason of changed circumstances.

Date Page 14 of 20



STATE OF NEW HAMPSHIRE

DEPARTiVTENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT AMENDMENT

EXHIBIT R

An tl-Lobbying

The Conlractor agrees to comply with the provisions of Section 319 of Public Law 101-121,
Government wide Guidance for New Restrictions on Lobbying, and 3i U.S.C. 1352, and further
agrees to have the Contractor's representative, execute the foDowing Certirication:

the Contractor certiOes, by signing and submitting this contract, to the best of his/her knowledge and belief.
that:

a. No federal appropriated funds have been paid or shall be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to Influence any ofTicer or employee of
any State or Federal Agency, a Member of Congress, an officer or employee of Congress, or en
employee of a member of Congress in connection with the awarding of any Federal contract, the
making of any federal grant, the making of any federal loan, the entering into any cooperative
agreement, and the extension, continuation, renewal amendment, or modification of any Federal
contract grant, loan, or cooperative agreement

b. If any funds other than federally appropriated funds have been paid or shall be paid to any person
for Influencing or attempting to Influence an officer or employee of any Federal Agency, a
Member of Congress, and officer or employee of Congress, or an employee of a Member of
Cor>gress in connection with this Federal contract grant, loan, or cooperative agreement, the
undersigned shall complete and submit the 'Disclosure of Lobbying Activities' form in accordance
with its instructions fhttD://www.whitehousB.Qov/Qmb/Qrants/sflllin.Ddf).

c. This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into. Submission of this certification is a prerequisite for making
and entering into this transaction imposed by Section 1352, Title 31 and U.S. Code. Any person
who fails to file the required certification shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each suchfailure.

d. The Contractor also agrees, by signing this contract that It shall require that the language of this
certiHcation be included in subcontracts with all Sub-Contraclor(s) and lower-tier Sub-Contractors
which exceed $100,000 and that all such Sub-Contractors and lower-tier Sub-Contractors shall
certify and disclose accordingly.

e. The DOE shall keep the firm's certification on file as part of its original contract. The Conlractor
shall keep individual certifications from all Sub-Contractors and lower-tier Sub- Contractors on
file. Certification shall be retained for three (3) years following completion and acceptance of any
given project.

Initial af
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DEPARTMENT OF EDUCATION

Adult Education Data System
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CONTRACT AMENDMENT #1

EXHIBIT S

Rights to Inventions Made Under a Contract, Copy Rights and Confidentiality

Rights to Inventions Made Under a Contract or Agreement
Contracts or agreements for the performance of experimental, developmental, or research
work shall provide for the rights of the Federal Government and the recipient In any resulting invention in
accordance with 37 CFR part 40V "Rights to inventions Made by Nonprofit Organiaalions and Small
Business Firms Under Government Grants. Contracts and Cooperative Agreements.* and any
implementing regulations issued by the DOE.

Any discovery or invention that arises during the course of the contract shall be reported to the DOE. The
Contractor is required to disclose inventions prompliy to the contracting officer (within 2 months) after the
inventor discloses it in writing to contractor personnei responsible for patent matters. The awarding
agency shall determine how rights in the invention/discovery shall be allocated consistent with
'Government Patent Policy' and Title 37 C.F.R. §401.

Confidentiality

All Written and oral information and materials disclosed or provided by the DOE under this agreement
constitutes Confidential Information, regardless of whether such information was provided before or after
the dale on this agreement or how it was provided.

The Contractor and representatives thereof, acknowledge that by making use of. acquiring or adding to
information about matters and data related lo this agreement, which are confidential to the DOE and Its
partners, must remain the exclusive property of the DOE.

Confidential information means all data and information related to the business and operation of the
DOE. including but not limited lo all school and student data contained in NH Title XV, Education.
Chapters 166-200.

Confidential information Includes but Is not limited to. student and school district data, revenue and cost
information, the source code for computer software and hardware products owned In part or in whole by
the DOE. financial Information, partner informalion(including the identity of DOE partners). Contractor and
supplier information, (including the identity of DOE Contractors and suppliers), and any infomiation that
has been marked "confidentiar or "propfletary". or with the like designation. During the term of this
contract the Contractor agrees to abide by such rules as may be adopted from time to time by the DOE to
maintain the security of all confidential Information. The Contractor further agrees thai it nvIII always regard
and preserve as confidential information/data received during the performance of this contract. The
Contractor will not use. copy, make notes, or use excerpts of any confidential Information, nor will it give,
disclose, provide access to, or otherwise make available any confidential information to any person not
employed or contracted by the DOE or sutKontracted with the Contractor.

To the extent this section conflicts with Section 11 ("Use of State's Information; Confidentiality") of Part 2
of the Agreement (Information Technology Provisions). Section 11 shall control in all respects.

Ownership of Intellectual Property
The DOE shall retain ownership of all source data and other Intellectual property of the DOE provided to
the Contractor in order to complete the services of this agreement. As well the DOE will retain copyright
ownership for any and all materials, patents and intellectual property produced, including, but not limited

InitiaColl pages J\ ^ U 1,^
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to brochures resource directories, protocols, guidelines, posters, or reports. The Contractor shall not
reproduce any materials for purposes other than use for the terms under the contract without pnor
written approval from the DOE.

To the extent this section conflicts with SecUon 10 Clntetlectual Property") of Part 2 of the Agreement
(Information Technology Provisions), Section 10 shall control in all respects.

Initial all pa
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EXHIBIT T

Termination

a. Termination for Cause

The DOE may terminate the Contract for cause for reasons including but not limited to the
following circumstances:

1. Contractor's failure to perform the services as detailed herein and in any modincations to the
Contract.

2. Contractor's failure to complete the Contract within the limeframe specified herein and in
any modifications to the Contract.

3. Contractor's failure to comply with any of the material terms of the Contract.' •
If the DOE contemplates termination under the provisions of Subsections a.1., a.2.. or a.3
above, the DOE shall issue a written notice of default describing the deficiency. The
Contractor shall have five (5) business days to cure such deficiency. In the everil the
Contractor does not cure such deficiency, the DOE may terminate the Contract without
further consideretlon by issuing a Notice Termination for Default and may recover
compensation for damages.
If. after the Notice of Termination for Default has been issued, it is determined that the
Contractor was not in default or the termination for default was otherwise improper, the
termination shall be deemed to have been a Termination for Convenience.

b. Termination forConvenience

The DOE may terminate the Contract for convenience, in whole or in part. when, for any
reason, the DOE determines that such termination is in its best interest. The contract can be
terminated due to reasons known to the non-Federal entity, i.e., including but not limited to
program changes, changes In state-of-the-art equipment or technology, insufficient funding, etc.
The Contract termination Is effected by notifying the Contractor, in writing, specifying that all or a
portion of the Contract is terminated for convenience and the termination effective date. The
Contractor shall be compensated only for work satisfactorily completed prior to the termination
of the Contract. The Contractor is not entitled to loss or profit. The amount due to the Contractor
is determined by the DOE.

tn the event of termination for convenience, the DOE shall be liable to the Contractor only for
Contractor's work performed prior to terminallon.

c. The DOE'S Right to Proceed with Work

In the event this Contract is terminated for any reason, the DOE shall have the option of
completing the Contract or entering into an agreement with another parly to complete services
outlined in the Contract.

'Initial
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DEPARTMENT OF EDUCATION

Adult Education Data System
BAE-2017-047

CONTRACT amendment #1

E«cp. us provided heroin, all provisions ofdn: AgreemenI shall remain in foil foree and efTeel. This modiHealion shall
lake cfTcci upon ihc approval dale from the Governor and the Executive Council.

rN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year Hrsi above written.

Date: Tj'X I
David Wllcr, President '
LiterocyPro Systems, Inc.

Corporate Signature Notarized:

state of pDV(VrjL<\Q

COUNTY 0F_^^

On this the Oy^dav of 20 ft, before the undersigi^cd ofTiccr. pcrsomilly uppcared
the person identified directly above7or satisfactory proven to be the person whose nairie is signed
above, and acknowledged that s/he executed this document in the capacity indicated above.

[N WITNESS WHEREOF I hereunto set my hand and official seal.

NotaryRublicAlusii^cSQ£/lhe Peace

My Commission Expires: I aea-b

(SEAL)

CHaSEAJEWaJ...
NOTARY PU8UC-

OTATEOFCOlJOiRADd-
NOTARY |D'201&«3088tS-

MY COMMISSION 07^ SAim)

State of New Hampshire

Frank Edclblut, Commissioner
State of New Hampshire
Department of Education

Date:

Initial /r /o /
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DEPARTMENT OF EDUCATION
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CONTRACT AMENDMENT#!

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

Approved by the Attorney Genera!

^New Hampshire, Department of Justice
Date:

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of the
Slate of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of Slate

By:

Title: -

Date:

Vr'ndnfS^V\ Dale T P^gcMoTM
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STATE OF HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hszen Dr., Concord, NH 03301
Fax: 603-271-1516 TpD Access; 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

Frank Edclblut, Commissioner
Department of Education
State of New Hampshire
101 Pleasant Street

Concord, NH 03301

Dear Commissioner Edelblut:

May 9,2019

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to amend a contract with LitcracyPro Systems, Inc.,
of Boulder, CO, as described below and referenced as Doll No. 2017-047A.

The purpose of this request is to enter into a contract amendment with Literacy Pro
Systems, Inc., to extend it for an additional two years for the continued support of
the vendor hosted, web-based adult education data system, which collects data
and produces reports to meet federal and stale adult education requirements. This
amendment also allows for the implementation at two additional sites.

The amount of the amendment is $217,02j8, increasing the current contract price .
from $207,335 to $424,363,' and the contract shall become effective upon
Governor and Council approval through June 30,2021.

A copy of this letter should accompany the Department of Education's submission to the
Governor and Executive Council for approval.

DG/ik/ck

DoIT #20I7-047A

cc: Chris Hensel, IT Manager, DoIT

Sincerely,

enis Goulet

r'<

'Innovotive Technologies Today for New Hampshire's Tomorrow



State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of Stole of ihe Stale of New Hampshire, do hereby certify thai LITERACYPRO SYSTEMS,

INC. is a California Profit Corporation registered to transact business in New Hampshire on August 22, 2017.1 further certify that

all fees and documcnu required by the Secretary of Stale's office have been received and is in good standing as far as this office is
concemcd; and the attached is a true copy of the list of documents on file in this office.

Business ID: 777427

Certificate Number: 0004512464

s

la.

o •V

A
Ai

it

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 8ih day of May A.D. 2019.

William M. Gardner

Secretary of State



Certificate of Authority # 1 (Corporation or LLC ' Non-sptcific. open-ended)

Cornorate Resolution

Garth Neil , hereby certify that 1 am duly elected Clerk/Secretary of
(Name)

LiteracvPro Systems. Inc. . 1 hereby certify the following is a true copy of a vote taken at
(Name ofCorporation or LLC)

a meeting of the Board of Directors/shareholders, duly called and held on 5th ^ 2019

at which a quorum of the Directors/shareholders were present and voting.

VOTED: That David Miller (may list more than one person) is
(Name and Title)

duly authorized to enter Into contracts or agreements on behalf of

LiteracyPro Systems. Inc. with the State of New Hampshire and any of
(Name of Corporation or LLC)

its agencies or departments and further is authorized to execute any

documents which may in his/her judgment be desirable or necessary to effect

the purpose of this vote.

I hereby certify that said vote has not been amended or repealed and remains in full

force and effect as of the date of the contract to which this certificate is attached. I further

certify that it is understood that the State of New Hampshire will rely on this certificate as

evidence that the pcrson(s) listed above currently occupy the position(s) indicated and that

they have full authority to bind the corporation. To the extent that there are any limits on the

authority of any listed individual to bind 'the corporation in contracts with the State of New

Hampshire, all such limitations are expressly stated herein. ^ j/
DATED: May 9. 2019

(Name & Title)



ACiChlOVVLEDGM^

A notary public or other officer completing this
certificate veiifios only the identity of the Individual
who signed the document to which this certificate Is
:attBcbed.«nd: not the truthfulness, aocarBcy, or
vatldtty. docqmem.

State of California
County of

On before me, Chris Fowler, Notary Public
(inseiit' name and title of theofftcer)

•.pwRonaPy flnnnarad^ ^
who prov^ to me on Ihe basis of safisfaclory evidence to be the per8on(8) whose name(8) Is/are
subscribed to the within Instrument and acknowledged to me that he/she/they executed the same in
his/her/lheir authorized capaclty(les). and that by his/herrtheir signature's) on the Instrument the
person's), or the entity upon behalf of v^lch the person's) acted, executed the Instrument.

1 certify under PENALTy-GF PERJURY under.the.laws of the .State of Callfomla that the foFogoing
paragraph Is-true.end -correct.

WITNESS my hand and official seal.

Signature

OimSFOffLU I
COMM. 02294477 s
NotvyPtitiit-Ctftente 5

NipsOovnty ^

(Seat)



ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (auwoorrrrT)

08/15/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFRRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURERfS). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is en ADDITIONAL INSURED, the pollcy(lee) muet have ADDITIONAL INSURED provlalona or be endoreed.
If SUBROGATION IS WAIVED, subject to tho tormt and conditions of the policy, certain pollciee may roquire an andoreemonL A etatemont on
thte cartlflcate doee not confer rights to the certificate holder In lieu of each endoreementis).

pfiooucea

Boulder Insurance Sohidone

4941 iO(h Street

CO ̂ 304

S?2i^ Employee OEFREP

(720)«7-M00 302 rMC.Hah (»3) 228-9274
HM
Aooeess:

wsuRCntS) AFFOAOoao cm/eiuoe NAKF

wsuiORA: Sentinel Insurance Company LTD 11000

wsuneo

P Lkeracvm Systemsjnc.j[/
MSURU D: HF/lfcO Insurance Ccmpenles 00014

wsunzN c: Hiscox insurance Company inc. •  10200

iliJj Cenyon Bivd..Stea 204

BeuWar CO 80802

wsuncR 0:

wsunene:

nsr
LTR

THIS IS TO CERTIFY THAT THE POUClES OF INSURANCE USTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POUCY PERIOD
INDICATED NOTWITHSTANOWG ANY REQUIREMENT. TERM OR CONOmON OF ANY CONTRACT OR OTHER DOCUMENT RESPECT TO \MilCH THIS
CERTIFlCA-re MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALi THE TERMS.
FXa USIONS AMD CONDITIONS Of SUCH POUClES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

PCDCTTff poueveu
UMHSTYFC OF tlSUAAKCe PCUCVNUMSCR

COMKCnCIAL OCNERAL UAOLITY

OCCURCLAIM$-MAOC

GCNv AOOREQATg uua APPy« Ptfl:

POUCY ^ CD
0TM6B;

INMAIONYYVl

09A}1/20t8

HOHOOiYYYYI

00101/2010

EACHOCCURRCNCe
DAUAUk lUUtRTEO
PREMISES

MeoexPlAiTrwprw)

PERSONAL • ADVIHAMV

CEHERAlAQCReOATE

PflOOUCTS • COMPlOP ACO

uufiiMEosiNeLCUun
fE.pcdapw

, 1.000.000

1.000.000

10.000

1.000.000

, 2.000.000

, 2.000.000

AUTOHOBU UABUTY

ANT AI/TO -

t 1.000.000

OOOLY MAIRY (Pw pwMP)

OnHED
AUTOS ONLY
HIRED
AUTOS OM.Y X

UMORCUXJAS

ucessuAs

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

Ofl/01/2018 00/01/2019 BOaLY INAIRY (Par acdoam)

PAOMRTVQAUKS
iParaeddanil

OCCUR

CLMUS-IAAOE

EACH OCCURRENCE
, 5.000.000

09A)1/2018 O0A)1/2O10 AOCREGATE
, 5.000.000

CCD X RCTEMTION >
TSTTT
1S_

WKMXERS COHPENSATOl
AHOEMFLOYERrUABSJTY riH
ANY PROPR>ETCRIFARTM£R«XECUnVC
OmCERMEMSER EXCLUOEO?
(Mandaterr M NH)
v M. daaofea uMar
OESCRiPnON Of OPERATIONS baiwr

□

vl
STATUTE

OOA)1/2018 00/01/2019 E.LEACHMXIDEHT 1.000.000

E.U DISEASE • EAEMPLOYEE , 1.000.000

e.L. OSEASE • POUCY UMU I 1.000.000
S2M/S4M tmi\» 82,500 dcd

ErcDTS i OmlMion Policy
w4Vi Cyber cov«ro0s 09/01/2018 09A)1/2010

OESCRrrXM OF CFCRATICMSr LOCATIONS'VEMCLES (ACOADIFiWAPflaepelRamarka SchadMla. may ba aQacM H mar* tpaea la raqMiad)

CANCELLATION

NH Oepartmeni ol Education
101 Piessani Street

SHOULD ANY OF THE ABOVE DESCRIBED POUClES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POUCY PROVISIONS. .

AUTHORIZED REPRESENTATTVe

Cor>cord

■  1

NH 08801

ACORD 25 (2016M8) The ACORD name and logo ero regletered merke of ACORO



Frank Ebalblut Loathar
Commltttonef Deputy Cominttjjooer

STATE OF NEW HAMPSHIRE

DEPARTMENT OF EDUCATION

101 Pleasant Street

Concortt N.H. 03301 •

TIL (403) 271-3495
FAX (403)271-1953

September 13.2017

His Excellency. Governor Christopher T. Sununu
end The Honoroble Council

Stote House

Concord. New Hompshire 03301

REQUESTED ACTION

Authorize the Deportment of Educotion. Bureou of Adult Education, to enter into o controct with
LiterocyPro Systems. Inc. (Vendor Code 279684) of Souidef, Colorado. In an amount not to exceed
S 207.335.00. to provide a commerciak)tt-the-shelf. vendor-hosted, web-bosed. odult education date
system that meets federal reporting requirenrients under the Workforce Innovation and Opportunities
Act of 2014, effective upon Governor and Council opproval through June 30. 2019, with on option to
renew for two (2) additional two year terms. 100% General Funds.

Funds to support this request are avoilable in the account entitled Adult Education:
FYIB FY19

06-56-56-565010-2535-602-500932 State Fund Non Match $1 12,207.00 $95,128.00

EXPLANATION

Approval of this request will allow the Deportment of Education. Bureau of Adult Education, to provide
a user-friendly, efficient dofo system for its eighty-nine (89) adult education programs across the state
to meet federal and state reporting requirements.

Due to the recent implementation of ttie Workforce Innovations and Opportunity Act of 2014. all adult
education programs receiving federal funding are required to make significant ctxinges to the
student data collected and reported. The current data system was created in'2010 by the NH
Department of Informotion Technology, has only received minimal updates and is not capable of
meeting the new reporting requirements. Additionally, the Department of Educotion is in need of
improved.dato tools to allow for analysis leading to progrom improvement.

LiterocyPro Systems. Inc. currently contracts vrith aghteen other states to provide adult education
dota systems, as a company, they ore invested in making sure that their staff understonds the
intricocies of the Nolional Reporting System, as well as developing efficiencies for local and state adult
education program staff. Becouse they represent o large group of slotes. revisions to the system
bosed on clxanging requirements are cost-effective and liniely.

TDD Accmi: RtlayNHTII
EQUAL OPPORTUNITYiEMPCbYER- EQUAL EDUCATiONAL OPPORTUNmES



His Excellency, Govefnor Chrislopher T. Sununu
qnd the Honorable Council

September 13. 2017
Poge 2

A Request for Proposals (RFP) wos released May 17.2017 on the NH Deportment of Education's
websile. distributed through the newsletter of the Natiorjol Associotion of Stote Adult Education
Directors and sent to vendors currently contracted for similar services in other states. Three proposals
were received and reviewed usir»g the proposal criteria in the RFP for evaluating the applications (See
Attachment A). In oddition to scoring, the evaluation team conducted phone Interviews with vendor
references and participated In o two-hour demonstrotion with each vendor. The controct was
awarded to one vendor (See Attachment B).

Respectfully subnrtitted.

Uif
Fronk Edelbfut

Commissioner of Education

OOE Shore Dofo/Convnon/Adun W/2017 AOuCi Ed Propo$ai$/Or>e Yeor Conlrocis/

TDDAccms: Relay NH 711

EQUAL OPPORTUNITY EMPLOYER- EQUAL EDUCATIONAL OPPORTUNmES



Attachment A

A request for adult education data system proposals for the term of two (2) years was released on May
17.2017. The notice was published In the newsletter of the National Association of Adult Education Stale
Directors on May 18.2017 and posted on the NH Department of Administrative Services' website, and
sent electronically to any party expressing an interest In submitting an application.

Proposal Criteria in RFP:

All proposals were required to meet the minimum standards as outlined In Exhibit B of the RFP which
included the following elements:
•  Meeting sut>mission requirements ,
•  Compliance with system requirements
•  Current use of proposed software by at least one other government entity comparable in size and

complexity to the State of New Hampshire
•  Implementation service experience
•  Propose project team that includes a prefect manager and a subject area specialist

Proposals that met the minimum requirements were evaluated on the following criteria:

Maximum

Points

PmpnxMt .<>oftwafe Solution 500

Technical Services. Proiect Manaqement 200

Vendor Comoanv 50

Staffinq Qualificalions 50

Sotution Cost 200

TOTAL 1000

Proposed Software Solution: Factors included, but were not limited to:
•  Software architecture

•  Application
•  Features

•  Compatibility with State Systems
•  User Friendliness/Usability and EfTiclency

Technical Services, Project Management: Factors included, but were not limited to:

•  Protection of data

•  Compatibility with State IT Expertise and Training Approach
•  Project Execution
•  Project Management Competence
•  Ongoing Operations

Vendor Company: Factors included, but were not limited to:

•  How long in business
•  How many years of experience with this product
•  Bench strength and support structures
•  References

•  Litigation
•  Financial strength

Vendor Staffing Qualifications: Factors included, but were not limited to:

•  Staff training

•  Staff certifications

•  Staff experience



•  Size and composition of vendor team

Software Sotution Cost: Scores were determined using the follovwng formula:

Lowest proposal costA/endor's proposed cost multiplied by 200 points.

Reviewers:

•  Vaughn Cobum. Systems Oevetopment Specialist V with the Department of Information
Technology embedded at the Department of Education, has more than forty years of computer
programming experience including five years as the primary liaison for the Bureau of Adult
Education providing support for the current adult education data system. Additionally, he
attended a three-day National Reporting System training in March of 2017 on designing adult
education data systems to meet federal-reporting requirements.

•  Tammy Gluck, Adult Education Office Administrator for Exeter Adult Education, has seven years
of experience in adult education and Is responsible for inputting all data for the programs at her
center.

•  Rachelle Cox, Director of Eagle Academy, an adult diploma program, has eight years of
experience in adult education and seven years of experience with the current adult education
data system.

•  Dard McCarthy. Adult Learner Services Coordinator and Program Director for the Pemi-Baker
Literacy program, has six years of experience in adult education including five years of
experience with the current adult education data system.

•  Lauren Osowski. Program Director for the Adult Basic Education, English as a Second Language
and the Postsccondary Transitions programs at the Nashua Adult Learning Center, has twelve
years of experience in adult education and four years of experience using the current data
system.

•  Sarah Bennett. Education Consultant for the NH Department of Education. Bureau of Adult
Education, has more than 20 years of experience in adult education and for two years has been
the primary person responsible for training, monitoring and analyzing all State adult education
data including aD federal and state reporting. She has attended multiple training sessions on
designing an adult education data system with the National Reporting System.



Attachment B

LilerecvPro Systems, inc. Benchmark ITS TelCloud Services. LLC

Met Minimum Standards Yes Yes No

Maximum

Points

LiteracyPro
Systems, Inc.
Averaoe Scores

Benchmark ITS

Average Scores

Proposed Software Solution 500 451.17 387.00

Technical Services. Proiect Manaoemcnt 200 102.17 155.83

Vendor Comoanv 50 47.17 38.33

Staffino Qualifications 50 46.83 36.83

Solution Cost 200 126.00 200.00

TOTAL 1000 853.34 817.99



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr^ Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Deob Goulet

Commissioner

Sq>tcmbcr 11,2017

Frank Edelblut, Commissioner
Department of Education
State of New Hampshire
101 Pleasant Street

Concord, NH 03301

Dear Commissioner Edelblut:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with LiteracyPro Systems, Inc., of Boulder,
Colorado VA as described below and referenced as DoIT No. 2017-047.

This is a request to enter into a contract to procure a commcrcial-ofF-ihe-shelf, vendor
hosted, web-based adult education data system, which will collect data and produce
reports to meet federal and state adult education requirements. This system will also
allow the Department of Education to monitor the adult education program and
performance, and maintain compliance with federal reporting requirements.

The funding amount is not to exceed $207,335.00, and the contract shall become
effective upon Governor and Council approval through June 30, 2019.

A copy of this letter should accompany the Department of Education's submission to the
Governor and Executive Council for approval.

Sincere

Denis Goulet

DG/kaf

DoIT WO 17-047

cc: Chris Hcnsel, IT Manager, DoIT

'Innovative Technologies Today for New Hampshire's Tomorrow'



FORM NUMBER P-37 (version 5/8/15)

police: This aycement and all of its attachmcnis shall become public upon submission lo Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing.the contract.

AGREEMENT

The Sute of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. i State Agen^ Name
NH Department of Education
Bureau of Adult Education

1.2 State Agency Address
21 South Fruit Street, Suite 20
Concord, NH 03301

1.3 Contractor Name

UieracyPro System, Inc.

1.4 Contractor Address

2355 Canyon Blvd. Suite 204
Boulder. CO 80302

I.S Contractor Phone

Number

303-440^906

1.6 Account Number

06-56-565010-2535-602-

500932

1.7 Completion Date

June 30, 2019

1.8 Price Limitation

$207,335

1.9 Contracting Officer for Stale Agency
Arthur Ellison, Adminisirstor

I.IO Suie Agency Telephone Number
603-271-6699

l.ll Contractor Signature ^\ / 1.12 Name and Title of Contractor Signatory
David Miller. CEO

1.13 Acaftowledgement: Stale of . County of

On y J - / ~7 , before the undersigned officer, personally appeared the person Identified in bloek 1.12, or satisfactorily
proven to be the person vdtose name is signed in block 1. 11. and this document in the capacity
indicated in block 1.12. J MRUTATUM
1.13.1 Signature of Notary Public or Justice of the Peace

iSeal)

NOTAHYPUBUC
STATE OF COLORADO

NQTARytO: 1007A0(1()84|
1.13.2 Name and Title of Notary or Justice of the Peace [MY COMMISSION EXP/RFS.ir.»c ,3^
I.I^Suu Agency Signature

■ ̂  IM- Datc:^- /?' n

1.15 Nome and Title of State Agency Signatory

edoMi/r rnffuutuimiri of
1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: • Director, On;

1.17 Approval by the Anomey General (Form. Substance and Execution) (if applicable)

By:

1.18 ApprovW^yiKc Governor and Executivr^ouncil (ifapf^icabte)

By; On:

Page I of4



2. employment OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Siaie of New Hampshire, acting
through the agency identified in block I.I ("Stale"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(••Services").

J. effective DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
conuary, and subject to the approval of the Governor and
Executive Council of the Sutc of New Hampshire, if
applicable, this AgrccnKnt, and ail obligations of the parties
hcreunder. shall become effective on the dale the Governor
and Executive Council approve this Agrcetncnt as indicated in
block 1.18. unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date*^.
3.2 If the Contractor corrtmences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effcciive Dale shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liabiiiry to the
Contractor, including without limitation, any obligation to pay
ihc'Contracior for any costs incurred or Services performed.
Contrwtor must complete all Services by the Completion Date
specified in block 1.7.

4. conditional NATURX OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hercundcr, including,
without limitation, the continuance of payments hcreunder. arc
contingent upon the availability and continued appropriation
of funds, and in no event shall the Stale be liable for any
payments hercunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the Sute shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the ComrKtor notice of such termination. The Slate
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account arc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
payment.

5.1 The contract price, method of payment, and terms of
payment arc identified and more particularly described In
EXHIBIT B whk-h is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for ell
expenses, of whatever nature irtcurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under (his Agreement
those liquidated amounts required or permiilcd by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwiihsianding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the toul of all payments authoriud, or acrually
made hcreunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conrKction with the performance of the Services, the
Contractor shall comply with ail sutuies. laws, regulaitons,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the rcquircmcnilo utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicale with, receive infonnatton from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex.
hartdicap, sexual orientation, or national origin and will take
afTirmativc action to prevent such discrimination.
6.3 I f this Agreement is funded in any pan by monies of the
United Suies, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of (he United States Department of Labor (41
C.F.R. Part 60). and with any rules, regulations and guidelines
as the Sute of New Hampshire or the United Suies issue to
implement these regulations. The Contractor further agrees to
permit the Sutc or United States access to any of the
Contractor's books, records and accounts for the purpose of
Bsceruining compliance with all rales, regulations and orders,
and the covenants, terms and conditions of this Agreement

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
taws.

7.2 Unless otherwise authorized in writing, during the term of
ihis Agreement, and for a period of six (6) months afUr the
Completion Date in block 1.7. the Contractor shall ooi hire,
and siull not permit any subconiracior or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or ofTicial, who is materially involved in the
procurement, administration or performance of this

or4
Contractor Initials

Date /V



Agrccmcni. This provision shall survive termination of this
Agreement.
7.3 The Contracting Officer specified in block 1.9. or his or
her successor, shall be the State's represcnuiive. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting OfTicer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hcreunder
(••Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required heretinder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be rentedied within, in the
absence of i greater or lesser specification of lime, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made unda this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONnOENTlAljrV/
PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
infonnation and things developed or obtained during the
performance oC or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
flics, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic rcprcsenuiions, computer programs, computer
printouts, notes, leiiers, inemoranda, papers, and documents,
ail whether finished or unfinished.

9.2 Ail data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Conrideniiality of dau shall be governed by N.H. RSA
chapter 91 -A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. termination. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (IS) days after the date of
termination, a repon ('Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Repon shall be identical to those of any Final Repon
described in the attached EXHIBIT A.

M. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
en employee ofthe Sute. Neither thc.Contractbr noranyofiis
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' cotttpensauon
or other emoluments provided by the State to its employees.

12. assignment/delegation/subcontracts.
The Contractor shall not assign, or otherwise transfer any
interest In this Agreement without the prior wrincn notice and
consent of the Sute. None of (he Services shall be

subcontracted by the Contractor without the prior written
notice and consent ofthe State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the Sute, its officers and
employees, from and against any and all losses suff'ercd by the
Sute, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of.
based or resulting from, arising out of (or which may be
claimed to arise oui oO the acts or omissions of the
Contractor. Noiwithsunding the foregoing, nothing herein
conuined shall be deemed lo constitute a waiver of the

sovereign immunity of the Sute, which immunity is hereby
reserved to (he Sute. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obuin and
maintain in force, and shall require any subcontractor or
assignee (0 obuin and maintain in force, the following
insurance:

14. I.I comprehensive general liability insurance against all
claims ofbodiiy injury, death or property damage, in amounts
of not less than SI,0(X),(XX)pcr occurrence and S2.000.(XX)
aggregate; and
14.1.2 special cause of loss coverage forin covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
Sute of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the Sute of New
Hampshire.
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14.3 TKc CofMractor shill ftimish lo ihc Coniracling Officer
ideniificd in block 1.9, or Wa or her successor, a certificate(s)
of insurance for all insurance required under ihis Agrccmeni.
Contracior shall also furnish to the Contraciing Omcer
ideniiflcd in block 1.9, or his or her successor, ccrtificaiefs) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior lo the expiration
date of each of ihe insurance policies. The certificate($) of
insurance and any renewals thereof shall be attached and ore
incorporated herein by reference. Each certificaic(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer Identified in block 1.9. or his
or her successor, no less th^n thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.
15.1 By signing this agreement, the Contractor agrees,
cenifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" fVorktn' Compwalion ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A. Contractor shall
mainuin, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
.furnish the Contracting Officer identified in block 1.9. or his
or her successor, proof of Workers* Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable rcnewal(s) thereof, which shall be attached and ore
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contracior, or
any subcontractor or employee of Contractor, which might
arise under applicable Stale ofNcw Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Sute to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof uf>on any further or other Event of Default
on the pan of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
lime of mailing by ecniftcd mail, postage prepaid, in a United
States Post Office addressed lo the panics at the addresses
given in blocks 1.2 and 1.4, herein.

18. amendment. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the panics hereto and only after approval of such
amcrtdmeni, waiver or discharge by the Coveraor and
Executive Council of the Sute ofNew Hampshire unless no

such approval is required under the circumsunces pursuant to
Sute law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the bencftt of the panics and their respective
successors and assigns.' The wording used in this Agreement
is the wording chosen by the panics to express their mutual
imeni. and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The panics hereto do not intend to
benefit any third panies and this Agreement shall not be
construed to confer any such benefit

21. HEADINGS. The headings throughout the Agreement
arc for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the imcrpretaiion, construction or meaning of the
provisions of this Agreement

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
referertcc.

23. SEVERABILITV. In the event any ofihc provisions of
this Agreement are held by a court of competent jurisdiction to
be conimy to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect

24. ENTIRE AGREEMENT. This Agreement which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes ail prior
Agreements and understandings rclaliog hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult ̂ ucation Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshtre Deportment of Information Techr>ology
Contract Cover Stieet

Nome of Agency/Otvlslon;
NH Department of Education, Bureou of Adult Education
Contract Number/Nome:
BAJ|.RPP^17-047 Adult Educotlon Dote System
Contract Purpose: fo provide tbie Bureau of Adult Education on off-ttie-st^eB-
commercial data system to collect data on NH adult education students tttot
meets botts the National Reporting System and state reporting requirements.

Nome of Vendor:

UterocyPfO Systems, Inc.

Who Negotiated tt>e Contract:
Soroti loddBennett
Funding Source:
Adult Education

Is this an amendment?

No

Amount of Controct:

$207,335

Term of Controct I
9/27/2017-6/30/2019 i
Competitive Bid Process: (Explain If '^No'')
Yes

Background Information:
The Bureau of Adult Education Is currently using a state-created data system,
significant changes to federal reporting requirements under the Workforce
Innovation and Opportunities Act of 2014 and expanded stote-funded local
programming have resulted In the need for a more comprehensive ond
responsive system.

Special Concerns:
The proposed data system must be user-friendly. Intuitive and
comprehensive. Most local adult education staff is part-time and data entry
connot beoflme-lntensfvetask. ...
Amendment History (If applicable): N/A

Submitted By:
Sarah Ladd Bennett

Phone: 603-271-6701

Current Date:

September 6,20}?
' Email;

SorQh.Bennetf&doe.nh.aov

2017-047 IT P
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STATE OF NEW HAMPSHIRE
NH Department of Education
Adult Education Data System
contract 2017-047

PART 2 r INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFfNITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the Slate that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Lcncr provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The iln>eframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to
by the Suie that describes at a minimum, the specific
Acceptance process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software orthe System.

Access Control Supports the management of permissions for logging onto a
computer or network.

Afirecmeot A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and
Aoalvsis

Supports the identification and monitoring of activities within an
application or system.

Authorized User The Contractor's employees, contractors, subcontractors or other
agents who need to access the State's personal data to enable the
Contractor to perform the services required.

Certification The Vendor's written declaration with full supporting and
written Documentation (including without limitation test results
as applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

romnletion Date End dale for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure under the Contract.

Contract This Agreement between the Sutc of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement Pan 1. 2, and 3. The documentation consisting of both the
General Provisions and the Exhibits which reorcscnis the

2017-047 11
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work.

Contract Conclusion Refers to the conclusion of (he Conu^t, for any reason,
including but not limited to, the successful Contract completion,
termination for conveoiencc. or termination for default.

Contract Documents Documents that comprise this Contract (See Contract
AKreemeni, Section 1.1).

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration
of the Contract. These responsibilities shall include but not be
limited to processing Contract Documentation, obtaining
executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities.
(See Section 4: Contract Management).

Contract Price The total, not to exceed amount to be paid by the Stale to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions
Section t.8 (P-37).

Contractor .The Vendor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the
contract.

Contracted Vendor/Vendor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes
Data from a legacy system and successfully converts it to a form
that can be used by the new System.

Cure Period The thirty (30) day period following written notification of a
default within which a contracted vendor must cure the default
identified.

Custom Code Code developed by the Vendor specifically for this project for
the State of New Hampshire.

Custom Software Software developed by the Vendor specifically for this Project
for the State of New Hampshire.

Data Stale's records, files, forms. Data and other documents or
information, in cither electronic or paper form, that will be used
/converted byjhc Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized person/s that
results in the use, disclosure or thefl of a the State's unencrypted
rK>n-public data.

DBA Database Administrator

2017-047 IX-Provisions^Part 2
Contractor initials: /I
Dale: ^
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STATE OF NEW HAMPSHIRE
NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency — Software - Critical, does not allow System
to operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software • Services were inadequate
and require re-performance of the Service.

Class B Deficiency - Software - important,' docs not stop
operation and/or there is a work around and user can perform
tasks; Written Documentation - portions of information arc
missing-but not enough to make the document unintelligible;
No/i Software - Services were deficient, require reworking, but
do not require rc-pcrformance of the Service.

Class C Deficiency - Sofhvare - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use
System; Written Documentation - minimal changes required and
of minor editing nature; Non Software • Services require only
minor reworking and do not require rc-pcrformance of the
Service.

Deliverable A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department of Information-

Teeboologv (DolT)

The Department of Information Technology established under
RSA 21-R by the LcRislaturc effective September 5, 2008.

Documentation All information that describes the installation, operation, and use
of the Software, either in printed or electronic format.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as "code signine."

Effective Date The Contract and all obligations of the-parties hcrcundcr shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract.

Encryption Supports the transformation of data for security purposes.

Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to. Enhancements
produced by Change Orders.

Firm Fixed Price Contract A Firm-Fixed-Pricc Contract provides a price that is not subicci

2017-047 Part 2
Contractor ̂itials:
Date; I f^r
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STATE OF NEW HAMPSHIRE

NH Department of Education

Adult Education Data System
CONTRACT 2017-047

part 2 - INFORMATION TECHNOLOGY PROVISIONS

to increase, i.e., adjustment on the basis of the Vendor's cost-
experience in pcrforminR the Contract.

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses.

Governor and Executive Council The New Hampshire Governor and Executive Council.

Idenciflcation and

Authenricatfon

Supports obtaining information about those parties anempiing to
tog on to a system or application for security purposes and the
validation of those users.

Implementation The process for making the System fully operational for
processing the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

information Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
infonnalion systems, telecommunications, and various audio and
' video technologies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected.
Protecting the application from cross site scripting, SQL
injerlion, buffer overflow, etc.

Intrusion Detection «
1

Supports the detection of illegal entrance Into a computer
sy.stem.

Invokine Party In a dispute, the parry believing itself aggrieved.

Key Project Staff Personnel identified by the State and by the Contractor as
essential to work on the Project.

Licensee The Slate of New Hampshire

Non Exclusive Contract A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract. /

Non-Public information Data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive
and confidential by the State because it contains information that
is exempt by statute, ordinance or administrative rule from
access by the general public as public information.

Non-Software Deliverables Deliverables that arc not Software Deliverables or Written
Deliverables, e.g., meetings, help support, services, other.

Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding Slate of New Hampshire holidays.

2017-047 irpfomi
Contractor I
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

State holidays arc: New Year's Day, Martin Luther King Day,
President's Day. Memorial Day. July 4'^. Labor Day. Veterans
Day. Thanksgiving Day, the day after Thanksgiving Day. and
Chrisunas Dav. SDCcific dates will be orovided.

Notice to Proceed (NT?) The State Contract Manager's wrinen direction to the Vendor to
begin work on the Contract on a given date and time.

Ooen Data Formatt A data rormoi based on an underlying Open Starrdard.

Opeo Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R;1I.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 2I-R:10 and RSA 21-R: 13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational The System is operating and fully functional, all Data has been
loaded; (he System is available for use by the State in its daily
operations, and the State has issued an Acceptance Letter.

Order of Precedence The order In which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition in a
document that is lower in the Order of Precedence.

Personal Data Data that includes information relating to a person that Identifies
the person by rtamc arKl has any of the following personally
identifiable information (PII)" government-issued identification
numbers (e.g., Social Security, driver's license, passport);
financial account information, including account number, credit
or debit card numbers; or protected health information (PHI)
relating to a person.

Project The planned undertaking regarding the entire subject matter of
an RFP and Contract and the activities of the parties related
hereto.

Project Team The group of Slate employees and contracted Vendor's
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan on time, on budget and to the
required specifications and qualitv.

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Proiect.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance
of Contract Deliverables, invoice sign off, and review and
approval of Change Requests (CR) utilizing the Change Control

>tort22017-047 rp4^viSK)ns
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Procedures (CCP).

Project Staff State personnel assiitncd to work with the Vendor on the Project

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work.

Protected Health Information

(PHI)

Individually idcniifiabte health information transmitted by
electronic media, rrtainiained in electronic media, or transmitted
or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. I232g, records
described at 20 U.S C. 1232g(oX4XBXiv) and employment
records held by a covered entity in its role as employer.

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the
application/process.

Review The process of reviewing Deliverables for Acceptance.

Review Period The period set for review of a Deliverable. If none is specified
then the Review Period is five (S) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying data processing product
and/or Service resources according to specific terms and
conditions.

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network. '

Schedule The dates described In the Work Plan for deadlines for
performance of Services and other Project events and activities
under the Contract.

Security Incident The potentially unauthorized access by non-authorized persons
to personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State's
unencrypted personal data or non-public data within the
possession or conirol of the Contractor. A security incident may
or may not turn into a data breach.

Service Level Agreement (SLA) A signed agreement between both the State and the Contractor
that is subject io the terms and conditions in this document thai
unless otherwise agreed to includes (t) the technical service
level performance promises, (i.e. metrics for performance and
intervals for measure), (2) description of service quality. (3)
idcntificalion of rotes and responsibilities, (4) security
responsibilities and notice requirements, (5) how disputes are
discovered and addressed, and (6) any remedies for performance
failures.

2017-047 IT
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Service The work or labor to be performed by the Vendor on the Projecl
as described in the Contraci.

the Contractor The vendor and its employees, subcontractors, agents and
affiliates who arc providing the services agreed to under the
contract.

Software All custom Software and COTS Software provided by the
Vendor under the Contract.

Software-aa-a-Service (SaaS)

/

The capability provided to the Stale to use the Contractor's
applications running on a cloud inftastructure. The applications
are accessible from various client devices through a thin<licnt
interface such as a Web browser (e.g., Web-based entail) or a
program interface. The State docs not mattagc or control the
underlying cloud infrastructure including network, servers,
operating systems, storage or even individtial application
capabilities, with the possible exception of limited user-specific
application confiKuration settings.

Software Deliverables Software and EnharKcmenls

Software License Licertses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications. The off-
the-shelf Software and configured Software customized for the
State provided bv the Vendor in response to this RFP.

Specincations The written provisions that set forth the requirements which
include, without limiialion, this RFP, the Proposal, the Contract,
any performance standards. Documentation, applicable State and
federal policies, laws and regulations. State technical standards,
subsequent State-approved Deliverables, and other
Specifications and requirements described in the Contract
Documents. The Specifications arc, by this reference, made a
part of the Contraci as though completely set forth herein.

State

>

STATE is defined as:

State of New Hampshire
Department of Education
Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301
Reference to ihe term "State" shall include applicable agencies.

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a ProjccL The Statement of Work also defines a
high level view of the architecture, performance and design

2017-047 FPT'rovisions -
Coniracio^Iniilafs:
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NH Department of Education
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requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW dcfin« the results that
the Vendor remains responsible and accountable for achieving.

State's Confidential Records Slate's information regardless of its form that is not subject to
public disclosure under applicable state and federal taws and
regulations, including but not limited to RSA Chanter 91-A.

Slate Data

/

For SaaS applications means all data created or in any way
originating with the Slate, and all data that is the output of
computer processing of or other electronic manipulation of any
data that was created by or in any way originated with the State,
whether such data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July T
through June 30^ of the following calendar year.

State Identified Contact The person or persons designated in writing by the State to
receive security incident or breach notification.

State's Project Manager (PM) State's'representative with regard to Project management and
technical matters. Agency Project Managers art responsible for
review and Acceptance of specific Contract Deliverables,
invoice sign off. and Review and approval of a Change Proposal
(CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned by. the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the
Vendor.

System All SoRware, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorlaation Direction to a Vendor, which fills in details, clarifies, interprets,
or specifics technical requirements. It must bc< (1) consistent
with Statement of Work within statement of Services; (2) not
constirute a new assignment; and (3) not change the terms,
documents of specifications of the Contract Agreement.

Test Plan A plan, integrated in (he Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Projea.
It may consist of a timeline, a series of tests and test data, test
scripts and reports for the test results as well as a tracking
mechanism.

2017-047 rP1*fovisior&v Part 2
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Term Period of the Coniraci from ihe EfTcciive Dale ihrough
termination.

Transition Services Services and supped provided when Conuactor is supponing
Svstem changes.

UAT User Acceptance Test

Unit Test Developers create their own test dau and test scenarios to verify
the code they have created or changed functions properly as
defined.

User Acceptance Testing Tests done by knowledgeable business users who arc familiar
with the scope of the Project. They crcaic/devclop test cases to
confirm the System was developed according to specific user
requirements. The lest cases and scripts/scenarios should be
mapped to business requirements outlined in the user
requirements documents.

User Management Supports the administration of computer, application and
network accounts within an organization.

Vendor/Contracted Vendor The Vendor whose proposal or quote was awarded the Contract
wiih the State and who is responsible for the Services and
Deliverables of the Contract.

Verification Supports the confutation of authority to enter a computer
system, application or network.

Walk Tbrougb A sicp-by-stcp review of a Specification, usability features or
design, before it is handed off to the technical team for
development.

Work Hours Vendor personnel shall work normal business hours between
8:00 am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding Slate of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Ptan The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of tasks,
activities and events to be performed and Deliverables to be
produced under the Project as specified in Appendix C. The
Work Plan shall include a detailed description of the Schedule,
lasks/aciiviiies. Deliverables, critical events, task dependencies,
and the resources that would lead and/or participate on each task.

Written Deliverables Non-Sofhvarc written deliverable Documentation (letter, report,
manual, book, olher) provided by the Vendor cither in paper or
electronic format.

-04?1T Provisions

racW Initials:
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - information TECHNOLOGY PROVISIONS

INTRODUCTION

This Contraci is by and between the Stale of New Hampshire, acting through New Hampshire Department
Department of Education ("State"), and LitcracyPro Systems, Inc., a Colorado Corporation,
("Contractor"), having its principal place of business at 2355 Canyon Blvd., Suite 204, Boulder.
Colorado.

LitcracyPro Systems, Inc. will provide a vendor-hosted, commcrcial-ofT-ihc-shcIf data system and
associated services for use by New Hampshire adult education centers and the NH Department of
Education to collect data and produce reports to meet federal and state adult education reporting
requirements.

RECITALS

Whereas the State desires to have the Contractor provide aa vendor-hosted, commcrciai-off-lhc-shclf data
system, and associated Services for the Stale;

Whereas the Contractor wishes to provide a vendor-hosted, commcrcial-ofT-ihe-sheif data system called
LACES™ (Literacy, Adult and Community Education System).

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

I.I CONTRACT DOCUMENTS

This Contract Agreement (2017-047) is comprised of the following documents;

A. Pan I • Form P-37 General Provision
B. Part 2 • Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit 8- Prke and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services

Exhibit £• Implementation Services
Exhibit F-Testing Services '
Exhibit G- Maintenance and Support Services
Exhibit H- RequircnKots
Exhibit I- Work Plan

Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services

2017-047 IT^^visions^>^rt 2 Page 12 of 33
Contractor Inhiajs:
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STATE OF NEW HAMPSHIRE
NH Department of Education

Adult Education Data System
CONTRACT 2017-047

part 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit M- Agency RFP with Addcndums, by reference
Exhibit N-Vendor Proposal, by reference

Exhibit 0- Certificates and Attachments

U ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

ft. State of New Hampshire, Department of Education. Bureau of Adult Education
Contract Agreement 2017-047, including Parts 1,2. and 3.

b. State of New Hampshire. Department of Education. Bureau of Adult Education RFP
2017-047.

c. Vendor Proposal Response to RFP 2017-047 dated May 17,2017.

2. CONTRACT TERM

The Contract and all obligations of the parties hercunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
("Effective Date").

The Contract shall begin on the Effective Dale and extend through the date indicated in Part I.
P-37 General Provisions Block 1.7: Completion Date with the option to be extended up to two
lime for two (2) year periods,("Extended Term") at the sole option of the State, with the
applicable fees included in this contract.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3.1 CONTRACT PRICE

The Conirert Price, Part 1. P37, Block 1.8: Price Limitation, method of payment, and terms of
payment arc identified and more particularly described in Part 1, P-37 Section 5: Contract Price
and /Price Limiation/Payment, and Part 3 ̂hibil B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

2017-047 IT^njvrsJonr^ori 2 Page 13 of 33
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
CONTRACT 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, pan or
portion of an item, youp of items, or total Proposal, the Contractor shall not be responsible for
any delay, act, or omission of such other vendors, except that the Contractor shall be responsible
for any delay, act, or omission of the other vendors if such delay, aa, or omission is caused by or
due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its succcssftil
completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all
Contract authorization and administration. The Contractor's Contract Manager is:

David H. Milter

CEO

2355 Canyon Blvd.. Suite 204
Boulder, CO 80302
Tel: 303-440-6906

Enuil: dhmiller@liieracvDro.com

42 THE CONTRACTOR'S PROJECT MANAGER

4JJ Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The Slate's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's rcsun>e, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the reasonable
judgment of the State, is found unacceptable or is not performing to the State's
satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's

2017-047 IT P,^i5ion?x^Part 2 Page 14 of 33
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STATE OF NEW HAMPSHIRE

NH Department of Education
Adult Education Data System
contract 2017-047

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Pan 3 Exhibit I • Section 2: Contractor Roles
and Responsibilities. The Contractor's Project Manager must be available to
promptly respond during Normal Business Hours to inquiries from the State, and
be at the site as needed. The Contractor's Project Manager must work diligently
and use his/ her commercially reasonable efforts on the Project.

4.2J The Contractor shall not change its assignment of the Contractor's Project
Manager Nvithout providing the State written justification and obtaining the prior
written approval of the State, except in the case of the Project Manager no longer
being employed by Contractor. State approvals for replacement of the
Contractor's Project Manager shall not ^ unreasonably withheld. The
replacement Project Manager shall have comparable or greater skills than of the
Contractor's Project Manager being replaced; meet the requirements of the
Contract; and be subject to reference and background checks described above in
Part 2, Section 4.2.1: Contract Project Manager, and In Contract Agreement Part
2, Section 4.6: Reference and Background Checks, below. The Contractor shall
assign a replacement of the Contractor's Project Manager within ten (10)
business days of the depaiTurc of the prior Contractor's Project Manager, and the
Contractor shall continue during the ten (ID) business day period to provide
competent Project management Services through the assignment of a qualified
interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pursue Its remedies at law and In equity, if the Contractor fails to
assign a the Contractor Project Manager meeting the requirements and terms of
the Contract.

4.2.5 Contractor Project Manager is:
Shannon Stangis
Project Manager/Trainer
2355 Canyon Blvd., Suite 204
Boulder, CO 80302
Tel: 303-440-6906

Email; s5iangis@literacypr0.com

4J CONTRACTOR KEY PROJECT STAFF
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state of new HAMPSHIRE

NH Department of Education
Adult Education Data System
contract 2017-047

part 2 - information technology provisions

4J.1 The Contracior shall assign Key Project Staff who meet the requirements of the
Contract, and can inclement the Sof^tware Solution meeting the requirements set
forth in RFP Appendix C: System Requirements and Deliverables, Table C.3;
System Requirements and Deliverables-Vendor Response Checklist. The State may
conduct, reference and background checks on the Contractor's Key Project Staff.
The State reserves the right to require removal or reassignment of the Contractor's
Key Project Staff who are found unacceptable to'the Stale in the Slate's reasonable
opinion. Any background checks shall be performed in accordance with Part 2
Section 4.6: Background Checks.

4J.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State, except in the case of Key Project Staff no longer
being employed by Contractor. Sute approvals for replacement of the Contractor's
Key Project Staff will not be unreasonably withheld. The replacement of the
Contractor's Key Project Staff shall have comparable or greater skills than of the
Contractor's Key Project Staff being replaced; meet (he requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to reference and
background checks described in Contract Agreement- Part 2, Section 4.6:
Reference and Background Checks,

4.3J Notwithstanding any other provision of the Contract to the conirajy, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursue its remedies at law and in equity, if the Contractor fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied widi the Contractor's replacement Project staff.

4JJ.I The Conuactor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Staff:
Kev Membcris) Title

Frank Buran Director of Software
Development

Linda Wans Quality Assurance Director

Kent Kurd Senior Applications Developer

Amy Thamcn Technical Services Manager

2017-047 rr<^ovlsidh»o Part 2 Page 16 of33
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4.4 STATE contract manager

The Slate shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

Arthur Ellison

Administrator

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord. hTH 03301

Tel: 603-271-6699

Fax: 603-271-3454

Email: Anhur,£llison@doe.nh.gov

4.5 STATE PROJECT manager
The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverable;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Sarah Ladd Bennett

Education Consultant

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301
Tel: 603-271.6701

Fax: 603-271-3454

Email: Sarah.Bennett@doc.nh.gov

4.6 REFERENCE AND Background CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to I year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the Slate's
information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The State shall

911^1 /T



maintain the conftdcntlality of background screening results in accordance wiih the Contract
Agreement- Part 2, IT Provisions-Section 11; C/.re of State's Information. Confidentiality.

S. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES
The Contractor shall be solely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contraet, including but
not limited to, the terms and conditions in the Contract Agreement. . The Contractor must
submit all infonnaticn and documentation relau'ng to the Subcontractor, including terms and
conditions consistent with this Contract. The State will consider the Contractor to be wholly
responsible for the performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES
The Contractor shall provide the State with the Deliverables and Services in accordance with the
lime frames in the Work Plan for this Contract, and as more panicularly described in Contract
Exhibit A: Contract Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
acceptance

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the Stale will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Contract
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the State's receipt of the Contractor's written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shall correa the Deficiency within the
period identified in the Work Plan. If no period for the Contractor's correction of the Deliverable
is identified, the Conu^ctor shall correct the Deficiency in the Deliverable within five (5)
business days. Upon receipt of the corrected Deliverable, the State shall have five (5) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to extend the Review Period up to five (S) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of lime, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acceptance shall be performcd'as set forth in the Test Plan and
more particularly descried in Exhibit F; Testing Services.

6. SOFTWARE

The Contractor shall provide the Slate with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.
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7. SERVICES

The Coniractor shall provide ihc Services required under ihc Coniraci Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 administrative services
The Coniractor shall provide the State with the administrative Services set forth in the Contract,
and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Coniractor shall provide the State with the Implemenution Services set forth in the Contract,
and particularly described in Exhibit E: Implementation Services.

7-1 TESTING SERVICES

The Contractor shall perform testing Services for the Slate set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
The Contractor shall provide the Stale with training Services set forth in the Contract, and
particularly described In Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and
Support.

7.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks. Deliverables, major milestones, task dependencies, and
payrrtcnt Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Connect Exhibit I; fVork
Plan. The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks.
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the State, in writing, prior to final incoqporaiion into Contraa
Exhibit !: fVork Plan. The updated Contract Exhibit I: fVork Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the Slate, changes to the Contract Exhibit I: fyork Plan shall
not relieve the Contractor from liability to the State for damages resulting from the Contractor's
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failure to perform its obligations under ihe Contract, including, without limitation, performance in
accordance with the Schedule.

In the event of any delay in the Schedule, the Comracior must promptly.noiify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the State
causing Ihe problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless previously agreed in writing by the Slate, except that the Schedule shall
automatically extend on a day>to^lay basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's
execution of its major tasks takes longer than described in the Work Plan, the Schedule shall
automatically extend on a day-to^y basis.

Notwithstanding anything to the contrary, the Slate shall have the option to terminate the Contract
for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS

The Slate may make changes or revisions at any time by written Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five
(5) business days of the Contractor's receipt of a Change Order, the Contractor shall advise the State,
in detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The Stale shall attempt to respond
to the Contractor's requested Change Order within five (5) business days. The State Agency, as well
as the Department oflnfonnation Technology, must approve all Change Orders in writing. The State
shall be deemed to have rejected the Change Order if the parties are unable to reach an agreement in
writing.

All Change Order requests from the Contractor to the State, and Ihe State acceptance of the
Contractor's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the Change Ordcr(s) shall be subject to the Contract
amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the
Software, any enhancements or modifications thereto, and its associated Documentation,
shall remain with the Contractor.

In no event shall the Vendor be precluded from developing for itself, or for others,
materials thai arc competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In addition,



the Vendor shall be free to use its general knowledge, skills, experience, and any other
ideas, concepts, know-how, and techniques that are acquired or used In the course of its
performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the Stale upon demand or upon termination of this Agreement for any reason, the
Contractor shall not access State user accounts or State data, except (I) in the course of data
center operations. (2) In response to service or technical issues, (3) as required by the
express terrrts of this contract or (4) at the Stale's wrinen request.

lOJ CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for
others, materials that are competitive with, or similar to, the Deliverables. In accordance
with the provision of this Contract, the Contractor shall not distribute any products
containing or disclose any State Confidential Information. The Contractor shall be free to
use its general knowledge, skills and experience, and any ideas, concepts, know-how, and
techniques that are acquired or used in the course of its performance under this Contract,
provided that such Is not obtained as the result of the deliberate memorization of the State
Confidential Information by the Contractor employees or third party consultants engaged
by the Contractor.

Without limiting the foregoing, the parlies agree that the general knowledge referred to
herein cannot include information or records not subject to public disclosure under New
Hampshire RSA Chapter 9I-A, which includes but is not limited to the following: records
of grand juries and petit juries; records of parole and pardon boards; personal school
records of pupils; records pertaining to interoal personnel practices, financial information,
test questions, scoring keys and other examination data use to administer a licensing
examination, examination for employment, or academic examination and personnel,
medical, welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

10.4 state WEBSITE COPYRIGHT

WWW Copyrigbt and Intellectual Property Rights
All right, title and interest in the State WWW site <NH.COV, eic.>, including copyright to
all Data and information, shall remain with the State. The State shall also retain alt right,
title and interest in any user interfaces and con^uter instructions embedded within the
WWW pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

10.5 SURVIVAL

This Contract Agreement Section 10; Inlelteaual Property shiW survive the termination of
the Contract.



11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

I I.I USE OF STATE'S INFORMATION

In performing its obligaiions under ihe Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, infonrtaiion exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings fsee e.g. RSA Chapter 9[-A: 5 Exemptions). The Contractor shall not use the
Slate Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use.
disclosure, publication, and reproduction (collectively "release"), all Stale Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or Slate laws and regulations. Confidential information shall
not include information which: (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source otha than the disclosing
party," which the receiving party bclicvw is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior to, any
disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the Stale. The Contractor shall immediately notify the Slate if any request,
subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with the Stale in any effort
the State undertakes to contest the request, subpoena or other legal process, at no additional
cost to the State.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

M.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the ctmfideniialiry of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or regulations.



including bul not limited to, RSA Chapter 91-A. In the event the Sute receives a request
for the information identified by the Coniracior as confidential, the State shall notify the
Contractor and specify the date the Stale will be releasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor's information, at no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor's sole
responsibility and at the Contractor's sole expense. If the Contractor fails to obtain a court
order enjoining the disclosure, the Stale shall release the information on the date specified
in the Slate's notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 1 1, Use ofSlate's Information. Confidentiality, shzW
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the Slate's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the
confidentiality obligations in Contract Agreement-General Provisions Section II: Use of
State's Information, Conjideniialif)', as well as any infringement of intellectual property
rights, both of which shall be unlimited.

12.2 contractor
Subject to applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor's liability to the Slate shall not exceed two limes (2X) the total Contract price
set forth in Contract Agreement - P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13; Indemnification and confidentiality obligations in Contract Agrecment-Gencral
Provisions Section II: Use of State's Information, Conftdentiaiity, which shall be
unlimited.

I2J STATE'S IMMUNITY
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL

This Section 12: Limitation ofLiability sheW survive termination or Contract conclusion.



13 TERMINATION

This Section 13 shall survive the icmiination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the folJowing acts or omissions of the Contractor shall constitute an
event of default hereundcr ("Event of Default")

a. Failure to perform the Services in material compliance with the speciftcation
and schedule;
b. Failure to submit any report required hereunder; and/or
c. material breach of any other covenant, term or condition of the Contract.

I3.I.I Upon the occurrence of any Event of Default, the State may lake the following action:

a. The State shall provide the Contractor written notice of default and require it to be
remedied within, in the absence of a greater or lesser specification of time, within
thirty (30) days from the date of notice, unless otherwise indicated within by the
State ("Cure Period'*)- If 'he Contractor fails to cure the default within the Cure
Period, the State may terminate the Contract effective two (2) days after giving the
Contractor notice of lerminaUon, at its sole discretion, treat the Contract as
breached and pursue its remedies at law or in equity or both.

I3.I.2 The Vendor shall provide the Stale with written notice of default, and the Slate shall
have thirty (3D) days in which to cure such breach. If the Stale docs not cure such
breach within such lime period, Vendor may, in its discretion, terminate the Contract
effective two (2) days after giving the Vendor notice of termination, at its sole
discretion, treat the Contract as breached and pursue its remedies at law or in equity or
both.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
separately suited in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Coniraci shall be paid, in
whole or in pan, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without^ performing'unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services.

n



I3J TERMINATION FOR CONFLICT OF INTEREST

I3J.1 The Slate may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the panics hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

133.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, except in the case of termination as a result of
breach by the Slate, the State, in addition to any other rights provided in the Contract,
may require the Contractor to deliver to the State any property, including without
limitation, Software and Written Deliverables, for such part of the Contract as has
been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the Stale,
(he Contractor shall:

a. Except in the case of termination as a result of breach by (he State, the State shall
be entitled to any post-termination assistance generally made available with
respect to the services, unless a unique data retrieval arrangement has been
established as pan of the SLA.

b. Slop work under the Conirvci on the date, and to the extent specified, in the
notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subconuacis related to the work which has been terminated and

settle all outstanding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of (his
Section;

d. Take such action as (he State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and
in which the Stale has an interest;

e. During any period of service suspension, the Contractor shall not lake any action
to intentionally erase any State data.



I. In the event of termination of any services or agreement In entirery, the
Contractor shall not take any action to intentionally erase any State data for a
period of:

•  10 days after the efTcctive date of termination, if the termination is in
accordance with the contract period

•  30 days after the effective date of termination, if the termination is for
convenience

•  60 days after the effective date of termination, if the lerminaiion is for
catjse

2. After, stich period, the Contractor shall have no obligation to maintain or
provide any State data and shall thereafter, unless legally prohibited, delete
all Stale data In its systems or otherwise in its possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is owned by the State pursuant to this
Contract; and

g. The Contractor shall implement an orderly return of Stale data in a CSV or
another muttially agreeable format at a time agreed to by the parties and the
subsequent secure disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD. backup tape and paper, when requested by the State.
Data shall be permanently deleted and shall not be recoverable, according to
National Institute of Standards and Technology (NIST)-approved methods.
Certificates of destruction shall be provided to the State.

i. Provide written CcTtification to the Slate that the Contractor has surrendered to

the State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of tinae as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTIiaCTS
tS.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its'interest,

rights, or duties under the Contract without the prior written consent of the Stale. Such
consent shall not be unreasonably withheld. Any attempted transfer, assignment, delegation,
or other transfer made without the State's pHor written consent shall be null and void, and
may constitute an event of default at the sole discretion of the State.

j



15.2 The Conlracior shall remain wholly responsible for performance of ihe entire Contract even if
assignees, delegates. Subcontractors, or other vansferces C Asslgns') are used, unless
otherwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
alt obligations and liabilities under the Contract from the Effective Date. In the absence of a
written assumption of full obligations and liabilities of the Contract, any permitted
assignment, delegation, subcontract, or other transfer shall neither relieve the Conlractor of
any of its obligations under the Contract nor affect any remedies available to the State against
the Contractor that may arise from any event of default of the provisions of the contract. The
State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

I5J Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning
the Contract to the successor of all or substantially ail of the as.sets or business of the
Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change ownership,
as pcmaittcd under Section 15; Change of Ownership, the State shall have the option to
continue under the Conwact with the Contractor, its successors or assigns for the full
remaining term of the Contract; continue under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Conlractor, its successors or
assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any foimal proceedings with respect to a dispute (other than an action seeking
injunctivc relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement
in the dispute negotiation by written notice to the other party. Such notice shall be without prejudice
to the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasortable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted lime as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL UteracyPro
Systems, Inc.

STATE niMuij^TrvE

ALLOTTED

TlhfE

Primary Shannon Stangis
Project
Manager/Trainer

Sarah Bennett

State Project
Manager (PM)

S Business Days

First David Miller

CEO

Arthur Ellison

Bureau of Adult

to Business Days



Education

Administrator

Second Frank Edelblut

Commissioner

IS Business Days

The allotted time for the first level ncgoiiotions shall begin on: the date the Invoking Parly's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other party.

I? SAAS GENERAL TERMS AhfD CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the Stale entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. That information shall be used solely for conducting official Sutc business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That ell software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by
the State. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. Personal software (including but not limited to palmtop
sync software) shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE

Mail and other electronic communication messaging systems arc State of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal



Email systems" or "State-funded Email systems." the Contractor understand and agree
that use ofcmail shall follow Suie standard policy (available upon request).

17.3 INTERNET/INTRANET USE
The Inlcmci/lntranei is to be used for access to and distribution of Information in direct
support of the business of the State of New Hampshire according to Stale standard policy
(available upon request).

\

17.4 REGULATORY GOVERNMENT APPROVALS
The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Ccnificatc should note the Certificate Holder in the lower left hand bipck
including State of New Hampshire, Depanmem Name, name of the individual responsible
for the funding of the contracts and hisfher address.

17.6 EXHIBITS

The Exhibits referred to, in and attached to the Contract art incorporated by^reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION
Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack Counry Superior Court.

17.8 survival

The terms, conditions and wajranlics contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive. Including, but not limited to. the terms of the Exhibit E Section
3: Records Retention and Access Requirements. Exhibit E Section 4: Accounting
Requirements, and General Provisions-Section II; Use of State's (nformalion,
Confidentiality and General Provisions- Section 10: Termination which shall all survive
the termination of the Contract.

17.9 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without fault or
negligence of such party. Such events shall irKlude, but not be limited to. acts of God,
strikes, lock outs, riots, and acts of War. epidemics, acts of Government, fire, power
failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event ̂ of the foregoing, Force Majeurc events shall not Include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

17.10 NOTICES
Any notice by a party hereto to the other party shall be decrrted to have been duly
delivered or given at the lime of mailing by certified mall, postage prepaid, in a United
States Post Ofnce addressed to the parties at the following addresses.

A/



LITERACYPRO SYSTEMS. INC. SARAH BENNETT:
DAVID MILLER STATE OF NEW HAMPSHIRE

2355 CANYON BLVD. SUITE 204 BUREAU OF ADULT EDUCATION
BOULDER. CO 80302 21 S. FRUIT STREET. SUITE 20
TEL: (303) 440-6906 CONCORD. NH 03301
E-MAIL: DHM1LLER@LITERACYPR0.COM TEL: (603) 271-6701

!7.n DATA PROTECTION

protection o( personal privacy and data shall be an integral part of the business activities
of the Contractor to ensure there is no inappropnate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the confidentialicy.
integrity and availability of Stale information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of personal data and non-public data. Such security measures
shall be in accordance with recognized industry practice and not less stringent than
the measures (he Contractor applies to its own personal data and non-public data of
similar kind.

b. All data obtained by the Contractor in the performance of this contract shall become
and all personal data shall be encrypted at rest and in transit with controlled access.
Unless otherwise stipulated, the (Tontracior is responsible for encryption of the
personal data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest
and in transit. The State shall identify data it deems as non-public data to the
Contractor. The level of protection and encryption for all non-public data shall be
identified and made a part of this contract.

d. At no lime shall any data or processes — that either belong to or are intended for the
use of the Sute or its ofTlccrs, agents or employees — be copied, disclosed or
retained by the (he Contractor or any party related to the Coniractor for subsequent
use in any transaction that docs not include the Stale.

e. The Contractor shall not use any information collected in connection with the
service issued from this proposal for any purpose other than fulfilling the service.

17.12. DATA LOCATION (
The Contractor shall provide its services to the State and its end users solely from data
centers in the U.S. Storage of State data at rest shall be located solely in data centers in the
U.S. the Contractor shall not allow its personnel or contractors to store State data on
portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Coniractor shall permit its personnel and contractors to
access Slate data remotely only as required to provide technical support. The Contractor
may provide technical user support on a 24/7 basis using a Follow the Sun model, unless
otherwise prohibited in this contract.



17.13. SECURITY INCIDENT OR DATA BREACH NOTinCATION
The ComrocioT shall inform ihc Stale of any security incideni or data breach in accordance
with NH RSA 359-C:20.

a. Incident Response: the Contractor may need to comntunicale with outside parties
regarding a security incident, which may include contacting law^ enforcement,
fielding media inquiries and seeking external expertise as mumally agreed upon,
defined by law or contained in the contract. Discussing security incidents with the
Slate should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, defined by law or
contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a scciuity
incident to the appropriate State identified contan immediately as defined in the
SLA.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed dau breach that affects the security of any Stale content that is subject to
applicable data breach notification law, the Contractor shall (I) promptly notify the
appropriate State identified contact within 24 hours or sooner, unless shorter time is
required by applicable law, and (2) take commercially reasonable measures to
address the data breach in a timely manner.

17.14. BREACH RESPONSIBILITIES

This section only applies when a data breach occurs with respect to personal data within the
possession or control of the Contractor.

0. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security
incideni.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
Slate identified contact within 24 hours or sooner by telephone, unless shorter time is
required by applicable law. if it confirms that there is, or reasonably believes that
there has been a data breach, the Contractor shall (I) cooperate with the Stale as
reasonably requested by the State to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and (3) document
responsive actions taken related to the data breach, including any post-incident
review of events and actions taken to make changes in business practices In providing
the services, if necessary.

c. Unless otherwise stipulated, if a data breach is a direct result of the Contractor's
breach of its contract obligation to encrypt personal data or otherwise prevent its
release, the Contractor shall bear the costs associated with:

(])The investigation and resolution of the data breach;
(2) Notifications to individuals, regulators or others required by Stale law;
(3) A credit monitoring service required by Stale (or federal) law;



(4) A website or a toll-free number and call center for affecied individuals
required by State law all not to exceed the average per record per person
cost calculated for data biraches in the United States (currently $201 per
record/person) In the most recent Cost of Data Breach Study; Global
Analysis published by the Ponemon Institute!? at the time of the data
breach; and

(5) Complete all corrective/actions as reasonably determined by the Contractor
based on root cause; all [(1) through (5)] subject to this Contract's limitation
of liability.

17.15. NOTIFICATION OF LEGAL REQUESTS

The Contraaor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert tesiirrwnies related to the State's data under this
contract, or which in any way might reasonably require access to the data of the Slate, the
Contractor shall not respond to subpoenas, service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from
providing such notice.

17.16. ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the Sute. Repons shall include latency statistics, user access, user access IP
address, user access history and security logs for all Stale files related to this contract.

n.!7. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State
may perform this audit or contract vrith a third party at its discretion and at the Suie's
expense.

17.18. DATA CENTER AUDIT f

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request, the Contractor
may remove Its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit report or approved equivalent sets the minimum level of a third-
party audit.

17.19. advance notice

The Contractor shall give advance notice (to be determined at the contract time and
included in the SLA) to the Slate of any upgrades (e.g., major upgrades, minor upgrades,
system changes) that may impact service availability and performance. A major upgrade Is
a replacement of hardware, sofhvare or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually Includes a new
version number.

17.20. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained between
the Slate and the Contractor. For example: virus checking and port sniffing —"the State and
the Contractor shall understand each other's roles and responsibilities.

a (l~



17.21. NON-DISCLOSURE AND SEPARATION OF DUTIES
The Contractor shall enforce separation ofjob duties, require commercialty reasonable non
disclosure agreements, and limit sufT knowledge of State data to that which is absolutely
necessary to perform job duties.

17.22. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23. RESPONSIBILITIES AND UPTIME GUARANTEE
The Contractor shall be responsible for the acquisition and operation of all hardware,
software and network suppon related to the services being provided. The technical and
professiortal activities required, for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. Contactor shall endeavor to make
the system available 24/7/365 (with agreed-upon maintenance downtime), and provide
service to customers as defined in the SLA.

17.24. RIGHT TO REMOVE INDIVIDUALS
The State shall have the right at any time to require that the Contractor remove from
interaction with Slate any the Contractor representative who the State believes for good
cause is detrimental to its working relationship with the Contractor. The State shall provide
the Contractor with notice of its determination, and the reasons It requests the removal. If
the State signifies that a potential security violation exists with res|>ect to the request, the
Contractor shall immediately remove such individual, the Contractor shall not assign the
person to any aspect of the contract or future work orders without the Stale's consent.

/



STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
CONTRACT 2017-047

PART 3-EXHIBIT A

CONTRACT DELIVERABLES

a. Problem Statement The NH Department of Education, Bureau of Adult Education is in need of a software
system and associated services to collect data and produce reports to meet federal and slate adult education
requirements.

b. Coals -

•  To procure a vendor-hosted, web-based data system that Is user friendly.
• To implement the new system for the 2017-2018 program year.
•  To reduce the amount of time required to complete data entry at the local level and required reporting

at the state level.

•  To increase the user's ability to organize data for analysis and program improvement.

c. Project Overview

The general scope of the project is to provide a vendor-hosted, web-based data system and its associated
services to collect data and produce reports to meet federal and state adult education requirements.

d. Statement of Work

LiicracyPro Systems, Inc. will provide the LACES (Literacy, Adult and Community Education System), a
student accountability system, for use in NH adult education centers and at the State of New Hampshire.
Department of Education, Bureau of Adult Education office.

LiicracyPro Systems, Inc. will ensure that the data system meets all requirements, policies and security
procedures outlined in this contract as well as those specified by the National Reporting System (NRS) and
the US Department of Education. Office of Career, Technical and Adult Education (OCTAE). li will be the
responsibility of LitcracyPro System, Inc. to maintain compliance with all federal rules and regulations.

The system will provide intake, testing and placement, enrollment, attendance, achievement, separation and
reporting services. UteracyPro Systems, Irtc. will provide training for local adult education staff and state
administrative siafT.

e. General Projecl Assumptions

I. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks.
Change Requests, Requirements. Decision Sheets, and other documents used in the management and
tracking of the project. The Stale of New Hampshire and the Contractor's Project Managers will
review these tools and templates and determine which ones will be used for the project. Training on
these tools and templates will be conducted at the start of each phase in which they will be used.

State of NH Contract 20XX-XXX

Exhibit A -/Contmci Deliverables - Pan 3
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state of new HAMPSHIRE
Department of Education

NH Adult Education Data System

CONTRACT 2017-047

PART 3 - EXHIBIT A

contract DELIVERABLES

2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the
State.

3. The Contractor shall ensure that appropriate levels of security arc implemented and maintained in
. order to protect the integrity and reliability of the Stale's Information Technology resources,

information, and services. Security requirements arc defined in Appcrtdix C-2 of the Request for
Proposal. The Contractor shall provide the State resources, information, and Services on an ongoing
basis, with the appropriate infrastructure and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of Stale networks. Systems and Dau.

4. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to rcjea any and all Deliverables in the event the
State delects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any extensions
thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Activity, Deliverable or Milestone Deliverable Type Delivery Date

PLANNING AND PROJECT MANAGEMENT

Conduct Project Xickoff Meeting Non-Software 9/27/2017

Status Meetings Non-Software Twice monthly

Work Plan Wrincn 9/27/2017

Goals and Objectives Document Written 9/27-9/29/2017

Conduct Research and Requirements
Validation

Non-Software 9/27-I0G/2OI7

Requirements Analysis Rcpon Written 10/3/2017

Risk and Issue Management Plan Written 10/3/2017

Deploymcni Plan Written 10/3/2017

End User Support Plan Written 10/3/2017

Detailed Testing Plan and Testing Results Written lOG- 10/16/2017

Slate of NH Conuact 20XX-XXX

Exhibit A -t Contract Deliverables - Pan 3
Date:

Contractor'
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STATE OF NEW HAMPSHIRE

Department of Education

NH Adult Education Data System

CONTRACT 2017-047

PART 3-EXHIBIT A

CONTRACT deliverables

Database Architecture and Data Dictionary Written 10/16/2017

DOCUMENTATION

Documentation of Operational Procedures Written 10/16/2017

Systems Administration Documentation Written 10/2/2017- 10/16/2017

User Documentation Written 10/2 - 1000/2017

^  TRAINING

Comprehensive Training Plan Materials Written .  9/27-10/30/2017

Knowledge Transfer Plan Written I0/30O0I?

Conduct Training Non-software Two sets - Fail & Spring

DEPLOYMENT

Configuration Phase Non-software 9/28-10/30/2017

Software Object and Source Code Development Software 9/28-I0/30O0I7

Software Configured to Satisfy State
Requirements

Software 9/28- 10/300017

Functioning In-bound and Outbound Interfaces Software 9/28-1000/2017

Tools for backup and recovery of all
applications and Data

Software 9/28- 10/30/2017

Conduct Unit and Regression Testing Software 9/28 - 1000/2017

Conduct Integration Testing Software 9/28-10/30/2017

Acceptance Testing Software IOOOOOI7

Implementation Cutover to New Software Software 10/31/2017

WARRANTY

120 day Warranty Written lOO 0/2017

SUPPORT

Service Level Agreements (List) Written 10/300017

Year 1 Application Support and
Maintenance

Non-software 10/31/17-6/30/18
1

Stale of NH Contract 20XX.XXX
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data Systeiti
CONTRACT 2017-047

PART 3-EXHIBIT A

CONTRACT deliverables

Year 2 Application Support and Maintenance Non-sort\varc 7/1/18-6/3(VI9

Year 3 Application Support and Maintenance
(upon extension approval)

Non-soflware 7/1/19-6/30/20

Year 4 Application Suppon and Maintenance
(upon extension approval)

Non-software 7/1/20-6/30/21

Year 5 Application Suppon and Maintenance
(upon extension approval)

Non-software 7/1/21-6/30/22
\

Year 6 Application Suppon and Maintertance
(upon extension approval)

Non-software 7/1/22-6/30/23

1

State ofNH Contract 20XX-XXX
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STATE OF NEW HAMPSHIRE

Department of EducaHon
NH Adult Education Data System.

CONTRACT 20I7-O47

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

I. payment SCHEDULE

1.1 Firm Fixed Price

This is & Firm Fixed Price (FFP) Contract for the period between the EfTcctivc Date through June
30. 2019 with the option to be extended up to two times for two (2) year periods ("Extended Temi"
at the sole option of the State, with the applicable fees indicated below. The Contractor shall be
responsible for performing its obligations in accordance with the Contract. This Contract will allow
the Contractor to invoice the Slate for the following activities, Deliverables, or milestones at fixed
pricing/rates appearing in the price and payment tables below:

Activity, Deliverable or Milestone Delivery Date Price

PLANNING AND PROJECT MANAGEMENT

Conduct Project Kidcoff Meeting 9/27/2017 Included

Status Meetings Twice monthly Included

Work Plan 9/27/2017 Included

Coals and Objectives Document 9/27-9/29/2017 Included

Conduct Research and Requirements
Validation

9/27- 10/4/2017 Included

Requirements Analysis Report 10/4/2017 Included

Risk and Issue Management Plan 10/4/2017 Included

Deployment Plan 10/4/2017 Included

End User Support Plan 10/11/2017 Included

Detailed Testing Plan and Testing Results 10/4-10/16/2017 Included

Database Architecture and Data Dictionary 10/16/2017 Included

DOCUMENTATION

Documentation of Operaiicnal Procedures 10/16/2017 Included

Systems Administration Documentation 10/2/2017- 10/16/2017 Included

User Documentation 10/2- 10/30/2017 Included

TRAINING

Comprehensive Training Plan Materials 9/27-10/30/2017 Included

Slate of NH Contract 2017-047
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state of new HAMPSHIRE
Department of Education

NH Adult Education Data System
contract 2017-047

part3-EXHIBITB

PRICE AND PAYMENT SCHEDULE

Knowledge Transfer Plan 10/16/2017 Included

Conduct Training Two sets - Fall 17 & Spring
18

513,975

DEPLOYMENT

Configuraiion Phase 9/28- 10/30/2017 Included

SoOwarc Object and Source Code

OeveloDment
9/28- 10/30/2017 Included

Software Configured to Satisfy Slate
Requirements

9/28- 10/30/2017 Included

Functioning In-bound and Outbound
Interfaces

9/28-10/30/2017 Included

Toots for baclcup and recovery of all
applications and Data

9/28- 10/30/2017 Included

Conduct Unit and Regression Testing 9/28-10/30/2017 Included

Conduct lotegraiion Testing 9/28- 10/30/2017 Included

Acceptance Testing 10/30/2017 Included

Implementation Cutovcr to New Software 10/31/2017 Included

warranty

120 day Warranty 10/30/201? Included

SUPPORT

Service Level Agreements (List) 10/30/2017 Included

Year 1 Application Suppon and
Maintenance

10/31/17-6/30/18 $98,232

Year 2 Application Support and Maintenance 7/1/18-6/30/19 $95,128

Year 3 Application Support and Maintenance
(upon extension approval)

7/1/19-6/30/20 $97,231

Year 4 Application Support and Maintenance
(upon extension approval)

7/1/20-6/30/21 $99,397

Year 5 Application Support and Maintenance
(upon extension approval)

7/1/21 -6/30/22 $101,628

Year 6 Application Suppon and Malnicnance
(upon extension approval)

7/1/22-6/30/23 $103,925

Stale of NH Coniract 2017-047
Exhibit B -yPricc end Payment Schedule r Pan 3
Date: ^ ^
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STATE OF NEW HAMPSHIRE
Depftrfmenl of Education

NH Adult Education Data System
CONTRACT 2017-047

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

TOTAL $595,541

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required; The following format must be used to provide this information. "SPY" refers
to State Fiscal Year. The New Hampshire Sute Fiscal Year runs from July I through June 30 of the
following calendar year. Positions not ideniined in the Proposed Position Worksheet may be irtcludcd in the
Future Vendor Rates Worksheet.

Table IJr Future Vendor Rates Worksheet

Poshion Trtle SfY SFY SFY SfY SFY SFY

2018 2019 2020* 2021* 2022* 2023*

Project Manager 5lS0/hour SlSO/hour 5lS0/hour JlSO/hour SlSO/hour SlSO/hour

Senior Programmer S225/hour $22S/hour $225/hour S225/hour S225/hour 522S/houf

Q/A $160/hour 5160/hour $160/hour Sl60/hour Sl60/hour S160/hour

* Upon extension approval

t.4 SAAS Services Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price estimate should
reflect the most optimistic implementation date. Actual payments nf«y differ from the estimate if
project start date slips or if implementation takes longer as this will cause a shorter maintenance
period. Table should be customized to reflect the project and the cost composing the Contractor's
proposal.

Table 1.4: SAAS Services Pricing Worksheet

VENDOR HOSTED SERVISS

Ycarl Year 2 Year 3 Year 4 Years Years TOTAL

Web Site Hosting Fee S2S,000 525,000 525,000 525,000 525,000 525,000 5150,000

Technical Support and updates Included nciuded Included nciuded Included Included

Maintenance and Updates Included included Included Included included included

TOTAL
S25,000 525,000 525,000 525,000 525.000 525,000 5150,000

* Upon extension approval

2. CONTRACT PRICE

Notwlihsianding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated

State of NH Contract 2017-047
Exhibit B -yPtif? ariB Pawncnt Schedule - Pan 3
Date: T .
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
CONTRACT 2017-047

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

in the P-37 General Provisions Block 1.8 ("Price Limiuiion"). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the Slate's prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permiucd by the
Contract. Invoices must be in a format as determined by the State and contain detailed Information,
including without limiuiion: itemization of each Deliverable and identification of the Deliverable for
which payment is sought, and the AcccpUnce date triggering such payment; date of delivery and/or
installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deli\«rable. and a properly documented and undisputed invoice, the Sute will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be
backdated and shall be promptly dispatched,

Invoices shall be sent to:

. Sarah Bennett

Bureau of Adult Education

21 South Fruit Street, Suite 20
Concord, NH 03301

4. PAYMENT ADDRF-SS

All payments shall be sent to the following address:

LiteracyPro Systems, Inc.
2355 Canyon Blvd., Suite 204
Boulder, CO 80302

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or noiicc from the State.

6. CREDITS

The Stale may apply credits due to the State arising out of this Contract, against the Contractor's
invoices with appropriate information attached.

7. PROJECT HOLDBACK . , . r
The State shall withhold ten percent (lOVo) of the first year annual fee for a period of 60 days after first
productive use of the System.

State of NH Contract 2017-047

Exhibit B -yPricefand.Payment Schedule - Part 3
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STATE OF NEW HAMPSHIRE

' Departmept of Education
NH Adult Education Data System
CONTRACT 2017-047 - PART 3

EXHIBIT C

SPECIAL PROVISIONS

1. Delete Section 5.3 from the Pan I Agreement, Form P-37.

State of NH Contract 2017-047

Exhibit Cf- Social Provisions - Part 3
Dale: ,
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state of new Hampshire
Department of Education

NH Adult Education Data System

CONTRACT 2017-047 - PART 3

EXHIBIT D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume alt reasonable travel and related expenses. All labor rates will be "fully
loaded", including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the Contractor
with access to all program files, libraries, personal computer-based systems, software packages,
network systems, security systems, and hardware as required to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obligations under the Contract

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the Sute access to all State-owned documents, materials, reports, and
other work in progress relating to this Contract. Upon expiration or lerminalion of the Contract with
the State, the Contractor shall turn over at! State-owned documents, material, reports, and work in
progress relating to this RFP to the State at no additional cost to the State. Documents must be
provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies cotisistent with the Federal Acquisition Regulations (FAR)
Subpan 4.7 Coniracior Records Reiention.

The Contractor and Its Subcontractors shall maintain books, records, documents, and other evidence
of accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor
and its Subcontractors shall retain at! such records for three (3) years following lerminalion of the
Contract, including any extensions. Records relating to any litigation matters regarding the Cootracl
shall be kept for one (I) year following the termination of all litigation, including the termination of
all appeals or the expiration of the appeal period.

State ofNH Contract 2017-047

ExbiboJD - Administrative Services - Part 3

Date: , /
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System

contract 2017-047 - PART 3
EXHIBIT D

ADMINISTRATIVE SERVICES

Upon prior notice and subject to reasonable lime frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the Stale and federal
officials so authorized by taw, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of (he State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (I) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. The Contraaor shall include
the record retention and review requirements of this section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor's cost structure and profit factors shall be excluded from the Sute's
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract, shall be ascertainable from the
accounting system and the Contractor shall maintain'records pertaining to the Services and all other
costs and expenditures.

State of NH Contract 2017-047

Exhibit Df- Adrdinistrative Services - Part 3
Date: % I
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
contract 2017-047

PART 3-EXHIBIT E

implementation SERVICES

I. PROJECT MANAGEMENT

The Sutc believes thai effective communication and reporting arc essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the Slate, in accordance
with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Coniracior's Key Project Staff and Slate Project
leaders from both Department of Education and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the Stale and the Contractor's Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

c. Stattis Meetings: Participants will include, at the minimurh, the Contractor's Project Manager and the
Slate Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

/

c. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas arKi background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor's responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status
reporu in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor's Project Manager shall assist the State's Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the Slate. The Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1. project status related to the Work Plan;
2. Deliverable status;

3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and

Stale of NH Contract 2017-047
Exhibit E -ilmpl^eniation Services - Part 3
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System
CONTRACT 2017-047
part 3 -EXHIBIT E

implementation services

6. Issues and concerns requiring resolution.
7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and prcscnialtons relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

2. implementation STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan;

The Contractor and the SUtc shall adopt a change management approach to identify and plan
key strategics and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan which
will be customized to address the State's specific requirements. Decisions regarding format,
content, style, and presentation shall be made early on in the process, by the State providing
sufficient time for development of material as functionality is defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project suff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and report status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning pcri^ Project task and
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches. Project standards and procedures finalized, and team training
initiated Timing will be structured to recognize inlcrdcpcndencics between applications and
structure a cost effective and timely execution. Processes will be documented, iraming
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2 J Change Management and Training
The Contractor's change management and training services shall be focused on developing
change management and training strategics and plans. Us approach relics on Slate resources
for the execution of the change management and end user training.

Slate of NH Contract 2017-047
Exhibit E11mpWmcniaiion Services - Part 3
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state of new HAMPSHIRE
Department of Education

NH Adult Education Data System
contract 2017-047
PART 3-EXHIBIT F

TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation ihroughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalitcd Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implcmentalion(s)). This shall include
planning, test scenario and script devclopmcni. Data and System preparation for testing, and execution of
Unit Tests, System lnteg;r8tion Tests, Conv^sion Tests, Installation tests. Regression tests. Performance
Tuning and Stress tests, Security Review and tests, and support of the Stale during User Acceptance Test
and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and Iracldng of all errors and problems idcniificd during test execution. The
Contractor shall also correct Deftciencies and support required re-testing.

1.1 Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided. State approved. Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traccability matrix, test variants,
test scenarios, test cases, test scripts, test Data, test phases, unit tests, expected results, and a tracking
method for reporting actual versus expected results as well as all errors and problems identified
during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, Slate testing will commence upon the Contractor's Project Manager's Certification, in
writing, that the Contractor's own staff has successfully executed all prerequisite Contractor's testing,
along with reporting the aaual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
scripts, test data, and expected results.

The Stale will commence its testing within three (3) business days of receiving Certification from the
Contractor that the State's personnel have been trained and the System is- installed, configured,
complete, and ready for State testing. The testing will be conducted by the State in an environment
independent from the Contractor's development environment. The Contractor must assist the State

State of NH Contract 2017-047
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Doto System
CONTRACT 2017-047

part 3-EXHIBIT F

TESTING SERVICES

with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of DAT Acceptattce by the Stale.

The Contractor must demonstrate that their testing methodology can be integrated with the State
standard methodology.

1.2 System Integration Testing (if applicable)

The new System is tested in integration with other application systems (legacy and service providers)
in a production-like environment. System Integration Testing validates the integration between the
individual unit application modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System Integration Test is pcrfwmcd in
a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to confirm that the
Application integrates with any interfaces. The test emphasizes end-lo-cnd business processes, and
the flow of information across applications. It includes all key business processes and interfaces
being Implemented, confirms data transfers with external parties, and includes the transmission or
printing of all electronic and paper documents.

■i.
i

3$:

; .li:«'•
liiK

S■■"li

Systems Integration Testing validates the integration between the target
application m^ules and other.systems, and verifies that the new System
meets defined interface requirements and supports execution of buslne^

• processes. This test emphasizes cnd-to-cnd business processes and the flow
of information across the applicaiion. It includes all key business processes
and interfaces being implemented, confirms data transfers with external
parties, and includes the transmission or printing of all electronic and paper
documents.

• Take the lead in developing the Systems Integration Test Specifications.
• Work jointly with the State to develop and load the data profiles to

support the test Specifications.
• Work jointly with the Suie to validate components of the test scripts.
• Work jointly with the Contractor to develop the Systems Integration

Test Specifications.
• Work jointly with the Contractor to develop and load the data profiles to

support the test Specifications.
• Work jointly with the Contractor to validate components of the test

scripts, modifications, fixes and other System interactions with the
Contractor supplied Software Solution.

• The Integration-Tested System indicates that all interfaces between the j

Stale of NH Contract 2017-047
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TESTING SERVICES

application and the legacy and third-party systems, interfaces, and
■  ■■'•i applications are functioning properly^

1.3 Installation Testing
tn Installation Testing the application components arc installed in die System Test environment to test
the installation routines and arc refined for the eventual production environment. This activity serves
as a dry run of the installation steps in preparation for configuring the production system.

1.4 User Acceptance Testing (UAT)
UAT begins upon completion of the SofHvarc configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State.

The User Acceptance Test (UAT) is a verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.

The results of the User Accepunce Test provide evidence that the new System meets the User
Acceptance criteria as defined In the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the Sute will issue a letter of
UAT Acceptance and the respective Warranty Period shall commence

>$R^kMisibUlttc9r:*y-v,

m
....

The System User Acceptance Tests verify System functionality against
predefined Acceptance criteria that support the successful execution of
approved processes. ■ _
• Provide the State an Acceptance Test Plan and selection of test

scripts for the Acceptance Test.
• Monitor the execution of the test scripts and assist as needed during

the User Acceptance Test activities.
• Work jointly with the State in determining the required actions for

problem rMojutiom
Approve the development of the User Acceptance Test Plan and the
set of data for use during the User Acceptance Test.
Validate the Acceptance Test environment.
Execute the lest scripts and conduct User Acceptance Test activities,
[document and summariK Acceptance Test results.
Work jointly with the Contractor in determining the required actions
for problem resolution.

Slate of NH Contract 2017-047
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PART 3 - EXHIBIT F

TESTING SERVICES

r'-'rMS » Provide Acceptance of the validated Systems.
The Deliverable for User Acceptance Tests is the User Acceptance Test
Results. These results provide evidence that the new System meets the

{ User Acceptance criteria defined in the Work Plan.

1.5 Performance Tuning and Stress Testing
The Contractor shall develop and document hardware and Software configuration and tuning of
LACES infrastructure to support the software throughout the Project

1.6 Scope
The scope of Performance Testing shall be to measure the System level tneirics critical for the
development of the applications infrastructure and operation of the applications in the production
environment.

It will include the measurement of response rates of the application for end-user transactions and
resource utilization (of various servers and network) under various load conditions. These response
rates shall become the basis for changes and rctcsting until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production environrrient and shall use a copy
of the final production database to provide the best results.

1.6.1 Test Types
Performance testing shall use rwo different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running

scripts where the output is broken down into business transactions or functions. The test is
like a single user executing a defined business transaction. During baseline testing, each
individual script is run to establish a baseline for transaction response time, throughput and
other user-based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over
a long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time and utilization is measured and recorded.

1.6.2 Toning
Tuning will be the Contractor led and occur during both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This
can be the result of making code more efficient during dcvelopmeni as well as making tuning
parameter changes to the environment.

1.7 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be

State of NH Contract 2017-047
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TESTING SERVICES

1.8

required to perform additional testing activities in response to Slate and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced
during the modification effort, both to verify that the modifications have not caused unintended
adverse effects, and to vcrilV that the modified and related fpossibly affected) System components
still meet their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will ideniifV any unintended consequences of the modification while
taking into account Schedule and economic considerations.

Security Review and Testing

IT Security Involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, at a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those parties attempting to log
onto a system or application for security purposes and the validation
of users

Access Control Supports the management of permissions for logging onto a computer
or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a computer system

Verification Supports the confirmation of authority to enter a computer system,
application or network

Digital Stgnalure Guarantees the unaltered state of a file

User Management Supports the administration of computer, application and network
accounts within an organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups of users of a
computer, application or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of activities within an
application or system

Input Validation Ensures the application is protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized access of files and/or
directories on the server.

State ofNH Contract 2017-047
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TESTING SERVICES

Tests shall focus on the lechnical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentialiry, integrity and
availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include 3 party penetration tests and application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the Department of Infonnation Technology for review and Acceptance. All Software and
hardware shall be free of malicious code (malware).

1.9 Penetration Testing
The Contractor shall provide certification that their Software and System environment has
undergone penetration testing in accordance with current rcconuncndations from a recognized
industry standards organization, such as the U.S. Department of Commerce National Institute of
Standards Technology (NlST). The State requires that the Contractor has this testing performed
annually by a qualified third-party vendor at least annually, and after every major release.

State of NH Contract 2017-047
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MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation,through the contract end date.

1.1 Contractor's Responsibility
The Contractor shall maintain the System in accordance with the Contract.

I.t.l Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and Documcnution that arc
generally ofTered to its customers, at no additional cost.

1.1.2 Standard Agreement
The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information
technology practices.

2. SYSTEM SUPPORT

2.1 The Contractor will be responsible for performing remote technical support in accordance with the
Contract Documents, including without limitation the requirements, terms, and conditions
contained herein.

22 As-part of the Software maintenance agreement, ongoing Software maintenance and support
levels, including all new Softwve releases, shall be responded to according to the following;

2.2.1. Class A Deficiencies - The Contractor shall have available to the Department on-call

telephone assistance, with issue tracking available to the E>epartment. during Department
business hours (M - F, 8:00 am - 4:30 pm) with an cmail/tclcphonc response within two
(2) hours of request, or the Contractor shall provide suppon with remote diagnostic
Services within four (4) business hours of a request;

2.2.2. Class B & C Deficiencies - The Department shall notify the Contractor of such

Deficiencies during regular business hours and the Contractor shall respond back within
two (2) hours of notification of planned corrective action.

3. SUPPORT OBLIGATIONS AND TERM

3.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to SI.I through SI.20 of the Support and Maintenance Requirements in Exhibit H

Attachment I.

State of NH Contract 2017-047
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MAINTENANCE AND SUPPORT SERVICES

The Coniractor shall maintain a record of the activities related to warranty repair or
maintenance activities performed for the Department.

For all maintenance Service calls, the Contractor shall ensure the following information will be
collected and maintained: nature of Deficiency; current .status of the Deficiency; action plans,
dates and times; expected and actual completion lime; Deficiency resolution information;
Resolved by; Identifying number i.e. work order number; and Issue identified by.

The Contractor must work with the Stale to identify and troublcshoot potentially large scale
System failures or Deficiencies by collecting the following information: mean time between
reported Deficiencies with the Software; diagnosis of the root cause of the problem; and
identification of repeal calls or repeat Software problems.

3.2 If the Contractor fails to correct a Deficiency within the allotted period of time slated above, the
Contractor shall be deemed to have committed an Event of Default, and the State shall have the
right, at its option, to pursue the remedies In Part 2 Section 13.1.1.2, as well as to return the
Contractor's product and receive a refund for all amounts paid to the Contractor, including but not
limited to, applicable license fees, within ninety (90) days of notification to the Contractor of the
Slate's rc^nd request

33 If the Contractor fails to correct a Deficiency within the allotted period of time stated above, the
Contractor shall be deemed to have committed an Event of Default, and the Slate shall have the
right, at its option, to pursue the remedies in Part 1 Section 14.

State of NH Contract 2017-047
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REQUIREMENTS

Attachment 1: Project Requirements is hereby incorporated within.
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WORK PLAN

The Coniraclor's Project Manager and the Slate Project manager shall finalize the Work Plan for
(mplennentation within five days of the Effective Date and further refine the tasks required to implement (he
Project. The elements of (be preliminary Work Plan arc documented in accordance with the Contractor's plan
to implement the System. Continued development and management of the Work Plan is a joint effort on the
part of (he Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the end
of this Exhibit.

In conjunction with the Contractor's Project Management rrtethodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a payment
Schedule required to implement (he Project. It shall also address intra-task dependencies, resource allocations
(both State and Contractor's team members), refine the Project's scope, and establish the Project's Schedule.
The Plan is documented in accordance with the Contractor's Work Plan and shall support the ongoing
management of the Project.

I. ASSUMPTIONS

1.1 General

•  The Slate shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved within this

initial period will be escalated to the State Project Manager for resolution.
»  Any activities, decisions or Issues taken on by the State that affecl the mutually agreed upon

Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

•  The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (CAAP).

L2 Project Management
•  The State shall approve the Project Management Methodology used for the Project.
•  The State shall provide the Project Team with reasonable access to the Slate personnel as needed

to complete Project tasks.
•  The Contractor assumes that an Alternate Project Manager may be appointed from time to time to

handle reasonable and ordinary absences of the Project Manager.

1.3 Project Schedule
•  Deploynnent is planned to begin on 10/2/2017 with a planned go-live date of 10/16/2017.

1.4 Reporting

State of NH Contract 2017-047
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WORK PLAN

•  The Contractor shall conduct every two weeks status meetings, and provide reports that include,
but are not limited to. minutes, action items, test results, and Documenution.

1.5 User Training
•  The Contractor's Team shall lead the development of the end-user training plan.
•  The Contractor is responsible for the delivery of initial and follow-up end-user training.
•  The Slate shall schedule and track attendance on all end-user training classes.

1.6 Performance and Security Testing
•  The Contractor's Team shall provide a performance test workshop to identify the key scenarios to

be tested, the approach and tools required, and best practices information on performance testing.
•  The State shall work with the Contractor on all testing as set forth in Contract Exhibit F - Testing

Services.

2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities

1. Contractor Team Project Executive
The Contractor Team's Project Executives shall be responsible for advising on and
monitoring the quality of the Services ihrou^out the Project life cycle. The Project
Executive shall advise the Comraaor Team Project Manager and the State's Project
leadership on the be.st practices for implementing the Contractor Software Solution within the
State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2. Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and Vhail plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

• Maintain communications with the State's Project Manager;

• Work with the State in planning and conducting a kick-off meeting;
•  Create and maintain the Work Plan;

•  Assign the Contractor Team consultants to tasks in the Implementation Project according
to the scheduled staffing requirements;

•  Define roles and responsibilities of all the Contractor Team members;
•  Provide EVERY TWO WEEKS and monthly update progress reports to the Slate Project

Manager;

•  Notify the State Project Manager of requirements for State resources In order to provide
sufficient lead time for resources to be made available;

•  Review task progress for lirrte, quality, and accuracy in order to achieve progress;

Stale of NH Conu^ct 2017-047
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•  Review requirements and scheduling changes and identify the impact on the Project in
order to identify whether the changes may require a change of scope;

•  Implement scope and Schedule changes as authorized by the State Project Manager and
with appropriate Change Control approvals as identified in the Implementation Plan,

•  Inform the State Project Manager and suff of any urgent issues if and when they arise;
•  Provide the State completed Project Deliverables and obtain sign-ofT from the Stale's

Project Manager.

• Manage handoff to the Contractor operational staff;
• Manage Transition Services as needed.

3. Contractor Team Analysis
The Contractor Team shall conduct analysis of rcquircntcnts, validate the Contractor
Team's understanding of the State business requirements by application, and perform
business requirements mapping:
•  Construct and confirm application test case scenarios;
•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured application;
•  Produce functional Specifications for extensions, conversions, and interfaces;
•  Assist the Slate in the testing of cxtcnsiorxs, conversions, and interfaces;
•  Assist the Stale in execution of ihc State's Acceptance Test;
•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval

from the Stale;

•  Assist with the correclion of configuration problems identified during system,
integration and Acceptance Testing; and

• Assist with the transition to production.

^Contractor Team Tasks
The Contractor team shall assume the following tasks:

•  Development and review of functional and technical Specification to determine that
they are at an appropriate level of detail and quality;

• Development and Documentation of conversion and interface programs In accordance
with functional and technical Specifications;

•  Development and Documentation of Installation procedures; and
•  Unit testing of conversions and interfaces developed; and
•  System Integration Testing.

B. State Roles and Responsibilities
The following Slate resources have been identified for the Project. The lime demands on the

.  individual State team members will vary depending on the phase and specific tasks of the
Implcmcnialion. The demands on the Subject Matter Experts' lime will vary based on the need
determined by the State Leads and the phase of the Implementation.

State of NH Contract 2017-047
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1. Stale Project Manager
The Stele Project Manager shall woric side-by-side with ihc Contractor Project Manager. The
role of the State Project Manager is to manage Stele resources, facilitate completion of all
tasks assigned to State staff, and communicate Project status on a regular basis. The State
Project Manager represents the Stele in all decisions on Implementation Project matters,
provides all necessary support in the conduct of the Implementation Project, and provides
necessary State resources, as defined by the Work Plan and as otherwise identified
throughout the course of the Project. The State Project Manager has the following
responsibilities:
•  Plan and conduct a kick-off ntccting with assistance from the Contractor team;
•  Assist the Contractor Project Manager in the development of a detailed Work Plan;
•  Identify and secure the State Project Team members in accordance with the Work Plan;
•  Define roles and responsibilities of all State Project Team members assigned to the

Project;

•  Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implementelion
tasks;

•  Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressed at the Project level;

•  Inform the Contractor Project Manager of any urgent issues if and when they arise; and
•  Assist the Contractor team staff to obtain requested information if and when required to

perform certain Project tasks.
•  Manage handoff to State operational stafT;
•  Manage State staff during Transition Services as needed.

2. Stole Subject Matter Expert(s)(SME)
The role of the State SME is to assist application teams with an understanding of the State's
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:
•  Be the key user and contact for their Agency or Department;
•  Attend Project Team (raining and acquire in-dep^ functional knowledge of Ihc relevant

applicalions;

•  Assist in validating and documenting user requirements, as needed;
•  Assist in mapping business requirements;
•  Assist in constructing test scripts and data;
•  Assist in System Integration, and Acceptance Testing;
•  Assist in performing conversion and integration testing and Data verification;
•  Attend Project meetings when requested; and
•  Assist in training end users in the use of the Contractor Software Solution and the

business processes the application supports.

3. State Technical Lead and Architect

State of NH Contract 2017-047
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The State's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

• Attend technical training as necessary to support the Project;
•  Assist the State and the Contractor Team Project Managers to establish the detailed

Work Plan;

• Manage the day-to-day activities of the State's technical resources assigned to the
Project;

• Work with State IT management to obtain State technical resources in accordance with
the Work Plan;

• Work in partnership with the Contractor and lead the Stale technical stafTs efforts in
documenting the technical operational procedures and processes for the Project. This is
a Contractor Deliverable and it will be expected that the Contractor will lead the overall
effort with support and assistance from the State; and

•  Represent the technical efforts of the Sute at Project meetings.

4. State Testing Administrator
The Slate's Testing Administrator will coordinate the State's testing efforts. Responsibilities
include:

•  Coordinating the development of system, integration, performance, and Acceptance
Test plans;'

•  Coordinating system, integration, performance, and Acceptance Tests;
•  Chairing test review meetings;
•  Coordinating the State's team and external third parties involvement in testing;
•  Ensuring that proposed process changes are considered by process owners;
•  Establish priorities of Deficiencies requiring resolution; and
•  Tracking DeficicrKies through resolution.

3. SOFTWARE APPLICATION

LiieracyPro Systems, Inc. is responsible for providing all software applications required to operate the
LACES system as a pan of this contract.

4. INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 4.1 ideniirics the
interfaces within the scope of this Contract and their relative assignment.

Table 4.1: In-Scope Interfaces
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inlvrfuci' CumpiuK-niN. if Hoponsibtc Docrlption

applicabii' Puny

Vaughn Cobum | Access to. LACES will be
1  through the NH DOE Single
j Sign On System

A. Interface Responsibilities

•  The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of data mappings and interfaces implemented on other Projects. The Contractor Team
shall identify the APIs the State should use in the design/and development of the interface.

•  The Contractor Team shall lead the review of functional and technical interface Specifications.
•  The Contractor Team shall assist the State with the resolution of problems and issues associated

with the development and Implementation of the interfaces.
•  The Contractor Team shall document the functional and technical Specifications for the

interfaces.

•  The Contractor Team shall create the initial Test Plan and related scripts to Unit Test the
interface. The State shall validate and accept.

»  The Contractor Team shall develop and Unit Test the interface.
•  The State and the Contractor Team shall jointly verify and validate the accuracy and

completeness of the interface.
•  The State is responsible for documenting the procedures required to run the interfaces in

production.
•  The State and the Contractor Teams shall jointly construct test scripts and create any data needed

to support testing the interfaces.
•  The State is responsible for the scheduling of interface operation in production.

APPLICATION MODIFICATION

To more fully address the State's requirements, the Contractor Team shall implement the following
application modifications. The following Table 5.1 identifies the modifications that are within the
scope of this Contract.

Table 5.1: Modifications - Contractor Developed

Reuuireiui'iit

litilledV

l Joo

rDesltmattoPfv

Cuniponviits. if
upplicuhk'

Enlianci'nivnl Di'scriptiun

I Ability to designate students who are enrolled
j Jn rcgulw high school
! Ability to designate students who arc enrolled
j  In the posisecondary transitions pro^am
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6. PREUMINARY WORK PLAN

The following Table 6.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 6.1: Hit;b Level PrelimlDary NH Project Plan

T:isk N-.iiiic l)iir;i(iiMi Sun Finish

PlarininK 1 month 9/27 10/28

Implementation 10/31

Initial TraininR 1 day Oct/Nov Oct/Nov

Follow Up Training 1 day Mar/Apr Mar/Apr

Ongoing support and maintenance Contract period 9/27/17 6/30/19
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I. LICENSE GRANT

LACES is a SaaS application and is based on a recurring pricing model. The annual software license fee
(which includes unlimited technical support in the cost of a site license) plus the arvnual hosting fee occur on
an annual basis.

State ofNH Contract 2017-047
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warranty & WARRANTY SERVICE

I. WARRANTIES

1.1 System

The Contractor warrants that the System will operate to conform to the Speciftcations,
terms, and requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate In accordance
with.the Speciflcations and Terms of the Contract.

For any breach of the above SoAware warranty, the State's remedy, and the Contractor's
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or
(c) if the Contractor cannot substantially correct a breach in a commercially

reasonable manner, the State may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

13 Non-Infringement

The Contractor warrants that it has good title to, or the rrght to allow the State to use, all
Services, and Software ("Material") provided under this Contract, and that such Services
and Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third parry.

1.4 Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

1.5 Compatibility

The Contractor warrants that all Sy.stem componcnLs. including but not limited to the
components proNndcd, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

State of NH Contract 2017-047
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1.6 Services ^ ^ n
The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards. Specifications, and terms of
the ConlracL

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect m indefinitely.

State of NH Contract 2017-047
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TRAINING SERVICES

The Contractor shall provide the following Training Services.

LiteracyPro Systems, Inc. will provide two one-day training sessions for local education
agencies and two one-day training sessions for state staff.

• Beginner Training, to be offered in the Fall of 2017, covers basic data entry and input and
an overview of searches and reports. The focus is on application access information,
navigation, input of key data fields for students, staff, classes, assessments, outcomes and
demographics, as well as printing and exporting of data and reports. Basic federal and state
requirements are discussed, primarily in relation to the population of sute and federal tables
and reports and (he NRS and WlOA requirements.

. • Intermediate/Advanced Training, to be offered in the Spring of 2018, delves further into
searches, reports, diagnostics, and data analysis. The focus is on maximizing the
availabiliry and usage of data to improve program cfTicacy through data analysis.

All training will be offered at a site at times determined by the State Project Manager in
cooperation with the Contractor Project Manager,

State of NHiConiraci 2017-047
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agency rfp with addendums, by reference

LitcracyPro Systems. Inc. RFP 2017-047 KB Adult Education Data System dated
May 17,2017 IS hereby incorporated by reference as fully set forth herein.
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VENDOR PROPOSAU BV REFERENCE

LilcracyPro Systems. Inc. Proposal to BA6-RFP 20I7-047NH Adult Edticaiion
Data System dated May 17,2017 is hereby incorporated by reference as fiilly set
forth herein.
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CERTIFICATES AND ATTACHMENTS

A. Exhibit H Requirements - Attachment I
B. Contractor's Certificate of Good Standing
C. Contractor's Certificate of Vote/Authority
D. Contractor's Certificate of insurance
E. Vendor Proposal
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Table C-2 System Requirements

BUSINESS REQUIREMENTS

•Stite'Requir^^
■ Mm'C

fS...
taoulraMW OaaotpttoA. CriddtUtv

z.r..

Bl.l I The Vendor shall provide ».
I commercially available
'• wcb-boacd otf-che-thelf
j software soluiion thai meets
; the minimuni requirements
: listed bebw.

M Yes Standard LACES is a web4>ased COTS tystcrn that mil meet
alt mandatory rtquirecnerNS in this RFP, with the
addiiiott ofspecific customixstions ihsi arc necessary
to address some of the requirements, sixh as B i .5.
whkh addresses S50.

BI.2 ; The Vendor shall ensure
: that the Solution is NRS

' compliant.

Ya Standard LACES is (he System of Record for the Workforce
Innovation and Opportunity Act (WIQA) Title II
National Reponins System (NRS) for ITSiate
Departments of Education. Labor, and Community
College systems. These states undergo regular
monitoring and audits from OCTaE to ensure their
systems arc in compliance with til federal
regulaiiora. LACES consistently mecu or e.eceeds all
cxpeciatioits in OCTaE monitoring, and LACES has
been recommended by OCTAE monitors to states
that have been found (0 be ttotxornpliaai with (heir
cuircm systems. LACES meets all WIOA/KRS data
requirements, including inuke. testing snd
placement, enrollment. Mtcndancc, achievement,
separation,'tracking periods of panieipaiion. and
rcponing.
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BI.3 The Vender ihall perform
updates le (he Soiulion 10
address new or chaafing
NRS corrqitlisnec standards
ensurini NRS compliance
is not jeopardized.

M Yes Standard Any and all chango to NRS policies, dau cellociion,
an^or NRS labla as a rtsuil of WlOA legislation or
OCTAE retjuiremctus ate included with any ceeiraci
forUCES.

BI.4 The Vendor should emire

thai the Soiulion (racks and

reports on student
performarree and outcomes
for all proframs funded by
the NH Bureau of AduU

Education.

M Yes Siindvd LPS is commiiied 10 maiiUaininf the highest
Standards ofdata integrity. Functionality within the
system • searches, edit cheeks, data entry n^lcs, and
diagnostic tools to analyze dau • all work together to
ensure (he accuracy of required suie artd federal
reports, while reducing (he admtnistratire workload
required to geitcrate ihcm.

BI.3 The Vendor shall

coordinate with the State

Technkai Lead (o obtain
specifications and
implement the interface

between the Solution and
the NHOOESSO System.

M No Custom LACES already inteirfaccs with an SSO provider for
a current clicnk LPS will need to customize our SSO

interface to work with NWs SSO. LPS shall

coordinate with the State Techrtical Lead to
configure LACES to be compliant with the
NHDOE's SSO system by (he date of deployment.
This customization will be provided at no cost.

Stale d HUCocmfX 7017-O47
- Pan 3

Date: 7 //Z^f
Cont/aArfa Iflkith '7\^

Page 2 of 90



STATE OF NEW HAMPSHIRE
Dcpsrtinsnt of Education

NH Adult Educsilon Data Systam

SAAS CONTRACT 2017-047
SAA5 EXHIBIT H
REQUIREMENTS

BI.6

,

The Vendor thsU employ
checks and balancs lo

iminiain the inieirity of the
data 10 irKludc u •

minimum: data validations,
exception reportin^t,
discrepancy checlct based
on KRS and Sute policies.

M Yes Standard LPS is cocnmilicd to mainuining (he hi^iesi
standards of data integrity. Functionality within the
system • searches, edit checks, dau entry rules, and
diagnostic tools to analyze data - all work together to
ensure (he accuracy of required state and federal
reports, while reducing the ■dminisntivc workload
required to generate them. LACES comaios
numerous data checks, begiming with rec|uiitd fields
at initial intake, to ensure that all information
necessary for state and federal repciu is sccunte ami
complete, and diagnostic reports that alert the user to
missing or tnaecuntc dau.

BI.7 i The Vcftdof fhsll provide
i minify and docomciuaion
; for the Sotmion.

M Yes Staisdard LPS will design a NH DOE/BAE-spcciftc training
plan, including relevant documentation, for the
LACES deployreem. This plan will include training
for both stale and local orotoam users.

B1.8 The Vendor shall provide
operations and/or
maintenance manuals, user
guides and other applicabic'
documentation to meet
sccttriry and other DOIT
regulations, polieica and IT
methodologies as
atnrooritie.

M Yes Standard LPS maintains a user guide and other security reined
documcntaiion which LPS shill provide upon
request.

Bi.9 The Solution must provide
adau dictionary thai
dcfina terms used in the
Solution, describes the
contents, format and
strucnvcorihe Solution

M Yes Standard LPS has and will provide a complete data diciionaiy.
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STATE OF NEW HAMPSHIRE
DepAftment of Edueotion

NH Adutt Education 0«U System
SAAS CONTRACT 2017*047

SAAS EXHtSIT H

REQUIREMENTS

1 and the rciaitoftship
j between iu clcmeiUS.
1

f

Bl.iO The Solution must provide
data cxpl oration,
dathbotrds irtd busineu

inielliKence looU for usm
at difTereni authorization
Icvcb to acceu the

flexiblity and inaight
needed to auppon protptm
irrvrovetneht aciiviliea.

M Yes Standard The LACES Dashboard features Key Performance
Indicators (KPIs) and alerts that allow pate and local
providers to easily view, via graphical represeniaiion
of (he data, performance iodicatoa known to be
cxirtmely imporunt for data health.

Bi.n The Solution muai be

compliant with FERPA and
ADA.

M Yes Standard LACES is FERPA-eompiiani and contains fields for
tracking consent to tclease student. In addition to
SSL. LACES utilizes password protection to keep
records from unauthorized usen. Role-besed security
allows visibility of information ai the field level. This
lUnciionality enables dilTcreni rolct to be cicaicd (hat
can restrict viewing infermalion within a record to
users who arc covered by releases obaincd by the
agency. LPS believes our application is ADA
compliant, but to sure. LPS has contracted with a 3rd
pany v-cndor to perform accessibility testing on the
LACES application. LPS shall remediate any
acecnibility issues found during testing of the
current application and in any future version.

B).I2 The Solution mutt be

acceasible on the iniemei

using common web
browser. At a minimum, it

M Yes Standard LaCES wwks with all major, browsers, inchtdiag
Intemct Explorer. Fircfoa. Chrome, and Safari.

State dNH

ExTibilH
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STATE OF NEW HAMPSHIRE
D«paitmtnt of Education

NH Adult Education Data Syatam
SAAS CONTRACT 2017-O47

SAAS EXHIBTTH

REQUIREMENTS

1 must be acecssibie using
IE 10.

St ̂iriii Suiit lu'it

B2.1 Tbc SoluiioQ musi provide
11 method for entering bask
informaiion about ■

individuals who enter an

adult education program. It
eonsisa of a tiitgle data
cmry screen to capture:

Sntiieni itamc. a unipue IDd
(hat is no( a Social Security
number, DOB, ethnicity,
gender, address, home
phone, mobile phone, email
address and other student

speciftc attributes defined
by KRS or (he State.
Indivithial student records

should also include country
of origin and rcfcrrii
source. As spcdficd in the
data dietlortary, and
business rules seetiorts. data

entry validation cKcelcs will
prevent ctury of erroneous
and improperly formaited
dau.

M Yes Standard LACES has a Student Intake screen that allows users

to enter basic information about students erftering
their program. .This screen includes name, system-
generated 10 number, date of birth, ethnicity, gender,
address, phone munbcr(s). and email. Siudem records
also contain fields for many ether data elements
including birthplaec. and reicrra! source. LACES
eomains numcrotisdata checks, beginning with
retired fields at initial intake, to ensure thai
informaiion entered into LaCES is properly
formatted and complete.

20t7-0«7StataolNH
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STATE OF NEW HAMPSHIRE
0«p«rtment of Education

NH Adult Education 0«t«

SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B2.2 The Solwien mu»l provide
(he following funaions:
Student Lootcup. New
Student Entry. Update
Student Entry

M Yes Standard LACES has aiudem inuke screens for enieriitg neu-
students. LACES collecb attd rcpons on a wide
range of data, inchiding demographics, ancitdancc.
assessments, and goels'achicvcmcnti, all of which
arc searchable and rcportabk at the state, local
program, class, and individual studciu level. Users
can easily search LACES to locate student data,
including demographic information. issessnKnt and
atiendaiKc history, and oukomcs. edit functionality,
and robust search and reponing functiortaliiy for
student lotAup.

-BZ3 The Soiuiioa muM provide
a method for entering
individual chtr»clerisiies
re<)uircd for NRS including,
but ixK limited to;

employmeni tiatus. higheat
degree or kvel of rchool
completed, whether
education was US-based or

non-US-based, program
type psrticipMion and
instirulional program
panicipsiion.

M

■

Ye* Standard LACES users can enter and track all NRS-requircd
data clemenu, irteiuding emptoymcni status, highest
degree or level of school complcied. whether
education is U.S.-based or non-U.S.-bascd. program

type, program type participation and institutional
program panicipaiion.

□ 2017^7NH
-PVI3
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STATE OF NEW HAMPSHIRE
[>*paftm*nt ei Education

NH Adult Education Data Syatam
SAAS CONTRACT 2017-047

SAAS EXMBJTH

REQUIREMENTS

B2.4 The Solution must provide
« mciHod for cmerint
individual chvacicrittics

required for WIOA
Siatcvridc and Local

PcrfonnatKc Reports
including, but no< limited to
displaced bemcmskcrs,
English language kinxrs
including low levels of
literacy and cultural
harriers, those exhausting
TaNF within 2 years, cx-
offcndcrs. homeless

individuab. long-term
unemployed, low-income
indivithab. migrant and
teasorial farmworkers,

individuab with

disabiliiies. single parents
artd youth in foster eatc or
aged out of the system.
These need to be associated

with a specific poiod of
panic ipaiion.

Yes Standard LaCES users can enter and nek all WIOA-requircd
dau clemems required for WIOA Statewide artd
Local Performance Reports, including all barriers to
cmployirtcni (cuhttral barriers, disabled, dispbced
homerrtakers. economic disadvantage. English
language learner, ex-offenders, exhausting TANF
within 2 years, fester care youth, homcleu. long term
unemployed. k>w liiaacy levels, migrant
farmworker, seasonal (krmworkcr. single parent or
guardian) alt associated with a spetifc period of
panicipation.

B2.S The Solution must provide
a method for counting the
number of individuals

receiving career serviees
and laining services as
defined on the WIQA

M Yes Standard Classes may be created with the prop^am 'Career
Services' or Training Services' and any student
enrol let) in that class may be counted as receiving
career and training services on the WOIA Staicw^
and Local Performance Rcpon.

2017-047SUtft of NH
U-Psil3
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STATE OF NEW HAMPSHIRE

Department of Edueetien
NH Adult Education Data Syetem
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

Statewide and Local

Performanec Report.
1

i

B2.6 The Solution mtisi provide
a method for entering,
ttpdating and tracking c»
enrollment b oibcr core

WlOA prognrrB including
dates of parucipation,
whether a release of

information is on file and a

place to enter commems.

M Yes Siaiulard LACES tracks liudcni enrollmcniAvithdrawal.
including dates of entry into/nil from programs.
This can be tracked ihivugh Snidem Enrollment
Program History and Overall Status History. The
scu^i record has a field to indicate data sharing as
well as allowing document upload. Comments may
be entered in the swdcnt record.

B2.7 [ The Solmion tmui provide
1 • method for entering end
1 updjiing adult education
1 sufTandvoluniecr
1 infonnaiion incltiding
en^loymeru uatua.

1 progranKa) of cn^loymeftt.
! job i\)nciion.
j counca/cUascs uughi.
1 ccnifiCMionahctd.
! profcuaooat development
' houn and number of years
\ of icaehing caperienee.

M Yes Siaadsrd LACES tracks staff and vdumeer bformaiion,
including employmeot status, program, job title,
class/course assignments, ccrtiricitions. professional
development hours, and number of ycaa of teaching
experience.

B2.8 1 The Solution musl allow for
1 a student to be enrolled at
1 more than one local
1 education center as well as

M Yes Standard Studcnu tracked by LACES can be enrolled in
multiple education centers antl/or multiple programs
within a specific center.

2017.047State erf N
-Part 3EiMbit

Date:

Conir

Page • o> SO



STATE OF NEW HAMPSHIRE
D«partfn«n4 of Education

NH Adult Education Data System
SAA5 CONTRACT 2017-047

SAASEXHISITH

REQUIREMENTS

in more than one program

ai cacb center.

B2.9 The Solution must provide
a method for program
dtreciora to 'ccniiy* data
on at least a quarterly basis.

M

■

Yes

•

Standard At the agency level, program directors can generate
reports for irtdividual program/agcttcy dau. or
individual siic/cbss/sttideni data. LACES provides
built-in reports at the Student, Class, and Staff
(Teacher) areas covcrtng broad domains of
assessments, aiiendince, gools. and demographic
information. Users are able to run the reports on
individual students, cbu tbta. all fual year

students, and other subseu and selections, on a
quarterly basis or by a custom date range. LaCES
also provides robust uscr-dcftncd. eustomisabic
ssarthing capabtliiics, as well as several diagnostic
searches that fixus on miuing data and chta quality.

B2.I0 The Solution should be able

to import asseumcni dau
from TABE. CASAS and

HiSET with the potential
for additional iinperu in
the future.

P Yes Standard LACES accepts asseument data via CSV impon for
CED. HiSET. TaSC. TABE. and CASAS.

B2.II The Solution should use

audit columns on prineipal
entities such as participant
information especially
contact information as a

business rule for ciit from

the program.

P Yes Standard LACES is WiOA compliant, including all business
rules pcruining to oiling the prognm.

Stale of

Exhibit
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STATE OF NEW HAMPSHIRE
Oc^rtmenl of Education

NH Adutt Education Data Syitam
SAAS CONTRACT 2017-047

SAAS EXHtBTT H

REQUIREMENTS

B2.I2 The Sohnion should

iDchide cttstomiaable fields

or coliurm in a varicfy of
tress 10 allow users to

cenfigure le handle
stale/local dau no(

otherwise included in the

Sdution.

P Yes Sundard LACES has many dropnlowa lists that cto be
custORiiacd at the State ur agency level to allow for
ixadcing ofdata elements required by BaE attd/or
importani to local progrants. LACES also provida S
additional fields in the student record the may be
used to track custom elient dau.

B3.1 The Solution must produce
MRS Tables that ean be run
for penicuUr date ranges.
Budcni demographics, type
of program, outcomes and
program location. Tables
should also provide a
method for verifying, cross-
rcfcrcncing or validaung
dau such as being able to
view the dau used to

populate the rcpoa See
NRS Reporting Tables at
hnpt/lwww.nrsweb.org/fou
nd8tions/iables.aspx

M  1 Yes Sundard LACES gcnefsio all MRS reports and populates
them with Rudenis who meet the federal
rcqdremencs for each ubie. Users can click into each
cell of the table and view the list efsrudems
populating ihat cell. Tbis format allows forcross-
refercttcing. verification, and validation of ihe table
dau.

B3.2 The Solution must produce
dau required for WiOA
Suiewide and Local

PerTormaiKe Report. See

M Yes Sundard LACES gciKTates all WIOA NRS tables. Cunently.
LACES collects dau to produce the *SDtewide artd
Local Performance Report,' and will be available in
a drill-down format by mid-July.

2017-047SlataolNH
s- Part 3
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STATE OF NEW HAMPSHIRE

Department of Educatlert
NH Adult Education Oata Syvtcm
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

WlOA Common

Performance Reporting ei:
http:/Amnr.nrswcb.or|j^ou
nd»iion<Aablei.tspx

B3.3 The Solution muat produce,
■t a minimuffl. the local end
tiaie reports as described in
Sectiort A • 1.3.4.

M Yes Standard LACES i^eneraies all hlRS reports. LACES also
cumntly Kcneraies over 200 reporu - including
student performance, assessments, hours, and EFL
gains • and can be viewed by both local usos as well
as by state users and downlMdcd in PDF aid CSV
format. LACES provida robust usa-dcAned.
customizable searching capsbilUia, as well as
several diagDOSiic searches thai focus on misstng
data attd data quality.

83.4 The Solution must provide
options for users to print
end/or export reports (o
PDF. Excel and other
standard file fortnau.
particularly ones that miitht
be used for data maichins
with stale artd/or interstate
wtKc systems. i

M Yes Standard LaCES allows reporu to be downloaded in Excel,
and PDF aitd CSV format. Data can be exporud
Trom alt top-level grids and individusi panels within
s record in CSV format. Curreni LACES clients
export data from LACES for dau matching.

83.5 The Sohuiort must provide
^liofts for suie
administration to create and
run ad hoe reports uxl/or
Queries.

M Yes Standard Search results and custom views can be exported in
CSV format, allowing for ad hoe report creation.

2017-047
to -Pert 3
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STATE OF NEW HAMPSHIRE
Dcpaftment of Education

NH Adult Education Data Syatcm
SAAS CONTRACT 2017-047

SAAS EXKtBJTH

REQUtREUENTS

B3A The Solution nuisl provide
Report Cards in

accordance witb guidance
provided by NRS at:
hltp://>"nvw.i«web.orgnT»i
DingS/2007y»20Rcport%20
Cvd/DevelepiagReporrCar
ds20074>df

M Yes Sundard LaCES already provides dashboards, gnpbic
reports, scarchea and views wbkh will produce dau
rcOecied in the 2007 NRS Annual Rcpon Card
document on the NRS website. IfNH rct)uifcatha
information be presemed per the layout in the
*Proipam Report Card' sample provided by the state,
LPS shall do so SI no charge.

B3.7 1 The Solution should
provide the ability to run
mailing labels and create
email distribution lisu by
local education center or

program for stafT and
students.

M Yea Slandatd LACES generates mailing label reports, and users
can create email distribution lists Toi any
peputatiotVpregram by using views at the lOf^lcvci
grids.

B3.8 The Solution should

provide the ability to print
transcripts.

P Yea Standard LACES generates • irmscript report ihii tray be
downloaded and primed.

.■lumiiiiabilifv (Oiiuniw R((iuin-iiitiii\
B4.I The Solution must allow for

entering, updating and
removing srudeni ouicorrtcs '
for employment, wages,
ercdeniial aoainmeni and
entry into posisccendary
edticaiion as well as any

M

1

Yes Standard LaCES users with appropriate permissions can enter,
edit, and delee snident otitcomcs for cmploymem.
wages, credential aiuinmcnt, and entry into post-
secondary edtKxtion. and my other WIOa/NRS
pcrftrrmBACe indicators.

SiatfofNH
ExMbil
Data
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data System

SAAS CONTRACT 2017«047
SAAS EXHIBIT H
REQUIREMENTS

other WlOA or NRS
pcrforrmflcc irtdicatore.

B4.2 The Solution must tliow Tot
metsunng multiple
outcomes in eich period of

M Yes Sundtrd LACES tracks all measurable skill gains rcitfcd to
NRS table 4 for each period of participation.

B4.J The Solution nwi count

performance indicatots in
•ecordance *»nth WlOA

rules, inchtdins handling
more than otk ittdicaior in a
period of participation.

M Ves Standard. LACES tracks multiple outcomes in each period of
participation and repoRs the apprt)prialc outcome on
Table 5 u per WlOA niks.

B4.4 The Solution must count

measurahle skills gain in
accordance with WlOA

rules including handling
when more than one pin
oceun during a period of

M Yes Standard laces tracks multiple measurable skill pins in
each period of pinicipaiion and reports the
appropriate pin in Table 4 per WlOA rules.

84.5 The Solution must provide
data matching without
using social sccunry
numbers with the Saiwnal
Student Ckaringbouse u

one method of verificaiion
of entry into posuecondary
education or provide tite

M Yes Standard LACES provides secondary school diploma and
posisetondary importing on cither soaal sceurky
number or the system-generated snadent 10 number.

2017-047Slate of NH gentr
.Pafl3Extibll
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data Syatam
SAAS CONTRACT 2017^7

SAAS EXHIBIT H

REQUIREMENTS

appropriate interface for (be
tutc 10 do so. i

1

B4.6

1

1
1■j
j

The Solution muti be able
10 produec reports to be

. submiited manually or
; ciecironically to stale
' WlOA partners that
1 irteludcs the inrormsiion
i required for the Suteuride
1 Periormanee Report.
1

'

M Yes , Standard LACES reports may be downloaded as PDF or CSV
format and uvcd to the local computer for
submitting elcctronieaUy or manually to state WlOA
^rtftcrs. Currently. LACES collects data to produee
the 'Statewide and Local Pcifomunce Report.* and
will be available in a drilLdown formal by mid-hily.

h'oUof t /»• ill Sun n Hfifliirfnii iily
BS.l The Solution tiusi provide

the user with the aWliry lo
manage follow up surveys
for all partieipactts
ItKludirtg reminders of
when follow up needs lo
occur and which
pcrfomuitce indicators
need to be measured end
eniered.

M Veil Standard LACES contains searches to nod smdcnis who are
eligible forcmploymeni follow-up. and an All
Followup Ouieoines grid that ean be used for
managing follownip surveys.

B5.2 Sohiiion must provide the
ability » view contact
information, outcomes
needinjj surveying as well
as being ible to enter,
update and remove the

M Yes

1

Standard The All Followup Ouicomes grid displays all
outcomes. This grid may be riliercd to dispiay
outcomes that require followup. Student contact
information may be displayed alongside each
outcome on tbc grid. To (recic method of contact,
response, and followup date for each outcome, the

Stata of NH Contraci 20t7-<M7
. ReouireAents - Pan 3ExNtiUll-

Daia:
Irm

Page 14 d SO



STATE OF NEW HAMPSHIRE
0«p*rtm«nt qI Eduotlon

NH Adull Education 0>t» Systam
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

B5.)

method of contKi. rapomc
tftd dite lor each outcome.

The Solution should

function to import a data
match riteTof follou' up
purposes in addition to the
ability to enter information
manually. The lysicm must
have a mechanism in piKC
to validate match

information and save in the

student lecords database.

Yes Standard

user may enter this information in the Coimncms
section of (he student record.

Followup outcome measures may be updated
manually in the student record or data matched. Oau
maiehing can be aeeomplished via a combination of
CSV cxpen and import. Imports for employmem
outcomes, secondary school diplones (CED. TASC.
HiSCT) and entry into Postsecondary educatioo or
training are available at the state agency level
Import records that contain invalid data aic not
processed or ssved in the student record, aitd an error
log is provided to the user.

I.'fiorui I tliiur Hfiiuin-iiii'iily

7017-047Ststaof NH
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STATE OF NEW HAMPSHIRE
0«p*itm«nt of Echiettion

NH Adult Education Data Syatam

SAAS CONTRACT 2017<047

SAAS EXHISn- H

REQUIREMENTS

B6.I The Solution must provide
fonctioas for cntcnnj^ and
updaiiny uudcnl •naubnce
hmrs. b should cortiiti of »

Krcen thai includes the

siudeal's attendance hisiory

during the current period
participation, (he ability to
select, add. update aitd
lemove attendance hours.

For each entry, the user
should be able to add the

nuRfocr of contact hours,

and a cemmetti as well as

distinguish between
distance leamtng hours and
facc-io-facc hours.

M Yo Stantfard Student attcndarKc can be entered iMo LACES by
houiJ. courso. or by lime period (day/weekhnonih).

B6.2 The Solution must include

the ability to review past
attcndarKe hours for

previous periods of
panietpation in the program
year. Only the state
administraior should have

I the ability to add. update
I and remove records from
I previous panietpation
i periods.

M No Future All attendance hours are always viewable by the user
in the student record and the total attendance hours in

a period of panietpation arc viewable on the PoP
Summary/Measurable Outcomes (rid. Ability to
add. update, or remove hours records may be
controlled by rok. however, this would apply to all
periods of panicipaiion. attd not a particular due
ran(c.

2017-047
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STATE OP NEW HAMPSHIRE
D*p*rtm«(>t of Educ*6en

NH Adult Educttlon Data Systam
SAAS CONTRACT 2017-047

SAAS EXHtBTTH

REQUIREMENTS

B6.3 {
1

1 Fields in (he Solution
t should be validated

consisteni with fonnai and
tanscs specified in (he data
dkiionary and accordin| to
(he business rules specified.

M  1

1

1
1

1
1

Standard LACES enforces consistent formats across dates,

phone numbers, social security BUmbers, »oi ether
dau types as appropriate. Range validation is also
enforced for all numeric and date fielda.

B6.4 The Solution mtisi include

course information such as

Stan and end dates, days of
(he week, hours per week.

1 iftstnietor with optional
1 fields for other iofonnstion
sueh as credit, location, etc.

M ■

I
1

Yes

1

Sundard Oass records conuin fields for entering sun and end
data, meeiing days and times, boors per week, u
location, as wd) as other fields for tracking course
and clau data. Class enrollment records contain

fields for cmering credit, grades, lET, fees, and otber
fields related to the student's enrollment in the class

or course.

B7.I The Solution must provide
the user with the ability to
manage asscssmcnu

including entering,
updating and reiiurviRg
assessmeni scores.

Assessntcni scores must

uKludc the type, comeni
area and form to ensure

NRS compliance. Only
approved NRS asscuments
are allowable.

M Yes

1

Standard LACES users with appropriaic permissions can enter,
edit, and delete assessment scores. Asscumcni dau

includes the type of assessment, content area, and
form. All NRS-approved asscssmcnu are coouined
within LACES.

SlalaolNH
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STATE OF NEW HAMPSHIRE
0*p«itm«nt of Etfucstlon

NH Adutt Education DaU Syatom

SAAS CONTRACT 2017-047
SAAS EXHIBIT H
REQUIREMENTS

B7.2 The Sotutien nmi previds
s renuodcr when a ciudeni

bu received the

tcconuncnded number of

hours of instruction for
post-icsttn|[.

M Yes Startdard

1

LACES has a dashboard akn thai ndicaies if a
student has bcco in the sysieis for |x> hours without
tsscssmcM. with the (a; variable able to be set by the
program, as well as Micators for students exceeding
the minimum rcttuircd htMrs between assesatiKnu
based on suie p^ky. and the studenu exceeding the
minimum re(|uircd hours between assessmenu based
on state policy broken down by entry EFL.

B7.) The Solution must allow for
the entry of Came]iic
ctediu for (be

establishment of an
Educational Functioning
Le\-ci in accordance with
ihcHH Data and

Assessment Policy in
AitachmcM ].

M Yes Standard Students can complcic ABE L5 by earning enough
Carnegie crcdili to move to ABE L6 according to
Slate rule, by indicating the tlatc the rctjuired number
ofcrcditswumct. Earned credits may be cmcred on
the student cnfolIrrKnt record.

B7.4 The Solution should
calculate the EFL

automatically in accordance
with the NRS Testing
Benchmariu found in the
NH Data and Asscsmcnt

Policy in Aiiachmcm 3.

M Yes Stanttard Student asscssmcni data is ■uiomaiically cross-
walked 10 that the EFU arc populated by LACES
based on the entered scaled score or CLE. reducing
the possibility of errors when entering the EFU.

17-047State Of ftH ontraci
- Pan 3equtrExhiMH-
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STATE OF NEW HAMPSHIRE
0*p*rtm«nt of Education

NH Adult Education Data Syatam

SAAS CONTRACT 2017-047
SAAS EXHIBIT H

REQUIREMENTS

B8.I The Sohuion imut be able
u> validate dau when

entered by an individual
user or imported from
another source, such as dau

cnaKhini;.

M  j
4

1
1

1

Ya Standard All LACES data, whether entered through the Ul. or
imported, goes through the same validation and
business rule procasictg.

B8.2 For Ethnicity values, the
system will allow entry
only of standard NRS
ethnicity coda.

M Yes Standard LACES limiu entry of ethnicity to federally
approved cthniciiy vahta.

88.3 For Dates of Birth, the

system will assure proper
formaiiins. reasonable
ranges and appropriate
student ages. Snidettts must
be Ibyearsofageorolder.
There must be a method of
filtering out studcnu whu
arc still enrolled irt a

regular high school venus
those only enrolled in the
adult education preeram.

M Yes Starsdard LACES validates biirhdaics to a reasonable range,
and can be configured tu enforce a minifflum age. To
indicate iha> a stodeni is still enrolled in regular high
schot^ the user may enter a value in the student field
'Current School Attending,' This field may be
displayed and used as a filter on the student grid.

81.4 1 The fomui of ecsullfTteni
data will be validated. The
date of enrollment cannot

be before the intake date.

M Y« Standard Data validation will prevent the entering nf
enrollment dales prior to iniake data.

88.$ Assessment Kora must be
within range for the test and
form administered.

M

1

Yes

1

Siartdard LACES validaia all assespnem scores according to
the NTIS Benchmarks.
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BS.6 Students must be pn<<e«cd
pnot to receiving 12
contact houre.

M No Future LaCES has a busittess rules engine that «-oold allow
creation of a bus mess ruk to eitforcc this constraioL

This ruk does not currently exist. LPS imcrprcu this
u hours greater thao 11.99 cannot be added in the
program year until the student has been pretested.
LPS shall code this ehange at no cost by the time of
deploymeni.

BH.7

'

Pest testing scores should
be II s minimum, after the

pubiisitcn' recommended
■nianbcr of hours of
ifuirwction. In the case of
an exception, the ttscr must
be able to add a comment
or choose from a list of
reasons.

M No Future LACES has a dashboard alen that iodicaies if a
student has enough hours, based on (he
manufacturer's recommended mitnbcr of houn. to be
pest tested. LACES has a business rules cngirte that
would allow creation of a business ruk to enforce the
minimum number of hours before poauest and an
exception list. LACES has the flexibility to do (his,
but this appears to be in conflict with NRS policy.
For that reason, LPS rcspeafblly recommends
against (his functionality. However, if it is a
requirement, LPS will code this modification at no
cost by (he time of deploymeni.

Bt.S Assessments and forms
must be appropriate for the
program t)-pe.

Kl Yes Standard The list of ivaibble assessments can be easily
configured to display the appropriate assessments
ai^ forms based on state assessment policy.

BS.9 The pretest and post-test
forms must be dtfrcreni.

M Yes Standard LPS has created this functionaliiy for oiha state
clients and we can easily impkmcni the business
rules for Kll BaE to ensure that assessments must
use alteimiing forms for all assessmem insiniments
based on state assessment policy.

Bi.lO Contact hours for a student
may t>oi otceed the contact
hours for the class during

M No Future LACES has a business nila engine that would allow
ereaiion.nf i business rule to enforce this constraint.
This ruk doa not cunenily exist. LPS interprets this

State oINH
ExhUt
Date:
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the same period. as a required fKld in the class record ihsl indicatu
the max number of contact hours for the class. The
total sum of all contact hours for a student in the
elass would be validated against this value. This
shall be released by September 2017.

BS.II Snidenu are separated Trora
a program 90 <bys after
their last service was

provided. The Solution
.mm provide a reminder or
trigger and a list of students
who have not received

services for 90 days.

M Ym Standard LACES has a dashboard alert thai indicate if a
student has been in the system for [x] days-withoui
hours, and a dashboard alen that indicates enrolkd
students with no hours in (x) days, by current EFL
A kft date based on the last hours due will populuc
for tiudcnl who ha\x not gotten hours within M
dsys.

B8.I2 WlOA reporting rules will
determine how studertts art

counted. Periods of
participaiion arc governed
by WIOA guidelines.

M Yes Standard laces calculates periods of participation based
strictly on WtOA/NRS rules. A period of
participation begins when a student enters the
program and hu activity, and ends when the student
leaves, or docs oot have additional Ktivity 9(H- days
after the last activity date. A sntdeni muu have at
leas one period of participation in the pmgrain year
in order lO count on ANY NRS tabk.
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SUSHni
Ai.i Ability 10 access data usins opo

standards access proiocoi (please
specify tupponed veisions in the
corrwncBU field).

M Yes Standard LPS stipports a limited RESTful web
Ktvice API which allows secure aeccss to
client data usiny JSON or XML formats.

AI.2 Data l< available ia cotmnofliy
used fonnai over which no entity
has exelusive control, with the
exception of National or
Irucmaiional startdards. Data is

not subject (0 aay eopyrtshi,
patent, irademarfc or other inde
secret rexulation.

M Yes Standard LACES dau tnay be exported in CSV, and
PDF formats, depending en the panicular
location.

Conuae
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AU Wcb-bascd compaiibic and in
cenfermancc with W3C

tundards; tuch as HTML3. CSS

2.1. XML l.i (please list
sundardsArcrttons in convnenu) i

M Yes Standard The LACES presentation layer wis
rewriticn over the last ibrcc years in order to
compty with latest web standards, usinu
HTML5.CSS 3 and JavtSeripi 5.1. Only
features which are st^poned by all modem
browsers arc used.

ti'i'i.K'.iifDysr.i i Hii'v

A2.J Verify the Ideadtyar
aBrbcBrfcatt all <bc rysiem clicni
applicaiions berore allowint use
of (he system. (0 prevent access to
inappropriate or confidential data
or services.

M Yea Standard All applicaiiCQS that access any component
of LACES that involves reading or updating
of client data are etilheniicated and

authorized by a uscmame/password
combtttation.

A2J Verify ibe idcndty and
autbcorlcttr all of the system's
human users before alIo«vin|{
ihcm to use its capabliiiies to
prevent access to inappropriaie or
eonrideniiai data or services.

M Yes

1

Sttodird All human users (bat access any component

of LACES that involves rcaditig or updatittg
of cliem data are authenticated and

authorized by a luemamc/password
combination.

A2J En force uoi^ user lumcv M Yt*

1

Stamfard LACES cnfotccs unique user names upon
aeeount ercalien, as wdl as at the database

level ihroufib a unirpx cortsvaini.

A2.4 Enforce complex passwords for
Administrator Accounts in

aceordance with DofT's stateuide

User Aemtinl onJ Fattnnrd

Policy. evoUoNe upon rtpttH.

M [Yes Standard Password eomplcxrty may be configured to
require ■ minimum length, mixed ease,
numeric and special requirements. LPS
shall require Admini-tlraior aceounts to
comply with that policy if more resiriciive
than the LPS default policy.

2017-047Conlr
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A2.5 Enforce the use of complex
pssswerds for general users osini
capital ktien. mirahcrs and
QKCial eharsctm in accordance
with OoTTs statewide User

Account and Password Policy.

M Yes Standard Password eompiexiiy may be cenrigurcd to
require a minirmrro length, eiixed caw.
ttumerk and special rcquiremotts. By
default, the lytecm requires a mmimtim
complexity. Clients nay choose lO
configure a different complexity if their
state policy is different than our default
policy. Howcva. it is understood thai the
State wants to use SSO. in which case the
State wilt conirel password complexity for
users of the LAC^ applicairon.

A2.6 Encrypt passwords in ■
transmission and at rest within the

M Yes Siantlard All pas.twordx are encrypted between
browser and server, tnd are abo encrypted
when stored in the database.

A2.7 Establish ability to expire
passwords aOcr a definite period
of time in aecordance with
DolT's siaicwtdc User Account

M Ya Standard Pisswords nay be set to expire afler a
configurable amount of time per clicm.

Al.t Provide the ability to limit the
number of people that can cram
or chanj^c autherizaiioftt

M Yes Startdaid Only oiets with rrtc Agency System
Administrator may ercaie user accounts and
atsign roles.

A2.9 Establish ability to enforce
session timeouts during periods of

M Yes Siattdard LaCES sessions time out afio 4) minutes
of inactivity.

A2.I0 The application shall not store
authentication credentials or
sensitive dais in its code.

M Yes Standard LPS coding standards prohibit the storage of
•uthcniicaiion credentials or sensitive dau
in its code.

A2.n tog all ancn^icd accesses that
fail idcmiriotion. auihcniicaiion

M Yes Standard All failed identification, amhenucation and
authorizaiion aiierrqxs ate logxed by the

17^7Stats oINH
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and aitihorizstion rcquiiamcnta. applkaiion.

A2.I2 The applicsiion shall log all
aoiviiics to a central server to

prevent panics to application
iransaciioru from tknying thai
they have taken place.

M No Future LaCES logs til aaiviiks related to security
management to a central database. LPS is
planning to cnhanec LACES to track
changes made to ail entities in the system to
the field level, to be released si the end of
December 2017.

.A2.1J All access to Windows Server

Event Logs must be limited to
attthoriasd administraion. Tbcy
must be included in tbe server
daily backup, sent to a centralized
log server for recntioo and
backup and reuin a minimum of
two (2) days of events.

M Yes Stattdard Wiitdows server event logs can only be

accessed by authorized admiRistraior, arc
backed up daily, and retained for 30 days.

A2.)4 The applkaiion must allow a
human user to explicitly lominaie
a session. No remnants of the

prior session should then remain.

M Yes Standard The user must log out to terminate the
session, othcrwbc the Kssion wilt expire
afier 45 minutes.

A2.IS The Software. System and
Services provided an not to be
used for anything other than the
purpose for which it was created.

M Yes Standard LACES is intended to only be ttscd for
student imnagemeni. Any other use is a
viobiien of the Servkcs agrccmcm.

A2.I6 The application Dau shall be
protected from unauthorized use
when at rest, such as limited
Buihotixed physical access, data
encryption etc.

M

/

Yo Standard Data at rest is protected from unauthorized
usage by sirici physical controls enforced by
ViaWcsi, and by encrypting all backups.
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A2.17 The oppiicMion choll keep any
sentiiivc Data or coaviMicMions
private from unauthorized
individual* and prognms.

M Yo Standard All commtmieation of sensitive data
bcttveen server aod cUcni browser is
encrypted over the HTT?S channel. In
addition. LaCES cemprchcnsivc rote based
securiry with access eentrol to the Rdd level
altews tailoring of what each user is able lo
do.

AIIX Subsequent tpplicatioo
cnhanccmcDis or upsrades thall
not remove or dcgi^c security
tequiremeRts

M Yes Suodard UPS is always looking to cnhaiKc sccunty
requirements with each new release, and not
remove or degrade in any way. Testing of
each new release ensures that security
controls are still opcrMtonal.

A2.I9 Utilize change management
documentation and procedures

M Yes Standard LPS will employ change management
procedures to handle sueh things as "eut-of-
scope" requests or changing business needs
of the state while the migniiott is underway,
u well as to justify changes in the
processing environment, and lo ensure those
changes will not adversely arrcci
performance or avaitabiliiy.

Con
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A7.20 Web Scrvica : The serviec
provider ihall uK Web tervkcj
exclusively lo interface with the
Sutc'sdau in near real lime
when possible. For example, ihe
Sute's myNHDOE SSO lo^pn and
authemicaiion services.

M Vcs Standard LPS shall use Web services to interne with
the State's myNHDOE SSO lopn and
authentication services.

sr.amry nsiist:

TI.I ! All components of the Software
shall be reviewed and tested to
ensure ihey pioieci the Sute's
web site and its related Data

assets.

M Yes Standard ViaWest has a dual-ttandtid SSAE 16 and

ISAE 3402 Service Or)ptni2ai)on Control
(SOC) 1 Type 11. SOC 2 Type 11. and SOC
3 repons covering each of ViaWesi'i data
ccmcre to include operations, policies and
procctiurcs. and physical and environmcnui
security controls. VieWcst conducts
random testing throughout the year. LFS
thoroughly tests each new software release
and verifies that cenfidcmiai data is
protected u designed.

l7-«7SioieolNH act
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TI.2 TIm Vendor shall be responsible
for providing documcnUtion of
security testing, as appropriate.
Tests shall focus on the technical,
administrative and physical
sccttfity eonirols tiai have been
designed into the System
architecture in order to provide

■he necessary confidentiality.

M Yes Standard ViaWest provides the mulu of security
audiu to LPS on a yearly basis. LPS shall
provide documcnuiiou of its sccuricy
tesiittg. as appropriate.

TI.3 Provide cvidcfkcc that sufgrorts
the fact that Identiftcalioit and
Authentication testing has been
recently accomplished; supporu
obtaining information about those
panics attempting to log onto a
system or application for sccuniy
purposes and the vslidaibn of

M Yes Standard LPS tcsu identification and authentication
cemponenu of the LACES application with
each reJeaxe;

TI.4 Test for Access Control; sujv®"?
the matugemcni of permissions
for logging onto a computer or

M Yes Standard Computer and network compooenu
management by ViaWcsJ undergo yearly
audits as well as random testing.

TI.5 Test for encryption; supporu the
encoding of data for sccu^
purposes, and for (he ability to
access the data in a decrypted

Yes Standard On a quanerly basis. LPS tests the restore of
encrypted backups, verifying they cannot be
restored to a machine without propa keys,
and (hat they can be restored to i machine
with proper keys.

T1.6 Test the intrusion Detection;
suppnru the detection ofilieaai

M Yes Standard LPS uses a firewall with IDPS capability,
with all cs-enu routed to key personnel at

SuieolNH
ExN&ii
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entnncc into a compwcr tystem
-

UicrKyPro, LPS has the syucnu
penetration tested ortce a year by a third
party.

TI.7 Test the Veriftcation reatwc:
tuppons the confirmiiion of
.authority to enter a computer
sytiem. ipolicition or network

M Yes Standard LPS tcsu security coti^onenu with each
reicBsc irtciutling vcrirKaiion to cnio the
LACES tpplicaiioa

Tl.8 Test the Usct Msnasemeni
(canac: lupporu the
admintstraiion ofcomputer,
application and net work acceunu
within en oreaiiizsiion.

M Yes Standard LACES user accoutM mart^emcnt is tested
prior to each new rclcisc to ensure that
users arc rcstrksed to specific fiinciioru or
are limited in the data that is available to

them.

Tl.9 Test Rote/Priviiefc Management;
supporu the granting of abililica
to users or groups of users ofa
eomputer, applicaiiott or network

M Yes Standard LACES User account managcmtni b tested
prior to each new release to ensure that
users are restricted to speeinc Ainciions or
arc limited in the data thai b aviiiabtc to

them.

TI.IO Test Audit Trail Capture and
Aoalysis; supporu the
idcntifKaiion and monitoring of

aeiivitics within an application or
system

M Yes Siartdard LaCES auditing features arc tested with
each new release.

TI.II Test Input Validation; ensures the
apptication Is protected (rom
buffer ovcrnow, cross-site
scripting. SOL- injection, and
unauthorized access of files
and/or direetttrics On the server.

M Yes Standard LPS eoftducts vulnerability testing on each
new release using the OWASP ZAP tool. In
addition, a third-party eondueu
vulnerability scanoing and penetration
testing on LPS network infrastructure and
the LACES web application on a yearly
bftsb.

SiaiaofNH
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T.I.12 For web tpplktliens. ensure ihc
•ppliniion ha* bcca tnieO and
hardened to prevent critical
applicetton security flaws. ( At a
mtninvm, the apptkaiion shall be
tested against all (laws ewilined in
the Open Web Application
Security Project (OWASP)Top
Ten

(hnp:/Awvrw.owa$p.or](/indCT.php
/OWASP Too Ten Project))

M i Yes Sundard LPS coodtacu vulnerability testing on each
new release tising the OWASP ZAP tool. In
addition, a third-party conducts
vulnerability scanning and penetration
testing on LPS network infrastruciurc and
the Laces web application on a yearfy
buis. which covers the OWASP top ten
plus more.

Tl.l) Provide the State with validation

of 3rd party security
reviews -perfoimed on the
applieaiiert and syswm
environment. The review may
include a combination of
vulnerability scanning,
penetration testing, static analysis
of the source code, and expert
code review (please specify
proposed meihodoiogy in the
comments field). i

M Yes Standard LPS shall provide the State with results
from its imemal vulnerability scans attd pen

tests, as well is third party vulnerability
scanning and pen test results.

TI.M 1 Prior to the System being moved
into production, the Vendor shall
provide rcsulu of all security '
testing to the IXpanmeni of
Informaiion Technology fot
review and scceptaoce.

M Yes Standard LPS shall provide results ofsecurity testing
to the DOrr prior to the statewide
deployment of LACCS.

ST.isinnii rrsTisn
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T2.1 The Vendor must lest the

soAwtre and (he system usinj^ an
industry tundard and Stale
approved (csiing meihodolocy as
more fUiy described in Appendix
G 1.2.

M Yes Standard LPS fiitly icsu each reksse prior to
deployment. Unit, lystem inic)paiion. and
regression testing methods arc standard
testing Icveb used prior to release. User
acceptance testing is done for all state
customixaiiiKts prior to dcploymeot.

T2.2 The Vendor must perform
applieatkn stress testing and
tuning as more fully described in
Appendix G-i.2.

M Ves Standard As an aitemativc. LPS proposes following
its current meihodolog)* for tuning the
system. The LACES application is a mature
application with a long history of
performance data. With each new monthly
incremental release, each change undergoes
peer code review, for which performance is
always a coosideraiion. After every new
release, system performance is closely
followed for a week, and any decrease in
performance riKtrict b analyzed and fixed.
Tuning the system is an ongoing process.
Our DBA provides us wiih ihc top ten most
resource intensive queries. The queries arc
analyzed and arc targeted for optimization.

T2.3 Vertdoi shall provide documemed
procedure for migrating
application nuKliftcaiions from
the User Acceptance Test
Environment to the Production
Envirotwnent.

M Yes Staitdard LPS shall provide doeumeniation on the
procedure for migraiing application changes
from QA suging environment to
production.

T14 The vendor must define and test
disaster recovery procedures.

M Yes Standard LPS commits to labletop testing of its
disaster recovery procedures on an annual
basis.

17^7StataolNH
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Ki.i Vendor shall provide an ANSimA-942
Tier 3 Data Ccnurercquivalem. A tier 3
data center requires >) Multiple

. indepenttcnt dism'buiion paths KrvinK the
' IT cquipmeni. 2) All IT equipment must be
dual-powcrcd and (Villy compatible with
the topology o( a site's architecture and
3)ConcurT«nily maintainable site
in&utrocture with expected avaiiabiiiiy of
99.9S2%

M Yes Standard The tBia certtcr hosting our servcn at viawest

is not ofncialiy rated Ticr3. bu ViaWcst
confinm that it meets the three requirtmenu
listed.

KI.2

I

Vendor shall mainiain a secure hosting
citvironmcnt providing all necessary
hardware, software, attd Internet
bwdvridth to martage the applicaiitm and
support users with pcmtistien based
logins.

M Yes I Standard ViaWest has a dual-standard SSAE 16 and

ISaE 3402 Service Organnition Control (SOC)
1 Type II. SOC 2 Type II. and SOC 3 rcporu
covering each of ViaWcnt's data centers to
include operaiioits, policies and proccdura. and
physical and environmental secttrtty controls.
LFS provida additional logical security
controls in its appticaiion including role based
permissions fur users.
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HI.3 The Dau Center mu»i be phyxicalty
lecurcd - reuricied access to the site to
personnel with controls such as biometrk.
badge, and others security soluitons.
Policies Tor granting access must be in
place and followed. Access shall only be
granted to those with a need to perfonn
tasks in the Data Center.

M Yes Standard ViaWesi maintains a Physical Security program
that consists of multiple systems and
procedures. All ViaWesi facilities have video
surveillance, monitoring, dual-factor access
controb and staff performing recurring
walkthroughs or rounds at each dau center.

HI.4 Vendor shall insull and update all server
patches, updates, and other utilities within
60 days of release from the manuracturcr.

M Yes Standard Windows Servers managed by ViaWcsi have
patches and update applied monthly as
rtcommcnded by Microsoft. Software insuilcd
by UPS is kept up to dale especially with respect
to known security vuinerabiiiiies.

H1.5 Vendor shall monitor System, security, and
appikaiioo logs.

M Yes Standard LPS and ViaWest shall monitor system, security
and application logs.

Hl.6 Vcndot shall manage the sharing ofdata
resources.

M Yes Standard LPS in cooccn with ViaWei managoi the
sharing of data resources. LPS docs not share
data with any third panics.

Hl.7

i

Vendor shall manage daily backups, off-
site data storage, and rcuore opcratiorts.

M Ye.s Standard Hosting provider VjaWest manages the daily
backups and off-eite storage. Restore operations
may be managed jointly by ViaWest and LPS.

1 H1.8

1
1

The Vendor shall monitor physical
hardware.

M Yes Stattdard ViaWesi monitors physical hardware supponing
its cloud environment on a coruinuotu basis.
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ui:oni:ity

Rcmeic access shall be oissomiMd lo ihe
Suie*s bBsineu ipplicsuon. In insuoca
where ihc Suie requires access lo ihe
application or server resources ooi io (he
DMZ. Ihe Vendor shall provide rentoie
desktop cenneaion to the server ihrougb
secure protocols such as a Virtual Private
Kctwork (VPK).

The Vendor shall repon any breach in
security in conformance wilh Siaic of NH
RSA 359-C:20. Any person cnpgcd in
trade or eonuneree that is subject to RSA
358-A:3.1 shall also notify the regulator
which has primary regulatory authority
over such trade or comnKtce. All other
persons shaP notify the New Hampshire
aiiomey general's office.

M

M

Yo

Yes

Sundard LPS interpreu this as a request for access to our
inieroaJ oetwork lo perform activity such as a
vuloerabiliiy scan and ayees to such access.

Standard LPS maintains an incident response plan and
shall report any breaches per State of NH RSA
359^:20.

State oINH
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STATE OF NEW HAMPSHIRE
Depaftmcnt of Etfueatien

NH AduH Education Data Syaiem
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

H2.1 Vendo/ shsn have documenied disaster

recovery plw thai address the recovery of
lost State dau u well as their ovm.

Systems shall be architected to meet the
dernred recovery needs.

M Ya Standard LPS has a disaster recovery plan in place that
addresses risks. The LACES application relies
on multiple sysiena made upoftoflwart and
hardware components that arc replicated to
miiigite risks of a failure of one or more of
these eomponenta. We reiptUrty review
recovery plans, conduct tests, and monitor all
compnnents and possible threats to ensure
continuity of service.

H2.2 The disaster reeovery plan shall identify
appropriate methods for procuring
additional hardwire in the event of a

cocnpooem failure. In ntosi instances,
systems shall offer a level of redundancy
so the loss of a drive or power supply will
not be sufHcieni to terminate services

however, these failed eomporrents will
have to be replaced.

M Yes Standard The LPS disaster recovery plan idcntines
ViaWcst as the responsible parry to provide
(cplaccmem hardware in event of failure,
whether component level or involving loss of
the primary data center.

HU Vendor shall adhere to a defined and

docuRKmed back-up schedule and
procedure.

M Yes Standard Via West adheres to a backup policy defined by
LPS. ViaWcsi maintains documentation on its

procedures.

H2.4 Back-up copies of data are made for the
purpose of facllluiing a restore of the data
in the event of data loss or System failure.

M Y« Standard Back-up copies are made for the ptirpose of
restoring ilata in event of loss or system failure.

2017-047SMadNH
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STATE OF NEW HAMPSHIRE

0*partin*nt of Education
NH Adult Education Data System
SAAS CONTRACT 2017-047

SAAS EXHiSrT H
REQUIREMENTS

H2.5 Scbeduled backups of all icrvcre must be
completed reyula/ly. The minimum
accqiuble frequency is difTcreniial bacln^
daily, and complete baekup weekly.

M Yes Sundard BKkups Ke performed on a daily basis. Full
daubase backups occur nightly as well.

H2.6 Tapes or odter beck-up media tapes must
be securely trmnsferred from the site to
another secure location to avoid complete
dau loss with the loss of a bcility.

M Yes Standard
1

1

Backups are uarufcned from Denver to Utah on
a weekly basis with a 30-day offsiie retention.

H2.7

I

Data recovery - In the event that recovery
.back to (he last backup is not sulTicient to
rccm'cr State Data, the Vendor shall

employ the use of daiabsse logs in addition
to backup media in the restoration of the
databasctt) to afford a mueh closer to real

time recovery. To do this, logs must be
moved off the volume containing the
database with a frequency to trtatch the
twsincss needs.

M

1

Yes Standard SQL Server transaaion log backups occur on a
15-minute interval, and are stored on a separate
volume from the data or log files. In addition,
ihey are copied to another server in a SQL
SerWr log shipping configuration.

iwsTi.u;

sKi'i nirv

H3.I The Vendor shall employ security
measures ensure that the State's

application and data is protected.

M Yes 1 Standard Between VUWest and LPS many physical and
logical sectmry controls are In place to protect
the ipplicaiioo aitd the Sute's ̂ ta.

H3.2 If State dau is hosted on multiple servers,
data ochanges between and among servers
must be encrypted.

M Yes ! Standard The data is stored on one database server and

backups are encrypted before being sent efTsite
for retention.

H3.3 All servers and devices must have

currently-supported and bardcrted
operating systems, the latest anti-viral,
anii-hackcr. ant't-spam. anii-spywarc. and

M Yes Standard The scrvcn hosted at ViaWcu arc currently-
supported versions with anti-msiwirc software'
installed and kept up to date. The IDPS firewall
is configured to only open poru that arc

2017-O47State NH
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STATE OF NEW HAMPSHtRE

D*p«rtm»nt of Education
NH Adult Education Data Syatam
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

1

•ntkraiavc Btiliiiet. The cnvifOomerM, as
a whole, shall have assrcssivc iauusion-
detection and rirewalt protection.

absolutely necessary.

HJ.4 All componenis of the infrastructure shall
be reviewed and tested to ensure they
protca (he State's hardware, soflware, artd
its related dau assets. Tests shall focus on

the lechaical. adninisiraiivc and physical
^seeuritycoBtrols that have been designed
into the System architecture in order to
provide Cflnr>deniiality. inteyiity and
availability.

M Yes Siandsrd VlaWesi hu a dual-standard SSaE 16 and

tSAE 3402 Service Orgtnizaiion Control (SOO
I Type II. SOC 2 Type H. and SOC 3 rcportt
covctifig each of ViaWcst's data ccnten to
include operations, policies and proccdura. and
physical and environmental security controls.
LPS has a third-party conduct vulnerability
scans and penetration testing on its LACES web
application on ■ yearly basis.

Hi.5 The Vendor shall ertsurc its complete
cooperation with ihe'Suie'i Chief
Infomaiion Officer in the ilelcciion of any
security vulnenbilicy of the hosting
■ nfrasiructure.

M Ya Standard LPS agrees to cooperate completely with the
Sutc's ClO.

HJ.6 The Vendor shall authenze (he State to

perform scheduled and random security
audits. iiKiuding vulncnbilky assessments,
of the Vendor' hosting infrastructure
and/or the application upon request.

M Yes Standard LPS authorize] the State to perform scheduled
and random security autfits upon request.

H3.7 All Kivcrs and dcviees must have event

logging ersblcd. Logs must be protected
with access limited to only authonzcd
administrators. Logs shall include System.
Application. Web and Database logs.

M Yes Standard Event logging is enabled on all servers and can
only be accessed by authorized admanistraiors.

H3.8 Operating Systems (OS) and Databases
(DB) shall be built and hardened in

M Yes Standard LPS is aware of NIST recommendsiions

regarding OS and DB hardoiing and follows

017^)47tract
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STATE OF NEW HAMPSHrRE
0«partm«nt of Education

NH Adult Education Data Syatam
SAAS CONTRACT 2017^7

SAAS EXWBU H
REQUIREMENTS

•ecordancc with guidelines set forth by
CIS. NIST or NSA

those guidelines in its practices.

H3.9 The Vendor ihtll notify ihe Suie's Project
Manager of any teeiwiiy breaehs whhin
two (2) houriof the litrK thai the Vendor
learns of their occurrence.

M Yes Standard IPS shall notify the state's Project Manager
within 2 hours of any security breach.

H3.10 The Vendor shall be sokly liabk for costa
associated with any breach of Suie data
housed at their Iocaiion(t) including but
>noi limited to notification and any damages
.assessed by the courts.

M Yes Standard Specific deuils to be finalized in the contraa
with NH.

SllllfUi:

irxu.

H4.I The Vendor's System st^ipon and

mainunance shall commence upon the
Effective Date and extend through the end '

of the CoMTKi term, and any cxietuions
(hereof.

M Yes Standard LPS shall provide suppon and maintenance tor
the duration of the contract.

H4.2 The vendor shall msiniain the hardware
and Software in Kcordancc with the
spedficatiotu. teniu. and rcquiremenu of
the Contract, including providing.
uiMuades and fixes as rcouired.

M Yes Standard LPS shall provide upgrades and fixa as
required per the contract.

H4J ! The vendor shall repair or replace the
hardware or software, or any portion
thereof, so that the System opcraia in
accordance with the Specifications, terms,
and requircmenu of the Contract.

M Yes 1 Standard LPS shall repair or replace hardware/software as
necessary so system operates per the contraa.

17-047
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Slate el NH

ExMbH

Date:
ContraciO^ejAitials

P^}e 3S el SO



STATE OF NEW HAMPSHIRE
t>*paftm«nt of EducsUon

NH Adull Education Data Syatam

SAAS CONTRACT 2017-047
SAAS EXHIBIT H

REQUIREMENTS

H4.4 All hardwire and ioftwve components of
the Vendor hutinK infrastructure shall be
fully supported by their respective
manufacturers at all times. All critical

patches for operating systems, databases,
web services, etc., shall be applied within
sixty (60) days of release by their
rcspcetivc manofacturm.

Yes Siaitdard All critical patches are fcncnlly applied within
}0 days of their release, or sooner.

H4.5 The State shall have unlimited access, via

tphone or Email, to the Vendor technical
■support staff berweea the hours of 8:30am
•to 5:00pn>- Monday thru Friday EST.

M Yes Standard This is standard LPS support.

H4.6 The Vendor shall conform to the speeifk
deficieney class as described: o Class
A Deficiency • Soflwirc - Critical, tloes
not allow System to operate, no work
around, demands immediate action;
Written OocuiiKntition - miuing
stipuftcani portions of infomution or
unintelligible to State: Non Software •
Services were inadequate and require re-
performance of the Serviee.
0  Class B DcficietKy - Software •
imponani. does not «op operation and/or
there is a work around and user can
perform tasks; Written OocurrKniation •
portions of mfonmiion art missing but not
enough to cruke the document
unintelligible; Non Software • Services
were deficient, require reworking, but do
not require re-perfonnance of the Service.

M Yes Standard LPS classifies all issues u eritical, impenanifne
workaround, important/workaround, and
minimal.

SuiaofNH
Exhibit H^b-
Data: ^
Contractor
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STATE OF NEW HAMPSHIRE

I OcpArtfTMflt of Educklien
NH Adult Education Data Syatatn
SAAS CONTRACT 2017<O47

SAAS EXHIBIT H

REQUIREMENTS

0 C1*M C Deficiency • Sefiware -
RsnimI, cosmetic in nacum. mtnunal

cfTcci on System, low priority ind/oi user
on use System; Written Documentation •
loininttl changes required and of minor
cdilinK nature; Noo Software • Services
require only minor reworking and do not
require re-pcrformano of the Service

H4.7 As pan of the maintenance agreement,
ongoing suppon issues shall be responded
to acce^ng to the following:
a. Class A Deficiencies • The Vendor shall

have available to the State on*call

telephone assistance, with issue tracking
available to the Suic. eight (S) hours per
day and five (S) days a week with an email
/ telephone response within two (3) hours
of request; or the Vendor shall preridc
suppon ort-sue or with remote diagnostic
SerN-ices, within four (4) businos hours of
a request:

b. Oass BAG Deficiencies -The State

shall notify the Vendor of such
DefKtencies during regular business hours
and the Vendor shall respond back within

Yes Standard LPS'rcsponds lo ail requests within 4 business
hows via email or lekphotK. Exact response
limes will be finalixed in the contract.

StU« of NH^tr«C>^t7-<M7
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STATE OF NEW HAMPSHIRE

D«psrtm«nt of Education
NH Adult Education Data Syatam
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

1

four (4) hours of noiificaiion of pUrtned
corrtctive action; The Vendor shall repair
or replace Soflwaic. aitd provide
maimcrHUKe of the Software in accordance

with the SpeciriciiioRS. Terms and

Requiremenis of the Contract;

H4.8 !•The hostinf server for the State shall be
■vftilsbte twenty-four (24) hours a day. 7
days a week except fur during scheduled
maintenance.

M Yes Startdard The hosting server is available 24 hours a day 7
days a week except for scheduled maintenance
windows which occur on Friday or Saturday
evenings pertodictMy.

H4.9 A regularly scheduled tnaimenancc
vrindow shall be idenuficd (such as
weekly, rrtonihiy, or quarterly) at which
lime all relevant server patches and
application upfpades shall be sppticd.

M Yes Standard Server patehcs arc scheduled monthly for the
weckcrtd following release by Microsoft.
LACES updates are scheduled nxmihiy on
Friday evenings per the release schedule.

H4.I0 If The Vendor is unable to meet the uptime
requirement, The Vendor shall credit
Stale's account in an amount based upon
(be following fornub: (Total Contract
Item Price/36S) x Number of Days
Contract Item Not Provided. The State
must request this credit in wniinK.

M Yes Standard LPS agrees to credit the State's account per the
contract, if awarded to LPS.

H4.il The Vendor shall use a change
maoagemcni poli^ for notificition and

M Yes Standard At the beginnirtg of each phase of the project,
deliverables are clearly defined. LPS employs

State of NH Co/lracl 3017-047

Convactor lAltiate
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STATE OF NEW HAMPSHIRE
Department of EtfuceUort

NH Adutt Educttlon OaU System
SAAS CONTRACT 2017^7

SAAS EXHIBIT H

REOUIREMENTS

irscking of change rtqueau aa well as
cmical outages.

change maoagcmcni proeedurcs to handle such
things as ̂out-of-scope" requests or changing
busirtcss needs of the State, as welt as to justify
changes in the processing environment, and to
ensure those changes will rwt adversely affect
pcrfonmnce or avsilabiliiy.

H4.I2 A eriiical outage will be designetctl when a
buiioess function cannot be met by a
nonpcrforming appltcalion and there is no
«work around to the problcfn.

M Ya Standard LPS agrees <o this definittort of eritieal outage.

H4.I3 ; The Vendor Shall ntaintain a record of the

activiiics related to repair or maintenance
aetivities pcrfonned for the State and shall
report quarterly on the following: Server
up^itiK; All change requests implemented,
ittcluding operating system patches'. All
critical outages reported including actual
issue and roolution: Number of

deficleneics reponed by class with initiaJ
response time as well as lime to close.

M Yes Standard LPS agrees to maintain records on the listed
activities and report to the State on a quarterly
basis.

H4.I4 The Vendor will give iwo-business days
prior noiificalion to the State Projca
Manager of all changes/updates and
provide the State with training due to the
upgrades and changes.

M Yes Standard A post login message displays for all users prior
to a release, indicating the date of the release
and an overview of what will be in the release.

Release notes that explain ail changes made to
the application are provided on the LACES User
Newt page. Ifthe stare wishes addiiiottal
training after a rdcvc. this will be provided at
an additional cost.

Stale td NH 17-047
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Education Data Syatem
SAAS CONTRACT 2017<047

SAAS EXHIBIT H

REQUIREMENTS

SUPPORT & MAINTENANCE REQUIREMENTS

pmm
S3;

m
m

sfi'VOHi .V ,»/;i/,vf/:".v.i,vc/;w/;(rr/w/;,u/;.\7.v

Sl.l The Vcndor't Sytiem tuppon and mainicnance
shall commence upon the ErTcciive Date and
extend through (he end of (he Coniraci lerrrv aixi
any cxteruions (hereor,

M Yes Standard LPS shati provide support artd maintenance for
the dtniion of the coniraci.

SI.2 Mainlajn the hardWc and Soltwve in
Kcbrdancc wkh the Spccirications, lemu. and
ret^uireincnu of the Coninci, includtitg providing
up);rades and fixes as rctjuirvd.

M Yes Standard LFS shall maintain hardware and software in

Kcordartce with the speeiricaiions. lerms, and
requirements of the coniraci, including providing
upf^adcs and fixes as required.

Si.3 Repair Software, or any portion (hereor, so thai
ihe System operaics in accordance with the
Spccirications. terms, and requirements of the
Contract.

M Yes Standard LPS shall repair software in accordance with ihc
spccificauons. lerms. and requiremenis of the
coniraci.

1

Slate of NHContract TOtT'Oe?
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STATE OF NEW HAMPSHIRE
D*p«rtmem of E<hjeatlen

NH Adult Educitleo Dat* Syattm
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

SI.4 The Sutc shall have unlimited access, via phone
or Email. (0 the Vendor technical support sufT
betwecD the houn of S:30ani to Monday

M Y« Standard BaE state staff and local protmn users have
uniimiied access to our Suppon Team via our
dedicated lelephooe number, email, or our tech

(hni Friday EST; suppon fonn. Tech suppon stiff is available
during business hours and typically respond to all
queries submitted within 24 hours. Most issues
arc addressed within otw business day.

2017-047StBit of NH
meMa-Pvl3udtibil bk-
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STATE OF NEW HAMPSHIRE
0*p«rtmtnt of Education

NH Adult Education Data Syatam
5AAS CONTRACT 2017*047

SAAS EXHIBIT H

REQUIREMENTS

S1.5

SI.6

The Vendor reiportse time Ibr support shall
confonn to the specific dericiency class u
described below or u agreed to by the parties:
1) Class A Deftciency^SoOwtre-CRITICAL.
diKS not allow System to epcntc, no work
around, demands immediate aciion; Written
DoctaneitUbon - missing sipiiricaai portions of
information or uniiHelligibie to Sute; Non
Software • Serviea were inadequate and require
re-performance of the Scrvkc.
2) Class B Dcfieiency • Software •
IM PORTAKT. docs net stop operation and/or
(here Is a work around and user can perform tasks:
Written Documcniaiion - poriiorts of inrormaiion
are miismg but not cnou^ to make ibc document
uninicUigiblc: tfon Software • Services were
dcfKient. require reworking, but do not require re-
pcrfurraancc of the Service.
3) Class C Dericiency - Software -MINIMAL,
cosmetic in nature, minimal cfTea on System, low
priority and/or user can use System; Written
Documentation • minimal change required and of
mitvir editing nature; Non Software - Service
require only minoi reworking and do not rctpiire
re-pcrformarKC of the Service.

The Vendor shall make available to the State the
latest program update, general mairucnancc
release, selected ftinctionaiity release, patches,
and Documentation that are generally offered to
its customers, at no additional cost.

M T«

Ye

Standard

Standard

LPS classifta all iuue e cricicaJ. imponaitt/no
workaround. intporianiAvorfcarouad, and miaimaL

Program update, general maiatenance release,
seleied fttnciionaliiy release, patches, and
documenution are ofTcred to all clicnu.

SlataefNH

ExNNlH

Date:
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STATE OP NEW HAMPSHIRE
Dtpsrtmtnt of Educstioo

NH Adult Education Data Syttam
SAAS CONTRACT 2017-047

SAAS EXHIBIT H

REQUIREMENTS

SI.9 For all ntainlenance Scrvieet calb. Tb« Vendor

shall ensure the following tnformaiion will be
cetlccied tad maintained: 1) nature of the
Deficiency: 2) current status of the Deficiency: 3)
action plans, dates, and times: *) expected and
actual completion time; S) DcfKiency resolution
information, 6) Resolved by. 7) IdetuifVing
number i.e. wodt order number. K) Issue identifi^
by;

P Yo

1

Standard LPS tracks all issua in Scrvtnwise and Saleiforcc

and can produce state-wide ticket if needed.

SI.IO The Vendor must work with the Suie to identify
and iroiiblesheot potentially large-scale System
failures or Deficicncia by colleeting the
following information: 1) mean time between
leported Deficicncia with the Scfba'are: 2)
diagnosis of the root cause of the problem: and 3)
identification of rrpai calls or repeat SoRw-are
pioblctiu.

P Yes Standard LACES has never experienced a large-scale
system failure, however, protocols arc in place for
notificaiion and diagnosis.

2017-047Slata ol NH
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STATE OF NEW HAMPSHIRE
0*p«rtmtnt of EducoUon

NH Adult Education Oau Syatam
SAAS CONTRACT 2017-047

SAASEXMBTTH

REQUIREMENTS

SMI At pan of die Sofrvve maimenjuKc agrccmem.
ongoing software raaintenaocc and tuppen issiies.
shall be ftiponded lo according to the CoHowing
or as agreed lo by the panics:
a. Oast A Dcficicncict • The Vendor shall have
available to the State on-eall telephone auistance.
with issue mcking available to the Suie. eight (K)
hours per day and five (5) days a week with an
email / telephone response within two (2) hours of
reqoesi;'Or the Vendor shall provide support on-
site or with remote diagnostic Services, within
foor (4) buiness hours of a request;
b. Oass.B ft C DertcktKies -The State shall

notify the Vendor of such Deficiencies during
tegular business hours and the Vendor shall
respond back within four (4) hours ernotificwion
of planned eoneciivc action; The Vendor shall
repair or replKc Sofhvarc. and provide
maimeoance of the Software in accordanee with

the Speeificatiens. Terms and Requirements of the
Contract: or as agreed bctweqi the panics

M Yes Standard L?S responds to ail requests via email or
telephone. Exact response limes win be finalized
in the cemract.

17-047SUtaolNH
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STATE OF NEW HAMPSHIRE
□•pahment of Education

NH Adult Education Data Syattm
SAAS CONTRACT 2017-047

SAAS EXHIBIT H
REQUIREMENTS

$1.12 The Veixlor ^11 use » change managcmcni
policy for noiificaiion and tracking of change
requests as well as ertiical outages.

j

M Ves Standard At the beginning of each phase of the project,
deliverables are clearly defined. LPS employs
change managentent preeedures to handle Such
things as "out-of-scope" requests or changiBg
business needs of the State, as wdl as to justify
changes in the proeessing environmem. and to
ensure those changes will not adversely affect
performance or availability.

Sl.l) A critical outage wit! be designated when a
business function cannot be met by a
nonpcrfortning application and there is no work
around to the problem.

M Yes Standard LPS agrees to this dcfmiiion of critical outage.

51.14 The Vendor shall maintain a record of the
activities related to repair or nuinlcnatKC
Kiivities performed for the Slate ar>d shall report
tjuancrly or the following: All change reqtrests '
implemenied; All critical ouugcs reported
irtchiding actual issue and icsohiiion; Number of
deficieneies reported by class with initial response
lime as well as time to dose.

M Ves Standard LPS agrees to maintain records on the listed
activities and report to the State on a quarterly
basis.

7-W7Staia of NH
-Pan 3ExhftytH T rDale;
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STATE OF NEW HAMPSHIRE
Oepartmsnt of Education

NH Adult Education Data Systam
SAAS CONTRACT 2017^)47

SAAS EXHiarr h

REQUIREMENTS

elJiVildCli
OMSSti

PI.) Vendor ihaJ) participle in an iniiial kicli*«rr
meciiag to in>(J«e die Project.

M Y« Standard LPS always recommend) thai all key
aukeholdera hold a KickofT Meetinx to set
cxpciationa. It allows key siakeheldcn to
meet each other and provida everyone
with the necessary depth and brea^ oT
knowledge required to set the stage for ■
success/ul project.

P1.2 Vendor shall provide Projcci SufT u spccined in
ihcRFP.

M Ves Standard LPS will provide a list of all primary and
ancillary staff connected to the RFF

20t7^7Suia NH
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STATE OF NEW HAMPSHIRE
Department of Education

NH Adult Edt>cadon Data System
SAAS CONTRACT 2017-D47

SAAS EXHIBIT H

REQUIREMENTS

P1.3 Vendor shall submit a rinslized WorS Plan within
ten (10) days aflcr Contract award and approval
by Governor and Council. The Work Plan shall
include, wiihoui limitaiien. a dcuilcd descrtpiion
of the Schedule, tasks. Deliverables, critical
events, task dcpendencta, and payment Schedule.
The ̂ n shiU be updated no leu than every two
weeks.

M Yes Standard 1 LPSsubmics and updates the Work Plan
with all dclivcrablo. evenu. tasks, and

i change logs based on approval and
j feedback from the eliaii.
1

1
i

P1.4 Vendor shall provide deuilcd monthly status
rcporu on the progress of the Project, which will
iiKlude cspensca incuir^ year to date.

M Yo Suuidard LPS maintains and sends dcuiled monthly
status reports and updatca with ail
technical and financial updates, approvals,
and obstacles.

P1.3 All user, technical, and System Documenuiioit as
well as Projecl Schcrhilcs. plans, status rcporu.
and cotTcspondence must maintained as project
documcnution. The Vendor shall define how this

M Ya Standard LPS will maintain all project
documcnution and schedules in
accordance with the dieni-approvcd
cxpccuiioiu.

t7.047Slate of NH
anta- Part 3
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampjhlrc, do hereby ceniiy that LITERACYPRO SYSTEMS,

INC b aCiliforaU Profit Corporation registered to transact business in New Hampshire on Augxut 22. 2017.1 fbrther certify that

•11 fees and documents required by (be Secretary of State's office have been received and b in good standmg as far as thb ofhce b

concerned.

Btsiness ID: 777427

OM

o •B

09

Tf:«

IN TESTIMONY WHEREOF.

I hereto set my band and cause to be afTucd

the Seal of (he Sutc of New Hampshire,

thb 22nd day of August AD. 2017.

William M. Gardner

Seaeiary ofState



Certificate of Authority # 1 (Corporation or LLC • Non-sptcific. open-ended)
\

Corporate Resolution

I, Garth Neil , hereby certify that I am duly elected CIcrk/Secrciary of
(Name)

LfteracyPro Systems. Inc. I hereby certify the following is a true copy of a vote taken at
(Name of Corporation or LLC)

o meeting of the Board of Directors/shareholders, duly called and held on Sept. 12th . 20 17

at which a quorum of the Directors/shareholders were present and voting.

VOTED: That David Miller. CEO (may list more than one person) is
(Name and Title)

duly authorized to enter into contracts or agreements on behalf of

LiteracyPro Systems. Inc. with the State of New Hampshire and any of
(Name of Corporation or LLC)

its agencies or departments and further is authorized to execute any

documents which may in his/her Judgment be desirable or necessary to effect

the purpose of this vote.

I hereby certify that said vote has not been amended or repealed and remains in full

force and effect as of the dale of the contract to which this certificate is attached. I further

certify that it is understood that the Stale of New Hampshire will rely on this certificate as

evidence that the persDn(s) listed above currently occupy the position(s) indicated and that

they have full authority to bind the corporation. To the extent that there are any limits on the

authority of any listed individual to bind the corporation in contracts with the State of New

Hampshire, all such limitations are expressly stated herein.

DATED: Seplember12.2017 ATTEST:

(Name A Title)



ACKNOWLEDGMENT

A notary public or other olTicrr romplctinc ihij crrtincaie vrririrs only ibc Idrnlliy of the indiviOual who sifiaed the
■jocuueni to which this ccrlilicalc b ailachcO. aod net the iruthfulnrst. accurary. or valUIty of that ducunrnt.

State of California
County of Los Angeles

On September. 12.2017 before me. Masoud Minaravesh. Notary Public

Personally appeared Garth Robert Neil
Who proved to me on the basis of satisfactory evidence to be the person whose name is
subscribed to the v^rithin instrument and acknowledged to me that he executed the same
in his authorized capacity , and that by his signature on the instrument the person, or the
entity upon behalf of which the person acted, executed the instrument.

I certify under PENALTY OF PERJURY under the laws of the Stale of Califomia that the
foregoing paragraph is true and correct

WITNESS my hand and official seal

IaASOUO MlHAHAVkbH .
Co»nnrf>*>on # 2U40W |
NoUry Public • C«lKorni» *

LOJ Angelw Countyrnmin.E«pU(ltMii21.2020|

Signature _ (Seal)

Aiiached Oocumeni Bears Embossmeni



CERTIFICATE OF LIABILITY INSURANCE
(wie (MMQtyrvrn

06/17/2017

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT A FRRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POUCIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSUR£R(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT. II ctrUfkat* holdar la an ADDITIONAL INSURED, tht pottcylitt) rmial havt ADDITIONAL INSURED provlalona or bt tnderMd.
It SUBROGATION IS WAIVED, autltct (0 tht terma and condlUona of the poiky. ctrtaln poUclta may rtquirt an tndoratmanL A atatanwnt en
thla caruncata dota not cenftr rlehta to the carttflcata holdar in Iku of auch antforaamantta).

MOOWCOt

Boulder lnsurar)ea SefuUon*

4041 toth Strael

BOLider CO 60304

SJSet®* Employee OEFREP
rnv (720)457.3600 «302 | ̂ (»3)22M274

AOOMEtS:

'piajMe»rs)*FFanciNO covuaoc WUCi

PfluiQi n. Sendnel Insuranca Company LTD nooo

amff£o

Lheraeypre Syaiems. Inc.

23M Canyon Blvd..SleF 204

BoukNr CO 60X2

Rated By Muopie Companiea C0814

attuRenc: Ht»cpi inturance Company'lnc. 10200

■fW«nO;

Htuteni:

Naunenr;

COVERAGES CERTtFICATE NUMBER; CLt7M073S1 REVIStOM NUMBER;
THIS IS TO CemFY THAT THE PQUCISS OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE MSURED NAMED ABOVE FOR THE POLICY PERXX)
MOCATED. NOTWTHSTANDING ANY REQUIREMENT. TERM OR CONDITION OP ANY CONTRACT OR OTHER DOCUMENT VMTH RESPECT TO WHICH THS
CERTIFICAtE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES OESCRIBEO HEREIN IS SUBJECT TO ALL THE TERMS.
EXauSONS AND CONDITIONS OF SUCH POUCIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAMS.

MIA
UTA TVHOFaiSUAANCl . rHEi POUCYNUHBeA

POUCVEFF
iMMAxyrmn

wucvew
rHwmnnrm uarra I

A

X COaaSKMLOeMCWLUAOurr

e IXoccuA

ooninoi7 OMI/20ie

EACH occumoca 1 1,000.000

j clnmSiaaO 1 1,000.000

WED EXP lAfwvo Mnanl 1 10.000
POaONAI. AAOV MARY ^ 1.000.000

CEHL MXREOATe UMH APmES POL- OCHeAN.AOOAEOArE , 2.000.000

X FCucrl iScT 1 jioc
on«n:

MC0UCT8 • COHPIQP AOa , 2.000.000
1

A

1 AUTQWOeaj UAOAJTY 1

—
08101/2017 08101/2016

cowai NEO SHOLE lAWT 1 1.000.000

X

AWVM/TO

3«0UA0
rros
aaowMCO
ITOSONUY

DOOCYIHJUAV |Fw »»Mn| 1

OMCO
AUTOS OM.Y
H«ED
AUTOS ONLY X

6C
AU
HC
AU

eOOAY IKIURY iFw ■odNwO a

PAOFERTVOUMOe
IPw KdWHI a

a

A

X uaansuLALiAe -

ucsauAa

OCCUR

CUAJMMACE —
OMOI/2017 09A1/2018

EACHOCCuAAENCe , 5.000.000

aOOAEQaTE ^ 5.000.000

1 oco 1X nmrmoM a I 1

B

•vCAKou coHPCAaAnoN
ANOCMFLOYOirUABajrV
ANYp*0PinFiCvuwTN<A«xecvnv6
OFHCEAMEWBEA EXOUOto? I
(MMMWytofW) '

ySSnrnSS^ofeaaticns bw-

N/A 08rt)l/20l7 06/01/2016

X arJum? 1 1 ?a'*"
ELEACMACCDCKr ,  1.000.000

1 E.U OSCaSE • EA EMH.OYE8 , 1.000.000

' LL OiSEASE • FOUCY UUIT , 1.000.000

C
Enora & Onfaaien Po6cy
with Cyber covoape 0801/2017 OSm/20t6 S2MoccA4Ma08 62.500 dad

OCtCIMTlOW OF OPCAATOt»/tOCATIOwa 1 WaQAS |ACOAO <91.«4<M>»P AWMOn mn ** ItuUml If mun »»■«♦ » w iln t)

CERTIFICATE HOLDER CANCELLATTON

State 01NH. Department d information Technetooy
Chief Wormsoen OMcer

27 Hazen Drive

Concord NH 03X1
1

SHOULD ANY OF THE ABOVE DESCRIBED POLiOES 0£ CANCELLED BEFORE
THE eXPIRATIOM DATE THEREOF. MOTCE WILL BE OCLiVERED M
ACCORDANCE WITH THE POUCY PROVISIONS.

AUTHOAMSD HCPAeSeNTATIve

ACORD 26 (2016m)
0168S-2016 ACORD CORPORATION. All rtQhts r*Mrvtd.

Tht ACORD rutn« And looo irt r»Qi*t*rtd msrltt of ACORD


