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ROBERT LQUINN
COMMISSIONER OF

SAFETY

^tate of ^ampsfljtre

DEPARTMENT OF SAFETY

JAMES H. HAYES BLDG. 33 HAZEN DR.

CONCGRD, N.H. 03305
(603) 271-279)

January 20, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Slate House

Concord. NH 03301

Requested Action

The Depanment of Safety, Division of Fire-Standards & Training and Emergency Medical Services requests authorization to
amend the contract.with ImageTrend, Inc. (.VCSI.69503-B00I) -20855 Kensington Blvd. Lakevillc, MN 55044 in the amount of
$4,163.24, increasing ihc 'ampunt from $2,848,018.50 to a total contract amount of $2,-852,181.74 for the purpose of adding
access to lmageTrcnd!s Vault syslcni. The.original contraci was approved by Governor and Council on February 20, 2019, as
item #96. EiTective upon Governorand Council-approval through June 30, 2028. Funding source: 100% Revolving Funds.

Funds are contingent upon availability and continued appropriations through SFY2028 with the authority to adjust between
fiscal years through the Budjget Ofnce ifneeded andjuslined.

02-23-23-237010-40650000. Dept. pf Safety- FSTEMS - FSTEMS Admin
038-509038 Techholdgy-Softvme
SFY202r SFY2022 SFY2023 S'FY2Q24 SFY202S SFY2026
$0.00 $b;00 SO.OO $800.00 $816.00 $832.32

SFY2027

$848.97

1SFY2028

S865;95

Total

$4,163.24

Exninnntlon

ImageTrend currently h'osts the State of Ne>y Hampshire's Emergency Medical, Services electronic patieht.care report (ePCR)'
software. The National EMS,.l,rirormati9n System (NEMSIS). data standart is utilized for all Emergehcy Medical Services
(EMS),ePCRs and updated tp reflect changes.in data and rechnologjcal needs. The NEMSIS Vl data standard was replaced in
2018 by NEMSIS V3'. ImageTrend anrtounced that suppon-and hosting of the legacy NEMSIS-V2 system would be expiring
and replaced with'a new solution called Vault. ImageTrend Vault will now be required to access over'2'million ePRC data
records that were previously recorded using the.NEMSIS V2 standard.

ImageTrend Vault gives EMS service proyideis and. State users the ability to.perforni record searches to retrieve, view, and
'print individual care reports and historical records and to cpmihuc to access aggregate data. This new'wlutipn addresses data
retention policy needs while' limiting risk-and pptential data exposure: using managed permissions and account access. It
provides the'extra Itiyer of securily'and HIPAA compliance required for online access and provides audit;and logging tools to
ensure data Integrity.

NH RSA 33-A:3-a-XL, Disposition of Municipal. Records and Retention Schedule for Emergency Medical Services Run
Reports., requires that municipalities rnainlain lthcse rccordis for 10 years.- Other private services also follow this minimum
retention standard. Implementing the ImageTrend Vaull'provides access to data and-reporting tools.without adding significant
hardware and software investments at the .state: level. While 'access to; ImageTrend Vault will be granted immediately, the
Department has negotiated no increase in cost until July 1, 2023.

mittcd,ifullyResp

Robert L. Otnnn
Commissioner of Safety
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazcn Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 29, 2020

Robert L. Quinn

Commissioner of Safety
Department of Safety
33 Hazen Drive

Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract amendment with ImageTrend Inc., (VC#
169503, BOO I), 20855 Kensington Boulevard, Lakeville, MN., as described below and referenced as DoIT
No. 2019-041 A.

The purpose of this request is to amend an existing contract with ImageTrend to provide
of adding access to ImageTrend's Vault system. ImageTrend Vault gives EMS service
leaders and state users the ability to perform record searches in Vault to retrieve, view, and
print individual care reports and historical records. Vault addresses data retention policy
needs while limiting risk and potential data exposure using managed permissions and
account access. It provides the extra layer of security and HIPAA compliance required with
online access only for those that require it and automatic logging of their actions.

The funding amount for this amendment is not to exceed $4,163.24, increasing the current
contract from $2,848,018.50 to $2,852,181.74, with no change of the current completion
date of June 30, 2028. This amendment shall become effective upon the Governor and
Executive Council approval through June 30,'2028.

A copy of this letter should accompany the Department of Safety's submission to the Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT #2019-041A

RID: N/A

cc: Ronald Reed, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



State of New Hampshire
Department of Safety

1MAGETR£ND, INC. (VC#169503-B001)
February 20,2019

Contract Amendment #1

This Agreement (hereinafter called the "Amendment") is by and between ImageTrend Inc.
"ImageTrend", (VC#169503-B001), and the Stale of New Hampshire acting
Safety (DOS). Division of Fire Standards & Training and Emergency Medical Services (FSTEMS) or State.

WHEREAS, pursuant to an Agreement (herein after referred to as the "Agreement") approved by
Governor and Council on February 20,2019, Item #96, ImageTrend. Inc., of 20855 Kensm^on Blvd.. Lakeville,
MN 55044, agreed to supply certain services related to the State's Emergency Medical Services
Management System, including the Division Electronic Records Management Information System (DERMIS)
and the Statewide National Fire Incident Reporting System (NFIRS), upon the terms and conditions specifted in
the Agreement and, in consideration of payment by the DOS, certain sums as specified therein;

WHEREAS, the National EMS Information System (NEMSIS) V2 platform will be decommissioned as
of December 31.2020, without further access to historical NEMSIS V2 national standard patient care data,
including individual care reports, historical records and aggregate data by Emergency Medical Services unit heads
and State users;

WHEREAS, ImageTrend Vault is a HIPAA-compliant archival solution for storing and protecting
historical NEMSIS V2 national standard patient care data which (1) would give Emergency Medical Se^ice
department heads and State users the ability to perform record searches in Vault to retrieve, view and print
individual care reports and historical records and continue to access aggregate data, and which (2) would address
data retention policy needs while limiting risk and potential data exposure using managed permissions and
account access.

WHEREAS, pursuant to Part 1, General Provisions Section 18, the Agreement may be modified or
amended only by a wrinen instrument executed by the parties thereto and approved by the Governor and
Executive Council;

WHEREAS, ImageTrend and the DOS have agreed to amend the Agreement;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained In the
Agreement and set forth herein, the parties agree to the following:

The Agreement is hereby amended as follows:

1. Amend Part 1, General Provisions, Block 1.8 to increase the Price Limitation by $4,163.24 from
$2.848,018.50 to $2,852,181.74.

2. Amend Part 2, Information Technology Provisions, Introduction to add the following:

This Contract will also provide the State with access to the Contractor's Vault system, a HIPAA-
compliant archival solution for storing and protecting historical National EMS Information System
(NEMSIS) V2 national standard patient care data, to give Emergency Medical Service department heads
and State users the ability to perform record searches in Vault to retrieve, view and print Individual care
reports and historical records and continue to access aggregate data by addressing data retention policy
needs while limiting risk and potential data exposure using managed permissions and account access.

1



3. Amend Part 3, Exhibit A Contract Deliverables, section b. Goals, to add the following:

Finally, this project will provide the State with access to the Contractor's Vault system, a HIPAA-
compliant archival solution for storing and protecting historical National EMS Information System
(NEMSIS) V2 national standard patient care data, to give Emergency Medical Service department heads
and State users the ability to perform record searches in Vault to retrieve, view and print individual care
reports and historical records and continue to access aggregate data by addressing data retention policy
needs while limiting risk and potential data exposure using managed permissions and account access.

4. Amend Part 3, Exhibit A Contract Deliverables, section f. table of "Deliverables, Milestones, and
Activities Schedule," to add the following:

ImaeeTrend Vault

Item Activity, Deliverable, or Milestone Deliverable

Type

Projected

I Migration of legacy NEMSIS V2 data;
maintenance of legacy NEMSIS V2 data; full
access to NEMSIS V2 data; all as further
described in Exhibit J

Software &

Non-

Software

Commencing 1/1/21 and ongoing

5. Amend Part 3, Exhibit B Price and Payment Schedule, Section 1.2 table "Activity, Deliverable, or
Milestone Payment Schedule," to add the following:

ImaeeTreDd Vault

Item Activity, Deliverable, or Milestone Projected Price

1 Migration of legacy NEMSIS V2 data;
maintenance of legacy NEMSIS V2 data; full
access to NEMSIS V2 data; all as further

described In Exhibit J

Commencing 1/1/21
and ongoing

$4,163.24

6. Amend Exhibit B Price and Payment Schedule, by replacing Table 1.4 Solution SAAS Services Pricing
Summary Worksheet with the following:

Table 1.4: Solution SAAS Services Pricing Summary Worksheet

SAAS SERVICES Year 1 Year 2 Year 3 Year 4 Year 5 5 Yr Subtotal

Web Site Hosting
Fee

$56,450.00 $71,859.00 $73,296.18 $74,762.10 $76,257.35 $352,624.63

Technical Support
and Maintenance

updates

$117,435.00 $154,494.20. $144,834.08 $147,730.77 $150,685.38 $715,179.43

ImageTrend Vault $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

Licensing $206,000.00 $206,000.00

TOTALS $379,885.00 $226,353.20 $218,130.26 $222,492.87 $226,942.73 $1,273,804.06



SAAS SERVICES Year 6 Year 7 Years Year 9 Year 10 10 Yr Subtotal

Web Site Hosting
Fee

$77,782.49 $79,338.14 $80,924.91 $82,543.40 $84,194.27 $757,407.84

Technical Support
and Maintenance

updates

$153,699.09 $156,773.07 $159,908.53 $163,106.70 $166,368.84 $1,515,035.66

ImageTrend Vault $800.00 $816.00 $832.32 $848.97 $865.95 $4,163.24

Licensing $206,000.00

TOTALS $232,281.58 $236,927.21 $241,665.76 $ 246,499.07 $251,429.06 $2,482,606.74

7. Amend Exhibit B Price and Payment Schedule, Table 1.5 Solution Services Component Pricing Details,
to increase the Contract Total by $4,163.24 from $2,848,018.50 to $2,852,181.74 and to add the
following table contents:

ImageTrend Vault

Software Solution Component Comment Oty Base Price Total Price

ImageTrend Vault
License $4,163.24

Migration Included

Hosting Included

Support Included

Contract Total for ImageTrend Vault $4,163.24

8. Amend Exhibit B Price and Payment Schedule, Table 1.6 Solution Services Full Annual Pricing Details,
to add the following section:

ImageTrend
Vault

Yr 1 Yr2 Yr3 Yr4 Yr5 Yr6 Yr7 Yr8 Yr9 Yr 10 Row

Totals

SFY

2019

SFY

2020

SFY

.2021

SFY

2022

SFY

2023

SFY

2024

SFY

2025

SFY

2026

SFY

2027

SFY

2028 Total

X X 0.00 0.00 0.00 $800.00 $816.00 $832.32 $848.97 $865.95 $4,163.24

ImageTrend Vault Subtotal $4,163.24

9. Amend Exhibit B Price and Payment Schedule, Table 1.6 Solution Services Full Annual Pricing Details,
to increase the Contract Total by,$4,163.24 from $2,848,018.50 to $2,852,181.74 and to replace the
Subtotal amounts as follows:

Yrl Yr2 Yr3 Yr4 Yr5 Yr6 Yr7 Yr8 Yr9 YrlO Row

Totals

SFY

2019

SFY

2020

SFY

2021

SFY

2022

SFY

2023

SFY

2024

SFY

2025

SFY

2026

SFY

2027

SFY

2028 Total

$589,835.00 $246,478.20 $234,87026 $239,232.87 $244,147.73 $249,486.58 $254,597.21 $259,335.76 $264,634.08 5269,564.06 $2,852,181.74



10. Amend Part 3, Exhibit B Price and Paytnent Schedule, section 1.7 Future Pricing Option, by replacing
subsection 1.7.2 with "Intentionally Omitted."

1 1. Amend Part 3, Exhibit C Special Provisions, table 1.2 Fire Standards and Training and Emergency
Medical Services Administration Account, by replacing the table with the following:

Account Code 02-23-23-237010-40650000-038-509038

Account Name Dept. of Safety - FS&T & EMS - FS&T & EMS Admin

Object Code Technology - Software

Activity Code N/A

SFY19 SFY20 SFY21 SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28

$0.00 5339,542.20 5234,870.30 339,232.90 5244,147.70 5249,486.60 5354,597.30 5259,335.72 5264,634.07 5269,564.05

12. Amend Part 3, Exhibit J Software Agreement, to add the following:

LEGACY DATA IMPORT AND IMAGETREND VAUir" TERMS OF USE

"NEMSIS" is the National Emergency Medical Services Information System (NEMSIS), and provides

standardized data formats for submission of EMS Data.

"Legacy Data" means data originated by any system which is not ImageTrend Elite

"Legacy Data System" means the particular software'application which generated, stored, or created

the Legacy Data.

IMAGETREND VAULT" LICENSING TERMS

■  Notwithstanding anything In this Agreement to the contrary, the State is hereby granted the

following license rights to ImageTrend Vault. All other rights not explicitly granted are reserved by

ImageTrend.

■  The State shall have a non-transferrable, non-exclusive license to use ImageTrend Vault for the Term

of this Agreement, and such license shall expire simultaneously with this Agreement and shall not

exceed June 30, 2028.

■  ImageTrend reserves the right to monitor and audit the quantity of records stored in ImageTrend

Vault and to increase future fees (i.e. fees in amendments to this Agreement or in subsequent

Agreements of the parties, in accordance with the then-current price.

IMAGETREND VAULT EMS LEGACY DATA IMPORT SPECIFICATIONS

ImageTrend Vault can store additional data fields from ImageTrend Service Bridge, Fire Bridge, State

Bridge, or Rescue Bridge ("ImageTrend Version 2 Products") products. These are the data fields

beyond the NEMSIS National Data Elements but supported by ImageTrend Version 2 Products.

These data fields have the ImageTrend "IT" flag in the NISE export file as exported by the

ImageTrend Version 2 Products. ImageTrend Vault may also import related incident attachments

and pre-existing attached PDFs from ImageTrend Version 2 Products. ImageTrend Vault cannot

accept nor store data beyond the elements identified here for legacy data ImageTrend Version 2



■  ImageTrend Vault can Import NEMSIS 2.2.1 standardized Legacy Data with the following limitations:
o NEMSIS 2.2.1 XML Legacy Data from non-lmageTrend vendors may be imported Into

ImageTrend Vault provided the NEMSIS 2.2.1 XML Legacy Data Is the same compatible format as
the NEMSIS 2.2.1 XML Legacy Data System's State NEMSIS submission and otherwise
conforming with the NEMSIS Data Dictionary v2.2.1 available at
httDs://nemsls.ors/medla/nemsis v2/documents/NEMSIS Data Elements Definitions v2.2.1.xl

s ("Conforming Legacy Data File"). It shall be the State and/or the State Vendor's responsibility
to ensure ImageTrend Is supplied with a conforming NEMSIS 2.2.1 XML Legacy Data file.

o As part of the ImageTrend Vault product and service package, ImageTrend shall perform a one
(1) time Import of Legacy data by either 1) Importing data from the State's ImageTrend Version
2 Product(s) utilizing ImageTrend tools, or 2) importing a Conforming Legacy Data File.
Additional uploads, corrections or modifications to uploaded data elements, or any other
activity related to Importing Legacy Data after ImageTrend has completed the one-time import
Is out of scope. ImageTrend may or may not choose to undertake this additional work at
ImageTrend's sole discretion. The State shall have the option to contract ImageTrend to
undertake this work per "Creation of Statements of Work" below.

CONTINUANCE OF AGREEMENT: Except as specifically amended and modified by the terms and conditions
of this Amendment, the Agreement and the obligations of the parties there under shall remain in full force and
effect in accordance with the terms and conditions set forth therein.

EFFECTIVE DATE OF THE AMENDMENT: This Amendment shall be effective upon its approval by the
Oovemor and Executive Council of the State of New Hampshire. If approval is withheld, this document shall
become null and void, with no further obligation or recourse to either party.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year written above.

^  Dec 11.2020
Date:

(Contractor)

gy. Joseph T. Grew Titie*
Company: ImageTrend inc.

STATE OF _MN

COUNTY OF Dakota

On this the day of , 20 , before me,
j the undersigned Officer , personally appeared and acknowledged her/himself to be

the , of , a corporation,
and that she/he, as such being authorized to do so, executed the
foregoing instrument for the purposes therein contained, by signing the name of the corporation by her/himself as.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

Notary Public/Justice of the Peace
My Commission Expires: (SEAL)



STATE OF NEW HA

Tiiic

The forcing contract, having been reviewed by this office, is approved as to fonn, substance and execution

GPnCB OTJHB ATTORNEY GENERAL

On: M .20^1
/ ̂̂ii^istant AttorDiy"6eDei^

Oovempr and Coundl ofNew Hampshire

On: ,20

Siynnri: Tide:



CERTIFICATE OF AUTHORITY

I. Michael J. McBradvjci </. iy>v,piclUV

(Name of the elected Officer of the Corporal,on/LLC: cannot be conlract sign^o^ryT
1. 1 am a duly elected CleridSecrelary/Officer of ImaneTmnH in.

(Corporalion/LLC Name)

he« cVS 1 ̂  ^ Board of DireCors/shareltolders, duly called artd
Directors/shareholders were present and voting.(Date)

VOTED; That Joseph T. Graw. President & COQ
(may list more than one person)(Name and Title of Contract Signatory)

is duly authorized on behalf of 'mageTrend, Inc. * .
(Name of Corporation/LLC) witt, the State

dU':r(SrconKont^c7reXen? to c°e,iSi"'
r ̂y^ t^'isri:

all such limitations am et^ressTstated ̂  ® corpcra^on ,n contracts Wth the State of New Hampshire*
Dated: 12/29/2020——— Mich;iel J. McCrady (0« 21202013:51 CST)

Signature of Elected Officer
Name: Michael J. McBrady
Title: CEO

Rev. 03/24/20



JOINT WRITTEN ACTION IN LIEU OF MEETING

OF THE

SHAREHOLDERS AND BOARD OF DIRECTORS OF

IMAGETREND,INC

The undersigned, constituting the Shareholders and the Board of Directors of
IMAGETREND, INC. (the "Company"), acting pursuant to Minnesota Statutes and the
Company's Articles of Incorporation and other governing documents, hereby consent to the
adoption and hereby adopt the following resolutions, effective January 1,2020, to-wit:

ELECTION OF DIRECTORS

RESOLVED, that the Shareholders hereby elect the following-named persons as Directors
of the Company, each to serve until a successor has been duly elected and quiified or until any
earlier resignation or removal:

1. Michael J. McBrady
2. Collin McBrady
3. Erin Rupe

APPOINTMENT OF OFFICERS

RESOLVED FURTHER, that the following-named persons are hereby appointed to the
offices designated opposite their respective names, each to serve in accordance with and subject
to the direction of the Board of Directors and the Bylaws of the Company until, death, resignation,
removal or disqualification, or until a successor is appointed.

Chairman of the Board Michael J. McBrady

President Joseph T.Oraw

Chief Executive Officer Michael J. McBrady

Chief Operating Officer Joseph T. Graw

Secretary Michael J. McBrady

Treasurer Michael J. McBrady

RESOLVED FURTHER, that the above-listed officers of the Company are, and each
acting alone is, hereby authorized to do and perform any and all such acts, including execution of
any and all documents and certificates, as such officers shall deem necessary or advisable, to carry
out the best interests of the Company.



RESOLVED FURTHER, that any and all prior acts of the Company's Shareholders,
Officers, and/or Directors made on the Company's behalf are hereby ratified.

AUTHORIZATION for the foregoing resolutions is hereby granted and approved as of the
date above fint written.

EFFECTIVE DATE:

Dated: I " I , 2020

Dated: \/'l

Dated

Dated: / " /

Dated: f

Dated: CT/ltM /

2020

2020

2020

2020

2020

DIRECTORS:

Mc

Rup

HOLDERS:

u..0^
Michael L^cBrady

Collin McBrady, as*^C^tee of the
2015 McBrady Family Trust

inn Rupe, as Trusire of the
2015 McBrady Family Trust



State of New Hampshire

Department of State

CERTIFICATE

i. William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that IMAGETREND, INC. is

a Minnesota Profit Corporation registered to transact business in New Hampshire on November IS, 2004.1 further certify that all

fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business ID; 495505

Certificate Number 0005035506

Qp
fi

u.

%

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 29th day of October A.D. 2020.

William M. Gardner

Secretary of State



ACORCf CERTIFICATE OF LIABILITY INSURANCE
DATE <MH/DO/YYYV)

11/6/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the poiicy(ies) must have ADDITIONAL INSURED provisions or bo endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsemont(s).

PRODUCER

Marsh & McLennan Agency LLC
6160 Golden Hills Drive
Minneapolis MN 55416

CONTACT - „ rt
NAME: Scott RaW

TaWo Frti- 763-746-8000 !«c. Noi: 212-948-9216
ADn*RFfiS: Scott.Raw/aiMarshMMA.com

INSURERISI AFFORDING COVERAGE NAICI

INSURER A Hartford Fire Insurance ComDany 19682

INSURED IMAGEINC<

ImageTrend, Inc.
20855 Kensington Blvd
Lakeville MN 55044

/

INSURERS Hartford Casualty insurance Company 29424

INSURER C

INSURER D

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: 1954258061 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

SUSftl
WVPTYPE OF INSURANCE

ADOL

JNSa POLICY NUMBER
POLICY EFF

IMMIDO/YYYYl
POUCYEXP
IMMIOO/YYYYl UNITS

INSR

LTB

COMMERCIAL GENERAL LIABILITY

CLAIMS-MAOE OCCUR

41UUNZT8493 6/1S/2020 6/15/2021 EACH OCCURRENCE

MMAGETO'RENTED
PREMISES tE» ocgjueneai

MEO EXP (Any on« panon)

PERSONAL S AOV INJURY

GEN-L AGGREGATE LIMIT APPLIES PER:

POUCY jIct [K] l-OC
OTHER:

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGG

S 1,000,000

S 1,000,000

s 10,000

$1,000,000

$ 2,000,000

$2,000,000

AUTOMOBILE UABIUTY

X ANY AUTO

41UUNZTB4g3 6/15/2020 6/15/2021
COMBINED SINGLE LIMIT
(El acddenll $ 1,000,000

BODILY INJURY (Per penon)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OIAMED

AUTOS ONLY

BODILY INJURY (P«r •etiPeni)

PROPERTY DAMAGE
IPer aeddentl

UMBRELLA LIAB

EXCESS UAB

DED

OCCUR

CLAIMS-MAOE

41HUn7339 6/15/2020 6/15/2021 EACH OCCURRENCE $ 5,000,000

AGGREGATE $5,000,000

RETENTIONSinnnn

WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY y, ̂
ANYPROPRIETOR/PARTNBR/EXECUTIVE
OFFICERSEMBEREXCLUDEO?

(MandatoiY In NH)
II»(, de»chb« under
DESCRIPTION OF OPERATIONS below

H

41WEAB6MI 6/15/2020 6/15/2021
PER
STATUTE

OTH-

E.L EACH ACCIDENT $ 500,000

E.L. DISEASE • EA EMPLOYEE $500,000

E.L DISEASE - POUCY LIMIT $500,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORO 101. Additional Remarfce Schedule, may be attached II more apace la required)

CERTIFICATE HOLDER CANCELLATION

State ofNH

Department of Safety
Division of Fire Standards & Training
and Emergency Medical Services
33 Ha2en Drive

Concord NH 03305
1

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED ̂^ESENTATIVE

ACORD 25 (2016/03)

©1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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^t^tie of ̂afo ̂irmpsI|TrB
DEPARTMENT OF SAFETY

OFFICE OF THE GOMMISSIONER

33 HAZEN DR., CONCORD, NH .03305.

603/271-2791

JOHN J. 8ARTHELMES

COMMISSiONER

His Excellency. Governor Clirisiophcr T. Sununu
and the Honorable Exe'culivc Council

State House

Concord,NH 03301.

January 7,2019

0Z-ZO-ZO]'f

Rcoucstc'd Action

The Departmcni of Safety; Division of Fire Starid^ds & TrainlnS Medical Services requests retroactive
auihori2aiion-to enteriihlo o contract with l.mageTrend,^Inc.vCVC# ! 69503-Bp61X26851 Kensington Blvd, Lakcvillc, MN.55044
in the amount of $2,848,018.50 for the puiposes of providing the State's Emergency Medical Services Records Management
SysteiTt (RMS); Eifcciiyc upon Governor and Councjl-approyal for ihc pcriod of July l,.2018^rough June 30, 2028. Funding
spurce: 82.66»/« Revolving Funds, 9:86% Agency Income, 5,92% f^edcitl Funds; i:56%.T^sfcre .fr6m pth^^^^^

Funds are. available in the SFy20,l9 operating budget and: contingent upon availability and continued, appropriations in
SFY2020 through SFY2028:>ilh the authority to adjust betweerrfiscal years throiigh ihe.Budgct .Gffice if needed and justified.
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His Excellency, Governor Chrislopher T. Sununu
and the Honorable Executive Council

January 7,2019
Page 2 of2

Explflnatlon

This contract Is retroactive as it required a longer than anticipated limeframe to procure, review, and negotiate the complex
business, information technology, and contract requiremenU for this integrated system. The timelines to secure federal ftfoding
added additional delays as federal grant awards needed to fund the contract required acceptance and approval by both the Fiscal
Committee and the Governor and Council before the contract could be executed.

This contract continues the State's existing Emergency Medical Services (EMS) Records Management System (RMS)
functions and leverages federal grant funding to expand RMS system capabilities. First responders along with Fire and EMS
professionals across the State utilize the EMS RMS to both enter incidents and collect data related to EMS, trauma, fire,
hazardous materials, and technical rescue. The collected data is used to improve patient outcomes, identify areas of focus for
ongoing professional education, and determine the effectiveness of existing procedures and protocols. Additional functionality
will create a "one-stop-shopping" system for first responders, enabling users to maintain professional licensure and register for
all first responder training throughout the State.

The current RMS system funrtions include the following:

•  Statewide Trauma and Emergency Medical Services Information System (TEMSIS) -This is an electronic Patient Care
Reporting (cPCR) system for Emergency Medical Services (EMS).

•  Hospital Access to Pre-Hospital Records (HAPHR) - This system provides limited viewable access to EMS records for
patients transported to the hospital.

•  Statewide Trauma Registry - This is a Hospital Patient Registry System for trauma patients using National Trauma Dau
definitions and is integrated with TEMSIS.

The expanded EMS RMS functions include:

•  Division Electronic Records Management Information System (DERMIS) - Thb is a centra! system to manage user
accounts, agency licenses and affiliations, certifications, education and training records.

•  Statewide National Fire Information Reporting System (NFIRS) - This Is a system to collect and report fire incident data.

A Request for Proposal (RFP) for these services was posted from December 27,2017 through February 7,2018; however, po
qualifying proposab were received. A new RPF was developed and posted from March 16,2018 throu^ March 23,2018, with
two vendors responding. The three member evaluating committee determined that only one proposal, submitted by
ImageTrend, met the specifications of the RFP; therefore, ImageTrend was awarded the contract

Respeafully submitted.

J. Barthelmes

Commbsioner of Safety



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 l-lazen Dr., Concord. NM 03301

Fax: 603-271-1516 TDD .Access: 1-800-735-2964

www.nh.gov/doil

Denis Goulel

Commissioner

December 7, 2018

John J. Barthelmes, Commissioner
Department of Safety
State of New Hampshire
33 Hazen Drive

Concord, NH 0330!

Dear Commissioner Barthelmes:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a retroactive contract with ImageTrend Inc., of Lakeville,
MN as described below and referenced as DolT No. 2019-041.

This contract will provide the State with a statewide electronic patient care reporting
(cPCR) system for Emergency Medical Services (EMS) integrated with a system for
Hospital Access to Pre-Hospital Records (HAPHR), a statewide Trauma Registry, and data
reporting and analysis system. Additionally, this contract will include a statewide National
Fire Information Reporting System (NFIRS) integrated with the ePCR system, and a user
management system to manage EMS User and Agency licenses and affiliations, EMS User
and Fire certifications, and education and training records.

The amount of the contract is not to exceed S2,848,0I8.50, efTectivc upon Governor and
Council approval retroactive to July 1,2018 through June 30,2028.

A copy of this letter should accompany the Department of Safety's submission to the Governor and
E,xccutive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DolT #2019-041

cc: Scott Hopkins, IT Manager,

"Innovative Technologies Today for New Hampshire's Tomorrow'



BID SUMMARY FOR REQUEST FOR PROPOSAL

RFPff 2018-566 SERVICES BID; Emergency Services Records Management System

DATE POSTED: 3/16/2018 DATE CLOSED: 3/22/2018

RFP SCORING SUMMARY

RFP CRITERIA

MAX#

OF

PTS.

VENDOR #1

IMACETREND

VENDOR #2

N/A

VENDOR #3

N/A

1. Software and Reporting Solutions 85 75.5

2. System Integration 15 14

3. Legacy Data Migration and
Management

20 16

4. Training Requimients and Resources 20 19

3. Qualifications and ExpericTKe 30 29.5

6. Solution Cost (Rates and Pricing) 30 30

TOTAL 200 184

'DEnNlTIONS'OF EACH SCpRlNC CF^TERli^p-'-^' •
Software and Reporting Solutions - Proposed sofhvare solution's ease of use, degree orcontrol, adminstirative features, and accomodation
for planned or prospective growth; ability to access reports and data; ability to manage users licensing, training records, investigations, and
demographics; ability to provide access to all user features through a browser-based portal; ability to provide what is needed for each
specific records system; etc.

2. System Integration - How well the proposed solution meets the business needs of the State and the vendor's ability to integrate the solutions
with the existing sysiem(s).

3. Legacy Data Migration and Management • Ver>dor's ability to manage and migrate legacy data such as ease of use, ailbity to merge user
profiles from the current licensing and training'systems, impact on production sites while migrating legacy data, ability to ensure data
intergn'ly during migration and merging of profiles, etc.

4. Training Requirements and Resources • The vendor's ability to provide training for sofiware changes.

5. Qualifications and Experience • The vendor's technical merits regarding how the vendor proposes to implement and mainiain the solution
based on a proposed service level agreement along with the qualifications, training, and experience of the vendor's stafTmembers who will
be implementing and supporting the system.

6. Solution Cost (Rates and Pricing) - The proposed cost of both implementing the solution and the subsequent maintenance thereof.

NAME AND POSITION TITLE OFEVALUATOR

Richard 'Chip' Cooper Data Manager, DOS Division of Fire Standards & Training and Emergency
Medical Services

Jeffrey Phillips Assistant Director. DOS Division of Fire Standards & Training and Emergency
Medical Services

Pamela McGo\'cm Information Technology Manager, Department of Information Technology



FORM NUMBER P.37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any inrormation that is private, confideniial or proprietar>' must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The Slate of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

I.I State Agency Name
Department of Safety / Division of Fire Standards and Training
and Emergency Medical Services

1.2 Stale Agency Address
33 Hazen Drive, Concord NH, 03305

1.3 Contractor Name

ImageTrend, Inc.
1.4 Contractor Address

20855 KENSINGTON BLVD.

LAKEVILLE, MN 55044

i.S Contractor Phone

Number

952^69-1589

1.6 Account Number

See Part 3, Exhibit C

1.7 Completion Date

6/30/2028

1.8 Price Limitation

2,848,018.50

1.9 Contracting Officer for State Agency
JenVey Phillips. Assistant Director

1.10 State Agency Telephone Number
603-223-4200

1.11 Contractor Signature

of1.13 AckndVledge State

IK~  . before the undersiOn

1.12 Name and Title of Contractor Signatory
Michael McBrady, President

County of

pied olTicer, personally appeared the person identified in block 1.12, or satisfactorily
proven m be the"person whose name is signed in block I.I 1. and acknowledged that s/he executed this document in the capacity
indicated Inblock 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

[Seall
1.13.2 Name and Title of Notary or Justice of the

Jf35g.pln MoWy

JOSEPH 0 MARTA
NoUwyPvUCc
Minnesota

Myrnmmi«Win FtnifPS
Jan3l.30Z2

1.14 State Ageitcy Sigm^re

Date

1.15 Name and Title of Stale Agency Signatory

Steven R. Lavoie, Dir. of Administration

1.16 Approval by theN.H. Department of Administration, Division of Personnel (if applicable)

By; Director, On;

1.17 Approval by ihe^iomey General (Form, Substance and Execution) (ifapplicable)

By: / ^ O"-

1.18 Approval by the Governor and Executive Council (ifapplicable)

By: On:

Page 1 of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Sintc of New Hampshire, acting
through the agency identified in block I.I ("Stale"), engages
contractor identified in block 1.3 ("Contractor") to pcrfonn,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
E.xecutive Council of the Slate ofNew Hampshire, If
applicable, this Agreement, and all obligations of the panics
hcreunder, shall become effective on the date the Governor

and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("EfTcctive Date").
3.2 if the Contractor commences the Services prior to the
EfTcctive Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become efiective, the Slate shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereundcr. Including,
without limitation, the continuance of payments hcreunder, arc
contingent upon the availability and continued appropriation
of funds, and in no event shall the Stale be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a rcductio;i or termination of
appropriated funds, the Stale shall have iWri^t'to wlilihold
payment until such funds become available, ifcvcr,'and shall
have the right to terminate this A^wment iramediajely upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from nfty other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

5.3 The Slate reserves the right to ofTsct from any amounts
oihenvise payable to the Contractor under this Agreement
those liquidated amounts required or penniitcd by N.H. RSA
80:7 through RSA 80;7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments aulhurixcd, or actually
made hereundcr, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all siaiutcs, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex.
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions ofExccutive Order No: I h46'("EqtiaI '
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United Stales issue to
implement these regulations. The Contractor further agrees to
permit the Slate or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide alt
personnel necessary to perfonn the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in wxltlng, during the term of
this Agreement, and for a period of six (6) months aficr the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perfonn the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, adminisiraiion or perfonnancc of this

Page 2 of^
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Agrecmcni. This provision shall survive icnnlnaiion of this
Agreement.
7.3 The Contracting OITiccr specified in block 1.9. or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be fmal for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hereunder: and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or ail, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such lime as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

9.1 As used In this Agreement, the word "data" shall mean all
information and things developed or obtained during the
perfonnancc of, or acquired or developed by reason of. this
Agreement, including, but not limited to. all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
priniouls. notes, letters, memoranda, papers, and documents,
all whether nnishcd or unfinished.

9.2 All data and any property which lias been received from
the Slate or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Sialc, and
shall be returned to the State upon demand or upon
lenninaiion of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 -A or other e.xisting law. Disclosure of data
requires prior written approval of the Siaie.

Page 3

10. TERMINATION, in the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
OfTicer, not later than fifiecn (IS) days after the date of
termination, a report ("Termination Report") describing in
detail all Services performed, and tite contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor Is in all
respects an independent contractor, and is neither an agent nor
an employee of the Slate. Neither the Contractor nor any of its
ofncers. employees, agents or members shall have authority to
bind the Stale or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

a ASSIGNMENT/DELECATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of.
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Nonvithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which inununity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination ofihis Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:
14.1.1 comprehensive general liability insurance against all
claims ofbodily injury, death or properly damage, in amounts
of r\ot less than SI .OOO.OOOper occurrence and S2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use In the
State ofNew Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

MM
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14.3 The Coniracior shall furnish lo ihc Conlracting OITlccr
ideiuifled in block 1.9, or his or her successor, a certiricaie(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
idcmified in block 1.9. or his or her successor, certificatefs) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
dale of each of the insurance policies. The certincatc(s) of
insurance and any renewals Uicrcof shall be attached and arc
incorporated herein by reference. Each certiftcatcCs) of
insurance shall contain a clause requiring the Insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior tvritien
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.
15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" Workers' Compensolion ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 28I*A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant lo this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9. or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a %vaivcr of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the Stale to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the pan of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by cenificd mail, postage prepaid, in a United
States Post OfTice addressed to the parties at the addresses
given in blocks 12 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument In writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the Slate of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, nilc or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C arc incorporated herein by
reference.

23. SEVERAOILITV. Inihe event any of the provisions of
this Agreement are held by.a court of competent jurisdiction to
be contrary to any slate or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. Tliis Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes (he entire Agreement and
understanding between the parlies, and supersedes ail prior
Agreements and understandings relating hereto.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES

RECORDS management SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Deporlment of Information Technology
Contract Cover Sheet

Name of Agency/Division: Department of Safety/ Division of Fire Standards
ond Troining & Emergency Medical Services

Contract Number/Name:

DOS 2pl 8-56^J 8
Contract Purpose:
This contract will provide the State with a statewide electronic potient core
reporting (ePCR) system for Emergency Medico! Services (EMS) integrated
with o system for Hospital Access to Pre-Hpspital Records (HAPHR), o
statewide Trauma Registry, and data reporting and analysis system.
Additionally, this contract will include a statewide Notional Fire Information
Reporting System (NFIRS) integrated with the ePCR system, and o user
management system to manage EMS User and Agency licenses and
affiliations. EMS User and Fire certifications, and education and training
records for all training courses the FSTEMS provides, with integration of the
user management system with the ePCR and NFIRS systems to manage all
user, ogency and vehicle demographics in those reporting systems.

Nome of Vendor:

Imagelrend. Inc.

Amount of Contract:

$2,648,018.50
Term of Contract:

]Oyearf_ . ..
Competitive Bid Process: (Explain if "No")
RFP 565-18, RFP 566-18

Who Negotiated the Contract:

Richo/d .Copper. Jeffrey Phillips
Funding Source:

Fire and Ety^S Fund arid Federal Furids
is this an amendment? No

Background information:
Existing contract expires 06/30/2018

Special Concerns:
This contract will be effective retroactive to July
Amendment History (if applicable):

2018

Submitted By: Richard Copper
Phone: 60^223^4226'

Current Date: 12/11/2018

Email: richard.copper@dos.nh.gov

2018-566 IT Provisions - Part 2

IniageTrend Initials: Page 1 of 49



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
in (his document.

3'"'' Party Soft>vare
Any ePCR, NFIRS or Trauma Registry that is directly owned and
managed by an EMS or Fire Agency or Hospital where records
are entered directly into that software and then later must be
exported into the state's systems.

Acceptance
Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter
An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timcframe during which the Acceptance Test is performed

Acceptance Test and
Review

Tests performed to determine that no Defects exist in the
application Software or the System

Acceptance Test Plan
Tlie Acceptance Test Plan provided by the Vendor and agreed to
by the Stale that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Access Control
Supports the management of permissions for logging onto a
computer or nerivork

Agreement A contract duly executed and legally binding.

API
Application Programming interface is a set of routines, protocols,
and tools for building software and applications

Appendix
Supplementary material that is collected and appended at the
back of a document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized Persons

The Contractor's employees, contractors, subcontractors or other
agents who need to access the State's personal data to enable the
Contractor to perform the services required.

CAD Computer Aided Dispatch system

CARES Cardiac Arrest Registiy to Enhance Survival
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Certification (Emergency
Services Delivery

Official (lociinient issued by a certifying agency attesting to
completion of a standardized training program used as a basis for
licensing and eniploynient in Emergency Medical and Fire
Services

Certification (Soft^vare)

The Vendor's written declaration with reasonable supporting and
written Documenialion (including without limitation test results

as applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or
process once development has begun.

Change Order

Formal.documentation prepared for a proposed change in the
Specifications. Vendor will provide an additional statement of
work to the Slate for any changes or additions to the
specifications of Exhibits A and H.

CIS Center for Inlcmcl Security
CM Configuration Management

Completion Date End date for the Contract

Confidential Information

The proprietary products and trade secrets of Vendor and/or its
suppliers, including, but not limited to, computer software, code,
technical parameters, price lists, customer lists, designs, software
documentations, manuals, models and account tables, and any
and all information maintained or developed by State pursuant to
this contract which is deemed confidential under existing stale
and/or federal law.

Contract

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3.. The documentation consisting of both the
General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work

Contract Conclusion
Refers to the conclusion of the Contract, for any reason,
including but not limited to. the successful Contract completion,
termination for convenience, or termination for default

Contract Documents Documents that comprise this Contract (See Contract Agreement,
Section l.l)
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Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be
limited to processing Contract Documentation, obtaining
executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities.
(See Section 4: Conirac/ Managcineni)

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. Tliis amount is listed in the General Provisions
Section 1.8(P-37).

Contracted

VendorA'cnilor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract..

Contractor

The Vendor and its employees, subcontractors, agents and
afTlliates who are providing the services agreed to under the
contract. Term can be interchangeable with "Vendor" and/or
"ImageTrend" throughout the contract, RFP and proposal

Conversion Test

A test to ensure that a Data conversion process correctly takes
Data from a legacy system and successfully converts it to a form
that can be used by the new System.

COTS Commercial Off the Shelf

Cure Period

The thirty (30) day period following written notification of a
default within which a contracted vendor must cure the default

identified.

Custom Development

The process or work of developing or creating custom code
by the Vendor in order to provide custom enhancements or
expanded functionality to the Vendor's COTS software
products requested by the State of New Hampshire.

Custom Software

Software developed by the Vendor under this contract,
specifically at the request of the State of New Hampshire, that
provides custom enhancements or expanded functionality to the
COTS vendor producr(s) the State uses or intends to use.. The
State shall have the non-exclusive license to utilize such

software. Such software may then become a part of the core
vendor COTS product(s) and be distributed. All Custom sofhvare
created using federal grant funds must be provided at no
additional charge to all other clients of the vendor per federal
laws.
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Data

Data Breach or

Security Breach

Dencicncics/Dcflcits

(Documentation, Non-
Software)

State's records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Temi

The unauthorized acQuisition. access, use, disclosure or theft of
computerized data that compromises (he integrity, security or
connUentialily of personal, sensitive or protected information or
data maintained by a person, commercial entity or the State.

A deficiency or defect in a written document or non-software
Deliverable resulting in a Deliverable, not conforming to its
Specifications.
Class A Defielcney -
Wriden Dociimentolion - missing significant portions of
information or unintelligible to State;
Non Software - Services were inadequate and require re-
performance of the Service.
Class B Dcncicncy -
Wr'iilen DocwnciUaiion - portions of information are missing but
not enough to make the document unintelligible;
Non Sofdvare - Services were deficient, require reworking, but do
not require re-performance of the Service.
Class C Deficiency-
WriUen Documentation - minimal changes required and of minor
editing nature;
Nou Soflwarc - Services require only minor reworking and do not
require re-performance of the Service.
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Deficiencies/Malfunctions

(Sofhvarc)

A malfunclion, deHciency or defect in a Software Deliverable
resulting in a Deliverable, the Software, or the System, not
coiiforining to its Specincalions.
Severity: Hieli/Sife Down • Complete or partial shutdown of one
or more Software functions, access to one or more Software
functions not available, a major subset of Software application is
impacted or does not allow System to otherwise operate, no work
around, demands immediate action;
Severity: Medium - Minor subsystem failure important, data
entry or access is Impaired on a limited basis, can sometimes be

managed by a State or agency administrator as a first level or
response for resolution - usually user error (i.e. training) or
forgotten passwords; does not stop operation and/or there is a
work around and user can perform tasks;
Severity: Low - System operational with minor issues or
cosmetic in nature, suggested enhancements as mutually agreed
upon - typically covered in a future release as mutually agreed
upon, minimal effect on System, user can use System.

Deliverable

A Deliverable is any Software, Written (letter, report, manual,
book, other), or Non-Software Deliverable provided by the
Vendor to the State or under the terms of a Contract requirement.

Department An agency of the State

Department of
Information Technology
(DolT)

The Department of Information Technology established under
RSA 21-R by the Legislature effective Septembers, 2008.

DERMIS

Division Electronic Records Management Information System,
the Division's record management system for managing users for
the TEMSIS and Fire RMS systems, EMS licenses, and Fire and
EMS Training records. The term "License Management" by
ImageTrend means the same thing.

Digital Signature
Certification that guarantees the unaltered state of a file, also
known as "code signing."

Division
The Division of Fire Standards and Training and Emergency
Medical Services

Documentation
All information that describes the instnllnlion, operation, and use
of the Sofhvare, either in printed or electronic format.

EGG Electrocardiogram

Effective Date
The Contract and all obligations of the parties hereunder shall
become effective on the date the Governor and the Executive
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Council of the Slate of New Hampsinre approves ihe Contract

EMS Emergency Medical Services

Encryption Supports the transformation of data for security purposes

Enhancements

Updates, additions, modifications to, and new releases for the
Sofhvare, and all changes (o Ihe Documentation as a result of
Enhancements, including, but nol limiled to. Enhancements
produced by Change Orders

ePCR Electronic Patient Care Report/Reporting

Event of Default

Any one or more of Ihe following acts or omissions of a Vendor
shall constitute an event of default hereunder ("Event of
Default")

a. Failure lo perform the Services satisfactorily or on schedule;
b. Failure to submit any report required; and/or
c. Failure lo perform any other covenant, term or condition of

the Contract

Final System Acceptance

The System is operating and fully functional after the successful
conclusion of the Wairanty Period, all Data has been loaded; the
System is available for use by the State in its daily operations,
and the Slate has issued an Final System Acceptance Letter.

Fire RMS
Fire Records Management System- Documenting system for
NFlRs reports and associated functional modules

Firm Fixed Price Contract
A Firm-Fixed-Price Contract provides a price that is not subject
to increase, i.e., adjustment on the basis of the Vendor's cost
e.xperience in performing the Contract

FSTEMS Fire Standards and Training & Emergency Medical Services

Fully Loaded
Rates are inclusive of all allowable expenses, including, but nol
limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

GAAP Generally Accepted Accounting Principles

Governor and Executive
Council

The New Hampshire Governor and Executive Council.

GPS Global Positioning System
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GUI Graphic User Interface

HAPHR

Hospital Access to Pre-Hospital Records: a system that allows
limited viewable and printable access to EMS records for patients
that were transported to that hospital. Abbreviation used for the
RFP and Contract only. Vendor nomenclature for this feature is
called "Hospital Hub".

Identification and

Authentication

Supports obtaining information about those parlies attempting to
log on to a system or application for security purposes and the
validation of those users

ImagcTrcnd

Means ImageTrend, Inc., and Minnesota based conipany that is
providing the software solutions. ImageTrend is the '
Vendor/Contractor and the term can be interchangeable with
"Contractor" and/or "Vendor" throughout the contract, RFP and
proposal

ImagcTrcnd Elite Data
Marts

The relational datDbase(s) that contain an enhanced and simplified
reporting-ready format of the transactional data collected within
ImageTrend Elite. The Elite Data Mans are available for use with the
ImaaeTrend Elite Reporting Tools.

ImagcTrcnd Elite
Reporting tools

The Transactional Report Writer, Visual Informatics, Analytical Chan
Reponing Tool and Analytical Tabular Reponing Tool In the Software
that arc based on a set of Elite Data Mans.

Implementation
The process for making the System fully operational for
processing the Data.

Implementation Plan

Sets fonh the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Incidcnt(s) An instance where and EMS or Fire agency In the State sends a vehicle
to a potential or actual patient or fire incident.

Information Technology'
(IT)

Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of infonnation
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL injection, buffer
ovcrnow, etc.
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Intrusion Detection Supports llie detection of illegal enlrancc into a coinpiiler system

Invoking Party In a dispute, the party believing itself aggrieved.

Issues Log

Contains o list of ongoing and closed issues of the project.
While issue logs can be viewed as a way to ti^ck errors in the
project, the role it plays oflcn extends further. Issue logs can be
used to order and organize the current issues by type and sevcrit)'
in order to prioritize issues associated with the current milestone
or lieroiion. Issue logs may also contain customer requests and
remarks about the various problems that can be found in current
code

Key Project Staff Personnel identified by the State and by the Contractor as
essential to work on the Project.

Letter of UAT Acceptance
A Letter of UAT Acceptance provides notice from the State of
the successful conclusion of UAT testing and of the
commencement of the Warranty Period.

License (EMS) Official permission by the State to provide EMS Care or operate
an EMS agency

Licensee The Stale of New Hampshire

Licensed Information

Any information pertaining to the Software which is owned by
IMAGETREND and is licensed to the State. Licensed Information
includes such information as input form, user manuals and user
documentation, interface formal and input/output format, and any other
materials pertaining lo the Software.

LMS Learning Management System

NEMSIS
National Emergency Medical Services Information System:
National EMS Data System and Daiasel under National Highway
Transportation System Administration

NFIRS National Pire Incident Reporting System

NHOODLE The name ofNH's LMS- NH's Distance Learning Environment
NHTSA National Highway Transportation Safely Administration

ImageTrend Initials:. Page 10 of 49



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

NIST National Institute of Standards and Technology

Non-Exclusive Contract

A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract.

Non-Public Information

Data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive
and confidential by the Slate because it contains information that
is exempt by statute, ordinance or administrative rule from access
by the general public as public information.

Non-Soft^varc

Deliverables

•  1

Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours of the State of New Hampshire, which
are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday
excluding State of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President's Day,
Memorial Day, July 4*'', Labor Day, Veterans Day, Thanksgiving
Day, the day after Tltanksgiving Day, and Christmas Day.
Specific dates will be provided

Not-to-Excecd

TIte price the contract shall not exceed under this contract. This is
not a guarantee of full payment of the amount if all services or
options do not get utilized by the State but the maximum amount
(hat the state will pay under this contract unless otherwise
amended through Governor and Council.

Notice to Proceed (NTP)
The Slate Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

NREMT National Association of Emergency Medical Technicians

NSA National Security Agency

NTDB National Trauma Data Bank

Open Data Formats A data format based on an underlying Open Standard.

Open Source Soft^vare
Software that guarantees the user unrestricted use of the Software
as defined in RSA 21-R: 10 and RSA 21-R: 11.
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Open Standards Specifications for the encoding and transfer of computer data that
is defined in RSA 2I-R:I0 and RSA 21-R; 13.

Order of Precedence

The order in which Contraci/Documenls control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

PCR Patient Care Report

Perpetual License
An unlimited use of software without fiehis for resale

Personal Data

Data that includes information relating to a person that identifies
the person by name and has any of the following personally
identifiable information (PlI): government-issued identification
numbers (e.g., Social Security, driver's license, passport);
financial account information, including account number, credit
or debit card numbers; or protected health information (PHI)
relating to a person.

Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project

Project Managers

The persons identified who shall function as the Slate's and the
Vendor's representative with regard to Review and Acceptance
of Contract Deliverables, invoice sign off", and review and
approval of Change Orders.

Project Staff State personnel assigned to work with the Vendor on the Project

Project Team

The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required specifications and
quality

Proposal The submission from a Vendor in response to the Request for a
Proposal or Statement of Work

Protected Health

Information (PHI)
Individually identifiable health information transmitted by
electronic media, maintained in electronic media, or transmitted

ImageTrend Initials: HA/A
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or maintained in any other form or medium. PHI excludes
education records covered by the Family Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. I232g, records
described at 20 U.S.C. l232g(a)('l)(B)(iv) and employment
records held by a covered entity in its role as employer.

QR CODE

"Quick Response" code is a two-dimciisional barcode (hat can be
read by a cell phone or computer with a barcode reader and
which is used to encode information such as text or a URL for

quick access.

Regression Test Plan
A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused errors elsewhere in the

appi ication/process.

1

Review The process of reviewing Deliverables for Acceptance

Review Period
The period set for review of a Deliverable. If none is specified
then the Review Period is ten (10) business days.

RFP (Request for
Proposal)

A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying data processing product
and/or Service resources according to specific terms and
conditions

RMS Records Management System

RoIe/Privilege
Management

Supports the granting of abilities to users or groups of users of a
computer, application or net\vork

Run(s) An instance where and EMS or Fire agency in the State sends a vehicle
to a potential or actual patient or ftre incident.

Schedule

The dates described in the Work Plan for deadlines for

performance of Services and other Project events and activities
under the Contract

Security Incident

The potentially unauthorized access by non-authorized persons to
personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or theft of a State's
personal data or non-public data within the possession or control

2018-566 IT Provisions - Fart 2
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of the Contractor. A security incident may or may not turn inio a
data breach.

Service
The work or labor to be performed by the Vendor on the Project
as described in the Contract.

Service Level Agreement
(SLA)

A signed agreement between both the State and the Contractor
that is subject to the terms and conditions in this document that
unless otherwise agreed to includes (!) the technical service level
performance promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3) identification
of roles and responsibilities, (4) security responsibilities and
notice requirements, (S) how disputes are discovered and
addressed, and (6) any remedies for performance failures.

Services
The work or labor to be performed by the Vendor on the Project
as described in the Contract.

Soft^vare

The computer program(s) in machine readable object code form,
including the executable processing programs comprising the
various modules from the Custom Software and COTS software
the Licensed Information provided by the Vendor under the
Contract

Soft^varc Deliverables Software and Enhancements

Sorhvare License Licenses provided to the State under this Contract

Soft>vare-as-a-Service
(SaaS)

The capability provided to the Slate to use the Contractors
applications running on a cloud infrastructure. The applications
are accessible from various client devices through a tliin-cHcnt
interface such as a Web browser (e.g., Web-based email) or a
program interface. The State does not manage or control the
underlying cloud infrastructure including network, servers,
operating systems, storage or even individual application
capabilities, with the possible exception of limited user-specific
application configuration settings.

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing the
requirements and tcnns of the Contract Specifications. The off- |
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1
the-shclf Software and configured Software customized for the
Slate provided by the Vendor in response to this RFP.

Spccincatioi5

The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations. State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in (he Contract Documents. The
Specifications are, by this reference, made a part of the Contract
as thouRh completely set forth herein.

J

SQL Structured Query Language

i
State '

1

STATE is defined as:

State of New Hampshire
Department of Safety/Division of FSTEMS ''
33 Hazen Drive

Concord, NH 03305
Reference to the term "State" shall include applicable agencies

State Data

For SaaS applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or other electronic manipulation of any
data that was created by or in any way originated with the Slate,
whether such data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned, maintained
or otherwise controlled by the Stale or by the Contractor.

1

Stale Fiscal Year (SPY)

The New Hampshire State Fiscal Year extends from July 1"
through June 30''' of the following calendar year. The year
designation is based on the year the period ends. For example
SFY19 begins on July I, 2018 and ends on June 30. 2019.

2018-566 IT Provisions - Part 2
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State Idcntiricd Contact
The person or persons designated in writing by the State to
receive securit)' incident or data breach notification.

Stale Project Leader Slate's representative with regard to Project oversight

Statc*s Confldential

Records

State's information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A

State's Project Manager
(PM)

State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Statement of Work

(SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a
high level view of the architecture, performance and design
requirements, the roles and responsibilities of the Slate and the
Vendor. The Contract Agreement SOW defines the results that
the Vendor remains responsible and accountable for achieving.

Subcontractor

A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the
Vendor

Support

Interactive telephone and e-mail support, computer based online
training, product upgrades and enhancements, along with defect
corrections, delivered from IMAGETREND's ofnccs and specified in
the Maintenance and Support Services and Service Level Agreement
under E.vhibll G
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System
All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical A ithorization

Direction to a Vendor, which fills in details, clarifies, interprets,
pr specifics technical requirements. It must be: (1) consistent
with Statement of Work within statement of Services; (2) not
constitute a new assignment; and (3) not change the terms,
documents of specifications of the Contract Aereement

TEMSIS
Trauma and EMS Information System; the state's electronic
patient core reporting system

Term )
1

Period of the Contract from the Effective Date through
termination.

1

Test Plan '
1

1

A plan, integrated in the Work Plan, to verify the code (new or
changed) works to fulfill the reqiiirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts and
reports for the test results as well as a tracking mechanism.

TQIP I Trauma Quality Improvement Program
(

1

Transcript Records

Existing data maintained and managed by the State that tracks all
training and education courses provided by the state and all
students who have attended the courses. This data will be
convened and imported into the DERMIS system as legacy data.

Transition Services
1

Services and support provided when Contractor is supponing
System changes.

t

Trauma Registi^
A Hospital Patient Registry system for trauma patients using the
National Trauma Data bank dataset and integrated with TEMSIS
for fields used in both records.

UAT User Acceptance Test

Unit Test ^

Developers create their own test data and test scenarios to verify
the code they have created or changed functions properly as
defined.

2018-566 IT Provisions - Part 2
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Upgraded Version

Tlie Licensed Software and/or Licensed Informaiion to which updates,
enhancements, corrections, installations of patches or other changes
have been made. The exterior form of the Updated Version is reflected
by chanucs to the version numbers.

URL
Uniform Resource Locnlor- the technical term for website

address

User Acceptance Testing

Tests done by knowledgeable business users who are familiar
with the scope of the Project. They create/develop test cases to
confirm the System was developed according to specific user
requirements. The test cases and scripts/scenarios should be
mapped to business requirements outlined in the user
requirements documents.

User Maaagcmcnt
Supports the administration of computer, application and network
accoimis within an organization

V2 NEMSIS Version 2.2.1 dataset

V3 NEMSIS Version 3.4 and subsequent datasets

Vendor

The Vendor whose proposal or quote was awarded the Contract
with the State and who Is responsible for the Services and
Deliverables of the Contract. Term can be interchangeable with
"Contractor" and/or "ImageTrend" throughout the contract, RFP
and proposal

Vcriflcation
Supports the confirmation.of authority to enter a computer
system, application or network

Walk Through
A slep-by-step review of a Specification, usability features or
design before it is handed off to the technical team for
development

Warranty Period
A period ofcovcrage during which the contracted Vendor is
responsible for providing a guarantee for products and services
delivered as defined in the contract.

Warranty Releases Code releases that are done during the warranty period.

Warranty Services
Tl)c Services to be provided by the Vendor during the Warranty
Period. ,

Work Hours
Vendor personnel shall work normal business hours between
8:30am to 7:00pm Eastern Standard Time, Monday through

2018-566 IT Provisions - Part 2
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j

♦

i

Friday, excluding Stale of New Hampshire holidays. Changes to
(his schedule may be made upon agreement with the State Project
Manager.

1

Work Plan 1
f

i
1

The overall plan of activities for the Project created In accordance
with the Contract. The plan and delineation of tasks, activities
and events to be performed and Deliverables to be produced
under the Project as specified in Appendix C. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task dependencies,
and the resources that would lead and/or participate on each task.

Written Deliverables

Non-Sofhvare written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic fonnat.

(

1

XML Extensible Markup Language

I
I

1

(

I

j
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ImageTrend Initials: M Page 19 of 49



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Coniract is by and between the State of New Hampshire, acting through New Hampshire Department
Safety/Division of Division of Fire Standards and Training & Emergency Medical Services ("State"), and
ImageTrend, n Minnesota Profit Corporation, ("Contractor"), having its principal place of business at
20855 Kensington Blvd. Lakeville, MN 55044

This contract will provide the Stale with a statewide electronic patient care reporting (ePCR) system
for Emergency Medical Services (EMS) integrated with a system for Hospital Access to Pre-Hospital
Records (HAPHR), a statewide Trauma Registry, and data reporting and analysis system.
Additionally, this contract will include a statewide Notional Fire Information Reporting System
(NFIRS) integrated with the ePCR system, and a system for user management to manage EMS User
and Agency licenses and affiliations, EMS User and Fire certifications and education and training
records for all training courses the FSTEMS provides, with integration of the user management
system with the ePCR and NFIRS systems to manage all user, agency and vehicle demographics in
those reporting systems.

RECITALS

Whereas the State desires to have the Contractor provide a a Commercial-off-the-shelf Software System
and associated Services for tlte Slate;

Whereas the Contractor wishes to provide a Commcrcial-ofT-the-shelf Software System and associated
services

The parties therefore agree as follows:

L CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS

This Contract Agreement (2018-566) is comprised of the following documents:

A. Part I - Form P-37 General Provision

B. Part 2 - Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services

Exhibit E- implementation Services
Exhibit F- Testing Sen'lces

2018-566 IT Provisions - Fart 2
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Exhibit 0- Maintenance and Support Services
Exhibit H- Business Requirements
Exhibit I- Work Plan

Exhibit!- Sofhvare Agreement
Exhibit K- Warrant)' and Warranty Services
Exhibit L- Training Services
Exhibit M - HIPAA Business Associate Agreement

]  Exhibit N - Agency RFP with Addendums, by reference
i  Exhibit O - Vendor Proposal, by referenceI  Exhibit P- Certificates and Allachments

1.2 ORDER OF PRECEDENCE
i

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:
a. State of New Hampshire, Department of Safety/ Division of Fire Standards and Training &

Emergency Medical Services Contract Agreement 2018-566, including Parts 1,2, and 3;
b. State of New Hampshire, Department of Safety/ Division of Fire Standards and Training &

Emergency Medical Services RFP 566-18 (Reposl dated 03/14/2018);
c. jVendor Proposal Response to RFP 566-18 dated 3/23/2018;
d. Portions of Vendor Proposal Response to RFP 565-18 dated 2/5/2018 unamended by

Vendor Proposal Response to RFP 566-18.

2. CONTRACT TERM

The| Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
("Effeclive Date").

The Contract shall begin on the Effective Date and extend through 06/30/2028. The Term may
be extended up to 2 years, ("Extended Term") at the sole option of the State, subject to the
parties prior written agreement on applicable fees for each Extended Term.

The ̂Contractor shall commence work upon issuance of a Notice to Proceed by the State.
)

The Stale docs not require the Contractor to commence work prior to the EfTeciivc Date;
however, if the Contractor commences work prior to the EITcciive Date and a Notice to
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that the
Contract does not become effective, the State shall be under no obligation to pay the Contractor
for any costs incurred or Services performed; however, if the Contract becomes effective, all
costs Incurred prior to the Effective Date shall be paid under the icnns of the Contract.

2018-566 IT Provisions - Part 2
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Time is of Ihc essence in the performance of ihc Contractor's ohllLmtinn under (he contrnct.

3. COMPENSATION

3.1 CONTRACT PRICE

The Conlracl Price, Part 1, P37, block 1.8 price limilaiicn, melhod of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price ami Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT
I  I

The Stale reserves the right, at its discretion and cost, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or
portion of an item, group of items, or total Proposal. The Contractor shall not be responsible for any
delay, act, or omission of such other vendors, except that the Contractor shall be responsible for any
delay, act, or omission of the other vendors if such delay, act, or omission is caused by or due to the
fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and Slate personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Lisa Vanina

Proposal and Contracts Manager
20855 Kensington Blvd.
Lakevillc, MN 55044
Tel: 888-469-7789

Email: lvanina@imagetrend.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contrnct Project Manager

2018-566 IT Provisions - Part 2
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The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shnll be subject to the prior written approval of the State. The Stale's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the sole judgment of
the Stale, is found unacceptable or is not performing to the Slate's satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit I, Section 2. The Contractor's Project
Manager, must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State. The Contractor's Project

I  Manager must work diligently and use his/ her best efforts on the Project.
I

'  4.2J The Contractor shall not change its assignment of tJie Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's

I  Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project

t  Manager being replaced; meet the requirements of the Contract; and be subject to
I  reference and background checks described above in General Provisions, Section

4.2.1; Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, telow. The Contractor shall
assign a replacement of the Contractor's Project Manager within ten (10)

;  business days of the departure of the prior Contractor's Project Manager, and the
Contractor shall continue during the ten (10) business day period to provide

:  competent Project management Services through the assignment of a qualified
j  interim Project Manager.

'  4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare (he Contractor in
default and pursue its remedies at law and in equity, if the Contractor fails to
assign a the Contractor Project Manager meeting the requirements and terms of
the Contract.

2018-566 IT Provisions - Part 2
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4.2.5 CONTRACTOR Projecl Managers are:

DERMIS/ User Maiiagemem / Licensing
Jay Kalzenbcrgcr
Implementation Manager
20855 Kensington Blvd.
Lakevilic, MN 55044

Tel: 952-469-6161

Email: Jka(zcnberger@imagctrend.com

TEMSIS / Elite / Elite Rescue / Account Advisement Services

Kevin Fcrriby ,
Tentative Account Adviser

20855 Kensington Blvd.
Lakevilic, MN 55044
Tel: 952-469-6149

Email: kfcrriby@imagelrend.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1The Contractor shall assign Key Project Staff who meet the requirements of the Contract,
and can implement the Software Solution meeting the requirements set forth in RFP Appendix
C: System Requirements cmd Deliverables, Table C.2: System Requirements and Deliverables-
Vendor Response Checklist. The State may conduct reference and background checks on the
Contractor's Key Project Staff. The State reserves the right to require removal or
reassignment of the Contractor's Key Project Staff who arc found unacceptable to the State.
Any background checks shall be performed in accordance with General Provisions Section
4.6: Background Checks.

4J.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The replacement
of the Contractor's Key Project Staff shall have comparable or greater skills than of
the Contractor's Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth In RFP Appendix
C: System Requirements and Deliverables and be subject to reference and
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background checks described in Contracl Agreement- General Provisions, Section
4.6: Reference am! Background Checks,

<1.3.3 Nolwiihslnnding any other provision of the Contract to the contrary, the State shall
have the option to temiinntc the Contract, declare the Contractor in default and to
pursue its remedies at taw and in equity, if the Contractor fails to assign Key
Project SlafT meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

I

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Proiect Staff:

Key Mcmbcr(s) Title

Mi Lam Product Manager

Chris Morris Implementation Coordinator

Kelly Pilhan Implementation Team Manager

Kevin Ferriby Account Adviser

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

Jeffrey Phillips
Assistant Director

33 Hazen Drive,
Concord. NH 03305

Tel: 603-223-4200

Fax: 603-271-1091

Email: JenTey.phillips@dos.nh.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The Slate Project Manager's duties shall include the
following:

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
c. Invoice sign-ofTs;

2018-566 IT Provisions - Part 2
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f. Review and approval of change proposnts; and
g. Managing slakeholders' concerns.

The State Project Manager is:

Richard "Chip" Cooper
Emergency Services Data Manager
33 Hazen Drive

Concord NH 03305

Tel: 603-223-4200

Email: rlchard.coopcr@dos.nh.gov
I  »

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill llie obligations of (he contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwi.se convicted of any felony, or
misdemeanor offense for which incarceration for up to I year is an authorized penalty, or who
have any protective orders in effect against them. The Contractor shall promote and maintain an
awareness of the importance of securing the State's infonnation among the Contractor's
employees and agents.
The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agreement - General Provisions-Section 11: UseofState's Information, Confidentiality.

5. DELIVERABLES

5.1. CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor shall not subcontract Services without providing the Slate written
justification and obtaining the prior written approval of the State. State approvals for
subcontracting Services will not be unreasonably withheld, subject to the provisions of the
Contract, including but not limited to, the tenns and conditions in the Contract Agreement.
The Contractor must submit all information and documentation relating to the Subcontractor,
including terms and conditions consistent with this Contract. The State will consider the
Contractor to be wholly responsible for the performance of the Contract and the sole point of
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contact with regard to all contractual matters, including payment of any and all charges
resulting from the Contract.

5.2. j DELIVERABLES AND SERVICES
The Contractor shall provide the State with the Deliverables and Service.^ it) accordance with the
lime frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables. Upon its submission of a Deliverable or Service, the
Contracted Vendor represents that it has performed its obligations under the Contract associated
with the Deliverable or Services.

5J. , NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After 'receiving written Certification from the Contractor that a Non-Software or Written
Deliverable Is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets tlie Requirements outlined in Contract Exhibit A: Contract
Deliverables. The Slate will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within ten (10) business days of the State's receipt of the Contractor's written
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature and class of the Deficiency and the Contractor shall correct the Deficiency within the
period identified in tlie Work Plan. If no period for the Contractor's correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within ten (ID)
business days or a mutually agreed upon dale, in writing, considering the nature of the
deficiency(s). Upon receipt of the corrected Deliverable, the State shall have ten (10) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to extend the Review Period up to ten (10) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity. Should the State fail to provide any communication,
whether Acceptance, rejection, or notice to extend the review period, then the Deliervable shall
be accepted on the fifteenth (15) day following submission of the Deliverable to the State.

5.4. SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly descried in Exhibit F: Testing Services.
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6. SOFTWARE

The Coniruclor shall provide ihe State with access to the Software and Documentation set forth in the
Contract, and particularly described in Ethibit J: Software Agreement.

7. SERVICES

Hie Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, In accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

Tlie Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in E.xliibit F; Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the Slate with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Exhibit G: System
Maintenance and Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks. Deliverables, major milestones, task dependencies, and
payment Schedule.
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I

8.1 WORK PLAN

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I:
WorkjPlan. The Contractor shall update the Work Plan as necessary, but no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment Schedule.
Any such updates to the Work Plan must be approved by the Slate, in writing, prior to final
incorporation into Contract Exhibit I: Work Plan. The updated Contract Exhibit I: Work
Plan, as approved by the State, is incorporated herein by reference.
Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I; Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from the
Contractor's failure to perform its obligations under the Contract, including, without
limitation, perfonfinnce in accordance with the Schedule. '

8.2

In the

WORK PLAN DELAYS

event of any delay in the Schedule, tlie Contractor must immediately notify the State
in writing, identifying the nature of the delay, I.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the expected Schedule
impact on the Project.

1

Although the iparties agree that time estimates, scheduling, and future-looking timelines shall be
computed to the best of each Party's ability, the parties acknowledge that uncertainty cannot
be completed eliminated. Recognizing that time is of the essence, each party shall commit
reasonable resources as appropriate and necessary to meet the timelines outlined in the Work
Plan. 'Each party shall not withhold reasonably accommodating the other party when
unforeseen issues render previously agreed time estimates and/or timelines impracticable.
Tlie iritent of tliis clause is to allow for flexibility in accommodating "Force Majeure"-typc
unforeseeable obstacles in a mutually acceptable and reasonable manner. Each party agrees
to negotiate and escalate disputes related to time estimates or timelines in good faith and
intending to facilitate the success of the project. Any agreement of the parties to make
accommodations regarding time estimates and/or timelines as described in this section shall
be memorialized in the Schedule, the Work Plan, or both, as appropriate.

Nothing in this section will excuse or permit negligence or failure to perform in accordance with the
terms of this Agreement; this section merely establishes a process for accommodating
unforeseeable obstacles which may arise during the course of this Agreement, as described
above. Nothing in this section is intended to supplant the contract amendment process, as
determined solely by the State, or to supplant the change order process for proposed changes
to the scope of the Contract.

2018-566 IT Provisions - Part 2
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In ihc event additional lime is required by the Contractor to correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the Stale, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Contractor's foilure to fulfill its obligations under the Contract. To the
extent that the State's execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall autoinnticnily extend on a day-to-day basis.

Notwithstanding anything to the contrary, the Slate shall have the option to tenninatc the
Contract for default, in accordance with Section 13, if it is dissatisfied with the Vendor's
Work Plan or elements within the Work Plan.

9. CHANGE ORDERS

9.1 STATE ORIGINATED CHANGE ORDERS

The State may request changes or revisions to the scope of work at any time by written Change
Order. The State originated changes or revisions shall be approved by the Department of
Information Technolog>'. Within five (5) business days of the Contractor's receipt of a Change
Order, or within such other longer period of time as mutually agreed by the parties based upon the
complexity of the Change Order and considering that time Is of the essence, the Contractor shall
advise the State, in detail, of any impact on cost (e.g., increase or decrease), the Schedule, or the
Work Plan and provide to the state a technical document which outlines mutually agreed upon
system specifications for Custom Development and work plan affects along with associated costs,
payment terms, and acceptance procedures in the form of a Statement of Work. If the Statement of
Work is accepted by the state, the Change Order(s) shall be subject to the current Contract
allowances or the Contract amendment process, as determined to apply by the State.

9.2 VENDOR ORIGINATED CHANGE ORDERS

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to
respond to the Contractor's requested Change Order within ten (10) business days. The State,
including the Department of Information Technology, must approve all Change Orders in writing!
The cost of a change order requested by the Contractor to the State shall be at the Contractor's
expense, unless olherewise agreed upon by the State. TIic State shall be deemed to have rejected
the Change Order if the parties arc unable to reach an agreement in writing.

All Change Order requests from the Conlraclor to the Slate, and the State acceptance of the
Contrnctor's estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. If accepted, the mutually agreed Change OrdcKs) shall be
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subject to the current Contract allowances or the Contract amendment process, as determined to
applyiby the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE
I

Title, right, and interest (Including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor as defined in EXHIBIT J

Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications
developed in connection with performance of obligations under the Contract, or modifications to
the Contracted Vendor provided Software, and their associated Documentation including any and
all performance enhancing operational plans and the Vendors' special utilities. Tlie Contracted
Vendor shall license back to the Stale a non-exclusive perpetual license use such soft>vare, source
code, object code, modiftcations, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

Any custom development of additional software features for a software solution module funded
throu^ Tederal grants under this contract must be made available to any other clients of the
Contractor who use or purchase the alTected module at no additional cost or premium to the client
per federal laws, regulations or grant stipulations applicable to federal grants.

i

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in Stale Data shall remain with the State. All data and any property
whichlhas been received from the State or purchased with funds provided for that purpose under
this Agreement, shall be the property of the Stale, and shall be returned to the State upon
demaridor upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or Slate data, except (1) in the course of data center operations, (2) in
response to service or technical issues, (3) os required by the express terms of this contract (4) at
the State's written request, or (5) training machine teaming algorithms or artificial-jnlelligence for
the purposes of developing improvements related to the four immediately preceding exceptions
(1).(4) or to the improvement of the Software licensed herein, provided any improvements based
on use|of the slates data does not cause increased license or sofhvare use fees.
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lOJ CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor mny develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any Stale Confidential information. The Contractor shall be free to use its general knowledge,
skills and experience, and any ideas, concepts, know-how, and techniques that are acquired or
used In the course of its performance under (his Contract, provided thai such is not obtained as the
result of the deliberate memorization of the State Confidential Information by the Contractor
employees or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer a licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information (hat is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and Interest in the State WWW site <NH.GOV, etc.>, including copyright to all
Data and information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and computer instructions embedded within (he WWW pages. All
WWW pages and any other Data or information shall, where applicable, display the State's
copyright.

10.5 SURVIVAL

This Conlrocl Agreement Section ID: Inidleciual Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records aud
Meetings (sec c.g.^RSA Chapter 91-A; 5 Exemptions). The Contractor shall not use the
Slate Confidential Information developed or obUiincd during the performance of, or
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acquired, or developed by reason of ihe Coniraci, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

iThe Contractor shall maintain the cotifldenlinlity of and protect from unauthorized use,
^disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its fomt.

^Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which; (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving part^ in breach hereof; (ii) was disclosed to
the receiving part>' on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligation in .favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving parly prior to, any
'disclosure of such information made by the disclosing party; or (iv) is disclosed with the
,written consent of the disclosing party. A receiving party also may disclose Confidential
Information to the extent required by an order of a court of competent jurisdiction.

Lny disclosure of the State Confidential Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State if any request,
subpoena or other legal process is served upon the Contractor regarding the State
bonfidential Information, and the Contractor shall cooperate with the State in any efibrt
the State undertakes to contest tlie request, subpoena brother legal process, at no additional
cost to the Stale.

In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to mainialn the confidentialit>' of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the Stale
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that Ihe State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The Slate shall maintain the confidentiality of the identified Confidential
information insofar as it is consistent with applicable Stale and federal laws or regulations.
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including but not limited to, RSA Chapter 91-A. In the event the State receives a request
tor the information identified by the Contractor as confidential, the State shall notify the
Contractor and specify the date the Slate will be releasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the Slate with the
collection and review of the Contractor's information, at no additional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be the Contractor's sole
responsibility and at the Contractor's sole expense. If the Contractor fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified
in the State's notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

TItis Contract Agreernent Section 11, Use ofStale's fnfonnolion. Confidentiality, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or e.xemplary damages. Subject to
applicable laws and regulations, the State's liability to the Contractor shall not c-xceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect. Incidental, punitive or e.xcmplary damages and the
Contractor's liability to the State shall not exceed two times (2X) the total Contract price
set forth in Contract Agreement - P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemnification and confidentiality obligations in Contract Agreement-General
Provisions Section I I: Use of State's Information, Confidentiality, which shall be
unlimited.

12.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.
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SURVIVAL

This Section 12; Liniiiaiioii of Liabilily shall survive icrmlnailon or CoiUraci conclusion.

13 TERMINATION

Tills Section 13 shall survive the tenninatlon or Contract Conclusion.

13.1 ' TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hcreunder ("Event of Default'*)
a. Failure to perform the SeI^'ices In accordance with the specifications herein or on schedule;
b. Failure to submit any report required; and/or
c. FaMure to perform any other covenant, term or condition of the Contract

13. lU Upon the occurrence of any Event of Default, the State may lake any one or more, or
all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater or lesser specification of lime, thirty (30) days from the date of notice,
unless otherwise indicated within by the State ("Cure Period"). If the Contractor
fails to cure the default within the Cure Period, the State may terminate the
Contract effective two (2) days after giving the Contractor notice of termination, at
its sole discretion, treat the Contract as breached and pursue its remedies at law or
in equity or both.

b. Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price which would otherwise accrue to the Contractor
during the period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default shall never be paid
to the Contractor.

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of E)efault;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.
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c. Procure Services thai are ihe subject of ihe Contraci from anoihcr source and llic
Contractor shall be liable for rcimbui-sing the Slate for the replaccincni Services,
and all administrative costs directly related to the replacement of the Contract and
procuring ihc Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and stafT time costs; all
of which shall be subject to the limitations of iinbilily set forth in the Contract.

a. 13.1.2 Should State fail to perform any covenant, term or condition of the
Contract, the Vendor shall provide the State with written notice of default, and the
State shall cure the default within thirty (30) days. Should the State fail to cure the
default. Vendor may treat the Contract as breached and pursue any of its remedies
at law or in equity, or both.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice to the Contractor. In the event of a
termination for convenience, the State shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in pan, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services.

133 TERMINATION FOR CONFLICT OF INTEREST

133.1 The State juay tcnninaie the Contract by written notice if it determines that a conflict
of interest e.xists, including but not limited to, a violation by any of the parties hereto
of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.
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In such case, ihc State shall be entitled to a pro-rated refund of any current
developmeiu, support, and maintenance costs. The State shall pay all other contracted
payinetils thai would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDDRE

13.4.1 Upon tcnnination of the Contract, the State, in addition to any other rights provided
in the Contract, may require the Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such port of the
Contract as has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State,
the Contractor shall:

a. The State shall be entitled to any post-termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has
been established as part of the SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;
Contractor shall not be required to continue performing ongoing obligations which
are terminated;

c. Promptly, but in jto event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the e.xtent required,
which approval or ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State lias an interest;

e. During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.
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1. In the event of lennination of any services or agreement in entirety, the
Contractor shall not take any action to intentionally erase any State data for a
period of:

•  10 days after the effective date of termination, if the termination is in
accordance with the contract period

•  30 days after the effective date oftermination, if the termination is for
convenience

•  60 days after the elTeciive date of termination, if the termination is for cause
2. After such period, the Contractor shall have no obligation to maintain or provide

any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherNvise in its possession or under its control.

f. Transfer title to the Slate and deliver In the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

g. The Contractor shall implement on orderly retuni of Stale data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent
secure disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the Slate. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST>-approved methods. Certificates of destruction
shall be provided to the Slate.

i. Provide written Certification to the State that the Contractor has surrendered to the
State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
or assigns for such period of lime as deiermincd necessary by the State; or immediately terminate the
Contract without liability to the Contracior, its successors or assigns.
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15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 I ASSIGNMENT
{

The Contractor shall not assign, delegate, subcontract, or othcr\v(se transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
Such 'consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the Stale's prior written consent shall be null and
void, and may constitute an event of default at the sole discretion of the State.

15.2 I DELEGATION
The Contractor shall remain wholly responsible for performance of the entire Contract even
if assignees, delegates. Subcontractors, or other transferees ("Assigns") are used, unless
othenyise agreed to in writing by the State, and the Assigns fully assumes In writing any and
all obligations and liabilities under the Contract from the Effective Date. In the absence of a
written assumption of full obligations and liabilities of the Contract, any permitted
assignment, delegation, subcontract, or other transfer shall neither relieve the Contractor of
any of its obligations under the Contract nor affect any remedies available to the State
against the Contractor that may arise from any event of default of (he provisions of the
contract. The State shall consider the Contractor to be the sole point of contact with regard to
all contractual matters, including payment of any and all charges resulting from the Contract.

153 SUBCONTRACTS

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning
the Contract to the successor of all or substantially all of the assets or business of the
Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Section 15: Change of Ownership, the State shall have the
option! to continue under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continue under (he Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or
assigns.

16 DISPiUTE RESOLUTION
16.1 I Prior to the filing of any formal proceedings with respect to a dispute (other than an
action jseeking injunctive relief with respect to intellectual properly rights or confidential
information), the party believing itself aggrieved (the "invoking party") shall call for
progressive management involvement in the dispute negotiation by written notice to the

i
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olhcr part)'. Such notice shall be without prejudice to the invoking party's right to any other
remedy permitted under the contract.

The parties shall use reasonable cfTons to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient limes and places, between negotiators for the
parties at the following successive manngemeiu levels, each of which shall have a period of
allotted lime as specified below in which to attempt to resolve the dispute:

Oispuie Resolution Responsibility and Schedule Table

LEVEL ImogeTrend . STATE CUMULATIVE

ALLOTTED
TIME

Priiiiary r ImageTrend Project
Managers

Richard Cooper
State Project
Manager (PM)

5 Business Days

First Michael Patock,
VP of Product

Management

Jeff Philips
Assistant Director

10 Business Day.s

Second . Michael McBrady,
CEO or Joe Craw,
COO

Deborah Pcndcrgasi
Director

15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that Ihe original Invoking
Party's notice is received by the other party.

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the Slate entities, systems.
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equipment. Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following niles:

aJ Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

b. Thai information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
CO system entry/access.

d. That all sofhvare licensed, developed, or being evaluated by the Slate cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such sofhvare
strictly confidential in accordance with the license or any other Agreement executed by
the State. Only equipment or sofhvare owned, licensed, or being evaluated by the Slate,
can be used by the Contractor. Personal sofhvare (including but not limited to palmtop
sync software) shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE

As pan of providing services under this contract, the Contractor will not require access to
email |or other electronic communication messaging systems provided or issued by the State
of New Hampshire. The Contractor will be using their own exiemal email system to
communicate with the state

17.3 INTERNETANTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct

support of the business of the State of New Hampshire according to State standard policy
(available upon request).
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17.4 REGULATORY GOVERNMENT APPROVALS

The Conlractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to pcrfoim its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

Contractor shall maintain insurance in accordance with Section 14 of the General Provisions.

The insurance Ccnificaie should note the Certincate Holder in the lower left hand block as:

State ofNew Hampshire,
Department ofSafety,
Division of Fire Standards & Training and EMS
33 Hazcn Drive

Concord, NH 03305

17.6 ESCROW OF CODE

Vendor will enter into a source and configuration code escrow agreement, with a State approved
escrow agent. The proposed escrow agreement shall be submitted with the Vendor's Proposal
for review by the Stale. The escrow agreement requires the Vendor to put the Vendor Software
source and configuration code in escrow. The source code shall be released to the State, at no
expense to the state,if one of the following events has occurred:

a. the Vendor has made an assignment for the benefit of creditors;
b. the Vendor institutes or becomes subject to a liquidation or bankruptcy proceeding of any

kind;
c. a receiver or similar officer has been appointed to take charge of all or part of the

Vendor's assets; or
(I. Vendor ceases its on-going business operations or that portion of its business operations

relating to the licensing and maintenance of the Software.

Upon one of the above events occurring. Stale may additionally or alternatively request, at the
stale's option, Vendor furnish, install, and/or restore a working copy of the then-current
installation of Vendor Software from Vendors scrverfs) onto a server(s) of State's choice (e.g.
State's own sen-ers or servers provided to State by another party). In this case, unless Vendor
demonstrates insolvency due to the event, Vendor will, at the Vendor's expense, perform as
directed by the previous sentence or procure/subcontract for such performance if Vendor is
unable to do so directly. Operation and maintenance of the system on the state's servers in such as
event will be the responsibility of the state should such an event oceur.

17.7 EXHIBITS

The Exhibits referred to, in and attached to the Contract arc incorporated by reference as if
fully included in the text.
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17.8 |/ENUE AND JURISDICTION
Any aciion on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Court.

17.9 survival

The terms, conditions and warranties contained in the Contract that by their context are
intended to survive the completion of the perfonnance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit O Section 5:

Records Retention and Acc'ess Requirements, Exhibit D Section 6: Accounting
Requirements, and General Provisions-Section II; Use of State's Information,
Confidentiality and General Provisions- Section 14; Termination which sitall all survive the
termination of the Contract.

17.10 FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of
such party. Such events shall include, but not be limited to, acts of God. strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.111 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, In a United States Post
Office addressed to the parties at the following addresses.

To The Contractor To State:

IrhageTrend, Inc. State Of New Flampshire

2085S Kensington Blvd.
Lakevllle, MN 55044

Department of Safety/ Division Of Fire
Standards And Training & Emergency
Medical Services

TEL: 1-888-469-7789

t
33 Hazen Drive

Concord. NH 03305
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E.MAIL:

coniractsf^imagetrend.com
TEL: (603)223-4200

E.MAIL:

Deborah.Pendergast(r^dos.nh.gov

17.12 DATA PROTECTION

Proteclion of personal privacy and data shall be an integral part of the business activities of
the Contractor to ensure there is no inappropriate or unauthorized use of State information at
any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
thefl of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract shall become and
remain property of the Stale. All personal data shall be encrypted at rest and in transit
with controlled access. Unless otherwise stipulated, liic Contractor is responsible for
encryption of the personal data.

d. Unless otherwise stipulated, (he Contractor shall encrypt all non-public data at rest and
in transit. Tlte State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

e. At no time shall any data or processes — that either belong to or arc intended for the use
of the State or its officers, agents or employees — be copied, disclosed or retained by the
the Contractor or any parly related to the Contractor for subsequent use in any transaction
that does not include the State.

f. The Contractor shall not use any information collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service.

17.13 RETURN OF DATA

Upon termination of this Agreement for any reason, including completion of the
contract term, Vendor shall provide to State copies of the following data:
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a. A copy of all Slate ePCR data in NEMSIS 2 or 3 formal, as applicable to the data
origins, such that the data can be imported into another NEMSIS compliant
system and individuals records can be identified and recovered as needed.once

imported into a new system; and

b. A copy of the Data Warehouse to be used for data review, reporting and analysis
In SQL or other agreed upon format that can be installed on a state server. This
data will include documentation on table layout, organization and relationships
such that the state can connect state data analytics software to the data warehouse
efficiently.

Vendor will produce this data by first using relevant export functionality provided
by the application, e.g. for ImageTrend Elite the data would be produced as a
NEMSIS Version 3 XML nie{s), or by other native data export format (e.g.
Microsoft SQL Server backup file or other data extract) should the application
provide no export functionality. Vendor may redact or remove Vendor trade secret
and confidential information, such as database schema design details, or data which
is used solely in an operational or administrative fashion (e.g. data which was never
entered by State end-users). For clarity, Vendor may not redact or remove data that
State or State's end-users entered. Vendor will provide this exported data to State via
secure electronic transfer, such as SFTP/FTPS. Vendor shall have 90 days from
State's request to produce this data for State. Should State desire the data to come in
any alternative format, or be in any way different than as described in this section.
State must request those services from Vendor separately on a Time and Materials
basis (e.g. via Change Order as detailed elsewhere in this Agreement).

17.14 DATA LOCATION

The Contractor shall provide its services to the State and its end users solely from data
centers in the U.S.. Storage of State data at rest shall be located solely in data centers in the
U.S. The Contractor shall not allow its personnel or contractors to store State data on
portab'le devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to
access State data remotely only as required to provide technical support.

17.15 SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The Contractor shall inform the Slate of any security incident or data breach in accordance
with ijjH RSA 359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA
Business Associate Agreement, Section 9, Data Breach Notification and Mitigation.
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a. Incident Response: the Contraclor may need to communicate u'ilh outside parties
regarding a security incident, which may include contacting law enforcement, lidding
media inquiries and seeking exlernal expertise as mutually agreed upon, defined by law or
contained in the contract. Discussing security incidents with the Stale should be handled
on an urgent as-needed basis, as puil of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
incident to the appropriate State identified contact immediately as defined in the SLA.

c. Data Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed data breach that alTects the security of any State content that is subject to
applicable data breaeh notification law, the Contractor shall (I) promptly notify the
appropriate Stale identified contact within 24 hours or sooner, unless shorter time is
required by applicable law, and (2) take commercially reasonable measures to address
the data breach in a timely manner.

17.16 DATA BREACH RESPONSIBILITIES AND MITIGATION

The Contractor shall be responsible for mitigating any data breach according to NH RSA
359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA Business
Associate Agreement, Section 9, Data Breach Notification and Mitigation This section only
applies when a data breach occurs with respect to personal data within the possession or
control of the Contractor.

a. The Contraclor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Slate
identified contact within 24 hours or sooner by telephone, unless shorter lime is required
by applicable law, if it confirms that there is, or reasonably believes that there has been a
data breach, the Contractor shall (I) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

c. Unless otherwise stipulated, ifa data breach is a direct result of the Contractor's breach
of its contract obligation to enciypt personal dain or otherwise prevent its release, the
Contractor shall bear the costs associated with:
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(1) ihe invcsligfltion and resolution of the data breach;
(2) noiifications to individuals, regulators or others required by Stale law;
(3) a credit monitoring service required by State (or federal) low;
(4) a website or a toll-free number and call center for affected individuals required
by State law — all not to exceed the average per record per person cost calculated
for data breaches in Ihe United States (currently $201 per record/person) in Ihe most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon
Institute 17 at the time of the data breach; and
(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(I) through (5)) subject to this Contract's limitation of liability.

17.17 NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State's data under this
contract, or which In any way might reasonably require access to the data of the Stale, the
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the State without first notifying the State, unless prohibited by law from providing such
notice.

17.18 ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access IP
address, user access history and security logs for all State files related to this contract.

17.19 CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The Slate

may perfonn this audit or contract with a third party at its discretion and at the State's
expense.

17.20 DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request, the Contractor may
remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 2 audit report, HIPAA audit report, HIPAA Security Rule with NIST 800-53
Mappings report or approved equivalent sets the minimum level of a third-party audit.

2018-566 IT Provisions - Part 2

ImageTrend Initials: t\ Page 47 of 49



STATE OF NEW HAMPSHIRE

DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND EMERGENCY MEDICAL SERVICES

RECORDS MANAGEMENT SYSTEM

CONTIUCT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

17.21 ADVANCE NOTICE

The Coniracior shall give advance nolice (to be deteifnined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a
replacement of hardware, soHwarc or firmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually includes a new version
number.

17.22 SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State
and the Contractor. For example: virus checking'"and port sniffing — the State and the
Contractor shall understand each other's roles and responsibilities.

17.23 NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of Slate data to that which is absolutely
necessary to perform job duties.

17.24 IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.25 RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware,
software and network support related to the services being provided. The technical and
professional activities required for establishing, managing and maintaining the environments
are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agrccd-upon maintenance downtime), and provide service to customers as defined in the
SLA.

17.26 RIGHT TO REMOVE INDIVIDUALS

The Sinte shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the Stale signifies that a potential
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security violation exists with respect to the request, the Contractor shall immediately remove
such individual, the Contractor shall not assign the person to any aspect of the contract or future
work orders without the State's consent.
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EXHIBIT A - CONTRACT DELIVERABLES

a. PROBLEM STATEMENT

Tlie Slate's current contract providing statewide Emergency Services Records Management System
expires on 06/30/2018. In order to continue these services, a new system, including data converted from
the existing system, needs to be implemented '

b. GOALS

Implementation of a statewide Emergency Services Records Management System, including electronic
patient care reporting (ePCR) system for Emergency Medical Services (EMS) integrated with a system for
Hospital Access to Pre-Hospital Records (HAPHR), a statewide Trauma Registry, and data reporting and
analysis system. Additionally, this project will include a statewide National Fire Information Reporting
System (NFIRS) integrated with the cPCR system, and a user management system to manage EMS User
and Agency licenses and affiliations, EMS User and Fire certifications, and education and training records
for all training courses the FSTEMS provides, with integration of the user management system with the
ePCR and NFIRS systems to manage all user, agency and vehicle demographics in those reporting
systems.

c. PROJECT OVERVIEW

The general scope of the project is to provide to the State with an Emergency Services Records
Management System which will meet and perform in accordance with the Specifications and Deliverables
that are in accordance with the lime frames in the Work Plan

d. STATEMENT OF WORK

The contract services provided are defined and specified under Exhibit A, Section f. Deliverables, Milestones,
and Activities Schedule and Exhibits E through L. A detailed work plan, mutually agreed upon by both
parties, must be provided within fourteen (M) business days of the contract execution.

e. GENERAL PROJECT ASSUMPTIONS

I. The Contractor will provide project tracking tools and templates to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The Slate of New Hampshire and the Contractor's Project Managers
(ImageTrend Implementation Coordinator) will review these tools and templates and determine which
ones will be used for the project. Training on these tools and templates will be conducted at the start of
each phase in which they will be used.
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2. Prior to the commcnccineni of work on Non-Software and Written Deliverables, the Contractor shall
provide to the State a template, table of contents, or agenda for Review and prior approval by the
State.

3. The Contractor shall ensure that appropriate levels of security are implemented and maintained In
order to protect the integrity and reliability of the Stale's Information Technolo©' resources,
infonnation, and services. Security requirements are defined in Appendix C-2 of the Request for
Proposal. The Contractor shall provide the Stale resources, information, and Services on an ongoing
basis, with the appropriate Infrastructure and security controls to ensure business continuity and to
safeguard the confidentiality and integrity of State networks. Systems and Data.

4. Contractor will provide the Stale with any technical requirements for user connectivity to or usage of
the application and interface functionality (i.e. CAD systems)

5. The Deliverables are set forth In the Schedule described below in Section 2. By issuing an
Acceptance Letter to unconditionally accept a Deliverable, the State reserves the right to reject any
and all Deliverables in the event the Slate detects any Deficiency in the System, in whole or in part,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

6. Stale shall have a 180 day warranty period, as defined in Part 3, exhibit K section 2, in which to reverse
the decision to accept a Deliverable. If after this 180 day warranty period State detects a Deficiency
(occurring after testing periods have concluded). Stale may not reverse the Deliverable acceptance
and may Instead submit a Deficiency/Malfunction ticket via Contractor's technical support system as
detailed in Contractor's Service Level Agreement attachment. Should State fail to issue an acceptance
for a Deliverable for more than 15 business days, the Deliverable will be deemed accepted.

7. The State may, at any time during the contract term, opt-out of any services for a period of lime as
specified by the State. Tills opt-out may bo the result of many factors, including, but not limited to,
budgetary or resources constraints. The opt-out period may be for a portion of the contract terms or
the remaining term of the contract. The State may choose to opt back Into discontinued services at a
future point in the contract. The Stale will provide 30 days' notice to the Contractor prior to opt-
out/opt-in. During the opt-out period, the state will not be obligated to pay for services that they state
is not using or receiving.

8. The State shall only pay for services while ihcy arc activated as part of deployment and Initiation of
implementation, or modified as part of an opt-oui/opt-in action by the State. Tlie payment shall be
prorated based on the number of months in which services are active in the applicable SFY multiplied
by the monthly break-down of the annual fee as determined by the annual fee for the services divided
by 12. Purchases of licenses and onc-iiinc implementation fees will be paid in full at the lime of
service activation, deployment and initiation of the project or services unless otherwise mutually
agreed upon between the State and Vendor.

Slate ofNH DOS Contract 2018-566-18

Exhibit A - Contract Deliverables - Part 3
Date: lV(l/Mt6
Conlraclor s Initials M M Page 2 of 77



STATE OF NEW HAMPSHIRE

Department Of Safely
Diviiston Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566

PART3- EXHIUIT A

CONTRACT DELIVERABLES

9. Pricing for Deliverables set forth in Exhibit B; /Vice aud Paynieni Schedule. Pricing will be cffccliyc
for the Term of this Contract, and any extensions thereof.

f. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

IniRli

1
Continuation of SiippoA and Hosting for Elite and Elite
Field, including Visual Informatics, Software" July 1, 2018

2
Continuation of Support and Hosting for Trauma
Registrj', including Visual Infonnatics

Software July 1,2018

3, Continuation of Support and Hosting for Hospital Hub Software July 1.2018

1
Eliie-Rcsciie'Fire RMS License activated and deployed
to Stale sitie

Software

Following DERMIS
iniplemeniafionper limeline in
Pi-djecl Work Plan

■2
Implement and Configure Fire RMS to upgrade Elite to
Elite Rescue Software

Fpllpmng DERMIS
iniplcinen/dtioii per fhneline in
Project Work Plan

3' Initiate siipport and hosting for full Elite Rescue Software,
Folloxving DERMIS
iniplenwniailpn per timeline in
Project Work Plan

1 Cpriduct Project Kickoff Meeting Non-Software
Two weeks frorii Contract
Signature

2 Bi-Weekly Project Meetings Non-Soft>varc Ongpihg
3 Mbii.thly Status Reports Written Ongoing

4 Provide Project Templates / Checklists / Workbooks Written During Kickoff Meeting

:  5 Provide Current sample of application configurations Written Timeline in Project Work Plan

6 Provide documentation of default business workflows Written Timeline In Project Work Plan

■  7 Final Acceptance Tests report Written Che week after final UAT

:  ? Project close-cul report' Written fO Days after Go-iLive

9 Enhancement Modifications Project Mniiagcmcni Non-Software'
Ongoing ih.rougii final
cnhancchiehl U AT
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1 System attalysis.and needs nsscsstrieni report Written Ti/nelinc in Projcci Work Plan

2 Miitualiy,Agreed Project Work Plan Wriltcn
Two weeks from. Project
Kickoff Meeting

3  , Software peplpymcnt ahd.Configiiration Pian Written Timeline Hi Project Work Plan

4 Security Plan Wriltcn Timeline in Project Work Plan

.5' TestingfPlan Written Timeline in Project Work Plan

6 Pata'Conversion Plan and Design Wriltcn Timeline in Project Work Plan

7 Training Plan Written Timeline in Project Work Plan

1 DERMlS license activated and deployed to State site Software timeline in Project Work PIgn

2 Provide.StateAveb portal and URL Soln\'afc fiinelinie in Project Work Pign

3 State System administrator user accounts,creat Spfhvare Tiiheline in Project Work Plan

jniplement NH specific site configurations (eig. logos;
llnks'etc.). , Software pjiiehne in, Projeci Work Plan

:5 Actiyatd;Repori W features Software Timeline in Projett Work Plan

.6 Cohfigufe sihgle-sign-on for TEMSIS and DERMlS. Software Timeline in Project Work. Plan

7 DERMIS Oniinc lnspeclioriS: License Activated Software Timeline in Project Work Plan

i, Gbmpleie implcmcnthiion of Elite Integration Soft\varc Timeline in Project Work.Plan
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5
Agency Director User Search (8v3.33)

Software Timeline in Enltancenienl

Sialcme/u of Work

6
PDF certificates for course modules (8.7.-19)

Software Timeline in Enhancemeni

SioJcment of Work

'  7
Tiered Inspection failure criteria (8.6/7)

Software Timeline in Ehhancemem
Suuenwnl of Work

8
Alcn Messages Displayed (S.1.14)

Software Timeline in Enhancemeni

Siafement of Work

9
Document Description for Investigations (8.8:6)

Sofiware

f

Timeline in Enhancemeni

Si ate men! of Work

1.0
Ornine skills testing module (8.7.34, ,8.1.7, 8.1.9)

Software Timeline in Enhancement

SlalcmeniufWork

1  1
Custom Dcyelopmenl Prdjeci.Mnnngemenl

Software Timeline in.Enhancement

Stalemeni of Work
1:2 Enhancement Features and SOW Dcyelopmenl Software AsNeedeci

■1^ : Validate Legacy Data'Workbooks provided by State, NPh'-Spftwarc Timeline bvProject Work Plan

2
Complete and validate testing Impbrls Acbnversipn of
data Sbfhyarc Timeline, in Project Work Plan

3  : Final Go-Live Import / Cqnyersibh of data Software Timeline in Project Work'Plan

4 FiharGb-Ljve' import yalidated tlifpug^^ UAT Non-Sbfr\varc \Timelihe.in Project Work. Plan

1
Cpiiduci Ihlegration.Testing Non-Software timeline in Project Work Plan

2 Conduct User Acceptance Testing NbnySpftware Timeline in Project Work Plan
3 Perfprni Production Reliabiliiy Tests NohrSbftwarc Timeline in Project Work Plan

4
Test In-Bound and Out-Bound rntcrfaccs ' Software Timeline in Project Work Pla'ii

'

CbiLduct System Performancc'(Load/Strcss)'Tcsting: Non-Sol'twarc Timelhie'in. Project Work Plan

State of NH DOS Coniracl 2018-566-18
Exliibit A - Contract Deliverables - Part-3

Coniracior's Initials fAl^ Page 6 of 77



STATE OF NEW HAiVlPSllIRE
Dc|)nr(mcnt OrSjircly

Division Of Fire Slandnrds And Trnining & Emergency Mcdicnl Services
Emergency Scr\ices Rccorils Manngcjiient Sys(cm

CONTRACT 2018-566

PART 3 - EXHIBIT A

CONTIUCT deliverables

Sfemi

6
Security Review and Testing Non-Software

Prior to live legacy data
iinport and pilot testing

1 Education Sessional tCompletc Non-Sol\ware Timeline in Project Work Plan

2  , Education Session 7/2 Cpiiipletc Non-Software Timeline in Project Work Phin

3 Education, Sessi6n-7/3 Complete Noh-Soflware Tiineline.in Project Work Plan

4 Education Session 114 Cbniplele Non-Software Timeline.in.Project Work Plan

5 Education Session US Complete Nph-SbfiVvare Tiihcline in. Project Work Plan

6 Education Sesslon^b Complete Non-Soflwarc Timeline in Project Work Plan
.

7 Educnlicn Scssion.37 Complete Non-SofTware Timeline in Project Work.Plan

8  ■ Education Session^S Complete Non-Sbftware Timeline in Project Work Plan

9  i Education'Session U9 Complete Non-Software Timeline in Project Work Plan

10 ■

Onsite Training '
Up to 5 days,Onsite/3[trips __ i

Non-Software As'Scheduled

. 11

Webinar Training
Up to 4 sessions

Non-Software. As Scheduled

i DERMIS'Sysrem NonTSo^vare • On site.'DepIoymcnt

2 PERMIS Offlinc Inspectibns Npn-Sbftware On-K4odule Activation

3 NREMT Integration Non-Software After OA-T

4 StateLMS; Integration hlb'n-Software After DAT

5 Paytnerit Gateway Intcgfalipn Nbri-SpftVyare After UAT

6 Account.Advisement;Services Non-Software OnlGpntfact Signature

<Thc remainder of this page is intentionally blank.:

State of NH DOS Contract 20,18^566-18

Exhibit A - Contract Deliverables r- Part 3

bate;
Contractor'tractor's Initials MA^ Page 7 of 77



staih or Nrw Hampshire

Pcpnrtnienl Of.Snfcly
IJivision or Fire Slanchirds And Training «& Emcrgency-Mcdical Services

Emergency Services Records Management System
CONTR.ACt 2018-566
PART 3- EXHIBIT B

PRICE AND PAYMENT SCHEDULE

EXHIBIT B - PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

l.I Not to Exceed

This is a Not to Exceed (NTC) Coiuract for the period between jiijy' 1, 2018; through 06/30/2028.
The Contractor shall be responsible for perfprn)iiig;i^ bbligatipns iri accordance with the Contract.
This Cphlract will tillow the Conirnclpr to invoice the State for the following ^activities,
Deliverables, or milestones appearing in the price and payment tables-beiow.

1.2 Activity, Pclivcrablc, or iyillcstonc Paynicrit'Sclied

■cOiwgffgfeiSfrtiTfMgaftrfr^ w .'JA ft

..i:

Continuation of Siipport ahd-hlqsfingTpr Elhe,
including Visual Inrofmaiics Hosting: 2/3>f
S5d.0b0-S33.000
Support: 2/3 orS45,000 - S30.000

On ConlractrSi^ature $63,000

Goritihuation of Support and Hostihg forl-lite;
Field, On 00^11^01 ,,$.15,000.00

2
Cbntiniiatjon of Support arid .Hostihg for
TrautnaRegi.st^,.'Including Visual Infonrialics Oil Obntiict Signature, $23,6I0;00

3 Cbntinuation of Support for Hbspital 'Hub On Cotitracr Signature: $2fi,obd.oo:
ie^nn^DeitaflOTolBhtwRcscii©^it;l=!^i^f

1
Elite Rescue Fire RMS License aciivated and^
deployed lb Slate site

Following DER/yUS '
inipiemenfaiion per
Timeline hi Projeci. '
Work Pla'h •

$ipo,obOib,6

2
Implement and Configure Fire RMS to
upgrade Elite to Elite Rescue Setup

FoUowingDEIiA'nS
implementatign per
TihicUhe in Project
'mikpigji

$25,000.00

Initiate support and libslingTorTull-Elile
Rescue (prormcrifor 6 mos.df.SFY /'))'*•
I lost 1 ng: i /3 of SSO.OOO; - S17,000 / 2 - 58,500.00
Support: 1/3'0'f $45,000 - 515.000 000 / 2 - $7,500.00,

Following DERMIS
hnpleinentaiidn.per
Timeline in Pfgjecl:
lYorJtPlgn

$16,060.00

1
Conduct Project KickolV Meeting Two .weeks from

Contract Signature Included

SlateiofNH DOS Contract 201 8-566t 18
Exhibit D - Price and Payment Sclicdiilc t- Pan 3
Dote:
Contractor's Initials Page 8 of 77



STATE OF NEW HAMPSHIRE

Dcpartrnuiil Of Safely
Division OfFlrc Stanilards And Training & Emergency Medical Services

Enicrgcncv Services Records Management System
CONTRACT 2018-566

PART 3-EXH1131TB

PRICE AND PAYMENT SCHEDULE

2 Bi-Weckly Project Meetings Ongoing Iiicliided

3 Monthly Status Reports Ongoing Included

A

Provide Project Templates / Checklists /
Workbooks

During Kickoff Meeting Included

5

Provide Current sample of application
configurations

Thiie/ine in IPorA* Plan Included:

6

Provide documentation of default business

workflows
Tiwc'/ine lit IVortc Plan Included.

7
Final Acceptance Tests report

One week after nnal

UAT
Included

8 Projcctclosc-out report 30:Days nflcr Co-Live Included

9

Enhahccmcnt'!Modifications Project
Management

Oiigpihg. through, fityal
enhancement UAT

included

l: System analysis and needs assessment report Timeline in Work Plan Included

2 Project Woi-k Plan Timeline in Work Plan $15,000.00,

,3 Software Depioymertl and Cqnfiguralibn Plan Timeline in Work Plan Included'

4 Security Plan Timeline in Work Plan, Included'

5 Testing Plan Timeline ,in Work Plan Included,

6 Data Conversion Plan and Design Timeline in Worik Plan Iriclucicd

7 Training-Plan Timeline in Work Plan Included:

1

DERMIS' license activated and deployed io
State site

Timeline-in Work Plan
$90;000.00

2 Provide State;web ponal and URL Timeline in Work Plan Included

3

State System adrhinisiralor user nccpiints
created

Timeline in Work Plan
Included

4

Implement NH specific siic configurations'
(e.g. logos, links etc.)

Timeline in Work Plan
Included

5.. Activate Report Writer / features Timeline in Work Plan Included

6

Configure single-sign on for TEMSIS and
DERMIS

Timeline in Work Plan
Included

SlaleofNH DOS Cdiuract 2018-566-18

Exhibit B - Price and Payment Schcdiilc - Pail 3
Date:

tractor, s InitirContraclbr.*^ Initials M Page 9 of 77



STATE OF NEW HAMPSHIRE

Department OrSafct>'
Division Of Fire Standards And Training & Emergency Medical Sen iccs

Emergency Sendees Records Management System
CONTRACT 2018-566

PART 3- EXHIBIT B

PRICE AND PAYMENT SCHEDULE

7

DERMIS Omine Inspections License
Activated

Timt'linc in H'ork Plan
.SI 6,000.00

1 Cdnipicle implemeiilation of Elite Integration' Timeline in IVork Plan Included'

2

Cotn'pjele implenientation ofNREMT
intcgratipn

Timeline in Work Plan
$7,500.00

3

Conipiete implementation of State LMS
integration,.including linkage to single sign-on

Timeline in Work Plan
$io,ooo:oo

4

Contplcte impIenicntalioM of Payment
gateway lirikage

Timeline in Work Plan
$7,500.00

.  5

Cdriipletc live pilot testing of EMS licenses
and training applications for operational staff

Timeline in Work Plan
Included

,  6^

Complete live pilot testing of EMS licenses
and training applications forextemal users

Timeline in Work Plan
Included

7. Production Go-Live Timeline. nrWork Plan Included

mm
1 Configure User'Account creation workflow Timeline huWork Plan Included

2

Configure. Legacy User Accountxonfirmation
workflow

Timeline in Work Plan
Included'

■  .3,

Configure EMS Provider License application
workflow

Timeline in Work Plan
Included

'  4;

Configure Training,Course Applicolion
workflow

Timeline iir Work Plan ■
liicluded

... 5- . Configure Servicc/Agericy license workflow Timeline in Work Plan Included

'6 Configure Vehicleworkflow Timclineihi Work Plan Included

1

Delivery of Enhancement Statement ofWork-
Timeline in

Ehhqncejnenl.Siateineni
of Work-

Included in Project
Management

2

Setting course prerequisites-for applications
(8.7.42, 8.1.1.7, 8.1 1.20),

Timeline in

Enhanceinen/iSiafc/nenf
of Work

■$7,500;06

'3.

Bundling oFcOurses into master/parent bundle
(8T.23)

Timejinein
Enhancement Sldieineni
of Work

$16,000.00

4  '
Intcnial StafT.Approval of course enrollment
(817.10)

Timelinc'in
EnhanceinenI Statenient

$5,000.00 ^

Slate of NH DOS Contract 2018-566-18
E.Nhibil 8;- Price and Payment Schedule - Pan 3
Date: .IV'ii/
Contractors Initials M t\ Pane 10 of??



STATE OF NEW HAMPSHIRE
Department Of Safcty

Division OfFlrc Standards And Training & Emergency-Medical Services
Emergency Sendees Records Management System

CONTRACT 2018-566

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

mm
of Work

5

Agency Director User Search (8.3.33)
Timeline in

Enhanceineni Sioiemeni

of Work

$1,000.00

6

PDF certificalcs for course modules (8:7.19)

Thheihie in

Enhancement Staiemenf

o f Work
$12,500.00

7

Tiered Inspection failure criteria (8.6/7)
Timeline in

Ehhaiicemenl Sialemenl

of Work

$2,500.00

8

Alert Messages pisplaycd (8.1J4)
Timeline in

Enhancement Sialemenl

of Work

$2,0p0;Q0

9

Document Description for Investigations
(S:8;6)

Timeiine in

Enhancement Statement

of Work

$125.00

io.

Offline skillsdesting module (8.7:34, 8.1.7,
8"; 1.9)

Timeiirie in

Enhancenient Statement

of.Work'

$44,500:00

1 1

Ciisiom Deyelopinent Project; Management
Timelincin

Enhanceineni Statenm^^
ofWork

$22,750,:P0

mmmmmmmmmmssmrnnsm

,  12

Enhancement Fcntures and SOW

Development Modifications

Timeiine.in
Enhancement Stntemeni

ofWork
$16,275.00

Isegacy

Validate Legacy Data Wprkbopks provided ̂
State

Timelinc in Work Plan
' [ncludcd

2

Coihplcte.and validate testing Imports /
coil version ofdata

Timeline in Work.Plan
Included

3
Final Go-Live: Import/ Cdhyefsipn of data:

Timeline in Work. Plair
Ihciiided

A
Idhal Go-Live import validated through UAT

Timeline in Work.Plaii
:$5,D0P;d0,

■

Conduct Integration Testing Timeline in Work Plan Included

2- Conduct User A'cccptahce Testing Timeline in Work. Plan Included

,  3 Perforhi Produciibn Reliabi|it>^Tesls Timeline in Work Pkvr Included

State of NM DOS Contract 2018-566-18

Exhibit B - Price and Payment Schedule - Pan 3
DaiL-

Contractor's Initials Page 11 of 77



STATE OF NEW HAMPSHIRE

Department Of Safely
Division Of Fire Standards And Training & Eniergcncy Medicsil Scn'iccs

Emergency Sci'viccfs Records Management System
CONTRACT 2018-566

PART 3 -EXHIBIT B

PRICE and payment SCHEDULE

4 Test In-Bound and Out-Bound Interfaces ThuL'/ine in Work Flan Included

5

Cotidiiei System Performance (Load/Stress)
testing

Timeline in Work Flan
included

6 Security Review and Teslitig Timeline in Work Plan Included

1 Education Session U\ Complete^ TJmelihe in Work Plan Included

2 Education Session U2 Complete: Timeline in Work Flan Included

3 Education Session ff3 Complete- Timeline in Work Plan Incliicicd

4; Education Session fi4 Complete Timeline in Work Plan. Included

5- EdiicatiptJ Session (fS Complete Timeline in Work Plan Included

6 Education Session U6 Complete Timeline-in Work Plan Included

7 Education Session #7 Complete Timeline in Work Plan Included

8 Education Session i'S.Goniplete Timeline in Work Plan Included

9 Education Session #-9 Complete Timeline in Work Plan . Included

'  10 Education Session #10 Complete Timeline in Work Plan Included

I I
Education Session#,! 1 Compleie Timeline in Project

Work Plan
Included

12

Onsite Training Session
Up.to S'tiays Onslte at SMOO.dO'/.bay As.Scheduled $5,600.00

13

Training Travel (Oiisitc Traiiiing)
Up to 3 trips at 51750.00 per trip As'Scliedulcd $3,500.00

14

WebinarTraining
Up to il.x i-hour sessions at SI75.00/ session
or 2 x;2-hour sessions at 5350.007 Session

As Scheduled $70,0.06
. 1- 1 c

I

DERMIS System (prornieilfpf6 nm^^^
Hosting S9ibbd.d67 2- SJ^Sod.OO
Siipoon:iS20.000.00/2»SI0;000.00 . .

Oh site Deployment •S14p60.06

2

P,ERMIS;Grnine Inspcctibns-
(prorafeti/or.6 mos of SFY10) *
Hostiiig S2;pp0.00y 2.0'St,000.06
Support: iS4.8b6.6o A2 = «.40b.do,

Gil Module Activation $3,400.00

3  .

NREMT Integration
(prprqlerifpr 6 mos of SFY 19) * '
Support: Si.875.607 2 -S937.50

After tJAT $937.50

4

StatCxLMS'Integration
(pruraicdforfi mas of SFY 19)*
Support: S2.5nb.bO / 2 - SSj.250.66

A'fier UAT $1,2-50:00

5

Payment Gateway Integration
(orornied for 6 ows ofSFY 19} *

After UAT $937.50

State ol NH DOS Contract 2018-566-18

E.xliibii B - Price and Payment Schedule - Part 3
Date: lVl{/?ql6
Conlrnctor's Initials Paue.l2 of??



STATE OF NEW HAMPSHIRE
Dcpnritncni Of Safety

Division Of.Firc Standards And Training & Emergency Medical Sen'iccs
Emergency Services Jiccords Msinagcmeiil System

CONTIUCT 2018-566

PART 3 ̂EXHIBITS

PRICE AND PAYMENT SCHEDULE

Support: SI.875.00 / 2 - S937.50

6

Elite Rescue Fire RMS Pcnnits

(prunticil/or 6 iim ofSFV19)*
Support: S 10,000.00 / 2 > S5.000.00

Following DERh-US
iihplenienUilion per
Timuline in Work Plan

$5,000.00

7

Account Advisement Sen.'ices'

(prorttleilfor 6 iiwsof SFY19)*
Support: S 12.500.0012 - S6.250.00

On Contract Signature $6,250.00

DERMIS Implementalipn and
Project Management

60 days aRer full
go-llve;pf all
cnhanccmcm

modificalions arc

complete.

$15,000.00 $1,500.00

2 DElUvliS Data Hbsting
60 days after full
prbductivc'Go-
Live

$4,500.00 $450.00

:  3. DERMIS Support Services '
60 days.after full
productive .GotLivc

$! 0,000.00 $1,000.00

A DERMIS Gustoin Development
60 daysioftcr full
productive Go-Live

$113,875.00 $11,387.50

5
DERMJS Mobile Inspections
Mpsling

60 days after full
productive Go-Live" $1,000.00 $100.00

6
DERMIS Mobile ln_spcctions
Siippoit

60 days after full
prodiiclive Go-Liyt? .$2,400.00 $240.00

7

Implcinchtojid GbtifigureTire' ■
RMS to upgrade Elite;to-Elite
RescuC'Sctup

60 days aftei; full
productive; Go-Live $25,000.00 $2;500.00

8
Elite Rescuc-Hosling:ad(l-9n to
Elite (1/3 orsso,000-517,pop,00./ 2)

60 days.after. full
prodijctive Go-Live $8,500.00 $850:00

9
Elite Rescue Support adcl^an to
Elite (1/3 of 545,ODO-;Sl5;000.0/.i2)

60 days after full
productive Go-Live.

$7,500.00 $750.00

jb Elite Rescue Fire RMS Pennils
60 days'after full
productive Go-Live

S5,000;0() $500:00

Total 10% Hpldback $19,277.50

•Amounts are proraied for'6 months (Annual'Fce /'2) of SFY.20,19 based on the anticipated approval date
of January 20.19 for llie remainder of SPY 201,9.

State ofNH DOS Contract 2018-566-18

Exhibit B - Price and Pnymcni'Schedule - Purt 3
Dale: \}/\\
Contractor's Initials Aa Page 13 or.??



STATE OF NEW HAMPSHIRE

OcpnrtnictU OrSufctj'
Division Of Fire StaiiiJurds And Training «& Emergency Mcdicn) Scniccs

Emergency Services Records Manngcnicnt System
CONTRACT 2018-566

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

**Projccl holdback is only applied lo new addilions of DERMIS and Fire RMS as Ihese solutions will be
being implemented as new solutions. No holdback is applied to existing systems that are ongoing and
have been for rnanay years, and therefore do not warrant any holdback as there is no new "deliverable",
only the ongoing hosting and support in place.

1.3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in the event that
additional Service is required. Positions not idcnlified in the Proposed Position Worksheet may be included
In the Future Vendor Rates Worksheet.

Table 1.3; Future Vendor Rates per Hour Worksheet

Position .

ritje
SFY

;2pi?
SFY

2020

SFY

2021

SFY

2022 -

SFYi

2023 ;

■ SFY■ •
^SP24;';.

SFV
,•2025.;;;

SFY
2026 .

:VSFY--'-
:gp27;.'

SFY
2028

Project
Manager SI75 S175 SI80 SISO £185 £185 £190 £190 £195 £195

Other
Positions

S175 SI75 S180 £180 £185 £185 $190 £190 £195 £195

1.4 Solution SAAS Services Pricing Summnry Worksheet
Following is n table summarizing the hosting, support and maintenance and license fees through the
Contract end date. Price estimate reflects the most optimistic implementation date. Actual payments may
differ from the estimate if project start date slips or if implementation takes longer as this will cause a
shorter maintenance period.

Table 1.4: Solution SAAS Services Pricing Summary Worksheet
;sXAs;.sMyicEs . Year 1 .Year 2... . :|!vi^Year,4' -' .: ::?;5:Yr Subtotal
Web Site
Hosting Fee £56,450.00 £71.859.00 £73396.18 £74,762.10 £76357.35 £352,624.63

Technical
Support and
Maintenance
updates

£117,435.00 £154.494.20 £144.834.08 £147,730.77 £150,685.38 £715,179.43

Licensing £206.000.00 5206,000.00
totals; £379,885.00 £226353.20 £218.130.26; .;.£22i2,492.87,. ; ̂ 6;^2.73::r ^:;$I373,804.06

SAASSERVICES Year 6 . Year 7 YcnrS : Year 9 ■ '■Year 10'..;; .  ID Yr Total
Web Site
Hosting Fee

£77.782.49 S79.538.H £80.924.91 £82,543.40 £84,194.27 £757,407.84

State of NH DOS Contract 2018-566-18
Exhibit B - Price and Paymcm Schedule - Part 3
Date: WWfm
Contractor's Initials Paiie 14 of??



STATE OF NEW HAMPSHIRE

DcpnrlmenI OfSafciy
Division Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Managcmeiil System
CONTIUCT 2018-566

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Technical

Support and
Maintenance

updates

$153,699.09 SI 56.773.07 SI 59.908.53 5163,106.70 Slde.jbS.S'l 51,515,035.66

. Licensing 520,6,00.0.00

.I$2l's'j5sq>l;5^

1.5 Solution Services Component Pricing Details

Following is a summary of the pricing details for the various software solution components. See section
.L6 Pricing table for annual pricing details.

Table 1.5: Sblution Services Component Pricing Details

Soft^varc'SoIution Component Comment Qty :Base Price Total Price

TEMSIS Elite Rescue

1

1

ePCR

License

Purchased in. previous
contract .1: $0.00 so.oo

Fire RMS One-Time'Purchase i $100,000.00 $100.000;'00

Fire RMS implemeritatio'n 1 $25,000.00 $25,000.00

Hosting Increments 2%.annuallv 10 $41,500,001 $53,8,986:05

Support liicfeihehts 2%"anniiallv 10: $37;5.00.00 $485,237:44

Permits. Increments 2% annually 10. .$5.000;00 $1:04,497:22

TEMSIS Elite Rescue

'Field:
License

Purchased in previous
contract 1 $0.00 $0.00

Hosting Included in Elite Rescue iC. $0.00 $6.00

Support Increments 2%annuallv 10..  SISiOOO.OO,  ; . $164,245:81
Contract Total for/TEMSlS| $1,417,966.52

SoftSvafe Solution Component Cbmmcht Qty- Biisc Price ' Total Price

Trauma Registry License

Purchased in previous
contract 1  : $0:00 $0:00

Hosting Increments 2% annually 10 $9,450.00 $1,03.4,74,86

Support Increments 2% anminlly 10 $14,169.00 $f55,048.05

1  Contract Total for Trauma Rceistrvl S258.522^9ll

Software Solution Component Comment Qty Base Price Total Price

DERMIS System
License Oiic-Timc Purchase $9o.ooo.bd $90,000:00

Configuration

Ihiplementatipn and
Proi Mgt 1 $15,000.00 $15,000.00

State of NH DOS Contract 2018-566-18

Exiiibit B - Price and Pnymcnl Schedule'- Part 3
Date;

Contractor's Initials AM Page 15 of77



STATE OF NEW MAMPSIIIRE

Department OfSafcly
Division Of Fire Standards And Training & Emergency Medical Serv ices

Emergency Sendees Records Managcineni Sv.stem
CONTRACT 2018-566

PART 3- EXHIBIT B

PRICE AND payment SCHEDULE

Custom

Develbpriienl

SOW Defined in

Proposal 1 SI 13.875.00 $1 13,875.00
Legacy Data
Migration One-time cosi 1 S5.000.00 $5,000.00

Hosting Increments 2% anmially 10. $4,500:00 $94,047.49

Support Increments 2% annually ID $10,000.00 $208,994.42

DERMlS Omine
Inspections

License Onc-Tinic Purchase 1 $16,000.00 $16,000:00

Hosting IncremenLs 2% annually 10 $1,000.00 $20,899.44
Support Increments 2% anmially 10 $2,400.00 $50,158:66

Naiiohal Registry
Integration

Activation One-Timc Fee 1 $7.,500.00 $7,500;C0

Support Increments 2% annually 10 $9.37.50 $19,593.23

Moodle Integration*
Activation One-Time Fee 1 $io,oa'o.o() $10,000.00
Support Increments 2% anininlly 10 $1,250.00 $26.124.30

Payment Gateway
Activation One-Time Fee 1 $7,500.00 $7.5bb;6b
Support Increments 2% annually 10 -S937.50 $19,593.23

Contracl Total forDERMIS .  $704,285.77

SbftwaroSoiutioii ''Component Commeht Qt>' Base Price i Total Price

Hospital Hub.
Annual

Service Increments 2% annually lb $24,000.00 . $262,793.30
Enhancements and

SOW Dev*
Annual

Election

75 hours at annual Dcv

Rate 1.0 $,16,275.00. , . . $172,050.00
Accpuht Adyisenicrit
Services

Annual

Election

2 Years with additional

optional 2 $6,250;00 $I8;750.00

-  • Contract Total S453;593.30

Sofhvnrc Solution Component iCommcnt Qt>- Base Pricb Total "Pricc;

Gihslte Traihihg. Training

Fiill-Day'bnsile
$I400/day 5:' ■$.1,400:00 ,  . .$7;000.bb

Training
Travel, $1750/Tiainer /'Trip. T $1,750.60 $5,250.00

.Wcbihar traihlng traihihgN
Live Session (up to 2
[•lours)' 4 $3sb:oo $1,400:00

Contract Total forTraihihe $13,650:00
f^i^^2T8:48T0T8l5b

Solutions Setvices.femis:
•  Prigpmg^comrriiimcnisioftimc. e.g. •'•Enhanccmenis and SOW Dcv" are nnide available on an annual basis.wiih

no.rolboycr, or.accunudaiion of such hours, those hours inusi bc consiimcd-each ycar prior to each ahnivcrear>'
orthisAgrecincnt.

Slate ofNH;DOS Contracl 2018-566-18
Exhibit 8 - Price and-Pavmcm Schedule Pan 3
Date:
■Coiuractor-siniiials (H.AA Page 16 of77



STATE OF NEW HAMPSHIRE
Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System

CONTRACT 2018-566

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

ImagcTrcnd will consider "Moodle Iniegralion" complete upon delivery of all components within linageTrend's

control. Any failure by the system administraior of Moodic or any other party to provide necessary data,

information, support, or to otherwise comply with the State and/or ImageTrend's technical and/or security
policies will not prevent completion of this deliverable.

Any license purchase fees will be paid within 30 days of license activation and installation into the states
account.,

Any software implementation and activation of hosting and support services will be prorated from the calendar
month services are Initiated through the end of the SPY in effect at the time of activation of services. Prorated j
fees will be based on the annual fee for the service divided by 12 and multiplied by the numt>cr of months *

remaining in the SPY. [
i
\

1.6 Solution Services Full Annual Pricing Details j
Following is the full annual pricing details for the various software solution components. I

<Sce Following Page for Table 1.6>

StnteofNHDOS Contract 2018-566-18

E.xhlbil B - Price and Payment Schedule - Part 3
Date:
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STATE OF NEW HAMPSHIRE
Deparlmcnt OfSalVly

Division or Fire Slniulanls And Traininii & Kiiiergcncy Medical Semco.s
Fnicrgcncv .Sct \'ices Records Mnnajicmcnt System

' CONTRACT2i)l»-566-l8
PART 3-EXHIBIT B

PIUCE AND PAYMENT SCHEDULE

1.7 Future Pricing Options
As part of the conlrnct negotiation process, future pricing for several licenses, modules and features was
established. At its option, the stale intends to add these licenses, modules or features as resources become
available. Future pricing, which c.xpircs July I si 2021, is established for the following solutions:

1.7.1 Fire RMS (expansion of Elite to Elite Rescue)

•  Licenses:

o Mobile Fire Inspections $67,500

•  Support:

0 Mobile Fire Inspections Support starting at SI5,000/year at the time of implementation
o  Investigations-Annual Fee ofSIO.OOO with incremental annual increase of2% each year

1.7.2 ImageTrend Vault - $20,000 annually

1.7.3 ImageTrend Continuum • $55,000 annually

Description: Continuum is an integrated solution designed to make monitoring your

system easy. Continuum analyzes the data within your system to provide you with

notifications and easy-to-view charts based on the data you need, without requiring you to

build reports or manually check your system. Note: This option includes 6 monitors to

start from Operational, Surveillance and Clinical categories. Any additional Monitor can

be obtained for an additional fee.

1.7.4 Account Advisement ser\'ices - additional years available at $ 12,500 annually

Description: ImageTrend offers advisement services to provide clients a single point of

contact to review various facets of their application and provide guidance on best

practices, after and before Go-Live. This entails an additional one hour per week phone

check in, coordination of upgrades when/if needed and an advocate for non-support

related items. This ensures a single point of contact after Go-Live during the Support

phase of the system lifecycle.

1.7 Standard Agency Pricing

In order to insure local stakeholder agencies have fair, consistent and predictable pricing for
budgeting purposes, standardized annual pricing has been established fur any agency wishing to
maintain or establish a new CAD integration to th6 State instance of ImageTrend Elite as

State ofNH DOS Contract 2018-566-18

Exhibit B - Price and Pavment Schedule - Pan 3

Dale:
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STATE OF NEW HAMPSHIRE

DcpnrliiienI OfSnrely
Division OfFirc Shuulards And Training & Kincrgcncv Medical Services

Fmergcney Services liccorils Managenient Svsteni
CONTRACT 2018-566-18

PART 3-EXHIBIT B

PRICE AND PAYMENT SCHEDULE

provided through the Contractor under this Contract. For clarity, this standard pricing is not
extended to local agencies which have or acquire their own instances and/or licenses of
ImageTrend FJite. The local agency agreements for this integration are between the agency and
the Contractor. All implementation, support and maintenance fees are strictly the responsibility of
each agency and not the state. Any agency with an existing service agreement with the contractor
at the time this contract is effective will continue to pay their existing services fees. This
agreement in no way modifies any agreements between local agencies and the Contractor.

1.8.1 CAD Integration
o Any agency wishing to add a new service agreement with the Contractor for CAD integration

will pay a flat $ 1,000 annually for setup, implementation, ongoing support, and maintenance.

1.8.2 Mobile Inspections
o Any Agency wishing to add mobile inspections at the agency level will pay a flat $1,500

annually for setup, implementation, ongoing support, and maintenance.

1.8.3 Legacy Data Itnpon
o Agency level legacy data import into the Fire RMS will be based on Agency use of format

tables provided by Vendor and the amount of work required by the vendor to import and clean
the records based the hourly rate for the SPY in effect at the lime of the impon per Part 3 table
1.3 "Future Vendor Rates Worksheet*

2. CONTRACT PRICE

No^vithsta^ding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 ("Price Limitation")- The payment by the Slate of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the perforrnance hereof.

The Stale will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the Stale for all amounts to be paid by the State. All
invoices submitted shall be subject to the State's prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Services or Deliverables as permitted by the
Contract. Invoices must be in a formal as deiennined by the State and contain detailed infonnation,
including without limilaiion: llcmization of each Deliverable and identification of the Deliverable for
which payment is sought, and the Acceptance date triggering such payment; date of delivery and/or
installation; monthly maintenance charges; any other Project costs or retention amounts if applicable.

State of NH DOS Contract 2018-566-18

Exhibit B - Price and Payment Schedule - Part 3
Date: lYiy9-qt6
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STATE OF NEW HAMPSHIRE
Dcpnrlinont OfSiifcty

Division Of Ttrc Sintithirtl.s And Training F.mt'i gcncy Medical Sciviccs
Knicrgcncv Sendees Records iManageinent System

CONTRACT 2()l«-566-I.S

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will
pay (he correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be
backdated and shall be promptly dispatched.

Invoices shall be sent to:

Division of Fire Standards &Training and EMS
33 Hazen Drive

Concord, NH 03305

4. PAYMENT ADDRESS

All payments shall be sent to the following address:
ATTN Accounts Payable: Beverly Owen
ImngeTrend. lnc.20855 Kensington Blvd Lakevillc, MN 55044

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the Stale.

6. CREDITS

The State may apply credits due to the Slate arising out of this Contract, against the Contractor's invoices
with appropriate information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the first year annual fee for the combined DERMIS Support
and Hosting fees of S29,000 and DERMIS Mobile Inspections Support and Hosting fees of $6,800.00 for a
period of 60 days after first productive use of the Systems. The State shall withhold ten percent (10%) of
the DERMIS Custom Development Cost ofSI 13,875.00 for a period of 60 days after all components of
the custom software components defined in Exhibit A arc fully implemented and arc in first live
productive use.

State of NH DOS Contract 2018-566.18

Exhibit B - Price and Payment Schedule - Part 3

Date: .

Contractor's Initials < ry Page 21 ol 77



STATE OF NEW HAMPSHIRE
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Division Of Fire Standards And Training St Emergency Mcdicn! Services
Emergency Services Records Management System

CONTRACT 2018-566-18

PART 3-EXHIBIT C

SPECIAL PROVISIONS

EXHIBIT C - ACCOUNTS AND SPECIAL PROVISIONS

1. ACCOUNTS AND FUNDING SOURCES

Funds are available In the SPY 2019 operating budget and are anticipated to be available in the Sry2020,
and SFY202I contingent upon availability and continued appropriation of funds in future operating
budgets, with the authority to adjust between fiscal years through the Budget OfTlce if needed and
justified.

LI Ftrc Standards and Training and Emergency Medical Scr\'ices Administration Account

Account Code 02-23-23-231010-40650000-024-500230

Account Name Dept. of Safety - FS&T & EMS - FS& T & EMS Admin

Object Code Technology • Software

Activity Code N/A

SPY 19 SFY20 SFY21 SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28

$102,960.00 $0.00 SO.OO SO.OO SO.OO SO.OO SO.OO SO.OO SO.OO SO.OO

1.2 Fire Standards and Training and Emergency Medical Services Administration Account

Account Code 02-23-23-231010-40650000-038-509038

Account Name Dept. of Safety - FS&T & EMS - FS&T & EMS Admin

Object Code Technology - Software

Activity Code N/A

SFY19 SFY20 SFY21 SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28

$0.00 $239,$42.20 $234,870.30 $239,232.90 $2<4,147.70 $248,686.60 $253,781.20 S2S8,S03.40 $263,785.10 $268,698.10

1.3 Fire Standards and Training Grants Account

Account Code 02-23-23-231010-33400000-038-509038

Account Name Dept. of Safety - FS&T & EMS - FIRE STDS & TRAINING GRANTS

Object Code Technology - Software

Activity Code 233340 EMS RUM

SPY 19 SFY20 SFY2I SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28

5318,225.00 $6,936.00 SO.OO SO.OO SO.OO . SO.OO SO.OO SO.OO SO.OO SO.OO

1.4 National Fire Academy Grant Account

Account Code 02-23-23-231010-44570000-038-509038

Account Name Dept. of Safety - FS&T & EMS - NAT'L FIRE ACADEMY GRANT

Obiect Code TcchnoloKV - Software
Activity Code Activity Code: 23FAAFGI7

SFY19 SFY20 SFY2I SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28

$168,650.00 50.00 50.00 $0.00 $0.00 50.00 50.00 $0.00 SO.OO $0.00

State of NH Contract 2018-566-18

Exhibit C - Special Provisions - Fan 3
Dale: »/"/W6
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STATE OF NEW HAMPSHIRE

DeparCment Of Safety
Division or Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management S}'slcm
CONTRACT 2018-566-18

PART 3 - EXHIBIT C

SPECIAL PROVISIONS

2. SPECIAL PROVISIONS

ImagcTrcnd cxceplions and modifications to Part I, General Provisions (Form Number P-37) of this
contract:

Additions are marked in bold underlined text. Deletions are [bracketed] and marked in bold

P-37, Section 5 CONTRACT PRICE/PRICE LIMITATION/PAYMENT is appended with the following
new section:

"5.5 The work, sale of goods, and services ('the Services'l described in this Agreement shall
be the only and complete scone of Services. Any other work, sale of goods, or services not

described herein are out-of-scone and Contractor shall have no obligation to such out-of-

scone work, sale of goods, or services."

P-37, Section 7.3 is modified to add the following clarifying language:

"The Contracting Officer specified in block 1.9, or his or her successor, sliall be the Stale's
representative. In the event of any dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be the final and nuthoritntivc version for the Slnte*s
position in the dispute."

P-37, Section 9.1 is modified as follows:

As used in this Agreement, the word "data" shall mean all information and things developed or
obtained during the performance of, or acquired or developed by reason of, this Agreement,
including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts, sound
recordings, video recordings, pictorial reproductions, drawings, analyses, graphic representations,
jeomputer progromfltj computer printouts, notes, letters, memoranda, papers, and documents, all
whether finished or unfinished.

P-37, Section 13 is modified as follows:

Tlie Contractor shall defend, indemnify and hold harmless the State, its officers and employees,
from and against any and all losses suffered by the Slate, its officers and employees, and any and
all claims, liabilities or penalties asserted against the State, its officers and employees, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the Contractor. Notwithstanding the foregoing,
nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

Stale of NH Contract 2018-566-18

E.xhibit C - Special Provisions - Part 3
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STATE OF NEW HAMPSHIRE

Department Of Safety'
Division Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566-18

PART 3-EXHIBIT D

ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates
will be "ftilly loaded", including, but not limited to: meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The Stale will not pay for any shipping or delivery fees unless speciilcally itemized in the
Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the Slate will provide
the Contractor with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required
to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the
Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all Stale-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the Contractor shall turn over all State-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional
cost to the State.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contrnctor shall agree to the conditions of all applicable State and federal laws and regulations,
which arc incorporated herein by reference, regarding retention and access requirements, including
wiihoul limitation, retention policies consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 CoiUraclor Records Re/eniioii.

The Contractor and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor

State ofNH Contract 2018-566-18
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STATE OF NEW HAMPSHIRE
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Divi^iion Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System

CONTRACT 2018-566-18

PART 3 -EXHIBIT D

ADMINISTRATIVE SERVICES

and its Subcontractors shall retain all such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (I) year Ibllowing the termination of all litigation, including the termination of all
appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the Slate and federal
ofilcials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Merrimack County of the Slate of New Hampshire, unless otherNvise agreed by the
State. Deliver)' of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (I) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts.

The Slate agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor's cost structure and profit factors shall be excluded fVom the State's
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other
costs and expenditures.

Slate of NH Contract 2018-566-18
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PART 3 - EXHIBIT E

IMPLEMENTATION SERVICES

EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting arc essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the Stale, in accordance
with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor's Key Project Staff and Stale Project
leaders from both Department of Justice and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. KIckolT Meeting: Participants will include the State and the Contractor's Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will follow.

f

c. Status Meetings: Participants will include, at the minimum, the Contractor's Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafting of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor's responsibility.

The Contractor's Project Manager or the Contractor's Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor's Project Manager shall assist the State's Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost to the State. The Contractor sholl produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan;

State of NH DOS Contract 2018-566-18

Exhibit E - Implementation Services - Part 3
Dale: iy([/90\<
Contractor's Initials 1^^ Page 26 of 77



STATE OF NEW HAMPSHIRE

Dcp^jrlmcnt Of Safely
Division Of Fire Standards And Training & Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566-18

PART 3-EXHIBIT E

IMPLEMENTATION SERVICES

2. Delivernble status;
3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and
6. Issues and concems requiring resolution.
7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Management, and shall assist the Stale in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan;

The Contractor and the Stale shall adopt a change management approach to identify and
plan key strategies and communication initiatives.

The Contractor's team will provide training templates as defined in the Training Plan,
which will be customized to address the Stale's specific requirements. Decisions
regarding format, content, style, and presentation shall be made early on in the process,
by the Slate, providing sufficient lime for development of material as functionality is
defined and configured.

The Contractor shall manage Project execution and provide the tools needed to create
and manage the Project's Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within the
Project Team, and report status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for: (he preliminary training plan, the change management
plan, communication approaches, Project slandnrd.s and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implenientation in accordance with the Work
Plan.
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23 Change Management and Training

The Contracior's change management and training services shall be focused on developing
change management and training strategics and plans. Its approach relies on State resources for
the execution of the change management and end user training.
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EXHIBIT F - TESTING SERVICES

The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Plan including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario, Data and System preparation for testing, and execution of System Integration
Tests, Conversion Tests, Installation tests, Regression tests. Performance Tuning and Stress tests. Security
Review and tests, and support of the State during User Acceptance Test and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Contractor shall also correct Deficiencies and support required re-testing.

1.1 Test PlaDQiDg and Preparation
The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided. State approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases test Data, test phases, expected results, and a tracking method for reporting
actual versus expected results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor's Project Manager's Certification, in
writing, that the Contractor's own staff has successfully executed all prerequisite Contractor's testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
data, and expected results.

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State's personnel have been trained and the System is installed, configured.
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complete, and ready for State testing. The testing will be conducted by the State in an environment
independent from the Contractor's development environment. The Contractor must assist the Stale
with testing in accordance with the Test Plan and the Work Plan, utilizing test and live Data to
validate reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of lhe Sbfiwarc'configuration as, required and user training according
to the Work Plan. Testing cndsmpon issuance of a Letter of UAT Acceptance by the Stale!

The Contractor must demonstrate that their testing mcihpdolbgy can be integrated with the. Stale
slandarcl-inethodology,

1.2 Functionhl Testing
Individual components are black-box tested to insure correct functionality;

1.3 System Ihtcgratioh Testing (if appllcabje)
The new System is tested in,integration with other application sy.sicms (legacy and service providers)
in a production-like environment'. System Integration Testing validates the intcgralipn between the
individual unit application modules^and ■verifies that the new System meets defined requiremeiits and
supports execulibri of interfaces and business processes:

Thorough end-t(^cnd festirig rshall be perforrned by the Contractor leam(s) to confirm; that the
Application Integrates wiihiany interfaces. The test; emphasizes end-lo-cnd business processes, and
the flow of information-across applications (IF APPROPRIATE). It includes all key business
processes .and interfaces being limplemenicdi. conflhtis data transfers with :e.xternal/parties, and
includes the Ifarismissibn or printing of all electronic and paper dpciimcnis;

-^ystcmTInle^ the integration between,thCj!target applicaUbh
verifies that the new-System .tneew^

Tntefface/req^^ supports cxccuiign prbiisihcss. prgcesscis.; This; tKi
empl;mJzcs;;cnd7to^ processes'and the flow of .infohnatipn, across the

.pppHcation.V^; key business processes and mlcrfjiccs being
jmpiementedf^co^^ Ayllh; external parties, and' iincliides, 'ihe,

.';tninsfriissio"n.oLpnnuhg of electronic atid paper documents..
'• .Takejbe.lcad.'ididcyclppingthgSysieiiisInl^ Specifications.
• Work jpmtly \yith ihe-'State to.dcyclop.'and load the data.profiles to support'the.

'test Specifications:
-• Work loiriily wiih the State to validate cbihporichts of the tests.. t
• Wprkvjpindy ^viih the Comracior to develop the Systems Integration Test; |

Specificatiohs. I
•" Work jointly with the Contractor to develop and load the data; profiles- ip- 1

support the test Specifications. j
• Work jointly with the Coniractor to validate componenl.s. of the tests.; |

.modificalions, fixes and other System inicraciiohs with thc Contractor supplicd'!
Software'SolutioH; '
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The Integration-Tested System indicates that all interfaces between the
application and the legacy and third-party systems, interfaces, and applications
are: functioning properly. '

1.4 Convcrsiot) Vnlidnti.on Testing

In Conversion Validaliori Testing, target appllcatioh functions arc validated.

The conversion validation test.shouldjvcrily lltat migrated or converted data
remains accurate oftcr irripoil(s).

conversions aiid interraces;.the.Cpn^tractprisjcam"iwill execute the applicable
tests, and compare: execuiibriircsults with'Th^ documented expected

"v. j-''i ", V'i'.'■ •

.Extract .and.cleanse, if neccssary.jtheJegacy-idata'to be converted in the data
• conversions. .Match data sets.fronv^disparate systems-.as needed

IS .include conversion
converted legacy data

1.5; Installation: Testing
111 inslallailpiV Tcsiiiig the application components are installed,in the.staging environment lo lest the
ihstallation.rblilihes and are i^firicd for.lhc eventual pi'oductioh.cnvirbnmcnt. This activity starves ns a
•dry run of the inslallatlbn stepis in preparation for corifiguring.lhe productioit Wstcrh.

1.6 User Acceptance Testing (UAT)
UAT begins lijjon cpmplclipn .of.lhe Spft\yare cpnfiguration as required and user training according to
the Work Plan. Testing ends upon,issuance of a Letter-of UAT Acceptance by the State.

The User .Acceptance Test verifies System functionality against predefined Acceptance criteria that
sitpppri'the-successfurexeculion of approved business processes.

UAT will also spWe as a performance and.stress test of the Systcrin It may cover atiy aspect of the
new System, iiicluding odministrali.yc^pfbccdures such as backup and rccoveiy. The results of the
UAT'provide evidence that the new.Systcni meets the User Acceptance criteria as defined in the
Work Plan.

The results of the User Acceptance Test provide'evidence that the new System meets the User
Acce'pjance/c'ritc.ria as.defined in tlie Woi;k Plan.

Upon successful conclusion of UAT and.successful :System deployment, the State will issue a Letter of
UAT Acceptance and the respective Warranty Period shall commence.
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The System User Acceptance Tests verify System funclionaliiy against predefined
Acceptance criteria,that support the successful e.vccution of approved processes.

•  Provide the Stare an- Acceptance Test Plan and selection of tests for the
Acceptance Test.

•  Vcndor-will;hayc:c6mpleied prerequisite tests prior to. State siafT involvcmeni
in.any lestjng aclivjtics.--C;.;,^^^^

• Mbniior-.'ihe.-execjitipn^.ofi^the;^ assist as-needed during the User
AcccpiahceiTest'ac^^ '

• • Work; jointIy-,whh|th&;Su^ for problem
resoluiion.- ■ -jI;

•  Apprpve}th^.deyelOpjpH^ Plan>and the sct of data
f6rusc;dii'nng:tKc-.Use^Mccp_(^^

•  yalidatc the AcceptaniqcTe^^^^
•  Exccute,th"c:tcsis_tind'fbn^^ nciivitics.
•  Ppcuinenia'nd^ ^

- • W.drk: jo.iritly.iwijhlftl^Gohifact'd^^ required actions for
■  pi:Pbicm:^te^S^ '

Provide®:ceptblncc'6Cthc^ - '■'f'-'. .
y The; P?!.iycrab!c|f6r{^e^|^cp^aricS^^ Test Results.
. These' fc5ults;proyido^eyi^nccVtKat5lhe;^^ Acceptance
\criteria'dcfincd-ln tbe'W6lit^Rlw^)"»- 'T

1.7 PcrfprmaiiceTuning and Stress Testing
The Cbhlractor shall develop and document. Software conflgiiratipn and tuning of the DERMSIS
infrastniciurc, as .well as assisi-. ;and direct the State's 'System Administratprs and Database
Administrators in configuring ̂ and tuning ilie.'infrastmcture to support the spl^vare througKbui the
Project

1.8 .Scope
The scope of Performance Testing .shall be, to .mcasurCv tHb. Systcin; leyei ^metrics criiical for the.

development of the appljcalibhs" irifrdstrticture and pperalibn of the applications in the.'production
environment.

|l wili include, llie. niieasurenicnl b.f response rates of the.application for cndrtiser transactions and
resource utilization (of various servers and network) under various load conditions. These response
rates- shall become the basis for changes and retestihg until Public Portal page load lime is lindbr 4
seconds 90% ofthc lime is achieved.

Performance testing; and tuning shall occur in the. final production ehvironmcril and shall use a
copy-of the final.prpduclibn database to provide" the best results.
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1.9 Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests.
a) Baseline Tests; Baseline tests shall collect performance data and load analysis by running

scripts where the output is broken down Into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-
based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions bas^ on workload
distribution. System response time and utilization is measured and recorded.

1.10 Tuning

Tuning will be the Contractor led and occur during both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This can be
the result of making code more efficient during development as well as making tuning parameter
changes to the environment.

1.11 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures In writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused unintended adverse
effects, and to verify that the modified and related (possibly affected) System components still meet
their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the mc^ification while
taking into account Schedule and economic considerations.

1.12 Security Review aud Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's hardware
and software and its related Data assets. Tests shall focus on the technical, administrative and physical
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security controls thai have been designed into the System architecture in order to provide the necessary
confidentiality, integrity and availabilit)'. Tests shall, nt a minimum, cover each of the service
components. Test procedures shall include penetration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:
Identification and

Authentication

Supports obtaining information about those parlies
nlteinpting to log onto a system or application for
security purposes and the validation of users

Access Control Supports the management of permissions for
logging onto a computer or network

Encryption Supports the encoding of data for security purposes
Intrusion Detection Supports the detection of illegal entrance into a

computer system

Verification Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege
Management

Supports the granting of abilities to users or groups
of users of a computer, application or ne^vork

Audit Trail Capture
and Analysis

Supports the identification and monitoring of
activities within an application or system

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on

the server.

Tests shall focus on the technical, adminislmtive and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimum, cover each of the service components. Test procedures shall
include application vulnerability scanning.

Prior to the System being moved into production the Contractor shall provide results of all security
testing to the State Project Manager for review and Acceptance. All Software and hardware shall be
free of malicious code (malware).
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EXHIBIT G - MAINTENANCE AND SUPPORT

1. SYSTEM MAINTENANCE

The Contraclor shall maintain and support the System in all material respects as described in (he
applicable program Documentation through the contract end date.

l.l Contractor's Responsibility
The Contractor shall maintain the System in accordance with the Contract and Service Level
Agreement in Exhibit G, Section 4.

1.1.1 Maintenance Releases

The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected runctionality releases, patches, and Oocumenlntion that are
generally offered to its customers, at no additional cost.

1.1.2 Standard Agreement
The State will adopt the Contractor's standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State Information
technology practices.

2. SYSTEM SUPPORT

The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein. See Service Level Agreement in E.xhibit G, Section 4 for classification of
deficiencies and malfunctions and response timelines.

3. SUPPORT OBLIGATIONS AND TERM

3.1 The Contractor shall repair or replace Software, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to Section 7.5 of the Support and Maintenance Requirements in Exhibit H Requireuwnts,
Attachment I.

3.2 The Contractor shall maintain a record of the activities related to warranty repair or maintenance
activities performed for the Department.

3.3 For all maintenance Service calls, the Contractor shall ensure the following information will
be collected and maintained: nature of Deficiency; current status of the Deficiency; action
plans, dates and times; expected and actual completion lime; Deficiency resolution
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information; Resolved by; Idcnlifyittg number i.e. work order number; and Issue identified
by.

3.4 The Contractor must work with the Department to identify and troublcshoot potentially large
scale System failures or Denciencies by collecting the following information: mean time
between reported Deficiencies with the Software; diagnosis of the root cause of the problem;
and identification of repeat calls or repeat Software problems.

3.5 Ifthe Conlmctor fails to correct a Deficiency within the allorted period of time staled above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 2 Section 13.1.1.

3.6 If the Contractor fails to correct a Deficiency within the allotted period of lime stated above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part I Section 8.

4. SERVICE LEVEL AGREEMENT

PERPETUAL USE LICENSE, IMAGETREND HOSTED SOLUTION
VERSION 4.0

This agreement exists for the purpose of creating an understanding between IMAGETREND and the State
to host the application on IMAGETREND's servers. It is part of our guarantee for exceptional service
levels for as long as the system annual support fee is contracted. The Licensed IMAGETREND Hosted
Solution Service Level Agreement guarantees your web application's availability, reliability and
performance. This Service Level Agreement (SLA) applies to any site or application hosted on our
network as contracted.

1. Hosting at (he ImagcTrood's Datacentcr

IMAGETREND's hosting environment provides 99.9% avaihibility and is comprised of state-of-the-
art Blade Servers and SAN storage that arc configured with the no single point of failure through
software and infrastructure virtualization, blade enclosure redundancies and backup storage policies.
Our Compellcnt SAN has a fiber channel backend, currently hosts 8TB of storage, has dual storage
controllers with redundant power supplies and redundant paths to disk, and hot swappable drives. We do
ofTsite replication to disk on a second SAN. Scheduled maintenance and upgrades do not apply to the
system availability calculation and the STATE shall be properly notified of such scheduled
occurrences to minimize accessibility interruptions.
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Hanlmirc

IMAGETREND server hardware is configured to prevent data loss due to hardware failure and
utilize the following to ensure a quick recoveiy from any hardware related problems.
•  Indepcndcttt Application and Database Scrvei-s

o Microsoft SQL Server 2012
o Microsoft Windows Server 2012

•  Redundant Power Supplies

•  Off-Site Idle Emergency Backup Servers (optional)

•  Sonicwall VPN Firewall

•  Redundant Disk configuration

•  Disk Space allocation and Bandwidth as contracted

Physical Facility
The IMAGETREND hosting facilities are located in downtown Minneapolis and Chicago with
every industry standard requirement for hosting not only being met, but exceeded. Requirements
such as power supply and power conditioning, nonnal and peak bandwidth capacity, security and
fail over locations are all part of an overall strategy to provide the most reliable hosting facility
possible.
•  Redundant, higli-speed Internet connections over fiber optics.
•  Power protection via an in-line 80kVa UPS with a 150K.W backup diesel generator

•  Temperature controlled

•  Waterless Fire Protection and Clean agent fire suppression

•  Secured site access

•  Steel Vault Doors

•  2 r concrete walls and ceiling

Data Integrity
IMAGETREND applications are backed up daily allowing for complete recovery of data to the
most recent backup:
•  Daily Scheduled Database and Application Backups.

•  Daily Scheduled backup Success/Failure notification to IMAGETREND siafT

2. Application and Hosting Support

IMAGETREND provides ongoing support .as contracted for their applications and hosting services,
including infrastructure. This includes continued attention to product performance and general
maintenance needed to ensure application availability. Support includes technical diagnosis and fi.xcs of
technology issues Involving IMAGETREND software. IMAGETREND has a broad range of technical
support services available in the areas of:
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Web Application Hosting and Support
Subject Matter Expert Application Usage Support
Web Application Dcvclopinent/Enhancement

Database Administration/Support

Project Management

Systems Engineering/Architecture

IMAGETREND ofTers multi-level technical support, based on level-two user support by
accommodating both the general inquiries of the administrators and those of the system users. Wc
will give the administrators the ability to field support for the system as the first level of contact while
providing them the option to refer inquiries directly to IMAGETREND.

IMAGETREND's Support Team is available Monday through Friday from 8:30 am to 5:00pm EST via
the Support Suite, email or telephone.

Support Suite: www.imagetrend.com/support Email;
support@imagetrcnd.com
Toll Free: 1-888-730-3255
Phone: 952-469-1589

2.J Online Support
IMAGETREND otTers an online support system which incorporates around-the-clock incident
reporting of all submitted tickets to IMAGETREND*s application support specialists. Once.a
STATE submits a support ticket, he or she can track the progress with a secure login to the support
application. The system promotes speedy resolution by offering keyword-based self-help services
and articles in the knowledgebase, should STATE wish to bypass traditional support services.
Ticket tracking further enhances the efforts of Support Desk personnel by allowing
IMAGETREND to identify patterns which can then be utilized for improvements in production,
documentation, education and frequently asked questions to populate the knowledgebase. The
support ticket tracking system ensures efficient workflow for the support desk specialists while
keeping users informed of their Incident's status. Support patterns can be referenced to populate
additional knowledgebase articles.

2.2 Incident Reporting Malfunctions
IMAGETREND takes all efforts to correct malfunctions that are documented and reported by the
STATE. IMAGETREND acknowledges receipt of a malfunction report from a STATE and
acknowledges the disposition and possible resolution thereof according to the chart below.

2.2 Software Deficiencies and Malfunctions

Severity
Level

' Examples of each Severity ̂ vel:' IMAGE^
• Call to.LicehSee after '

Anticipated Error
Te^diutioh after

Stale of NH DOS Contract 2018-566-18

Exhibit G - Maintenance and Support Services - Part 3
Date:

Contractor s initials MA Page 38 of 77



STATE OF NEW HAMPSHIRE

Department OfSnfcty
Division Of Fire Standards And Training St Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566

PART 3-EXHIBIT G

MAINTENANCE AND SUPPORT SERVICES

Initial NbtiftcatipQ of an
: Error •

^age:^
Acimcnyiedge^
'^franjerrbrJtd

High/Site
Down

Complete or partial sluitdown of one or
more Software functions; access to one
or more Software functions not

available; a major subset of Software
application is impacted or does not
allow System to otherwise operate; no
work around, demands immediate

action;

Within one (I) hour of
initial notification during
business hours or via

support.imagetrend.com

Six hours

Medium Minor subsystem failure important, data
entry or access is impaired on a limited
basis, can sometimes be managed by a
State or agency administrator as a first
level or response for resolution -
usually user error (i.e. training) or
forgotten passwords; docs not stop
operation and/or there is a work around
and user can perform tasks;

Within four (4) hours of
initial notification

24 Business hours

Low System operational with minor issues or
cosmetic in nature, suggested
enhancements as mutually agreed upon
- typically covered in a future release
as mutually agreed upon, minimal
effect on System, user can use System;

Same day or next business
day of initial notification

Future Release

••

2.4 Docunienlation and Non-Software Deficiencies and Deficits

•riSevSWi^'V.v
; Exampi^ of each Severity Level:

;)MAGETM

-IpiHai noting
.  f:'/

VTAhtlclpdted
■;t.^cesbltn|6n\afterp^-:^'.
v.'-:.'! '

.••.$kn7eiTjb>;-fe'
Class A
DcHclency

Written Docnmenia/ion - missing Within six (6) hours of
initial notification during
business hours

Five (5) Business days
significanl portions of information or
unintelligible to State;
Non Sofiw^iri! • Services were
inadequate and require re-perforniancc
of the Service.

Class B Written Docnnienlalion - portions of Within two (2) days of According to Planned
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Deficiency information are missing but not enough
to make the document unintelligible;
Non Software - Services were deficient,

initial notification with

Planned Corrective Action
Corrective Action

require reworking, but do not require re-
performance of the Service.

Class C

Deficiency
Written Documentaiini] - tninimnl Within two (2) days of

initial notification with

Planned Corrective Action

According to Planned
Corrective Actionchanges required and of minor editing

nature;

Non Software - Services require onlv
minor reworking and do not require rc-
perfomiance of the Service.

Service Requests (enhancements)
Any service requests that are deemed to be product enhancements are detailed and presented to the
development staff, where the assessment is made as to whether these should be added to the
future product releases and with a priority rating. If an enhancement request is specific to one
STATE and deemed to be outside of the original scope of the product, then a change order is
written and presented to the STATE. These requests are subject to our standard rates and
mutual agreement. STATES review and approve the scope, specification and cost before work is
started to ensure goals arc properly communicated.

Product release management is handled by IMAGETREND using standard development tools
and methodologies. Work items including, tasks, issues, and scenarios arc all captured within the
system. Releases are based on one or more iterations during a schedule development phase. This
includes by not limited to: development, architecture, testing, documentation, builds, test and use
cases. Submissions of issues or requests are documented within our Product Management system
and from there workflow is created to track the path from initial request to resolution.

Maintenance and Upgrades
System/product maintenance and upgrades, if applicable, are included in the ongoing support
and warranty as contracted. These ensure continued attention to product performance and
general maintenance. Scheduled product upgrades include enhancements and minor and major
product changes. Customers are notified in advance of scheduled maintenance. It is the STATE'S
responsibility to accept all offered updates and upgrades to the system. If the STATE does not
accept these, STATE should be advised that IMAGETREND, at its discretion, may offer limited
support for previous versions. All code releases also maintain the integrity of any STATE specific
configurations (i.e. templates, addresses, staff infonnation, active protocols, etc.) that have been
implemented either by IMAGETREND's implementation stall or the STATE'S administrative
staff.

Escalation

Our support staff is committed to resolving your issues as fast as possible. If they cannot.resolve
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your issue, they will identify the course of action that (hey will be taking and indicate when an
answer will be available. They in turn will seek assistance from the designated developer. The
next level of escalation goes to the Project Manager, who also addresses all operational issues on
an ongoing basis and reviews the issue log regularly to assess product perfonnance and service
levels. Senior Management will handle issues requiring further discussion and resolution. Any
Issues to be determined to be of a critical nature are immediately escalated accordingly.
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EXHIBIT H - BUSINESS REQUIREMENTS

Business Requirements forDepartnient of Safety RFP 566-18 "Emergency Services Records
Management System" dated March 16,20! 8 is hereby incorpornted by reference as fully set forth
herein.
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EXHIBIT 1 - WORK PLAN

The Conlraclor's Project Manager and the Slate Project manager shall finalize the Work Plan for
implementation within \A days of the EfTeclive Date and further refine the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor's plan
to implement the System. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and Slate Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the end
of this Exhibit.

In conjtinction with the Contractor's Project Management methodology, which shall be used to manage the
Project's life cycle, the Contractor team and the State shall finalize the Work Plan nt the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implement the Project. It shall also address intra-task dependencies, resource allocations (both State and
Contractor's team members), refine the Project's scope, and establish the Project's Schedule. The Plan is
documented in accordance with the Contractor's Work Plan and shall utilize Kayako Support Suite to support
the ongoing management of the Project.

1. ASSUMPTIONS

A. General

■  The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved within this

initial period will be escalated to the State Project Manager for resolution.
•  Any activities, decisions or issues taken on by the State that affect the mutually agreed upon

Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

•  The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP).

B. Project Management
•  The State shall approve the Project Management Methodology used for the Project.
•  The State shall provide the Project Team with reasonable access to the State personnel as needed

to complete Project tasks.
•  A Project folder created within a secured site shall be used for centralized storage and retrieval of

Project documents, work products, and other material and information relevant to the success of
the Project and required by Project Teom members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor's Project Manager will establish and maintain this folder.
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The State Project Manager shall approve access for the State team. Docuinentaiion can be stored
locally for the Contractor and Slate team on a "shared" network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

•  The Contractor assumes that an Alternate Project Manager may be appointed from time to time to
handle reasonable and ordinary absences of the Project Manager.

C. Conversions

•  The Contractor Team's proposal is based on the assumption that the State's technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data to
the Contractor's applications.

•  Additionally, the Contractor's Team shall:
1. Provide the State with Contractor's application data requirements and examples, of data

mappings via contractor provided workbook spreadsheets.. The Contractor's Team shall
identify the APIs tlie Stale should use in the design and dcvcloptncnt of the conversion.

2. Provide guidance and assistance with the use of the workbooks provided.
3. Lead the review of functional and technical Specifications.
4. Assist with the resolution of problems and issues associated with the development and

Implementation of the conversions.
5. State shall have primary responsibility for completing Contractor provided data import

workbooks, including making and carrying out mapping decisions as applicable. Contractor
shall assist State in understanding and using the woricbooks.

D. Project Schedule

•  Deployment is planned within the project plan and Work plan, and the base Commercial-Off-
The-Shelf system excluding custom development has a planned go-llvc date to be determined
during development of the project plan, but no later than December 3, 2018.

E. Reporting
•  The Contractor shall conduct, at minimum, bi-weekly status meetings, and provide reports that

include, but are not limited to, minutes, action items, test results, and Documentation.

F. User Training

•  The Contractor's Team shall lead the development of the end-user training plan.
•  A train the trainer approach shall be used for the delivery of end-user training.
•  The State is responsible for the delivery of end-user training.
•  The Stale shall schedule and track attendance on all end-user training classes.

G. Performance and Security Testing /
•  The Contractor's Team shall provide a performance test workshop to identif)' the key scenarios to

be tested, the approach and tools required, and best practices information on performance testing.
•  The Stale shall work with the Contractor on all testing as set forth in Contract Exhibit F - Te.s/iiig

Services.
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2. ROLES AND RESPONSIBILITIES

A. Contractor Team Roles and Responsibilities

1) Contractor Team Project Executive
The Contractor Team's Project Executives (Contractor Project Executives) shall be responsible
for advising on and monitoring the qualit)' of the Services throughout the Project life cycle. The
Project Executive shall advise the Contractor Team Project Manager and the Stale's Project
leadership on the best practices for implementing the Contractor Software Solution within the
State. The Project Executive shall participate in the definition of the Project Plan and provide
guidance to the State's Team.

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the Contractor
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

Maintain communications with the State's Project Manager;
Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation Project according to
the scheduled staffing requirements;
Define roles and responsibilities of all the Contractor Team members;
Provide bi-weekly and monthly update progress reports to tlte State Project Manager;

Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;
Review task progress for time, quality, and accuracy in order to achieve pro^ss;
Review requirements and scheduling changes and identify the impact on the Project in order
to identify whether the changes may require a change of scope;
Implement scope and Schedule changes as authorized by the State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the Stale completed Project Deliverables and obtain sign-off from the State's Project
Manager.
Manage handoff to the Contractor operational staff and Support staff upon Go-Live of the
system;

Manage Transition Services as needed.

3) ContractorTcam Analysis and Needs Assessment
The Contractor Team shall conduct an analysis of requirements, validate the Contractor Team's
understanding of the Slate business requirements by application, and perform business
rcquircmciils mapping:
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•  Construct and confirm application test case scenarios;
•  Assist in producing application configuration definitions and instruct on configuration of

the applications;
•  Assist in testing of the configured application, as defined in this Contract;
•  Produce functional Specifications for custom development, conversions, and interfaces;
•  Assist the State in the testing of custom development, conversions, and interfaces;
•  Assist the State in execution of the State's Acceptance Test;
•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from

the Slate;
•  Assist with the correction of configuration problems identified during system, integration

and Acceptance Testing; and
•  Assist with the transition to production.

4) Contractor Team Tasks

The Contractor team shall assume the rollowing tasks;

•  Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;

•  Development and Documentation of data migration workbooks in accordance with
functional and technical Specifications;

•  Development and Documentation of installation procedures; end
•  Testing of conversions and interfaces developed; ond

•  System Integration Testing.

B. Stale Roles and Responsibilities
The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts' time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager
The Slate Project Manager shall work slde-by-sldc with the Contractor Project Manager. The
role of the State Project Manager is to manage State resources, facilitate completion of all tasks
assigned to Slate staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as othenvise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
•  Plan and conduct a kick-olTmeeting with assistance from the Contractor team;
•  Assist the Contractor Project Manager in the development ofa detailed Work Plan;
•  Identify and secure the Slate Project Team members in accordance with the Work Plan;
•  Define roles and responsibilities of all State Project Team members assigned to the Project;
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idcntiiy and secure access to additional Slate end-user staff as needed to support specific
areas of knowledge If and when required to perform certain Implementation tasks;
Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;
Inform the Contractor Project Manager of any urgent issues if and when they arise; and
Assist the Contractor team staD* to obtain requested information if and when required to
perform certain Project tasks.
Manage handoff to State operational slaH;
Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(5) (SME)
The role of the Slate SME is to assist application teams with an understanding of the State's
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;
Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;
Assist in validating and documenting user requirements, as needed;
Assist In mapping business requirements;
Assist in constructing tests and data;
Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data verification;
Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Sofhvare Solution and the business
processes the application supports.

3) State Technical Lead and Architect
The Stale's Technical Lead and Architect reports to the State's Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

•  Attend technical training as necessary to support the Project;
•  Assist the Slate and the Contractor Team Project Managers to establish the detailed Work

Plan;

•  Manage the day-to-day activities of the Stale's technical resources assigned to the Project;
• Work with Slate IT management to obtain State technical resources in accordance with the

Work Plan;

• Work in partnership with the Contractor and lead the Slate technical stale's efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will lead the overall
effort with support and assistance from the State; and

•  Represent the technical efforts of the Stale at weekly Project meetings.
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4) State Testing Adihinislnitor
The Slate's Testing Administrator will coordinate the Slate's testing efforts. Responsibilities
include:

•  Coordinating lite developiiienl dl system, integration, performance, and Acccpt.mcc Test
plans;

•  Coordinating system, integration, performance, and Acceptance Tests;
•  Chairing test review ihectings;
•  Coordinating the State's team and c.\iernal third parties invplvemejit In testing;
•  Ensuring that proposed process changes arc considered by,process owners;
•  Establish priorities of Deficiencies requiring resolution; and
•  Tracking Deficiencies through resolution.

3. SOFTWARE APPLICATION

Contractor will provide all soflware applications as part of the. solution services.

4. CONVERSIONS

The following Table 3.1 identifies the conversions within the scope of this-Coniracl.

Table 4;!: Flnifincd Conversions

'HP

j^iccnfing^Dfiia^
KMergStScrslwilli •

^ttpscnpt i.ata' and
ftwhwe^applicable

:  ',State;Teain^ C6hversi6n'^of^(^illin^icrtrmu
EMS.Iiccnsingtrecords^tmmigralei'do

rMcrge^users.wllIt' EMS
H^cVnsing: 'data, where
.•.^applicable

State-Team, Convcision-pf'bll.cxistli^^j^trohip;
Transcript' recordsiil'ormtttrateitb^Uhe-^
.DERMlS system .

j  Contractor^
Team

V': f
i
;

Provide data migration,-.^Vk&boks
by first providing a ̂ \yo^kF^|thbt,
includes all'current.uscV'^'datay^^^
TEMSIS. Responsibility- ironsfcis.lb
State tcarnformatcHing."

Stale Team | Match and append users Irbm •plHcr
[ State- systems to tlic TE^iSlS' user
i workbook for import .into DERMIS:

A. Conversion Tcsting.Rcsponsibliilies
•  The Coniroctor Team and the State, based on their assigned conversion responsibilities, as set

fonh in Contract Exhibit F; Tesfinf^ .S'cnvct'.y shall idehllfy applicobic tcists, and iriiStailation
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Insiruciions, adapt llVeni to the Project specifics, lest the business process, and compare with the
documented expected results.

•  The Contractor Team and the State, based on their assigned conversion responsibilities, shall
execute the applicable tests that complete the conversion and compare execution results with
the documented expected results.

•  The State is responsible for documenting the technical SpcciUcntions of all programs that
extract and forniat Data from the legacy systems for use by the conversion processes.

•  The Contractor Team and the Slate, based on their assigned conversion responsibilities, shall,
develop and unit lest their assigned conyei-sions.

•  The State and the Contractor Teams shall Jointly conduct System and Integration Testing,
verifying and validating the accuracy and completeness of the conversions.

•  The-State and the Contractor Teams shall jointly verify' and validate the accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Interfaces; shall be implefneiUed in cooperation with the State. The fpllbwing Table 4.1 .identifies tfic
interfaces within the-scbpe of this Contract and their relative assignment.

Table 5;1: In-rScopc Interfaces

Wgn B—

^-J^^li^Hospitals

v." V -
■  '

fiHbspiial.HubVallQwing-^^^^
Uscrs:iplacc'css TCMSiS^
for their'hospitaluii;realrtime

^TEIvTSIsJiTranfiia..
;Rcgisny

.. Gohiracjor - Cpnhc'ctionibclwccniTEMSjS and
Tniuma Rcgistry/alipw^^
Registrars' to "access NTDB{
ficlds'from TEMSIS'tccords fbr

ihcif hospital in rcai-timc

SPSI
TEMSlSi 1 Gonlnictor
DERMIS 1

TEMSIS user accqunis'are created
and.managed in.DERMIS

DERMIS, { Cotitractbr
NREMT Site '

i

Allows DERMIS'to.chcck user
liccnseiapplicatipn against
ccnlficnlion records .with NREMT

DERMIS, Slate

LMS

Contractor. State | Allows DERMIS to share online i
Education | course enrollment and completion
technical team . \ results with the stales' LMS i
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SComnoncnts,^if^

DERMYsTstaTe?''
• • i" '•'.^5

paymcnlvgatcway.!'
site.

Con^ctor.JcfF
PhiHips^.

>cr^DcscripliDn A

Allows users lo make credit card
payments forapplications tltroiigh a
pass-tlirbugh linkage with
'DBRMIS

A. Interface Responsibilities

The Contractor Team shall provide the State Contractor Application Data requirements and
examples, of data inappings'.and Interfaces implemented on other Projects, the Contractor Jea'P
shall identify the APis' the.State.sHould-use in the design and developrrient of the interface.
The Conlraclor Team shall, lead. the Slate with ihe mapping of legacy Data to the Coiuractpr
Application.

The'CpntractbrTeam sliall.lead the review of functional and technical interface Spccificniions.
The Contractor Team shaillrassist.the State with the resolution, of problems and issues associated
with thcidcvclopment andThiplementation of the interfaces.
The Contractor Team shall document, the functionad and tcclinical Specifications for the
iriterfaces.

The Gontractor Team shail create llie initial Test Plan and tests for the interface, the State shall
validate and accept.
Thc'Contractor Team'ShaHdeyelbp tests forthe Cbntractor-provided.portions of the interface(s).
Contractor shall not Be responsible for the other integrated systems not provided by Contractor,
icsting-andadministrafion ofthose.systems wiliiremainvvithithe oihersyslem's'administrators.
the State and the Cohtractpr team shaj], joihtly -verify and validate the accuracy- and
cornplctcncss of the Interface,
The State is responsible: for documenting; the procedures required to run the Interfaces in'
production;
I'he, Slate-shall document ̂the technical .changes, needed to legacy systems lo accommodale llic
interface..

The. Stale shall develop and lest all legacy application changes needed to accominodalc the
interface.

The. Stale and the Contractor Teams shall jointly construct. icsLs and crcale .any data needed to
support testing the "interfaces;
The State is rcspprislblc.fbr ali data cxirocis and related fbrhiaiiing needed from: legacy systems lb
supporfthe Interfaces.
The Slate is responsible for- the schcdulliig ofinterface operation in-produciioti.

6. application enhancement MODIFICATIONS

To more fully, address ihe Siate's requirements, the. Cbmracior Team shall implement the following
application modifications. The following Table 5.1 identifies the modifications that are' within the
scope of this Cpiilraci.
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Table 6.1: Enljanccmciit Motlifications - Coritrnctor Developed

Requirement [f A^tiyjiEithahccinent Descriptioii'iki i- T'^'"

Prominently displayed alert mc^ages'oiW fprvpersonhci-'^w
outstanding issues to be resolved y" 16 Hours j

Agency directors find users to affiliate by-scarchjng^usepjlistiusing
;first name, .last name" and bt Ieaslr2c6thcp' c^^^^^
liiTiitcd- tO; national registry. numberjKNH- EMS' licensei.hum
DOB, last 4-orSS«; . Vv-f-vT • ^ .7~ -

i

SHours

Allow For tiered or weighted cnficaT^aiKwit^^^^
For exaniplci an h)sp.ecti.dnv^could|faijtIau&m^^^
defect' was found,- or' a 'th"reshdlcl?(ef§^t5oWctP-lo.wci^
were found . r . .

1'

^2p:M6!urs

'Ability to, adjust display ;of",document/tyDCito|tncludc5descripttonMn
investigations list to allp,w..findingfxorTect''idocumenls^>AVithout
fteedingitciopeneaclronei''^

■  i

MjHbufM 1
.  !

i'/^n6w7for/?inteniar;staft;;;to7Q^^v^^tr^^
'SWsstype;andcrcrfi6niii® yoyHburs/

:Ccncrale.P0F ccrtificates.'b^wmpl^iohdfdryeaclivattehdccl'fdl^e^ch'
,cpursc;or module.complctedi;\yjlhvyj5nficationCco,deVj-:dv>'-'i

2Mastertask

m

Add-'certlfication PDF edit6r;^'Under-xourse^typc{setiip^ihcludlneiR
dclowavailable merge fields:--, r.r?" •'" • ■ . ,

* ■ Attendee;Naine (firit name,.lastiname;.middle,name, preTix,^'-
sufTlx)^ ' ' ' ''■ ,

i" Course Date (slartdate,xnddaie,xompieiiondate,-.registi;ation'
date) ' " 'y.'-r p?"-

,  .• Ccui:se^Detaiis'(riam.c; nurnber/'typeystatu^^^ '--x-
•  Cbiirsc Location.(region.held, appfoying.auihority;. location

;  name, locationxddress)
■  Course Staff (trainer, co-instructors, medical director)
?  Training Attributes
•  Coursc.Topical Hours

Attendee Test Result

:  \
i

r60;l:ipurs '

i

Add settings within training triggers lb, generate certification
PDF based on attendce.'s status change 24;Hours J
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Allow staff or attendee/user to access generated 'cerid?catibn
PDF c > - 16 Hours 1

1

Allow bundling of courses into a master/parent bundle;,:whic^^ .fylastcf Task j
Allow the ability to itaihe the bundle and p.uilia:cust6nv masked- .
and auto-incrementing master course ■humber.TbVceafc'^Ri^bburee''.
thal can be associated wilhieach separate modiiieiin;theibiin3leV' •.

.40 Hours

Ability to save a bundlc^as n template:arid atJtb.irtcrbificnt^the
course number whcn.crcatmg a new course . i. ■',■1

:•.. ■ }
^4-Hpurs j

^Al!o\y fpr,.bundling'thfbugh,^sriish-l)b"x'tech^^^
.existing module templates of,independently/crl^^ [SliHburs 1
Automatically enrolls all, students assiGiicd';tottheimasfef«course:.
bundle.,into each.course:;rnodule..\vith\popula(ion";^bf>oll%tijaehti5.'.ai
demographics,down.:iiito.'each'mpdule's.:studcritVrostcri-;::A'i?:;<it:'''^.'-''i^rS'v

.'1

^i24TlbUfs.
P" - '

Ability fbr Students.to sign .lip jfbr a; sing]e^
bourse signup anb.:havc theiKihfomiafio'iV^op.ulaf^-afl^assdciiS^t^
.■mpdiilesm) the'bundlc ■. ■'

SiejHburs

rAbilily fpr;stiidents.lo be manu'ajiyjhsefte^MntM^ingl©^^
'that may have been •bimdlifd'{ifi'li)c",;|^ud^'|:iis^n^
fer^rtinrtiioh.;'

;T61iilbure;

ifffl•Skills testing modules A new- 'Eya!uatipn'i;;,m^^^
iaddcd to. the License .'Managcrricntlsystcr^ir^^^^^^
capabilities;- "^'^"^-■■*■''■'

5l^a^tci;^Task. j
A

6S!Evaluatiph checklist builder supports... .skijl , ;(deficiency)'-
qucslipris.and other qu^^^^ C • jlSP HQiifs j
Allow for weighted iskiils with higher .or lowcr sevctntydevels.

! .One severe item may cause a fail, or three lower severity:levels
for example:

i

'  !
'40 Hours j
■;

Eyaluatpr can-schedule aiv evaluation-at will: with" scarch^-fillers
(such as■^ Course "bl.nme, Course. fJuriibcr, .(Jsef; ..Name; JJsef,
Prmiajy^ Certificatibri Nuriibjer) and,bulk assigiVcH'ecklist-tbroric
or multiple, users. Evaluatqr can, download checklist fofqfFlihe
use with uabiliiy. 16 upload, results, working-similar tO'mobile
,in.spcctions module or mobile TEMSIS.

i

;80 Hours
1
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Allow trigger automation to send out correspondence,
rcscliedulc another evolution for failed checklist, and update
user training course slhlns;

60 Hours

[.Checklist dataneeds io be rcportable by siudent/subjccl/lraining ;
:c6iirsc/inslruclor i

■4p.'H6urs

;S_irnjlar.to course bundling, allow bundling of,practical,ski)]s....",x;
iiests'undef a master test "course" such ihat'it;allows rctesting.of '
Tailed subtcst(s) until all cdnypohcntis afexomplcte, which would. . ;
(dfen'show a master lest course as complete/passed;

4p'Mciurs

.'■.1 1' ; • '"'V
^A'llow process for,students failing portions of a praclical tcsl 16 ,.Ti,
^^apply 'toire the failed portions until 'master skills test-isv dfcHoursi: :

Krr.-Tr-./ •

iAllbwlfor-'settirifi course or certification pfcrcquisitcs dtat.,6ah'b'e:* ''t
•;aut6;t;.cKecked}"agamsi user s existing records as part; of-an-'; pi;;
!autoraated;^'\v%rk;'now accessibleithrdligh-'tHb; public';iporiai-,om< '-'i'
%Jo>y7dat^pomt; • ,
po9^I^|dj^^6ert ■; .
^j^kiUscfijC^ Expiratioh'Patc ^
^'p9i'Hseri6ertific^^^

^<i?.^^;!R!dgistf^^^^ . •
^asyFaii -'Tas^ . . ^

r^^HOjur|v.: ■

■  ,r^
^^aljPevelppme^ . ; , ;72^Houre-
;Pjpjeci;Mahag^ •,■ ft82iHoiire ;
jToTal'Mpdlficdtiphs SOW liours , r,., PdTH.dpfs

7. PRELIMINARY WORK PLAN
The following Table 6.1 provides the prcjiinlnory agreed iipon-.Work Plan for the Contract;

Table 7:1: High Level Preliminary'NH Project,Plan ,

Signed Contract
Initial Commuhicatich with Client

Schedule Kick Off Meeting

State oflNI-l DOS Goniraci 2018-566-18
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Prepare Implementation documents (Coversheet, checklist, project plah, training agenda, hoh-
hosted checklist if needed)

Kayako r Update Implementation ticket

Kayako - Set up site ticket

Create lmplerhentation:system admin accounts

Activate Report Writer features: * permissions * data sets * repqrt:templates

OA of site

Current Sample of applications

Current business workflows

Walkthrough Integration steps and to-do

■RevleVSetyice/User/Vehjcle data and mapping
Setup Integration MelhodSi End Point
'.InitiafSyhcihg
Bulk Syhcihg

URL & lntegration:Setup
^Review NREMT Verification Trigger Workflow

Review tirneline and process:'

IriiageTrend provides legacy data wbrkbdpks
Client return's workbooks to ImageTren'd:
Phaise 1 %lhitiarimport:
Phase ! - Revlew.by Client
Phase 2 - Secondary import
Phase 2 - Review secondary .import by Client
Phase 3 - Final Import
Phase 3 vReview final import by client

Siate ofNH DpS Cpmrnci 2018-566-18
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Review SOW items

SOW Kickoff

SOW Discovery

SOWCreation

Final SOW Review

SOW Signature

Development

Internal Testing

Client Testing

Workflows - Personnel

Workflows r Service/Agency

Worfklows • Vehide

Educational Session III

Educational Session tf2

Educational Session

Educational Sesdo'n

Educational Session ffS

Educational Siesslon

Educational Session 07

Educational Session 08

Education Session 09 - Inspectibhs

Educatibh Sessioh-010.-Investigations

Education Session 011 - lyiobile Testing

Workflowts] Review

Review workflow

Continue-to review forms

Review ;Certificate:XSLT

Go^live preparation.meeting.

Go-iive

Slate ofNH DOS Contract 20! 8-566-18
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EXHIBIT J - SOFTWARE AGREEMENT

LICENSE GRANT

a. DEFINITICNS

i. CLIENT means The State

ii. IMAGETRENO means Contractor

Hi. AGREEMENT means Contract

Iv. "Bespoke Deliverable" means a custom or non-standard deliverable, good, or service not made
available to all licensees (In contrast to "Standard Deliverables" which are part of ImageTrend's
pre-existing Commercial Off The Shelf library of deliverables). Bespoke Deliverables include but
are not limited to reports, custom software, documentation creation, evidence gathering and
analysis, log delivery, or any other task that is not a part of ImageTrend's standard off the shelf
product offenng purchased under this Contract as documented in the Contractor's Response to
the RFP. For clarity, any deliverable, good, or service, which Is not explicitly described in the
License Management Product, this Agreement and its exhibits, the RFP Solicitation, or the
Contractor's response Is not a part of this Agreement except as a Bespoke Deliverable. Any
Bespoke Deliverable created pursuant to this Agreement shall be made available to all other
relevant ImageTrend licensees and otherwise distributed in compliance with all applicable federal
grant requirements.

v."Office" means the political subdivision of the State and Department having responsibility for licensing
Emergency Medical Services personnel, here: State of New Hampshire Division of Fire Standards
and Training and Emergency Medical Services.

vl."CLIENT Support StafT means CLIENT information technology personnel, managers, or other access
which may be required for funding, maintaining, administrating or otherwise supporting or
managing the function of Authorized Personnel

vii."Software" means the computer program(s) in machine readable object code form listed in Exhibit "A".
Including the executable processing programs comprising the ImageTrend License Management
System and ImageTrend License Management System Offline Inspections Module from the
Software and the Licensed Information.

vili.'Licensed Information" means any information pertaining to the Software which is owned by
IMAGETREND and Is licensed to CLIENT. Licensed Information includes such information as
input form, user manuals and user documentation, interface format and input/output formaL and
any other materials pertaining to the Software.

lx."Authorized Personnel" means employees of CLIENT, in CLIENTS Office, that use the Software In the
scope of their employment, or CLIENTS contractors where the contractor's services must
necessarily require access to the Software. Personnel who intend to: reverse engineer, disclose,
or use or acquire for any purpose not In the scope of the personnel's employment or necessary for
contractor services, any Confidential Information are not Authorized Personnel. CLIENT support
staff shall be Authorized Personnel.
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x.Xustom Development" means softv^fare Issuing from CLIENTS engagement with IMAGETREND
through a signed and accepted Statement of Work to customize the software. Such software may
then become a part of the core product and be distributed at ImageTrend's sole discretion.
Custom Development may require ongoing support and/or hosting and shall be subject to support
and/or hosting fee increases per the relevant sections elsewhere in this Contract, or as separately
agreed by the parties in subsequent written Amendments to this Agreement. IMAGETREND
maintains ownership of all Custom Development work product and intellectual property.

b. GRANT OF LICENSE

i. In accordance with the terms and conditions hereof, IMAGETREND agrees to grant to CLIENT
and CLIENT agrees to accept non-transferable and non-exclusive perpetual use licenses for the
ImageTrend License Management System and ImageTrend License Management System Offline
Inspections Module.. During the term of the AGREEMENT, the STATE shall have access to the
ImageTrend License Management System and ImageTrend License Management System Offline
Inspections Module, which will be installed on servers at the IMAGETREND hosting tecilities.
CLIENT expressly acknowledges that all copies of the Software and/or Licensed Information in
any form provided by IMAGETREND to CLIENT hereunder are the sole property of
IMAGETREND and/or its suppliers, and that CLIENT shall not have any righL title, or interest to
any such Software and/or Licensed Information or copies thereof except as provided in this
AGREEMENT. Under this license, only Authorized Personnel may access or use the Software.
IMAGETREND reserves all rights not herein granted to CLIENT.

c. CUSTOM DEVELOPMENT

i. New or updated features are out-of-scope for this AGREEMENT and considered Custom
Development. CLIENT may submit enhancement reque^ per the attached Service Level
Agreement below. Custom Development will only be undertaken subsequent to a written, signed
mutually agreed Statement of Work which outlines the scope and cost of the Custom
Development project, in accordance with PART 2 section 9 regarding change orders.

d. BESPOKE DELIVERABLES

i. The parties agree this Contract is for the purchase of Commercial-Off-The-Shelf Software
("COTS") with Modifications and services as described in. Accordingly, to the degree any
requirement in this Contract and AGREEMENT require the creation of Bespoke Deliverables,
Contractor shall have no obligation to produce such Bespoke Deliverables except as mutually
agreed to in a signed, written Statement of Work or Project Plan which details the scope and cost
of creating such Bespoke Deliverables. In accordance with PART 2 section 9 regarding change
orders. Any costs for Statements of Work or Project Plans funded through federal grant fund are
subject to all federal grant requirements.

Licenses purchased from IMAGETREND by CLIENT.

License Name Applicable Contract

ImageTrend Field Bridge - TEMSIS Amendment C of2005-002
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:v . i'iv:
ImageTrend Elite Field - TEMSIS Amendment D of 2005-005

..Paitient

ImageTrend Hospital Hub

isMiiiiiaMi;

Contract 2005-005
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EXHIBIT K - WARRANTY AND WARRANTY SERVICE

1. WARRANTIES

1.1 System

Tlic Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

1.2 Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the Slate's remedy, and tlie Contractor's
entire liability, shall be:

(a) the correction of program errors that cause breach of tlie warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

(b) the re-performance of the deficient Services, or
(c) if the Contractor cannot substantially correct a breach in a commercially

reasonable manner, the State may end the relevant Services and recover the
fees paid to the Contractor for the deficient Services.

1.3 Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software ("Material") provided under this Contract, and that
such Services, equipment, and Sofhvare do not violate or infringe any patent, trademark,
copyright, trade name or other Intellectual property rights or misappropriate a trade
secret of any third party.

1.4 Viruses; Destructive Programming

The Contractor warrants that the Software .shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the SpcclHcalions.

1.5 Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
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components provided by llie Contracior to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

1.6 Services

The Contracior warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards. Specifications, and tenns of
the Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract
and any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely. Tlie Warranty Period will initially commence upon the Stale issuance of a Letter of
UAT Acceptance and will continue for one hundred and eighty (180) days. If within the last
thirty (30) calendar days of the Warranty Period, the System Sofhvare fails to operate as
specified, the Warranty Period will cease, the Vendor will correct the Deficiency, and a thirty
(30) calendar day Warranty Period will begin. Any further Deficiencies with the Sofhvare must
be corrected and run fault free for thirty (30) days. Upon the successful conclusion of the
Warranty Period, the State shall issue a Final System Acceptance Letter if the System is
operating and fully functional after the successful conclusion of the Warranty Period, all Data
has been loaded, and the System is available for use by the State in its daily operations.
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EXHIBIT L-TRAINING SERVICES

I.O TRAINING

1.1 Tlic Contractor shall provide the following Training Services.

1.2 Within the cost proposal, ImageTrend has included Onsite and Webinar training
sessions for DERMIS. ImageTrend feels ihe number of session is ndcquale for the State;
however, additional training is available at any lime as an optional add-on itein.

1.3 State shall receive access to ImageTrend standard help and support documentation
via ImageTrend University, accessible via the Sofbvare.

1.4 CONTRACTOR TRAINING DETAILS

1.5 Contractor offers training designed to help site administrators and field personnel
make the most of the system. The Contractor Training Curriculum will be reviewed with
ihe State and customized to ensure (hat all courses are designed to address the Slate's
specific needs. Our response incorporates "Train-lhc-trainer" training by Coiitraclor
personnel for cost savings; we can, however, deliver comprehensive training for all
personnel. "Train-the-trainer" sessions will train a designated personfs) from the State in
all aspects of system administration and usage and provides the basic materials for Ihe
training plan for all field personnel.

1.6 Sample Training Plan - Actual plan to be developed as part of tlie Project Plan

Administrative Review: 'A day (3-4 hours). This phase can be done in the time allotted if the
State prepares by completing workbooks and pre-training activities provided by the
Contractor. It is best accomplished when the State knows what their internal process looks
like.

Train-the-Trainer and/or End User Training: 3 hours per class. This can be done over X
number of days to cover each shift or to train all crews. The schedule is established with the
State to best meet (he shift needs.

Administrative Training:

Training and Activities (Setup and user training): 2 hours

QAJQl module (Setup and Training): 4 hours. End Users: 2 hours
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Checklist; I hour

High Level Overview of Report Writer (if desired prior to Go-live): I hour

Report Writer: 2-hour Webinar training after Go-live

A walkthrougli with implementation and/or User Guides arc used to cover Agency, Staff,
Destinations and other imported resources.

A typical 3-day training schedule is detailed below. Classes can be scheduled to meet when
specific staff is available.

Day 1

0800-1200 Admin Review

1300-1600 End User Training Class

Day 2

0800-1100 End User Training 1100-1200 Check List

1300-1500 QA/Ql Training

1500-1700 Training/Activities

Day 3

0800-1200 End UserTraining 1200-1400 Report WritcrTraining

The remaining training time can be used for webinar training after Go-live. Typically Report
Writer training is more valuable after the system is in use.

1.7 Administrative Training

Administration Training will focus on system administration and all the features
associated with maintaining the application. Additional training will focus on data
collection as well as reporting and data analysis. Administration training will include
the knowledge to provide Level I support and training to field personnel. This training
session can easily accommodate 10 - 15 people and can be accomplished within an 8-
hotir session. It is recommended that this training be accomplished in groups, since the
Inieractive questions and assistance improves the learning process and establishes the
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conimunication links for the ongoing system usage. Contractor will hold this training at
the location specified by the State.

Frue Training/or Scn'ice Athninisiraiors

Contractor offers free hands-on training to service administrators for select products at the
Corporate Office located in Lakeville, MN. This training is available based on pre-
delcnnincd dales set by the Contractor. The Contractor will train up to two administrators
per service on setup, navigation and use of DERMIS. This training will be offered
periodically to services with a valid support agreement and is intended to educate service
administrators to help them more effectively and independently use their Contractor
software. With this ine.spensive educational option, service administrators will learn to
setup and maintain tasks to increase their comfort level and understanding of the sofhvare.

1.8 Documentation

Contractor will provide a training plan, course outline, system documentation and user
guides to assist in system comprehension. Course syllabi and scenario templates are
prepared to enhance system understanding and are made available In a variety of formats
for duplication. Other training materials provided include; FAQs, Education Evaluation
and an Education Review Checklist. Contractor can also provide a Certificate of Education
upon completion of the training course(s).

Contractor provides the most up-to-date documentation, including administrator and user,
manuals and release notes for any upgrades. With n support agreement, this documentation,
along with educational videos, PowerPoint presentations and other documents will be
found at ImageTrend University, which can be accessed from the application.

1.9 ImageTrend University

Contractor provides online education materials for their products as self-guided tutorials to
all States with support agreements. These online support and educational materials can be
found at ImageTrend University via the application. Contractor recently started
implementing ImageTrend University throughout its solutions to promote ongoing
education and training of our solutions. When accessing ImageTrend University through
the application, users can view edijcatlonal videos, manuals, quick guides and workbooks
to assist them in belter understanding our software and support train-lhe-trainer sessions.
These have been very useful as both refresher and initial education' materials. Sample
screenshots of the ImageTrend University can be found below. For more information on the
types of training offered by Contractor please check out ww\v.Contractor.com/resource-
education/.
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EXHIBIT M - HIPAA BUSINESS ASSOCIATE AGREEMENT

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement ("Agreement") dated December 13, 2016 (the "Effective
Date"), is entered Into by and between the State OfNew Hampshire a slate government
(the "Covered Entity") and ImageTrend, Inc. a Minnesota corporation (the "Business Associate").

WHEREAS, Covered Entity and Business Associate have entered into, or are entering
into, or may subsequently enter into, agreements or other documented arrangements (collectively,
the "Business Arrangements") pursuant to which Business Associate may provide products
and/or services for Covered Entity that require Business Associate to access, create and use health
information that is protected by state and/or federal law; and

WHEREAS, pursuant to the Adminis'lralive Simplification,provisions of the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), the U.S. Department of Health
& Human Services ("HHS") promulgated the Standards for Privacy of Individually Identifiable
Health Information (the "Privacy Standards"), at 45 C.F.R. Parts 160 and 164, requiring certain
individuals and entities subject to the Privacy Standards (each a "Covered Entity", or collectively,
"Covered Entities") to protect the privacy of certain individually Ideiitifiable healtli information
("Protected Health Information", or "PHI"); and

WHEREAS, pursuant to HIPAA, HHS has issued the Security Standards (the "Security
Standards"), at 45 C.F.R. Parts 160, 162 and 164, for the protection of electronic protected health
information ("EPHI"); and

WHEREAS, in order to protect the privacy and security of Pi ll, including EPHI, created
or maintained by or on behaifof the Covered Entity, the Privacy Standards and Security
Standards require a Covered Entity to enter into a "business associate agreement" with certain
individuals and entitles providing services for or on behalf of the Covered Entity if such services
require the use or disclosure of PHI or EPHI; and

WHEREAS, on February 17,2009, the federal Health Information Technology for
Economic and Cilnicai Health Act was signed into law (the "HITECH Act"), and the HITECH
Act imposes certain privacy and security obligations on Covered Entities in addition to the
obligations created by the Privacy Standards and Security Standards; and

WHEREAS, the HITECH Act revises many of the requirements of the Privacy
Standards and Security Standards concerning the confidentiality of PHI and EPHI. including
c.McndIng certain MIPAA and HITECH Act requirements directly to business associates; and
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WHEREAS, Business Associate and Covered Entity desire to enter into this Business
Associate Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in this
Agreement and the Business Arrangements, and other good and valuable consideration, the
sufficiency and receipt of which are hereby severally acknowledged, the parties agree as follows:

1. Business Associate Obligations. Business Associate may receive from Covered Entity,
or create or receive on behalf of Covered Entity, health information that Is protected
under applicable state and/or federal law, including without limitation, PHI and EPHI.
All capitalized terms hot otherNvisc defined in this Agreement shall have the meanings set
forth in the Privacy Standards, Security Standards or the HITECH Act, as applicable
(collectively referred to hereinafier as the "Confidentiality Requirements"). All
references to PHI herein shall be construed to include EPHI. Business Associate agrees
not to use or disclose (or permit the use or disclosure of) PHI in a manner that would
violate the Confidentiality Rcquircjnents if the PHI were used or disclosed by Covered
Entity in the same manner.

2. Use of PHI. Except as other\vise required by law, Business Associate shall use PHI' in
compliance with 45 C.F.R. § 164.504(e). Furthermore, Business Associate shall use PHI
(I) solely for Covered Entity's benefit and only for the purpose of performing services for
Covered Entity as such services are defined in Business Arrangements, and (ii) as
necessary for the proper management and administration of the Business Associate or to
carry out its legal responsibilities, provided that such uses are permitted under federal and
state law. Covered Entity shall retain all rights in the PHI not granted herein. Use,
creation and disclosure of de-identified health information by Business Associate are not
permitted unless expressly authorized in writing by Covered Entity.

3. Disclosure of PHI. Subject to any limitations in this Agreement, Business Associate
may disclose PHI to any third party persons or entities as necessary to perform its
obligations under the Business Arrangement and as permitted or required by applicable
federal or state law. Further, Business Associate may disclose PHI for the proper
management and administration of the Business Associate, provided that (1) such
disclosures are required by law, or (ii) Business Associate: (a) obtains reasonable
assurances from any third party to whom the information Is disclosed that it will be held
confidential and further used and disclosed only as required by law or for the purpose for
which it was disclosed to tlie third party: (b) requires the third party to agree to
immediately notify Business Associate of any instances of which it is aware that PHI is
being used or disclosed for a purpose that is not otherwise provided for in this Agreement
or for a purpose not expressly permitted by the Confidentiality Requirements.
Additionally, Business Associate shall ensure that all disclosures of PHI by Business
Associate and the third party comply with the principle of "minimum necessary use and
disclosure," i.e., only the minimum PHI that is necessar)' to accomplish the intended
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purpose may be disclosed; provided funher, Business Associate sliall comply with
Section 13405(b) of the HITECM Act, and any regulations or guidance issued by HHS
concerning such provision, regarding the minimum necessary standard and the use and
disclosure (if applicable) of Limited Data Sets. If Business Associate discloses PHI
received from Covered Entity, or created or received by Business Associate on behalf of
Covered Entity, to agents, including a subcontractor (colleclively, "Recipients"),
Business Associate shall require Recipients to agree in writing to the same restrictions
and conditions that apply to the Business Associate under this Agreement. Business
Associate shall report to Covered Entity any use or disclosure of PHI not permitted by
this Agreement, of which it becomes aware, such report to be made within three (3)
business days of the Business Associate becoming aware of such use or disclosure. In
addition to Business Associate's obligations under Section 9, Business Associate agrees
to mitigate, to the extent practical and unless otherwise requested by Covered Entity in
writing or as directed by or as a result of a request by Covered Entity to disclose to
Recipients, any harmful effect that is known to Business Associate and is the result of a
use or disclosure of PHI by Business Associate or Recipients in violation of this
Agreement.

4. Individual Rights Regarding Designated Record Sets. If Business Associate
maintains a Designated Record Set on behalf of Covered Entity, Business Associate shall
(i) provide access to, and permit inspection and copying of, PHI by Covered Entity or, as
directed by Covered Entity, an individual who is the subject of the PHI under conditions
and limitations required under 45 CFR §164.524, as It may be amended from time to
time, and (ii) amend PHI maintained by Business Associate as requested by Covered
Entity. Business Associate shall respond to any request from Covered Entity for access
by an individual within five (5) days of such request and shall make any amendment
requested by Covered Entity within ten (10) days ofsuch request. Any information
requested under this Section 4 shall be provided In the form or format requested, if it is
readily producible in such fonn or formal. Business Associate may charge a reasonable
fee based upon the Business Associate's labor costs in responding to a request for
electronic information (or a cost-based fee for the production of non-electronic media
copies). Covered Entity shall determine whether a denial is appropriate or an e.xception
applies. Business Associate shall notify Covered Entity within five (5) days of receipt of
any request for access or amendment by an individual. Covered Entity shall determine
whether to grant or deny any access or amendment requested by the individual. Business
Associate shall have a process In place for requests for amendments and for appending
such requests to the Designated Record Set, as requc.sled by Covered Entity.

5. Accounting of Disclosures. Business Associate shall make available to Covered Entity
in response to a request from an individual, information required for an accounting of
disclosures of PHI with respect to the individual in accordance with 45 CFR §164.528, as
amended by Section 13405(c) ofthe HITECH Act and atiy related regulations or
guidance issued by HHS in accordance with such provision. Business Associate shall
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provide to Covered Entity such infonnation necessacy to provide an accounting within
thirty (30) days of Covered Entity's request or such shorter time ns may be required by
state or federal law. Such accounting must be provided without cost to the individual or
to Covered Entity if it is the first accounting requested by an individual within any twelve
(12) month period. For subsequent accountings within a twelve (12) month period,
Business Associate may charge a reasonable fee based upon the Business Associate's
labor costs in responding to a request for electronic information (or a cost-based fee for
the production of non-electronic media copies) so long as Business Associate informs the
Covered Entity and the Covered Entity informs the individual in advance of the fee, and
the individual is afTorded an opportunity to withdraw or modify the request. Such
accounting obligations shall survive termination of this Agreement and shall continue as
long as Business Associate maintains PHI.

6. Withdrawal of Authorization. If the use or disclosure of PHI in this Agreement is
based upon an individual's specific authorization for the use of his or her PHI, and (i) the
individual revokes such autltorization in writing, (11) the effective date of such
authorization has expired, or (ill) the consent or aulhorization is found to be defective in
any manner that renders it invalid, Business Associate agrees, if it has notice of such
revocation or invalidity, to cease the use and disclosure of any such individual's PHI
except to the extent it has relied on such use or disclosure, or where an exception under
the Confidentiality Requirements expressly applies.

7. Records and Audit. Business Associate shall make available to the U.S. Department of
Health and Human Services or its agents, its internal practices, books, and records
relating to the use and disclosure of PHI received from, created, or received by Business
Associate on behalf of Covered Entity for the purpose of determining Covered Entity's
compliance with the Confidentiality Requirements or any other health oversight agency,
in a time and manner designated by the Secretary. Except to the extent prohibited by law,
Business Associate agrees to notify Covered Entity immediately upon receipt by
Business Associate of any and all requests by or on behalfof any and all federal, state
and local government authorities served upon Business Associate for PHI.

8. Implementation of Security Standards; Notice of Security Incidents, Business

Associate will use appropriate safeguards to prevent the use or disclosure of PHI other
than as e.xpressly permitted under this Agreement. Business Associate will implement
administrative, physical and technical safeguards that reasonably and appropriately
protect the confidentialit>', integrity and availability of the PHI that it creates, receives,
maintains or transmits on behalf of Covered Entit>'. Business Associate acknowledges
that the HITECH Act requires Business Associate to comply with 45 C.F.R. §§ 164.308,
164.3 ID, 164.312 and 164.316 as if Business Associate were a Covered Entit>', and
Business Associate agrees to comply with these provisions of the Security Standards and
all additional security provisions of the HITECH Act. Furthermore, to the extent
feasible, Business Associate will use commercially reasonable efforts to ensure that

Stale of NH Contract 2018-566-18

Exhibit M - HIPAA Business Associate Agreement - Part 3
Date:

Contractor's Initials MM Page 67 of 77



STATE OF NEW HAMPSHIRE
Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Senices
Emergency Services Records Mnnngcment System

CONTRACT 2018-566

PART 3-EXHIBIT M
HIPAA BUSINESS ASSOCIATE AGREEMENT

I

the technology safeguards used by Business Associate to secure PHI will render such PHI
unusable, unreadable and indecipherable to individuals unauthorized to acquire or
oihenvise have access to such PHI in accordance with HHS Guidance published at 74
Federal Register 19006 (April 17, 2009), or such later regulations or guidance
promulgated by HHS or issued by the National Institute for Standards and Technology
("NIST") concerning the protection of identifiable data such as PHI. Lastly, Business
Associate will promptly report to Covered Entity any successful Security Incident of
which it becomes aware. At the request of Covered Entity, Business Associate shall
identify': the date of the Security Incident, the scope of the Security incident, the
Business Associate's response to the Security Incident and the identification of the party
responsible for causing the Security Incident, If known. Business Associaie and Covered
Entity shall take reasonable measures to ensure the availability of all afllrmative defenses
under the HITECH Act, HIPAA, and other stale and federal laws and regulations
governing PHI and EPHI.

9. Data Broach Notification and Mitigation.

0. HIPAA Data Breach Notification and Mitigation. Business Associate agrees to
implement reasonable systems for the discovery and prompt reporting of any
"breach" ofunsecured PHI" as those terms are defined by 45 C.F.R. § 164.402
(hereinafter o "HIPAA Breach"). The parties acknowledge and agree that 45 C.F.R.
§ i 64.404, as described below in this Section 9.1, governs the determination of the
date of a HIPAA Breach. In the event of any conflict between this Section 9.1 and
the Confidentiality Requirements, the more stringent requirements shall govern.
Business Associate will, following the discovery of a HIPAA Breach, notify Covered
Entity immediately and in no event later than three (3) business days after Business
Associate discovers such HIPAA Breach, unless Business Associate is prevented
from doing so by 45 C.F.R. §164.412 concerning law enforcement investigations.
For purposes of reporting a HIPAA Breach to Covered Entity, the discovery of a
HIPAA Breach shall occur as of the first day on which such HI PA A Breach is known
to the Business Associate or, by exercising reasonable diligence, would have been
known to (he Business Associate. Business Associate will be considci-cd to have had
knowledge of a HIPAA Breach if the HIPAA Breach is known, or by exercising
reasonable diligence would have been known, to any person (other than the person
commilling the HIPAA Breach) who is an employee, officer or other agent of the
Business Associate. No later than seven (7) business days following a HIPAA
Breach, Business Associate shall provide Covered Entity with sufficient information
to permit Covered Entity to comply with the HIPAA Breach notification
requirements set forth at 45 C.F.R. §164.400 CMer/. Specifically, if the following
information is known to (or can be reasonably obtained by) the Business Associaie,
Business Associate will provide Covered Entity with: (i) contact information for
individuals who were or who may have been impacted by the HIPAA Breach (e.g..
first and last name, mailing address, street address, phone number, email address);
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(ii) a brief description of the circumstances of the HIPAA Breach, including the date
of the HIPAA Breach and dale of discovery; (ill) a description of the types of
unsecured PHI involved in the HIPAA Breach (e.g., names, social security number,
dale of birth, address(cs), account numbers of any type, disability codes, diagnostic
and/or billing codes and similar information); (iv) a brief description of what the
Business Associate has done or is doing to investigate the HIPAA Breach, mitigate
harm to the individual impacted by the HIPAA Breach, and protect against future
HIPAA Breaches; and (v) appoint a liaison and provide contact information for same
so that the Covered Entity may ask questions or learn additional information
concerning the HIPAA Breach. Following a HIPAA Breach, Business Associate will
have a continuing duty to inform Covered Entity of new information learned by
Business Associate regarding the HIPAA Breach, including but not limited to the
information described In items (i) through (v), above.

b. Data Breach Notification and Mitigation Under Other Laws. In addition to the

requirements of Section 9.1, Business Associate agrees to implement reasonable
systems for tlte discovery and prompt reporting of any breach of individually
identifiable information (including but not limited to PHI, and referred to hereinafter
as "Individually Identifiable Information") that, if misused, disclosed, lost or stolen.
Covered Entity believes would trigger an obligation under one or more State data
breach notification laws (each a "State Breach") to notify the individuals who are the
subject of the information. Business Associate agrees that in the event any
Individually Identifiable Information is lost, stolen, used or disclosed in violation of
one or more Slate data breach notification laws, Business Associate shall promptly:
(i) cooperate and assist Covered Entity with any investigation into any State Breach
or alleged State Breach; (ii) cooperate and assist Covered Entity with any
investigation into any State Breach or alleged State Breach conducted by any State
Attorney General or State Consumer Affairs Department (or their respective agents);
(iii) comply with Covered Entity's determinations regarding Covered Entity's and
Business Associate's obligations to mitigate to the extent practicable any potential
harm to the individuals impacted by the State Breach; and (iv) assist with the
implementation of any decision by Covered Entity or any State agency, including any
State Attorney General or State Consumer Affairs Department (or their respective
agents), to notify individuals impacted or potentially impacted by a State Breach.

c. Broach Indemnification. Business Associate shall indemnify, defend and hold
Covered Entity and its officers, directors, employees, agents, successors and assigns
harmless, from and against all reasonable losses, claims, actions, demands, liabilities,
damages, costs and expenses (including costs ofjudgments, settlements, court costs
and reasonable attorneys' fees actually incurred) (collectively, "Information
Disclosure Claims") arising from or related to: (i) the use or disclosure of
Individually Identifiable Information (including PHI) by Business Associate in
violation of the terms of this Agreement or applicable law, and (ii) whether in oral.
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paper or electronic media, any HIPAA Breach of unsecured PHI and/or Stale Breach
of Individually Identifiable information by Business Associate. If Business
Associate assumes the defense of an Information Disclosure Claim, Covered Emit)'
shall have the right, at its expense and without indemnification notwithstanding the
previous sentence, to participate in the defense of such Information Disclosure Claim.
Business Associate shall not lake any final action with respect to any Information
Disclosure Claim without the prior written consent of Covered Entity. Covered
Entity likewise shall not take any final action with respect to any Information
Disclosure Claim without the prior written consent of Business Associate. To the
extent permitted by law and except when caused by an act of Covered Entity or
resulting from.a disclosure to a Recipient required or directed by Covered Entity to
receive the information, Business Associate shall be fully liable to Covered Entity for
any acts, failures or omissions of Reeipients in furnishing the services as if they were
the Business Associate's own acts, failures or omissions.

Covered Entity shall be responsible for all reasonable losses, claims, actions,
demands, liabilities and damages (collectively, "Information Disclosure Claims")
arising from or related to: (1) the use or disclosure of Individually Identifiable
Information (including PHI) by Covered Entity, its subcontractors, agents, or
employees in violation of the terms of this Agreement or applicable law, and (ii)
whether in oral, paper or electronic media, any HIPAA Breach of unsecured PHI
and/or State Breach of Individually Identifiable Information by Covered Eniit>', its
subcontractors, agents, or employees.

i. Covered Entity and Business Associate shall seek to keep costs or expenses
that the other may be liable for under this Section 9, including Information
Disclosure Claims, to the minimum reasonably required to comply with the
•HITECH Act and HIPAA. Covered Entity and Business Associate shall timely
raise all applicable affirmative defenses in the event a violation of this
Agreement, or a use or disclosure of PHI or EPHI in violation of the terms of
this Agreement or applicable law occurs.

10. Term and Tcrminntioo.

a. This Agreement shall commence on the Efiective Date and shall remain in effect
until terminated in accordance with the tenns of this Section 10, provided, however,
that termination shall not affect the respective obligations or rights of the parties
arising under this Agreement prior to the effective date of tenninaiion, all of which
shall continue in accordance with their terms.

b. Covered Entity shall have the right to tenninate this Agreement for any reason upon
thirt)' (30) days written notice to Business Associate.

c. Covered Entity, at its sole discretion, may immediately tenninate this Agreement and
shall have no further obligations to Business Associate ifany of the following evettts

State of NH Contmcl 2018-566-18

Exhibit M - HIPAA Business Associate Agreement - Part 3
Date:^7\^ .
Contractor's Initials /HTA page 70 of 77



)

4

STATE OF NEW HAMPSHIRE

Department Of Safety
Division Of Fire Standards And Training «& Emergency Medical Services

Emergency Services Records Management System
CONTRACT 2018-566

part 3-EXHIBIT M

HIPAA BUSINESS ASSOCIATE AGREEMENT

shall have occurred and be continuing:
i. Business Associate fails to observe or perform any material covenant or

obligation contained in (his Agreement for ten (10) days aBer written notice
thereof hns been given to the Business Associate by Covered Entity; or

ii. A violation by the Business Associate of any provision of the Confidentiality
Requirements or other applicable federal or stale privacy law relating to the
obligations of the Business Associate under this Agreement.

' d. Termination of this Agreement for either of the two reasons set forth in Section I O.c
above shall be cause for Covered Entity to immediately terminate for cause any
Business Arrangement pursuant to which Business Associate is entitled to receive
PHI from Covered Entity.

e. Upon the temiinalion of all Business Arrangements, either Party may terminate this
Agreement by providing written notice to the other Party.

f. Upon termination of this Agreement for any reason. Business Associate agrees either
to return to Covered Entity or to destroy all PHI received from Covered Entity or
otherwise through the performance of services for Covered Entity, that is in the
possession or control of Business Associate or its agents. In the case of PHI which is
not feasible to "return or destroy," Business Associate shall extend the protections of
this Agreement to such PHI and limit fuilher uses and disclosures of such PHI to
those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such PHI. Business Associate further agrees to comply with
other applicable state or federal law, which may require a specific period of retention,
redaction, or other treatment of such PHI.

11. No Warranty. PHI IS PROVIDED TO BUSINESS ASSOCIATE SOLELY ON AN

"AS IS" BASIS. COVERED ENTITY DISCLAIMS ALL OTHER WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO. IMPLIED
WARRANTIES OF MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE.

12. Ineligible Persons. Business Associate represents and warrants to Covered Entity that
Business Associate (1) is not currently excluded, debarred, or otherwise ineligible to
participate in any federal health care program as detlned in 42 U.S.C. Section 1320a-
7b(0 ("the Federal Healthcare Programs"); (ii) has not been convicted of a criminal
offense related to the provision of health care items or services and not yet been
c.xcluded, debarred, or otherwise declared Ineligible to participate in the Federal
Healthcare Programs, and (ill) is not under investigation or othei^vise aware of any
circumstances which may result in Business Associate being excluded from participation
in the Federal Healthcare Programs. This shall be an ongoing representation and
warranty during the term of this Agreement, and Business Associate shall immediatciv
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notify Covered Entity of any change in the status of the representations and warranty set
forth in this section. Any breach of this section shall give Covered Entity the right to
terminate this Agreement imniedialely for cause.

13. Miscellaneous.

a. Notice. All notices, requests, demands and other communications required or
permitted to be given or made under this Agreement shall be in writing, shall be
effective upon receipt or nitempted deliveiy. and shall be sent by (i) personal
delivery; (ii) certified or registered United States mail, return receipt requested; or
(iii) overnight delivery service with proof of delivery. Notices shall be sent to the
addresses below. Neither party shall refuse delivery of any notice hereunder

b.

If to Covered Entity: if to Business Associate:

NH Department of Safety ImaeeTrend. Inc.

Bureau of EMS Attn: Michael J. McBradv

AUn: Bureau Chief 20855 Kensington Blvd.

33 Hazen Drive Lakeville. MN 55044

Concord. NH 03305

14. Waiver. No provision of this Agreement or any breach thereof shall be deemed waived
unless such waiver Is in \vriling and signed by the Party claimed to have waived such
provision or breach. No waiver ofa breach shall constitute a waiver of or excuse any
different or subsequent breach.

15. Assignment. Neither Party may assign (whether by operation or law or otherwise) any
of its rights or delegate or subcontract any of its obligations under this Agreement
without the prior written consent of the other Party. Notwithstanding the foregoing.
Covered Entity shall have the right to assign its rights and obligations hereunder to any
entity that Is an affiliate or successor of Covered Entity, without the prior approval of
Business Associate.

16. Scvcmbilitv. Any provision of this Agreement that is determined to be invalid or
unenforceable will be inefTcciivc to the extent of such detemiination without invalidating
the remaining provisions of this Agreement or affecting the validity or enforceability of
such remaining provisions.

17. Entire Agreement. This Agreement constitutes the complete agreement between
Business Associate and Covered Entity relating to the matters specified in this
Agreement, and supersedes all prior representations or agreements, whether oral or
written, with respect to such matters. In the event of any conflict between the terms of
this Agreement and the terms of the Business Arrangements or any such later
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agreen)ent(s), the terms of this Agreement shall conirol unless the terms of such Business
Arrangements nre more strict with respect to PHI and comply with the Confidentiality
Requirements, or lite parties specifically othertvisc agree in writing. No oral modification
or waiver of any of the provisions of this Agreement shall be binding on either Party;
provided, however, that upon the enactment of any low, regtilation, court decision or
relevant government publication and/or interpretive guidance or policy that the Covered
Entity believes in good faith will adversely impact the use or disclosure of PHI under this
Agreement, Covered Entity may amend the Agreement to comply with such law,
regulation, court decision or government publication, guidance or policy by delivering a
written amendment to Business Associate which shall be cflective thirty (30) days ofler
receipt. No obligation on either Party to enter into any transaction Is to be implied from
the execution or delivery of this Agreement. Titis Agreement is for the benefit of, and
shall be binding updn the parties, their nfllliates and respective successors and assigns.
' No third party shall be considered a third-party beneficiary under this Agreement, nor

shall any third party have any rights as a result of this Agreement.

18. Governing Law. This Agreement shall be governed by and interpreted in accordance
with the laws of Merrimack County in the Stale of New Hampshire excluding its conflicts
of law's provisions. Jurisdiction and venue for any dispute relating to this Agreement
shall exclysively>re$l with the state and federal courts in Merrimack county in the State of
New Hampshire..

19. Equitable Relief. The parties understand and acknowledge that any disclosure or
misappropriation of any PHI in violation of this Agreement will cause the other
irreparable harm, the amount of which may be difficult to ascertain, and therefore agrees
that the injured party shall have the right to apply to a court of competent jurisdiction for
specific performance and/or an order restraining and enjoining any such further
disclosure or breach and for such other relief as the injured party shall deem appropriate.
Such right is to be in addition to the remedies otherwise available to the parties at law or
In equity. Each party expressly waives the defense that a remedy in damages will be
adequate and further waives any requirement in an action for specific performance or
injunction for the posting of a bond.

20. Nature of Agreement; Independent Contractor. Nothing in this Agreement shall be
construed to create (i) a partnership, joint venture or otherjoint business relationship
between the parties or any of their affiliates, or (ii) a relationship of employer and
employee between the parties. Business Associate is an independent contractor, and not
an agent of Covered Entity. This Agreement does not express or imply any commitment
to purchase or sell goods or services.

21. Countcrnarts. This Agreement may be e.xecuied in one or more counterparts, each of
which shall be deemed an original, but all of which together shall constitute one and the
same document, in making proof of this Agreement, it shall not be necessary to produce
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or account for more than one such counierpait executed by the party against whom
enforcement of this Agreement is sought. Signatures to (his Agreement transmitted by
facsimile transmission, by electronic mail In portable document format (".pdP') fonn, or
by any other electronic means intended to preserve the original graphic and pictorial
appearance of a document, will have the same force and effect as phy.sical execution and
delivery of the paper document bearing the original signature.

IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date.

■Jli
COVERED EPmXY: y BUSINESS ASSOCI

By- By
Steven R. Lnvoic, Dir. of Administration
(Print or Type Name) (Print or Type Name)

Director President

Michael VMcBrady

(Title) ' (Title)

Date: /A / 9 Date: _
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EXHIBIT N - AGENCY RFP WITH ADDENDUMS

Department of Safety Request for Proposals 566-18 "Emergency Ser\'ices Records
Management System" dated March 16,2018 is hereby Incorporated by reference as
fully set forth herein.
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EXHIBIT O - VENDOR PROPOSAL

ImagcTrcnd, Inc. Proposal to Department of Safet)' RFP 566-18 Emergency
Services Records Management System dated March 16, 2018, and the portions of
Vendor Proposal Response to RFP 565-18 dated 2/5/2018 un-amended by Vendor
Proposal Response to RFP 566-18., are hereby incorporated by reference as fully set
forth herein.
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EXHIBIT P - CERTIFICATES AND ATTACHMENTS

Attached are:

A. Contractor's Certificate of Good Standing
B. Contractor's Certilicate of Vote/Authority
C. Contractor's Ccrti flcate of Insurance
D. Exhibit 1-1 Business Requirements
E. Exhibit N-RFP 566-18

F. Exhibit 0 - Vendor Proposals to RFP 565-18 and 566-18
C. Vendor Code Escrow Agreement
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