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State of Netw Bampshire

DEPARTMENT OF SAFETY
JAMES H. HAYES BLDG. 33 HAZEN DR.
CONCORD, N.H. 03305
(603) 271-2791

ROBERT L. QUINN
COMMISSIONER OF
SAFETY

January 20, 2021

His Excellency, Governor Christopher T. Sununu )

and the Honorable' Executive Council

State House '
Concord, NH 03301

Requested Action

‘The Department of Safety, Division of Fire-Standards & Training and Emergency Medical Services requests. authorization to
-amend the contract. with ImageTrend, Inc. (VCH169503-B001) 20855 Kensinglon Blvd, Lakeville, MN.55044 in the aount of
$4,163.24, increasing the ‘amount from $2,848,018.50 to'a total contract amount of $2;852,181.74 for the purpose of adding
access to ImageTrend’s Vault system. The. original- contract was: approvcd by Governer-and- Council on February 20, 2019, as
item #96, Effective.upon Governor.and Council: approval through June:30, 2028 Funding source: 100% Revolving Funds.

Funds are contingent upon availability and continued appropriations through SFY2028 with the authorily to adjust belween
fiscal years through the Budget Office-if needed’ and justified.

02-23-23-237010-40650000 Dept. of Safety:— FSTEMS.— FSTEMS Adimin
038:509038 Technology -Software

SFY2021  SFY2022 §FY2023 SFY2024 §FY2025 SFY2026 SFY2027 SFY2028 Total
$0.00 $0:00 $0.00 $800.00  $816.00° $832.32  $B4897  $B6S5.9S $4,163.24
Explanation

‘linageTrend currently hosis.the State of New HampsHiré's. Emcrgency | Medical Services eléctronic patient.cire répoft (ePCRY
‘softwaré. Thé National EMS Information Systém’ (NEMSIS) data standard is utilized for all Emergency Medical Services
‘(EMS) ePCRs and (updated:t¢ reﬂcct changes:in data-and techno]oglcnl needs, The: NEMSIS V2 date standard was replaced in
2018 by NEMSIS Vi lrnagcTrcnd announced. that: support-and ‘hosting of the legacy NEMSIS™V2 systerm would be expifing
and replaccd with a-new solution called Vault, ImageTrend Vauli. will now be. required to access.over 2 million ePRC data
records (hat were previousty recorded using.the: NEMSIS V2 standard.

ImageTrend Vault gives EMS service providers nd. Seate users thie dbility Lo ferform record searches 1o refrigve,. vieiv, and
'print individual care reports and historical recoids and to-continue.to decess aggregate data, This new sclution’ addrcsscs data
retention pohcy needs while Inmmng nsk and potenlml data £xposure; using managed permissions and account access. It
provides the'extrn layer of sccurity“and HIPAA compliance required for-online access:and provides audit-and logging tools to
ensurc dala integrity.

NH RSA 33-A:3-a-XL, Disposition of Municipal. Records and Retention Schcdule for Emcrgcncy Medical Services Run
Reports,, requirés that muhicipalities ma:nlam thcsc records for 10 years. Other private. services also fellow this minimum
rétention standard, Implementing the lmageTrcnd Vault prov:dcs access:to data and reporting tools: without adding significant
hardware and sofiware: investments af the state. level. While ‘access 1o ImageTrend Vault will be granted immediately, the
Department has negotiated no increase in cost-until July 1, 2023.

Respggthilly fubmitied,

Commissianer of Safety



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301 )
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

October 29, 2020

Robert L. Quinn
Commissioner of Safety
Department of Safety
33 Hazen Drive
Concord, NH 03305

Dear Commissioner Quinn:

This letter represents formal notification that the Department of Information Technology (Dol T)
has approved your agency’s request to enter into a contract amendment with ImageTrend Inc., (VC#
169503, BOO1), 20855 Kensington Boulevard, Lakeville, MN., as described below and referenced as Dol T
No. 2019-041 A.

The purpose of this request is to amend an existing contract with ImageTrend to provide
of adding access to ImageTrend’s Vault system. ImageTrend Vault gives EMS service
leaders and state users the ability to perform record searches in Vault to retrieve, view, and
print individual care reports and historical records. Vault addresses data retention policy
needs while limiting risk and potential data exposure using managed permissions and
account access. It provides the extra iayer of security and HIPAA compliance required with
online access only for those that require it and automatic logging of their actions,

The funding amount for this amendment is not to exceed $4,163.24, increasing the current
contract from $2,848,018.50 to $2,852,181.74, with no change of the current completion
date of June 30, 2028. This amendméent shall become effective upon the Governor and
Executive Council approval through June 30,72028.

A copy of this letter should accompany the Department of Safety’s submission to the Governor and
Executive Council! for approval. '

Sincerely,
Denis Go‘-ule‘t"- |
DG/kaf
DolT #2019-041 A
RID: N/A

cc: Ronald Reed, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow"




State of New Hampshire
Department of Safety
IMAGETREND, INC. (VC#169503-B001)
February 20, 2019
Contract Amendment #1

This Agreement (hereinafter called the "Amendment") is by and between ImageTrend, Inc.
“ImageTrend”, (VC#169503-B001), and the State of New Hampshire acting by and through the Department of
Safety (DOS), Division of Fire Standards & Training and Emergency Medical Services (FSTEMS) or “State.”

WHEREAS, pursuant to an Agreement (herein after referred to as the "Agreement") approved by
Governor and Council on February 20, 2019, Item #96, ImageTrend, Inc., of 20855 Kensington Bivd., Lakeville,
MN 55044, agreed to supply certain services related to the State’s Emergency Medical Services Records
Management System, including the Division Electronic Records Management Information System (DERMIS)
and the Statewide National Fire Incident Reporting System (NFIRS), upon the terms and conditions specified in
the Agreement and, in consideration of payment by the DOS, certain sums as specified therein;

WHEREAS, the National EMS Information System (NEMSIS) V2 platform will be decommissioned as
of Decembér 31, 2020, without further access to historical NEMSIS V2 national standard patient care data,
including individual care reports, historical records and aggregate data by Emergency Medical Services unit heads
and State users;

WHEREAS, ImageTrend Vault is a HIPAA-compliant archival solution for storing and protecting
historical NEMSIS V2 national standard patient care data which (1) would give Emergency Medical Service
department heads and State users the ability to perform record searches in Vault to retrieve, view and print
individual care reports and historical records and continue to access aggregaie data, and which (2) would address
data retention policy needs while limiting risk and potential data exposure using managed permissions and
account access.

WHEREAS, pursuant to Part 1, General Provisions Section 18, the Agreement may be modified or
amended only by a written instrument executed by the parties thereto and approved by the Governor and
Executive Council; .

WHEREAS, ImageTrend and the DOS have agreed to amend the Agreement;

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree to the following:

The Agreement is hereby amended as follows:

1. Amend Part 1, General Provisions, Block 1.8 1o increase the Price Limitation by $4,163.24 from
$2,848,018.50 to $2,852,181.74.

2. Amend Part 2, Information Technology Provisions, Introduction to add the following:

This Contract wilt also provide the State with access to the Contractor’s Vault system, a HIPAA-
compliant archival solution for storing and protecting historical National EMS Information System
(NEMSIS) V2 national standard patient care data, to give Emergency Medical Service department heads
and State users the ability to perform record searches in Vault to retrieve, view and print individual care
reports and historical records and continue to access aggregate data by addressing data retention policy
needs while limiting risk and potential data exposure using managed permissions and account access.

1




3. Amend Parnt 3, Exhibit A Contract Deliverables, section b. Goals, to add the following:

Finally, this project will provide the State with access to the Contractor’s Vauit system, a HIPAA-
compliant archival solution for storing and protecting historical National EMS Information System
(NEMSIS) V2 national standard patient care data, to give Emergency Medical Service department heads
and State users the ability to perform record searches in Vault to retrieve, view and print individual care
reports and historical records and continue to access aggregate data by addressing data retention policy
needs while limiting risk and potential data exposure using managed permissions and account access.

4. Amend Part 3, Exhibit A Contract Deliverables, section f. lable of “Deliverables, Milestones, and
Activities Schedule,” to add the following:

ImageTrend Vault
Item Activity, Deliverable, or Milestone Deliverable Projected
Type
1 | Migration of legacy NEMSIS V2 data; Software & | Commencing 1/1/21 and ongeing
maintenance of legacy NEMSIS V2 data; full Non-
access to NEMSIS V2 data; all as further Software
described in Exhibit J

5. Amend Part 3, Exhibit B Price and Payment Schedule, Section 1.2 table “Activity, Deliverable, or
Milestone Payment Schedule,” to add the following:

ImageTrend Vault

Item

Activity, Deliverable, or Milestone

Projected

Price

1 | Migration of legacy NEMSIS V2 data;
maintenance of legacy NEMSIS V2 data; full
access to NEMSIS V2 data; all as further
described in Exhibit )

Commencing 1/1/21

and ongoing

$4,163.24

6. Amend Exhibit B Price and Payment Schedule, by replacing Table 1.4 Solution SAAS Services Pricing
Summary Worksheet with the following:

Table 1.4: Solution SAAS Services Pricing Summary Worksheet

SAAS SERVICES Year | Year 2 Year 3 Year 4 Year 5 5 Yr Subtotal
Web Site Hosting | $56,450.00 | $71,859.00 $73,296.18 | $74,762.10 | $76,257.35 $352,624.63
Fee

Technical Support | $117,435.00 | $154,494.20. | $144,834.08 | §147,730.77 | $150,685.38 | $715,179.43
and Maintenance

updates

ImageTrend Vault | $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
Licensing '$206,000.00 $206,000.00
TOTALS $379,885.00 | $226.353.20 | $218,130.26 | $222,492.87 | $226,942.73 | $1,273,804.06




~q

SAAS SERVICES Year 6 Year 7 Year 8 Year 9 Year 10 10 Yr Subtotal
Web Site Hosting | $77,782.49 | $79,338.14 $80,924 91 $82,543.40 $84,194.27 $757,407.84
Fee

Technical Support | $153,699.09 | $156,773.07 | $159,908.53 | $163,106.70 | $166,368.84 | $1,515,035.66
and Maintenance .

updates

ImageTrend Vault | $800.00 $816.00 $832.32 $848.97 $865.95 $4,163.24
Licensing $206,000.00
TOTALS $232,281.58 | $236,927.21 $241,665.76 | §246,499.07 | $251,429.06 | $2,482,606.74

7. Amend Exhibit B Price and Payment Schedule, Table 1.5 Solution Services Component Pricing Details,
to increase the Contract Total by $4,163.24 from $2,848,018.50 to $2,852,181.74 and to add the
following table contents:

ImageTrend Vault
Software Solution | Component Comment Qty Base Price Total Price
License : ' $4,163.24
ImageTrend Vault | Migration Included
Hosting Included
Support Included
Contract Total for ImageTrend Vault $4,163.24

8. Amend Exhibit B Price and Payment Schedule, Table 1.6 Solution Services Full Annual Pricing Details,
to add the following section:
Yrl | Yr2 [Yre3 [ Yrd [YrS |Yr6 Yr7 Yr§ Yr9 Yr 10 Row
ImageTrend Totals
Vault SFY | SFY | SFY | SFY | SFY | SFY SFY SFY SFY SFY
2009 | 2020 }.2021 | 2022 | 2023 | 2024 2025 2026 2027 | 2028 Total
X X [0.00]0.00]0.00 | 3800.00 | $816.00 | $832.32 | $848.97 | $865.95 | $4,161.24
ImageTrend Vault Subtotal | $4,163.24
9. Amend Exhibit B Price and Payment Schedule, Table 1.6 Solution Services Full Annual Pricing Details,
to increase the Contract Total by $4,163.24 from $2,848,018.50 to $2,852,181.74 and to replace the
Subtotal amounts as follows:
Yrl Yr2 Yr3 Yr4 Yr$ Yré Yr7 Yr§ Yr9 Yr 10 Row
Totals
SFY SFY SFY SFY SFY SFY SFY SFY SFY SFY
2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 Total
§589,835.00 | $246478.20 | 53487020 | §239,232.87 | §244 14773 | §249.486.58 | §254,597.21 | $259,335.76 | $264.634.08 | §269,564.06 | §2852 18114




10. Amend Part 3, Exhibit B Price and Payment Schedule, section 1.7 Future Pricing Option, by replacing
subsection 1.7.2 with “Intentionally Omitted.”

11. Amend Part 3, Exhibit C Special Provisions, table 1.2 Fire Standards and Training and Emergency
Medical Services Administration Account, by replacing the table with the following:

Account Code 02-23-23-237010-40650000-038-509038

Account Name Dept. of Safety — FS&T & EMS — FS&T & EMS Admin

Object Code Technology — Software

Activity Code N/A

SFYiS [SFY20 | SFY2l |SFY22 |SFY23 | SFY24 |[SFY25 |SFY26 | SFY27 | SFY28
$0.00 | $239,542.20 | $254870.30 | 239,232.90 | $244,141.70 | $249.486.60 | $254,397.20 | $259,335.72 | $264,634.07 | $269,364.0

12. Amend Part 3, Exhibit J Software Agreement, to add the following:

LEGACY DATA IMPORT AND IMAGETREND VAULT™ TERMS OF USE

“NEMSIS” is the National Emergency Medical Services Information System (NEMSIS), and provides
standardized data formats for submission of EMS Data.

“Legacy Data” means data originated by any system which is not ImageTrend Elite

“Legacy Data System” means the particular software application which generated, stored, or created
the Legacy Data.

IMAGETREND VAULT™ LICENSING TERMS

*  Notwithstanding anything in this Agreement to the contrary, the State is hereby granted the
following license rights to ImageTrend Vault. All other rights not explicitly granted are reserved by
ImageTrend.

®*  The State shall have a non-transferrable, non-exclusive license to use ImageTrend Vault for the Term
of this Agreement, and such license shall expire simultaneously with this Agreement and shall not
exceed June 30, 2028.

* ImageTrend reserves the right to monitor and audit the quantity of records stored in ImageTrend
Vault and to increase future fees {i.e. fees in amendments to this Agreement or in subsequent
Agreements of the parties, in accordance with the then-current price.

IMAGETREND VAULT EMS LEGACY DATA IMPORT SPECIFICATIONS

* ImageTrend Vault can store additional data fields from ImageTrend Service Bridge, Fire Bridge, State
Bridge, or Rescue Bridge (“ImageTrend Version 2 Products”) products. These are the data fields
beyond the NEMSIS National Data Elements but supported by tmageTrend Version 2 Products.
These data fields have the ImageTrend “IT” flag in the NISE export file as exported by the
ImageTrend Version 2 Products. ImageTrend Vault may also import related incident attachments
and pre-existing attached POFs from ImageTrend Version 2 Products. ImageTrend Vault cannot
accept nor store data beyond the elements identified here for legacy data ImageTrend Version 2



* ImageTrend Vault can import NEMSIS 2.2.1 standardized Legacy Data with the following limitations:
o NEMSIS 2.2.1 XML Legacy Data from non-ImageTrend vendors may be imported into

imageTrend Vault provided the NEMSIS 2.2.1 XML Legacy Data is the same compatible format as
the NEMSIS 2.2.1 XML Legacy Data System’s State NEMSIS submission and otherwise
conforming with the NEMSIS Data Dictionary v2.2.1 available at
https: is,org/media/nemsis v2/documents/NEMSIS Data Elements_Definitions v2.2.1.xl
s ("Conforming Legacy Data File*). It shall be the State and/or the State Vendor’s responsibility
to ensure ImageTrend is supplied with a conforming NEMSIS 2.2.1 XML Legacy Data file.

o As part of the ImageTrend Vault product and service package, ImageTrend shall perform a one
(1) time import of Legacy data by either 1) Importing data from the State’s.ImageTrend Version
2 Product(s) utilizing ImageTrend tools, or 2) importing a Conforming Legacy Data File.
Additional uploads, corrections or modifications to uploaded data elements, or any other
activity related to importing Legacy Data after imageTrend has completed the one-time import
is out of scope. ImageTrend may or may not choose to undertake this additional work at
ImageTrend's sole discretion. The State shall have the option to contract ImageTrend to
undertake this work per “Creation of Statements of Work” below.

CONTINUANCE OF AGREEMENT: Except as specifically amended and modified by the terms and conditions
of this Amendment, the Agreement and the obligations of the parties there under shall remain in full force and
effect in accordance with the terms and conditions set forth therein.

EFFECTIVE DATE OF THE AMENDMENT: This Amendment shall be effective upon its approval by the
Govemor and Executive Council of the State of New Hampshire. If approval is withheld, this document shall
become null and void, with no further obligation or recourse to either party.

IN WITNESS WHEREOF, the parties have hereunto set their hands as of the day and year written above.

Dec 11, 2020
. SE— Date: !

(Contractor)

By: Joseph T. Graw Title: President
Company: ImageTrend Inc.

STATE OF MN
COUNTY OF Dakota

On this the day of . 20___, before me,
the undersigned Officer personatly appeared and acknowledged her/himself to be
the , of , & corporation,
and that she/he, as such being authorized to do so, executed the
foregoing instrument for the purposes therein contained, by signing the name of the corporation by her/himself as |

IN WITNESS WHEREOF 1 hereunto set my hand and official seal.

Notary Public/Justice of the Peace
My Commission Expires: (SEAL)



Title: //&/4’ // //éﬁfél_)ﬂ_/

The foregoing contract, having been reviewed by this office, is approved as to form, substance and execution

ATTORNEY GENERAL

i
by A A ou_Felondan| H 20 21
/ﬂéismmAuo:Mwal )

Governor and Councl] of New-Hempshire
On: - , 20
Signed: - Tide:




CERTIFICATE OF AUTHORITY

|, Michael J. McBrady . hereby certify that:
{Name of the elected Officer of the Corporation/LLC: cannol be contract signatory)

1.l am a duly elected Clerk/Secretary/Officer of _ImaaeTrend. Inc
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and

held on January 1 » 2020_, at which a quorum of the Directors/shareholders were present and voting.
(Date)
VOTED: That steph T. Graw, President & COO (may list more than one person)
{Name and Title of Contract Signatory)
is duly authorized on behalf of _ImageTrend, Inc. to enter into contracts or agreements with the State
(Name of Corporation/ LLC) .

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote,

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this cerificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this cerlificate as evidence that the person(s) listed above currently occupy the

limits on the authority of any listed individual to bind the corporation in conltracts with the State of New Hampshire,
2ll such limitations are expressly slated herein.

Dated:_12/298/2020 Michael J, Mcﬁ;‘ady [Dec za 20201351 C5T)

Signature of Elected Officer
Name: Michael J. McBrady
Title: CEQ

Rev, 03/24/20




JOINT WRITTEN ACTION IN LIEU OF MEETING
. OF THE
SHAREHOLDERS AND BOARD OF DIRECTORS OF
IMAGETREND, INC.

The undersigned, constituting the Shareholders and the Board of Directors of
IMAGETREND, INC. (the “Company”), acting pursuant to -Minnesota Statutes and the
Company's Articles of Incorporation and other governing documents, hereby consent to the
adoption and hereby adopt the following resolutions, effective January 1, 2020, to-wit:

ELECTION OF DIRECTORS

RESOLVED, that the Shareholders hereby elect the following-named persons as Directors
of the Company, each to serve until a successor has been duly elected and qualified or until any

earlier resignation or removal:

1. Michael J. McBrady
2. Collin McBrady
3. Erin Rupe

APPOINTMENT OF OFFICERS

RESOLVED FURTHER, that the following-named persons are hereby appointed to the
offices designated opposite their respective narnes, each to serve in accordance with and subject
to the direction of the Board of Directors and the Bylaws of the Company until, death, resignation,
removal or disqualification, or until a successor is appointed. '

Chairman of the Board Michael J. McBrady
President Joseph T. Graw
Chief Executive Officer Michael J. McBrady
Chief Operating Officer Joseph T. Graw
Secretary Michael J. McBrady
Treasurer : Michael J. McBrady

RESOLVED FURTHER, that the above-listed officers of the Company are, and each
acting alone is, hereby authorized to do and perform any and all such acts, including execution of
any and all documents and certificates, as such officers shall deem necessary or advisable, to cairy
out the best interests of the Company.



-

RESOLVED FURTHER, that any and all prior acts of the Company’s Shareholders,
Officers, and/or Directors made on the Company’s behalf are hereby ratified.

AUTHORIZATION for the foregoing resolutions is hereby granted and approved as of the
date above first written.

EFFECTIVE DATE: DIRECTORS:

.
Dated: 1 ~{ , 2020 ('
Dated: ___ /| 2020 .
|
r— -
Dated: %IN/I / , 2020

n Rup

S HOLDERS:

Dated: __| =~ | , 2020 | mpﬁ i

-

Miclhj?ﬁch)ady
Dated: /| ,2020 | / Al

Collin McBrady, as®fbtee of the
2015 McBrady Family Trust

Dated: (7/:EM / , 2020

rin Rupe, 4s Trust
2015 McBrady Family Trust




State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that IMAGETREND, INC. is
a Minnesota Profit Corporation registered to transact business in New Hampshire on November 15, 2004. 1 further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 495505
Certificaie Number: 0005035506

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 29th day of October A.D. 2020,

Gor Lok

William M. Gardner
Secretary of State
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CERTIFICATE OF LIABILITY INSURANCE

DATE {MM/DO/YYYY)
11/6/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF [NFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,

EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:
If SUBROGATION IS WAIVED, subject to the terms and conditions of th

If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.

e policy, certain policies may require an endorsement. A statement on

this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
Marsh & Mctennan Agency LLC
6160 Golden Hills Drive
Minneapolis MN 55416

CONTACT
mme Scott Raw

_ws .ﬂg._Em 763-746-8000 FAX nej. 212-848-9216

Aunagss Scott. Raw@MarshMMA com

INSURER(S) AFFORDING COVERAGE NAIC ¥
INSURER A ; Harlford Fire insurance Company 19682
INSURED IMAGEINGS| |\ cirer @ ; Martford Casually insurance Company 20424

ImageTrend, Inc.

20855 Kensington Blvd INSURER C :
Lakeville MN 55044 INSURER D :
/ INSURERE !
INSURERF ;

COVERAGES CERTIFICATE NUMBER: 1954258081 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE FOLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION

OF ANY CONTRACT OR OTHER DOCUMENT WATH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE

BEEN REDUCED BY PAID CLAIMS,

INSR ADOL[SU. XP
LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER (MMBBNVYYY) | (BRI YY) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY A41UUNZT 8493 6/15/2020 6/15/2021 | EACH OCCURRENCE s 1,000,000
DAMAGE T RENTED
| CLAIMS-MADE OCCUR PREMISES (s msmnce; $ 1,000,000
MED EXP {Ary oné person) $ 10,000
PERSONAL & ADVINJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
roucy | X | FES Loc PRODUCTS - COMPIOP AGG | ' 2,000,000
OTHER: s
COMBINED SINGLE LIMIT
A | AUTOMOBILE LIABILITY 4TUUNZTB493 6/15/2020 61512021 | EN Hgen $ 1,000,000
X | ANY AUTO BODILY INJURY (Perparson) | $
ED SCHEDULED -
AUTOS ONLY AUTOS BODILY INJURY (Per accident)| §
HIRED N PROPERTY DAMAGE s
|___| AUTOS ONLY AUTOS ONLY | (Per accident)
$
8 | X | UMBRELLALIAR X OCCUR 41HUZT7339 611512020 611512021 EACH OCCURRENCE $ 5,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 5,000,000
.| DED l X I RETENTIONS 10 non 2
B |WORKERS COMPENSATION 41WEABBMI 6152020 | ensiee2r X | EERL | [ ORW
AND EMPLOYERS' LIABILITY YiN . .
ANYPROPRIETOR/PARTNER/EXECUTIVE £.L. EACH ACCIDENT $ 500,000
OFFICER/MEMBEREXCLUDED? NIA
(umdnory in Nm E.L. INSEASE - EA EMPLOYEE| § 500,000
s, describe und
SCRIPTION OF openmous below L. DISEASE - POLICY LIMIT | $ 500,000

DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more spacs Is required)

CERTIFICATE HOLDER

CANCELLATION

State of NH
DCepartment of Safety
Division of Fire Standards & Training

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL. BE DELIVERED IN

and Emergsncy Medical Services
33 Hazen Drive
Concord NH 03305

ACCORDANCE WITH THE POLICY PROVISIONS.
ESENTA'HVE

AUTHORIZED

ACORD 25 (2016/03)

® 1988-2015 ACORD CORPORATION, All rights reserved.

The ACORD name and logo are registered marks of ACORD




FSTEMS - ADMIAN- /2 -Z018-0/

State of Nefo Hempslhire
DEPARTMENT OF SAFETY
OFFICE OF THE COMMISSIONER
33 HAZEN DR..CONCORD, NH 03305

so3271701 ?@ tt 190669

JOHN J. BARTHELMES

COMMISSIONER . .
His Excellency, Govemor Chrisiopher T. Sununu January 7, 2019 @C #'Cf (.0
and the Honorable Exetutive Council ' ‘
State House 0Z-20-20] G

Concord, NH 03301

Requested Action:
‘The Depariment of Safety; Division of Fire Standards & Trammg and Emergency Médigil Services requests ‘retroactive
.authorization‘to-enter:inio a contract avith imageTrend-Inc., (VCH 169503- BOO]) 20855 Kcnsmgton Bivd, Lakeville, MN.55044
.in the amount of $2,848,018:50 for the purposes el providing the Siate's Emergency Medical Services Records Management
System (RMS). Effcclwc upon Governor and Council: approval for:the period-of July 1, 2018 through June 30, 2028. Funding
source: 82.66% Revolvmg Funds, 9 §6%. Agency Income, 5,92% Fedeéral Funds; 1,56% Translers from:Other Agencies:

Funds are. available in the. SFY2019 opérating: budget :and’ contingent ‘upon -availability: and continued. appropriations ‘in
SFY2020 thiough SFY2028°with the authority to adjustbetween® fiscal years through the.Budget. Office.if needed and justified.

02-23:23:237010-40650000 Dept. of Sal’cly FSTEMS = FSTEMS Admin
024-500230 Maml Olher “Than Build-GRN =/S$/Ware Li¢/Main-(Non Desktop)

SFY2019. SFY2020, SFY2021. SFY2022; SFY2023

$102,960:00 -$0.00 $0.00 " $0.00° $0.00

SEY2024 -SFY2025. :SFY2026 SFY3027 SFY2028 _.Subtotals
" $0.00, - $0,00:° $0.00° $0.00 $0.00 $102,960.00

02 -23: 23-237010-40650000 Dept: of:Saféty.~ FSTEMS -~ FSTEMS:Admin
03 8-509038 chhnology—So Rware

SFY2019 ‘SFY.2020 SEY2021 ‘SFY202% SFY2023

$0.00. $239,542:20 $234,870:30 $239,232.90; '$244,147.70

SFY2024 :SFY2025, ~ 8FY20%6 :SFY2027 ‘SFY2028: o
'5248,686.60 §253,781.20. $258,503.40 $263,785.10 -$268,698.10: $2,251,247.50

02-23-23-237010-33400000:Dept. of Safety —FSTEMS - Fire:Stds. & Trg Grants:
10382509038 Technology-Software

SFY2019. SEY2020 SFY2021 SFY2022 SFY2033

$318;225.00 $6,936.00 1$0.00 '$0:00 $0.00.

SFY2024 SFY2025 SFY2026 SFY2027 SFY2028 L
$0.00 $0.00 " 50,00 0.00 $0.00 $325,161.00

02-23-23-237040-44570000 Dcpl -of: Sarety ESTEMS - Nat! 1 Flrc Academy Gram
038-509038' chhnolc:gy-Sonwarc

SEY2019 SFY2020 SEY2021 'SFY2022 SFY2023

$168:650.00° $0.00 $0.00 $0.00 '$0:00

SFY2024 SFY2025 SFY2026 SFY2037 SFY2028 o
$0.00 750,00 $0:00 $0:00- $0.00 '$168.650,00

GRAND TOTAL $2,848,018:50

TOD ACCESS: AELAY NH :800:735:2054



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

January 7,2019

Page 2 of 2

Explanation

This contract is retroactive as it required a longer than anticipated timeframe to procure, review, and negotiate the complex
business, information technology, and contract requirements for this integrated system. The timelines to secure federal funding
added additional delays as federal grant awards needed to fund the contract required acceptance and approval by both the Fiscal
Committes and the Governor and Council before the contract could be executed. '

This contract continues the State’s existing Emergency Medical Services (EMS) Records Manapement System (RMS)
functions and leverages federal grant funding to expand RMS system capabilities. First responders long with Fire and EMS
professionals across the State utilize the EMS RMS to both enter incidents and collect data related to EMS, trauma, fire,
hazardous materials, and technical rescue. The collected data is used to improve patient outcomes, identify areas of focus for
ongoing professional education, and determine the effectiveness of existing procedures and protocols. Additional functionzlity
will create a “one-stop-shopping™ system for first responders, enabling users to maintain professional licensure and register for

ull first responder training throughout the State. ’

The current RMS system functions include the following:

s  Statewide Trauma and Emergency Medical Services Information System (TEMSIS) -This is an electronic Patient Care
Reporting (¢PCR) system for Emergency Medical Services (EMS).

» Hospital Access to Pre-Hospital Records (HAPHR) - This system provides limited viewable access to EMS records for
patients transported to the hospital.

»  Statewide Trauma Registry - This is a Hospital Patient Registry System for trauma patients using National Trauma Data
definitions and is integrated with TEMSIS.

The expanded EMS RMS functions include:

s Division Electronic Records Management Information System (DERMIS) - This is a central system to manage user
eccounts, agency licenses and affiliations, certifications, education and training records.
s  Statewide National Fire Information Reporting System (NFIRS) - This is a system to collect and report fire incident data.

A Request for Proposal (RFP) for these services was posted from December 27, 2017 through February 7, 2018; however, no
qualifying proposals were received. A new RPF was developed and posted from March 16, 2018 through March 23, 2018, with
two vendors responding. The three member evaluating committee determined that only one proposal, submitted by
ImageTrend, met the specifications of the RFP; therefore, ImageTrend was awarded the contract.

Respectfully submitted,

ﬁg J. Barthelmes
ommissioner of Safety



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NI 03301
Fax: 603-271-1516 TDD Access: 1-300-735-2964

www.nh.gov/ doit

Denis Goulet
Commissioner

December 7, 2018

John J. Barthelmes, Commissioner
Department of Safety

State of New Hampshire

33 Hazen Drive

Concord, NH 03301

Dear Commissioner Barthelmes:

This letter represents formal notification that the Depariment of Information Technology (DolT)
has approved your agency's request 1o enter into a retroactive contract with ImageTrend Inc., of Lakeville,
MN as described below and referenced as DolT No. 2019-041.

This contract will provide the State with a statewide electronic palient care reporting
{ePCR) system for Emergency Medical Services (EMS) integrated with a system for
Hospital Access to Pre-Hospital Records (HAPHR), a statewide Trauma Registry, and data
reporting and analysis system. Additionally, this contract will include a statewide National
Fire Information Repdrting System (NFIRS) integrated with the ePCR system, and a user
management system to manage EMS User and Agency licenses and affiliations, EMS User
and Fire certifications, and education and training records.

The amount of the contract is not to exceed $2,848,018.50, effective upon Govemor and
Council approval retroactive to July I, 2018 through June 30, 2028,

A copy of this letter should accompany the Department of Safety’s submission to the Governor and
Executive Council for approval.

Sincerely,

. Denis Goulet
DG/kaf

DolT #2019-041
cc: Scott Hopkins, IT Manager,

“Innovative Technologies Today for New Hompshire's Tomorrow”

4



BID SUMMARY FOR REQUEST FOR PROPOSAL

RFP # 1018-566 SERVICES BID: Emergency Services Records Management System
DATE POSTED: 3/16/218 ' DATE CLOSED: 372212018
RFP SCORING SUMMARY ) .
. . MAX # VENDOR #| VENDOR #2 VENDOR #3
RFP CRITERIA OF - IMAGETREND NIA NIA
: PTS.

SoMware and Reporting Solutions 85 75.5

System Inegration 15 14

Legacy Dara Migration and 20 16

Management

Training Requirments and Resources 20 19

Qualifications and Expcrience 30 29.5

Solution Cost (Rates and Pricing) 30 30

TOTAL 200 184

'DEFIN!TIONS OF EACH SCOR]NC CRITERIA*

Software and Reporting Solutions - Proposed software solution's ease of use, degree of control, adminstirative I‘:atures. and accomodation
for planned or prospeciive growth; ability to access reports and data; ability to manage users licensing, training records, invesiigations, and
demographics; ability to provide access to all user feaiures through a browser-based portal; ability te provide what is needed for each
specific records system; etc,

2. System Integration - How well the proposed solution mects the business needs of the State and the vendor's ability 1o integraie the solutions
with the existing system{s).

). Legacy Dala Migration and Management - Vendor's ability to manage and migrate legacy data such as easc of use, ailbity 10 merge user
profiles from the cument licensing and training systems, impact on production sites while migrating legacy data, ability to ensure daa
intergrity during migration and merging of profiles. etc.

4. Trzining Requirements and Resources - The vendor’s ability 10 provide training for sofiware changes.

5. Qualifications and Experience - The vendor's technical merils regarding how the vendar proposes 10 implement and mainiain the solution
based on a proposed service level agreement along with the qualifications, training, and cxperience of the vendor's staff members who will
be implementing and supporting the system. ‘

6. Solution Cosi (Rates and Pricing) - The proposed cost of bolh implementing the solution and the subsequent mainienance thereof.

".NAME AND POSITION TITLE OF EVALUATOR . UA OR'S QUALIFICATIONS

Richard "Chip” Cooper Data Managcr. DOS Division of Fire Standards & Training and Emergency

Medical Services
Jeffrey Phillips Assistan! Director, DOS Division of Fire Standards & Training and Emergency

Medical Services

Pamela McGovemn Information Technology Manager, Depaniment of Information Technology




FORM NUMBER P-37 (version 5/8/15)

Noticg: This agrecment and ali of its attachiments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, conlidential or proprietary must
be clearly identificd to the agency and agreed to in writing prior 1o signing the contract,

AGREEMENT
The Siate of New Hampshire and the Coniractor hereby mutually agree as foilows:

GENERAL PROVISIONS
1. IDENTIFICATION.

1.1 Staie Agency Name 1.2 Stawe Agency Address
Depannment of Safety / Division of Fire Standards and Training 33 Hazen Drive, Concord NH, 03303
and Emergency Medical Services

i.3 Contractor Name 1.4 Contractor Address
ImageTrend, Inc. 20855 KENSINGTON BLVD.
LAKEVILLE, MN 55044
i.5 Contractor Phone 1.6 Account Number 1.7 Complction Datc 1.8 Price Limitation
Number
952.469-1589 See Pant 3, Exhibit C 6/30/2028 2,848,018.50
1.9 Contracting OfTicer for State Agency 1.10 State Agency Telephone Numnber
Jeffrey Phillips, Assistant Director 603-223-4200
1.11 Contractor Signalure 1.12 Name and Title of Contractor Signatory

Michael McBrady, President

proven 1o be the person whose name is signed in block 1.11, and acknowledged that sthe executed this document in the capacity
indicared in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

JOSEPH D MARTA

Notary Public
Minnesota

[Seal)
1.13.2 Nawne and Title of Notary or Justice of the P?ﬁ

Joseph Marle, Legel Counsel 3 Notary™

I.14 Siate Agenc

el

y Signature” 1.15 Name and Title of State Agency Signatory

- Steven R. Lavoie, Dir. of Administration
AL 7 ’/_-M Date: //2//? B R

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.17 Approval by the Anomey General {(Form, Substance and Execution} (if applicable)

v A L, Y

[.18  Approval by the Governor and Executive Council (if applicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Siate of New Hampshire, acting
through the agency identified in block 1.1 (“Stale™), engages
contraclor identified in block 1.3 (“Contractor”) to perfonn,
and Lhe Contractor shall perform, the work or sale of goods, or
both, identified and mnore particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services™),

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement 10 the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
opplicable, this Agreemcnt, ond all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council apprave this Agreement as indicated in
block 1,18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does noi
became effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services perfonned.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Nonwithstanding any provision of this Agreement to the
contrary, ali obligations of the Siate hereunder, including,
without limitation, the continuance of paymenis hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available approprialed
funds. In the event of a reduction or termination of
appropriated funds, the State shall have ths rngﬁt 10" withhold
payment until such funds become available, if ever,-and shall
have the right to terminate this Agreement immiedialely upon
piving the Contractor notice of such termination. The State
shall not be required to transfer funds from oy other account
to the Account identificd in block 1.6 in the event lunds in that
Accounl are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT,

5.1 The contract price, method of payment, and terins of
payment are identified and more particularly described in
EXHIBIT B which is incorporated hercin by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement o the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensalion to the Contractor for the Services. The State
shall have no liabilily to the Contractor other than the contract
price.

5.3 The State rescrves the right 1o offset [rom any amounts
othenwise payable 10 the Contracior under this Agreement
those liquidated amounis required or permilicd by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

3.4 Notwithstanding any provision in this Agreement lo the
contrary, and notwithstanding unexpected circumstances, in
no cvent shall the tolal of all payments authurized, or actually
made hereunder, exceed Lhe Price Limiation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, Lhe
Contractor shall comply with all siatutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contracior,
including, but not limited to, civil rights and equal opportunity
laws, This may include the requirement lo utilize auxiliary
aids and services to ensurc that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright fows,

6.2 During the term of this Agreement, the Contracior shall
not discriminate against employces or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will 1ake
affinmative action to prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall cemply with all the -
provisions of Executive Order No: | 12467(“Equal *
Employment Opportunity”), as supplemented by the
regulations of the United States Depariment of Laber (41
C.F.R. Part 60), and with any rules, regulations and puidelines
as the State of New Hampshire or the United States issue 10
implement these regulations. The Contractor further ngrees 10
permit the State or United States access (o any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rufes, regulations 2nd orders,
and the covenants, terms and conditions of this Agreement,

7. PERSONNEL.,

7.1 The Contractor shall at ils own expense provide all
personnel necessary to perfonn the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified 1o perform the Services, and shall be properly
licensed and otherwise authorized 10 do so under all applicable
laws.

7.2 Unlcss otherwise authorized in writing, during the 1erm of
this Agreement, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shail not hire,
and shall ner permit any subcontractor or other person, finm or
corporation with whom il is engaged in a combined effort 1a
perfonn the Services (o hire, any person who is a State
employee or official, who is materially involved in the
pracurement, administralion or perfonmance of this

Page 2 ol 4
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Agreement. This provision shall survive terminalion of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of defauk hereunder
(“Event of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submil any report required hercunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may toke ony one, or more, or all, of the following actions:
8.2.) give the Contractor a written notice specifying the Event
of Defoult and requiring it 1o be remedied within, in the
absence of a greater or lesser specification of time, thirly (30)
days fromn the date of the notice; 2nd if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of tennination;
8.2.2 give the Contractor a written notice specifying thc Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would othenvise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies al law or in equity, or both.

9. DATAJACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
information and things developed or cbtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited (o, all studies, reports,
files, fonnulae, surveys, maps, chants. sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been reccived {rom
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Siate, and
shall be returned to the State upon demand or upon
terininalion of this Agreement for any rcason.

9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure ol data
requires prior written approval of the Siae,
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Conmiractor shall deliver to the Contracting
Officer, not lawer than (ifteen (15) days after the date of
termination, a report (“Termination Report”) describing in
detail all Services perforined, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and nuinber of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent controctor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shal} have autherity to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employces, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor, Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement,

14. INSURANCE.

14.1 The Consractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive gencral liability insurance against atl
claims of bodily injury, death or property damage, in amounts
of not less than $1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject 10 subparagraph 9.2 herein, in an amount nol
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Deparument of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

Contractor Initials M M
Date IJZ '[Z MtE



14.3 The Contractor shall fumish to the Conlracting OfTicer
identified in block 1.9, or his or her successor, a certificate(s)
ol insurance for all insurance required under this Agreement.
Contractor shall also furnish to Lthe Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) ol
insurance for ali renewsl(s) of insurance required under this
Agrcement no later than thirty (30) days prior to the expiration
date of cach of the insurance policies. The certificate(s) of
insurance and any renewals thercol shal) be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contrncting Officer identified in block 1.9, or his
or her successor, no less then thirty (30) days prior written
notice of cancellation or maedification of the policy.

15. WORKERS' COMPENSATION.

I5.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 28)-A
(" Workers' Conpensation”).

15.2 To the extent the Contractor is subject 1o the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subconiracior or assignee to secure
and maintain, payment of Workers® Compensation in
connection with activities which the person proposes to
underiake pursuant o this Agreement. Contractor shall
fumish the Contracting Officer identified in black 1.9, or his
or her successor, proof of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thercof, which shall be attzched and are
incorporated herein by reference. The State shall not be
responsible for poyment of any Workers* Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Conlractor, which might
arisc under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State 10
enforce any provisions hereof after any Event of Default shatl
be deemed & waiver of its rights with regard 1o that Event of
Default, or any subscquent Event of Default. No express
failure lo enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce cach and all of the
provisions hereof upon any further or other Event of Defauli
cn the pan of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed 1o have been duly delivered or given at the
time of mailing by centified mail, postage prepaid, in a United
States Post Office addressed 1o the parties at the addresses
given in blocks 1.2 andg 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only afier approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rulc or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of 1he Staie of New Hampshire, and is binding upen and
inures to the benefit of the partics and theis respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties Lo express their mutual
intent, and no rule of construction shall be applied against or
in favor of any pany.

20. THIRD PARTIES. The partics hercto do not intend to
benefit any third parties and this Agreement shall not be
construed 1o confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
relerence.

23. SEVERABILITY. inthe event any of the provisions of
this Agreement are held by.a court of competent jurisdiction to
be cantrary 10 any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agrecment, which may
be execuled in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
undersianding between the parties, and supersedes ail prior
Agreements and understandings relating hereto.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

New Hampshire Department of Information Technology
Contract Cover Sheet

Name of Agency/Division: Departmeni of Safety/ Division of Fire Standards
.. ond Training & Emergency Medical Services
Coniract Number/Name:
DOS 2018-566-18. .
Contract Purpose:
This contract will provide the Stote with a statewide electronic patient care
reporting (ePCR] system for Emergency Medical Services (EMS) integrated
with o system for Hospital Access to Pre-Hpspital Records (HAPHR), a
statewide Trauma Registry, and dailo reporfing and analysis system.
Addifionally, this contract will include a statewide National Fire Information
Reporling System (NFIRS) integrated with the ePCR system, and a user
managemeant system to manage EMS User and Agency licenses and
affiliations, EMS User and Fire certificalions, and education and training
records for all training courses the FSTEMS provides, with integration of the
user management system with the ePCR and NFIRS systems to manage all
user, agency ond vehicle demogrophlcs in those reporting systems.

Name of Vendor: . Who Negotiated the Contract: ‘
. ImageTrend,Inc. ... .. . RichordCooper, leffrey Philips .
; Amount of Contract: . Funding Source; '
! $2,848,018.50 . Fire and EMS Fund and Federal Funds
i Term of Contract: * Is this an amendment? No
; l0years ) S U

Compehiive Bid Process: (Explain if “No"]
| RFP 545-18, RFP 566-18
Background Information:’

Existing conlract expires 06/30/2018
Speclal Concerns:

This contract will be effective retroactive to July 1, 2018
Amendment Hisiory (if opplicable)

Submiﬂed By Rlchcrd Cooper ) Curr_gﬁ_fi?gie: 12/11/2018
Phone: 603-223-4226 ‘ ~ Email: richard.cooper@dos.nh.gov

2018-566 IT Provisions - Part 2

ImageTrend Initials: _M/ﬂ_ Page 1 of 49



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS
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. CONTRACT DOCUMENTS e s e 20
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The following general contracting terms and definitions apply except as specifically noted elsewhere

1n lhls d0cumcm.

TERMS AND DEFINITIONS
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Any ePCR, NF]RS or Trauma Registry thnt is directly ovwned and

3 Party Software managed by an EMS or Fire Agency or Hospital where records
are entered directly into that software and then later must be
exported into the state’s systems.

Notice from the State that a Deliverable has satisfied Acceptance

Acceptance

Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test and
Review

Tests performed to determine that no Defects exist in the
application Sofiware or the System

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to
by the State that describes at a minimum, the specific Accepiance
process, criteria, and Schedule for Deliverables.

[
Access Control

Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.
API Application Programming Interface is a set of routines, protocols,
and tools for building software and applications
; Supplementary material that is collected and appended at the
Appendix back of a document
Audit Trail Captureand | Supports the identification and monitoring of activities within an
Analysis application or system

Authorized Pérsons

The Contractor’s employees, contractors, subcontractors or other
agenis who need to access the State’s personal data to enable the
Contractor 10 perform the services required.

CAD

Computer Aided Dispatch system

CARES

Cardiac Arrest Registry to Enhance Survival
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Certification (Emergency
Services Delivery

Official document issued by a cemfymg agency atlcslmg !o
completion of a standardized training program used as a basis for
ticensing and employment in Emergency Medical and Fire
Services

Certification (Software)

The Vendor’s written declaration with reasonable supporting and
written Documentation (including without limitation test resulis
as applicable) that the Vendor has completed development of the
Deliverable and ccrtified its readiness for applicable Acceptance
Testing or Review,

Change Control

Formal process for initiating changes to the proposed solution or
process once development has begun.

Formal, documentation prepared for a proposed change in the
Specifications. Vendor will provide an additional statement of

Change Order work to the State for any changes or additions to the
specifications of Exhibits A and H.

CIS Center for Intemel Security

CM Conliguration Management

Completion Date

End date for the Contract

Confidential Information

The proprietary products and trade secrets of Vendor and/or its
suppliers, including, but not limited to, computer software, code,
technical parameters, price lists, customer lists, designs, software
documentations, manuals, models and account tables, and any
and all information maintained or developed by State pursuant to
this contract which is deemed confidential under existing state
and/or federal law.

Contract

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specificd in the Contract Documents.

Contract Agreement

Part 1,2, and 3.. The documentation consisting of both the
General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legai rights and
duties of the parties with respect to the Scope of Work

Contract Conclusion

Refers 1o the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract completion,
termination for convenience, or termination for default.

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)
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The persons ersons identified by by the State and the Vendor who shall be
respensible for all contractual authorization and administration of

the Contract. These responsibilities shall include but not be

Contract Managers limited 10 processing Contract Documentation, obtaining

executive approvals, tracking costs and payments, and

representing the parties in all Contract administrative activities.
See Section 4: Contract Managemeni)

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions

Section 1.8 (P-37).

Contract Price

The Vendor whose preposal or quote was awarded the Contract

Sz:::lch:‘;gn dor with the State and who is responsible for the Services and
Deliverables of the Contract..
The Vendor and its employees, subcontractors, agents and
Contractor affiliates who are provjding the services agreed to under the
caniract. Term can be interchangeable with "Vendor” and/or
"ImageTrend" throughout the contract, RFP and proposal
A test to ensure that a Data conversion process correctly takes
Conversion Test Data from a legacy system and successfully converts it to a form
that can be used by the new System.
COTS Commercial OfF the Shelf
The thirty (30} day period following written notification of a
Cure Period default within which a contracted vendor must cure the default
identified.

The process or work of developing or creating custom code
by the Vendor in order to provide custom enhancements or
Custom Development expanded functionality to the Vendor's COTS software
products requested by the State of New Hampshire.

Software developed by the Vendor under this contract,
specifically at the request of the State of New Hampshire, that
provides custom enhancements or expanded functionality to the
COTS vendor product(s) the State uses or intends to use.. The
Siate shall have the non-exclusive license to utilize such
software. Such software may then become a part of the core
vendor COTS product(s) and be distributed. All Custom software
created using federal grant funds must be provided at no
additional charge to all other clients of the vendor per federal
laws,

Custom Software
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State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
feconverted by the Vendor during the Contract Term

Data Breach or
Security Breach

The unauthorized acquisition, acce e, disc ¢ ot the
computerized data thal compromises the integrity, security or
confidentiality of personal, sensitive or protected information or
data maintained by a person, commercial entity or the State.

Deficiencies/Deficits
(Documentation, Non-
Software}

A deficiency or defect in a written document or non-software
Deliverable resulting in a Deliverable, not conforming to its
Specifications.

Class A Deficiency -

Written Dociumentation - missing significant portions of
information or unintelligible to State;

Non Sofnhvare - Services were inadequate and require re-
performance of the Service,

Class B Deficiency —

Written Documentation - poctions of information are missing but
not enough to make the document unintelligible;

Non Software - Services were deficient, require reworking, but do
not require re-performance of the Service.

Class C Deficicncy —

Written Documentation - minimal changes required and of minot
editing nature;

Non Sofiware - Services require only minor reworking and do not
require re-performance of the Service.
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Deficiencies/Malfunctions
(Software)

A malfunciion, deficiency or defect in a Soliware Deliverable
resulting in a Deliverable, the Software, or the System, not
confarming ta its Specifications,

Severity: High/Site Do - Complete or partial shutdown of one
or more Software functions, access to one or more Software
functions not available, a major subset of Sofiware application is
impacted or does not allow System 1o otherwise operate, no work
around, demands immediate action;  +

Severity: Mediim - Minor subsystem failure important, data
entry or nccess is impaired on a limited basis, can sometimes be
managed by a State or agency administrator as a first level or
response for resolution — usually user error (i.e. training) or
forgotten passwords; does not stop operation and/or there is a
work around and user can perform tnsks;

Severity: Low - System operational with minor issues or
cosmetic in nature, suggested enhancements as mutually agreed
upon - typically covered in a future release as muually agreed
upon, minimal effect on Systemn, user can use System.

A Deliverable is any Software, Written {letter, report, manual,

Information Technology

(DolITH

Deliverable book, other), or Non-Software Deliverable provided by the
Vendor to the State or under the terms of a Contracl requirement,

Department An agency of the State

Department of

The Department of Information Technology established under
RSA 21-R by the Legislature effective September 5, 2008,

Division Electronic Records Management Information System,
the Division’s record management system for managing users for

DERMIS the TEMSIS and Fire RMS systems, EMS licenses, and Fire and
EMS Training records. The term “Licensc Manapement” by
ImageTrend means the same thing.
Dicital Signature Centification that guarantees the unaltered state of a file, also
& g known as “code signing.”
I The Division of Fire Standards and Training and Emergency
Division Medical Services
Documentation All information that dee_‘.crib_cs the installation, operation, and use
of the Software, either in printed or electronic format.
ECG Electrocardiogram

Effcctive Date

The Contract and all obligations of the parties hereunder shall
become eflective on the date the Governor and the Executive
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Council of the State of New Hampshire approvcs the Con.traﬁ

EMS Emergency Medical Services

Encryption Supports the transformation of data for securny purposes
Updates, additions, modifications to, and new releases for the

Enhancements Software, and al_l clmn_ges (o the Dc_ncu_mentation as a result of
Enhancements, including, but not limiled to, Enhancements
produced by Change Orders

e¢PCR Electronic Patient Care Report/Reporting

Event of Default

Any one or more of the following acts or omissions of a Vendor
shall constitute an event of default hereunder (“Event of
Default™)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenont, icrm or condition of
the Contract

Final System Acceptance

The System is operating and fully functional afier the successful
conclusion of the Warranty Period, all Data has been loaded:; the
System is available for use by the State in its daily operations,
and the State has issued an Final System Acceptance Letter.

Fire RMS

Fire Records Management System- Documenting system for
NFIRs reports and associated functional modules

Firm Fixed Price Contract

A Firm-Fixed-Price Contract provides a price that is not subject
10 increase, i.e., adjustment on the basis of the Vendor's cost
experience in performing the Contract

FSTEMS Fire Standards and Training & Emergency Medical Services
Rates are inclusive of all allowablc expenses, including, but not

Fully Loaded limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pockel expenses

GAAP Generally Accepted Accounting Principles

Governor and Excculive
Council

The New Hampshire Governor and Executive Council.

GPS

Global Pasitioning System
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Graphlc User Interface

GUI
Hospital Access to Pre-Hospital Records: a system that allows
limited viewable and printable access 10 EMS records for patients
HAPHR that were transported 10 that hospital, Abbreviation used for the

RFP and Contract only. Vendor nomenclature for this feature is
called "Hospital Hub".

Identification and
Authentication

-Supports obtaining information about those parties attempting to

log on to a syslem or application for securily purposes and the
validation of those users

ImageTrend

Means ImageTrend, Inc., and Minnesota based company that is
providing the software solutions. ImageTrend is the
Vendor/Contractor and the term can be interchangcable with
"Contractor” andfor "Vendor" throughout the contract, RFP and
proposal

ImageTrend Elite Data
Marts

The relational database(s}) that contain an enhanced and simplified
reporting-ready format of the transactional data collected within
ImageTrend Elite. The Elite Data Marts are avaitable for use with the
ImapeTrend Elile Reporting Tools.

ImageTrend Elite
Reporting tools

The Transactional Report Writer, Visual Informatics, Analytical Chart
Reporting Tool and Analytical Tabular Reporting Tool in the Software
that arc based on a set of Elite Data Maris.

Implementation

The process for making the System fully opemhonal for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Incident(s)

An instance where and EMS or Fire agency in the State sends a vehicle
10 a potential or actual patient or fire incident.

Information Technology

am

Refers 1o the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

| Tnput Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL injection, buffer
overflow, elc.
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Intrusion Detection Supports the detection of illegal entrance into a computer system

Invoking Party In a dispute, the party believing itself aggrieved.

Contains a list of ongoing and closed issues of the project.

While issue logs can be viewed as a way to track errors in the
project, the rolc it plays ofien extends further. Issue logs can be
used to order and organize the current issues by type and severity

Issues Log in order to prioritize issues associated with the current milestone
or iteration. Issue logs may also contain customer requests and
remarks about the various problems that can be found in current
code

. Personnel identified by the State and by the Contractor as

Key Project Staffl - y ¥

essential lo work on the Project.

. A Letter of UAT Acceplance provides notice from the State of
Letter of UAT Acceptance | the successful conclusion of UAT testing and of the
commencement of the Warranty Period.

Official permission by the State to provide EMS Care or operate -

License (EMS) an EMS agency

Licensee The State of New Hampshire

Any information pertaining 1o the Soflware which is owned by
IMAGETREND and is licensed io the State. Licensed Information
Licensed Information includes such information as input form, user manuals and user
documentation, interface format and input/output format, and any other
malerials pertaining (o the Software,

LMS Learning Management System

National Emergency Medical Services Information System:
NEMSIS National EMS Data System and Dataset under National Highway
Transpontation System Administration

NFIRS National Fire Incident Reporting System
NHOODLE The name of NH's LMS- NH’s Distance Leaming Environment
NHTSA National Highway Transportation Safety Administration
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NIST

National Insmute of Slandards and Technology

Non-Exclusive Contract

A contract executed by the State that does not restrict the State
from seeking alternative sources for the Deliverables or Services
provided under the Contract,

Non-Public Information

Data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive
and confidential by the Staie because it contains information that
is exempt by siatute, ordinance or administrative rule from access
by the general public as public information.

Non-Software
Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.p., meetings, help support, services, other

Normal Business Hours

Normal Business Hours of the State of New Hampshire, which
are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday
excluding State of New Hampshire holidays. State holidays are:
New Year's Day, Martin Luther King Day, President’s Day,
Memorial Day, July 4%, Labor Day, Veterans Day, Thanksgiving
Day, the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided

Not-to-Exceed

The price the contract shall not exceed under this contract. This is
nol a guarantee of full payment of the amount if all services or
options do not get-utilized by the State but the maximum amount
that the state will pay under this contract unless otherwise
amended through Governor and Council.

The State Contract Manager’s written direction to the Vendor to

Notice to Proceed (NTF) begin work on the Contract on a given date and time
NREMT National Association of Emergency Medical Technicians
NSA Nalional Sccurity Agency

NTDB National Trauma Data Bank

Open Data Formats

A data format based on an underlying Open Standard.

QOpen Source Softwarc

Software that guarantees the user unrestricted use of the Software
as defined in RSA 21-R:10 and RSA 21-R:11.
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Specifications for the encoding and transfer of computer data that

Open Standards is defined in RSA 21-R:10 and RSA 21-R:13,
The order in which Contract/Documents control in the event of a
Order of P a conflict or ambiguity. A term or condition in a document controls
rder ot Frecedence over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence
PCR Patienl Care Repord

Perpetual License

An unlimited use of software without rights for resale

Personal Data

Data that includes inforination relating to a person that identifies
the person by name and has any of the following personally
identifiable information (PII): govermment-issued identification
numbers (e.g.. Social Security, driver's license, passport);
financial account information, including account number, credit
or debit card numbers; or protected health information (PHI)
relating to a person.

Project

The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Management Plan

A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Manngers

The persons identified who shall function as the State’s and the
Vendor’s representative with regard to Review and Acceptance
of Contract Deliverables, invoice sign off, and review and
approval of Change Orders,

Project Staff

State personnel assigned to work with the Vendor on the Project

Project Team

The group of State employees and contracted Vendor’s personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budgel and to the required specifications and

quality

Proposal

The submission from a Vendor in response to the Request fora
Proposal or Statement of Work

Protected Health
Information (PH)

Individually identifiable health information transmitted by
electronic media, maintained in electronic medin, or transmitted

2018-566 IT Provisions - Part 2

ImageTrend initials; Wj\

Page 12 of 49




STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING

AND

b

EMERGENCY MEDICAL SERVICES

| RECORDS MANAGEMENT SYSTEM

l PART 2 - INFORMATION TECHNOLOGY PROVISIONS

CONTRACT DOS 2018-566

T SR
e o CEI R A A

1

D e
[ or maintained in any other form or medium. PHI excludes
education records covered by the Fanily Educational Rights and
Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records
described at 20 U.S.C. 1232g(a)a)(B)(iv) and employment
records held by a covered entity in its role as employer.

QR CODE

“Quick Response” code is a two-dimensional barcode that can be
read by a cell phone or computer with a barcode reader and
which is used to encode information such as text or a URL for
quick access.

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes to Defects have caused crrors elsewhere in the
application/process.

|

Review The process of reviewing Deliverables for Acceptance
Review Period The period set for review of a Deliverable, If none is specified
eview Terlo then the Review Period is ten (10} business days.
A Request For Proposal solicits Proposals to satisfy State
RFP (Request for functional requirements by supplying data processing product
Proposal) and/or Service resources according to specific terms and
conditions
RMS Records Management System
Role/Privilege Supports the granting of abilities to users or groups of users of a
Management computer, application-or network
Run(s) An instance where and EMS or Fire agency in the State sends a vehicle
to a potential or actual patient or fire incident.
The dates described in the Work Plan for deadlines for
Schedule performance of Services and other Project events and activities

under the Contract

Sceurity Incident

The potentially unauthorized access by non-authorized persons to
personal data or non-public data the Contractor believes could
reasonably result in the use, disclosure or thefi of a State’s
personal data or non-public data within the possession or control

2018-566 IT Provisions - Part 2

ImageTrend Initials: M‘L \ Page 13 of 49




STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

T 5 T e

A i %Wm l" % i ATy }"D.eﬁjplh FLTRY “haniat B
of the Conlrnctor A secunly incident may or ma) nm mm InlO a
data breach.

The work or labor to be performed by the Vendor on the Project
ns described in the Contracl.

A signed agreement between both the State and the Contractor
that is subject to the terms and conditions in this document that
unless otherwise agreed Lo includes (1) the technicol service level
Service Level Agreement | performance promises, (i.e. metrics for performance and intervals
(SLA) _ for measure), (2) description of service quality, (3) identification
of roles and responsibilitics, (4) security responsibilities and
notice requirements, (5) how disputes are discavered and
addressed, and (6) any remedies for performance failurcs.

The work or tabor to be performed by the Vendor on the Project

Service

Services as described in the Contract.
The compuier progrem(s) in machine readable object code form,
including the executable processing programs comprising the

Soltware various modules from the Custom Software and COTS software
the Licensed Information provided by the Vendor under the
Contract

Software Deliverables Sofiware and Enhancements

Software License Licenses provided to the State under this Contract

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The applications
are accessible from various client devices through a thin-client
interface such as a Web browser {e.g., Web-based email) or a
program interface. The State does not manage or control the
underlying cloud infrastructure including network, servers,
operating systems, storage or even individual application
capabilities, with the possible exception of limited user-specific
application configuration settings.

The Solution consists of the total Solutton, which includes,
Solution without limitation, Software and Services, addressing the
requirements and terms of the Contract Specifications. The off-

Software-as-a-Service
{Saa8)
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lhc-shelf Soﬂware ‘and confi igured Sc;ﬁ\vare customized for the
State provided by:the Vendor in response to this RFP.

Specifications

The written provisions that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract
as though completely set forth herein,

SQL

Structured Query Language

State

STATE is defined as:

State of New Hampshire

Department of Safety/Division of FSTEMS '

33 Hazen Drive

Concord, NH 03305

Reference to the term “State” shall include applicable agencies

State Data

For Saa$S applications means all data created or in any way
originating with the State, and all data that is the output of
computer processing of or other clectronic manipulation of any
data that was created by or in any way originated with the State,
whether such data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned, maintained
or otherwise controlled by the Statc or by the Contractor.

i

l
State Fiscal Year {SFY)

The New Hampshire State Fiscal Year extends from July 1¥
through June 30% of the following calendar year. The year
designation is based on the year the period ends. For example
SFY 19 begins on July 1, 2018 and ends on june 30. 2019.
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

i ErP A TN, L da rt P I e s T gl T
: MRS A DefinifonizA i

State ldentified Contact

The person or persons designated in writing by the State 1o
receive security incident or data breach notification.

State Project Leader

State’s representative with regard to Project oversight

State’s Confidential
Records

State’s information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chapter 91-A

State’s Project Manager

(PM)

State's representative with regard to Project management and
technical matters, Agency Project Managers are responsible for -
review and Acceptance of specific Contract Deliverabies, invoice

Statement oi' Work
(SOW)

sign off, and Review and approval of a Change Proposal (CP).
A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a
high level view of the architecture, performance and design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that
the Vendor remains responsible and accountable for achieving,

A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this

Subcontractor Contract under a separate Contract with or on behalf of the
Vendor
Interactive telephone and e-mail support, computer based online
training, product upgrades and enhancements, along with defect
Support corrections, delivered from IMAGETREND's offices and specified in

the Maintenance and Support Services and Service Level Agreement
under Exhibit G

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES

{ PART 2 - INFORMATION TECHNOLOGY PROVISIONS

RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

A

PR AT ern e o

T i R R Ak AT e

All Software, specified hardware, and interfaces and extensions,

System integrated and functioning together in accordance with the
Specifications,
TBD

To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies, interprets,
pr specifies technical requirements. [t must be: (1) consistent
with Siatement of Work within statement of Services; (2) not
constitute a new assignment; and (3) not change the terms,
documents of specifications of the Contract Agreement

TEMSIS l

Trauma and EMS Information System; the state’s electronic

Transcript Records

patient care reporting system
Ter ! Period of the Contract from the Effective Date through
m i lermination.
: A plan, integrated in the Work Plan, to verify the code {new or
Test Plan’ | changed) works to fulfill the requirements of the Project. It may
estan consist of a timeline, a series of tests and test data, tesl scripts and
] reports for the test results as well as a tracking mechanism.
i
TQIP ! Trauma Quality Improvement Program

Existing data maintained and managed by the State that tracks all
training and education courses provided by the state and all
students who have attended the courses. This data will be
converted and imported into the DERMIS system as lepacy data.

Transition Sicrvices

Services and support provided when Contractor is supporting
System changes.

t
'

Trauma Regislny

A Hospital Patient Registry system for trauina patients using the
National Trauma Data bank dataset and integrated with TEMSIS
for fields used in both records.

UAT . Uscr Acceptance Test
Developers create their own lest data and test scenarios to verify
Unit Test the code they have created or changed functions properly as

defined.

|
i
|
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY

DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM

CONTRACT DOS 2018-566

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

DO o b a o) SO,

Upgraded Version

| The Licensed Soflwnrc and/or Llcensed Information to which updates,

enhancemnents, corrections, installations of paiches or other changes
have been made. The exterior fonm of the Updalcd Version is reflected
by changes to the version numbers.

URL

Uniform Resource Localor- the technical term for website
address

’

User Acceptance Testing

Tests done by knowledgeable business users who are familiar
with the scope of the Project. They create/develop test cases to
confirm the System was developed according to specific user
requirements. The test cases and scripts/scenarios should be
mapped to business requirements cutlined in the user
requirements documents.

User Management

Supports the administration of computer, application and network
accounts within an organization

\ 7 NEMSIS Version 2.2.1 dataset
V3 NEMSIS Version 3.4 and subsequent datasets
The Vendor whose proposal or quote was swarded the Contract
with the State and who is responsible for the Services and
Vendor Deliverables of the Contract. Tenn can be interchangeable with

"Contractor” and/or “ImageTrend" throughout the contract, RFP
and proposal

Verification

Supports the confirmation.of authority to enter a computer
system, application or network

Walk Through

A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for
development

Warranty Period

A period of coverage during which the contracted Yendor is
responsible for providing a guarantee for products and services
delivered as defined in the contract,

Warranty Releases

Code releases thal are done during the warranty period.

Warranty Services

|| The Services to be provided by the Vendor during the Warranty

Period. .

Work Hours

Vendor personnel shall work normal business hours between
8:30am to 7:00pm Eastern Standard Time, Monday through

2018-566 IT Provisions - Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
' PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Friday, excluding State of New Hnmpshlre holidays. Changes to
this schedule may be made upon agreement with the State Project
Manager.

|
|
Work Plan !
i
|

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities
and events lo be performed and Deliverables to be produced
under the Project as specified in Appendix C. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task dependencies,
and the resources 1hat would lead and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Yendor either in paper or
electronic format.

XML

Extensible Markup Lanpuage

|
|
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
Safety/Division of Division of Fire Standards and ‘I'raining & Emergency Medical Services (“State™), and
ImageTrend, a Minnesota Profit Corporation, (“Contractor”), having its principal place of business at
20855 Kensington Blvd. Lakeville, MN 55044

This contract will provide the State with a statewide electronic patient care reporting (¢cPCR) system
for Emergency Medical Services (EMS) integrated with a system for Hospital Access 10 Pre-Hospital
Records (HAPHR), a statewide Trauma Registry, and data reporting and analysis system.
Additionally, this contract will include a statewide National Fire Information Reporting System
(NFIRS}) integrated with the ePCR system, and a system for user management to manage EMS User
and Agency licenses and affiliations, EMS User and Fire certifications and education and trining
records for all troining courses the FSTEMS provides, with integration of the user management
system with the ePCR and NFIRS systems to manage all user, agency and vehicle demographics in
those reporting systems.

RECITALS

Whereas the State desires to have the Contractor provide a a Commercial-off-the-shelf Software Sysiem
and associated Services for the State;

Whereas the Contractor wishes to provide a Commercial-off-the-shelf Software System and associated
services

The parties thercfore agree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2018-566) is camprised of the following documents:

A. Part ] - Form P-37 General Provision

B. Part 2 - Information Technology Provisions

C. Part3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
Exhibit E- Implemeniation Services
Exhibit F- Testing Services

2018-566 IT Provisions - Part 2
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit G- Maintenance and Support Services

Exhibit H- Business Requirements

Exhibit [- Work Plan

Exhibit I- Software Agreement

Exhibit K- Warranty and Warranty Services

Exhibit L- Training Services ‘

. Exhibit M - HIPAA Business Associate Agreement
Exhibit N - Agency RFP with Addendums, by reference
Exhibit O - Vendor Proposal, by reference

Exhibit P- Certificates and Atlachments

!

1.2 ORDER OF PRECEDENCE .

In the event of conflict or ambiguity among any of the text of the Contract Documents, the

I'ol[owlng Order of Precedence shall govern:

a State of Mew Hampshire, Depariment of Safety/ Division of Fire Standards and Training &
IEmergency Medical Services Contract Agreement 2018-566, including Parts 1, 2, and 3;

b. State of New Hampshire, Department of Safety/ Division of Fire Standards nnd Tmining &
Emergency Medical Services RFP 566-18 (Repost dated 03/14/2018);

c. Vendor Proposal Response to RFP 566-18 dated 3/23/2018;

d. Portions of Vendor Proposal Response to RFP 565-18 dated 2/5/2018 unamended by
Vendor Proposal Response to RFP 566-18.

!

i
2. CONTRACT TERM

The|{ Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
(“Effective Daie™).

The Contract shall begin on the Effective Date and extend through 06/30/2028. The Term may
be extended up to 2 years, (“Extended Term™) at the solc option of the State, subject to the
pani]es prior writien agreement on applicable fees for each Extended Term.

| i .
The Conlractor shall commence work upon issuance of a Notice to Proceed by the State.

i
The - Stale does not require the Contractor to commence work prior {o the Effective Date;
however, if the Contractor commences work prior (o the Effective Date and a Notice 1o
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that the
Contract does not become effective, the State shall be under no obligation to pay the Contractor
for a'ny cosls incurred or Services ch'ormed; however, if the Contract becomes effective, all
cosl? incurred prior 1o the Effective Date shall be paid under the terms of the Contract.
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Time is of the essence in the performance of the Contractor's obligation under the contract.

3. COMPENSATION
3.1 CONTRACT PRICE

The Contracl Price, Part 1, P37, bleck 1.8 price limilation, method of payment, and terms of
payment are identified and miore particularly described in section 5 of P-37 Agreement and Pant 3
Contract Exhibit B: Price und Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion and cost, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or makc an award by item, part or
portion of an item, group of items, or total Proposal. The Contractor shall not be responsible for any
delay. act, or omission of such other vendors, except that-the Contractor shall be responsible for any
delay, act, or omission of the other vendors if such delay, act, or omission is caused by or due to the
fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
ta its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

Lisa Vanina

Proposal and Contracts Manager
20855 Kensington Blvd.
Lakeville, MN 53044

Tel: 888-469-7789

Email: lvanina@imagetrend.com

4.2 THE CONTRACTOR'S PROJECT MANAGER
4.2.1 Contract Project Manager

2018-566 IT Provisions - Part 2
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The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Coniractor’s selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State’s approval
process may include, without limitation, at the State’s diseretion, review of the
proposed Contractor’s Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
i reassignment of the Contractor’s Project Manager who, in the sole judgment of
the State, is found unacceptable or is not performing to the State’s satisfaction,

4.2.2 The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contraci, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor's
Project Manager shall perforin the duties required under the Contract, including,
but not limited to, those set forth in Exhibit [, Section 2. The Contractor’s Project
Manager. must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the State, The Contractor’'s Project
Manager must work diligently and use his/ her best efforts on the Project.

4.2.3 The Contractor shall not change its assignment of the Contractor’'s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s

g Project Manager shall not be unreasonably withheld. The replacement Project

Manager shall have comparable or greater skills than-of the Contractor's Project

i Manager being replaced; meet the requirements of the Contract; and be subject to

reference and background checks described above in General Provisions, Section

4.2.1: Coniruct Project Manager, and in Contracl Agreement General Provisions,

Section 4.6: Reference and Background Checks, below. The Contractor shall

assign o replacement of the Contractor's Project Manager within ten (10)

! business days of the departure of the prior Contractor's Project Manager, and the

Contractor shall continue during the ten (10) business day period to provide

compelent Project management Services through the assignment of a qualified

interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pursue its remedies ol law and in equity, if the Contractor fails to
assign a the Contractor Project Manager meeting the requirements and terms of

: the Contract. :

oo e ]
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4.2.5 CONTRACTOR Projecl Managers are:

DERMIS/ User Management / Licensing
Jay Katzenberger
Implementation Manager
20855 Kensington Blvd.
Lakeville, MN 55044
Tel: 952-469-6161
Email: jkatzenberger@imagetrend.com

TEMSIS / Elne / Elite Rescue / Account Advisement Services
‘ Kevin Ferriby '
Tentative Accounl Adviser
20855 Kensington Blvd.
Lakeville, MN 55044
Tel: 952-469-6149
Email: kferriby@imagetrend.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1The Contractor shall assign Key Project Staff who meet the requirements of the Contract,
and can implement the Software Solution meeting the requirements set forth in RFP Appendix
C: System Requiremenis and Deliverables, Table C.2: System Requirements and Deliverables-
Vendor Response Checklist. The State may conduct reference and background checks on the
Contractor's Key Project Staff. The State reserves the right to require removal or
reassignment of the Contractor’s Key Project Staff who are found unacceptable to the State.
Any background checks shall be performed in accordance with General Provisions Section
4.6: Background Checks.

4.3.2 The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor’s Key Project Staff will not be unrcasonably withheld. The replacement
of the Contractor’s Key Project StafT shall have comparable or greater skills than of
the Contractor’s Key Project Staff being replaced; meet the requirements of the
Contract, including but not limited to the requirements set forth in RFP Appendix
C: System Requirements and Deliverables and be subject to reference and
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background checks described in Contract Agreement- General Provisions, Section
4.6: Reference and Background Checks,

4,3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare the Contractor in default and to
pursuc its remedies at low and in cquity, if the Contractor fails to assign Key
Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Coniractor’s replacement Project staff,

}
! 4.3.3.1 The Contraclor Key Project Staff shall consist of the following
' individuals in the roles identified below:
1

The Contractor’'s Key Projeci Staff:

1 Key Member(s) Title

l Mi Lam Product Manager

.1 Chris Morris Implementation Coordinator

f Kelly Pithan Implementation Team Manager
Kevin Ferriby Account Adviser

44 = STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s representative with
regard to Contract administration. The State Contract Manager is:

‘ Jeffrey Phillips
Assistant Director
33 Hazen Drive,
Concord, NH 03305
Tel: 603-223-4200
Fax: 603-271-10%1
! Email: Jeffrey.phillips@dos.nh.gov

4.5 STATE PROJECT MANAGER
The State shall assign a Project Manager. The State Project Manager's dulies shall include the
following:
a. Leading the Project;
b. Engaging and managing atl Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
'e. Invoice si gn-offs;
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f.  Review and approval of change proposals; and
g. Managing stakeholders’ concerns,

The State Project Manager is:

Richard “Chip" Cooper
Emergency Services Data Manager
33 Hazen Drive

Concord NH 03305

Tel: 603-223-4200

Email: richard.cooper@dos.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks and not utilize any staff, including
subcontractors, to fulfill the obligations of the contract who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicled of any felony, or
misdemeanor offense for which incarceration for up 10 | year is an authorized penalty, or who
have any protective orders in effect against them. The Contractor shall promote and maintain an
awareness of the importance of sccuring the State’s information among the Contractor’s
employees and agents.

The State may, at its sole expense, conduct reference -and background screening of the
Contracted Vendor Project Manager and the Contractor Key Project Staff. The State shall
maintain the confidentiality of background screening results in accordance with the Contract
Agreement ~ General Provisions-Section 11: Use of State’s information, Confidentiality.

5. DELIVERABLES

5.1. CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subconiractor is used.

The Contractor shall not subcontract Services without providing the State written
Justification and obtaining the prior written approval of the State. State approvals for
subcontracting Services will not be unreasonably withheld, subject to the provisions of the
Contract, including but not limited 1o, the terms and conditions in the Contract Agreciment.
The Contractor must submit all information and documentation relating to the Subcontractor,
including terms and conditions consistent with this Contracl. The State will consider the
Contractor to be wholly responsible for the performance of the Contract and the sole point of
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contact with regard to all contractual mauters, including paymcm of any and all charges
resulting from the Contract.

5.2, k DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Comract Deliverables. Upon ils submission of a Deliverable or Service, the
Contracted Vendor represents that it has performed its obligations under the Contract associated
with the Deliverable or Services.

53. . NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

After !receiving written Certification from (he Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract Exhibit A: Comtract
Deliverubles. The State will notify the Contractor in wriling of ils Acceptance or rejection of the
Deliverable within ten (10) business days of the State’s receipt of the Contractor’s wrilten
Certification. If the State rejects the Deliverable, the State shall notify the Contractor of the
nature_and class of the Deficiency and the Contractor shall comrect the Deficiency within the
period identified in the Work Plan. if no period for the Contractor's correction of the Deliverable
is identified, the Contractor shall correct the Deficiency in the Deliverable within ten (10)
business days or a mutually agreed upon date, in writing, considering the nature of the
deficiency(s). Upon receipt of the corrected Deliverable, the State shall have ten (10) business
days to review the Deliverable and notify the Contractor of its Acceptance or rejection thereof,
with the option to extend the Review Period up to ten (10) additional business days. If the
Contractor fails to correct the Deficiency within the allotted period of time, the State may, at its
option, continue reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the Contractor in default,
and pursue its remedies at law and in equity. Should the State fail 10 provide any communication,
whcther Acceptance, rejection, or notice to extend the review period, then the Deliervable shall
be accepled on the fifteenth (15) day following submission of the Deliverable to the State.

5.4. SOFTWARE REVIEW AND ACCEPTANCE

System/Software Tesling and Acceptance shall be performed as sct forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

b
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6. SOFTWARE
The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
The Contraclor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES
The Contractor shall provide the State with the implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

1.3 TESTING SERVICES
The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

1.4 TRAINING SERVICES
The Contractor shall provide the State with training Services set forth in the Contract, and
panticularly described in Exhibit L; Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES
The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Exhibit G: System
Maintenance and Support.

1.6 WARRANTY SERVICES
The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Wamanty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, 1asks, Deliverables, major milesiones, task dependencies, and
payment Schedule.

— . T —
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8.1 WORK PLAN

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit 1:
Work!Plan. The Contractor shall update the Work Plan as necessary, but no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedlule tasks, Deliverables, major milestones, task dependencies, and payment Schedule,
Any such updates 10 the Work Plan must be approved by the State, in writing, prior to final
|ncorporanon into Contract Exhibit I: Work Plan. The updated Contract Exhibit 1: Work
"Plan, as approved by the State, is incorporated herein by reference.
Unles:} othenwise agreed in writing by the State, changes to the Contract Exhibit I: Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from the
Contractor’s failure to perform its obligations under the Contract, including, without
Iimilal:ion, performance in accordance with the Schedule. '
8.2 | WORK PLAN DELAYS
In the|event of any delay in the Schedule, the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem, its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the expected Schedule
impact on the Project.

l - '

Although the {parties agree that time estimates, scheduling, and future-locking limelines shall be
computcd to the best of each Party’s ability, the parties acknowledge that uncertainty cannot
be complcted eliminated. Recognizing that time is of the essence, each party shall commit
reasonable resources as appropriate and necessary to meet the timelines outlined in the Work
Plan. Each party shall not withhold reasonably accommodating the other party when
unforeseen issues render previously agreed time estimates and/or timelines impracticable.
The intent of this clause is to allow for flexibility in accommodating “Force Majeure”-type
unloreseeable obstacles in a mutually acceptable and reasonable manner. Each party agrees
to negotiate and escalate disputes related to time estimates or timelines in good faith and
intending to facilitate the success of the project. Any agreement of the parties to make
accommodations regarding time estimates and/or timelines as described in this section shall
be memorialized in the Schedule, the Work Plan, or both, as appropriate.

Nothing in this section will excuse or permit negligence or failure to perform in accordance with the
terms ‘of this Agreement; this section merely establishes a process for accommodating
unforeseeable obstacles which may arise during the course of this Agreement, as described
above. Nothing in this section is intended to supplant the contract amendment process, as
determined solely by the State, or to supplant the change order process for proposed changes
to the scope of the Contract.

1
+

}
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In the event additional time is required by the Contractor 1o correct Deliciencies, the
Schedule shall not change unless previously agreed in writing by the State, excepl that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result lrom the Contractor's failure 1o fulfill its obligations under the Contract. To the
extent that the State’s execution of ils major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, in accordance with Section [3, if it is dissatisfied with the Vendor's
Work Plan or elements within the Work Plan.

9. CHANGE ORDERS
9:1. STATE ORIGINATED CHANGE ORDERS

The State may request changes or revisions 10 the scope of work at any time by written Change
Order. The State originated changes or revisions shall be approved by the Depariment of
Information Technology. Within five (5) business days of the Contractor’s receipt of a Change
Order, or within such other longer period of time as mutually agreed by the parties based upon the
complexity of the Change Order and considering that time is of the essence, the Contractor shall
advise the State, in detail, of any impact on cost {e.g., increase or decrease), the Schedule, or the
Work Plan and provide to the state a technical document which outlines mutually agreed upon
system specifications for Custom Development and work plan affects along with associated costs,
payment terms, and acceptance procedures in the form of a Statement of Work. If the Statement of
Work is accepted by the state, the Change Order(s) shall be subject to the current Contract
allowances or the Contract amendment process, as determined to'apply by the State.

9.2 VENDOR ORIGINATED CHANGE ORDERS

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cos, the Schedule, or the Work Plan. The State shall attempt to
respond 1o the Contractor’s requested Change Order within ten (10) business days. The State,
including the Department of Information Technology, must approve all Change Orders in writing,
The cost of a change order requested by the Contractor to the State shall be al the Contractor’s
expensc, unless otherewise agreed upon by the State. The State shall be deemed to have rejected
the Change Order if the parties are unable to reach an agreement in writing.

All Change Order requests from the Contractor to the State, and the Statc acceptance of the
Contmctor’s estimate for a State requested change, will be acknowledged and responded to, either
acceptance or rejection, in writing. I accepted, the muwally agreed Change Order(s) shall be

2018-566 1T Provisions - Part 2

ImageTrend Initials: M If & Page 30 of 49



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
! AND EMERGENCY MEDICAL SERVICES -
: RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
| PART 2 - INFORMATION TECHNOLOGY PROVISIONS

suchct to the current Contract allowances or the Contract amendment process, as determined to
applylby the State.

|
10. INTELLECTUAL PROPERTY
10.1 ?OFTWARE TITLE

Title, nghl and interest (including all ownership and intellectunl property rights) in the Software,
and |ts associnted Documentation, shall remain with the Contractor as defined in EXHIBIT J

Uponlsucccssl‘ul completion andfor termination of the implementation of the Project, the'
Contrncted Vendor shall own and hold all, title, and. rights in any Software modifications
developcd in connection with performance of obligations under the Contract, or modifications to
the Contractcd Vendor provided Sofiware, and their associated Documentation including any and
all performance enhancing operational plans end the Vendors® special utilities. The Contracted
Vendo'r shall license back to the State a non-exclusive perpetual license use such software, source
code, ob_;ect code, modifications, reports, and Documentation developed under the Contract.

In no event s shall the Vendor be precluded from developing for itself, or for others, materials that
are compettlwe with, or similar to Custom Software, modifications developed in connection with
pcrfonﬂance of obligations under the Contract. In addition, the Vendor shall be free to use ils
gencml knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

Any custom development of additional software featurcs for o software solution module funded
lhrough Jfederal grants under this contract must be mnade available lo any other clients of the
Contractor who use or purchase the affected module at no additional cost or premium to the client
per fcderal laws, regulations or grant stipulations applicable to federal grants.

'

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
whichlhas been received from the State or purchased with funds provided for that purpose under
this Agreemenl shall be the property of the State, and shall be returmed to the Slate upon
demandor upon termination of this Agreement for any reason. The Contractor shall not access
State ser accounts or State data, except (1) in the course of data center operations, (2) in
rcspon'sc 1o service or technical issues, (3) as required by the express terms of this contract (4) at
the State’s wrilten request, or (5) training machine learning algorithms or atificial-intelligence for
the pulrposes of developing improvements related to the four immediately preceding exceptions
(l)-(4) or to the improvement of the Software licensed herein, provided any |mprovemcnls based
on usc‘ol'lhe states data does not cause increased license or software use fees.
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10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may ‘develop for itself, or for others,
materials that are competitive with, or similar 10, the Deliverables. In accordance with the
provision of this Contract, the Contraciar shall not distribute any products containing or disclose
any State Confidential Information. The Contractor shall be free 1o use its general knowledge,
skills and experience, and any ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Contract, provided that such is not obtained as the
result of the deliberate memorization of the Siate Confidential Information by the Contractor
employees or third party consultants engaged by the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records nol subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records
pertaining to internal personnel practices, financial information, test questions, scoring keys and
other examination data use to administer o licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all
Data and information, shall remain with the State. The State shall also retain all right, title and
interest in any user interfaces and compuler instructions embedded within the WWW pages. All
WWW pages and any other Data or information shall, where applicable, display the State's
copyright.

10.5 SURVIVAL

This Contract Agreement Section 10: Imellectual Property shall survive the termination of the
Contract.

11 USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE’S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. *“State Confidential
Information” shall include, but not be limited to. information exempted from public
disclosure under New Hampshire RSA Chapier 91-A: Access 1o Public Records and
Meetings fsec e.g. RSA Chapter 91-A: 5 Exempiions). The Contractor shall not use the
State Confidential Information devcloped or obtained during the performance of, or
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acqulrcd or developed by reason of the Contract, except as directly connecled to and
nec¢ssary for the Contracior’s performance under the Contract.

11.2| STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and prolect from unauthorized use,
Idisclosure, publication, and reproduction {collectively “release™), all State Confidential
\Ilnformation that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

|Subject to applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i} shall have otherwise become publicly available other
;thnn as a result of disclosure by the recciving party in breach hereof; (ii) was disclosed to
the recciving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is not prohibited from disclosing such
information as a result of an obligalion in favor of the disclosing party; (it} is developed
by the receiving party independently of, or was known by the n:cewmg, parly prior to, any
idu;closure of such information made by the dlsclosmg party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may disclose Confidential
lnformation to the extent required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. The Contractor shall immediately notify the State if any request,
Isubpccnm or other legal process is served upon the Contractlor regurdmg the State
Conf' dential Information, and the Contractor shall cooperate with the State in any effort
the State undertakes to contes the request, subpoena or other legal process, at no additional
cost to the State.

i}

'ln the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidenticlity of its confidential or
!propriclary information, the Contractor musi clearly identify in writing all information it
clalms to be confidential or proprietary. Nobwithstanding the forepoing, the State
acknowlcdgcs that the Contractor considers the Software and Documentation to be
Conf' dential Information. The Contractor acknowledges that the Stale is subject to State
and federal laws governing disclosure of information including, but not limilted to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or rcgulatlons
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including bul not limited to, RSA Chapter 31-A. In the event the State receives a request
for the information identified by the Contractor as confidential, the Stale shall notify the
Contraclor and specify the date the State will be rcleasing the requested information. At
the request of the State, the Contractor shall cooperate and assist the State with the
collection and review of the Contractor’s information, ot no additional expense to the Stale.
Any effort to prohibit or enjoin the release of the information shall be the Contractor’s sole
responsibility and at the Contractor’s sole expense. 1f the Contractor fails to obtain a court
order enjoining the disclosure, the Siate shall release the information on the' date specified
in the State’s notice to the Contractor, without any liabilily to the Contractor.

11.4 SURVIVAL
This Contract Agreement Section 11, Use of Staie s Information, Confidentiafity, shall
survive termination or conclusion of the Contract.

12 LIMITATION OF LIABILITY

121 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and rcgulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement ~ General Provisions, Block 1.8,

122 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for
any consequential, special, indirect, incidental, punitive or exemplary damages and the
Contractor’s liability to the State shall not exceed two times (2X) the total Contract price
sct forth in Contract Agrecment — P-37, General Provisions, Block 1.8.

Notwithstanding the foregoing. this {imitation of liability shall not apply to the Contractor’s
indemnification obligations set forth in the Contract Agreement-General Provisions
Section 13: Indemmnification and confidentiality obligations in Contract Agreement-General
Provisions Section 11: Use of State’s Information, Confidentiality, which shall be
unlimited.

123 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed 1o constitute a
waiver of the sovercign immunily of the State, which immunity is hereby reserved 1o the
State. This covenant shall survive termination or Contract conclusion.
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124

SURVIVAL

This Section 12: Limitation of Liability shall survive terminaiion or Contract conclusion.

13 TERM]II"JATION .

This Section 13 shall survive the termination or Contract Conclusion.

13.1 ' TERMINATION FOR DEFAULT

Any o'pe or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder (“Event of Default™)
a. Failure to perform the Services in accordance with the specifications herein or on schedule;
b. Fnjilure Lo submit any report required; and/or
¢. Failure to perform any other covenant, term or condition of the Contract

13.141 Upon the accurrence of any Event of Default, the State may take any onc or more, or

all, of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor

writien notice of defaull and require it to be remedied within, in the absence of a
preater or lesser specification of time, thirty (30) days from the date of notice,
unless otherwise indicated within by the State (“Cure Period”). |f the Contractor
fails to cure the default within the Cure Period, the State may terminate the
Conlract effective two (2) days after giving the Contractor notice of termination, at
its sole discretion, treat the Contract as breached and pursue its remedies at law or
in equity or both.

Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that the
portion of the Contract price which would otherwise accrue to the Contractor
during the period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Defaulit shall never be paid
to the Contractor.

c. Set ofT apainst any other obligations the State may owe to the Vendor any damages

the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of ils remedics at law or in cquily, or

both.
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¢. Procure Scrvices that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the Siate for the replaceinent Services,
and all administrative costs directly related 1o the replacement of the Contract and
procuring the Services from another source, such as cosls ol competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all
of which shall be subject 1o the limitations of liability set forth in the Contract,

a. 13.1.2 Should State fail to perform any covenant, term or condition of the
Coniract, the Vendor shall provide the State with written notice of default, and the
State shall cure the default within thirty (30) days. Should the State fail 10 cure the
default, Vendor may treat the Cantract as breached and pursue any of its remedics
at law or in equity, or both.

13.2 TERMINATION FOR CONVENIENCE

'13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole
or in part, by thirty (30) days written notice 1o the Contractor. In the event of a
termination for convenience, the Stale shall pay the Contractor the agreed upon price, if
separately stated in this Contract, for Deliverables for which Acceptance has been
given by the State. Amounts for Services or Deliverables provided prior to the date of
termination for which no separate price is stated under the Contract shall be paid, in
whole or in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedlfe, of the Contract.

13.2.2 During the thirty (30} day period, the Contraclor shall wind down and cease Services as
quickly and efficiently as rcasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on the State from such
winding down and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1  The Statc may terminate the Contract by written notice if it determines that a conflict
of interest exists, including but not limited to, a violation by any of the parties hercto
of applicable laws regarding cthics in public acquisitions and procurement and
performance of Contracts.
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In such case, the State shall be entitled to o pro-rated refund of any current
development, support, and mainienance costs. The State shall pay all other contracted
payinents that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the confict of interest.

In the event the Contract is terminated as provided above pursuant to a violation by
the Coniractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

13.4 TERMINATION PROCEDURE 1

|
13.4.1

13.4.2

Upon termination of the Contract, the State, in addition to any other rights provided
in the Contracl, may require the Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the State,
the Contractor shall:

The State shall be entitled to any post-termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has
been established as part of the SLA.

Stop work under the Contract on the date, and to the extent specified, in the notice;
Contractor shall nol be required to continue performing ongoing obligations which
are tertminated;

Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required,
which approval or ratification shall be final for the purpose of this Section;

Take such action as the State direcls, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

During any period of service suspension, the Contractor shall not take any action 1o
inlentionally erase any State daia,
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I. In the event of termination of any scrvices or agreemenl in entirety, the
Contractor shall not take any action to intentionally erase any State data for a
period of:

* 10 days afler the elfective date of termination, if the termination is in
accordance with the contract period

* 30 days aRer the efTective date of termination, if the termination is for
convenience

= 60 days after the eifective date of termination, if the tennination is for cause

' 2. After such period, the Contractor shall have no obligation to maintain or provide
any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

I Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State and
which has been accepted or requested by the State; and

8- The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed 10 by the parties and the subsequent
secure disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forins, such as
disk, CD/ DVD, backup tape and paper, when requested by the State. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction
shall be provided to the State.

. Provide written Centification to the State that the Contractor has surrendered to the
State all said property.

14 CHANGE OF OWNERSHIP

_In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor. its successors
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.
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ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 I ASSIGNMENT

The ¢omractor shall not assign, delegate, subcontract, or otherwise transfer any of its
mtcrcst rights, or duties under the Contract without the prior written consent of the State.
Such consent shall not be unreasonably withheld. Any allempted transfer, assignment,
delegatlon or other transfer made without the State’s prior written consent shall be null and
void, and may constitute an event of defauit at the sole discretion of the State.

l
152 | DELEGATION

The Contractor shall remain wholly responsible for performance of the entire Contract even
if assignees delegates, Subcontractors, or other transferees (“Assigns’ ’) are used, unless
otherwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
all obllgatnons and linbilities under the Contract from the Effective Date. In the absence of a
wnttcl':l assumption of fuil obligations and liabilities of the Contract, any permitted
assignment, delegation, subcontract, or other transfer shall neither relieve the Contractor of
any of its obligations under the Contract nor affect any remedies available to the State
agains't the Contractor that may arise from any event of default of the provisions of the
contract The State shall consider the Contractor to be the sole point of contact with regard to
all coutractual matters, including payment of any and all charges resulting from the Contract.

I
153 | SUBCONTRACTS
Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning
the Contract to the successor of all or substantially all of the assets or business of the
Contractor provided that the successor fully assumes in writing all obligations and
responSIbllltles under the Contract. In the event Lhat the Contractor should change
ownershlp, as permitted under Section |5: Change of Ownership, the State shall have the
option to continue under the Contract with the Contractor, its successors or assigns for the
full re'maining term of the Contract; continue under the Contract with the Contractor, ils
successors or assigns for such period of time as determined necessary by the State; or
|mmedmtely terminating the Contract without liability to the Cantractor, its -successors or
assngns

DISHUTE RESOLUTION

16.1 . Prior to the fling of any lormal proceedings with respect to a dispute (other than an

action [seeking injunctive relief with respect to intellectual property rights or confidential

|nformauon) the party believing itself aggrieved (the “invoking party™) shall call for

progresswe managemenl involvement in the dispute negotiation by written notice to the
i
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other party. Such notice shall be without prejudice 1o the invoking party’s right 10 any other
remedy permitted under the contract, '

The parties shall use reasonable cfforts 1o arrange personal meetings and/or telephone
conferences as nceded, at mutually convenient times and places, between negotiators for the
partics al the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

LEVEL - (ImageTrend . . |STATE . - .| CUMULATIVE '
' | AR o .+ | ALLOTTED -
Primary: | ImageTrend Project | Richard Cooper 5 Business Days -
© .| Managers State Project
L Manager (PM)
-First - : | Michael Patock, JefT Philips 10 Business Days
W I VP of Product | Assistant Dircctor
*..| Management

-_$gcbn§_";...: Michael McBrady, | Deborah Pendergast | £S5 Business Days
Lo ..| CEQ or Joe Graw, [ Dircctor
.| COO

The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is reccived by the other party.

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access 10 and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
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equipfnenl, Documentation, information, reports, or data of any kind (hereinafier
HInformalion™), the Coniractor understands and agrees to the following rules:

a.

Every Authorized User has the responsibility to assure the protection of information
from unauthorized access, misuse, theft, damage, destruction, modification, or
disclosure.

That information shall be used solely for conducting official State business, and ali other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

That at no time shall the Contractor access or attempt 1o access any information in a
manner inconsistent with the approved policies, procedures, and /or apreements relating
to system entry/access.

That all software licensed, developed, or being evaluated by Lhe State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at abl times the Contractor musl use utmost care to protect and keep such software
strictly confidential in accordance with the license or any other Agreement executed by
the State. Only equipment or software owned, licensed, or being evaluated by the State,
can be used by the Contractor. Personal software (including but not limited to palmtop
sync softwarc) shall not be installed on any equipment.

That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE
As pant of providing services under this contract, the Contractor will not require access to

email

or other electronic communication messaging systems provided or issued by the State

of New Hampshire. The Contractor will be using their own external email system to
communicate with the state

17.3 INTERNET/INTRANET USE

The Irincrnetllnlrnncl is to be used for access to and distribution of information in direct
suppo}t of the business of the State of New Hampshire according to State standard policy
(availa{blc upon request).
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174 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmenial
approvals necessary to perform its oblipations under the Contract.

17.5 INSURANCE CERTIFICATE
Contractor shall maintain insurance in accordance with Section 14 of the General Provisions.
The Insurance Centificate should note the Centificate Holder in the lower left hand block as:
State of New Hampshire,
Depaniment of Safety,
Division of Fire Standards & Training and EMS
33 Hazen Drive
Concord, NH 03305 '

17.6 ESCROW OF CODE
Vendor will enter into a source and configuration code escrow agreement, with a State approved
escrow agent. The proposed escrow agreement shall be submitted with the Vendor's Proposal
for review by the State. The escrow agreement requires the Vendor to put the Vendor Sofiware
source and configuration code in escrow. The source code shall be released to the Stale, at no
expense to the state,if one of the following events has occumred:

a. the Vendor has made an assignment for the benefil of creditors;

b. the Vendor institutes or becomes subject to a liquidation or bankruptcy proceeding of any
kind;

c. a receiver or similar officer has been appointed to take charge of all or part of the
Vendor's assets; or

d. Vendor ceases its on-going business operations or that portion of its business operations
relating to the licensing and maintenance of the Software.

Upon one of the above events occurring, State may additionally or alternatively request, at the
stale’s option, Vendor furnish, install, and/or restore a working copy of the then-current
installation of Vendor Software from Vendors server(s) onto a server(s) of State's choice (e.g.
State’s own servers or servers provided to State by another party). In this case, unless Vendor
demonstrates insolvency due to the event, Vendor will, at the Vendor's expense, perform as
directed by the previous sentence or procure/subcontract for such performance if Vendor is
unable to do so directly. Operation and maintenance of the system on the state's servers in such as
event will be the responsibility of the state should such an event oceur.

17.7 EXHIBITS

The Exhibits referred 1o, in and attached Lo the Contract are incorporated by reference as if
fully included in the text.
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J

17.8 VENUE AND JURISDICTION

Any a.clion on the Contract may only be brought in the State of New Hampshire, Merrimack
County Superior Courl.

17.9 SURVIVAL

The 1erms, conditions and warranties contoined in the Contract that by their context are
intendlcd to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit D Section §:
Records Retention and Access Requirements, Exhibit D Section 6: Accounting
Reqm'rcmcnls and General Provisions-Section 11: Use of State’s Information,
Confi demmluy and General Provisions- Section 14; Termination which shall all survive lhe
termination of the Contract.

17.10f FORCE MAJEURE

Neither the Contractor nor the State shall be responsible for delays or failures in performance
resultmg from events beyond the cantrol of such party and without fault or negligence of
such party Such events shall include, bul not be limited to, acts of God, strikes, lock outs,
riots, and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakcs and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include the Contraclor’s
inability to hire or pravide personnel needed for the Contractor’s performance under the
Contract.

17.111 NOTICES

Any niotice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the foliowing addresses.

To The Contractor - To State:
ImageTrend, Inc. State Of New Harmpshire
20855 Keasington Blvd. Department of Safety/ Division Of Fire
Lakevnlle MN 55044 | Standards And Training & Emergency
Medical Services,
TEL: 1-888-469-7789 33 Hazen Drive
Concord, NH 03303

i
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E.MAIL:
contracis(@imagetrend.com

TEL: (603) 223-4200

E.MAIL:
Deborah.Pendergast@dos.nh.gov

17.12 DATA PROTECTION

Protection of personal privacy and data shall be an integral pant of the business activities of
the Contractor to ensure there is no inappropriale or unauthorized use of State information at
any time. To this end, 1he Contraclor shall safeguard the confidentiality, integrity and
availability of State information and comply with the following conditions:

a, The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
thefi of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.

b. All data obtained by the Contractor in the performance of this contract shall become and
remain property of the State. All personal data shall be encrypted at rest and in teansit
with controiled access. Unless otherwise stipulated, the Contractor is responsible for
encryption of the personal data. :

d. Unless othenwise stipulated, the Contractor shall encrypt all non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract,

¢. Al no time shall any data or processes — that either belong to or are intended for the use
of the State or its officers, agents or employees — be copied, disclosed or retained by the
the Contractor or any. party related to the Contractor for subsequent use in any transaction
that does not include the Stale,

I. The Contractor shall not use any information collected in connection with the service
issucd from this proposal for any purpose other than fulfilling the service.

17.13 RETURN OF DATA

Upon termination of this Agreement for any reason, including completion of the
contract lerm, Vendor shall provide 10 Statc copies of the following data:

2018-566 IT Provisions - Part 2

ImageTrend Initials: ‘EU \ Page 44 of 49



STATE OF NEW HAMPSHIRE
DEPARTMENT OF SAFETY
DIVISION OF FIRE STANDARDS AND TRAINING
AND EMERGENCY MEDICAL SERVICES
RECORDS MANAGEMENT SYSTEM
CONTRACT DOS 2018-566
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

a. A copy of all State ePCR data in NEMSIS 2 or 3 format, as applicable to the data
origins, such that the data can be imported into another NEMSIS compliant
system and individuals records can be identified and recovered as needed.once
imported into 2 new system; and

b. A copy of the Data Warehouse Lo be used for data review, reporting and analysis
in SQL or other agreed upon format that can be installed on a state server. This
data will include documentation on table layout, organization and relationships
such that the state can connect staie dala analytics software to the data warehouse
efficiently.

Vendor will produce this data by first using relevant export functionality provided
by the application, e.g. for [mageTrend Elite the data would be produced as a
NEMSIS Version 3 XML file(s), or by other native data export format (e.g.
Microsoft SQL Server backup file or other data extract) should the application
provide no export functionality. Vendor mdy redact or remove Vendor trade secret
and confidential information, such as database schema design details, or data which
is used solely in an operational or administrative fashion (¢.g. data which was never
entered by State end-users). For clarity, Vendor may not redact or remove data that
State or State’s end-users entered. Vendor will provide this exported data to State via
secure electronic transfer, such as SFTP/FTPS. Vendor shall have 90 days from
State’s request to produce this data for State. Shoutd State desire the data to come in
any alternative format, or be in any way different than as described in this section,
State must request those services from Vendor separately on a Time and Materials
basis (e.g. via Change Order as detailed elsewhere in this Agreement).

17.14; DATA LOCATION

The Conrractor shall provide its services to the Statc and its end users solely from data
centers in the U.S.. Storage of State data at rest shall be located solely in data centers in the
U.S. The Contractor shall not allow its personnel or conlractors to slore State data on
portnbile devices, including personal computers, except for devices that are used and kept
only at its U.S. dala centers. The Contractor shall permit its personnel and contractors to
access State data remotely only as required to provide technical support.

17.15] SECURITY INCIDENT OR DATA BREACH NOTIFICATION

The QOntmclor shall inform the State of any security incident or data breach in accordance
with NH RSA 359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA
Business Associate Agreement, Section 9, Data Breach Notification and Mitigation.
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a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may inciude contacting law enforcement, ficiding
media inquirics and seeking exlernal expertise as mutually agreed upon, defincd by law or
contained in the contract. Discussing sccurity incidents with the State should be handled
on an wrgent as-needed basis, as part of the Contractor communication and mitigation
processes as mutually agreed upon, defined by law or contained in the contract.

b. Security Incident Reporting Requirements: the Contractor shall report a security
inctdent to the appropriate State identified camact immediately as defined in the SLA.

¢. Data Breach Reporting Requirements: Il the Contractor has actual knowledge of a
confirmed data breach that affects the security of any State content that is subject to
applicable data breach notification law, the Contractor shall (1) promptly notify the
appropriate State identified contact within 24 hours or sooner, unless shorter time is
required by applicable law, and (2) take commercially reasonable measurcs to nddress
the data breach in a timely manner.

17.16 DATA BREACH RESPONSIBILITIES AND MITIGATION

The Contractor shall be responsible for mitigating any data breach according to NH RSA
359-C:20 Notification of Security Breach Required and Exhibit M- HIPAA Business
Associale Agreement, Section 9, Data Breach Notification and Mitigation This section anly
applies when a data breach occurs with respect to personat data within the possession or
control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon sccurity plan or
security pracedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
tdentified contact within 24 hours or sooner by telephone, unless shorier time is required
by applicable law, if it confirms thal there is, or reasonably believes that there has been a
data breach. the Contractor shall (1) cooperate with the State as reasonably requested by
the State to investigate and resolve the data breach, (2) promptly implement necessary
remcedial measures, if necessary, and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

c. Unless otherwise stipulated, it a dnta breach is a dircct result of the Contractor's breach

of its contract obligation to encrypt personal dala or otherwise prevent its release, the
Conltractor shall bear the costs associated with:
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(1) the investigation and resolution of the data breach;

(2} notifications to individuals, regulators or others required by State law;

(3} a credit monitoring service required by State (or federal) law;

(4) a website or a toll-free number and call center for affected individuals required
by State law — all not to exceed the average per record per person cost calculated
for data breaches in the United States (currently $201 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon
Institule17 at the time of the data breach; and

(5) complete all corrective actions as reasonably determined by the Contractor based
on root cause; all [(1) through (5)] subject to this Contract’s limitation of liability.

17.17 NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery scarches and expert testimonies related to the State’s dala under this
contract, or which in any way might reasonably require access 1o the data of the State. the
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the State without first notifying the State, unless prohibited by law from providing such
nolice,

17.18 ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access 1P
address, user access history and secunty logs for all Siate files related to this contract.

17.19 CONTRACT AUDIT

The Contractor shall allow the State to audit conformance 1o the contract terms. The Siate
may perform this audit or contract with a third party at its discretion and at the State’s
expense,

17.20 DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. the Contractor may
remove its proprictary information from the redacted version. A Service Qrganization
Control (SOC) 2 audit report, HIPAA audit report, HIPAA Security Rule with NIST 800-53
Mappings report or approved equivalent sets the minimum level of a third-party audit.
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17.21 ADVANCE NOTICE

The Contractor shall give advance notice (to be determined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a
replacement of hardware, software or lirmware with a newer or better version in order to
bring the system up to date or to improve its characteristics. It usually includes a new version
number.

17.22 SECURITY

The Contraclor shall disclose its non-proprietary security processes and technical limilations
to the State such that adequate protection ond flexibility can be attained between the State
and the Contractor. For example: virus checking ‘and port sniffing — the State and the
Contractor shall understand cach other’s roles and responsibilities.

17.23 NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non-
disclosure agreements, and limit sialf knowledpe of State data to that which is absolutely
necessary to perform job duljes,

17.24 IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State 1o
import or export data to/from other service providers.

17.25 .RESPONSIBILITIES AND UPTIME GUARANTEE

. The Contractor shall be responsible for the acquisition and operation of all hardware,
software and metwork support related 10 the services being provided. The technical and
professional activities required for establishing, managing and maintaining the environments
are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed-upon maintenance downtime), and provide service to customers as defined in the
SLA.

17.26 RIGHT TO REMOVE INDIVIDUALS

The Sinte shall have the right at any time to require that the Contractor remove from interaction
with Stale any the Contractor representative who the State belicves is detrimental 1o its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a polential
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security violation cxists with respect to the request, the Contractor shall immediately remove
such individual. the Contractor shall not assign the person to any aspeci of the contract or future
work orders without the State's consenl.
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EXHIBIT A - CONTRACT DELIVERABLES

a. PROBLEM STATEMENT

The Stale's current contract providing statewide Emergency Services Records Management System
expires on 06/30/2018. In order 10 continue these services, a new system, including data converted from
the existing system, needs to be implemented '

b. GOALS

Impiementation of a statewide Emergency Services Records Management System, including electronic
patient care reporting (ePCR) system for Emergency Medical Services (EMS) integrated with a system for
Hospital Access to Pre-Fospital Records (HAPHR), 2 statewide Trauma Repistry, and data reporting and
analysis system. Additionally, this project wiil include a statewide National Fire Information Reporting
System (NFIRS) integrated with the ¢PCR system, and a user management system to manage EMS User
and Agency licenses and affiliations, EMS User and Fire certifications, and education and training records
for all training courses the FSTEMS provides, with integration of the user management system with the
ePCR and NFIRS systems to manage all user, agency and vehicle demographics in those reporting
systems.

¢. PROJECT OVERVIEW

The general scope of the project is lo provide to the State with an Emergency Services Records
Management System which will meet and perform in accordance with the Specifications and Deliverables
that are in accordance with the lime frames in the Work Plan

d. STATEMENT OF WORK

The contract services provided are defined and specified under Exhibit A, Section . Deliverables, Milestones,
and Activities Schedule and Exhibits E through L. A detailed work plan, mutually agreed upon by both

parties, must be provided within fourteen (14) business days of the contract exccution.

e. GENERAL PROJECT ASSUMPTIONS

1. The Contractor will provide project tracking tools and templaics to record and manage Issues, Risks,
Change Requests, Requirements, Decision Sheets, and other documents used in the management and
tracking of the project. The State of New Hampshire and the Contractor’s Project Managers
(imageTrend Implementation Coordinator) will review these 10ols and templates and determine which
ones will be used lor the project. Training on these tools and templates will be conducted at the start of

each phase in which they will be used.
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2. Prior to the commencement of work on Non-Software and Written Deliverables, the Contractor shall
provide to the Statc a template, table of contents, or agenda for Review and prior approval by the
State,

3. The Contractor shalt ensure that appropriate levels of security are implemented and maintained in
order to prolect the integrity and reliability of the State's Information Technology resources,
information, and services. Security requirements are defined in Appendix C-2 of the Request for
Proposal. The Contractor shall provide the State resources, information, and Services on an ongoing
basis, with the appropriate infrastructure and security controls to ensure business continuity and to
sofeguard the confidentiality and intcgrity of State networks, Systems and Data.

4. Contractor will provide the State with any technical requirements for user connectivity to or usage of
the application and interface functionality (i.e. CAD systems)

5. The Deliverables are set forth in the Schedule described below in Section 2. By issuing an
Acceptance Letter to unconditionally accept a Deliverable, the State reserves the right to reJec( any
and all Deliverables in the event the Siate detects any Deficiency in the System, in whole or in pari,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thercof.

6. State shall have a 180 day warranty period, as defined in Part 3, exhibit K section 2, in which to reverse
the decision to accept a Deliverable. If after this 180 day warranty period State detects a Deficiency
(occurring afier tesling pericds have concluded), State may not reverse the Deliverable acceptance
and may instead submit a Deficiency/Malfunclion ticket via Contractor's technical support system as
detailed in Contractor’s Service Level Agreement attachment. Should State fail to issuc an acceptance
for a Deliverable for more than 15 business days, the Deliverable wiil be deemed accepted.

7. The State may, at any time during the contract term, opt-out of any services for a period of time as
specified by the State. This opt-out may be the result of many factors, including, but not limited to,
budgetary or resources constraints. The apt-out period may be for a portion of the contract terms or
the remaining term of the contract. The State may choose to opt back into discontinued services at a
future point in the contract. The Stale will provide 30 days’ notice to the Contractor prior to opt-
out/opt-in, During the opt-out period, the state will not be obligated to pay for services that they state
is not using or receiving.

8. The State shall only pay for services while they are activated as pant of deployment and initiation of
implementation, or modified as part of an opl-out/opt-in action by the State. The payment shall be
prorated based on the numbcr of months in which scrvices are active in the applicable SFY multiplied
by the monthly break-down of the annual fee as determined by the annual fee for the services divided
by 12. Purchases of licenses and one-time implementation fees will be paid in full at the time of
service activation, deployment and initiation of the project or services unless olhcrw:sc mutually
agreed upon between the State and Vendor.
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9. Pricing Tor Deliverables set forth in Exhibit B: Price and Pagment Schedule. Pricing will be.ceffective
for the Tenm of this Contract, and any cxtensions thereof.

f. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Continuation of Support and Hosting for Elite and Elite
Ficld, including Visual Informatics,

Software- July 1,218

Continuation of Support and Hosting for Trauma
Registry, including Visual informatics

3, {Continuation of Support and Hosting for Hospll'\l Hub Sol'lwme July l 20!8

Software July 1,2018

I plenentin SUpETAIGHOTR ISR ESCU SR G ey 7 '
Elne-‘Rqscm; Fire RMS License activated and deployed Foh’owmg DEMIS .
! . Software implementarion.per timeline in.
to State site s
Project Work Plan
.~ |Tmplement and Configure Fire RMS to.upgrade Eliteto {.. . . FoﬂowingDERM!S .
2 g i Software iniplerientition per timeline in
Elite Resctie s .
: ; i . Project Work Plan
_ . Followirig DERMIS
3. |Initiate support-and hosting for full Elite Rescue Software m:p!émen.ranan per-timeline in
Pro ect Wor!c Plein

BE0j CCHMANPEICH ) TR O e !
1 [Conduct Project KickofT Meeting Non-Soltware T.\__vo weeks from Contract
! ' ' Signature
2 |Bi-Weekly Projcct Mectings ' Non-Softwa re |@ngoing’
_ 3 |Monthiy Status Reports Writen  |Ongéing.
4 |Provide Project Templates / Checklists # Workbooks Wrillen During KickolT Meeting
5 |Provide Current sample of application configurations  [Written Timeline in Project Work Plan
6 |Provide documentation of default business workflows  [Written Timeline in Project Work Plan
. T |Finat Acéeptance Tests report Written Oneweek after final UAT
Project close-out report’ _ . [Written 30 Days.after Go:Live
9 Enhancement Modifications Project Maiiagement Non-Software. Qn;pmg!h_{fgil.gh fingl
: e enliancement UAT
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£ 7 ¥ Bl
e e

L S

1 [System analysis and needs assessmient report

Writien Timeline ir Project Work Plan

A2, ‘;\/I\,i-,tua'liy,Ag_re‘_e_d:Prqj_e_ct Work Plan Wrilten E\I\C’ig}?iﬁgﬁ; Project
3 Soﬂyﬁjaﬂré“Déﬁ_lo_ymcnt.a'nd,Cori'ﬁgu]‘ation-P;Iéin' Written ‘Timeiim:‘ in Project Work Plan’
4 {Secirity Plan ‘ Written .Time/r'ne in Project Work Plan
5. [Testing:Plan Written Timeline in Project-Work Plan
6 IData;Conversion Plan and Design Written Timeline in Project Work Plan
7 ;Train'ing Plan: Written Timeline in Project Work Plan

| [DERMIS license activated and deployed to State site {Software Tiniéline ini Project Work Plan
| 2 [Provide:State web portal and URL Software Timetine ii Project Work Plan

3 [State'System adininistrator user accounts,created Software Titheliig it} Projéct Work Plan
4 |{mplementNH specific site configurations.(exg. logos: g g e Tinielitié iri, Projeci Work. PIaH
© |linkslete)). . : '

5 A'c_tiﬁateiﬁgp’qﬁt'w'fi'tch features . {Softvare Tineline in Rrojecr Work Plan:
& . ddii’ﬁg'(qré-§i,hglelsigii}0|1'er’"ﬁEMSIS dnd DERMIS, Software Timeline in Draject Work. Plan

7 |DERMIS Offtine Inspections: Licensé Aétivated Software |Timeline iz Project Work Plan |

i ) Goi',n_p,lel‘éf"ijn_pld_émc‘|1lz'u'ic')'n of Elite Iniégration

Software

Timeline in Project Work Plaw
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%ﬁ?ﬂ% % 3:\535."@;" ‘tyi’l_)_, i
STt f
S e
2 |[Complete iniplementation of NREMT integration Software Timeline in Praject Work Plan
- |Complete-implementation of State LMS integration, . o ge , -
3 | COmPEtE IMpEmEnigion .S' ? gl Software Tiineline i Project Work Plan
including linkage lo-single sign-on
4 [Complete implementation of Payment gateway linkage  |Software Timeline in Project Woik Plun
Jive pilot-testing of EMS licenses and training . . .
5 Com_p]c!c live pilott SHNg FEMS BMNE Isofiware Timeline in Project Work Plan
applications for operatianal staff
. {Complete live pilottesting of EMS licenses and trainin L g
6. C MPIELE Ve oL iesiing, E ses ¢ 5 [Software Timeline in Project Work Plan
applicationis for ¢xternal users S
7" |Produetion Go-Live Sollware Himeline in Prafect Work Plan

Configure User Account creation workflow

i et

=,

EnhancomentviadiNeationsicom pletabasedton]

s v ey

] " [Non-Software |Timeline ir Project Work Pfau.l
‘ 2 | Cdnﬁj_;?(]i‘,i': Legacy Use_r,-Aq'c__:—(;'_l_ui_t éqp’_‘ﬁﬁﬁn;fq’n'\vofkf-ldwj Nén-S_oﬁ\;iarct -Ti:_:.réfiné in P;'-'gj;‘?t;iijl’ork ‘?l&m
| 3 |Configure .éMS.Providcr l;iccnse;"hqpliéalion wquﬂi-;i\;' . ﬁ,oﬁ-_édﬁvné‘gl f’i{ir_e_h_'neriq Prbjek.:f:l»:i{c"z_fk Plim
" 4 [Configure Training Course Applic;uion workflow Non-Soft\;vare, Timeling ini Pi'qjéb!-"lfi’ofa:l' ‘:f"ia&
5 [Configure:Service/Agency license workflow MNon-Software: :Timeﬁné in Projec(ﬂ‘_’oréc?.‘?lg{ri
.6 Conﬁgtnmeélﬁ‘cic workflow -NonaSo'l'}\vare Timeline-in };rqjecl-‘.'!!»’ork'i’!au

[nternal Staft’ Approval-of course enrollment (8/7/10)

| [Develop Enliancenient Stateniéent of Work specification  |Written Timeline tn Project:Work Plun
5 [Setting course prerequisites for applications (8.7.42, g4 fware Timeline in Enhancement
: R.11.7.8.11.20) ‘ Statement of Work
‘3 Software Timeline in Enhancement.
Bundling of courses into master/parent bundle (8.7.23) Statemens of Work:
4 ISoftware Timeline in Enhancement

Starement of Work.

State-of MK DOS Contract 2018:-566-18
Exhibit A - Contract. Deliverables —Part 3
Date: {h/ 1 /ADLS

Cuntractor's Initials f‘f!
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STATE OF NEW HAMPSHIRE

Department QF Sifety

Divisign Of Fire Standards And Training & Emergency Medieal Services
Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBIT A
CONTRACT DELIVERABLES
(ATHIES ‘gﬁgf&' S el Sy
em'[; AT cll emblcsoH (i s ‘5 ; ' i3 '1ble
ST [ e neion W e AR L Cam S 5 :,, BEE *vmu\ pc»v;i

T:'muh'ne in Enhancenent

5 . o Software !
Agency Director User Search (8:3.33) ' Statement of Work

6 | A Software Timéline in Enhancement
PDF certificates for course modules (8.7-19) ] Stcrement of Work

71 Sofiware Timeline in Eithancement
_ Ticred Inspection failure criteria (8.6/7) Statement of Work

g | Software N\Timeline in Enhancement
Alen Messages Displayéd (8.).14) \Sigtement of Work:

- ° 1

9 |, ‘ Soflware Timeline in Enhancement
" |Document Deseription for Investigations (8.8:6) |Stetementof Work-

| o Software Timeline "r‘:iEuhancemen.r
___|Offline’skills testing module (8.7.34, 8.1.7, 8.1.9) . _ AStatement of Work

0 Software Timeline in, Evhancement

1Custom Development Prajeci. Mnmgemem

Stateinent of Work

1. JValidate Legacy Data. Workbooks prowded by Statc

N.O n-S _()f tware

Soﬁwnrc |As. Needed

|Fimetine in.-}’mjec'r Hark Plan.

Complete and val:dale testing lmpons :conversion of
data

‘[Software

Wimeline in.Project Work Plan

3 [Final Go-Live Import ¢ Conversicii-of data

Software.

Timeline in Project Work- Plun |

4 Final Go-Liveiinportvalidaied thisugh UAT

Conduct lﬁlqgthliou,'l’és:ingv

Non-Software

TfmeﬁheTa'n'fPrajec!‘ Work Plan

INon-Software

Timeline in Project Work Plan

Conduct User Acceptance Testing

_ INon:=Software

Timeline in Project Work. Plan

3 |Perform’Production Relidbility Tests Non-Sefiware |Timeline:in Projeet Work Plan
i Test In-Bound and Qui-Bound Interfaces - Sofnware Timeline in ‘Project H’gg"k Plasi
g Conduét System Performance:(Load/Stressy Testing: Non-Software [Timeliiein Project Work Plan

State of NH DOS Contract-2018-366-18
Exhibit A = Contract Deliverables — Part.3
Date

: H:[ 115.1035
Contracior’s Initinls [ﬂ!}
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STATE OF NEW HAMPSHIRE
Department OF Salety
Division Of Fire Standsirds And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3— EXHIBITA
CONTRACT DELIVERABLES

Pnor to live legacy data

| [Education Session'#1 Complete

Tmm?:?é,?" ceEthlhm{‘g forsDet tmls) 2

Non Sol'twal e

import and pllol lesung,

Ttmehne in Prryeu Wurk Plan

|Education Session'#2 Complete

Non-Sofltware

Timeline in Praject Wor. k Plar

Non-Software

Timeline. in Project Work Plan

2
3 |Education Session#3 Complete
4 |Education.Session #4 Complete

Non-Software

Timeline in, Project i¥ork Plan

Education Session #5 Compléte |

Né&n-Soflivire

Tineline in. Project Work Plan

|Education Session-#6 Complete

Non-Software

{Timeline in Project Work Plan

Non-Software

\Timeline.in Project Work Plan.

" “|Education Session #8 Compléte

~ INon-Software

Tiineline in Project Work Plan

5
6
7 |Education Session:#7 Compleie
8
9

Education-Session #9 Complete

Non-Software

Timeline in Project Work Plon

' Onsi(e_'Trainiti_g
10 {Up t6 Sdays.Onsite Jitrips

Non-Soltware

1As'Scheduled

: Webinar Training
L Up lo d:sessions

“IDERMIS! sysrem

N,o'n'-So lfi\i!tirc'.

A's _Sél‘ieduled

Non Soﬁ:warc

|On:site: Deployment

DERMIS:Offline Inspections

Non-Software

On-Module Activation

NREMT Initegration Non-Software- |Afer UAT
__{Non-Softwvare- |Aféi UAT
Paymént-Gateway Integratior _|Nori-Softivare |Affer UAT

1
2
3
4 [Stite'LMS Tiégration.
5
6

Account-Advisément:Sérvices

Non-Sofiwire

|On:Cantiact Sighatiire

<The renidinder joflhis‘_’p:ggc;i's interitionally blank.>

State of NI DOS Contract 2018-566-18

Exhibit A — Contract Deliverables = Part 3

Date: (/11 301 ﬁ

Coniractor’s Innnls
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STATE OF NEW HAMPSHIRE
Department Of-Sofety
Division Of Fire Standards And Training & Emergency-Medical Services
Emergency Scrvices Records Management System
CONTRACT 2018-366
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

EXHIBIT B - PRICE AND PAYMENT SCHEDULE

I. PAYMENT SCHEDULE

1.1 Not to Exceed
Thlb is'a Not to C\cu:d (NTI:) Conlmci Ior thc perlod bctween July I 20I8 through 06/30/2028,.

Thisg Co_nlrac( wxl] .I_NU\\_' the Conlmclor o invdice thc Stalc f'or the f'ollowmg .activilies,
Deliverables, or milestones appearing in the price and payment tables.below.

1.2 Activity, Deliverable, or _Milc,ston_e-"[?aqunfES,cliédu‘lé

Contmuutl“ou oFSu]Jporl -md l-[ostmg For Ehle
I mcludmg Vlsunl Inforimalics Hosting: 203 of On.Contract Signature. . $63,000
7 {550,000 = §33,000 s : 63,000
_ Supnurt 2/3 of $45,000 =530.000 - _ _
:g:‘);:;mu'mon ol' Suppon and llosnng for, Ehtc On _CfQﬁtrd‘dt?Si'giiitﬂt'ﬁ' | '$15.000.00
5 |Contiuation of Support and Homting for | |5 oo = | oo
2 ITriuma Registiy, incliding Visual Inforaties| O Contiact Signalure. §23,610.00
3 Contmuulmn o!' Suppon for’ Hosp:lal Hub On Contract Slgnature $24,000.00
APIEn ' JEki e T L A
F ol!owmg DERMIS.
1 |Elite Rescue Fire RMS Licensesactivated:and: r:rwle:nen!a:ro:r per ; $100 0ﬁ0=‘00
deployed 16 State sité Tiingline i Project; ’ A
Work: Plaii :
Following DERMIS
5 Implement.and Configure Fire RMS.to implementation per. €95 {100.00
upgrade Elite to Elite Rescue Setup Tamclme i Projecr AR
Wor k Pkm
i:i_iialc suppoit :\hdIlibstil}%'_fpr-;.f_uI]J‘Elil'c ‘ fol!owmg DERMIS
. Cscuc (prorated for 6 mos.of SFY-49)* J 7 s
3 |uésting: 1/3-of $50.000 = 517,000/ 2. =.58,500.00 ;;ﬁ ?"e'.:m’;,a"p, o " $16,000.00
Support: 1/3.0f $45,000 = §15,000 000 2 = $7.500.00 [*./7€/17¢€ 111 Froject:
"
CCONTAnA PO e et Sl
o " . Two weeks fram .
| Conduct Project Kickoft Meeting Contract Signaturc Included

State:of NH DOS Conlract 2018-566:18

Exhibit B = Pricc and Payment Schedule — Par 3

Date: 13711/ 30k !

Contractor's Initials MM Page 8 of 77




STATE OF NEW HAMPSHIRE
Department OF Safety
Division OF Fire Standards And Training & Emergency Medical Services
Enmergency Services Records Management System
CONTRACT 2018-366
PART 3- EXHIBITB
PRICE AND PAYMENT SCHEDULE

SiteiDeploy e Ann dLEOnE UT AT ONG S

|DERMIS license:activated and-deployed to

AT A GOV 4D Gl iV a TN BIeXO FaVI oS (0N Capr a1 R Nt S
2 |Bi-Weekly Project Meelings 7 Ongoing Included
3 |Monthly Status Reports Ongoing Included
' E{,g::é;g;?em Templates / Checklists / During KickolT Mecting Included’
5 E;ﬁ;'g:rili’g;m sample of application Timeline in Work Plen Included:
6 z'ronr\l.'{l;]l;“ﬂ?cumenlaunn of default business Timeline in Work Plan Included.

o s o Oneweek afier final :
7 Final Acceptance Tests report UAT Included
8 |Project.close-out repont 30:Days-nfter Go-Live: Included
Enhancement:Modifications Project Ongo'i‘ﬁg-;thrb,l.igliﬁﬁl},al. Included

9 |Management enhancement UAT
I |System:analysis and needsassessment report Timeliie in Work Plan Inciuded
2 |Project Work Plan Timeling in Work Plan $15,000.00.

3 [Software Deploymént and Configuration Plan |Timeline in'Work Plan Included
4 |Security Plan ' Timeliiie i Work Plai; Included
5 [Testing Plan Timeline in Work Plan Included,
6 Data Conversion Plan and Desigi Timeline in Work Plan ' ]ﬁC].iladdz
7 [Training-Plan Timeline:in:Work Plan Inclided:

L [stae site | | $90,000.00
2 |Provide-State:web portal and URL Timeline in Work Plan Included
State Systém admiinistrator user acéotints’ Titheling in Work Plan N
«  lereated Inclidéd
J
[tmplement Nt specific site configurations  |Timeline in Wark Plan included
4 |(e.g. togos, links etc.) ST
5 _ |Activate Report Writer / features fimeliire in Work Plain ‘ Included
Configure sinale-sign on lor TEMSIS and  |Fimeline in Work Plan Includ
¢ IDERMIS ncluded
State-of NH DOS Cantract 2018-566-18
Cxhibit B - Piice aind Payment Schedisle - Part 3
Date: )

MLZ[I%?:;IS H M

Contraclor’

Pase o
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3- EXHIBIT B
PRICE AND PAYMENT SCHEDULE

SR R IR e

Timeline in Work Plan

$16,000.00

DERMIS Ofﬂlne Inspccuons License
7 [Activated

L T o S g G AN B A A AT A
| |Coniplete implementation of Elite Intcgranon Timeline in Work Plan includa.d
o Compléle implementation of NREMT Timeline in Work Plan $7 500,00
2 |integration T
_ Cdﬁjpi'ete implemeritation of State LMS Timeline in Work Plan $10.000.00
3 [inlegration, including linkage 1o singlé sign-on [t
Complcté implementation of Paymeni Timeline in-Work Plan $7.500.00
4 |gateway linkage L
Complete live‘pilot testing of EMS licenses  |Timeline in Work Plan Included
. § |and training applications. for'operational staff _ ’_“: udec
e Timeline in Work Plan .
Coriipléte live pilot testing of EMS licenses ¢ inciuded

.G |and training applications-forextemnal uscrs
|l 7 Producnon Go-Lwc ) ‘ szelme in Work Plcm Included

1 Conﬁgure User' Account creation workﬂow T:melme m,Work Plan In¢luded.
Configure. Legacy User Account.confirmation |Timeline itk Work Plan. | "
_ = Included.
2 [workflow ) _ o
Conﬁgurc EMS Provider License apphc‘\tlon Thmelirie in Work Plan o
Included
3, [workflow 7 . . . : "
Configure Training,Course Application Tinicline it Work Plan. - T
. Inciudéd
.4 [workflow. ) .
. 5. |Configure Serwcc/Agcncy Ilcense workﬂow Timeline in Work Plan Included
L6 ConF tré. Vch1c]e workﬂow Tnm.lme i W k_Plan -lncluded
: ._._..!'...... I : ¥ R

T:mehne i

Delivcry'of Enhancement Statement of Work:
. e Enhancemem Steitemerit

lncl.uéicd' in,’P,eré'cl

I of Work. Management

Sctting.course prerequisites-for applications Timeline in ‘ o Ean
(8'.7. 43 :'8'.'1.] .7‘ 8.1 ]'-2-0). Enhancemint. Siatenient $7,500.00

2 ¥ : I, of Work

Timeling ik

(Bsu;dzl;;g of courses int master/part.nl bundle Enhancement Starement $16,000.00

3. of Work
Internal Stafl. Approval of course.enrollment  |Timeline'in $5.000.00 °

4 (8:7.10) Enhancenient Stetenient e

State of NH DOS Contract 2018-566-18
Exhibit -B:- Price-and Payment Schedule = Part 3
Dater IV UL/ a01%

Contracior's.Initials_ M M\ Page 10 of 77




STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emecrgency Medical Services °
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

SL1AN
of Work
Timeline in
Agency Director User Search (8.3.33) Enhancement Starement $1,000.00
5 . ) ) of Work
Timeline in
PDF certificates for course-modules (8.7.19)  |Enhancement Staiement '$12,500.00
6 | of Work
. . Timeline in
Tieréd [n§pection failure criteria (8.6/7) Eithancement Statement '$2,500.00
T e , of Work
Timeline in
Alert Messages Displaycd.(8.1:14) Enheancement Statenient '$2,000,00
8 of Work
: . I ‘ _— Timeline in
‘ gs?g;lg;‘em Description for Investigations Enhancement Statement . $125.00

9 o ] af IFork
R A Timicline in B
_ gﬁﬂ;)w skills:testing module (8.7.34, 8.1 s Enhancénient Statememnt '$44,500:00
0. o _ o of Work:
) R S ' Timeline‘in .
: Custém Developinent Project Management  |Enhancenient Statement $22.750:00

11 : L of Work .

N e e e
' Tiﬁi}éﬁnefm - .
Enltancement Statement $16,275.00

Enhancement:Features:and SOW

12 De\fclqpmgnltModlﬁc.ahons‘ _lorwork: B
R R e s

i ars [ aorie Tyate R  NTimeline i S
| Vahda[e LegacyData Wo' . y |2 Hnedine. | “Included
[ 1 [|Stae T LT
. |coniplete.and validate tesfiag Imports / Timeline in Work Plan B
T - A L included
2 |convérsion of.data ‘
o o . Tiieline i Work Pl L
3 Final Go-Live:linpart / Convéision of datar Ineluded
” T A Timéline i Work Plan - .

4 Final Go-Live import validated through UAT -£5,000:00,
e L A R R S ]
. C.O_Ildl.lhl Ehtegra_lion Ies'ling; Titmeline in Work.Plan O ]ng]udcd - -

2. |Conduet Uscr Acceptanice Testing ' Timeline-in Work Plan Included

3 |Perforin Production Reliability Tests Timeline in Work Plan. lichided

Stale of NI DOS.Contract 2018-566-18

Exhibit B - Price gnd Payment Schedule - Pan 3

Date: _[p/1(/ Ml _
Contractar’s Initials nM Page 110f 77



STATE OF NEW HAMPSHIRE
Department Of Safety

Division Of Fire Standards And Training & Emergency Medical Services

Emergency Servieés Records Management System
CONTRACT 2018-566
PART 3- EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Tést In-Bound and Qut-Bound Interfaces

.-_g

S R

Tiimeline in. Wor k Plan.

. T:me_hue in H’mk Pian Included
Conduct System Performance (Load/Stress) | Tineline in Work Plan 1
Testing Ineludecd
Sccurily Reviuv and Tes’lin’f, _ Timeline in Work Plan

Includul

Inc | udul

or2 \: 2-hour sessions” nt $350.00'/. Session

FHosting 59,000 007 2 = 54.500.00

; DER.M]S Systcm (prorated for 6'niosiof S SF ¥ 19}"

On §i_lc Dcploymenl

Educauon Scssuon 3| Completc1
2 |Education‘Session #2 Complete: Timeline in-Work Plan Inchuded
3 |Education Secssion #3 Complete. ~|Timeline in Work Plan In¢luded
4  |Education Session #4 Coinplete. Timeline in' Work Plan. | Included
5 |Education Session #5 Comglete. |Fimeline:in Work Plan. . Included
6. |Cducatton Session #6 Complete: Timelinein Work Pldn Included
7  |Education Session #7 Complete Tirireline:iir'Work Plan, Included
8 |Education Session #8.Complete- Timeline in Work Plan Inéluded
9 |Education Session #9 Complete. Timeline iniWork-Plan . Included’
10 'E:d'uca"tibh“'Sessi'bn #10-Complete Timeline:in Work Pian. Incliided

e Educauo:j Sessmn #1 Compicle _ gg:(;rh;fa:’ Project lichided’

33?5’53;?: :gﬁsi:s::?}mo 00/ Day As. SCI’Edulcd ~ $5,600.00

T IORTIY isarie

Webmar Trammg _

jUp.to .x 1-hour sessionsut $175.00 /session | A's Scheduled’

$700.00

.s"l'zi;io‘o:n()-

DERMIS-Offline Inspections.
(proraied for 6 mosof SFY 19)*
JHosting $2:000,00/ 2.= $1,000.00
Suppurt: $4 8000072553 ~100.00,

|Sippart::$20,000.00/ 2 = $10:000.00. T

On Module Activation

$3,400.00

INREMT Integration-
(prorated for 6 mos of S FY19)»
|Support: $1,875100/ 2 = §937.50-

{Afer UAT

3937.50

State: LMS Integration
Npraraicd for 6 nuos of SFY 19]*
|Suppart: 52, 500.00/ 2 = $51.250.00

Arer URT

£1,250:00

|Paymeni Gateway Iniegration
Hprorafed-for 6.mos.of SFY [9)*

Afler UAT

-$937.50

Conmclor s Initials _MA M\

‘Stale of NIH:DOS Conitract 2018-566-1'8
L\Inbu B Price and Payment, Schedule — Parl 3

il'6
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Maedieal Services

Emergency Services Records Managemeit System

CONTRACT 2018-566
PART 3- EXHIBITB
PRICE AND PAYMENT SCHEDULE

Suppori §i 873 0072 =%937.50

Elite Rescuc Fire RMS Penmits

Following DERMIS

proraied for 6 mos of § Fi ig) inplemeniation per $£5,000.00
6 [Support: $10,000.00 /2 = $5,000.00 Timeline in Work Plon

Account Advisement Services’
3 (prorated for 6 mosof SFY 19)* On Contract Signature $6,250.00

linmcct old ﬂqlﬁz’.:«:m

Support: §12,500.00/2 = 86 250 00

60 days aﬂer full 1

- Co - go-live:of all
| [DERMIS Implementationand o 2 omeny $15,000.00 $1,500:00
Project Management e
modificalions are
complete.
_ 60 days-after full _
2 |DERMIS Data Hosting: productive Go- $4,500.00 $450.00
) Live
AT s ‘(60 days.after full _ .
3. |DERMIS Support Sgr_vnggs ) |productive Go:Live $IO,000.00A $1,000.00
: 60 days.after full -
'4 _‘ DERMIS Custom Developmem produciive Go-Live .SI-IS,B’IS.OQ 311,387.50
DERMIS. Mobxle lnspectlons 60 days:after full g o
3 Hosting ) Iproductive Go-Live SI’OOQ‘OO $100.00
. |DERMIS Mobile Inspections {60 days after full 29400
®_|Suppor productive Go-Live $2,400.00 $240.00
Implemeirt-and Configure-Fire ~ - L
7 [RMSG upgnde'Eiil'e';'to,Elité 60 days alter full $25,000.00 $2,500.00°
producnvc Go-Lwc
. |Rescue:Seiup _
< |Elite Rescug-Hosting, add-on to 60 daysafier fuII : s
8 Elite (1/3 o£.550,000=517,000,00/2) [productive Go-Live $8,500.00 $85 0‘90
o |Elite Rescue Support-add-onto |60 days after full .
? Elite: (1/¥01-545,000%515,000.0£2)  {productive. Go-Live. $7'5-0 0'90 $750.00
e . he . 60 days:afler full ok A
10 |Elite Rescue Fire RMS Penits ‘ productive.Go- Live ) 35_,000.-(?9 '5500:(-)0 |
Total 10% Holdback|  $19,277.50.

*Amounts are-prorated for'6 montlis (Annual Fee #2) of SFY 2019 based on the-anticipated approval date
of January 2019 for the remainder of SFY'2019.

State of NI DOS Contract 2018-566-18

Exhibit B - Pice and Paymenr Schedule - Purt 3

: [gﬁ i/ rolé
Contractor’s Initials M[El

Dale

Page 13 of77



STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Firc Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3- EXHIBIT B
PRICE AND PAYMENT SCHEDULE

**Project holdback is only applied to new additions of DERMIS and Fire RMS as Lhese solutions wiil be
being implemented as new solutions. No holdback is applied to existing systems thal are ongoing and
have been for manay years, and therefore do not warrant any holdback as there is no new “deliverable®,
only the ongoing hosting and support in place.

1.3 Future Yendor Rates Worksheet

The State may request additional Services from the sclecied Vendor and requires rates in the cvent thai
additional Service is required. Positions not identified in the Proposed. Position Worksheet may be included
in the Future Vendor Rates Worksheet.

Table 1.3: Future Vendor Rates per Hour Worksheet

[Position _ - | $FY [ sFY | sFy | sFy o SFy:ilisky Y| SFY

Title ° " .c|°2019 | 2020 | 2021 | 2022 .)."2023: |2028

Project - . -

M 3175 5175 3180 5180 $185 5185 $190 5190 5195 £195
anager

](:')lh.en: 5175 5175 5180 5130 5185 5185 $190 5190 5195 3195
ositions

1.4 Solution SAAS Services Pricing Summary Worksheet

Following is a table summarizing the hosting, support and maintenance and license fees through the
Contract end date. Price estimate reflects the most oplimistic implementation date. Actual payments may
differ from the estimale if project stant date slips or if implementation takes longer as this will cause a
shorter maintenance period.

Table 1.4: Solution SAAS Scrvices Pricing Summary Workshcet

SAASSERVICES | Year1 - | "Year2. | ‘Year37ili:iYeard - | - Yeéar 5.YT Subtotal
Web Site $56,450.00 | $71.850.00 | $73296.18 | $74,762.10 | $76,257.35 $352,624.63

Hosting Fee

Technical

Support and $117.435.00 | $154.494.20 | $144,834.08 | $147,730.77 | $150,685.38 | $715,179.43

Maintenance

updates

Licensing $206,000.00 $206,000.00

TOTALS: . | $379.385.00 | $226353.20 | $21813026 [ :$222492.87 | $226,943.73-7/1:81,273,804.06
SAASSERVICES | Year6 | .Year? Yenr8: | -Year9 | ¥ear10.:7|: 10 ¥r Totat

Web Site $77,78249 | $79338.14 | $80.92491 | sg2.54340 | $84.194.27 $757,407.84

Hosting Fee

State of NH DOS Contract 2018-566-18
Exhibit B = Price and Payment Schedule — Pan 3

Date: M/ l“ﬂ\s
Contractor’s Initials Mfs Page 14 of 77




STATE OF NEW HAMPSHIRE
Department OF Safety

Division Of Fire Standards And Training & Emergency Medicnl Services

Emergency Services Records Managenient System
CONTRACT 2018-366
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1.5,

Solution Services Component Pricing Details

Technical

Support and $153,699.09 | $156.773.07 | $159,908.53 | $163106.70 | $166.363.84 | $1,515,035.66
iMaintenance

updates

.Licensing, _ $206,000.00
TOTATS R ﬁ"ﬁ.éx L_fé“,'%if 5824083344 1] £62456 50V DR IS SIS 78435058

Following is a summary of the pricing details for. the various software solution componeiits. Sec section
1.6 Pricing table for annual pricing details.

Softwarc Solunon ' Com'poni:nt Comment ) Qty Base Price Totanncc

ePCR Purchased in. prévious '
License contract : | $0.00 $0.00

[TEMSIS Elite Rescue [Fire RMS ___|One-Time Puréhase 1| $100,000.00 $100,000:00
Fire RMS Implemeritation 1| $25,000.00 $25,000.00
Hosting Increments 2%.annually | 10 | $41,500.00 $538,986:05
Support Incieineits 2% arinually | 10 | $37:500.00 $485,237.44
Permiis, Increiments 2% annually | 1.0, .$5,000.00] $104,497.22

. Purchased in previous ‘ ‘

‘TEMS[S Elite Rescue License contiact ' B 5000 $0.00

Field Hosting __ |included in Elitc Rescue| 10 | $0.00], $0.00
Support . |increments 2% annually | 10 | $15,600.00]_ $164,245:81

_;Ené’n%_ 0 IS o

Conlract Total fnr/TEMSIS

' 1, 417, 966 52

AR B R T

Software Sohition Compén'ém ' C'oinin'cnt | Bise Pr:cc Total Price
: : Purchased in-previous ‘
[Ttauma Registey license contract ) $0:00 $0:00
Hosting Increments 2% annually | 10|  $9,450.00 $103,474.86
Support Increments 2% anoually | 10| $14.169.00 $155,048:05
Contracl Toml for Trauma chlstn §258,522.91

.. 7 "1' Um

Software Selution | Component Corinént Qty anancc ‘Total Prige
, Licensi Oné-Time Purchase | 1 | $90.600.00 $90,000:00
DERMIS System Implementation and ) ; o
Configuration|Proj Mgt I $15,000.00 '$15,000.00

State of NH DOS Contract 2018-566-18
E\hlbn B- Price and Payment Schiedule’ - Part 3
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Division Of Fire Standards And Training & Emergency Medical Services

STATE OF NEW HAMPSHIRE

‘Department Of Safety

Emergency Services Records Management System

CONTRACT 2018-566
PART 3 - EXHIBITB

PRICE AND PAYMENT SCHEDULE

Custom SOW Delned in
Deviloprivent [Proposal 1] S113.875.00 $113,875.00
Legacy Data
Migration  [One-time cost ] $5,000.00] $5,000.00
Hosting Increments 2% anmally | 10.]  $4,500.00 $94,047.49
Support Increments 2% annually | 10 | $10.000.00 $208,904 42
DERMIS Offiine Licensc One-Time Purchase | $16,000.00 $16,000.00
Inspections Hosting Increments 2% annually{ 10 $1,000.00; . $20,899.44
Support Increments 2% annually.| 10}  $2,400.00 -§50,158.66
National Regisiry Activation  |One-Time Fee ] $7.,500.00{ $7,500:00]
lntegration |support Increments 2% annually | 10 $937.50 $19,593.23
[Moodie Intesrations  (ACtivation  [One-Time Fee 1| $10,000.00 __$10,000.00
codle Integration* F——— - - : . - =],
i Suppoit Increments 2% annually | 10 $1,250.001" $26, 12430
. oo |Aélivition  |One-Time Fee | $7,500.00 __$7,500.00(
Payment Gatéivay - - ‘ . T ——
- - Support Increments 2% annwally i 10 $937.50 $19,593.23),

Sof twnrc Solutmn

| Component

Coulracl ’l otnl for DERMIS .

.75704 zss 79!

Comment Base Pnce_: . -'Iiotal«l’.rlcc;
Annual o ) _ 3
Hospital Hub. Service- Increinents 2% annuaily-| 13|  $24,000.00 -'$262,793.30}
Enhancements and Annual 73 hours atannual Dev |~ | o i
SOW Dev* Eléction. {Rale 101 $16,275.00. $172,050.00|
Account Advisement  [Annual 2. Years-witly addmoml
Services |Election opllonal 2 $6,950:00 $18,750.00{

Conlmct Toi'll

5453'.593 30

‘Solutions Services, Tenns:
»  Ongoingcammiuments:of time, ¢.g. **Enhancements-and SOW Dev™ are made available-on an‘anriual b'\5|s wiily
no_roll:over, or.accumulaiion of such hours. Those hours inust be: consumed-each yeir prior 16 éach annwch'try

‘of this:Agreement,

(TR TE R :
T Sofhvnre-Sulntmn‘ Componcnt : Comment Qty| Base Piiéé : Total_-Prlcc;
- [Full-Bay-onsite 1T o ’ N
Onsitc Trniiing  [LInIOE__1$1400/doy 251400 ~SLO000
Training ) . o i
ATravel, $l730’/"|‘i'nmt‘.r/"l"rip. 3 $1,750.00 $5,250.00
NP b st e b ) ) L.ive Session (upto 2
Webinar Training |40 it [Hoursy: 4] ssoool . $1400.00
o - Conlr'lct Total for Tl‘nmn"'_______§_w(_l_
R GO T e s iR SRS TR 4 ST0T8TS()

Siate of NH:DQOS Coniract 2018-566-18
Exhibit B = Pricc:and: Payment Schiedule ~ Part 3 3

Date: W /206
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Scrvices Records Management System
CONTRACT 2018-566
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

* ImageTrend will consider “Moodle lategration” complete upon delivery of all components within lmageTrend's
control. Any failure by the system administrator of Moodle or any other party to provide nccessary data,
information, suppon, or to otherwise comply with the State and/or ImageTrend's technical and/or security
policies will nol prevent completion of this deliverable,

e Any license purchase fees will be paid within 30 days of license activation and installation into the states
account.,

s Any software implementation and activation of hosting and support services will be prorated from the calendar
month services are initiated through the end of the SFY in effect at the time of activation of services. Prorated
fees will be based on the annual fee for the service divided by 12 and multiplied by the aumber of months
remaining in the SFY, S

1.6  Solution Services Full Annual Pricing Details
Following is the full annual pricing details for the various software solution components.

<See Following Page for Table 1.6>

State of NH DOS Contract 2018-566-18

Exhibit B - Price and Payment Schedule — Part 3

Date: 1M/ W/ gotg
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STATE OF NEW HAMPSHIRE
Department OF Safety
Division OF Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3- EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1.7 Future Pricing Options

As part of the contract negotiation process, future pricing for several licenses, modules and features was
established. Al its option, the stale intends 1o add these Jicenses, modules or features as resources become
available. Future pricing, which expires July 1st 2021, is stablished for the following solutions:

1.7.1 Fire RMS (expansion of Elite to Elite Rescue)

s Licenses:
o Mobile Fire Inspections $67,500
s Support:

o Mobile Fire Inspections Support starting at $15,000/year at the time-of implementation
o Investigations-Annual Fee of $10,000 with incremental annual increase of 2% each year

1.7.2 ImageTrend Vault - $20,000 annually

1.7.3 ImageTrend Continuum - $55,000 annually
Description; Continuum is an integrated solution designed to make monitoring your
system easy. Continuum analyzes the data within your system to provide you with
notifications and easy-to-view charts based on the data you need, without requiring you to
build reports or manually check your system. Note: This option includes & monitors to
start from Operational, Surveillance and Clinical categories. Any additional Monitor can
be obtained for an additional fee.

1.7.4 Account Advisement services — additional years available at $12,500 annually
Description: ImageTrend offers advisement services to provide clients a single point of
contact to review various lacets of their application and provide guidance on best
practices, after and before Go-Live. This entails an additional one hour per week phone
check in, coordination of upgrades whenfif needed and an advocate for non-support
related items. This ensures a single point of contact after Go-Live during the Support

phase of the system lifecycle.

1.7 Standard Agency Pricing .

In order to insure local stakcholder agencies have fair, consistent and predictable pricing for
budgeting purposes, standardized annual pricing has been established for any agency wishing Lo
maintain or establish a new CAD integration to thé State instance of imageTrend Elite as

State o NH DOS Contract 2018-566-18

Exhibit B - Price and Payment Schedule — Part 3
Date: 1}[ !!!}OG
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STATE OF NEW HAMPSHIRE
Department Of Safeiy
Division Of Fire Standards And Training & Emerpency Medieal Serviees
Emergencey Services Records Mawagement System
CONTRACT 2018-566-18
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

provided through the Contractor under this Contract. For clarity, this standard pricing is not
exlended to local agencies which have or acquire their own instances and/or licenses of
ImageTrend Llite. The local agency agreements for this integration are benween the agency and
the Contractor. All implementation, support and maintenance fees are strictly ihe responsibility of
each agency and not the state. Any agency with an existing service agreement with the contractor
at the time this comract is efféctive will continue to pay their existing services fees. This
agreement in no way madifies any agreements between local agencies and the Contractor.

1.8.1 CAD Integration
© Any agency wishing to add a new service agreement with the Contractor for CAD integration
will pay a Nat $1,000 annually for sctup, implementation, ongoing support, and maintenance.

1.8.2 Mobile Inspections
o Any Agency wishing to add mobile inspections at the agency level will pay a flat $1,500
annually for setup, implementation, ongoing support, and maintenance.

1.8.3 Legacy Data Impont
o Agency level legacy data import into the Fire RMS will be based on Agency use of format
tables provided by Vendor and the amount of work required by the vendor to import and clean
the records based the hourly rate for the SFY in effect at the time of the import per Part 3 table
1.3 “Future Vendor Rates Worksheet”

2. CONTRACT PRICE

Notwithstanding any provision in the Conlract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 (“Price Limitation”). The payment by the State of the total
Contract price shall be the only, and the complete reimbursement to the Contractor for all fees and
expenses, of whatever nature, incurred by the Contractor in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services performed under this Contract.

3. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State. All
invoices submitted shall be subject to the State’s prior written approval, which shall not be unreasonably
withheld. The Contractor shall only submit invoices for Scrvices or Deliverables as permitied by the
Contract. Invoices must be in a format as determined by the State and contain detailed information,
including without limitation: itemization of each Deliverable and identification of the Deliverable for
which payment is sought, and the Acceptance date triggering such payment; date of delivery and/or
installation; monthly maintenance charges; any other Project cosis or retention amounts if applicable.

State of NH DOS Contract 2018-566-18

Exhibit B — Price and Paymem Schedule — Part 3

Date: | ¥V 7916
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Stazidards And Training & Emergency Medical Services
Emergeney Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBITB
PRICE AND PAYMENT SCHEDULE

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will
pay the correct and undisputed invoice wilhin thirty (30) days of invoice receipt. Invoices will not be
backdated and shatl be promiptly dispatched.

lnvoices shall be sent to:

Division of Fire Standards &Training and EMS
33 Hazen Drive
Concord, NH 03305

4. PAYMENT ADDRESS
All payments shall be sent to the following address:

ATTN Accounts Payable: Beverly Owen
ImageTrend. Inc.20855 Kensington Blvd Lakeville, MN 55044

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (I5) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor’s  invoices
with appropriate information attached.

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the first year annual fee for the combined DERMIS Support
and Hosting fees of $29,000 and DERMIS Mobile Inspections Support and Hosting fees of $6,800.00 for a
period of 60 days after first productive use of the Systems. The State shall withhold ten percent {10%) of
the DERMIS Custom Development Cost of $113,875.00 for a period of 60 days after all components of
the custom software components defined in Exhibit A arc fully implemented and arc in first live
productive use.

State of NH DOS Contract 2018-566-18
Exhibit B — Price and Payment Schedulc — Part 3

Date:
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STATE OF NEW HAMPSHIRE
Department OF Safety
Division Of Fire Standards And Training & Emergency Medicn Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

EXHIBIT C - ACCOUNTS AND SPECIAL PROVISIONS

1. ACCOUNTS AND FUNDING SOURCES
Funds are available in the SFY 2019 operating budget and are anticipated to be available in the SFY2020,
and SFY2021 contingent upon availability and continued appropriation of funds in future operating

budgets, with the authority to adjust between fiscal years through the Budget Office if needed and
justified.

1.1  Firc Standards and Training and Emergency Medical Services Administration Account

Account Code 02-23-23-231010-40650000-024-500230

Account Name Dept. of Safety - FS&T & EMS — FS&T & EMS Admin
Object Code Technology - Software

Activity Code N/A

SFY19 SFY20 SFY21 SFY22 SFY23 SFY24 SFY25 SFY26 SFY21 SFY28
$102,860.00|  $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

1.2  Fire Standards and Training and Emergency Medical Services Administration Account

Account Code 02-23-23-231010-40650000-038-509038

Account Name Dept. of Safety — FS&T & EMS - FS&T & EMS Admin
Object Code Technology - Software

Activity Code N/A

SFY19 SFY20 SFY2I SFY22 SFY23 SFY24 SFY25 SFY26 SFY27 SFY28
$0.00  ]$239,542.20[5234,870.30)5239,232.90|5244,147.70|5248,686.60]$253,781.20)5258,503.40|5263,785.10]$268,698.10

1.3 Fire Standards and Training Grants Account

Account Code |02-23-23-231010-33400000-038-509038
Account Name Dept. of Safety - FS&T & EMS - FIRE STDS & TRAINING GRANTS
'|Object Code Technology - Software
Activity Code 233340 EMS RUM
SFYI19 | SFY20 SFY2I SFY22 SFY23 SFY24 SFY2S SFY26 SFY27 SFY238
$318,225.00| $6,936.00 | $0.00 $0.00 $0.00 « $0.00 50.00 $0.00 $0.00 $0.00

1.4 National Fire Academy Grant Account

Account Code 02-23-23-231010-44570000-038-509038
Account Name Dept. of Safety — FS&T & EMS - NAT'L FIRE ACADEMY GRANT
Object Code Technology - Software
Activity Code Activity Code: 23FA AFGI17
SFY19 SFY20 SFY21 | SFY22 SFyY23 SFY24 SFY25 SFY26 SFY27 SFY28
$168,650.00] 50.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00

State of NH Coniract 2018-566-18

Exhibit C — Special Provisions — Part 3
Date: 13/11/ 3uig
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBIT C
SPECIAL PROVISIONS

2. SPECIAL PROVISIONS

ImageTrend exceptions and modifications to Part |, General Provisions (Form Number P-37) of this
contract:

Additions are marked in bold underlined text. Deletions are [bracketed] and marked in bold

strikethrough,

P-37, Section 5 CONTRACT PRICE/PRICE LIMITATION/PAYMENT is appended with the following
new section:

“5.5 The work, sale of poods, and services (‘the Services’) described in this Agreement shall

be the only and complete scope of Services. Any other work, sale of poods, or services not
described herein are out-of-scope and Contractor shall have no obligation to such out-oi-

scope work, sale of poods, or services.”

P-37, Section 7.3 is modified to add the following clarifying language:

“The Contracting Officer specified in block 1.9, or his or her successor, shall be the State’s
representative. In the event of any dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be the final gnd authoritative version for the State’s

position in the dispute.”

P-37, Section 9.1 is modified as follows:

As used in this Agreement, the word “data” shall mean all information and things developed or
obtained during the performance of, or acquired or developed by reason of, this Agreement,
including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts, sound
recordings, video recordings, pictorial reproductions, drawings, analyses, graphic representations,

computer printouls, notes, letters, memoranda, papers, and documents, all
whether finished or unfinished.

P-317, Section 13 is modified as follows:

The Contractor shall defend, indemnify and held harmless the State, its officers and employees,
from and against any and all losses suffered by the Siate, its officers and employees, and any and
all claims, liabilities or penalties asserted against the State, its officers and employees, by or on
behalf of any person, on account of, based or resulting from, arising out of (or which may be
claimed 1o arise out of) the acts or omissions of the Contractor. Notwithstanding the foregoing,
nothing herein contained shall be deemed to constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

State of NH Contract 2018-566-18
Exhibit C = Special Provisions — Par1 3
Date: \t/U1 /408
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBITD
ADMINISTRATIVE SERVICES

EXHIBIT D - ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenscs. All labor rates
wiil be “fully loaded”, inciuding, but not limited to: meals, hotelfhousing, airfare, car
rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract. '

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide
the Contractor with access to all program files, libraries, personal computer-based
syslems, software packages, network systems, security systems, and hardware as required
to complete the contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions
rcasonably necessary to allow the Contractor to perform its obligations under the
Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the Siate access to all State-owned documents, materials,
reports, and other work in progress relating to this RFP. Upon expiration or termination
of the Contract with the State, the Contractor shall tum over all Statc-owned documents,
material, reports, and work in progress relating to this RFP to the State at no additional
cost to the State.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

The Contractor shall agree to the conditions of all applicable State and federal laws and regulations,
which are incorporated herein by reference, regarding retention and access requirements, including
without limitation, retention policies consistent with the Federal Acquisition Regulations (FAR)
Subpart 4.7 Contractor Records Retention. ’

The Contractor and its Subcontractors shall maintain books, records, documents. and other evidence of
accounting procedures and practices, which properly and sufficiently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. The Contractor

State of NH Contract 2018-566-18

Lxhibit D - Administrative Services — Part 3
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STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Stundards And Training & Emergency Medical Services
Emecrgency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBITD
' ADMINISTRATIVE SERVICES

and its Subcontractors shall retain all such records for three (3) years following termination of the
Contracy, including any extensions. Records relating to any litigation matters regarding the Contract
shall be kept for one (1) yvear following the termination of all litigation, including the tenmnination of all
appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject 1o
inspection, examination, audit and copying by personnel so authorized by the State and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these ilems shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating to the .
Contract, including all appeals or the expiration of the appeal period. The Contractor shall include
the record retention and review requirements of this section in any of its subcontracts.

The Slate agrees that books, records, documents, and other evidence of accounting procedures and
practices related to the Contractor’s cost structure and profit factors shall be excluded from the State’s
review unless the cost of any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profil factors.

ACCOUNTING REQUIREMENTS

The Contractor shall mainlain an accounting system in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all other
costs and expenditures.

State of NH Contract 2018-566-18
Exhibit D~ Administrative Services - Pant 3
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STATE OF NEW HAMPSHIRE
Department Of Safety |
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.

The Contractor Key Project Staff shall participate in meetings as requested by the State, in accordance
with the requirements and terms of this Contract.

2. Introductory Meeting: Participants will include the Contractor’s Key Project Staff and State Project
leaders from both Department of Justice and the Department of Information Technology. This
meeting will enable leaders to become acquainted and establish any preliminary Project procedures.

b. Kickofl Mecting: Participants will include the State and the Contractor’s Project Team and major
stakeholders. This meeting is to establish a sound foundation for activities that will f'ollo;v.

¢. Status Mectings: Participants will include, at the minimum, the Contractor's Project Manager and the
State Project Manager. These meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from the Contractor shail serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi-weekly
basis, in accordance with the Contract.

¢. Special Meclings: Need may arise for a special meeting with State leaders or Project stakeholders to
address specific issues.

f. Exit Mecting: Participants will include Project leaders from the Contractor and the State. Discussion
will focus on lessons learned from the Project and on follow up options that the State may wish to
consider.

The State expects the Contractor to prepare agendas and background for and minutes of meetings.
Background for each status meeting must include an updated Work Plan. Drafling of formal
presentations, such as a presentation for the kickoff meeting, will also be the Contractor’s responsibility.

The Contractor’s Project Manager or the Contractor's Key Project Staff shall submit monthly status
reports in accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The Contractor’s Project Manager shall assist the State’s Project Manager,
or itself produce reports related to Project Management as reasonably requested by the State, all at no
additional cost Lo the State. The Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1. Project status related to the Work Plan;

State of NH DOS Contract 2018-566-18
Exhibit E — Implemeniation Services — Part 3
Date: \¥[i/ 3018
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STATE OF NEW HAMPSHIRE
Depariment Of Salety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566-18
PART 3 - EXHIBITE
IMPLEMENTATION SERVICES

Deliverable status:

Accomplishments during weeks being reported;

Planncd activities for the upcoming two (2) weck pefiod;
Future activities; and

Issues and concems requiring resolution.

Report and remedies in case of falling behind Schedule

Mo

As reasonably requested by the State, the Contractor shall provide the State with information or reports
regarding the Project. The Contractor shall prepare special reports and presentations relating to Project
Managemenl, and shall assist the State in preparing reports and presentations, as reasonably requested by
the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

The Contractor shall employ an industry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan;

The Contractor and the State shall adopt a change management approach to identify and
plan key strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training Plan,
which will be customized to address the State’s specific requirements. Decisions
regarding format, content, style, and presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as functionality is
defined and configured.

The Contractor shall manage Project execution and provide the toois needed to create
and manage the Project’s Work Plan and tasks, manage and schedule Project staff, track
and manage issues, manage changing requirements, maintain communication within the
Project Team, and report slatus.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established lor: the preliminary training plan, the change management
plan, communication approaaches, Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
siructure a cost cffective and timely execution. Processes will be documented, training
established, and the application wil be ready for Implementation in accordance with the Work
Plan.

State of NH DOS Contract 2018-566-18
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2.3 Change Management and Training

The Contractor’s change management and training services shall be focused on developing
change management and training strategics and plans. [ts approach relies on State resources for

the  execution of the change  management and end  user training.

Staie of NH DOS Contract 2018-566-18
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EXHIBIT F - TESTING SERVICES
The Contractor shall provide the following Products and Services described in this Exhibit F, including but
not limited to: .

1. TESTING AND ACCEPTANCE

The Contractor shall bear ali responsibilities for the full suite of Test Planning and preparation throughout
the Project. The Contractor will also provide training as necessary to the State staff responsible for test
activities. The Contractor shall be responsible for all aspects of testing contained in the Acceptance Test
Pian including support, at no additional cost, during User Acceptance Test conducted by the State and the
testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g, software modules or functions, and Implementation(s)). This shall include
planning, test scenario, Data and System preparation for testing, and execution of System Integration
Tests, Conversion Tests, Installation tests, Regression tests, Performance Tuning and Stress tests, Security
Review and tests, and support of the State during User Acceptance Test and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs. expected results
and for the resolution and tracking of all errors and problems identified during test execution. The
Contractor shall also correct Deficiencies and support required re-testing.

1.1 Test Planning and Preparation

The Contractor shall provide the State with an overall Test Plan that will guide all testing. The
Contractor provided, State approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements traceability matrix, test variants,
test scenarios, test cases test Data, test phases, expected results, and a tracking method for reporting
actual versus expected results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing will commence upon the Contractor’s Project Manager’s Certification, in
writing, that the Contractor’s own staff has successfully executed all prerequisite Contractor’s testing,
along with reporting the actual testing results, prior to the start of any testing executed by State staff.
The State will be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test
data, and expected results,

The State will commence its testing within five (5) business days of receiving Certification from the
Contractor that the State’s personnel have been trained and the System is installed, configured,

State of NH DOS Contract 2018-566-18
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complete, and ready for State testing. The testing will be conducted by the State in an environment
independent from the Contractor's development environment. The Contraclor must assist the State
with testing. in accordance with the Test Plan and the Work Plan, utilizing tést qnd live Data to
validaie reports, and conduct stress and performance testing. at no additional cost.

Tusting begins upon completion. of the, Software configuiation as required and user training according
10 the Work Plan. Testing endsiupon -issuance of a Letier of UAT Acceplance by the State.

The Contractor must demonstrate that their testing methodology can be integrated with the. State
slandard.inethodology.

1.2 Functional Festing
Individual components are black-box: tested to insure correct functionality:

1.3 System Integration Testing (if applicabic)
The-new Systen is tested in: mlegmuon with other application systems (legacy and service providers)
in o production-like environment: System. Integration Testing validales: the |nlcgmnon ‘between the
individual unit application moduies.and verifies-that the new Systém meets defined requirémerits and
suppons execution of interfacés and business processes:.

Thorough end-ta-end testing -shall be performed by the. Coniractor team(s). to confirm: that the
Appliciition ‘integrates withsany, inlerfaces. The test: emphasizes-end-lo-end business processes, and
the: flow ‘of information: across applicaiions (IF APPROPRIATE). It includes all key business
processes .and mterfnces being lmplememed confirms data transfers with (éxtemal, pames -and
inclodes lhc lransm1ssnon of printing of all’ electronic and paper docimenits;

Wo;'k Jomllyv with the Slnle to vilidate componients of the fests..

Work..JomtIy wuh ‘the Comraclur o devélop ‘the Systcms Intcgmuon Tcst :
Specifications.
Work Jomily ‘with -the. Cohtractor o develop and. toad .the data profiles. 10'
‘support the test Specifications. !
+  Work jointly with the .Coniractor to validale components. of -the: -lests,;
amodifications, Nixes and other System.i interactions with the Conlrncwr supphed
Software Solution: .

Stmc 6f NH DOS Contratt 2018-566-18
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The Integration-Tested Systemn indicates that all interfaces belween the
application and the legacy and third- -party systems, interfaces, and applications
are:functioning: properly.

e L

1.4  Corversion Validation Testing
in-Conversion Validation Tesling, 1arget application functions are validated.

The conversion validation test.should:verify that migrated.or converted data
:} _remains.accurnte nfler impori(s). N

o For conversions-and-interfaces; the Contmclor,s.'lc:um awill exceute the applicable
i1 . validation tests, and compare e\ecuuon,rcs Wil H 1he documemcd expected
.. vesults. ; T

Exlmcl and\cleunse 1I' neccssary,hthe,legacy datmto ‘be converted in the data

- conversmns Mnlch da els fr‘c':ﬁ1 dlspa rat systems "0’ needed

L5 lnstallation Testing

0 Inslallanon Tcstmg the apphication companents are installed.in the staging environment-to-test.the
ingtallation routinic’s and-are‘refinied for.the cventuat producuon environment, This-activity serves.as:a
«dry run of the-installation steps-in preparation for-configuring.the production systém.

1.6 User:Acceptance Testing (UAT).
UAT bg’:ﬁiﬁs vpan c'or_np'lct‘ib_‘ri of the Software configuration as required and user training according to
‘the'Waork Plan. Testing ends; upon issuance of a Letter of UAT Aeceptance by the State.

The User Acceptance Test verifies System functionality against predefined Acceprance criterin that
supportithe. successful execution of approved business:processes.

UAT will also sérvé as & perforinaiice and stress test of the Systen: It may cover any aspect of the
néw System, including administrative: procedures such as backup and recovery. The résuls of the
UAT provide evidence that the new Systemi ‘meets the User Accepiance criteria as defined in the
Work Plan.

“The results' of the User Acccptancc Test provide evidence that the new ‘System meets the User
Acceplanteicriteria as.definéd in'the Worl\ Plan.

Upon successful conclusion of UAT -and. successful Systém deployment, the State will issué a Letter ol

UAT Acceptance and the respective: Warranty Period shall commence.,

State of NH DOS Contract 2018-566-18
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Acceptance criteria,that support thie successful execution of approved processes.

Acceptance. Test.

in.any tcstmg aclwltl
= Manitor.. ‘the; e
Acccptance Tes

T

* Provide the Srm: an- Acccptancc Test Plan and selection of tests for |Iu_ .
*  Vendor-will;have: compleled prerequusuc lests pl'IOI' to. State stall involvement
'A_,SIS?‘nnd assist a5 nccded during the User

glelenmnmg the: rcqulred 'u:uons for problcm

The System User Acceplance’ Tesls verify System t'unclxonalu)' agnmst prcdcl‘ ned |

i-'Systems

)

Thésé” I"Esix'lls' ‘prov:'de‘;’é"vrfdcnccl
" criferia’ dci'ncd in ihe! Work‘;Plnn

'B?er-—Acccplan?aTcsts,\ls' lhe‘Uscr Acceptauce Tesl Rcsults

I.7  Performance Tuning and Stress Testing.
The Contractor shall .develop :and document. Software canfi iguration and tuning of the DERMSIS
infrastructure. as well as assist::and .direct the: State's System Administratois and Database

Administrators. in’ configiring 'and. tuning the! mfrastrucmre 'to support’ the software throughout the
Project .

1.8 .Scope

The scope of Performarice Tesnng shall be, to richsure. the: Systein level :meltfics critical ‘for the.

devclopment’ of the apphcalmn:. infrastructure and operation of the -applications ‘in the: production
CﬂVIl’OI‘II]'ICI“

It will include, tie, nteasurement of response rites of: the application for end-user transactions: and

résource utilization (of various servers-and network):under various load conditions. T hese response:

rates- shall become the basis for changes and retesting until Public Por!ul page load time is under 4
seconds 90%.of the time is-achieved.

Performance testing:and luning: shall occur in the. final pradiction envifonment and shall use a
capy-of the final production databasc o prov:de the biest results.

State of NH DOS Conlract 2018:366-18
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1.9  Test Types

Performance testing shall use two different types of testing to determine the stability of the
application. They are baseline tests and load tests,

a) Baseline Tests: Baseline tests shall collect performance data and load analysis by running
scripts where the output is broken down into business transactions or functions. The test is like
a single user executing a defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time, throughput and other user-
based metrics.

b) Load Tests: Load testing will determine if the behavior of the System can be sustained over a
long period of time while running under expected conditions. Load test helps to verify the
ability of the application environment under different load conditions based on workload
distribution. System response time ang utilization is measured and recorded.

1.10 Tuning

Tuning will be the Contractor led and occur during both the development of the application and
load testing. Tuning is the process whereby the application performance is maximized. This can be
the result of making code more efficient during development as well as making tuning parameter
changes to the environment.

1.11  Regression Testing

As a result, of the user tesling activities, problems will be identified that require correction. The State
will notify the Contractor of the nature of the testing failures in writing. The Contractor will be
required to perform additional testing activities in response to State and/or user problems identified
from the testing results. Regression testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not ciused unintended adverse
effects, and to verify that the modified and related (possibly affected) System components still meet
their specified requirements.

In designing and conducting such regression testing, the Contractor will be required to assess the risks
inherent to the modification being implemented and weigh those risks against the time and effort
required for conducting the regression tests. In other words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences of the modification while
taking into account Schedule and economic considerations.

1.12  Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested 10 ensure they protect the State’s hardware
and software and its related Data assets. Tests shall t;ocus on the technical, administrative and physical

State of NH DOS Contract 2018-566-18
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security controls that have been designed into the Sysiem architecture in order to provide the necessary
confidentiality, integrity and availability. Tests shall, af a minimum, cover each of the service
components. Test procedures shall include penciration tests and application vulnerability scanning.

Service Component Defines the set of capabilities that:

Identification and Supports obtaining information about those parties

Authentication attempting to log onto a system or application for
securily purposes and the validation of users

Access Control Supports the munagement of permissions for
logging onto a computer or network

Encryption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a
compuler system '

Verification Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature Guaranitees the wnaltered state of a file

User Management Supports the administration of computer,

application and network accounts within an
organization.

Role/Privilege Supports the granting of abilities to users or groups
Management of users of a computer, application or network

Audit Trail Caplure | Supports the identification and monitoring of
and Analysis activities within an application or system

Input Validation Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server.

Tests shall focus on the technical, adminisirative and physical sccurity controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shall, at a minimuin, cover each of the service components. Test procedures shall
include application vuinerability scanning.

Prior to the System being mmoved into production the Contractor shall provide results of all security
testing to the State Project Manager for review and Acceptance. All Software and hardware shall be
free of malicious code (malware),

State of NH DOS Contract 2018-566-18
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EXHIBIT G - MAINTENANCE AND SUPPORT

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in the
applicable program Documentation through the contract end date.

1.1 Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract and Service Level
Agreement in Exhibit G, Section 4.

1.1.1 Maintenance Releases
The Contractor shall make available to the State the latest program updates, general
maintenance releases, selected functionality ruleases, patches, and Documentation that are
generally offered 10 its customers, at no additional cost.

1.1.2 Standard Agreement
The State will adopt the Contractor’s standard maintenance agreement modified to address
terms and conditions inconsistent with State Statutes and general State information
technology practices.

2. SYSTEM SUPPORT

The Contractor will be responsible for performing on-site or remote technical support in accordance
with the Contract Documents, including without limitation the requirements, terms, and conditions
contained herein. See Service Level Agreement in Exhibit G, Section 4 for classification of
deficiencies and malfunctions and response timelines.

3. SUPPORT OBLIGATIONS AND TERM

3.1 The Contractor shall repair or replace Soflware, and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract, including but not
limited to Section 7.5 of the Support and Maintenance Requirements in Exhibit H Requirements,
Attachment 1.

3.2 The Contractor shall maintain a record of the activitics related to warranty repair or maintenance
activities performed for the Department.

3.3 For all maintenance Service calls, the Contractor shall ensure the following information will
be collected and maintained: nature of Deficiency; current status of the Deficiency; action
plans, dates and times, expected and actwal completion time; Deficiency resolution

Siate of NH DOS Contract 2018-566-18
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information; Resolved by; Identifying number i.e. work order number: and Issue identified
by. '

3.4 The Contractor must work with the Department to identify and troubleshoot potentially large
scale System failures or Deficiencies by collecting the following information: mean time
between reported Deficiencies with the Software; dingnosis of the root cause of the problem;
and identification of repeat calls or repeat Software problems.

3.5 Ifthe Contractor fails to correct a Deficiency within the allotted period of time siated above,
the Coniractor shail be deemed to have committed an Event of Default, and the State shall
have the right, at its option, to pursue the remedies in Part 2 Scction 13.1.1,

3.6 If the Contractor fails to correct a Deficiency within the allotted period of time stated above,
the Contractor shall be deemed to have committed an Event of Default, and the State shall
have the right, at its option, 1o pursue the remedies in Part | Section 8.

SERVICE LEVEL AGREEMENT

PERPETUAL USE LICENSE, IMAGETREND HOSTED SOLUTION
YERSION 4.0

This agreement exisls for the purpose of creating an understanding between IMAGETREND and the State
10 host the application on IMAGETREND's servers. [t is part of our guaraniee for exceptional service
levels for as long as the system annual support fee is contracted. The Licensed IMAGETREND Hosted
Solution Service Level Agreement puarantees your web application's availability, reliability and

performance. This Service Level Agrcement (SLA) applies 1o any site or application hosted on our
nectwork as contracted. \

1.

Hosting at the ImageTrend's Datacenter
IMAGETREND's hosting environment provides 99.9% availability and is compriscd of state-of-the-
art Blade Servers and SAN storage that are configured with the no single point of failure through
software and infrastructure virtualization, blade enclosure redundancies and backup storage policies.
QOur Compellent SAN has a fiber channel backend, currently hosts 8TB of storage, has dual storage
controllers with redundant power supplies and redundant paths 1o disk, and hot swappable drives. We do
offsite replication to disk on a second SAN. Scheduled maintenance and upgrades do not apply to the
system availability calculation and the STATE shall be properly notified ol such scheduled
occurrences 10 minimize accessibility interruptions.

State of NH DOS Contract 2018-566-18
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Hardware
IMAGETREND server hardware is configured to prevent data loss due to hardware faiture and

utilize the following to ensure a quick recovery from any hardware relnted problems.
» Independent Application and Dalabase Servers
o Microsoft SQL Server 2012
o Microsoft Windows Server 2012
«  Redundant Power Supplies
« Off-Site Idle Emergency Backup Servers (optional)
+ Sonicwall VPN Firewall
+  Redundant Disk configuration
= Disk Space allocation and Bandwidth as contracted

Physical Facility
The IMAGETREND hosting facilities are located in downtown Minncapolis and Chicago with
every industry standard requirement for hosting not only being mel, but exceeded. Requirements
such as power supply and power conditioning, normal and peak bandwidih capacity, security and
fail over locations are all part of an overall strategy to provide the most reliable hosting facility
possible.

»  Redundant, high-speed Internet connections over fiber optics.

«  Power protection via an in-line 80kVa UPS with a 150 KW backup diesel generator

e Temperature conirolled

_*  Waterless Fire Protection and Clean agent fire suppression

»  Secured site access

»  Steel Vault Doors

s 21" concrete walls and ceiling

Data Integrity
IMAGETREND applications are backed up daily allowing for complete recovery of data to the
most recent backup: h

» Daily Scheduled Database and Application Backups.

s  Daily Scheduled backup Success/Failure notification to IMAGETREND staff

2. Application and Hosting Support
IMAGETREND provides ongoing support as contracted for their applications and hosling services,
including infrastructure. This includes continued attention to product performance and general
maintenance needed to ensure application availability. Support includes technical diagnosis and fixes of
technology issues involving IMAGETREND software. IMAGETREND has a broad range of technical
support services available in the areas of:

State of NH DOS Contract 2018-566-18
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»  Web Application Hosting and Support

»  Subject Matter Expen Application Usage Support
»  Web Application Development/Enhancement

+ Database Administration/Support

¢ Project Management

» SystemsEngineering/Architecture

IMAGETREND offers ulti-level technical support, based on level-two user support by
accommodating both the general inquiries of the administrators and those of the system users. We
will give the administrators the ability to ficld suppont for the system as the first level of contact while
providing them the option to refer inquiries directly to IMAGETREND.

IMAGETREND's Support Team is available Monday through Friday from 8:30 am to 5: OUpm EST via
the Support Suite, email or telephone.

Support Suite: \vww.inmgetrend.comlsupport Email:
support{@imagetrend.com

Toll Free: 1-888-730-3255

Phone: 952-469-1589

2.1 Online Support

IMAGETREND offers an online support system which incorporates around-the-clock incident
reporting of all submitted tickets to IMAGETREND’s application support specialists. Once a
STATE submits a support ticket, he or she can track the progress with a secure login to the support
application. The system promotes speedy resolution by offering keyword-based self-help services
and articles in the knowledgebase, should STATE wish to bypass traditional support services.
Ticket tracking further enhances the efforts of Support Desk persannel by allowing
IMAGETREND to identify patterns which can then be utilized for improvements in production,
documentation, education and [requently asked questions to populate the knowledgebase. The
support ticket tracking system ensures efficient workflow for the support desk specialists while
keeping users informed of their incident’s status. Support patterns can be referenced to populate
additional knowledgebase articles.

2.2 Incident Reporting Malfunciions

IMAGETREND 1akes all efforts to correct malfunctions that are documented and reported by the
STATE. IMAGETREND acknowledges receipt of a malfunction report from a STATE and
acknowledges the disposition and possible resolution thereof according to the chan below.,

2.3 8n, ffware Def iciencies rmd MaMrmcnam
Severity .
Level

:IMAGETREND Return: | -Apficipated Error.
‘Call to Licensee aftet: |- ‘résolution after

. Exampl?s of each Severity Lgvcl: ; -""

State of NH DOS Contract 2018-566-18
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Initial Notification of an.[: “IMAGETREND - - -

- Error dgémént of
RN . L R hes, an efror.to State.”
High/Site  |Complete or partial shutdown of one or {Within one (1) hour of Six hours
Down more Sofiware functions; access to one finitial notification during
or more Software functions not business hours or via

available; a major subset of Softiware  [support.imagetrend.com
application is impacted or does not
allow System to otherwise operate; no
work around, demands immediate
action;

Medivm  |Minor subsystem failure important, data|Within four (4) hours of 24 Business hours
entry or access is impaired on a limited |initial notification :
basis, can sometimes be managed by a
State or agency administrator as a first
level or response for resolution —
usually user error (i.e. training) or
forgotten passwords; does not stop
operation and/or there is a work around
and user can perform tasks;

Low System operational with minor issues or[Same day or next business [Future Release
cosmetic in nature, supgesied day of initial notification
enhancements as mutually agreed upon
~ typically covered in a future release
as mulually agreed upon, minimal
effect on System, user can use System;

2.4 Documentution and Non-Software Deficiencies and Deficits

:Examples of éath'-S:févqi‘i.ty- Ley;:czl:; i ;

Class A Written Docrmentation - missin'g Within six (8) hours of

Five (5) Business days
Deficiency [significant portions of information or  [initial notification during
unintelligible to State; business hours

Non Soffware - Services werc

inadequale and require re-performance
of the Service.
Class B Written Documentation - porlions of Within two (2) days of According to Planned

Staie of NH DOS Contract 2018-566-18
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Deficiency [information are missing but not enough |initial notification with  [Corrective Action

to make the document unintelligible; Planned Cormrective Action
Non Software - Services were deficient,
require reworking, but do not require re-
performance of the Service.

Class C

Deficiency [changes required and of minor editing  [initial notification with Corrcctive Action

Written Dociymentaiion - minimali Within two (2) days of According to Planned

1nature; Planned Corrective Action
iNon Sofnwware - Services require only

minor reworking and do not require re-
performance of the Service.

Service Requests (enhancemenis)

Any service requests that are deemed 1o be product enhancements are detailed and presented to the
development staff, where the assessment is made as 1o whether these should be added to the
future product releascs and with a priority rating. If an enhancement request is specific to one
STATE and deemed to be outside of Ihe original scope of the product, then a change order is
written and presented to the STATE. These requests are subject to our standard rates and
mutual agreement. STATES review and approve the scope, specification and cost before work is
started to ensure goals are properly communicated.

Product release management is handied by IMAGETREND using standard development tools
and methodologies. Work items including, tasks, issues, and scenarios are all captured within the
system. Releases are based on one or more iterations during a schedule development phase. This
includes by not limited to: development, architecture, testing, documentation, builds, test and use
cases. Submissions of issues or requests are documented within our Product Management system
and from there workflow is created to track the path from initial request to resolution.

Muaintenance and Upgrades

System/product maintenance and upgrades, if applicable, are included in the ongeing support
and warranty as contracted. These ensure continued attention to product performance and
general maintenance. Scheduled preduct upgrades include enhancements and minor and major
product changes. Customers are notified in advance of scheduled maintenance. It is the STATE's
responsibility to accept all offered updates and upgrades to the system. If the STATE does not
accept these, STATE should be advised that IMAGETREND, at its discretion, may offer limited
support for previous versions. All code releases also maintain the integrity of any STATE specific
configurations (i.e. templates, addresses, stall information, active protocols, etc.) that have been
implemented either by IMAGETREND's implememtation staff or the STATE's administrative
staff.

Escalation
Our support stafT is commitied to resolving your issues as fast as possible. 1T they cannot resolve

State of NH DOS Contract 2018-566-18
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your issue, they will identify the course of action ihat they will be raking and indicate when an
answer will be available. They in turn will seek assistance from the designated developer. The
next level of escalation goes to the Project Manager, who also addresses all operational issues on
an ongoing basis and reviews the issue log regularly to assess product performance and service
levels. Senior Management will handle issues requiring further discussion and resolution. Any
issues to be determined 1o be of a critical nature are immediatcly escolated accordingly.
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EXHIBIT H - BUSINESS REQUIREMENTS

Business Requirements for Department of Safety RFP 566-18 “Emergency Services Records

Management System™ dated March 16, 2018 is hereby incorpornted by reference as fully set forih
herein. ]
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EXHIBIT 1- WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within (4 days of the Effective Date and further refine the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s plan
to implement the System. Continued development and management of the Work Plan is a joint cffort on the

part of the Contractor and State Project Managers.

The preliminary Work Plan for Implementation created by the Contractor and the State is set forth at the end
of this Exhibit.

In conjunction with the Contraclor's Project Management methodology, which shall be used 1o manage the
Project’s life cycle, the Contractor team and the Slate shall finalize the Work Plan ot the onset of the Project.
This plan shall identify the tasks, Deliverables, major milestones, and task dependencies required to
implement the Project. It shall also address intra-task dependencies, rescurce allocations (both State and
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is
decumented in accordance with the Contractor's Work Plan and shall utilize Kayako Support Suite to support
the ongoing management of the Project,

1. ASSUMPTIONS

A. General

= The Siate shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix. :

+  All State tasks must be performed in accordance with the revised Work Plan.

» All key decisions will be resolved within five (5) business days. Issues not resolved within this
initial period will be escalated to the State Project Manager for resolution. .

« Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject 1o the identified Change Control
process.

» The Contractor shall maintain an accounting sysicm in accordance with Generally Accepted
Accounting Principles (GAAP).

B. Projecct Management

»  The State shall approve the Project Management Methodology used for the Project.

»  The State shall provide the Project Team with reasonable access to the State personnel as needed
to complete Project tasks.

* A Froject folder created within a secured site shall be used ifor centralized storage and retrieval of
Project documents, work products, and other material and information relevant to the success ol
the Project and required by Project Tenm members. This central repository is secured by
determining which team members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and maintain this folder.
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The State Project Manager shall approve access for the State tcam. Documentation can be stored
locally for the Contractor and State team on a “shared” network drive to facilitate ease and speed
of access. Final versions of all Documentation shall be loaded to the State System.

*»  The Contractor assumes that an Aliernate Project Manager may be appointed from time to time 1o
handle reasonable and ordinary absences of the Project Manager.

Conversions

¢ The Contractor Team's proposal is based on the assumption that the State’s technical team is
capable of implementing, with assistance from the Contractor’s technical team, a subset of the
conversions. The Contractor’s Team shall lead the State with the mapping of the legacy Data to
the Contractor’s applications.

» Additionally, the Contractor’s Team shall:

1. Provide the State with Contractor’s application data requirements and examples, of data
mappings via contractor provided workbook spreadsheets.. The Contractor’s Team shall
identify the APIs the State should use in the.design and devclopment of the conversion.
Provide guidance and assistance with the use of the workbooks provided.

Lead the review of functional and technical Specifications.”
4. Assist with the resolution of problems and issues associated with the development and

Implementation of the conversions.

5. State shall have primary responsibility for completing Contractor provided data impont
workbooks, including making and carrying out mapping decisions as applicable. Cantractor
shall assist State in understanding and using the workbooks.

L b2

Project Schedule

* Deployment is planned within the project plan and Work plan, and the base Commercial-Off-
The-Shelf system excluding custom development has a planned go-live date to be determined
during development of the project plan, but no later than December 3, 2018.

Reporting
* The Contractor shall conduct, at minimum, bi-weekly status meetings, and provide reports that
include, but are not limited to, minutes, action items, test results, and Documentation.

User Training

* The Contractor’s Team shall lead the development of the end-user training plan.
A train the trainer approach shall be used for the delivery of end-user training,
The State is responsible for the delivery of end-user training.

The State shall schedule and track attendance on all end-user training classes.

Performance and Security Testing s

¢ The Contractor’s Team shall provide a performance test workshop to identify the key scenarios o
be tested, the approach and tools required, and best practices information on performance testing.

* The State shall work with the Contractor on all testing as set forth in Contract Exhibit F - Testing
Services.

State of NI1 DOS Contract 2018-566-18
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ROLES AND RESPONSIBILITIES
A. Contractor Team Roles and Responsibilities

L

1) Contractor Team Project Exccutive
The Contractor Team's Project Executives (Contractor Project Executives) shall be responsible
for advising on and monitoring the quality of the Services throughout the Project life cycle. The
Project Executive shall advise the Contraclor Team Project Manager and the State’s Project
leadership on the best practices for implementing the Contractor Software Solution within the
State. The Project Exceutive shall panticipate in the definition of the Project Plan and provide
guidance to the State’s Team.

2) Contractor Team Project Manager
The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the aclivities of the Contractor
Implementation Team. The Coniractor Team Project Manager will have the following
responsibilities:

* Maintain communications with the State’s Project Manager;

¢ Work with the State in planning and conducting a kick-off meeting;

«  Create and maintain the Work Plan;

+  Assign the Contractor Team consultants to tasks in the Implementation Project according lo
the scheduled staffing requirements;

¢ Define roles and responsibilities of all the Contractor Team members;

* Provide bi-weekly and monthly update progress reports to the State Project Manager;

¢ Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available; :

= Review task progress for time, quality, and accuracy in order 1o achieve progress;

* Review requirements and scheduling changes and identify the impact on the Project in order
to identify whether the changes may require a change of scope;

* Implement scope and Schedule changes as authorized by (he State Project Manager and with
appropriate Change Control approvals as identified in the Implementation Plan;

« Inform the State Project Manager and staff of any urgent issues if and when they arise;

*  Provide the Siate completed Project Deliverables and obtain sign-off from the State’s Project
Manager.

e Manage handoff to the Contractor operational staff and Support staff upon Go-Live of the
system; :

s Manage Transition Scrvices as needed.

3)  Contractor Team Analysis and Needs Assessment
The Contractor Team shall conduct an analysis of requirements, validate the Contractor Team's
understanding of the Siate business requirements by application, and perform business
requircments mapping:

State of NH DOS Contract 2018-566-18
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Construct and confirm application test case scenarigs;

Assist in producing application configuration definitions and instruct on configuration of
the applications;

Assist in testing of the configured application, as defined in this Contract;

Produce functional Specilications for custom development, conversions, and interfaces:
Assist the State in the testing of custom development, conversions, and interfaces;

Assist the State in execution of the Stale’s Acceptance Test;

Conduct follow-up meetings to obtain feedback, results, and concurrence/approval from
the State;

Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and

Assist with the transition to production.

4)  Contractor Team Tasks
The Contractor team shall assume the following tasks:

Development and review of functional and technical Specification to determine that they
are at an appropriate level of detail and quality;

Development and Documentation of data migration workbooks in accordance with
functional and technical Specifications;

Development and Documentalion of installation procedures; and
Testing of conversions and interfaces developed; end

System Integration Testing.

B. State Roles and Responsibilities
The following Stale resources have been idenlified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
{mplementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

1) State Project Manager

The State Project Manager shall work side-by-side with the Contractor Project Manager. The
role of the State Project Manager is to manage State resources, facilitate completion of all tasks
assigned to State staff, and communicate Project status on a regular basis. The State Project
Manager represents the State in all decisions on Implementation Project matters, provides all
necessary support in the conduct of the Implementation Project, and provides necessary State
resources, as defined by the Work Plan and as othenwise identified throughout the course of the
Project. The State Project Manager has the following responsibilities:

L]

Plan and conduct a kick-olf meeting with assistance from the Centractor team;

Assist the Contractor Project Manager in the development of a detailed Work Plan;
Identify and sccure the State Project Teamn members in accordance with the Work Plan;
Define roles and responsibilities of all State Project Team members assigned to the Project;

State of NH DOS Contract 2018-566-18
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Identify and secure access to additional Siate end-user staff as needed to support specific
areas of knowledge if and when required Lo perform certain Implementation tasks;
Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level;

Inform the Contractor Project Manager of any urgent issues if and when they arise; and
Assist the Contractor team staff to obtain requested information if and when required to
perform centain Project tasks.

Manage handoff to State operational stafT,

Manage State staff during Transition Services as needed.

2) State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the Staie’s
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of the relevant
applications;

Assist in validating and documenting user requirements, as needed;

Assist in mapping business requirements;

Assist in constructing tests and data;

Assist in System Integration, and Acceptance Testing;

Assist in performing conversion and integration testing and Data verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor Software Solution and the business
processes the application supports. .

J) State Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

Attend technical training as necessary to support the Project;

Assist the State and the Contractor Team Project Managers to establish the detailed Work
Plan;

Manage the day-to-day activities of the State’s technical resources assigned to the Project;
Work with State IT management to obtain Statc technical resources in accordance with the
Work Plan;

Work in partnership with the Contractor and lead the State technical stall*s efforts in
documenting the technical operational procedures and processes for the Project. This is a
Contractor Deliverable and it will be expected that the Contractor will Jead the averall
cffort with support and assistance from the State; and

Represent the technical efforts of the State at weekly Project meetings.
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4) State Testing Administrator .
The State’s Testing. Administrator will coordinate the State's testing efforts.  Responsibilities
include:
» Coordinating the developient 6l System, integration, performance, and Aceeptance: Test
plans;.
= Coordinating system, integration, perférmance, and Acceptance Tests:
» Chairing test review ritectings;
« Coordinating the State’s team and external third parties involvement in tcstmg,

s Ensuring that proposed process changes arc considered by process owners;
» Establish priorities of Deficiencies requiring resolution; and
¢ Tracking Deficiencies through resolution,

3. SOFTWARE.APPLICATION

Contractor will provide all software applications as part of the solution services:
4. CONVERSIONS
The followinig Table 3.1 ideritifies the ‘convérsions within tlie scope-of this:Contract.

‘I‘ablc 4 1; Plnnncd Convcrsions
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A. Conversion TestingResponsibilities
* The Contractor Team and the State, based on their assigned conversion responsibilities, as set
forth in Contract E\hlbu F; Testing Servicey shall identily appllcublc tesis and installation
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insiructions, adapt them o the Praject specifics, test the business process, and ¢ompare with the
documented expected results.

» The Contiactor Team and the State, based on their assigned conversion responsibilities, shall
execute the applicable tésts that complete the conversion aid compare execution results with
the documented expecied results.

s The State is responsible for documenting the technical Specifications of all programs thal
extract and forniat Data from the legacy systeins for use by the conversion processes.

¢ The Contractor Team and the State, based on their assigned conversion responsibilities, shall
develop and unit test'their assigned conversions..

+ The Staté and the Contractor Teams shall jointly conduct System and Tntegration Testing,
verifying ond validating the accuracy and completeness of the conversions.

. 'T-hc-'—_Sm'lc ‘and the Contractor Teams shall' jointly verify and validate the: -accuracy and
completeness of the conversions for Acceptance Testing and production.

5. INTERFACES

Intérfaces: shall be implemented in cooperation with the State. The following Table 4.} identifics ‘the
interfaces within the:scope of-this Contract and their rélative:assignment. '

Table5:1: In-Scope Interfaces

R - TEMSIS Trouid, | Cohtiiitor
1 ‘Regisay L

egisirars 1o aéécss NTDBEMS
fields from TEMS|S:records for
_ ' iheif:hospital in real-time

“TEMSIS, I Conirdctor 'TEMSIS uscr_a'ccq_qn_i%’are created
.DERMIS ‘ and mmanaged in. DERMIS  °
DERMIS, Contractor Allows DERMIS to check user
NREMT Sité license application against
, _ |_centification records with NREMT

DERMIS, State | “Contractor, State Allows DERMIS to'sharconline |
LMS: ! Edugation course enrollment and-completion
: technicalteam . results with the.states’ LMS ;

i
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A. Interface Responsibilitics

The Ceniracior Team shall provide the State Contractor Application Data requirements and
examples, of-data mappings:and interfaces unplcmented on other Projects.  The Contraictor Team
shall identify the- APIs the State should-usé in the design and development of the interface.

The, Contractor Team shall, lead. the :State with the mapping of legacy Data to-the Contracior
Application.

'th‘.Cmu'r:icmr Team shall lead thic review of functional and téchnical interface Specifientions.
The Contractor Team shall:assist. the Stata-with the resolution. of problems and-issucs associated
with the.development and Tmplementation of the interfaces.

The Comrac_tor' Team s_ha_!l document, the funictional and ‘teclinical Specifications for the
interfacés.

The:Contractor Team:shall create the initial Test Plan and. tests for the interface. The State shall
validate:and'accept.

The. Contractor Team. Shall:develop tests: for.the Contractor- provided.:portions of the interface(s).
Contractor shall-not-be responsnble for the other integrated systems not provided. by Contractor;
tcslmg-nnd administration-of:those. systems will.remajn withithe olkier-system’s-administrators,
The Stmc nnd the Contractor Team shall: joiritly Vcr:fy and vilidate thé .accuricy: and
The State is rcquns:blc. for. documenting; the procedures required to run the interfaces i
production: -

The, Staté-shall document the- técliniical changes. needed to legacy systems to accommadaie thic
interface.. '

“The State’ shall develop and ‘test nll legacy application_ changes needed to 1ccommodnlc the
|nlerface

The. State and- the Contractor: Teams shall jjointly construct:tests 'and create any data needed o
support testing the ‘inierfaces. g

Thie'State is respoiisible. for-ali data extracts and related formatting neéded. froim: legacy sysléms (o
suppart'the interfaces.

The ‘State.is responsible:for-the.scheduling of interface operation-in-produciion.

APP[;IC?\"i‘ION 'ENHANCEMENT MODIFICATIONS

To more: fully. address the ‘State’s:requirements, the. Contractor Team shialt implement the followiny
application modifications: “The following: Table 5.1 identifies the modifications thiat ace within 1he
scope of this Conlract.

State of NH DOS ‘Contract 2018-566:18

Exhibit | = Work. Pl:m —Part 3
Date: _3/1 l( )

Contractor’s Initials NM . Page 50°0f 77



STATE OF NEW HAMPSHIRE
Department Of Safety
Division OF Fire Standards And Training & Emergency Medical Scrvices
Emérgency Services Records Management System
CONTRACT 2018-566
PART 3- EXHIBIT
WORK PLAN

Table 6.1: E‘,u!mnccm‘cnt Mmliﬁcutians - Contrncior.Dcvelopcd
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7. PRELIMINARY WORK PLAN
The following Table 6.1 provides the preliminary-agreed upon-Work Plan for the Contract:

T.lhle'l K th L\ ¢l I’rclmun.ln NH Praject Plan

3 o ’i?““’?? = “
2 |' Jﬂv’ )??.J

SLgned Contract'
Initial Communication'with Client.
Schedule Kick Off Meeting’
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Prepare Implementation documents (Coversheet, checklist, project plan, training agenda, non-
hosted checkllst if needed)

Kayako - Update Implemeritation ticket
Kayako - Set'up site ticket

_Create-Implementation system-admin accounts

Activate Reépért Writer features: * permissions * data sets * report templates

QA ofsite

‘Current Sample of applications
‘Current biusiness workflows _

__Walkthroughiintegration steps and to-do

'Review Serwce/User/Vehlcle data and mapping
Setup Integratuon Method & End Pomt
1t nitial Syncing:
' Bulk Syheing:

URL &: Integratlon Setup
"Re\new NREMT Verifi catlon Tngger Workflow

Review timeline and process

ImageTrend provideslegacy data workbooks
Chéntréturns workhooks | to lmageTrend
Phase 1 -Initiallmport.

Phase 1 - Review.by Client:
~ Phase 2'-Secondary.lmport

‘Phase 2 - Review secondary import by Client
Phase 3.- Final Import |

Phase 3-'Review final import by client

Stateiof NH DOS Contract 2018-566-18
Exhibit | - Work Plan— Part'3
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Review SOW items

SOW Kickoff

SOW Discovery
SOW:Creation
Final SOW Review
SOW Signature

Development

Internal Testing
_ Client Testing

" Workflows - Personnel
Workflows --Service/Agency.
Worfklows - Vehicle

‘|Ediicational Session #1

Educational Séssion #2
J|Educational Session #3-
Educational Session #4"
Educational Session #5
Educational Session 6
Educational Session #7
Educational Session-i8

Edtication Session H9.- Inspectiohs

Education Session.#10.- Invéstigations
Education’ Session un Moblle Testing

Workflow[s] Revuew
Review. workflow
Continue.to review forms,
Review Certificate XSLT

Goslive preparation.meeting.
Go-live

Statec of NH DOS Contract 2018-566-18
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EXHIBIT J - SOFTWARE AGREEMENT

LICENSE GRANT

a. DEFINITIONS
i.  CLIENT means The State
i. IMAGETREND means Contractor
Bfi. AGREEMENT means Contract

iv.  "Bespcke Deliverable” means a custom or non-standard deliverable, good, or service not made
available to all licensees {in contrast to "Standard Deliverables” which are part of ImageTrend's
pre-existing Commerclal Off The Shelf library of deliverables). Bespoke Deliverables include but
are not limited to reports, custom software, documentation creation, evidence gathering and
analysis, log delivery, or any other lask that is not a part of ImageTrend's standard off the shelf
product offering purchased under this Contract as documented in the Contractor's Response to
the RFP. For clarity, any deliverable, good, or service, which Is not explicitly described in the
License Management Product, this Agreement and its exhibits, the RFP Solicitation, or the
Contractor's response is not a part of this Agreement except as a Bespoke Deliverable. Any
Bespoke Deliverable created pursuant to this Agreement shall be made available fo all other
relevant ImageTrend licensees and otherwise distributed in compliance with all applicable federal
grant requirements.

v."Office” means the political subdivision of the State and Department having responsibility for licensing
Emergency Medical Services personnel, here: State of New Hampshire Division of Fire Standards
and Training and Emergency Medical Services.

vi."CLIENT Support Staff” means CLIENT information technology personnel, managers, or other access
which may be required for funding, maintaining, administraling or otherwise supporting or
managing the function of Authorized Personnel

vii."Software” means the computer program(s) in machine readable object code form listed in Exhibit *A”,
including the executable processing programs comprising the ImageTrend License Management
System and ImageTrend License Management System Offine Inspections Module from the
Software and the Licensed Information.

viii."Licensed Informalion® means any information pertaining to the Software which is owned by
IMAGETREND and Is licensed ta CLIENT. Licensed Information includes such information as
input form, user manuals and user documentation, interface format and input/output format, and
any other materials pertaining to the Software.

ix."Authorized Personnel” means employees of CLIENT, in CLIENT's Office, that use the Software in the
scope of their employment, or CLIENT's contractors where the contractor's services must
necessarily require access to the Software. Personnel who intend to: reverse engineer, disclose,
or use or acquire for any purpose not in the scope of the personnel's employment or necessary for
contractor services, any Confidential Information are not Authorized Personnel. CLIENT support
staff shall be Authorized Personnel.

State of NH Contract 2018-566-18
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x."Custom Development” means software issuing from CLIENT's engagement with IMAGETREND

through a signed and accepted Statement of Work to customize the software. Such software may
then become a part of the core product and be distributed at ImageTrend's sole discrelion.
Custom Development may require ongoing support and/or hosting and shall be subject to support
and/or hosting fee increases per the relevant seclions elsewhere in this Contract, or as separately
agreed by the parties in subsequent written Amendments to this Agreement.. IMAGETREND
maintains ownership of all Custom Development work product and intellectual property.

b. GRANT OF LICENSE

In accordance with the terms and conditions hereof, IMAGETREND agrees to grant to CLIENT
and CLIENT agrees to accept non-transferable and non-exclusive perpetual use licenses for the
ImageTrend License Management System and ImageTrend License Management System Offiine
Inspections Module, . During the term of the AGREEMENT, the STATE shall have access to the
ImageTrend License Management Sysiem and ImageTrend License Management System Offline
Inspections Module, which will be installed on servers at the IMAGETREND hosting facilities.
CLIENT expressly acknowledges that all coples of the Software and/or Licensed Information in
any form provided by IMAGETREND to CLIENT hereunder are the sole property of
IMAGETREND and/or its suppliers, and that CLIENT shall not have any right, title, or interest 1o
any such Software and/or Licensed Information or copies thereof except as provided in this
AGREEMENT. Under this license, only Authorized Personnel may access or use the Software.
IMAGETREND reserves all rights not herein granted to CLIENT.

c. CUSTOM DEVELOPMENT

New or updated features are out-of-scope for this AGREEMENT and considered Custom
Development. CLIENT may submit enhancement requests per the attached Service Level
Agreement below. Custom Development will only be undertaken subsequent to a written, signed
mutually agreed Statement of Work which outllnes the scope and cost of the Custom
Development project, in accordance with PART 2 section 9 regarding change orders.

d. BESPOKE DELIVERABLES

The parties agree this Contract is for the purchase of Commercial-Off-The-Shelf Software
("COTS") with Modifications and services as described in. Accordingly, to the degree any
requirement in this Contract and AGREEMENT require the creation of Bespoke Deliverables,
Contractor shall have no obligation to produce such Bespoke Deliverables except as mutually
agreed to in a signed, written Statement of Work or Project Plan which details the scope and cost
of creating such Bespoke Deliverables, in accordance with PART 2 seclion 9 regarding change
orders. Any costs for Statements of Work or Project Plans funded through federal grant fund are
subject to ali federal grant requirements.

Licenses purchased from IMAGETREND by CLIENT.

License Name Applicable Contract
AR Sl Bige R TRVSS PO R
ImageTrend Field Bridge — TEMSIS Amendment C of 2005-002

State of NH Contract 2018-566-18
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EXHIBIT K - WARRANTY AND WARRANTY SERYICE

1.

WARRANTIES

1.1

1.2

1.3

1.4

System
The Contractor warrants that the System will operale 1o conform to the Specifications,
terms, and requirements of the Contract.

Software

The Contractor warrants Lhat the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Software warranty, the State's remedy, and the Contractor’s
entire liability, shall be:

(a) the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to the Contractor for the program license and any unused,
prepaid technical support fees the State has paid for the program license; or

{b) the re-performance of the deficient Services, or

{c¢) if the Conlractor cannol substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the
fees paid 1o the Contractor for the deficient Services.

Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State 1o use, all
Services, equipment, and Software (“Material”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade
secret of any third party.

Viruses; Destructive Programming

The Contractor warrants that the Sofiware shall nol comtain any viruses, destructive
programming, or mechanisms designed to dlsrupl the performance of the Software in
accordance with the Specilications.

Compatibility .
The Contractor warrants that all System components, including but not limited to the
componenis provided, including any replacemem or upgraded System Sofnware

State of NH Contract 2018-566-18
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components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

1.6 Services

The Contractor warrants that all Services to be provided under the Contract. will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards. Specifications, and terms of
the Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract
and any extensions, except for the warranty for non-infringement, which shall remain in effect in .
indefinitely. The Warranty Period will initially commence upon the State issuance of a Letter of
UAT Acceptance and will continue for one hundred and eighty (180) days. If within the last
thirty (30) calendar days of the Warranty Period, the System Software fails to operate as
specified, the Warranty Period will cease, the Vendor will correct the Deficiency, and a thirty
(30) calendar day Warranty Period will begin. Any further Deficiencies with the Software must
be corrected and run fault free for thirty (30) days. Upon the successful conclusion of the
Warranty Period, the State shall issue a Final System Acceptance Letter if the System is
operating and fully functional after the successful conclusion of the Warranty Period, all Data
has been loaded, and the System is available for use by the State in its daily operations.

Stale of NH Contract 2018-566-18
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EXHIBIT L - TRAINING SERVICES
1.0 TRAINING
1.1 The Contractor shall provide the following Training Services.

1.2 Within the cost proposal, ImageTrend has included Onsite and Webinar training
sessions for DERMIS. ImageTrend feels the number of session is ndequale for the State;
however, additional training is available at any lime as an optional add-on item.

1.3 State shall receive access to limageTrend standard help and support documentation
via ImageTrend University, accessible via the Software.

1.4  CONTRACTOR TRAINING DETAILS

1.5  Contractor offers training designed to help site administrators and field personnel
make the most of the system. The Contractor Training Curriculum will be reviewed with
the State and customized to cnsure that all courses are designed to address the Siate's
specific needs. Our response incorporates “Train-the-trainer” training by Contractor

- personnel for cost savings; we can, however, deliver comprehensive training for all
personnel. “Train-the-trainer” sessions will train a designated person(s) from the State in
all aspects of system administration and usage and provides the basic materials for the
training plan for all field personnel.

1.6 Sample Training Plan — Actual plan to be developed as part of the Project Plan

Administrative Review: % day (3 - 4 hours). This phase can be done in the time allotted if the
State prepares by completing workbooks and pre-training activities provided by the
Contractor. It is best accomplished when the State knows what their internal process looks
like,

Train-the-Trainer and/or End User Training: 3 hours per class. This can be done over X
number of days to cover each shift or to train all crews. The schedule is established with the
Statc to best meet the shift needs.

Administrative Training:
Training and Activities (Setup and user training): 2 hours

QA/QI module {Setup and Training): 4 hours. End Users: 2 hours

State of NH Contract 2018-566-18
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Checklist: | hour

High Level Overview of Report Writer (if desired prior to Go-live): 1 hour

Report Writer: 2-hour Webinar training alter Go-live

A walkthrough with implementation and/or User Guides are used to cover Agency, Staff,
Destinations and other imported resources.

A typical 3-day training schedule is detailed below. Classes can be scheduled to meet when
specific staff is available.

Day |
(800-1200 Admin Review
£360-1600 End User Training Class

Day 2

0800-1100 End User Training 1100-1200 Check List
1300-1500 QA/QI Training

1500-1700 Training/Activities

Day 3
0800-1200 End User Training 1200-1400 Report Writer Training

The remaining training time can be used for webinar training after Go-live. Typically Repon
Writer training is more valuable after the system is in use.

1.7 Administrative Training

Administration Training will focus on system administration and all the features
associated with maintaining the application. Additional training will focus on daia
collection as well as reporting and data analysis. Administration training will include
the knowledpe to provide Leve! 1 support and training to field personnel. This training
session can easily accommaodate 10 — 15 people and can be accomplished within an §-
hour session. [L is recommended that this training be accomplished in groups, since the
inleractive questions and assistance improves Lhe leaming process and establishes the

State of NH Contract 2018-566-18
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communication links for the ongoing system usage. Contractor will hold this training at
the location specified by the State.

Free Training for Service Administrators

Contractor offers free hands-on training to service administrators for select products at the
Corporate Office located in Lakeville, MN. This training is availabte based on pre-
determincd dates set by the Coniractor. The Contractor will train up to two administrators
per service on setup, navigation and use of DERMIS. This training will be offered
periodically to services with a valid support agreement and is intended to educate service
administrators to help them more effectively and independently use their Contractor
software. With this inexpensive educational option, service administrators will learn to
setup and maintain tasks 1o increase their comfort level and understanding of the software.

1.8 "Documentation

Contractor will provide a training plan, course outline, system documentation and user
guides to nssist in system comprehension. Course syllabi and scenario templates. are
prepared to enhance system understanding and are made available in a variety of formals
for duplication. Other training materials provided include: FAQs, Education Evaluation
and an Education Review Checklist. Contractor can also provide a Certificate of Education
upon completion of the training course(s).

Contractor provides the most up-to-date documentation, including administrator and user,
manuals and release notes for any upgrades. With a support agreement, this documentation,
slong with educational videos, PowcrPoint presentations and other documents will be
found at ImageTrend University, which can be accessed from the application.

19 ImageTrend University

Contractor provides online education materials for their products as self-guided tutorials to
all Siates with support agreements. These online support and educational materials can be
found at ImageTrend University via the application. Contractor recently started
implementing ImageTrend University throughout its solutions to promole ongoing
education and training of our solutions. When accessing imageTrend University through
the application, users can view educational videos, manuals, quick guides and workbooks
to assist them in betler understanding our soflware and support train-the-trainer sessions.
These have been very useful as both refresher and initial education' materials. Sample
screenshots of the limageTrend University can be found below. For more information on the
types of training offered by Contractor please check out www.Contractor.com/resource-
education/,
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EXHIBIT M - HIPAA BUSINESS ASSOCIATE AGREEMENT

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”) dated December 13, 2016 (the “Effective
Date™). is entered into by and behveen___the State Of New Hampshire » @ state government
(the “Covered Entity") and ImageTrend, Inc. a Minnesota corporation (the “Business Associate”).

WHEREAS, Covered Entity and Business Associate have entered into, or are entering
into, or may subsequently enter into, agreements or other documented arrangements {collectively,
the “Business Arrangements™) pursuant to which Business Associate may pravide products
and/or scrvices for Covered Entity that require Business Associate to access, create and use health
information that is protected by state and/or federal law; and

WHEREAS, pursuant to the Administrative Simplification provisions of the Health
Insurance Portability and Accountability Act of 1996 (“*HIPAA™), the U.S. Department of Health
& Human Services (“HHS™) promulgated the Standards for Privacy of Individually Identifiable
Health information (the “Privacy Standards”), at 45 C.F.R. Parts 160 and 164, requiring centain
individuals and entities subject to the Privacy Standards (each a “Covered Entity”, or collectively,
“Covered Lniities”) to protect the privacy of certain individually identifiable health information
(“*Protected Health Information”, or “PHI"); and

WHEREAS, pursuant to HIPAA, HHS has issued the Security Standards (the “Security
Standards™), at 45 C.F.R. Parts 160, 162 and 164, for the protection of electronic protected health
information (“EPHI"}; and

Y
WHEREAS, in order to protect the privacy and security of PHI, including EPH], created
or maintained by or on behalf of the Covered Entity, the Privacy Standards and Sceurity
Standards require a Covered Entity to enter into a “business associate agreement” with certain
individuals and entities providing services for or on behalf of the Covered Entity if such services
require the use or disclosure of PHI or EPHI; and

WHEREAS, on February 17, 2009, the federal Health Information Technology for
Economic.and Clinical Health Act was signed into law (1he “HITECH Act™), and the HITECH
Act imposes certain privacy and security obligations on Covered Entities in addition to the
obligations created by the Privacy Standards and Security Standards; and

WHEREAS, the HITECH Act revises many of the requirements of the Privacy
Standards and Security Standards concering the confidentiality of PHI and EPHI, including
cxtending certain HIPAA and HITECH Act requirements directly to business associates; and
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WHEREAS, Business Associate and Covered Entity desirc to enter into this Business

Associale Agreement;

NOW THEREFORE, in consideration of the mutual promises set forth in this

Agreement and the Business Arrangements, and other good and valuable consideration, the
sufficiency and receipt of which are hereby severally acknowledged, the parties agree as follows:

Business Associate Obligations. Business Associale may receive from Covered Entity,
or create or receive on behalf of Covered Entity, health information that is protected
under applicable state and/or federal law, including without limitation, PHI and EPHI.
All capitalized terms not otherwise defined in this Agreement shall have the meanings set
forth in the Privacy Siandards, Securily Standards or the HITECH Aci, as applicable
(collectively referred to hereinafter as the *Confidentiality Requirements™). All
references to PHI herein shall be construed to include EPHI, Business Associate agrees
not to use or disclose {or permit the use or disclosure of) PHI in a manner that-would
violate the Confidentiality Requirements if the PHI were used or disclosed by Covered
Entity in the same manner.

Use of PHI. Exccpt as otherwise required by law, Business Associate shall use PHI in
compliance with 45 C.F.R. § 164.504(¢). Furthermore, Business Associate shall use PHI
(i) solely for Covered Entity’s benefit and only for the purpose of performing services for
Covered Entity as such services are defined in Business Arrangements, and (ii) as
necessary for the proper management and administration of the Business Associate or to
carry out its legal responsibilities, provided that such uses are permitted under federal and
state law. Covered Entity shall retain all rights in the PHI not granted herein. Use,
creation and disclosure of de-tdentified heaith information by Business Associate are nol
permitted unless expressly authorized in writing by Covered Entity.

Disclosure of PHL. Subject to any limitations in this Agreement, Business Associate
may disclose PHI to any third party persons or entities as necessary to perform its
obligations under the Business Arrangement and as permilted or required by applicable
federal or state law. Further, Business Associate may disclose PHI for the proper
management and administration of the Business Associate, provided that (i) such
disclosures are required by law, or (ii) Business Associate: (a) oblains reasonable
assurances from any third party to whom the information is disclosed that it will be held
confidential and further used and disclosed only as required by law or for the purpose for
which it was disclosed to the third party: (b) requires the third party to agrec to
immediately nolify Business Associale of any instances of which it is aware that PHI is
being used or disclosed for a purpose that is not othenwvise provided for in this Agreement
or for a purpose not expressly permitted by the Confidentiality Requirements.
Additionally, Business Associate shall ensure Lhat all disclosures of PHI by Business
Associate and the third party comply wilh the principle of “minimum nccessary use and
disclosure,” i.c., only the minimuwin PHI that is necessary 1o accomplish the intended
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purpose may be disclosed; provided further, Business Associate shall comply with
Section 13405(b) of the HITECH Act, and any regulations or guidance issucd by HHS
concerning such provision, regarding the minimum necessary standard and the use and
disclosure (il applicable) of Limited Data Sets. If Business Associate discloses PHI
received from Covered Entity, or created or received by Business Associate on behalf of
Covered Entity, to agents, including a subcontractor (collectively, “Recipients™),
Business Associate shall require Recipients to agree in writing to the same restrictions
and conditions that apply to the Business Associate under this Agreement. Business
Associate shall report to Covered Entity any use or disclosure of PHI not permitted by
this Agreement, of which it becomes aware, such report to be made within three (3)
business days of the Business Associate becoming aware of such use or disclosure. In
addition to Business Associate’s obligations under Section 9, Business Associate agrees
to mitigate, to the extent practical and unless otherwise requested by Covered Entity in
writing or as directed by or as a result of a request by Covered Entity to disclose to
Recipients, any harmful effect that is known to Business Associate and is the result of a
use or disclosure of PHI by Business Associate or Recipients in violation of this
Agreement.

4, Individual Rights Regarding Designated Record Sets. If Business Associate

maintains a Designated Record Set on behalf of Covered Entity, Business Associate shall
(i) provide access to, and permit inspection and copying of, PHI by Cévered Entity or, as
directed by Covered Entity, an individual who is the subject of the PH! under conditions
and limitations required under 45 CFR §164.524, as it may be amended from time to
time, and (ii) amend PHI maintained by Business Associate as requested by Covered
Entity. Business Associate shall respond to any request from Covered Entity for access
by an individual within five (5) days of such request and shall make any amendment
requested by Covered Entity within ten (10) days ol such request. Any information
requested under this Section 4 shall be provided in the form or format requested, if it is
readily producible in such form or formal. Business Associate may charge a reasonable
fee based upon the Business Associate’s labor costs in responding to a request for
elecironic information (or a cost-based fee for the production of non-electronic media
copies). Covered Entity shall determine whether a denial is appropriate or an exception
applies. Business Associate shall notify Covered Entity within five (5) days of receipt of
any requesl for access or amendment by an individual. Covered Entity shall determine
whether to grant or deny any access or amendment requested by the individual. Business
Associate shall have a process in placc lor requests for amendments and for appending
such requests 1o the Designated Record Set, as requested by Covered Entity.

5. Accounting of Disclosures. Business Associate shall make available to Covered Entity
in respanse 1o a request {rom an individual, information required for an accounting of
disclosures of PHI with respect to the individual in accordance with 45 CFR §164.528, as
amended by Scction 13405(c) of the HITECH Act and any related regulations or
guidance issued by HHS in accordance with such provision. Business Associate shall
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provide to Covered Entity such information necessary o provide an accounting within
thinty (30) days of Covered Entity’s requesl or such shorter time as may be required by
state or federal law. Such accounting musi be provided without cost to the individual or
to Covered Entity if it is the first accounting requested by an individual within any twelve
{12) month period. For subsequent accountings within a twelve (12} manth period,
Business Associate may charge a reasonable fee based upon the Business Associate's
tabor costs in responding to a request for electronic information (or a cost-based fee for
the production of non-clecironic media copies) so long as Business Associate informs the
Covered Entity and the Covered Entity informs the individual in advance of the fee, and
the individual is afforded an opportunity to withdraw or modify the request. Such
accounting obligations shall survive termination of this Agreement and shall continue as
long as Business Associate maintains PHI.

6. Withdrawal of Authorization. If the use or disclosure of PHI in this Agreement is
based upon an individual’s specific authorization for the use of his or her PHI, and (i) the
individual revokes such authorization in writing, (i) the effective date of such
authorization has expired, or (iii} the consent or authorization is found to be defective in
any manner that renders it invalid, Business Associate agrees, if it has notice of such
revocation or invalidity, 1o cease the use and disclosure of any such individual’s PHI
except to the extenl it has relied on such use or disclosure, or where an exception under
the Confidentiality Requirements expressly applies.

7. Records and Audit, Business Associate shall make available to the U.S. Department of
Health and Human Services or its agenls, its internal practices, books, and records
relating to the use and disclosure of PHI received from, created, or received by Business
Associate on behalf of Covered Entity for the purpose of determining Covered Entity’s
compliance with the Confidentiality Requirements or any other health oversight agency,
in a time and manner designated by the Sccretary. Except to the extent prohibited by law,
Business Associate agrees to notify Covered Entity immedialely upon receipt by
Business Associate of any and all requests by or on behall of any and all federal, state
and local govemment authorities served upon Business Associate for PH,

8. Implementation of Sccurity Standards; Notice of Sccurity Incidents. Business
Associate will use appropriate saleguards to prevent the use or disclosure of PHI other
than as expressly permitted under this Agreement. Business Associate will implement
administrative, physical and technical safeguards that reasonably and appropriately
protect the confidentiality, integrity and availability of the PHI that it creates, receives,
maintains or transmits on behail of Covered Entity. Business Associate acknowledges
that the HITECH Act requires Business Associate 1o comply with 45 C.F.R. §5 164.308,
164.310, 164.312 and 164.316 as if Business Associate were a Covered Entity, and
Business Associate agrees to comply with these provisions of the Securily Standards and
all additional security provisions of the HITECH Act. Furthermore, to the extent
feasible, Business Associate will use commercially reasonable efforts to ensure that
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the technology safeguards used by Business Associate to secure PHI will render such PHI
unusable, unreadable and indecipherable 10 individuals unauthorized to acquire or
othenwise have access to such PHI in accordance with HHS Guidance published a1 74
Federal Register 19006 (April 17, 2009), or such later regulations or guidance
promulgated by HHS or issued by the National Institute for Standards and Technology
(“NIST") concerning the protection of identifiable data such as PHI. Lastly, Business
Associate will promplly report to Covered Entity any successful Security Incident of
which it becomes aware: At the request of Covered Entity, Business Associate shalt
identify: the date of the Security Incident, the scope of the Security Incident, the
Business Associate’s response 10 the Security Incident and the identification of the party
responsible for causing the Security Incident, if known. Business Associate and Covered
Entity shall take reasonable measures to ensure the availability of ali aflirmative defenses
under the HITECH Act, FIPAA, and other state and federal laws and regulations
goverming PHI and EPHI. :

9. Data Breach Notification and Mitipation.

a. HIPAA Data Breach Notification and Mitigation. Business Associate agrees to

implement reasonable systems for the discovery and prompt reporting of any
“breach” of “unsecured PHI" as those terms are defined by 45 C.F.R. §164.402
(hereinafter a “HIPAA Breach”). The parties acknowledge and agree that 45 C.F.R.
§164.404, s described below in this Section 9.1, poverns the determination of the
date of a HIPAA Breach. In the event of any conflict between this Section 9.1 and
the Confidentiality Requirements, the more stringent requirements shall govern.
Business Associate will, following the discovery of a HIPAA Breach, notify Covered
Entity immediately and in no event later than three (3) business days after Business
Associate discovers such HIPAA Breach, unless Business Associate is prevented
from doing so by 45 C.F.R. §164.412 conceming law enforcement investigations.
For purposes of reporting a HIPAA Breach to Covered Entity, the discovery of a
HIPAA Breach shall occur as of the first day on which such HIPAA Breach is known
1o the Business Associate or, by exercising reasonable diligence, would have been
known to the Business Associate. Business Associate will be cansidered to have had
knowledge of a HIPAA Breach if the HIPAA Breach is known, or by exercising
rcasonable diligence would have been known, to any person (other than the person
commilling the HIPAA Breach) who is an employce, officer or other agent of the
Business Associate. No later than seven (7) business days following a HIPAA
Breach, Business Associate shall provide Covered Entity with sufficient information
to permit Covered Entity to comply with the HIPAA Breach notification
requirements set forth at 45 C.F.R. §164.400 e/ seq. Specifically, if the following
information is known to (or can be reasonably obtained by) the Business Associate,
Business Associate will provide Covered Entity with: (i) contact information for
individuals who werc or who may have been impacted by the HIPAA Breach (c.g..
first and fast name, mailing address, street address, phone number, email address):
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(ii) a brief description of the circumstances of the HIPAA Breach, including the date
of the HIPAA Breach and date of discovery; (iii) a description ol the types of
unsecured PHI involved in the HIPAA Breach (e.g., names, social security number,
datc of birth, address(es), account numbers of any type, disability codes, diagnostic
and/or billing codes and similar information); {iv) a brief description of what the
Business Associate has done or is doing to investigate the HIPAA Breach, mitigate
harm to the individual impacted by the HIPAA Breach, and protect against future
HIPAA Breaches; and (v) appoint a liaison and provide contact information for same
so that the Covered Entity may ask questions or learn additional information
concerning the HIPAA Breach. Following a HIPAA Breach, Business Associate will
have a continuing duty to inform Covered Entity of new information learned by
Business Associate regarding the HIPAA Breach, including but not limited to the_
infortation described in items (i) through (v), above.

b. Data Breach Noliﬂéation and Mitigation Under Other Laws. In addition to the

requirements of Section 9.1, Business Associate agrees to implement reasonable
systems for the discovery and prompt reporting of any breach of individually
identifiable information (including but not limited to PHI, and referred to hercinafier
as “Individually ldentifiabie Information”) that, if misused, disclosed, lost or stalen,
Covered Entity believes would trigger an obligation under one ot more State data
breach notification laws (each a “State Breach”) to notify the individuals who are the
subject of the information. Business Associate agrees that in the event any
Individually Identifiable Information is lost, stolen, used or disclosed in violation of
one or more State data breach notification laws, Business Associate shail promptly:
(i) cooperate and assist Covered Entity with any investigation into any State Breach
or alleged State Breach; (ii} cooperate and assist Covered Entity with any
investigation into any State Breach or alleped State Breach conducted by any State
Attorney General or State Consumer Affairs Department (or their respective agents);
(iii) comply with Covered Entity’s determinations regarding Covered Entity's and
Business Associate's obligations to mitigate to the exient practicable any potential
harm to the individuals impacted by the State Breach; and {iv) assist with the
implementation of any decision by Covered Entity or any State agency. including any
State Attorney General or State Consumer Affairs Department (or their respective
agents), to notify individuals impacted or potentially impacted by a State Breach.

c. Breach Indemnification. Business Associate shall indemnify, defend and hold
Covered Entity and its officers, directors, employees, agents, successors and assigns
harmless, from and against all reasonable losses, claims, actions, demands, liabilitics,
damages, costs and expenses (including costs of judgments, settlements, court costs
and reasonable attomeys’ fees actually incurred) (collectively, “Information
Disclosure Claims™) arising from or related to: (i) the use or disclosure of
Individually Identifiable Information {(including PHI) by Business Associate in
violation of the terms of this Agreement or applicable law, and (ii) whether in oral,
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paper or clectronic media, any HIPAA Breach of unsecured PHI and/or State Breach
of Individually Identifiable Information by Business Associate. 1f Business
Associate assumes the defense of an Information Disclosure Claim, Covered Entity
shall have the right, at ils expense and without indemnification notwithstanding the
previous sentence, to participate in the defense of such Information Disclosure Claim.
Busincss Associate shall not take any final action with respect to any Information
Diselosure Claim without the prior written consent of Covered Enlity. Covcred
Entity likcwise shall not take any final action with respect 1o any Information
Disclosure Claim without the prior written consent of Business Associate. To the
extenl permitted by law and except when caused by an act of Covered Entity or
resulting from.a disclosure to a Recipient required or directed by Covered Entity to
receive the information, Business Associate shall be fully liable to Covered Entity for
any acts, failures or omissions of Recipients in furnishing the services as if they were
the Business Associate’s own acts, lilures or omissions.

Covered Cntity shall be responsible for all reasonable losses, claims, actions,
demands, liabilities and damages (collectively, “Information Disclosure Claims™)
arising from or related to: (i) the use or disclosure of Individually identifiable
Information (including PHI) by Covered Entity, its subcontractors, agents, or
employees in violation of the terms of this Agreement or applicable law, and (ii)
whether in oral, paper or electronic media, any HIPAA Breach of unsecured PHI
and/or State Breach of Individually Identifiable Information by Covered Entity, its
subcontractors, apents, or employees.

i. Covered Entity and Business Associate shall seek to keep cosis or expenses
that the other may be liable for under this Section 9, including Information
Disclosure Claims, to the minimum reasonably required to comply with the
‘HITECH Act and HIPAA. Covered Entity and Business Associate shall timely
raise all applicable affirmative defenses in the event a violation of this
Apgreement, or a use or disclosure of PH] or EPHI in violation of the terms of
this Agreement or applicable law occurs.

10, Term and Termination.

a.

This Agreement shall commence on the Effective Date and shall remain in effect
until terminated in accordance with the terms of this Section 10, provided, however,
that termination shalt not affect the respective obligations or rights of the parties
arising under this Agreement prior to the effective date of termination, all of which
shall continue in accordance with their terms,

. Covered Entity shall have the right 10 terminate this Agreement for any reason upon

thirty (30) days written notice to Business Associate,

Covered Entity, at its sole discretion, may immediately terminate this Agreement and
shall have no further obligations to Business Associate if any of the following events
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shall have occurred and be continuing:

i. Business Associate fails to observe or perform any material covenant or
obligation contained in this Agreement for ten (10) days afier written notice
thereof hns been given lo the Business Associate by Covered Entity; or

ii. A violation by the Business Associate of any provision of the Confidentiality
Requirements or other appiicable federal or state privacy law relating to the
obligations of the Business Associale under this Agreement.

+ d. Termination of this Agreement for either of the two reasons set forth in Section 10.c
above shall be cause for Covered Entity to immediately terminate {or cause any
Business Arrangement pursuant to which Business Associate is entitled to receive
PHI from Covered Enlity.

e. Upon the termination of all Business Arrangements, either Party may terminate this
Agreement by providing written notice to the other Party.

. Upon termination of this Agreement for any reason, Business Associate agrees either
to return 1o Covered Entity or to destroy atl PHI received from Covered Entity or
othenwise through the performance of services for Covered Entity, that is in the
possession or control of Business Associate or its agents. In the case of PHI which is
not feasible 10 “return or destroy,” Business Associate shali extend the protections of
this Agreement to such PHI and limit further uses and disclosures of such PHI to
those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such PHI. Business Associate further agrees to comply with
other applicable state or federal law, which may require a specific period of retention,
redaction, or other treatment of such PHI.

. No Warranty, PHI S PROVIDED TO BUSINESS ASSOCIATE SOLELY ON AN
“AS 15" BASIS. COVERED ENTITY DISCLAIMS ALL OTHER WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED
WARRANTIES OF MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE.

. Incligible Persons. Business Associate represents and warrants to Covered Entity that
Business Associate (i} is not currently excluded, debarred, or otherwise ineligible to
participate in any federal health care program as detined in 42 U.S.C. Section 1320a-
7b(f) (“the Federal Healthcare Programs™); (ii) has not been convicted of a criminal
offense related to the provision of health care items or services and not yet been
excluded, debarred, or otherwise declared ineligible (o participate in the Federal
Healthcare Programs, and (iii) is not under investigation or othenwise aware of any
circumstances which may result in Business Associate being excluded from participation
in the Federal Flcalthcare Programs. This shall be an ongoing representation and
warranty during the term of this Agreement, and Business Associate shall immediately
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notify Covered Entity of any change in the staius of the representations and warranty set
forth in this section. Any breach of this section shall give Covered Entity the right to
terminate this Agreement immediately for cause.

. Miscellaneous.

a. Nofice. All notices, requests, demands and other communications required or
permitted 1o be given or made under this Agreement shall be in writing, shall be
effective upon receipt or aitempled delivery. and shall be sent by (i) personal
delivery; (ii) certified or registered United States mail, return receipt requested; or
(iii} overnight delivery service with proof of delivery. Notices shall be sent to the
addresses below. Neither panty shall refuse delivery of any notice hereunder.

b.
If to Covered Entity: If to Business Associate:
NH Department of Safety imageTrend, Inc.
Bureau of EMS Attn: Michael ). McBrady
Attn: Bureau Chief 20855 Kensington Bivd.
33 Hazen Drive Lakeville, MIN 55044

Concord, NH 03305

- Waiver._No provision of this Agreement or any breach thereof shall be deemed waived

unless such waiver is in wriling and signed by the Party claimed to have waived such
provision or breach. No waiver of a breach shall constitute a waiver of or excuse any
difTerent or subsequent breach.

. Assipnment. Neither Party may assign {whether by operation or law or otherwise) any

of its rights or delegate or subcontract any of its obligations under this Agreement
without the prior written consent of the other Party. Notwithstanding the foregoing,
Covered Entity shall have the right to assign its rights and obligations hereunder to any
entity that is an affiliate or successor of Covered Entity, without the prior approval of
Business Associate.

Scverability. Any provision of this Agreement that is determined to be invalid or
unenforceable will be ineffective to the extent of such determination without invalidating
the remaining provisions ol this Agreement or affecting the validity or enforceability of
such remaining provisions.

. Entire Agreement. This Agreement constitutes the complete agreement between

Business Associate and Covered Entity relating to the matters specified in this
Agreement, and supersedes all prior represeniations or agreements, whether oral or
written, with respect to such maiters. In the event of any conflict between the tenns of
this Agreement and the tenns of the Business Arrangements or any such later
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agreement(s), the terms of this Agrecment shall control unless the terms of such Business
Arrangements are more strict with respect (o PHI and comply with the Confidentiality
Requirements, or the parties specifically otherwise agree in writing. No oral modification
or waiver of any of the provisions of this Agreement shall be binding on either Party;
provided, however, that upon the enactment of any law, regulation, court decision or
relevant government publication and/or interpretive guidance or policy that the Covered
Entity belicves in good faith will adversely impact the use or disclosure of PHI under this
Agreement, Covered Entity inay amend the Agreement 10 comply with such law,
regulation, court decision or govemment publication, guidance or policy by delivering a
written amendment to Business Associale which shall be eflective thirty (30) days after
receipt. No obligation on either Party to enter into any transaction is to be implied from
the execution or delivery of this Agreement. This Agreement is for the benefit of, and
shall be binding upon the parties, their nffiliates and respective successors and assigns.

"No third party shall be considered a third-party beneficiary under this Agreement, nor

shall any third party have any rights as a result of this Agreement.

. Governing Law. This Agreement shall be govemned by and interpreted in accordance

with the laws of Merrimack County in the Stale of New Hampshire excluding its conflicts
of law’s provisions. Jurisdiction and venue for any dispute relating to this Agreement
shall exclysively rest with the state and federal courts in Merrimack county in the State of
New Hampshire.. *

. Equitable Relief. The parties understand and acknowiedge that any disclosure or

misappropriation of any PHI in violation of this Agreement will cause the other
irreparable harm, the amount of which may be difficult to ascertain, and therefore agrees
that the injured party shall have the right to apply to a court of competent jurisdiction for
specific performance and/or an order restraining and enjoining any such further
disclosure or breach and for such other relief as the injured party shall deem appropriate.
Such right is to be in addition to the remedies otherwise available to the partics at law or
in cquity. Each party expressly waives the defense that a remedy in damages will be
adequate and further waives any requirement in an action for specific performance or
injunction for the posting of a bond.

Nature of Agreement; Independent Contractor. Nothing in this Agreement shall be
construed o create (i) a partnership, joint venture or other joint business relationship
between the parties or any of their affiliates, or (ii) a relationship of employer and
employee between the parties. Business Associate is an independent contractor, and not
an agent of Covered Entity. This Agreement does not express or imply any commitment
to purchase or sell goods or services.

Counterparts. This Agreement may be executed in one or more counterpans, each of
which shali be deemed an original, but all of which together shall constitute one and the
same document. In making proof of this Agreement. it shall not be necessary to produce
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or account for more than one such counterpait executed by the party against whom
enforcement of this Agreement is sought. Signatures to this Agreeinenl transmiited by
facsimile transmission, by electronic mail in portable document format (“.pdf*) form, or
by any ather elecironic means intended 1o preserve the original graphic and pictorial
appearance of a document, will have the same force and effect as physical execution and
delivery of the paper document bearing the original signature,

IN WITNESS WHEREQF, the parties have execuled this Agreement as of the Effective Date.

COVERED ENTITY:
By: . ' -

Steven R. Lavoic, Dir. of Administration

BUSINESS ASSOCIATE;

By:

Michael lMcBrady

(Print or Type Name) (Print or Type Namy [
Director President ‘
(Title) (Title)

Date: //z A 5
L

vae: {4~/ {~AIE
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EXHIBIT N - AGENCY RFP WITH ADDENDUMS

Department of Safety Request for Proposals 566-18 “Emergency Services Records
Management System” dated March 16, 2018 is hereby incorporated by reference as
fully set forth herein.

State of NI Contract 2018-566-18
Exhibit N — Apency RFFP with Addendums, by Reference — Part 3
Date: [/1l/ AV 2

Contractor’s Initials _M M Page 75 of 77



e

STATE OF NEW HAMPSHIRE
Department Of Safety
Division Of Fire Standards And Training & Emergency Medical Services
Emergency Services Records Management System
CONTRACT 2018-566
PART 3 - EXHIBITO
VENDOR PROPOSAL, BY REFERENCE

EXHIBIT O - YENDOR PROPOSAL

ImageTrend, inc. Proposal to Department of Safety RFP 566-18 Emergency
Services Records Management System dated March 16, 2018, and the portions of
Vendor Proposal Response to RFP 565-18 dated 2/5/2018 un-amended by Vendor
Proposal Response to RFP 566-18., are hereby incorporated by refercnce as fully set
forth herein.
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EXHIBIT P — CERTIFICATES AND ATTACHMENTS

Attached are: .
Contractor’s Certificate of Good Standing

Contractor's Certilicate of Votc/Authority

Contractor's Centificate of Insurance

Exhibit H Business Requirements

Exhibit N - RFP 566-18

Exhibit O - Vendor Proposals to RFP 565-18 and 566-18
Vendor Code Escrow Agreement

ommpnm>
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