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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHA VIORAL HEALTH
129 PLEASANT STREET, CONCORD, NH 03301

603-271-9544  1-800-852-3345 Ext. 9544
Fax: 603-271-4332 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Lorl A. Shibinette
Commissioner

Katja S. Fox
Directer

January 15, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Behaviora! Health,
to Retroactively amend an existing contract with Porliand Webwaorks, inc. (VC #282677-B001),
Portland, ME, to continue supporting and hosting the website that provides information and
services related to substance use disorder by exercising a renewai option by increasing the price
limitation by $10,000 from $200,000 to $210,000 and by extending the completion date from
September 29, 2020 to September 29, 2021 effective retroactive to Septembar 29, 2020, upon
Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on December 5, 2018, ltem
#23A and most recently amended wuth Governor and Council approval on June 24, 2020, ltem
#029.

Funds are available in the following account for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-92-7040-500731, HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG & ALCOHOL, STATE
OPIOID RESPONSE (SOR) GRANT

q

State . Increased
Flscal | polcine | ClssTiwe | ot | Euaget | (ecreased) | ol
2019 | 102-500731 Contracts for Prog Sve | 92057040 | $150.000 $0 | $150.000
2020 | 102-500731 Contracts for Prog Svc | 92057040 $47,500 $0 | $47.500
2021 | 102-500731 Contracts for Prog Sve | 92057040 $2,500 $2,500
2021 | 102-500731 Contracts for Prog Svc 92057048 %0 $7.500 $7.500
2022 | 102-500731 Contracts for Prog Svc | 92057048 $0 $2,500 $2,500
Total | $200,000 $10,000 | $210,000




His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

EXPLANATION

This request is Retroactive because service interruption would negatively affect
individuals seeking information and services related to substance use disorder. Additionally,
sufficient funds in State Fiscal Year 2021 were not available in the operating budget, and due to
delays by the Substance Abuse and Mental Health Services Administration (SAMHSA) in
approving New Hampshire’s requests for continued State Opioid Response Grant funding, the
efforts to add the state appropriations were delayed.

The purpose of this request is to continue supporting and hosting the website that provides
information and services related to substance use disorder. The website service supports the
Department’'s goal to re-align the substance use disorder service access system into a
streamlined and standardized approach as part of the State Opioid Response grant, as awarded
by the Substance Abuse and Menta! Health Services Administration.

User analytics indicate thal approximately 20,000 individuals will access the website from
Saptember 30, 2020 to September 29, 2021.

The Department is continuing services for additional year to allow time for transitioning the
maintenance and hosting of the website to the Department.

The website is a key component of the system established to improve access to substance
use disorder services and supports, statewide. Individuals who seek information about substance
use disorders through the website are directed to the appropriate resources, including the 2-1-1
NH call center and the regional Doorways.

As referenced in Exhibit C-1 Revisions to General Provision, Section 3. Renewal of the
original contract, the parlies have the option to extend the agreement for up to four (4) additional
years, contingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department is exercising its option to renew
services for one (1) of the remaining three (3) years and nine {8) months available.

Should the Governor and Council not authorize this request, the DoorwayNH website may
no longer be available to individuals seeking information and resources.regarding substance use
disorders, which could resuit in critical delays to accessing substance use disorder treatment
services.

Area served: Statewide.
Source of Funds: CFDA #93.788, FAIN #H79T1083326.

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully Submitted,

Lori A. Weaver
Deputy Commissioner

The Departnient of Health and Human Services’ Mission is to join communities and families
in providing opportunities for cilizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

December 14, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notlﬁcatnon that the Department of information Technology
(DolIT) has approved your agency’s request to amend a contract with Portland Webworks, Inc.,
Portland, ME as described below and referenced as DolT No. 2019-020B.

This is a request for approval to amend a contract with Portland Webworks, Inc., for
continued support and hosting of the DHHS website that provides information and services
related to substance use disorder.

This amendment exercises a renewal option by increasing the price limitation by
$10,000 from $200,000 to $210,000 and by extending the contract completion date
from September 29, 2020 to September 29, 2021, effective retroactive to September
29, 2020, upon Go}vemor and Council approval.

A copy of this letter should accompany your Agency’s submission to Governor and
Executive Council for approval.

Sincerely,
Denis Goulet

DG/ik
DolT #2019-020B

cc: Michael Williams, DolT - IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow”
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

State of New Hampshire
Department of Health.and Human Services
Amendment #2 to the Website Development for Substance Use Disorder Information
and Services Contract

This 2™ Amendment to the Website Development for Substance Use Disorder Information and Services
contract (hereinafter referred to as “Amendment #2") is by and between the State of New Hampshire,
Department of Health and Human Services (hereinafter referred to as the "State” or "Department”) and
Portland Webworks, Inc., {hereinafter referred to as "the Contractor"), a for profit corporataon with a place
of business at 5 Milk Street Portland, Maine, 04101.

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on December 5. 2018 (Item #23A),as amended on June 24, 2020, (ltem #)029,) the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18,- and Exhibit C-1, Revisions to
General Provisions, Section 3, Renewal, the Contract may be amended upon written agreement of the
parties and approval fromthe Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
September 29, 2021.

2. Form P-37,.General Provisions, Block 1.8, Price Limitation, to read:
$210,000.

3. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 1., Subsection 1.1, to
read:

1.1 This agreement is funded by 100% Federal funds from the State Opioid Response Grant,
as awarded on 09/19/2018 by the U.S. Department of Health and Human Services,
Substance Abuse and Mental health Services Administration, and on 09/30/2020, by the
U.S. Department of Health and Human Services, Substance Abuse and Mental Health
Services Administration, CFDA #93.788, FAIN H79T1081685 and H78TI083326.

4. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 2, Subsection 2.1, to
read:
2.1 Payments shall be on a cost reimbursement basis for actual expenditures mcurred in the
fulfilment of this Agreement, and shall be in accordance with the approved line items in
Exhibit B-1 through Exhibit B-5 Amendment #2 Budget. .
5. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 2., Subsection 2.5, to
read:
2.5. In lieu of hard copies, all invoices may be assigned an electronic signature and emailed to
DPHScontractbilling@dhhs.nh.gov, or invoices may be mailed to:

SOR Financial Administrator

Department of Health and Human Services
Bureau of Drug and Alcohol Services -

105 Pleasant Street

Concord, NH 03301

os
Portland Webworks, Inc. Amendment #2 Contractor |nitials: jD
RFP.2019-DBH-05-WEBSI-01-A02 Page 1 of 4 Date:
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

6. Add Exhibit B-4 Amendment #2 Budget, which is attached hereto and incorporated by reference
herein A

7. Add Exhibit B-5 Amendment #2 Budget which is attached hereto and incorporated by reference
herein.

0s
Portland Webworks, Inc. Amendment #2 Contractor Initialsl jg PPOee)

RFP.2019-DBH-05-WEBSI-01-AD2 Page 2 of 4 Date;



CocuSign Envelope ID: SFESE72A-9C4B-45C2-9B3E-AD480DF3700A

New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall be or retroactively effective to September 29, 2020
upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
1/5/2021 o F
W oX

Date RfAEskatEa. FoxX
: Title: Director

Portland Webworks. Inc.

1/5/2021 (—ﬁ"‘;‘;‘:fb‘;fm
Date Namertbahins Davis

Title: President

Porttand Webworks: Inc. Amendment #2
RFP.2019-DBH-05-WEBSI-01-A02 Page 3 of 4
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New Hampshire Department of Health and Human Services .
Website Development for Substance Use Disorder Information and Services

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and

execution. :

OFFICE OF THE ATTORNEY GENERAL
1/15/2021 Docusi I'.Iad by: .
Date ‘ NamEaane P1nos

Title: Attorney ’

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Portland Webworks, Inc. Amendment #2

RFP.2019-DBH-05-WEBSI-01-A02 Page 4 of 4
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Exhibit B4 Amendmaent #2
Budget

New Hampshire Department of Health and Human Services

Contractor Narm: Portlend Webworks, Inc.

Budget Raquast for: He D for Sub Use D Inf lon and Services
RFP-2015-DOH-05 WEDS
Budget Pariod; SFYZ1 0273020 06/HN21 (SORT)

_ o A - Total Program Cost Tontractar Share | Match N L Gontr AT

H.ine tam - i = Direct Indirsct Total - Direct * Indirect N - Total - Diract Indirect Totsl

1. Tolo) SaloryPWages 502500 S 502500 | 5 - p " 502500 § I 5,025.00
2. Employoe Benefits - - s - 13 - - - - 15 - -
3. Consultants - - 18 - - - - - - -

. Equi 3 - - - - - - - - -
6. Travel - - - M $ N N - - -

7. Occupancy - - - $ - - - - - -
3, Current - - - - - - . $ - -
9. Software - 3 - - - - - - - -
10, Markalingie eations p T 5 B ~ - - . 5
1. Staff Education and Traming S s - B S - - -
12. Subconiracts/Agreomeants - - L= . - - - - -

13, Other {speaific detats mandatory). - - - o
Website hosling 2,475.00 - 2.475.00 - - + 2.475.00

e
i w

| ] 4a] and

~ TOTAL 3 750000 | § - TI000 ; PR K - L3 7,500.00
Indirect As A Percent of Direct 0.0%

. -
Portland Wabworks, Inc. v
RFP-2010-D8H-05-WEBSI-A01 . Contractor

Extibi B4 Amencment £2

Pages 10i1 Dmta, 1/5/2021
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Exhibit B-5 Amendmaent 12
Budgat

New Hampshire Department of Health and Human Services
COMPLETE ONE BUDGET FORM FOR EACH BUDGET PERIOD
Contractor Nama: Portland Webworks. Inc.
Budget Reg for: L/ i for Substance Use Disorder information and Services
RFP-2019-80A5- 1 2-WORKF-01
Budgat Perlod: $FY21 070121-09r29721 (SORI}
Total Program & o Tontracior Share ] Mxich Funded by DAAG contract sham
[Line tem - - Direct Indirsct Total . Direct Indirect Totat Direct Indirect Total
1. Total SatarpWages 3 1,675.00[ § - 3 1,675.00 - - - 1,6875,00 - $ 1,675.00
2, Emphryss Bacwfits B - $ . - - - - - - $ .
B N = N M ; < - - T
s N " 13 . = . N -
- - : : : 1 - : : :
. - - - - I3 - - - - -
12. S - - - s - 13 - - - -
13. Othes [specific dotaits mandatory): - 3 - | % o K3 - - - - -
Webaite hoeting $ 825.00] % - $ 82500 | § - $ - - ] 82500 - 3 825.00
$ - 13 - 5 . - - - - - -
3 - 13 - 13 - - - - - - -
= TOTAL 3 00| 8 - P} TIR.00 - T 1% T3 2,50000 | § - P
Inclirect Az A Percent of Dirsct 0.0%

-,
Portiand Wetworka, Inc. | W
RFP-2019-0BH-05-WEBSIAUZ Contracioe .
Exhibit B-5 Amendmant #2 ~
Page 1of 1 Dot /572021
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State of New Hampshire
Department of State

CERTIFICATE

[, William M. Gardner, Secretary of State of the State of New Hampshire. do hereby certify that PORTLAND WEBWORKS,
INC. is a Maine Profit Corporation registered to transact business in New Hampshire on October 11, 2018, | further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business 1D: 804957
Certificate Number: 0005056470

IN TESTIMONY WHEREOF,

I hereto set my hand and cause 10 be affixed
the Seal of the State of New Hampshire,

this 15th day of December A.D. 2020.

William M. Gardner

Secretary of State
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CERTIFICATE OF AUTHORITY

I, James F. Keenan, Jr., hereby certify that:

1. | am the duly-elected Clerk of Portland Webworks, Inc. (the “Corporation”), a shareholder-run
corporation formed and existing under the laws of the State of Maine.

2. The foliowing is a true copy of a resolution approved by Written Consent of the sole shareholder
of the Corporation effective as of January 4, 2021;

RESOLVED: That Justin D. Davis, as President, is duly authorized on behalf of
the Corporation to enter into contracts or agreements with the State of New
Hampshire and any of its agencies or departments and further is authorized to
execute any and all documents, agreements and other instruments, and any
amendments, revisions, or modifications thereto, which may in his judgment be
desirable or necessary to effect the purpose of this resolution.

3. | hereby certify that said resolution has not been amended or repealed and remains in fuli force
and effect as of the date of the contract amendment to which this Certificate of Authority is
attached. This authority remains valid for thirty (30} days from the date of this Cerlificate of
Authority. | further cerlify that it is understocd that the State of New Hampshire will rely on this
Certificate of Authority as evidence that the perseon listed above currently occupies the position
indicated and that he has full authority to bind the Corporation. To the extent that there are any
limits an the autharity of any listed individual to bind the corporation in contracts with the State
of New Hampshire, all such limitations are expressly stated herein.

DocuSigned by:

1/4/2021 | dames £ kunan, b

Dated: I0AN1AL I ARIEA
Signature of Elected Officer
Name: James F. Keenan, Jr.
Title: Clerk

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

PORTWE(-01 _EIRISH

DATE (MM/DD/YYYY)
12/30/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}, AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holdar is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confar rights to the cortificate holder in lieu of such endorsaement(s).

PRODUCER

Clark Insurance

1945 Cong‘r‘gss Streat, Bldg A
PO Box 3

CONTACT Y
freNo. exty: (207) 774-6257

[ FA% nop(207) 774-2994

Ekqg Info@clarkinsurance.com )

Portland, ME 04104-3543 INSURER(S) AFFORDING COVERAG NAIC ¥
wsyuren & Citizens Ins Co of America 31534
INSURED wmsurer B Allmerica Financial Benefit 41840
533{31“:’,‘:";?:43:':’1'"& msurer ¢ : Maine Employers Mutual Ins Co 11149
5 Milk Straet, Ste 2 INSURER D :
Portland, ME 04101 INSURER E ;
N INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THI$ IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

iy TYPE OF INSURANCE et g POLICY NUMBER T | N T LIMITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE s 1,000,000
| cLamsmoe [X] oceu 0BPH139370 1712021 | 7022 [DRNESSIORENTED T
— MED EXP (Any ong person) 3 5’000
- PERSONAL & ADV INJURY | $ 1,000,000
| GENUL AGGREGATE LIMIT APPLIES PER: . GENERAL AGGREGATE s 2,000,000
| | PoLICY S8 LoC PRODUCTS - COMPIOP AGG | 3 2,000,000
QTHER: 3
B | AUTGMOBILE LIABILITY m&ume uar | 1,000,000
X | aver auro IAWPH139355 1712021 | 17712022 | BooiLy mauRY (Pes person) | $
| owneD SCHEDULED ”»
| ] AUTOS OMLY AUTOS BODILY WJURY (Per pecident) | $
PROPERTY DAMAGE
I ﬁms ONLY %‘8?6%\’8'&9 {Par accident] 3
: 3
A | X |umsrewauias | X | occur EACH OCCURRENCE 3 3,000,000
EXCESS LIAB CLAIMS-MADE IOBPH139370 11712021 17712022 AGGREGATE s 3,000,000
oeo | X | reTentions 10,000 , s
C et R X [BEe [ 18
ANY PROPRIE TORIPARTNER/EXECUTIVE L 1810106528 8/23/2020 | 912312021 | ¢\ a0y nccipEnT 3 1,000,000
FFICER/MEMBER EXCLUDED? NIA : 1,000,000
andatory In NH) E.L DISEASE - EA EMPLOYEE! § bt
If yes, describe under 1,000,000
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | $ el
A |Professionat Liabili KOBPH139370 1772021 117712022 |Professional Limit 5,000,000

DESCRIFTION OF OPERATIONS | LOCATIONS / VEHICLES {ACORD 101, Addltional Remarks Scheduls, may be attachad if mors space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03361

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DEUVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

= —

|
ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

PORTWEOQ-01 EIRISH

DATE (MM/DO/YYYY)
12/30/2020

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorgsement. A statement on
this certificate doas not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER ’

Clark insurance

1945 Congzess Street, Bldg A
PO Box 3543

Portland, ME 04104-3543

CgNT{\CT

PN, Exy: (207) 774-6257

[ 8% oy (207) 774-2994

| B . info@clarkinsurance.com
INSURER(S) AFFORDING COVERAGE

RAIC ¥
wsurer 4 : Citizens Ins Co of America 31534
INSURED . msurer 6 ; Allmerica Financial Benefit 41840
Portland Webworks, Inc. insurer ¢ : Maine Employers Mutual Ins Co 11149
Justin and Gia Davis
5 Milk Street, Ste 2 INSURERD :
Portiand, ME 04101 INSURERE :
INSURERF :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABCVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH.POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

e TYPE OF INSURANCE oSt W POLICY NUMBER A R S LIMITS
A | X | COMMERCIAL GENERAL LIABILITY : EACH CCCURRENCE s 1,000,000
| camsmaoe [ X | oceur 0BPH139370 1712020 | /72021 |BAMACETORENTED T
| MED EXP (Any one person) s 5,000
- PERSONAL & ADV INJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
| | PoLICY D & Lo PRODUCTS - COMP/QP AGS | § 2,000,000
OTHER: $
B | autoMoBILE LiABILITY | EoMpmEDSINOLE LT o 1,000,000
_!_ ANY AUTO . IAWPH139355 1/7/2020 1/712021 | BODILY INJURY (Per parsony | §
OWNED SCHEDULED
|| AUTOS ONLY AJUTGS BODILY INJURY (Par accident) | §
Of
| R onuy RPN For boagen ot s
$
A | X |umerecauss | X | occur EACH OCCURRENCE $ 3,000,000
EXCESS LIAB CLAIMS-MADE OBPH139370 1/7/2020 1712021 AGGREGATE s 3,000,000
peo | X | retenvions 10,000 s
C |WORKERS COMPENSATION X | BER | OTH-
AND EMPLOYERS' LIABILITY STAIUTE ER
ANY PROPRIETORPARTNER/EXECUTIVE [ 1810106526 9/23/2020 | 9/232021 | &) e oy accioenT $ 1,000,000
ﬁ:FICER}MﬁMﬁﬁR EXCLUDED? NIA 1000000
andatory In NH) E.L. DISEASE - EA EMPLOYEE] § b
If yas, describe under 1.000 000
DESCRIPTION OF OPERATIONS below EL. DISEASE - POLICY LIMIT | § el
A |Professional Liabili OBPH139370 1/7/20620 | 1/7/2021 |Professional Limit 5,000,000

DESCRIPTION OF OPERATIONS | LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Schedule, may be attached i more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Department of Health and Human Services
129 Pieasant Streot

Concord, NH 03301

7
=

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOQTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

r{\(m —

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are r'eglstered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION FOR BEHAVIORAL HEALTH

Lofi A. Shibinette 129 PLEASANT STREET, CONCORD, NH 03301

Commlssioner ' 603-271-9%44  1-300-852-3345 Ext. 9544
. . Fax: 603-271-4332 TDD Access: 1-800-735-2964 www.dhhs.oh.gov
Katjs S. Fox
Director

June 11, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council .

State House -

Concord, New Hampshire 03301

RE S CTION

Authorize the Department of Health and Human Services, Division for Behavioral Health,
to amend an existing contract with Portland Webworks, Inc. (VC#282677-8001, Portland, ME to
continue supporting and hosting the website that provides information and- services related to
substance use disorder, by exercising a contract renewal option with no change to the price
limitation of $200,000 and extending the completion date fram June 30, 2020 to Seplember 29,

2020 effactive upon Governor and Council approval. 100% Federal Funds.

. The original contract was approved by Governor and Council on December 5, 2018, item
#23A. : ' :

Funds are available in the following account for State Fiscal Year 2021, with the authority
to adjust budget lina items within the price limitation and encumbrances between state fiscal years
through the Budgét Office, if needed and justified. .

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG & ALCOHOL,
STATE OPIOID RESPONSE (SOR) GRANT. . ,

State . : Increased \
Fiscal Class I Class Title Job Current (Decreased) Revised
Account : Number | Budget Budget
Year _ Amount
2019 | 102-500731 | Contracts for | g,559049 | $150,000 | S0 $150,000
Prog Sve

Contracts for $50,000 ($2,500) $47,500

2020 | 102-500731

brog Svc | | 92057040
2021 | 102-500731 | Conuacts for | or059040 150 $2,500 | $2,500°
Prog Svc
Total | $5200,000 |80 1'$200,000
EXPLANATION

The purpose of this request is to continue supporting and hosting the website that provides
information and services related to substance use disorder to the public. This service supports
the Department’s goal to re-align the substance use disorder service access system into a



His Excellency, Germor Christopher T. Surunu
and the Honorabla Council
Page 2 of 2

. streamlined and standardized approach as part of the State Opioid Response grant, as awarded
by the Substance Abuse and Mental Health Services Administration.

User analytics indicate that approximately 7,500 individuals will access the website from
July 4, 2020 to September 28, 2020.

The Department is continuing services for additiona! three (3) months to allow time for
transitioning the maintenance and hosting of the website to the Department. As of today, the
Contractor works closely with the Department to maintain the DoorwayNH. website, after
experiencing a rapid-and successful development of the website as a key oomponent of the
Doorway rollout in the winter of 2018-2018.

The website is a key component of the system established to improve access to substance
use disorder services and supports, statewide. Individuals who seek information about substance
use disorders' are directed to the appropriate resources, including the 2-1-1 NH call center and
the regional Doorways, through the website. .

As referenced in Exhibit C-1 Revisions to General Provisions of the original contract, the
parties have the aption to extend the agreement for up to four (4) additional years, contingent.
upon satisfactory delivery of services, available funding, agreement of the parties and Goverrior
and Council approval. The Department is exercising its option to renew services for three 3
months of the four (4) years available.

Should the Govemor and Council not authorize this request, 'the DoorwayNH website will
no longer be available to those seeking information and resources regarding substance use
disorders, which could result in critical delays to accessing substance use disorder treatment
servnces

Area served: Statewide

Source of Funds: 100% Federa! Funds from DHHS Substance Abusé & Mental Health
Services Administration, Center for Substance Abuse Treatment, State Opioid Response {SOR)
Grant - SAMHSA (FOA) No. TI-18-015. FAIN #T1081685 S

. In the event that the Federal Funds become no longer avallable General Funds will not
be requested to support this program. )

The Depariment of Health and Human Services’ Mission is to join communilies and families
in providing opporiunilies for citicens to achicve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

June 11, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services,
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Depariment of Information Technology (DolT)
has approved your agency's request to amend a contract with Portland Webworks, Inc., Porland, ME as
described below and referenced as DolT No. 2019-020A.

This is a request for approval to amend a contract with Portland Webworks, Inc., for
continued support and hosting of the DHHS website that provides information and services
related to substance use disorder. This is a time extension only. DHHS is continuing these
services for-additional three months to allow time for a transition of the DoorwayNH
website for the DHHS. .

The completion date will be extended from June 30, 2020 to September 29, 2020, effective
upon the date of Governor and Executive Council approval through September 29,2020.

" A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval. S

Sincerely,
Al e,
Denis Goulet
DG/ik/ck
DolT #2019-020A

cc: Michael Williams, DolT - IT Manager

*innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Information
And Services

State of New Hampshire
N Department of Health and Human Services
Amendment #1 to the

2019 DBH-05-WEBSI/Website Development for Substance Use Dlsorder Information
And Services

This 1 Amendment to the 2019-DBH-05-WEBSIWebsite Development for Substance Use Disorder
Information and Services contract (hereinafter referred to as “Amendment #1"} is by and between the State
of New Hampshire, Department of Health and Human Services (hereinafter referred to as the "State"” or
"Department”) and Portland Webwaorks, Inc. (hereinafter referred to as "the Contractor”). a for profit
corporation with a place of business at 5 Milk Sireet, Portland, Maine, 04101.

WHEREAS, pursuant to an agreement {the “Conlract”) approved by the Governor and Execulive Council
on December 5, 2018 (Item #23A). the Contractor agreed to perform cenlain services based upon the terms
and conditioris specified in the .Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37; General Provisions, Paragraph 18, and Exhibit C-1 Revisions to
General Provision, Paragraph 3, the Contract may be amended upon written agreement of the parties and .
approval from the Governor and" Executive Council: ang

WHEREAS, the parties agree to extend the term of the agreemenl, increase the price limitation, or modify
the scope of services to-support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and condilions contained
in the Conlract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Dale; to read:
September 29; 2020. '

2. Modify Exhibit B-2, Budget Period: July 1, 2019 - June 30 2020, by reducing the total budget-
amount by $2,500, which is identiflied as unspent funding that is being carried forward to fund the
aclivities in this Agreement for SFY 21 (July 1, 2020 through September 29, 2020), as specified in
Exhibit B-3 Amendment #1 Budget, with no change to the contract price limilation.

3. Add Exhibit 8-3 Amendment #1 . Budget, which is altached herelo and :ncorporated by relerence
herein,

4. Modify Exhibit B, Methods and Conditions Precedent to Payment Seclion 2. 1 o read:

2.1 Payment shall be on a cost reimbursement basis for actual expendllures incurred in
the fulfillment of this Agreement, and shall be in accordance with the approved line
items: in Exhibit B-1, Exhibil B-2 and Exhibit B-3 Amendment #1 Budget.

6. Modify Exhibit B, Methods and Conditions Precedent 1o Paymenl, Seclion 2.5, to read.

2.5 in-lieu of hard copies, all invoices may be assigned an eleclronic signature and
emailed to dhhs. dbhlnvoecesbdas@dhhs nh.qov or invoices may be mailed to:
Financial Administralor
Deparnment of Health and Human Services
Bureau of Brug and Alcoho! Services
105 Pleasant Street
Concord, NH 03301

Porland Webworks, Inc. Amendment #1 . Contractor Initials
RFP-2019-DBH-05-WEBSI-01-A01 Page 10l 3 Date rig




New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSHWebsite Developmenl for Substance Use Disorder Inforrnatfon

And Services

All terms and conditions of the Contraci and prier amendments not inconsistent with this Amendmant #1
remain in full force and effect. This amendment shall be eﬁectuve upon the date of Governor and Executive
Councll approval. J

IN WVATNESS WHERECF, the parties have set their hands as of the date writlen below,

State of New Hampshire

(-3

Date

e témm e

Portland Webworks, Inc,

6 (#2020 .- _Z\b\-\

Date : N;me J\,jf“‘_ D. 'DAVLS
: Title:
PresipentT
Porttand Webworks, Inc, Ameandmoni #1

RFP-2019.DBH-05-WEBS!-01-A01 Poge 20l )




New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSI/Website Development for Substance Use Disorder Information
And Services '

The preceding Amendment, having been reviewed by this office, is approved as lo form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

June 11, 2020 ' ' Q @Mf@b HarekatV

Dale Néme:

Titte: Assistant Attorney General

| hereby cenrtify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: ’ (date of meeting)

- OFFICE OF THE SECRETARY OF STATE

Date ~ Name:
Title:
{
Porlland Webworks, Inc, Amendment #1

RFP-2019-DBH-05-WEBSI-01-AQ1 FPage 3of 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH
BUREAU OF DRUG AND ALCOHOL SERVICES

Jellrey A. Meyers
Commiszioner 108 PLEASANT STREET, CONCORD. NH (3301
' 603-271-6110 1-800-852-3345 Ext. 6738
Katja 5. Fos Fax: 603-271-6105 TDD Access: 1-300-735-2964 .
. Director . ’ - www.dhhs:nh.gov .

" October 19, 2018

" His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House- )

Concord, New Hampshire 03301

-

. REQUESTED ACTION

Authorize thé Department of Health and Human Services, Division of Behaviora! Health,
Bureau of Drug and Alcohol Services, to enter into an agreement with Portland Webworks, Inc,
Vendor #282677-8001, 5 Milk St., Portland, ME 04101, for the:provision of designing,
developing, implementing, hosting and managing a single, consolidated website for the
purpose of ensuring the general public has access to consistent and accurate information on
services related to Substance Use Disorders (SUD), in an amount not to exceed $200,000,
effective upon date of Governor and Executive Council approval through June 30, 2020. 100%
Federal Funds ' -

"Funds are .available ‘in the following account for Staté Fiscal Years 2019 and is.

anticipated to be available in State Fiscal Year.2020 upon the ‘availability and continued

appropriation of funds in the future operating budget, with authority to adjust encumbrances.

- between State Fiscal Years through the Budget Office without further approval from Governor
and Executive Council, if needed and justified.

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND.

HUMAN SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG &
ALCOHOL, STATE OPIOID RESPONSE (SOR) GRANT

State X _ . Total
Fiscal CIass!Accognt Class Title | Job Number . Amount
Year .
2019 © 102-500731 Contracts for Prog Svc | 92057040 [ $150,000
2020 | 102-500731 Contracts for Prog Svc 92057040 $50,000
' T Total: | $200,000

Ay . -
| NOU27'18 pn 2:44 DAS 0'25/[1 “plf



His Excellency. Govemor Chrislopher T. Sununu
and the Honorable Council
Page20f 3

EXPLANATION

The purpose of this request is to enter into'an agreement with Portland Webworks, Inc.
to provide website design and hosting services in support of the Department's goal to re-align
the substance use disorder (SUD) service access system into a streamlined and standardized
approach as part of the State Opioid Response (SOR) grant, as awarded by the Substance

_Abuse and Mental Health Services Administration {SAMHSA). : .

The establishment of a single website for information and service referral is critical to
the Department's Opioid Response Plan. In the current environment, a multitude of disparate
websites and resource lists are available for individuals seeking information and services for
SUD. The website that results from this agreement will serve as a single repository designed-to
capture Department vetted infonhatior_n about prevention, treatment, recovery and harm
reduction services. Funds will be utilized by Portland Webwaorks, Inc. to design, develop,
implement, provide the hosting for and manage a single, consolidated website that ensures the

" general public in New Hampshire has access 10 consistent and accurate information on SUD
* services available in New Hampshire. - '

This website will ensure individuals who seek information about SUD are directed to the

appropriate resources, including the 2-1-1 NH call center and Regional Hub services.

Portland Webworks, Inc. was selected for this procurement through a ‘competitive bid |

process. A Request for Proposals was posted on the Department of Health and Human
Services' website from September 14, 2018 through October 4, 2018. The -Department
received three (3) proposals. The proposals were reviewed and- scored by a team of
individuals with program specific khowledge. The Score: Summary is attached.-

] As referenced in the Request for Proposals and in the Exhibit C-1 of this contract, this

Agreement has the option to exiend for up to four (4) additional years, contingent upon
salisfactory delivery of services, available funding, agreement of the parties and approval of
the Governor and Executive Council. ' '

Notwithstanding any other provision of the Contract to the-contrary, no services shall

gontinue after June 30, 2019, and the Department shall not be liable for any payments for
services provided after June 30, 2019, unless-and until an appropriation for these services has
been ‘received from the state legislature and funds encumbered for the SFY 2020-2021
biennium, ' ' ' -

Should the Governor and Executive Council not authorize this request.‘commuhicalions.
‘information and resources available regarding SUD to individuals will continue to be separate

and not communicate with a consistent message, which may to result in delays to accessing .

care for SUD for individua_ls.
Area served: Statewide. - . -

Source of Funds: 100% Federal Funds from DHHS, Substance Abuse & Mental Health
Services Administration, Center for Substance Abuse Treatment, State Opioid: Response
(SOR) Grant - SAMHSA, (FOA) No. TI-18-015. FAIN #T1081685 '



His Excellency. Governor Christopher T. Sununu - -
and the Honorable Council :

Page 3 of 3. i

In the event that the Federal (or Other) Funds become no longer available, General Funds
will not be requested to support this program.
Respectfully submitted,
Katja Fox .
Dire;tor. Division for Behaviora! Health

L}

) )
Approved by’ A
. . . Y
Jeffrey A. Meyers

Ay A Meyers
Commissioner

The Department of Health.and Humaon Services’ Mission is o join comatunities and. fonrilics
in prouiding opportunitics for atizens lo achieve heelth and independence.



New Hampshilic Dopartment of Health and Humah Sorvices : .
Office of Business Oparations '
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Summary Scoring Sheet |

W;ebsitn Developmont for Sub-sunco
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFQRMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.rh.gov/doit

Denis Goulet
Commissioner

November 16, 2018

Jeffrey A. Meyers, Commissioner
Depantment of Health and Human Services
State of New Hampshire

"129 Pleasant Street _
" Concord, NH 03301 B - ‘

Dear Comm:ssmncr Meyers: - .

-

This letter represents formal nouﬁcauon that lhe Department of Information Technology (Dol T)
has approvéd your agency's request 10 enter into & cqntract with Portland Webworks, Inc., of Portland,
ME as described below and referenced as DolT No. 20I9 020.

The purpose-of this rcquest is for the Department of Heakth and Human Services to enter’
into a contract agreement for the design; development, implememation, hosting and
manogement of a consolidated website for thepurpose of ensuring the general public has
access to consistent and accurate inforthation on services related to Substance Use
Disorders. :

The amount of the contract is not-1o exceed $200,000 and is effective upon Govemor end
Exccutive Council approval, through June 30, 2020,

A copy of this letter should asccompany the Department of Health and Human Services’
(Submission to the Govemnor and Executive Council forjapproval.

Sincerely,

%Jé -b“ﬁ-t/- 4
Denis Goulet
DG/ik
DolT #2019-020

‘ce Bruce Smith, IT Manager DoIT

“innavative Technologies Todoy for New Hompshire's Tomorrow™




FQRM NUMBER P-37 {verston S/815)
] : )

| Notce:

This agreement and el of its attechments shall become public upon submission to Governor Lnd
Executive Council for spprovel. Any informalian that is privaic, confidential or proprictary must
be clearly identificd to the agency ond agreed to in writing prior to signlng the contract.

o AGREEMENT ‘
The Stote of New Hampshire and the Contracior hereby mutually ngree a9 follows:

GENERAL PROVISIONS

1. IDENTIFICATION. -

1.} Statc Agency Nome  * )
NH Depariment of Health and Human Services

1.2 Sleie Agency Address
129 Plensant Street
Concord, NH 03101-3857

1.3 Conuscior Name

1.4 Coniraclor Address.

Portland Webworks, Inc. 5 Milk Street :
Portland, ME 04101
1.5 Controcior Phooe 1.6 Account Number 1.7 Completion Dete 1.8 Price Limitation
Number ) . )
207-773-6600 '05-95-92-7040-50073 1 - June 30, 2020 $200,000
) 92057040

1.9 Contracting Oficer for Sinte Agency
Nuhan D. While, Director .
* | Bureau of Contracts end Procurement

1.10 State Agency. Telephone Number -
603-271-9631 .

1.1} Contrector Signoture

7 DN D

1.12 Neme and Title of Contractor Signatory

Justin' Davis, President

13 Ackmw!od'gmng State of MwYW, ", County of . ﬁm\om \M d

On |D 'ZB \&0’5 , before the underiigned officer, persanelly appeered the person |dentified in block 1. l2.'o: uli:fnclo‘ﬂry
proven 1o be the person whose name is signed in block 1.11, end acknowledgped thet she executed this document In the capacity

indicated in block 1.12.

1431 Signature of, it or Justice of the Petee

w2 ALISON MARIE SCRESTOFOL
. - Noisiy Public-Malno

- {Seel] > . My Commigaipn Eepicgp
1.132 Namg gnd Title of Nolary or Jpstice of the Peace =D Apiling, 2022
~ Plison Marw thestopol. _ _
1.04  Suie Agency Signature 1,45 Nume and Title of Sute Agency Signalory
” | . - — -
’)w"“& < Date: lf/zh%’ \/_..Jc'\a'._s ¢ h/,e_a(—'o

1.16 Approval by the N.H. Departmeant of Administration, Division of Persotine! (f applicoble) .

By:

Director, On:

117 Appravel b; thgRnornay Generel (Form, Substence and Exccullon} {if applicable)

._ By:

1.18 Approve) by fie Govemnor and Executi

By:

AINAN). [ gl M»w{]

ncil {{f ap;{l}lbk) 7
on:

) /14/l%

Pege .l of 4




FORM NUMBER P-37 {version 5/8/15)

Subject: 2019-DBH-05-WEBSI/Website Development for Substance Use Disgrder Information

.

Notice: This ngreement and el of its attachments shall become public upon submission to Governor and
Executive Council for opproval. Any information that is private, confidential or proprietary must
be clearly identified to the ageacy and agreed to in writing prior (0 signing the contract.

AGREEMENT
Thc State of New Hampshire and the Contractor hercby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name
NH Dcpanment of Heahth and Human Scrvnccs

1.2 State Agency Address

129 Pleasant Strect
Concord, NH 033013857

le Contracior Name
Poriland Webworks, Inc.

1.4 Contractor Address
5 Milk Street
Portland, ME 04101

1.5 Contractor Phone 1.6 Account Number
Number
207-773-6600 . 05-95-92-7040-500731-

") 92057040

1.7 Completion Date 1.8 Price Limitasion

June 30,2020 $200,000

1.9 Contraciing Officer for Stote Ag:ncy
Nathan D, Whiie, Director
Bureau of Contracts and Procurement

1.10 State Agency ;re|cphone Number
603-271-963) .

1.11 Contractor Signature

112 Name and Tile of Coniractor Signatory

Justin Davis, President

BN,

13 Acknowledgcmcnt Staie of , County of
[ On" -

| indicaed i block 1.12.

: , before the und:rsngncd officer, persondlly appeared the person identified in block 1.12, or snnsfcclonly ’
proven ié-be the person whosc name is s:gncd in block .11, a.nd acknowledged that s!he executed this document in lhe capacity

‘| 1.13.1 Signature of i# or Justice of the Peace

. iS'enl]

ALISON MARIE SCHESTOPOL
; Notary Public-Mslno
My Commissign fapiros

I l} 2 ‘Neme d Title of Nowry or Jystice gf the Peace

Plison Marw esﬂvpol

- ‘AP Vo, 2022

I.l4 Staie Agency S1gnalurc
lf/ -
Date: 7" A

PR

1.15 - Name and Title of Siate Agency Signatory

Vet S P‘D*A‘b\//—&c—'f—b/—

By:

1.16 Approval by the N.H. Depariment of Administratian, Division ochrsonnel {if applicable)

Director, On:

1.17 Approval by th

By:

ttorney General (Form, Substance and Execution) (if applicable)}

A folo- MM 7/"’//5

1.18 Approval by #c Governor and Executi

By:

ncil (:fap;@pbfc) /

bt Page | of 4

\



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Swic of New Hampshir, acting
through the agency identified in block 1.1 (“Siate”), engages
contractor identified in block 1.3 ("Contractor') 1o perform,
and the Contractor shall perform, the work or sale of goods, or

" both, identified and more panticularly described in the aiteched
EXHIBIT A which is incorporsied herein by reference
(“Services™).

3. EFFECTIVE DATEXCOMPLETION OF SERVICES.
3.1 Notwithsianding any provision of this Agreement 10 the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
opplicoble, this Agreement, and sll abligetions of the parties
‘hereunder, shell become effective on the date the Governor
and Executive Councit approve this Agreement es indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become eflective on the date the
Agreement is signed by the State Agency as-shown in block
114 (“Effective Date™.
3.2 If the Contractor Eommences Lhe Services pnor to the
Efective Date, all Services performed by the Contructor prios
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
" become effective, the State shall have ao lisbility to the
Contrector, including without limitation, any obligation to pay
the Conmractor for any costs incurred or Services performed.
Controctor must camplete all Scrvices by the Completion Date
specilied in block 1.7,

4, CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision ol this Agecement to the
contrary, s}l obligations of the Stale hercunder, including,
without limitation, the conlinuance of payrhents hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no even shall the Suate be liable.for any,
payments hereunder in excess of such svailable appropriated
funds. In the event of e reduction or termination of
oppropritted funds, the State shall have the right 1o withhold
payment until such funds become ovailsble, if ever, and shall
have the right to terminate this Agrecment immediately upon
giving the Contractor notice of such termination. The State
shal) not be required to transfer funds from any other account
1o the Account identified in block 1.6 in the event funds in thay
Account are reduced or uravailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by refecence.

5.2 The payment by the Sinte of the contract price shall be the

only and the complete reimbursernent to the Contractor for afl -

expenscs, of whaiever nature incurred by the Contractor in the
performance hereof, and shall be the.only and the complete
compensstion o the Contmctor for the Services. The Siate
shel) have no Jiability to the Contracior other than the conlract
price.

5.3 Thc State reserves the right to offse1 from any nmounis
otherwise payable to the Contractor under this Agreement
those liquideled amouats required or permitied by N.H. RSA
80:7 through RSA 80:7-¢ or any other provision of low.

5.4 Notwilhstanding eny provision in this Agreement to the
contrary, and noiwithstanding unexpected circumstances, in
no event shall the total of sll payments authorized, or ociually
made hereunder, exceed the Price Limitation set forth in block
1.8 :

'6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the pérformance of the Services, the
Contractor shall comply with sl] statutes, laws, regulations,

‘and orders of federsl, s1ate, county or municipal suthorities

which impose ony obligation or duty upon the Contragtor,
including, but not limited to, civil rights and cqual opportunity
laws. This may include the requirement to utilize auxiliary
0ids and services L0 ensure that persons with communicalion
disabilities, including vision, hearing and speech, can
communicate with, reccive information from, and convey
information-to the Contracior. [n addition, the Contrector
shall comply with all spplicoble copyright laws,

6.2 During the term of this Agreement, the Contracior shall
not discriminale ugamsa employees or applicants for

. employment because of race, color, rcllglon creed, nge, sex,

handicap, sexual oriéntation, or national origin and will teke
affimative aclion to prcvént such discrimination,

6.3 If this Agreement is funded in any pan by monices of the
United Stales, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opponunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60); and with any rules, regulations and guidelines
as the Siate of New Hampshire or the United States issuc 1o
implement these regulations. The Contractor further agrees 10

permit the State or United States access 10 any of the

Contractor’s books, records and accounts for the purpose of
uascentaining compliance with 8l rules, regulations and orders,
and the covenants, terms and conditions of this Agreement,

7.PERSONNEL. .

7.1 The Contenctor shall at'its own expense provide all
personne! necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under al) applicable

laws.

7.2 Uniess otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months sfter the
Completion Date in blogk 1.7, the Contracior shall not hire,
and shall not permit any subcontractor or pther person, firm or
corporation with whom it is engaged in a combined effont to
perform the Services 10 hire, Bny person who is a State
employee or official, who is materially involved in the
procurement, sdministration or performance of this
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer spCCIﬁCd in block 1.9, or his or
her successior, shall be the State’s representative. In the event
of pny dispute concerning the interpretation af this- Agreement,
thc Contracting Qfficer's decision shall be final for the Staie.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissians of |hc
Contractor shall constitute an eveni of defoult hereunder
(“Event of Default”):
8.1.1 failure 10 perform the Services satisfactorily. or on
schedule; '
§.1.2 failure o.submit any rcport required hcrcundcr nndlor
8.1.3 (ailure to perform any other covenant, term or condilion
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, of more, or oll, of the following actions:
8.2.1 give the Contractor o writien notice specifying the Event
of Default and requiring it to be remedied within, in the
sbsence of a greater or lesser specification of lime, thirty (30)
days from the date of the.notice; and il the Event of Defoull is
nol timely remédicd, terminale this Agreement, effective two
(2) days after giving the Contracior notice of termination;
§.2.2 give the Coniractor & written notice specifying the Event
of Default and suspending o)) payments 1o be made under this
Agreement and ordecing that the porticn of the contract price
which would otherwise accrug (o the Contractor during the
period fram the date of such notice until such time as the State
determines. that the Cantractor has cured the Event oI' Default
shall ncver be paid to the Contractor;
8.2.3 sct ofT against any other obligations the State may owe 10
the Contractor any damages the Siate suffers by reason of any
Event of Defoulr; andfor - ’
8.2.4 wreat the Agreement as breached and pursue any of its
remedies 8t law o in cquity, or both,

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the.word “date” shall mean al
information and things dcveloped or obtained during the
performance of, or acquired or developed by reason of, this
Agreemeni, including, bul not limited to, all swdies, reports,
files, formulae, surveys, maps, chans, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer’
printouts, notes, letters, memoreanda, papers, and documenis,

ofl whether finished or unfinished.
9.2 All data ond any property which has been recewcd from
the State or purchased with funds provided for that purpose
under this Agreemeni, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason. .
9.3 Confidentinlity of date shall be governed by N.H. RSA
chapter 91-A or other existing Jaw. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. (n the event of an early termination of
this-Agreement for any reason other than the completion of the
Services, ihe Contractor shall deliver to the Contracling
Officer, not later than fifteen (15) days after the date of
termination, o report (“Termination Repon™) describing in
detail 8l) Scrvices performed, and the contract price camed, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical 1o those of any Final Report
described in the attached EXHIBIT A.

11.CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects on independent contractor, and is neither an agent nor
an employee of the State, Neither the Contractor nor any of | its
officers, employees, agenis or members shell have suthority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS,

The Canteacior shall not assign, or otherwise teansfer any
interest in this Agreement withaut the prior written notice and
consent of the State. None of the Scrvices shall be .
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contracior shall delend,
indemnify and hold harmiess the State, its officers and
employecs, fram and against any and oll losses sufTered by the
State, its officers and employees, and any and all claims,
liabilities or penaliies asserted against the State, its officers
and.employees, by or on behalf of any person, on account of,
based or Icsulllng from, arising out of (or which moy be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithsianding the foregoing, nothing herein
contained shall be deemed 1o constitute o waiver of the
sovereign immunity of the State, which immunity is hereby

" reserved to the State. This covenant in paragraph 13 shall

survive the termination of this Agreement.

14, INSURANCE.

14.1 The Contractor shall, nt its sole expense, obtain and’
maintain in force, 2nd shall rcqulre any subcontractor or
nssngncc to obtoin and maintainin forcc. the following
insurance:

14.1.1 comprehensive general lisbility insurance agrinst all
claims of bodily-injury, death or properly damage, in amounts
of not less than $1,000,000per occurrerice md $2,000,000
aggregaie ; and

14.1.2 special cause of loss coverage form covering all
property subjecl to subparagraph 9.2 herein, in £n amount not
less.than 80% of the whole replacement value of the property.

. 14.2 The policies described in subparagraph (4.1 herein shall

be on policy forms nnd endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, ond issued by insurers licensed in the State of New
Hempshire. -

Contractor Initials JO
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14.3 The Contracior shall fumish to the Contracting Officer
_identified in block 1.9, or his or her successor, a certificaie(s)
of insurance for all insurance required under this Agreement.
Contractor shall elso fumish to the Contracting Officer
identified in-block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no Iater than thirty (30) days prior to the expirplion
date of each of the insurance policies. The cenificate(s) of
insurence and any renewals thereof shall be attached and are
incorporeted herein by reference. Each certificate(s)of -
insurance shall contain-a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.7 By signing this egreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
{"Workers' Compensation”).

15.2 To the extent the Contractor is subject to the
requirements of N.H-RSA chapter 281-A, Contraétor shall
maintain, ond réquire any subcontractor or assignec 10 secure
and maintain, payment of Workers’ Compeasation in
conngction with activities which the person proposes to
underigke pursuani to this Agreement. Contractor shall
furnish the Contracting Officer identificd in block 1.9, or his
o her successor, proof of Warkers' Compensation in the
manner described in N.H, RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The Siate shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contracior, or
any subcontractor or employce of Comractor, which might -
arise under opplicable State of New Hampshirc Workers'
Compensation |aws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enlorce any provisions hereof afier any Event of Default shall
be deemed a waiver of iis rights with regard 10 that Event of
Default, or any subsequent Event of Defauli. No express
feilure 10 enforce any Event of Default shall be deemed o
waiver of the right of the State 1o enforce cach and all of the
provisions hereof upon eny further or other Event of Defaull
on the pant of the Contractor, )

17. NOTICE. Any notice by.n party herelo 1o the other party
shall be deemed to have been duly delivered or given ot the
time of mailing by certified mail, postege prepaid, in 2 United
States Post Office addressed to the panties ol the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties herelo and only afier approval of such
amendment, waiver or discharge by the Governor and
Executive Councit of the State of New Hampshire unless no
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such approvel is required under the circumsiances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shali be construed in accordance with the
taws of the Stale of New Hempshire, end is binding upon 2nd
inures 1o the benefit of the parties and their respective:
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any panty.

20. THIRD PARTIES. The partics .he,rcto do not intend to
benefit any third parties and this Agreement shall not be
consirued lo confer eny such benefit,

21, HEADINCS The headings throughout the Agreement’
are for reference purposes only, and the words contained -
thercin shofl in ro way be held to exgloin, modify, amplify or
nid in the interpretation, construction or meaning of the
provisions of this Agreement.

22.SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT Care mcorpomted hereinby
reference.

23. SEVERABILITY. in the event any of the provisions of
this Agreement are held by a coun OrCOmpClCnUunSdlCllOn to
be contrary 10 any state or federal law, the remaining’
provisions of this Agreement will remain in full force and
eflect. -

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in & number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all pnor
Agreements ond understandings relating hereto.

-
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New Hampshire Department 'of Heaith and Human Services
2019-DBH-05- WEBSVWebalto Devclopment for Substance Uss Disorder Information
And Services i .

Exhiblt A

- . Scope of Services
1. 'Provisions Applicable to All Services

1.1.  The Contractor agrees that, to the extent future legislative action by the New -
Hampshire General Court or federal or state court orders may. have an
impact on the. Services described herein, the State Agency has the right {o

“modify Service priorities and expenditure requirements under thiS
Agreement so as {o achieve compha nce therewsth

= S 1.2. 'Notw:thstandmg any other__provnsm_n of the Contract to the contrary, no. .
' : " services shall continue after June 30, 2019, and the Department shall not
be liable for any p.aymentsTor services provided after June 30, 2019, unless -
and until an appropriation for these services has béen received from the
state Ieglslature and funds encumbered for the SFY: 2020 2021, bnenma

2, . Scope of Work
2.1. Busmess Requ:remen!s

2.1.1. The Contrac!or shall desugn develop, |mplement ensure hostmg .
for and provide ongoing management, support and malntenance
for'a website which shall contain information for: lndw:duals seeking
mformalion around SUD and avallable services:

_2.'1 2." The Contractor shall work dlrectly with the Depanment and lead a
-+ wholly collaboralwe process to develop the website.

2.1.3.'. The Contraclor shall ensure mduwduals seekmg mformatlon
" through this website:

2.1.3.1. Recelve consistent, quality web-based information ona
variety of topics related to substance use disorder and
substance mlsuse that is easnly accessm!e ‘and-

- 2132 Can,access landing pages for topics provgded by the
‘ - Department that include, but are not be limited to;

2.1.3.2.1. Prevention; I
21322 -Treatment:
2.1.3.23. Recovery; and

2.1.3.24. Harm Reduction . (such as, Access lo
' Naioxone (Narcan))
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New Hampshire Depariment of Health and Human Services

2019-DBH-05-WEBSWWebsite Development for Substance Uso Clisorder information

And Services .
Exhiblt A

2.1.3.3. Receive immediate information and direction to cali 211
- orvisit their Regional Hub to access services

2134 Receive assurances that no ' Protected Health
Information (PHI) or .Personally identifying’ Information
(Pl1) will be retained as a result of accessing the website,

2.1.4.  The Contractor shall ensure that if the performance-of services on.

' behalf of the Depariment involves the creation, receipt, collection,
transmission, maintenance, storage, or disposition.of confi dentlal,
information, including but not limited to PI, PHI, PFI or other
- confidential information the information will be. safeguarded as
requued by the applicable slate rule, and slate and federal laws.

215, The Contractor shall ensure that if pefformance of the services on
| behalf of the Department involves the receipt, collection,

‘transmission, storage, or disposition of confidential- mfcirmati'on-

" relating to an individual's substance use disorder treatment, the
information-will be safeguarded as required by the apphcable state

rule, and state and federat laws, and; . ’

.2.186.: The Contractor shall ensure cor,nphancel-with'al'l cor_lseht and notice
' requirements, prohibiting re-disclosure as required by 42 CFR Part
2, . _ .

2.1.7. " The Contractor shall work with the Department to establish and
'~ * manage-the Domain Name System (DNS) and Uniform: Resource
Locator (URL) for the website. (In selecting a URL for the website,
the selected Contractor must consider a State.URL). ' :

.2.1.8. The Conlractor shall nol charge wsulors for accessing, rednrectmg
- to. hnked 'siles-or visiting the websnte

2:1.9. The Contracior shall ensure all adverhsements are not approved
by.the .Department prior to adding to the websile.

2.1.10. The Contractor shali develop and execute a formal project plan;
which shall include, but is notllm:ted to: <. -

2.1.10.1. Development ‘activities,
2.1.10.2: Testing Activities, and -
121103, Implementation activities.
2,011, The Contractor shall des:gn and establish.a full brand re-design as

e . . .. ' acomponent of the website; that includes, bul is not limited to, a.. b
::,_,33 o e . :Jogo re; desngn to promote the Jew service access. lnfraslruclure :
":1‘.3""; - e G JtF, ,; '.'_.. _:.._;..:_‘ £ L -
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New Hempghire Department of Health and Muman Services
2019-DBH-05-WEBSUWebsite Development for Suhstance Use Disorder Information _
And Services .

Exhibit A

2.2. - Website Design

2.21. The Contractor shall provide a website layout proposal to the .
Department for approval, prior to initiating any development, which -
shall mclude but not be limited to:

'2.2.1.1.  Waebsite Information Architecture.
' 2.2:_1 2. Overall structure of the vérebsite. :
22.13. Navigational flow between pages.
. 22.1.4. Elementsilinks available on pages.
2.2.1.5. How content will behave across the site.
2.2.1.6. Buuldlng and ulilizing APIs for future system |ntegrauons

: . 2.2‘.1.7. Utilizing style sheets, fonts, colors and other user - -
inferface guidelines as adopted by the State of New. :
Hampshrre

2.2.1.8. The Contractor shail ensure the web sne is complranl-
with- all federal ‘and state laws, mcludmg bu| not. limited.
1o the provision for equally effective and substant:any
equivalent ease. of use for:

2.21.8.1. Persons with disabilities, as required by the .
, - Americans with Dlsabllltles Act (ADA) and-
Federal Rehabilitation Act; and .

221.8.2. |Individuals with Limited English Profmency
: (LEP) as required by federal civil rights laws
and Section 1557 of the Affordable Care Act .
(ACA) of 2010.

-2.2.4.9. The Contractor shall ensure the websue design is

: visually consistent with State of New Hampshire DHHS

brand and aligns with  website standards
(bitps:/fwww.nh. govldonthontractoridocuments!nh-

website-standards pdf ).

222. The Contractor shall ensure that the desugn is revuewed and
approved by the Department prior 1o launch and;"

22.21.. Includes a clean, professional homepage design,
.+ reflecting the design of other Department websites,

o a i 2.2.2.2% Includes a look and feel which entices ViSitors té use the ™
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New Hampshire Deportment of Health and Human Services ' )
2018- DBH-OS-WEBSVWebsIte Developmem for Substance Use Disarder Information
And Services .

Exhlbit A

2.2.2.3. lsinluitive to users

2.2.2.4. Includes the development of ‘all related graphtc assets
© for site launch, including;

o 2.2.2.4.1. Additional 'page ‘templates, including, but -
' ' not limited to; ‘ .
' | | ' .7 222411 mobile design,
. 22.24.1.2, contactform,.and
2.224.13. style sheet, elc.
2.22.4.2. Rollover effects; ‘ .
22243, Héadefiﬁwages as applicable.

- " - 2225 s in accordance with best practice standards, and
' federal and state laws, for language and commumcat:on
accessibility, mcludmg but not llmlled to :

. 2.2.25.4. Google Translate funchon

22252 Accessible at the top and - bottom of all |
. “webpages, ‘

2.2.253. . For at least the top. 15 Ianguages as
"~ . established by the Department,

2.2.254. |Including a disclaimer statement similar to
‘ the current Depariment . website
(https://www.dhhs.nh.gov/disclaimer. h|m)

2.?.2.5.5. If not Google, another comparable product
thal is at least as accurate. ’

2.2.256. Any vital documents available on the
website must include transtated versions,
translated by qualified translators.

2.2.2.5.7. Publish taglines, short statements in non-
English languages, in the top 15 languages,
as established by the Department, in
accordance with "ACA .:'Section " 1557.
(Sample: ATTENTION: If. you speak [insert
Ianguage] language assistance services,
free of charge, are availabie to you. Call 1-

e T XXX XX X-XXXX (TTY: 1-xxx: xxx -XXXX). - .
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New Hampshtre Depariment of Health and Human Services
2019-DBH-05-WEBSUWebsite Development for Substance Use Disorder Information
And Services

Exhibit A -

22258, Include the notice of nondiscrimination on
-the homepage, in the (anguage(s)
established by the Depariment.

2.2.26. Utilizes Cascading Style Sheets (CSS) as well as
. JavaScript, as needed T .

2.226.1. For accessrbility compliance, -all content .~
shall be availableto the user without the use:
of clienl-side programmlng or scrrptrng-
language like JavaSeript.” :

2.22.7. Integrates interaclive mapping capabilities for address
locations within the site;

2228 Alows for the addrtron as well as removal of social
medra services, as needed '

2.2.29. s formatted to meet any current browser and software . -
: " operating systems currently available for use; -

2.2.2.107 Presents all conténl to . be dlsplayedlproporlloned- -
. correctly on ali standard mobile drsptays and. devrces
including, but not limited to,

2.2.2101. Computere,
2.2.2. 10 2 Tablets:
222 10 3 Smart devrces

223 The Contractor shall ensure the installation and use of a Secure
Sockels Layer (SSL) certificate.

2.2.4. The Contractor shall ensure the website desrgn alrgns with the
Department s existing online presence.

2.2.5. The Contractor shall specify a non-proprietary Content
Management System (CMS) to be used to support the
management of the conient of web pages.

2.26. The Céntractor shall ensure the application of patches and plugm
updates to the defined CMS.

) o 2.2...7. The' “Contractor shall use images prowded by the Department
- within the design of lhe websrte

2.28. The Contractor shall ensure that any mobue mterface(s) have low

L Telr
i

A o page load ‘times, which' perdform at mobile' website- speeds
oo e L _,-,acceptable to the. Department thal minimize data:usage. . .
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New Hampshire Dopartment of Health end Humen Services, -
2015-DBH-05-WEBSL/Webhsite Development for Substance Use Disorder Information :
And Services

Exhiblt A

2.2.9. The Contractor shall define. Search Engine Optimization (SEQ) as
. @ component of their design proposal. This must mclude but not
be limited to, )

2291, ldenhrcanon of ma:n keywords for each page in the )
. S 7 sitemap. .
' 2.29.2. Research of US search query information, lo deve!op
proper URL naming conventions and language-
appropriale metadata, cncludnng page mles meta
descnptlons and other page meladata

2.210. The Conlractor shall ensure that mdlwdual or identifiable data is
_not collected or scraped.

2.2,10.1. Unless specifically required: and unless: clear notice is
provided to users of the website or social media, the
Contractor shall ensure that site visitation will not be
tracked, disclosed or used for website or socnal media .
. analytics or marketing. Coe

2.3. Websile content

2.3.1.° The Contractor shall present a detailed project plan, defining how

exisling content from other Departmen! sponsored or endorsed

. sites (including, but not limited to: page content, lext, images,

A ' videos, other media) will be mventoned and mlgrated to the new
website.

2.3.2. The Conlractor shall .ensure any v:deo media includes closed
captcomng . .

2.3.3. The Contractor shall ensure lhat both an HTML snemap page, as
well as an XML sitemap file are components of the’ new sne Wthh
shall also be uploaded to Google and Bing: -

234, The Contractor shall ensure any services using social media or a
" website to solicit information of individuals, or Depariment data, the -
selected Contractor , shall work with the Departmen_!'s
Communications Bureau to ensure that;

2.3.4.1. Any website designed; created, or managed on behalf of :*
the Department meets all NH DolT. websnle and social .
medja requrrements and or policles,
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New Hampshire Department ot Health and Human Services

2019-DBH-05-WEBSUWebslte Development for Substance Use Digorder Information
And Services . -

Exhibit A

2342 Any protected health information (PHI), personal
information (Pl), or other confidential information
solicited either by social media or the website, must not

"~ be maintained, stored or captured and must not be

further dlsclosed except as expressly provided for in the
. contract.

2.3.4.3. The solicitation or disclosure of any PHI,-PI, or bther

. confidential information shall be subject to the
requirements in the contract Exhibit K, Exhibit |, and all.
applicable state rules, or state or federal law. .

3.4, Functionality.
2.4.1'.' 'The Contractor shall define the core tunctuonahty of the websne
: _including, but not limited to:
2.4.1.1.  Direct contact phone call t_'rom mobile; and
2.4.12. Language and communication accessibtlity

242 The Contractor shall. ensure the Department retams "local
Admlmstrator nghts to the website upon implementation.”

- 2.5, Ongoing Management Support and Maintenance

2.5.1. The Contractor shall provide ongomg management support and
. mamtenance for the site, which includes, but is not limited fo:

2.5.1.1. !mmedtale resolution of any design defects. errors, bugs,
project and/or content omissions and website failures;

2.5.1.2. Ongoing phone and'email support to the.Department"

2.5.1.3. - Suppon for plugin updates customization andfor script
' and/or content changes which requrre updates.

;. 252, The Contractor shall have practices and procedures, and provide
: . its staff, subContraclors, and/or end users, as defined in Appendix
B, Exhibit K, with periodic training in_practices and procedures to-
ensure compliance with Department, information secunty privacy
.end confidentiality rules and state and federal taws

2.6. Business'Analysis
261, T_he Contractor shall: - .
' 26.1.1. Faciltale and document discovery sessions tor

. 4
" o |dent|f' cation of current websites and programs to be
i o _';.:__ -_°:.--'-. e il Imked mcorporated for contentor.connected to the srte T o o
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New Hampshire Department of Heslth ang Human Services
2019-DBH-05-WEBSIWebsite Development for Substance Uge Disorder Intormation
And Services

Exhlbit A .

2.6.1.2. Facilitate and document additional requirements for site
. design and use;

2.6.1.3. |dentify site content and system migration methodology
and implement based on department approval.

2.7. Tesling and Acceptance

271. The Contractor shall establish a test enwronment to conduct User
Acceptance Testing.

L

2.7.2. The Contractor shall provide a test plan for the conduct of User
: Acceplance Testing-that includes the ability to conform to the
~ . standards defined within this- agreement.

2.7.3. The Conlractor shali correct all deficiencies noled by the State and
: provide the opportunity for retesting of the corrected tést pages.

274, The Contractor shall ensure that acceptance is determined when '
the State verifies all of the delrverables are met.

2.7.5. The Contractor shall test fof ADA complrance using Web Conlent ‘
- Accessibility Guidelines (WCAG) 2.0 AA; -

_2.7.6.. " The Contractor shall:

2.76.1. Provide a report defi nrng any issues uncovered through
testing, and

2.7.6.2. Defineits resolution' plan to address uncovered issues.
2.8. Intellectuat Property (Ownershlp and Control)

,2.8.1. The Contractor shall ensure that all Iogos and brands developed
. and delivered through this contract are ownéd by the Department
and may only be released or shared with other. entities with the

wntten approval of the Department.

282 The Contractor shall ensure the Department is the solé owner of all
data and solutions and must approve all access accordungly

2.9. Pr0|ect Management

291. The Contractor shall coordrnate and manage the project plan.

' 292. The Contractor shall conduct a project kick-off meeting within t‘ve
(5) business days of the contract effective date

293, The Contractor shall Jprovide a work planltrmelrne thal defines the:_
mllestones aclivities,, deliverables, and due dates wrthm five (5)

I
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New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSIWebslte Development for Substance Use Disorder Information
And Services

' Exhlbll A

294, The Contractor shall provide written weekly progress reports that
provides at a minimum: .

2941, A summary of.the key work performed dunng the weekly
period; .

2.98.4.2. Encountered and foreseeable key issues and problems;
and- .

2.8.43. Scheduled work for the upcoming “period including
- progress against the work.plan

295. The Contractor shall identify potential risks énd issues angd include
a mitigation sirategy iqr_ each, in the weekly progress reports.

2.9.6. The Contractor shall be responsible for scheduling weekly- project
~ stalus meetings, and providing notes from the meetings to the
Department within two (2) business days from the. date of the

"~ meeting.

2.9.7. The Contraclor shall provide weekly demonstrations to DHHS'
- identified project team of the site for review and changes to User
Experience (UX) or User Interface (UI) and plan for the following

week's product delivery.

298 The Contraclor may adjust and update reportmg and
' demonstration, schedules following deployment of the Minimal
Viable Product {(MVP), upon Department approval.

~2.10. Delegatnon and SubConlractors

2.10.1. If any services required in the Scope of Services are provided, in
whote or in part, by a subcontracted agency or provider, the
Department must be notuﬁed in wntmg prior to the initiation of the
subcontract. . ,

2.11. Reporting and Deliverable Requirements

2.11.1. The Conlraclor shall work with DHHS to imp!ement a business
associate agreement 10 provide websile analytics including: -

2.11.1.1. Total number of individuals. who have accessed the
website

I

2.11.1.2. Most common link utilized
21113 Language(s) by which the webslte is accessed

- ' ST 2114, Average, hme spent on page " N
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New Hampshire Department of Health and Humen Services '
2019-DBH-05-WEBSVWebslte Development for Substance Use Dlsorder Intormation
And Services

Exhiblt A

2.11.1.6. Peakvisithours
2.11.1.7. Visitor Geographic Location
2.11.1.8. Bounce rate

2.11.2. The Contractor shall ensure that any personal mformauon to be. .

reporled upon is defined as;
2.1, .2:1. De-identified,
2.11.2.2.. Aggregate,
2.11.2.3. ‘Includes PHI, Pll or PFi, or
. 2.11.2.4, Includes.other conﬁdenhal information

2.11.3. The Contractor.shallensure all reporting of confidential information, .
PHI, PIl and/or PF) complies with all state or federal laws and
complies with the minimum _hecessary requurement found in 45
CFR 164.

2.11.4. The Contractor shall safeguard 42 CFR Part 2 information, as
required, and shall ensure compliance ‘with all consent and notice
requirements prohibiting re-disclosure.

'2:'11.5 The Contractor shall adhere to Department and state standards
. and guidance regarding: -

21151, State owned.devices,
2.11.5.2- Systems, '
2.11.5.3. Network usage, and
2.11.5.4. Sténdards defined from:
.2.11.54.1. The Department of Informatuon Technology,

211542 The Department Information Security
Office, and . .

2.115.4.3.- The Privacy Office.

3. Deliverables _ .
3.1. Contractor shall deploy a mutually agreed upon Minimal Viable Product

{MVP)-no later than' January 1, 2019, unless an allernative tumelme has .

been reviewed and approvéed by the Department.”

3.2. Contfactor shall secure a Hosting Solutuon for the MVP through the conlract
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New Hampsghire Departmient of Health and Human Services
2019-DBH-05-WEBSIVWebslite Developmenl for Substence Uge Disorder Intormation

And Servlcea

Exhlblt A

33

34.

Contractor shall deploy update(s) to Minimal Vrable Product as agreed upon
with the Departmenl

Contractor shall provide a twelve-month warranty covering the resolution of
any bugs, errors and omissions at no cost to the Department which shall
begin on June 30, 2019. :

State Oplold Response (SOR) Grant Standards

L S PRI
.

4.
4.1, * The Contractor shall provide the Department with timelines and. .
: implementation plans associated with SOR funded activities to ensure
services are in place within thiny (30) days of the contract effective da!e
411, The Contractor shall submit an updated |mplementatlon plan to the.
Department for approval that. outlines anticipated service start
dates, if services cannot.be in place as indicated within this
agreement.
4.1.2. The Department reserves the right to terminate the contract and
' liquidate unspent funds if services aré.not in place within ninety {90)
days of the contract effective date. .
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Hampahlre Department of Heallh and Human Services
- 2019- DBH-OS-WEBSUWebsIte Dovelopment for Substance Use Digsorder lnfomutlon

And Services
; Exhlblt B

Method and Conditions Precedent to Payment

1) The State shall pay the Contractor an amount not 10 exceed the Form P-37, Block 1.8, Pnce Lumnahon for the
services provided by the Comractor pursuant to Exhibit A, Scope of Services.

1.1. . This Agreemant is funded wilh fundsfrom the Depertment.of Health and Human Services, State Targeled
‘Response to the Opnmd Cnsns Grents, CFDA #93 788, Federol Award Identification Number FAIN |
#H79T|081585

1
!

1.2, The Contractor agrees lo pmwde the services in Exhibit A, Scope of Service in compliance wilh funding
requirements. Failure to meet'lho scope of services may- leopardlza the funded Contractor’s current
LR andlor l‘uture funding.- : .
it |
2) F’ayrnent for said services shall be made monthly a$ iollows

2. 1. 'Payment shall be on a coslt reimbursement basis for actual expandnures mcu:red in the fulfilment of this
Agreement, and shall be in accordanoe with the’ approved line item:

122, The Contractor will submit an mvclce in a lom sahsiactory lo the Stale by the twentieth working day of
each month, which idenifies and requests reimbursement for authorized expenses incurred in tha prior
month. The invoice must be compleled, signed, dated and returned to the Depanmenl in order to initiate.
paymeni. The Contractor agrees o kaep records of their aclivities related io Depanment programs and
services,

2.3 The State shall make paymenl 1o the Contractor within thirty (30) days of raceipt of each |nv01ce
- subsequent to approval of the submmed invoice and if sufficien funds are available. The Contractor will
- keep detailed records of their actmhes re!aled to DHHS-funded programs and services.

2.4, The finalinvoice shallbe dug fo Ihe State no fater ihan forty (40) days aﬂer the .contracl Forrn P-37, Block
1.7 Complétion Date. '

2.5, In ffeu of hard copies, all mvoices may be assigned an electronic signature and emalled to

QPHScontragbrlhgg@gnns ph.gev, or mvoices may be ma:led lo

Financial Admnmstralor .

Department of Health and Human Services
Bureau of Drug and Alcohol Services

129 Plaasant Street

Concord, NH 03301

26. Paymenls may ba'withheld pendmg receip! of required reports or, documentahon 2 |denlrr ed in Exhibit -
A. Scope of Services and in this Exhibit B. . .

©3) Notwilhstandmg paragraph 18 of the General-Provisions P-37, changes limited lo adjusting amounts between

budget fine items, related items, amendments of felaled budget exhibils within the price limitation, andto adjusting

" encumbrances between State Fiscal Years, may be made by wrilien agréement-of both parties and' rnay be made

. Lz wilhout obtainlng approval of tha Govemor and: Execulwe Councﬂ T Y .
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New Hampshire Department of Health and Human Servlces_

Exhibit C

Conlraclors Obhgauons The Conlractor covenants ‘and- agrees that all funds received by the Contractor
under the Coritfact shall ba used only as payment to the Conlractor for services provided to eligible
individuals and, in the furtherance of the aloresaid covenants, the Coritractor hereby covenants and
agrees as lo!!ows

1.

Compliance with Federal and State Laws: lhe Contractor is permuted to determme the eligibility
of individuals such eligibliity determination shall be made in accordance with applicable lederal end
state laws, regulations, orders guidelines, policies and procedures.

Time and-Mannor of Dotermination: Elngabnlrty delormmahons shail be made on lorma provided by
the Department for that purpose and shall be made ‘and remade al such hmes ‘as’'are prescnbed by -
the Department.

Documematlon in addmon to the determination forms required by the Department, the Contractor’
shall maintain & dala file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
Depariment requests. The Conltractor shell furnish the Department with all forms and documentanon
regaiding eligibility de!errnmahons that lha Department may requesl or require.

. Fair Hearings: The Conlraclor underslands that alt app!ucants for services hereunder, as well as

individuals dectared ineligibte have a right 1o a fair hearing regarding that determination, The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill oul
an application form and thal each applicant or re-applicani shall’ be informed of his/her ngh! to afair
hearing in accordance with Department regulations.

Gratuities or Kickbacks: The Conlractor agrees 1hat it is a breach of this Contract to accept or
make a payment, gratuity or. offer of employment on behall of the Conltractor, any Sub-Coniractor or
the State in order 1o influence the performance of the Scope of Work detalled in Exhibit A of this
Contract. The State may terminate this Contract and any sub-conlract or sub-agreement if il is
"determined thal payments, gratuities or offers of employment of any kind were offered or received by

any officials, officers, employees or agents of the Contractor or Sub-Conlractor

Retroactive Payments: Notwithstanding anythmg to the contrary contained in'the Conlract or inany
other document, contract or understanding, it ks expressly undersiood and agreed by the partles
hereto, that no payments will be made hereunder to reimburse the Conlsactor for costs incurred for
any purpose or for any services provided to any individua! prior. to the Effective Dale of the Conlract
and no payments shall be made for expenses incurred by the Conlracior tor any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulatuons) pnor o 3 determination that the individua! is el:gnble for such services

Conditions of Purchase: Notmthstandmg anything lo lhe contrary conlamed in the Con!ract nothing
herein contained shall be deemed to obligate or require the Department lo purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, ot a rate
which exceeds the amounts reasonable and necessary to assure the qualuty of such service, oral a
rsle which exceeds the rate charged by the Contractor o ineligible individuals or other third parly
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Enpendllure Report hersunder, the Deparimenl shal) determine that the Contractor has used

payments: ‘hereunder to reimburse items of expense other than such costs, or has received payment

in excess of such costs or in excess of such rales charged by the Contraclor to mehgnb!a mdwuduals
or.other third party funders, the Depariment may electto: = - .

‘ »=‘T 1z Renegotnate lhe rates for paymenl hereunder tin Whlch qvenl new. rales shell-be establnshed

7.2, Déduct from’ any Iulure paymenl to. the Conuactor Ihe amoun! of any pnor relmbur{emen! in:
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. 7.3, Demand repayment of the excess payment by the Contrector in which event failure to make
such repayment shall constitute an Event of Oefaull hereunder. When the Contractor is’
pemitted to determine the eligibility of individuals for services, the Contracior agrees lo
reimburse the Department for ali funds paid by the Department to the Contractor for services
provided 1o any individua who is found by the Department to be ineligible for such sarvices al
eny time during the period of relenlion of records eslablished hete:n

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records {n addition to the eligibility records speciﬂed abowe the Contractor
covenanla and agrees to maintain lhe foﬂowmg racords during ihe Cantract Period:

8.1. Fiscal Records books, records, documents and other data evidencing and reﬂectmg all costs
“and other expenses incurred by the Conlractor in the perfformance of the Contract, and.al!
income received or collected by the Contractor during the Conlract Period, said records 1o be

_Mmaintained in accordance with accounting procedures end practices which sufficiently and
- properly reflect all such costs and expenses, and which are acceptable 1o the Depanment, and
" loinclude, without limitation, :all ledgers, books, records, and original evidence of costs such as
purchase reqmsmons and orders, vouchers, requ:srtnons for materials, inventories, valuations of
in-kind contributions, labor Irme ‘cards, payro!!s and o!her records requested or :cqu:red by the
- Depariment.

8.2. Statistical-Recotds: Slahshcal enroliment, attendance or visil records for each recuplent of.

‘ services dufing the Conlract Period, which records shall inctude all records of application and
eligibility (mclud:ng gll forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtam
payment for such servicas,

8.3. Medical Records: Where appropriate and as prescnbed by the Depanment regulatnons the

», Contractor shall retain medical records on each patienVrecipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close ofthe
agency fiscal year. It is recommended that the report be preparad in accordance with the provision of
Office of Management and Budgel Circular A-133, "Audils of Slates, Local Governments, and Non
Profit Organizalions” and the provisions of Slandards for Audit of Governmental Organizations,
Programs, Aclivities and Functions, issued by the US General Accountling Office (GAO slandards) 85 -
they pedain to financial compliance audils.

8.1.. Audil’ and Review: Dur:ng the lerm o! this Contracl and the period for retention hereunder; the
Department, the United States Depantment of Health.and Human Services, and any of their
designated representstives shall have access to all reports and records maintained pursuantto
the Conlracl for purposes of audit, examination, excerpls and transcripts.

'8.2.  Audit Liabilities: In addilion to and not in any way in limitation of obligations of the Conlract, il is
understood and agreed by the Conlractor that the Contractor shall'be held liable tor any state
or federal audit exceptions and shall return.to the Department, all payments made under the
Contract lo which exception has been laken or which have been disallowed because of such an
exception,

10. COnﬂdentlallly of Records Al) information, reports and records maintained heteunder or collecled
i connection with the performance of the services and the Contract shall be confidential and shallnot
be disclosed by the Contraclor, provided however, thal pursuant to state laws and the regulations of
‘the Depantment regarding the use and disclosure of such information, disclosure may be made to
pubiic officials requiring such information in connection with their official duties and for purposes

e . directly:connected to the adminisiration of the services and the Contracl; and provided furlher, that o
e . " the use,or disclosure by any party of eny information concerning a recipient for any purpose not | ' ars
s LI . -'dnrec!ly connecled wﬂh the admm_lg..tranon of 1he Depanment of the Contraclor’s reSponsm:hlaas w:lh RO ‘f;_-_:_;
Sl (R R :respecl lo purchased semces hereunder is prohzbnted exceplfon wnﬂen consent: or theﬁecmuent his * o TAE
e o anomey orguardnan o : - B
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Noltwithstanding anything to the contrary contained herein the covenanis and condilions conlained in
the Paragraph shall survive ihe lermination of the Contract for any reason whatsoever,

11, Reports: Fiscal and Stalistical: The Contractor agrees 1o submil the foilowmg reports al thefollowing
times if requested by the Department,

11.9.  Inlenm Financial Repors: Written interim-financial reports conlaining a delmled description of
all cosls and non-allowable expenses incurred by the Contractor ta the date of the report and
conlaining such other information as shall be deemed satisfactory by the Department to )

. justity the rate of payment hereunder. Such Financial Reports shall be submitted on Lhe form
designated by the Department or deemad satisfactory by the Depertment.

112"  Final Report: A final report shall be submitted within thirty (30) days afier tha end of the term -

. of this Conlract. The Final Report shall be in @ form salisfactory to the Departrnent and shall
‘contain @ summary slatement of prograss toward goals and objectives staled in the Proposal
and ather information required by (he-Department,

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the

- maximum number of unils provided for in Ie Contract and upon payment of the price limitation’
hereunder, the Contracl and all the obligations of the parties hereunder {except such obligations as,

" by the terms of the Conlract are to be pedomned after the end of the term of this Contract and/ar
survive the termination of the Contract) shall terminate, pcovided however, that’ if, upon raview ofthe
Final Expenditure Report the Depariment shall disallow any expenses claimed by the Coniraclor s
costs hereunder the Department shall retain the right, et its discretion, to deduct the amounl of such
expenses as are disaliowed or lo recover such sums from the Conlractor. :

13. Cradits: All documen!s nolices, press releases, research feports and olher materials prepared
dunng of resulting from (he performance of the services of the Contract shall include thefollowing
slatement:

13.1.  The preparation of this (report, document etc.) was fi nanced under @ Contract with the State
of New. Hampshire, Department of Health and Human Services, with funds provided in part
by the Stale of New Hampshire and/or such other funding sources as were available or
required, e.g., the United Siates-Deparimeni of Health and Human Services.

" 14. Prior Approval and Copyright Ownership: Al matenals (wrillen, video, audio) produced or
purchased under the conlract shall have prior approval from DHHS before printing, produclion,
distribution or use. The'DHHS will retain copyrigh! ownership for any and ail original materials
produced, including, bu! not limited to, brochures, resource directories, pratocols or guidelines, -
posters, or reports. Conlractor shall not reproduce any materials produced under the conlractwithout ’
prior wnnen approval from DHHS

15. Oparatlon of Facilities: Compliance with Laws and Regulatlons in the operation of eny facililies

for providing services, the Contractor shall comply-with all laws, orders and regulations of federal,
stale, county and municipal suthorilies and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order of duty upon the conltractor with respect to the
operalion of the facility or the provision of lhe services 8! such facility. If any governmental license or
permit shall be required for the operation of the said facility or the peformance of the said services,
the Contractor will procure saig license or permit, end will at all imes comply with the terms and
condilions of each such license or permil. In connectlion with the foregoing requirements, the

* Coniractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirernents of the State Office of the Fire Marshalend
the local fire protection agency, and shall be in conformance with local building and zening codes. by-
laws and regulahons

i . e : . .

. y 16. Equal Employmant Opportunity, Plan (EEQP): The Conlraclm wﬂl _provide an Egpgl_gmploymenl .
iam e _='-0pportu_rg|ty Plan (EEOP) 10-the:0ffice for ¢ Civil Rights; :Office. of Justice Programs (QGRY). if-it has; | i Ll
Eﬁﬁ : - =recervad ) single award of 5500 000, or more. I! lhe recup«ent réceives SZS 000 or mafe: and has 50 or AL U
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more employees, it will mainlain a current EEOP on fite and submil an EEOP Cerlification Form to the |
OCR, centilying thal iis EEOP is on file. For recipients receiving tass than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form lo the OCR cerlifying it is not required lo submit or maintain an EEQP. Non-
profit organizetions, indian Tribes, and medical and educational institulions are exemgpt from the

EEQOP requirement, but are required to submit a cenification form to the OCR to claim the exemption.
EEOP Certification Forms are available al: hiip:/Awww.ojp.usdoj/about/ocr/pdisicen.pdl.

17. Limited English Proficlency (LEP): As clarified by Executive Order 131686, Improving Access 1o
Services 1or persons with Limited English Proficiency, and resulting agency guidance, nationalorigin’
discriminalion includes discrimination on the bosis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Conlro! and Safe Streets Act of 1958 and Title VI of tha Civil
Righls Act of 1864, Conltraclors must take reasonable steps lo ensure {hat LEP persons have
meaningful access lo is programs .

18. Pliot Program for Enhancement of Contractor Employee Whistleblower Prorections The -
followrng shall apply o ali‘contracts that exceed Ihe Srmp!rf ed Acquisition Threshold as defined in48 )
CFR 210 (currenlly. $150,000}

CONTRACTOR' EMPLOYEE WHISTLEBLOWER RJGHTS AND Reoumswzur To |NFORM EMPLOYEES OF
. ' . WHISTLEBLOWER RIGHTS (SEP 201 ) I

{(8) This contract and employaes working on this contract will be subject to the whislleblawer rights
and remedies in ihe pilo! program on Conlractor employee whistleblower protections established at’
41 1.5.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 {Pub. L.
112-239) and FAR 3.908. . o .

{b) Thé Contractor shail inforrn its emplOyees in writing, in the predomlnanl language of the workforce
_ of employes whistleblower rights and prolactions under 41 U.S. c. 471 2, as described in section © '
3.908 of tha Faderal Acquisilion Regulation. .

(c) The Contraclor shall insert the substance ol this clause, rncludrng this paragraph (c), inall
- subcontracls over the simpldied acquisition threshold. .

19. Subcontractors: DHHS recognizes that the Conlraclor may choose {0 use subcon!ractors'wi!h
-greater expentise to perform cerlain health care services or functions for efficiency or convenience, s
,  butthe Contractor shall retain {he responsibilily and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluste the subcontractar's ability to perform the delegaied
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegalion or imposing sanctions If
. the subcontractor's performance is nol adequate. Subcontractors sre subject to the same contraclual
. condilions as the Contractor and the Conlractor is responsible to ensure subcontractor compliance
with those conditions.

When the Conlraclor delegates a function to a subcontractor, the Contractor shall dothe tollom‘ng'

"16.1,  Evaluate the prospeclive subconiraclors abrlrly to perfcrm the activities, before delegahng
the function
19.2°  Have a written agreemarit with the subcontractor thal specrf es aclivilies and reporting
responsibllities and how sanclionsirevocalion will.be managed if the subcontractor's
performance is nol adequate

e A _19 3% Monilor the. subconlractor’s perfon-nance on,gn’ ongorng basrs . =t st —An..
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18.4. Provide to OHHS an annual schedule ideniifying all subcontractors, delégate'd functions and
responsibililies, and when the subconiractor's performance will be- reviewed
19.5. DHHS shall, atits discretion, review and approve alt subcontracts.

If the Contractor identifies deficiencies or areas for mprovement are identified, the Contractor shall
take corrective gction.

20. Contract Definitions:

20.1. COSTS: Shall mean those direct and indirecl items of expense determined by the Depanmenl
to be aliowable and reimbursable in accordance with cost end accounting principles established
in accordance with state and redera! laws, regulations, rules and ordaers,

20.2. DEPARTMENT: NH Departmenl of Health and Human Services.

20.3. PROPOSAL: If applicable, shall mean the document submmecl by the Conlractor ona
form or forms required by the Department and containing. a description of the services and/or
- goods to be provided by the Conlractor in accordance with the terms and conditions of the
Contract and setting forth the total cosl and sources of revenue for each service to be provided
under the Contract .

20.4.  UNIT: For each service ihai the Contraclor is to provide lo eligibla individuals hereunder, shall
mean that period of ime or that specified activity detérmined by the Department and speclnad
. - in Exhibit B of the Conlract. .

20.5. FEDERAL/STATE LAW: Wherever federal or siale laws, regulalions.-rules, orders, and
policles, etc. are referred 1o in tha Contract, the said reference shall be deamed to mean
all such laws, regutations, elc. as they may be amended or revised from time o lime. .

206. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided (o the Contractor under this
Conlraci wull not supplan! any exlshng federal funds avanlable for these services.
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" New Hempshire Department of Health end Human Services
. ' Exhibit C-1.

REVISIONS TO GENERAL PROVISIONS

1 Subparagraph 4 of the General Provisions of lhis conlract, Conditional Nature of Agreement, is
replaced as rollowsxl .

4. CONDITIONAL NATURE OF AGREEMENT, = - :
Notwilhstanding eny provision of this Agreement lo the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in pan,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of. funds affected by
any siate or federal legisiative or exacutive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
Stete be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a réduction, términation or modification of appropriated or available funds, the
State shall have the right 1o withhold payment until such funds become available, if ever. The
State shall have Ihe right.to reduce, terminate or modify services under this Agreament
immediately upon giving the Contracter notice of such reduction, termination or, medification.
The State shall not be requited to lransfer funds from any Gther source or account into the
Account(s) identified in block 1.6 of the General Provisians, Account Number, or any other
" account, in the evenl funds ere reduced or unavailable. '

2. Subparagraph 10 of the General Provisions of this coalract, Termination, is amended by adding lhe
following tanguage:; .

10.1 The State may terminate the Agreement at any lime for any réason, al the sole discretion of ~
the State, 30 days efter giving the Contraclor written notice thal the State is exercising ils
option to terminate the Agréement. ' : . '

10.2 in the"event of early lermination, the Contractor shall, within 15 days of nolice of early
lemnination, develop and submil lo the State a Transition Plan for services under the

Agreement, including bit no! limited lo, Idenlifying the present and future needs of clients
feceiving services under the Agreement and establishes a process 1o meel those needs. '

-10.3 The Contraclor shall 'fully_'cooperate with the Sfale and shall promptly provide detaited
information to support the Transition Plan including, but not limited to, any information or
dala requested by Lhe State relatad to the termination of the Agreement and Transition Plan
&nd shall provide ongoing communicalion end revisions of the Transition Pian 1o the State as
requesled. .

10.4 in the event tha! services under the Agreemen, including but not limited to clients receiving
services under the Agreement are transilioned to having services delivered by anolher entily
including contracted providers or the "State, the Conlractor shall provide a process for
uninterrupted delivery of services in the Transition Plan. o ’

10.5 The Contractor shall establish 8 melhod of nglifying clients end other aHecled individuals
about the trangition. Tha Contractor shall include the proposed communicalions in its

_Transitipn Plan submitied to the State as described sbove.

3. Renewat: .
The Department reserves the right (o extend this Agreement for up to four (4) additiona! years,
contingent upon salisfactory delivery of services, available funding, agreement of the partiss and
approval of the Governor'anq Exaculive Council. ) - : -
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Now Hampshire Departmont of Health and Human Services
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CERTIFICATION ARDING DRUG-FREE WORKPLAC EM

The Vendor identified in Seclion 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5150 of the Drug-Free Workplace Act of 1988 (Pub. L, 100-690, Title V, Subtille D: 41
U:S.C. 701 el seq.), and further agrees lo have the Conlractor's representative, as idenlified in Sections
1.11 and 1.12 of the General Provisions execute the fotlowing Certification: .

ALTERNATWE | -FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
us DEPARTMENT OF AGRICULTURE - CONTRACTORS

This cemﬁcahon is required by the regulations implementing Sectuons 5151 -5160 of the Drug- Free
Workplace Acl of 1988 (Pub. L. 100-690, Title V, Sublitle D: 41 U.S:C. 701 et seq.). The January 31,

- 1889 regulations were amended and published as Pan 1) of the May 25, 1930 Federe! Register (pages
21681-21691), and require cerificalion by grantees (end by inferenca, subgrantees and sub-
contractors), prior to award; thal they will maintain s drug-free workplace.” Section 3017. 630(c) of lhe
fegulation’ provides that.a grantee (and by inference, sub-granlees and sub-conliractors) that is a Slata
may elect lo make one centification to the Départment in each federal fiscal year in liei of certificates for
each grent during the federal fiscal year covered by the certification. The cedificate set oul below is 8

" material representation of fact upon which reliance is placed when the agency awards the grant. False

- centification or violation of the cerification shall be Qmunds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using lhls form should
sand it tg: . .

Commissioner

"'NH Department of Health and Human Services
129 Pleasan! Stree!,
Concord, NH 03301 6505

1. The granlee certifies that it will or will continue to provide a drug-free wo:kplace by:

1:1. Publishing a statement notifying employees that the unlawful-manufacture, distribution,
dispensing, possession or use of a conlrolied subslance is prohibited in the graniee's
workplace and specifying the actions thal will be laken againsi employees for violation of such

- prohibition; ~

1.2, Eslablishing an ongoing drug-free awareness.program lo inform employees about
1.2.1. .The dangers of drug abuse in the workplace:

'1.2.2.° The grantae’s policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.24. The peneltles that may be imposed upon employees for drug abuse violations
occutrmg in the workplace;

1.3. Makmg it @ requirement that each.employee to be engapged in the peformance of the granl be

" given a copy of the statemen required by paragraph ();

1.4, Notitying the employeae in the stalement required by paragraph (a) that, as e condition of
_employment under the grant, the emplovee will
1.4.1, - Abide by lhe terms of the stalemenl; and ’

1.4.2. Nolify the employer in wriling of his &r her conviction for a violaiion of a cnminal drug
statule occurring in the workplace no later than five calendar days after such
conviclion;

1.5, Nolifying the agency in wrmng w:lhun ten calendar days ahter receiving nohce under .

v subparagraph 1.4:2'from an employee or olherwise seceiving aclual notice of such conviction, --¢
Employers of convicled employees must provide nolice, including position title, 1o every grant
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New Hampshire Department of Health and'Human Services .
Exhibit D

has designated a cenira! paint for the recelpt of such notices. Nohce shall include the
identification number(s) of each affected grant:
1.6. Taking one of the following actions, within 30 calendar days of receiving nolice under
subparagraph 1.4.2, with respecl to any employee who is so convicled
1.6.1.  Taking appropriate personnel action against such an employes, up to and, including
' termination, consistent wilh the requirements of the Rehabilitation Act of 1873, as
emended: or
16.2. Requiring such employes to pamcipale sausfactonly in a drug abuse assistance or
rehabilitation program appraved for such purposes by a Federal, State, or local health,
. law enforcement, or other appropriate agency;
1.7, Makmg a good faith eﬁon lo continue (o meintein e drug-free workplace through’
implementalion of paragraphs 1.1. 1.2, 1.3, 1.4, 1.5, and 1.6. .

2 The grantee may insernt in the space provnded below the site{s) lor the performance of work done In
conneclron wilh the specrﬁc grant. . - .

Place of Performance (streel address. cily, county, siale, zip code) (list each location) . - .. . .
Check 'O if there ard workplaces on fite thal are not identified here,

Vendor Name:

10/28/18. ' . =
Date . . ame: Justin Davis
Title:  President
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New Hampshire Depanment of Hezlth and Human Services
Exhibit E

CERTIFIQATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees lo comply with the provisions of
Section 319 of Public Law 101-121, Govemment wide Guidance for New Reslnctions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Cenlractor's representalive, as identified in-Sections 1.11
and 1.12 of the General Provisions execute e following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

‘Programs (indicate applicable program covered):
“*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Tille IV-0
*Social Services Block Grant Program under Title XX . . . B
*Medicald Program under Tille XIX. . ’
*Community Services Block Grant under Title V!
“Child Care Development Block Grant under Title (V.

The undersigned certifies, lo the best of his or her knowledge and belief, that:

1. No Federal eppropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an ofiicer or employee of any agency, a Member
of-Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewa!, amendment, or
modification of any Federal contracl, grant, loan, or cooperal:ve agreement {(and by specific menllon
sub-grantee or sub-conlractor).

2. il any funds other than Federal appropnated funds have been paid or will be paid to any person for
influencing or atiempling | 1o influence an officer o employee of any agency, a Member of Congress,
an officer or employee of Congress ar an employee of a Member of Congress in connection with this
Federal contract, grent, loan, or cooperative agieement (and by specific mention sub-grantee or sub-
contractor}, the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to’
Report Lobbying, in accordance with its instruciions, atlached and identified as Standard Exhibit E-l)

3. The undersigned shall require that the language of this cedification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants
- loans, and cooperative agreements} and that all sub-recipignts shall certify and dasclose accordingly.

. This centification us a matenal represenlahon of fact upon which reliance was placed when this {ransaction - -
was made or entéred into. Submission of this centification is a prerequisile for making or enlering into this
transaction umposed by Section 1352, Tille 31, U.S. Code. Any person who fails to file the requirad
cerification shall bé subjact Lo a civil penany of nol less than $10,000 and not more than $100,000 for
each such faxlure

Vendor Name:
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New Hampshire Department of Health and Human Services

Exhibit F
CERTIFICATION REGARDING DEBARMENT, SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Offica of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Olher Responsibility Matters; and further agrees lo have the Contraclor's
represantativa, as identified in Seclions 1.11 and 1.12 ol the General Provisions execute the louowmg
Certification; .

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primery pericipant is provndmg the
- tertification set out balow,

2. Theinabllity of a person to provide the cenification required below will nat necessarily result in denial
. of participation in this covered transaction. If necessary, the prospective panticipant shall submit an
explanation of why it cannot provide the cerlification. The cedification or explanation will be
considered in connection with the NH Depaniment of Health and Human Services' {DHHS)
* detemminiation whether to enter into this transaclion. However, ‘failure of the prospective primary
pamc:panl to fumish a certification or an explanation shall cllsquahfy such person from parhapalron in
this lransachon

3. The cenrﬁcallon in this clause is a material represenlation of fact upon whxch rehance was p!aced

" when DHHS determined to enler inta this transaction. I it is laler determined that the prospective
primary participant knowingly rendered an erranedus ceriification, in addition to other remedies
available lo the Federal Govemment, DHHS may lerminate this tronsatction for cause or defaull.

4. The prospective primary pamclpant shall provide |mmedxa1: wiitten notice to the DHHS agency lo
whom this proposal (contract) is submitted if al-any time the prospeclive primary paricipant leams .
that its certification was erroneous when submrned oI has become erronecus by reason of changed‘
c:rcumstances .

5. The tem\s “covered transaclion,” "debamed,” “suspended,” "inligible,” “lower tier covered | L
© transaction,” ‘pariicipant,” “person,” “primary covered transaclion,” “principal,” "proposal,” and
‘voluntarily excluded,” 85 used in this clause, have the meanings sel out in the Definitions and
Coverage sections of the ru!es implementing Execuuve Order 12549: 45 CFR Part 76. Seetheo
attached definitions.

‘6. The prospective primary paricipant agrees by submining this proposal (contract) that, should the
ptoposed covered transaclion be enterad inlo, il shall not knowingly enter inlo any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded .
from participation in this covered transaclion, unless authorized by. DHHS,

7., The prospective primary paricipant further agrees by submitting this proposal that it will include the
clause titted “Cenlification Regarding Debarment, Suspensian, Ineligibility ang Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, withoul modification, in all lower tier covered
lransactions and in all solicitations for lower tier covered transactions. ‘

8. A paricipant in a covared ransaction may rely upon a certificalion of a prospective participant in a
lower lier coverad transaction that.it is not debarred, suspended, ineligible, or Involuntarily excluded
from the covered transection, unless il knows that the cedification is arroneous. A participant may..
decide the method and frequency by which it determines the eligibility of its principals. Each

« pariicipanl may, butis not required to, check the Nonprocurement List (of excluded parties). -

Yy
; -";Nolhmg con!amed i Ihe foregolng shallbe: conslrued to requirg, eslabhshmgnl of-ga -8 system of. records
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New Hampshire Department of Health and Human Services
. Exhlbit F

information of a participant is not required to exceed that which is normally possessed by 8 prudent
person in the ordinary course of business dealings. ’ .

10. Except for transactions authorized under paragraph 6 of these instructions, if a panicipant in a
covered transaclion knowingly enters inlo o lower lier covered transaction with a person who is
suspended, debamed, ineligible,. or voluntarily excluded from paricipation in this transaction, in
addition to other remedies available-to the Federal government, DHHS may terminate this transaction
for cause or default, )

PRIMARY COVERED TRANSACTIONS
11. The prospeciive primary participant cestifies to the best of its knowledge and belief, that il and fis
-principats: < .
11.1. are not presantly debarred, suspended, proposed for debarment’ declared ineligible, or
voluntaiily excluded from covered transaclions by any Federal depantment or agency,
11.2. have not within a three-year period preceding this proposat (contract) been convicled of or had
a civil judgment rendered against them for commission of fraud of a crimina! offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or @ contracl under a public transaclion; violation of Federa! or Siate antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, ar.receiving stolen property:
11.3. are not presently indicted for otherwise criminally o civilly charged by a governmental entity
(Federsl, State or local) with commission of any.of the oHenses enumerated in paragraph (I)(b)
of this centification; a . . T o
11.4. .have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, Stale or locat) terminsted for cause or default, . -

12. Where the prospéclive_ primary participant is unable to certity 1o any of the statements in this _
certification, such prospeclive participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower lier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the besl of its knowledge and belief that it and its principals:
13.1. sre nol presently debarred, suspended, praposed for debarmnent, declared ineligible, or
voluntarity excluded from participation in this transaction by any federal department or agency.
13.2. where the-piospeclive lower tier participant is unable to certify to any ol the above, such
prospective participani shall attach an explanation to this proposal {contract).

. 14. The prospective lower tier participant further agrees by submitting this proposal {contract) that it will
' include this clause antitied "Certification Regarding Debarment, Suspension, Ineligibiity, and - .
Voluntary Exclusion - Lower Tier Covered Transaclions,” withoul modification in all lower lier covered -
“transactions and in all solicitations for lower lier covered transactions. '

Vendor Name:

L

Date” / L :Name: Justin Davis
Tile:  President
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New Hampshlre Department of Health arid Human Services
Exhidit G

, CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor idenlified in Section 1.3 of the General Provisions agrees by signature of the Coniractor's
representalive as identified in Sections 1.1t and 1.12 of the General Provisions, o execute the following
centification;

Vendor will comply, and wm require any subgrantees or subcontraclors to comply, wilh any applncable
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Control and Safe Sireets Act of 1968 (42 U.$.C. Section 3789d) which prohibits
recipients of federal funding under this stalute from giscriminaling, either in empioyrent practices or in
the delivery of services or benafils, on the basis of race, color, religion, national ongin, and sex. The Act
requires: cerlam recipients to produce an Equal Employment Opportunity Plan; -

- the Juvenife Juslice Delmquency Prevention Act of 2002 (42 U.S.C. Section 5672(!:)) whu:h adopts by
reference, the civil rights obligations of the Safe Streels Act. Recipients of federal funding under this

statuta are 'prohibited from diseriminating, either in employment practices or in the delivery of services or

benefits, on the.basis'of race, color, religion, national origin,and sex. The Act includes Equal
Employment Opponumty Plan requirements;

- the Civil R:ghls Act of 1984 (42 U.5.C. Section 2000d, which prohibits rempuenls of federal financial
assistance from discriminating on the basis of race; color, or nallonai onigin in any program or acuvny)

- the Rehabilitation Act of 1973 (29 U.5.C. Section 794), which prohibits recipignts of Federal financial
assistance from duscnmmahng on the basis of disability, in regard 10 employment and the dehvery of

“sefvices or benefils, in any progrem or aclivity;

- the Americans with Disabilties Act of 1930 (42US.C. Sections 12131- 34) “‘which prohrblls
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public acccrnmodahons commercual fecilities, and transporation;

- the Education Amendments of 19?2 {20uU.S.C. Secuons 1681, 1683, 1685-86). which prohibils
discrimination on the’ basis of sex in federally assns!ed educalion programs;

- the Age Discrimination Acl of 1975 (42 U.8.C. Sectrons 6106-07) which prohibits discrimination on tha
basis of age in programs or activilies receiving Federa! financial assistance. It does not :nclude
employment discrimination; .

- 28 C.F.R. pt. 31 {U.S. Department of Justice Regulations - QJJDP Grant Programs) 28 CF.R. pt. 42

. {U.8. Depariment of Justice Regulations - - Nondiscrimination; Equal Employment Opportunily; Policies

and Procedures); Executive Qrder No. 13279 {(equal protection of the laws for faith-based and community
organizalions), Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith- based and neighborhood orgamzahons

-28C.F.R. pt, 38 (U.S. Depaﬂmanl of Justice Regulations - Equal Treaiment for Faith-Based
Organizations); and Whistleblower proteclions 41 U.5.C. §4712 and The National Defense Authorization

"Act (NDAA} for Fiscal Year 2013 (Pub. L. 112-239, enacled January 2, 2013) the Pilot Program for

N

Enhancement of Contract Employee Whistleblower Protections, which protecls employees agalnsl
repnsal lor certain whistle blowing acuvmes in connecuon with federal granis and contracts.

The cemﬁcale set out below is a material represenlatnon of fact upon which relrance is placed when the
egency awards lhe grant. False certification or violation of the certification shall be grounds for
suspension of paymants suspension or tarmmalron of granls or government wide suspens:on or

" debarment.
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New Hampsghire Depariment of Health and Muman Services
Exhibit G

In the event a Federal or Stale court or Federel or Slale administrative agency makes a finding of
discrimination after a due process hearing an the grounds of race, color, religion, national origin, or sex

* against a recipient of funds, the recipien! will forward a copy of the fi inding to the Office for Civil Rights, to
the applicable contracling agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Off ce of the Ombudsman,.

The Vendor identified in’ Seclaon 1.3 of the Genera! Provisions agrees by signature of the Contraclor's
representalive s identified in Sections 1.11 and 1.12 of the Genera! Provisions, to execute the following
certification:

I. By signing end submitting this proposul (contrncl} the Vendor egrees to oomply with the provisions.
indicated above,

Vendor Narﬁe':

;v[qum

Date
Ttle:  president
{
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New Hampshire Department of Healih and Human Services
Exhlblt H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacce Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any pontion of any indoor facility ownad or teased or
contracted for by an entity and used routingly or regularly for the provision of heaglth, day care, educalion,
or library services to children under the age of 18, il the se/vices are funded by Federal programs either

. directly or through State or local governments, by Federal grant, conlracl, loan, of loan guarantee. The
law does nol apply to children’'s services provided in private.resigences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilties used for inpatient drug or alcohot treatment. Failure
to comply with the provisions of the law may resull i in the imposition of a civil manetary penally of up to
$1000 per day and/or the imposition or an administrative compliance order on Ihe responsible entity.-

The Vendor identified in Section 1.3 of the General Provisions agrees, by signalure of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Proviswons to execute the follownng
certification: .
1. By signing and subm:ﬂmg this contract the Vendor agrees lo make reasonable efforts to comply with -
all applicable provisions of Public Law 103 227, Pan C, known as the Pro-Children Act of 1994

N ' .- Vendor Name:

eafes Dy, -
‘Date _ _ ' Name: Justin Davis- - .

Tile:  President
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New Hampahire Department of Health and Human Services

Exhibiti

HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in-Seclion 1.3 of the General Provisions of the Agreement agrees to

comply with the Health Insurance Portability and Accountability Act, Public Law 104-181 and

with the Standards for Privacy and Security of Individually -Identifiable Health Information, 45

CFR Parts 160 and 164 applicable to business associates. As defined herein, *Business

Assaciate” shall mean the Vendor and subceniractors and agents of the Vendor that receive,

use or have access (o protected heaith information under this Agreement'and "Covered Entity”
’ shall mean the State of New Hampshire, Department of Health and Human Servncos

{1 eﬂn];lon _
. a. “Breach” shall have the same meamng as the term "Breach' in section 164.402 of Tille 45, :

Code of Federal Regulations.

b. “Business Associale” has.the meanmg given such term in section 160. 103 of Title 45, Code .
"+ of Federal Regulaltons , _ .

c. Qovereg Enlity” has the meaning glven such term in section 160.103 of Tntle 45
o Code of Federal Regulauons

d. "Designated Record Se shall have the same meanmg as the term “des:gnaled record set”
in 45 CFR Sectlon 164.501: .

~ e. -"Data Aggregation® shall have the same meaning as the term “data aggregatnon in 45 CFR
- Seclion 164.501. '

f. "Health Care Operations™ shall have the same meaning as the term “health care operations'.

in 45 CFR Section 164 501.

0. - “HITEGH Act” means the Health lnformanon Techno!ogy for Economlc and Clinical Health
Act, TitleXil, Subtitle D, Part1& 2 of the Arnencan Recovery and Reinvestment Act of
2009.- .

h. "HIPAA" means the Mealth Insurance Portability and Accountability Act of 1996, Public Law
" 104-191 and the Standards for Privacy and Security of Individually identifiable Health
Information, 45 CFR Par}s 160, 162 and 164 and amendments thereto.

i. “Individyal® shall have the same meaning as the term "individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representalive in accordance with 45
CFR Seclion 164, 501(g). _

i riva‘cy Rule” shall mean the Standards for Privacy of Individually Identifiable Health

informalion at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uncted States

Department of Health and HumanServices.

'Pro!gg;gg Health Infgrmg;uo shall have lhe same meanmg as the term protected heallh

- ::mformatlr_qp “in 45'CFR Seclion"160. 103; limited tq the. ml‘orr_pgjpg created of: recéived by .. e, S
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‘Required by Law” shall have the same meaning as the term *required by law” in 45 CFR
Section 164.103.

. "Secretary” shall mean the Secretary of the Deparlmem of Health and Human Services or

his/mer designee.

*Security Rule™ shall mean the Security Standards for the Prolection of Electronic Protected
Health Information al 45 CFR Part 164, Subpart C, and amendments thereto.

. ' ith Information® means protected health information that Is not

secured by a technology slandard that renders protected health information unusable,

“unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developlng orgamzatron that is accredited by the American National Standards
Insmute

- Qther Defi ni]iorr - All lerms not otherwise defined herein shall have the meaning .

eslablished under 45 C.F.R. Parts 160, 162 and 164, as amended from lime lo lrme and the
HITECH .
Act,

Business Assoclale Use and Disclosure of Protected Health Information,

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI} except as reascnably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain. or transmit
_PHlin any manner that would conshtute a violation of the Privacy and Secunty Rule.

Business Assomate may use or dlsc1ose PHI: -
. For the proper management and administration of the Buslness Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below or
Al For data aggregahon purposes for the heallh care operations of Covered
Entity.

Ta the extent Busrness Associate is permitied under the Agreement to dusclose PHI toa
third party, Business Associale must obtain, prior to making-any such disclosure, (i)
reasonable assurances from (he third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall'not, unless such disclogure is feasonably. necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a ..
request for disclosure on the'basis thal it is required by law, without first notifying vt
.+ Covered Entily so thal Covered Enlity has an opportunity.to.object to the disclosure.and . ...
4g s%gk appropnale relref- If_govered Enmy objects~to such q.hsclosure - thig:- Busmess-a . .
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New Hampshire Deparimenl of Health and Humaq Services

ExhIbit {

Associate shall refram from disclosing the PHI until Covered Entlty has exhausted all
remedies.

e If the Covered Enmy notifies the Business Associate that Covered Entity has agreedto
. be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuani to the Privacy and Security Rule, the Business Associate
) - . shall be'bound by such additional restrictions and shall not disclose PHI in violation of
- such additional reslncuons and shall abide by any admtional secunty safeguards.

.

(3) Oblipations and Actlvities of Buhiness Assoclala.

a. The Business Assocuate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use.or disclosura of protected.
health information not provided for by the. Agreement including breaches of unsecured
protected health information and/or any security incident that may have an |mpacl on the
protected heaIth information of the Covered Entity. -

b. _The Business Associate shall immediately perform a risk assessment when it becomes -
" - - aware of any of the above situations. The risk assessment shall include, but not be
limited to;

0 The nature and extent of the prolecled health mformat:on involved, including the
types of identifiers and the likelihood of ré-identification:

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health mlormatlon was actually acquired or viewed

o The extent to which the rlsk to the protected health mformahon has been
mmgated

The Busmess Assocnale shall complete the risk assessment within 48 hours of the
breach and mmedualely report the findings of the risk asseSSmenl in writing to the
Covered Entity.

c. The Business Associate shall comply wilh all sections of the Privacy, Security, and .
. Breach Notification Ru[e . :

d. 8u5|ness Associate shall make available all of its internal policies and procedures books *
. and records relaling to the use and disclosure of PH! received from, or cieated or’
received by the Business Assaciate on behalfl of Covered Entity to the Secrelary for
purposes of determining Covered Entity's comphance with HIPAA and the Privacy and
Se<:unty Rule. :

e. Business Associate shall.require all of its business’ associates that receive, use or have .
access to PHI under the Agreement, to agree in writing to adhere'to the same . T
restrictions and conditions on the use and dssclosure of PHI contained herein, including
1he€'duty td return or destry the PHI as provided under Section 3 (I). The Covered Entity” )

.+ shall be con5|dered a direct:third, party benefi cuary oi the Coniractor's- busmess assocla!e e

.....

Sy —ag@_emenis with: Contractor,s mtended bussness isii;omales “who'will:be’ reEeleg PHI*
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Now Hampshire Department of Health and Human Services

Exhlbit)

pursuant to this Agreemergt, with rights of enforcement and indemnification from such
business associates who shall be govemed by standard Paragraph #13 of the standard

_contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relaling to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity 1o determine
Business Assoaiate's compliance with the terms of the Agreement

g. Within ten (10) business days of receiving a written request from Covered Entity,
" Business Associale shall provide access to PHI in-a Designated Record Set to the
Covered Enlity, or as directed by Covered Entity, to an individual in order to meel the
requirements under 45 CFR Section 164,524, .

h. Wthin ten {10) business days ol receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
. . Set, the Business Associate shall make such PHI available to ‘Covered Entity for
- : ameéndment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Seclion 164.526.

i. Business Associate shall. document such disclosures of PHI and information related to -
such disclosures as would be requrred for Covered Entity to respond to a request by.an
individual for an accoummg of dnsclosures of PHI in accordance wilh 45 CFR Section
164.528.

i Withinten {10} business days of receiving a wnrten request from Covered Entrly fora’

" request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfil its obligations
to provide an accounting of disclosures with respect to PHI in accordance wrlh 45 CFR

. Seclron 164.528.

k. [n the event any lndwldual requests access lo, amendment of, or accounling of PHI
.directly from the Business Associate, the Busrness Associate shall within two (2}
business days forward such request to Covered Entity. Covered Enlity shall have the '
responsibility of responding to forwarded requests. ‘However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Assoclate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such Iaw and notify
Covered Enfity of such response as soon as practicable.

l. Within ten (10) business days of termination of the Agreement, lor any reason, the
Business Associate shall return or deslroy, as specified by Covered Entity, all PH!
received from, or created.or received by the Business Associale in conneclion with the
Agreement, and shall nol retain any copies or back-up tapes of such PHI: If return or :
PO _' - destruction is not feasible, or the disposition of the. PH! has been otherwise agreed to in . .

1

' . the he Agreement, Business S Associate shall commue to exiend the protections ol the o '
SR Gt :;i-'_' _Agreement to such PHIAnG limil furthef uses ‘and disclosures;of SUch PHIG those =/ ....'%E_ N
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New Hampshire Department of Health and Human Sefvices

Exhibit |

Associale maintains such PHI. If Covered En!rty in its sole discretion, requires that the -
-Business Associate deslroy any or ail PHI, the Business Associate shall certify 1o
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Enlity shall notify Business Associale of any changes or limitation(s) in :!s
Nolice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI,

b. Covered Enuty shall promplly nolify Business Associate of any changes in, or revacation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164,506 or 45 CFR Section 164.508. Se N

c. Covered enlity shall promplly riotify Business Associale of any restrictions on the use or
disclosure of PHI that Covered Enlity has agreed to in accordance with 45 CFR 164, 522,
to the extent that such restriction may affect Business Associale's use or d:sclosure of,
PHI. .

(8) - Terminatlon for’ Cause

In addition to Paragraph 10 of the slandard terms and condmons (P-37)0f this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
) Entity's knowledge of a breach by Busineés Associate of the Business Associate
: Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alléged breach within a timeframe specified by Covered Entity. If Covered Enlity
", determines that neither termination nor cure is feasubie Covered Entity shall report the
violation to the Secretary.

{6) Miscellaneous - , .
a. Dgﬁnmong and Rggglatom Rg!grenggg All terms used, bul not otherwise def ned herein,

shall have the same meanrng as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhrblt lLto
a Sectionin the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendmenl” Covered Entity and Business Associate agree to take such action as is
necessary 1o amend the Agreement, from time to time as is necessary for Covered:
Entity 1o comply with the changes in the requirements of . RIPAA, the anacy and -
Securily Rule, and applicable federat and slale law.

C. Data Qwnership. The Business Associate acknowledges that it has o dwnérship rughts

.. . with respect-1o the PHI provided by or ¢reated on behalf of Covered Enlrty N,
iy R . L -lntergretatro The pary'e_s_ -agree thal any. ambrgurly in: the Agreement sha!l be reg;p_lvé_d_. _";'"ﬂ e
f" PR E -‘lo permrt Covered Entrtyjlo comply w:th HIPAA the anacy and Secunry Rile- i “;E
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New Hampshire Department of Health end Human Services

Exhibit )

e. Searegation. If any term or condition of this Exhibit | or the application thereof to any.
- person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms-and conditions of this Exhibit | ar2 declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI,.extensions of the protections of the Agreement in seciion {(3) I, the.
defense and mdemmﬁcahon provisions of section (3) e and Paragraph 13 of the
standard lerms and conditions (P-37), shail survive the termination of the Agreament.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

Dapartment o! Health and Human Services Portland Webworks, Inc:
* The State _ Name of the'Vendor .

Yy . D

Signature-of Authorized Represeqtlatuve ) Aignature of Authorized RepresehtaliVe

¥ o S o : Justin Davis

Name ofAkhorized Representative | . Name of Authorized Representalive -
’D\g Y ~ President
Title of Authorized Representative " Tille of Authorized Representative
“/z] \§ 10/2818 -
Date - ] Date '
: i
' 1, i . \ '-} .

Exhibi -
R, Hcanh Insuranee F‘oﬂnbﬂﬂy Aa
N R Buslness Assodale Ag{_'eernem R
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New Hampshire Department of Health and Human Services
. Exhibit J

CERTIFIC REGARDING THE FEDERAL-FUNDING AbCO ABILI ND TRA ARENC
ACT [FFATA) COMPLIANCE

The Federal Funding Accountabdrty and Transpa:ency Act (FFATA) requires prime awardees of individual
Federal grants equel to or greater than $25,000 and awarded on or after October 1, 2010, 1o raport on
data related to execulive compensation end associated first-tier sub—grants ©1'$25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equat 1o or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health ahd Human Services (ODHHS) must report 1he following information for any
subawerd or contract award subject 10 the FFATA reponting requirements:
Nama of enlity
Amount of award.
Funding agency
NAICS code far contracls / CF DA program number for grants
Program source
- Award lille descriptive of the purpose of the fundmg aclion
Location of the entity
Principle place of performance :
Unique identifier of the entity {DUNS #) - - S
. Tola! compensation and names of the top five executives if: :
10.1. More than 80% of annual gross revenues-are from the Federal government, and Ihose
revenues are greater than $25M annually end . -
10.2. Cornpansabon information is nol already available through reporling to the SEC.

SN LE LN

(=]

Pr:me granl recipienls musl submit FFATA requ:red data by the end of the month, plus 30 days in which

the award or award amendmént is made. S
" The Vendor identified in Section 1.3 of the General Provisions’ agrees o comply wnh lhe prowsions of

The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,

and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees

to have the Contraclor's represéntative, as identified in.Sections 1.11 and 1.12 of the General Provisions

execuls the following Certification:

The below named Vendor agrees to provide needed information as oullined above to the NH Oepariment

of Health and Human Services and to comply with al) appl:cable prowsnons of the Federal Financial

Accoun:abnhry and Transparency Act. .

_Vendor Name:

/o/zq /zala -
Date ‘Name: Justin Oavis
Titte:  President

- . . " . B L. B
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New Hampshire Department of Health and Human Services
Exhiblt J

_ FORM A

As the Vendor tdentified in Section 1.3 of the General Provusuons | cemfy that the responses to the
below listed queslions are lrue and accurste.

1. The DUNS numberloryourenmy is: 141995121

2. Inyour business or organization's ptecedmg completad fiscal year, did your busmess or orgamzahon
receive (1) 80 percent or more of your annual gross revenue in U.S. federa! contracts, subcontracts,
ioans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual

' gross revenues from U.S. federal conlracts, subconlracts loans, grants, subgrants, and/or
cooparative agreemenls?

X NO » YES

- If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following;

3.. Does thé public have access to information about the compensation of the executives in your
business or organization through pariodic reports filed under section 13(a) or 15(d) of the Securilies
Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Inlernal Revenue Code of
19867

NO - - YES

If.lhe°answer to #3 above is YES, stop here : .
if the answer to #3 above is NO, piease answer the lollowing:

4, The names and compensation of the five mosl highly compensated officers in your business or
organization are as foflows: .

Name: Amount:

© 7. Name: _ " . Amount:
Name: . . Amount:

' ’Name.:' ' Amount:
Name: . Amount;
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A. Definitions
The following terms may be reflected and have-the described meaning in this document:

1. *Breach® means ‘the loss of conlrol, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
siluations where persons other than avthorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or ‘electronic. With regard to Protected Health

* Information, ° Breach® shall have the same meaning as the term 'Breach‘ in section .
164 402 of Title 45, Code of Federal Regulatlons :

2. “Computer Secunty Incident” snall have the sam¢ meaning Computer Security
Incident” in section.two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, Nallonal Institute of S‘andards and Technology, U. S Department
of Commerce

3. *Confidential Information™ or *Confidential Data® means all ‘confidentia! information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information Including without limitation, Substance
Abuse Treatmenl Records, Case Records, Protected Health : Information and
Personally Identifi able lnfonnauon

Confidential Informahon also nncludes any and all information owned or managed by
the State of NH - crealed, received from of on behalf of the Department of Heéaith and
Human Services (DHHS) or accessed in_the course of performing contracted
services - of which collection, disclosure, prolectron and disposition is governed by
state or federal law or regulation. This information inctudes, but is not fimited 1o
Protected Health Information (PH1), Personal information (PI) Personal Financial
Informalion .(PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensuuve and confidenlial information.

4, ‘End User means any person or enmy (e.g.. conlractor, contractor's employes,
' business associate, subcontractor, other downstream user, etc.) thal feceives
DHHS data or derivative data in accordance with the lerms of this Contract.

. 5. "HIPAA® means the Heallh Insurance Ponablmy and Accountability Acl of 1996 and the
" regulations promulgated thereunder.

6. ‘Incident” means an act thal potentially violates an explicil or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service,.the unauthorized use of .
a system for the processing-or slorage of data; and changes to system hardware,
‘ firmware, or-software characterlsucs' without the owner's knowledge, instruction, or-

o
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.mgil, all of wh:ch may have the potentlal to put the data at risk of unauthonzed
access, use, d:sclosure modification or destruction. .

7. "Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information -
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypled PI, PFI,
PHI or confidential DHHS data. .

8. "Personal Information” (or "PI'} means mforrnahon whlch can be used to dlshngulsh
of trace an individual's :denmy such as their name, social security number, personal
information as defined In New Hampshire RSA 359-C:19,. biomelric records, elc.,
alone, or when combined with other personal or identifying information whichvis linked
or linkable to a specn' ¢ individual, such as date and place of bnnh mothers malden
name, ete,

9. “Privacy Rule” shall mean the Standards for Privacy of Individually tdentifiable Health ‘
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
. States Department of Health and Human Services.

10. “Protected Health Information® {or “PHI* ) has the same meanlng as provided in the
_definition of “Protected Health Information” in the HIPAA' anacy Rute at 45 C.F.R. §
160.103.

1. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health information at 45 C.F.R. Part 164, Subpart C, and amendments
lhereto .

12. ‘Unsecured Protected Health Information” means Protected Heaith Informalion that is
not secured. by a technodlogy standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute. .

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contraclor must not use, disclose, maintain or transmit Confidential Information ’
except:as reasonably necessary as outlined under this-Coniract. Further, Contractor, .
including but not limited to allits directors, officers, employees and agents, must not
use, distlose, maintain or transmnt PHI in any manner that would constilute a violation

" of the-Privacy and Security Rule. w -

Ll 2 The Conlréctor must not dlSdQ%é any Conhdentlal lnformatlon in. fesponses; to a ...

e T e e e I A .
rha : "

s !- - <" Socurfty Raquirer c&'s';‘r TRt ;‘.*."..‘ T 2 "

= 2 ;.:c ﬂm-.ﬂpgrm e PaSe e et ‘};1'0!261;1 B:Sk.zfac::ﬁ

C;w,-m-"_\p-mq-\w Wﬂ.‘\ R o U=y, e --’._—J.on-—--—\nf’ 1 2hrd i u---.-—mt..—.'mf—

wal hﬂ—rb-bvddlh.ﬁlﬂ-\iﬂ"c-wu -.t\tﬂﬂmn% v.-—b..A-v.--l .w-u:-;&_-u At e --b- “1"1"? "".ﬂ" v--.-n.-:i)-o-p L ety mvt n!_u -'if‘ﬁ-u&
cia g i ...........-c.,..., - LN

.,-__ ""’"I ,J.

Pt e tle —e e o -.-—-—-—--h.h T ——— Ty

S .:'-\}.. .-' !-lLl.l-' B I- —3.1 -" .n'n r-l q.u.—wf-c-lv‘mu -..-b.
. s ‘t

fwar Ay




New Hampshlre Department of Health and Human Semces
Exhibit K
DHHS Information Security Requirements

requeﬁt for disclosure on the basis thal it is required by law, in response to a
subpoena, etc., withoul first nolifying DHHS so that DHHS has an opportunity o
consent or object 1o the disclosure.

3. if DHHS notifies the Contractor that DHHS has agreed to’ be bound by additional
_restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
‘additional restrictions and must not disélose PHI in violalion of such additional
restrictions and must abide by any additional security safeguards. ‘

The Contfactor agrees that DHHS Dala or derivalive there from disclosed to an End -
User must only be used pursuant to the terms of this Contract.

S

5. The Contractor agrees DHHS Dala obtained under this Contract may not be used for
any other purposes that are not md:caled in this Conlract.

6. ‘The Conftractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecling to confirm compliance W|Ih the terms of this = -
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Application* Encryption. . It End User is transmitting DHHS data contalnmg-
Confidential Data between applications, the Conlractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said -
application’s encryption capabilities ensure secure transmission via the internet.

2. Corhputer Disks and Portable Storage Devices. End User may not use computer disks
or poriable.storage devices, such as a thumb drive, as'a method of transmzmng OHHS

data .
3. Encrypled Email. End User may only_ employ email to transmit Cbnf dential Data if
email is encrypted and being sen! to and being received by email addresses of

persons authorized to receive suchinformation.

4. Encrypted Web Site. If End User is employmg the Web to transmit Conﬂdenual.
Data, the secure socket layers (SSL) muslt be used and the web site must be
- secure, SSL encrypls data transmitted via a Web site.

5. File Hoslmg Servlces also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google C|oud Storage to transmit
Confidential Data.

6. Ground Mail Service. End User may only transm:t Confidential Dala-via certified ground |
mail within the continental U.S. and when sentto a named individual.

7. Laptops and PDA. It End User is employing portable devices.to trarismit
o Confidential, Data said devices must be encrypted and pas‘sword-protected e
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wireless network. End User must employ a virtual private network {VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmi! Confidential Data, a virtual private network (VPN) must be
instailed on the End User's mobile device(s) or laptop from wh:ch information will be -
transmitted or accessed. . s

10. SSH File Transfor Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and. sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Conﬁdential Data will be deleted every 24
hours).

11, Wiretess Devices. If End User is transmitting Confidentiat Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

fi. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivalive of the data for the duratlon of this -
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by taw or permntted
under thns Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
cannection with the. services rendered under this Conlract outside, of the United
States. This physncal location requirement shall aiso apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees 1o ensure proper security monitoring capabilities are in
place to delect potential security events that can impact State of NH sysiems
and/or Department confidential information for cantractor provided systems,

3. The Contractor agrees to provide securjty awareness and education for its End
Users in support of protecting Departmeny confidential information.

4. The Contractor agrees to retain all electrgnic and hard copies of Confidential Dala
' in a secure location and identified in section IV, A.2 .-

5. The Contraclor agrees Confidential Data stored:in a8 Cloud must ' be in a
.FedRAMP/HITECH compliant solution and comply with all applicable statutes and

regulations regarding the privacy and sequrity. All servers and devices must have

A L curréntly-supported and hardened operating systems the latest anti~viral, anti-
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whole, must have aggressive intruslon-detection and firewall protection.
The Contractor agrees to and ensures its complete cooperation’ with the State's

Chief Information Officer in the detection of any security vulnerability of the hosting

infrastructure.

B. Disposition

1.

iv. PROCEDURES FOR SECURITY

If the Contractor will maintain any Confidential Information on its systéms (or ils
sub-contractor systems), the Conlractor will maintain a documented pracess for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Mampshire data destroyed by the .
Cantractor or any subcontractors as & part of ongoing, emergency, and or disaster
recovery operations.-When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance wilth industiy-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guigelines
for Media Sanitization, National Institule of Standards and Technology u. 8.
Department of Commerce. The Coniractor will document and cenify in wriling at
time of the data destruction, and will provide written certification to the Department
upon request. The written cenification will include all details necessary to
dermnonsirate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to desteuction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. 1

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Coniractor agrees to completely destroy all electronic Conﬁdanha! Data
by means of data erasure also known as secure data vnpmg, .

A. Coniractor agrees to safeguard the DHHS Data rece:ved under th1s Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper secunt;'r controls to protect Départrﬁant
confidential information collected, processed, managed and/or stored in the delivery
of contracled servnces

2 The Contractor will maintain policies and procedures to protect Department
r o confidential information throughout the information lifecycle, where applitabls, (from
creation, transformation, use,_.storage .and secure..daslruchon) regardless, of the
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The Contractor will maintain appropriate authentication end access controls to
contractor systems that collect, transmit, or store Department confidentia! information
where applicable.

The Coniractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security swareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes thal defines specific secunty
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining ‘access to any Department system(s).' Agreements will bé
complsted and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associste Agreement

. (BAA) with the Department and i responsible for maintaining compliance with the

agreement.

The Contract'or will work with the Depariment. at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractar will-not store, knowingly or unknowingly, any State of New Hampshire

or Department data offshore or outside the boundaries of the United States unless
prior express written consen! is obtained from .the  Informalion Security Office
leadership member within the Department. .

14. Data Security Breach Liab'll:ty In the evenl of any security breach Contractor shall
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the breach, including but not limited 10: credit monitoring services, mailing costs and
costs associaled with website and telephone call center services .necessary due to
the breach,

12. Contractor must, comply with all applicable statutes and regulations regarding the

- privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PH! at a level and scope that is not less
than the level and scope of requirements applicable 10 federal agencies, including,
bul not {imited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable heaith
information and as applicable under State law.

13. Contractor agrees 10 establish and maintain appropriate administrative, technical, and

. physical safeguards to protect the confidentiality of the Confidential Data and to

prevent unauthorized use or access to it. The safeguards must provide a level and

scape of security that is not less than the level and scope of sécurity requirements

established by the State of New Hampshire, Department of Information Technology.

Refer to Vendor Resources/Procurement at hitps:/Aww.nh.gov/doitivendorfindex.htm

for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. '

14, Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of Naw Hampsh:re network

15. Contractor must testncl access to the Confidential Data obtained under this
Contract to .only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in -Section IV A. ebove,
implemented to protect Confidential Information that is furnished by DHMS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

.¢. ensure that laptops and other electronic devices/media contaming PHI, PI, or
PFl are encrypted and password-protected. '

«id. send emails containing Confidential Information on!y i .encrypted: and being - S
.5, Sent to and being recoived by email addresses of pe:sons aulhonzed lo:_ R
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e. limit disclasure of the Confidential Information to the extent permitted by law.

f Confidential Information received under this Contract and individually
Identifiable data derived from DHHS Data, must be stored in an ares that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g.. door locks, card keys
biometric identifi ers. elc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted a1 2ll times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in al! other instances Confidential Data must be maintained, used and
disclosed using approprisie safeguards, as determined by a risk-based
assessment of the circumslances involved.

i. undersiand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credentiai information secure.
This appties to credentials used to access lhe site directly or indirectly through
a third party application.
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Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor oompliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor mus! notify the State's Privacy Officer, Information Security Office and

Program Manager of any Security Incidents and Breaches within two (2) hours of the

time that the Contractor learns of their eccurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
hotwithstanding, Contractor's compliance with all applicable obligations and procedures
Contractor's procedures mus! aiso address how the Contractor will:

1. Identily Incidents;

Determine if personally identifiable information is involved in Incidents;
Report suspected or confirmed I‘ncidenls as required in this Exhibit or P-37;

Idemrly and convene a core response group to determine the risk leve) of tncidents,
and determlne nsk based d responses to Incidenti’a_nd
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5. Determine whether Breach notificalion is required, and, il so, identify appropriate
Breach notification methods, timing, source, and contents from among different

options, and beer costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

. VI. PERSONS TO CONTACT o
' A. DHHS contact for Data Management or Data Exchange issues: -
DHHStnformationSecurityOffice@dhhs.nh.gov o
B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov
C. 'DHHS contact tor Information Security issues:

DHHSInformationSecurityOffice@dhhs.nh.gov
D. DHHS contact for Breach notifications:

DHHSInformatlonSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov’
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