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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION FOR BEHA VIORAL HEAL TH

129 PLEASANT STREET, CONCORD, NH 03301
603-271.9544 1.800-852.3345 Ext. 9544

Fax:603.271-4332 TDD Access: 1-800-735-2964 tv>vw.dhh$.nb.gov

January 15, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTIGN

Authorize the Department of Health and Human Services. Division for Behavioral Health,
to Retroactively amend an existing contract with Portland Webworks, Inc. (VC #282677-8001),
Portland, ME, to continue supporting and hosting the website that provides information and
services related to substance use disorder by exercising a renewal option by increasing the price
limitation by $10,000 from $200,000 to $210,000 and by extending the completion date from
September 29, 2020 to September 29, 2021 effective retroactive to September 29, 2020, upon
Governor and Council approval. 100% Federal Funds.

The original contract was approved by Govemor and Council on December 5, 2018, Item
#23A and most recently amended with Govemor and Council approval on June 24. 2020, Item
#029.

Funds are availabie in the following account for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-92-7040-500731. HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG & ALCOHOL, STATE
OPIOID RESPONSE (SOR) GRANT

State

Fiscal
Year

Class 1

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2019 102-500731 Contracts for Prog Svc 92057040 $150,000 $0 $150,000

2020 102-500731 Contracts for Prog Svc 92057040 $47,500 $0 $47,500

2021 102-500731 Contracts for Prog Svc 92057040 $2,500 $2,500

2021 102-500731 Contracts for Prog Svc 92057048 $0 $7,500 $7,500

2022 102-500731 Contracts for Prog Svc 92057048 $0 $2,500 $2,500

Total $200,000 $10,000 $210,000



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
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EXPLANATION

This request is Retroactive because service interruption would negatively affect
individuals seeking information and services related to substance use disorder. Additionally,
sufficient funds in State Fiscal Year 2021 were not available in the operating budget, and due to
delays by the Substance Abuse and Mental Health Services Administration (SAMHSA) in
approving New Hampshire's requests for continued State Opioid Response Grant funding, the
efforts to add the state appropriations were delayed.

The purpose of this request is to continue supporting and hosting the website that provides
information and services related to substance use disorder. The website service supports the
Department's goal to re-align the substance use disorder service access system into a
streamlined and standardized approach as part of the State Opioid Response grant, as awarded
by the Substance Abuse and Mental Health Services Administration.

User analytics indicate that approximately 20,000 Individuals will access the website from
September 30, 2020 to September 29. 2021.

The Department is continuing services for additional year to allow time for transitioning the
maintenance and hosting of the website to the Department.

The website is a key component of the system established to improve access to substance
use disorder services and supports, statewide. Individuals who seek information about substance
use disorders through the website are directed to the appropriate resources, including the 2-1-1
NH call center and the regional Doonvays.

As referenced in Exhibit C-1 Revisions to General Provision, Section 3. Renewal of the
original contract, the parties have the option to extend the agreement for up to four (4) additional
years, contingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department is exercising its option to renew
services for one (1) of the remaining three (3) years and nine (9) months available.

Should the Governor and Council not authorize this request, the DoorwayNH website may
no longer be available to individuals seeking information and resources.regarding substance use
disorders, which could result in critical delays to accessing substance use disorder treatment
services.

Area served: Statewide.

Source of Funds: CFDA #93.788, FAIN #H79TI083326.

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully Submitted,

Lori A. Weaver

Deputy Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

December 14, 2020

Lori A. Shibinette, Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency's request to amend a contract with Portland Webworks, Inc.,
Portland, ME as described below and referenced as DoIT No. 2019-020B.

This is a request for approval to amend a contract with Portland Webworks, Inc., for
continued support and hosting of the DHHS website that provides information and services
related to substance use disorder.

This amendment exercises a renewal option by increasing the price limitation by
$ 10,000 from $200,000 to $210,000 and by extending the contract completion date
from September 29,2020 to September 29, 2021, effective retroactive to September
29, 2020, upon Governor and Council approval.

A copy of this letter should accompany your Agency's submission to Governor and
Executive Council for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2019-0203

cc: Michael Williams, DoIT - IT Manager

"Innovative Technologies Today for New Hampshire's Tomorrow"
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

State of New Hampshire
Department of Healthiand Human Services

Amendment #2 to the Website Development for Substance Use Disorder Information
and Services Contract

This 2"'' Amendment to the Website Development for Substance Use Disorder information and Services
contract (hereinafter referred to as "Amendment #2") is by and between the State of New Hampshire.
Department of Health and Human Services (hereinafter referred to as the "State" or "Department") and
Portland Webworks, inc., (hereinafter referred to as "the Contractor"), a for profit corporation with a place
of business at 5 Milk Street, Portland, Maine, 04101.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council

on December 5. 2018 (Item #23A),as amended on June 24. 2020, (Item #)029,) the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified: and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, and Exhibit C-1, Revisions to
General Provisions, Section 3, Renewal, the Contract may be amended upon written agreement of the
parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:

September 29, 2021.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:

$210,000.

3. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 1., Subsection 1.1, to
read:

1.1 This agreejnent is funded by 100% Federal funds from the State Opioid Response Grant,
as awarded on 09/19/2018 by the U.S. Department of Health and Human Services,
Substance Abuse and Mental health Services Administration, and on 09/30/2020, by the
U.S. Department of Health and Human Services, Substance Abuse and Mental Health
Services Administration, CFDA #93.788, FAIN H79TI081685 and H79TI083326.

4. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 2, Subsection 2.1, to
read:

2.1 Payments shall be on a cost reimbursement basis for actual expenditures incurred in the
fulfillment of this Agreement, and shall be in accordance with the approved line items in
Exhibit B-1 through Exhibit B-5 Amendment #2 Budget. ,

5. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 2., Subsection 2.5, to
read:

2.5. In lieu of hard copies, all invoices may be assigned an electronic signature and emailed to
DPHScontractbillingtgdhhs.nh.gov, or invoices may be mailed to:

SOR Financial Administrator

Department of Health and Human Services
Bureau of Drug and Alcohol Services
105 Pleasant Street

Concord, NH 03301

JP
Portland Webworks, Inc. Amendment #2 Contractor Initials:

RFP.2019-DBH-05-WEBSI-01-A02 Page 1 of 4 Date:.
-3^/2021
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

6. Add Exhibit B-4 Amendment #2 Budget, which is attached hereto and incorporated by reference
herein

7. Add Exhibit B-5 Amendment #2 Budget which is attached hereto and incorporated by reference
herein.

Portland Webworks. Inc.

RFP.2019-DBH-05-WEBSI-01.A02

Amendment #2

Page 2 of 4

Contractor Initials
^-^5/2021

Date:
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall be or retroactively effective to September 29. 2020
upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date vwritten below,

State of New Hampshire
Department of Health and Human Services

1/5/2021

Date

DocuSlgrtvd by;

POX

Title: Director

1/5/2021

Date

Portland Webworks. Inc.

—DocuSigntd by:

Jusfivt pAViS

Title: President

Portland Webworks. Inc.

RFP.2019-D8H-05-WEBSI-01-A02

Amendment #2

Page 3 of 4
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New Hampshire Department of Health and Human Services
Website Development for Substance Use Disorder Information and Services

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

1/15/2021 ^DocuSlanedbv:

Date
ne Pinos

Title: Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Portland Webworks, Inc. Amendment #2

RFP.2019-DBH-05-WEBSI-01-A02 Page 4 of 4
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ExhlWt 0-4 AiTMndinanl 12

Budget

New Hampshire Department of Health and Human Services

Contractor Nama: Portland Wabwortia, itte.

Budgal Raquaat for; WabaKa Oavalopmant for Subslanca Uta Dlaordar Information and Sarvicaa
nFP-wt»oaHo»-Meesi

Budget Parted; SFY21 inf3(V20-06/30f2t (SORU)

Furtdad by PHHS contract atiara

Line Item

^^T^al^^pogwn^oa^ Contractor Share I Hatett

- Indirect ■753-
1. Total Salatyrwaooa 5,02500

2. Emplovaa Benefits
3. ConsuBardt
a. EqulpmorC

IS- Supplte.:
3. Travel

Occupancy
9. Current E^panaas
9. Software
to. Maritelino/ComtTnaiteatiorts
11. Staff Education and Trainino
12. SubeortraelaMflreen'aiila
13. Other (apaoncaatalamanaaory):

W , 2.475.00ebeaa floating

TSSSW]TOTAL TSmS 7.500.00

Indirect A^^arMnt of Direct

Portlmd Wabworks. Inc.
fVP-20ie-OeH-0S-WEBSI-A01
ErNbil B-* Amandmera S2
Pago 1 of 1

r?
iimtleb
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EzhlUt B-S Am»ndm*nt n

Budoat

New Hampshire Department of Health arid Human Services
COMPLETE ONE BUDGET FORM FOR EACH BUDGET PERIOD

Contractor Kama: Portland Webworlis. Inc.

Budget Raquaat for Wabalta Davaiopmaftt for Subaianca Uta Diaordar Information and Sarvtcaa
RFP-aii»eo>t5-i?-noeio^i

Budgat Partod: SFY21 07f01f21-mfZSm (SOftll)

Contractor Sfiara f Matcit Funded by DHHS contract aharaTotal Program Co*

Indirect Total

t. Total SafaryWagea

2^_gni£taj)Ba_Banofi^
3. Constdtanta

4. EoutpmenL

JlSSSSL
S. Travel

Ocoa>ancY

6. Currant Exparaaa

10, Maritetttg/Comrmrteallona
11. Staff Edueallon artf Trainirtg

12. SuboontractafAqraamenU

13. Other lapaaficdetala mandalorY):

Watiaita hoetino

TssmTOTAL

Indirect A^^arunl of Direct
2.500.00

Portland Watmorka. Inc.

RFP.2O1O-OBH-C6-WEBSI-A02

Eatiibd B-S Amendmant n

Page t of l
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretar>' of State of the Slate of New Hampshire, do hereby certify that PORTLAND WEBWORKS,

INC. is a Maine Profit Corporation registered to transact business in New Hampshire on October 11, 2018. 1 further ccrtit>' that all

fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business ID; 804957

Certificate Number: 0005056470

Op

u.

O

A

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 15th dav of December A.D. 2020.

William M. Gardner

Secretaiy of State
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CERTIFICATE OF AUTHORITY

James F. Keenan, Jr., hereby certify that:

1. I am the duly-elected Clerk of Portland Webworks. Inc. (the "Corporaf/on"), a shareholder-run
corporation formed and existing under the laws of the State of Maine.

2. The following is a true copy of a resolution approved by Written Consent of the sole shareholder
of the Corporation effective as of January 4, 2021:

RESOLVED: That Justin D. Davis, as President, is duly authorized on behalf of
the Corporation to enter into contracts or agreements with the State of New
Hampshire and any of its agencies or departments and further is authorized to
execute any and all documents, agreements and other instruments, and any
amendments, revisions, or modifications thereto, which may in his judgment be
desirable or necessary to effect the purpose of this resolution.

3. I hereby certify that said resolution has not been amended or repealed and remains in full force
and effect as of the date of the contract amendment to which this Certificate of Authority is
attached. This authority remains valid for thirty (30) days from the date of this Certificate of
Authority. I further certify that it is understood that the State of New Hampshire wiii rely on this
Certificate of Authority as evidence that the person listed above currently occupies the position
indicated and that he has full authority to bind the Corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State
of New Hampshire, all such limitations are expressly stated herein.

Dated:

-OocuSigned by;

1/4/2021 "f. Jr.

Signature of Elected Officer
Name: James F. Keenan, Jr.
Title; Clerk

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/OO/YYYY)

12/30/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Clark Insurance
1945 Congress Street, BIdg A
PO Box 35^
Portland, ME 04104-3543

CONTACT V

ia/c.'no. Ext); (207) 774-6257 | l'iil no,:(207) 774-2994
fnnrTi'Ti- infofSclarkinsurance.com \

INSURI-R(S) AFFORDING COVERAGE NAiC •

INSURER A: Citizens Ins Co of America 31534

INSURED

Portland Webworks, Inc.
Justin and Gia Davis

5 Milk Street, Ste 2
Portland, ME 04101

INSURER B:Allmerica Financial Benefit 41840

INSURER c: Maine Emolovers Mutual Ins Co 11149

INSURER D :

INSURER E :

INSURER F :

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
jja. TYPE OP INSURANCE

COMMERCIAL GENERAL LIABIUTY

CLAIMS-MADEa

GEN-L AGGREGATE LIMIT APPLIES PER:

POUCY LOC

OTHER:

AOOL
IN3Q

SUBR

wvt>

08PH139370

POLICY NUMBER iTir.'.h' j'/tiivilirT17*j*7!7i7il LIMITS

1/7/2021 1/7/2022

EACH OCCURRENCE

DAMAGE TO RENTED
£a£M,lS£S.(Efl,o«u,rrefi«l

MED EXP (Any one person)

PERSONAL & ADV INJURY

GENERAL AGGREGATE

PRODUCTS ■ COMP/OP AGO

1,000,000

5,000

1,000,000

2,000,000

2,000,000

AUTOMOBILE LIABILITY

X ANY AUTO

COMBINED SINGLE LIMIT
lEfl aedttwill

1,000,000

OWNED
AUTOS ONLY

Al^S ONLY

AWPH139355 1/7/2021 .1/7/2022 BODILY INJURY (Per oefson)

SCHEDULED
AUTOS BODILY INJURY (Per pcddcnl)

PROPERTY p,
(Per a»d<>enlt

lAMAGE

UMBRELLA LIAB

EXCESS LIAB

OCCUR

CLAIMS-MADE

EACH OCCURRENCE
3,000,000

OBPH139370 1/7/2021 1/7/2022
AGGREGATE

3,000,000

X RETENTIONS 10,000
WORKERS COMPENSATION
AND EMPLOYERS- LIABILITY

ANY PROPRIETORS'ARTNER/EXECUTIVE
SFPICER/MEM8ER EXCLUDED?
Undatoryln Wl]

If yes. describe under
DESCRIPTION OF OPERATIONS bolcrw

I t ft

□
1810106S28 9/23/2020 9/23/2021

Y PER
^ I STATUTE

I OTH-
I ER

e.L. EACH ACCIDENT
1,000,000

E.L. DISEASE - EA EMPLOYEE
1,000,000

E.L. DISEASE • POLICY LIMIT
1,000,000

Professional Liabill OBPH139370 1/7/2021 1/7/2022 Professional Limit 5,000,000

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACORD 101. AddlllonsI Remarks Schedule, may be itiached if more space is required)

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire
Department of Health and Human Services
129 Pleasant Street
Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03) ® 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

EIRISH

DATE (MM/DO/YYYY)

12/30/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT; If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer riahts to the certificate holder in lieu of such endorsement(s).

PRODUCER

Clark Insurance
1945 Congress Street, BIdg A
PO Box 3543
Portland, ME 04104-3543

CONTACT
NAME'

Exo: (207) 774-6257 fijg. no.;(207) 774-2994
info/S>clarkinsurance.corh

INSURERISI affording COVERAGE NAIC •

INSURER A: Cltlzens Irs Co of America 31534

INSURED

Portland Webworks, Inc.
Justin and Gia Davis

S Milk Street, Ste 2

Portland, ME 04101

insurer B;Allmerica Financial Benefit 41840

iNsuRERCiMaine Emolovers Mutual Ins Co 11149

INSURER D ;

INSURER E:

INSURER F ;

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH.POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE

ADDL
INSD

SUBR
WVD POLICY NUMBER

POLICY EFF
(MM/OOfYYYYI

POLICY exp
(MM/ODrYYYYI LIMITS

A X COMMERCIAL GGNERAL LIABILITY

E 1 X 1 OCCUR OBPH139370 1/7/2020 1/7/2021

EACH OCCURRENCE
«  1,000,000

CLAIMS-MAC
DAMAGE TO RENTED

$

MED EXP (Anv one oersont
,  5,000

PERSONAL 4 AOV INJURY
,  1,000,000

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE
j  2,000,000

POLICY 1 1 1 1 LOC
OTHER:

PRODUCTS - COMP/OP AGG
^  2,000,000

5

8 AUTOMOBILE LIABILITY

AWPH139355 1/7/2020 1/7/2021

COMBINED SINGLE LIMIT j  1,000,000

X ANY AUTO BODILY INJURY (Per oeraonl s

OWNED
AUTOS ONLY

aIRIPs ONLY

scHEOULED
TOS RODll y INJURY (Par acddenl) $

NC PROPERTY DAMAGE
(Per acdftenii s

$

A X UMBRELLA LIAB

EXCESS LIAB

X OCCUR

CLAIMS-MADE OBPH139370 1/7/2020 1/7/2021

EACH OCCURRENCE
^  3,000,000

AGGRFGATF
j  3,000,000

DED X RETENTIONS 10,000 s

C WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY ^ ̂ ̂
ANY PROPRIETCR/PARTNER/EXECUTIVE j 1

It yes. descritM under
nPSCRIPTinN OF OPFRATIONS bekjw

N/A

1810106528 9/23/2020 9/23/2021

Y PER OTH-
^ -STATIITF FR

E.L. EACH ACCIDENT
j  1,000,000

E.L. DISEA.SF FA FMPt OYEF
5  1,000,000

F 1 . niSFASF POLICY LIMIT
5  1,000,000

A Professional Liabiii OBPH139370 1/7/2020 1/7/2021 Professional Limit 5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Ramarks Schsdula. may Im attachad H mora apaca la raqulrad)

state of New Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301

i

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD25 (2016/03) © 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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LoH A. SblUncttr

Conmlssioner

Katja S. roi
Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION FOR BEHAVIORAL HEALTH

129 PLEASANT STREET. CONCORD, NH 03301
603-271-9544 I-S00-3S2-3345 EiL 9S44

. Fai: 603-271-4332 TDD Access: 1-800-735-2964 www.dhhj.oh.sov

June 11. 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council .

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Behavioral Health,
to amend an existing contract with Portland Webworks, Inc. (VC#282677-B001, Portland, ME to
continue supporting and hosting the website that provides information and services related to
substance use disorder, by exercising a contract renewal option with no change to the price
limitation of $200,000 and extending the completion date from June 30, 2020 to September 29,
2020 effective upon Governor and Council approval. 100% Federal Funds.

#23A.

The original contract was approved by Governor and Council on December 5.2016, item

Funds are available in the following account for State Fiscal .Year 2021, with the authority
to adjust budget tine items within the price limitation and encumbrances between state fiscal years
through the Budget Office, if needed and justified.

05-95-92-7040-500731-HEALTH AND SOCIAL SERVICES, DEFT OF HEALTH AND HUMAN

SVS. HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG & ALCOHOL,
STATE OPIOID RESPONSE (SOR) GRANT

State

Fiscal

Year

Class /

Account

->

Class Title
Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2019 102-500731
Contracts for

Prog Svc
92057040

$150,000 $0 $150,000

2020 102.500731
Contracts for

Frog Syc
92057040

$50,000 ($2,500) $47,500

2021 102-500731
Contracts for

Prog Svc
92057040

$0 $2,500 $2,500

Total $$200,000 SO $200,000

EXPLANATION

The purpose of this request is to continue supporting and hosting the website that provides^
information and services related to substance use disorder to the public. This service supports
the Department's goal to re-align the substance use disorder service access system into a



His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 2

streamlined and standardized approach as part of the State Opioid Response grant, as awarded
by the Substance Abuse and Mental Health Services Administration.

User analytics indicate that approximately 7,500 individuals will access the website from
July 1. 2020 to September 29, 2020. .

The Department is continuing services for additional three (3) months to allow time for
transiticning the maintenance and hosting of the website to the Department. As of today, the
Contractor works closely with the Department to maintain the DoorwayNH website, after
experiencing a rapid and successful development of the website as a key component of the
Doorway rollout In the winter of 2018-2019.

The website is a key component of the system established to Improve access to substance
use disorder services and supports, statewide. Individuals who seek Information about substance
use disorders'are directed to the appropriate resources, including the 2-1-1 NH call center and
the regional Doorways, through the website.

As referenced in Exhibit C-1 Revisions to General Provisions of the original contract, the
parties have the option to extend the agreement for up to four (4) additional years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval. The Department is exercising ̂ its option to renew s'ervices for three 3
months of the four (4) years available.

Should the Governor and Council not authorize this request, the DoorwayNH website will
no longer be available to those seeking information and resources regarding substance use
disorders, which could result in critical delays to accessing substance use disorder treatment
senrices.

Area served: Statewide

Source of Funds; 100% Federal Funds from DHHS, Substance Abuse & Mental Health
Services Administration, Center for Substance Abuse Treatment. State Opioid Response (SOR)
Grant - SAMHSA, (FOA) No. TI-16-015. FAIN #TI0ai685

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Ily submittespe

m A. Shibinette

Commissioner

The Deporlfltenl ofHeoUh and Human Seruicee' Mission is to join communilUs and /amities
in providing opporiuniUet for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMAnON TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271.1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Coulet

Commissioner

June 11,2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services,
Slate of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to amend a contract with Portland Webworks, Inc., Portland, ME as
described below and referenced as DolT No. 20I9-020A.

This is a request for approval to amend a contract with Portland Webworks, Inc., for
continued support and hosting of the OHHS website that provides information and services
related to substance use disorder. This is a time extension only. DHHS is continuing these
services for-additional three months to allow time for a transition of the DoorwayNH
website for the DHHS..

The completion date will be extended from June 30, 2020 to September 29,2020, effective
upon the date of Governor and Executive Council approval through September 29, 2020.

A copy of this letter should accompany your Agency's submission to Governor and Executive
Council for approval.

Sincerely,

for

Denis Goulet

DG/ik/ck

DolT #20I9-020A

cc: Michael Williams, DolT - IT Manager

"innovative Technologies Todayfor New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSIAWebsite Development for Substance Use Disorder Information

And Services

State of New Hampshire
Department of Heallh and Human Services

Amendment #1 to the

2019-DBH-0S-WEBSI/Website Development for Substance Use Disorder Information

And Services

This 1" Amendment to the 2019-DBH-05-WEBSIWebsite Development for Substance Use Disorder
Information and Services contract (hereinafter referred to as "Amendment #l") is by and between the State
of New Hampshire. Department of Health and Human Services (hereinafter referred to as the "State" or
"Department") and Portland Webworks. Inc. (hereinafter referred to as "the Contractor"), a for profit
corporation with a place of business at 5 Milk Street. Portland, Maine, 04101.

whereas, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on December 5, 2018 (Item #23A). the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Conlract and in consideration of certain sums speciTied; and

WHEREAS, pursuant to Form P-37.' General Provisions. Paragraph 18. and Exhibit C-1 Revisions to
General Provision. Paragraph 3. the Contract may be amended upon written agreement of the parties arid ,
approval from the Governor and Executive Council: and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services: and

NOW THEREFORE. In consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7. Completion Dale! to read:

September 29; 2020.

2. Modify Exhibit B-2. Budget Period: July 1. 2019 - June 30 2020. by reducing the total budget •'
amount by S2.500. which is identiHed as unspent-funding that is being carried forward to fund the
activities in this Agreement for SFY 21 (July 1, 2020 through September 29. 2020), as specified in
Exhibit B-3 Amendment #1 Budget, with no change to the contract price limitation.

3. Add Exhibit 8-3 Amendment #1. Budget, which is attached hereto and incorporated by reference
herein.

4. Modify Exhibit 8, Methods and Conditions Precedent to Payment. Section 2.1, to read:

2.1 Payment shall be on a cost reimbursement basis for actual expenditures Incurred in
the fulfillment of this Agreement, and shall be in accordance with the approved line
items in Exhibit B-l, Exhibit B-2 and Exhibit 8-3 Amendment #1 Budget.

6. Modify Exhibit B. Methods and Conditions Precedent to Payment. Section 2.5. to read:

2.5 In lieu of hard copies, all Invoices may be assigned an electronic signature and
emailed to dhhs.dbhinvoicesbdas@dhhs.nh.Qov or Invoices may be mailed to:

Financial Administrator

Department of Heallh and Human Services
Bureau of Drug and Alcohol Services
105 Pleasant Street

Concord, NH 03301

Pof1lar»d Webworks. Inc. Amendment #1 Contrador Initials

RFP-2019-DBH-05-WEBSI-01-A01 Page 1 o( 3 Dale 6i l



New Hampshire Department of Health and Human Services
2019-DBH-OS-WEBSI/Webslte Development for Substance Use Disorder Information
And Services

All terms and conditions of the.Contract and prior amendments not inconsistent with this Amendment #1
remain In full force and effect. This amendment shall be effective upon the date of Governor and Executive
Council approval. ;

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshire
Depadmeni of Health and Human Services

Date Name.

Date

Portland Webworks, Inc.

Name: "D. "bAviS"

PorUandWebwofkr. ifvc.

RFP-2019-DBH^5.WEBSI-01-A0t

Amendmoni 01

Page 2 ol 3



New Hampshire Department of Health and Human Services
2019-DBH-05-WEBSIA/Vebslte Development for Substance Use Disorder Information

And Services

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

June 11, 2020

.Dale wmei
Title: Assistant Attorney General

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of"
the State of New Hampshire at the Meeting on: • (dale of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Portland Webwori<s, Inc. Amendment #1

RFP-2019-OBH-05.WEBSl-0t-A01 Page 3 of 3 '
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION, FOR BEHA VIORAL HEALTH

BUREAU OF DRUG AND ALCOHOL SERVICES

105 PLEASANT STREET. CONCORP.NH 03301
603.271-6110 I-80O4S2.334S Ext 6738

Fix:603-27I-6I0S TDDAccess: 1-800.735.2964
MTww.dhhs.nh.gov

October 19, 2018

Hts.Excellency. Governor ChristopherT. Sununu
and the Honorable Council

State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Behavioral Health.
Bureau of Drug and Alcohol Services, to enter into an agreement with Portland Webworks. Inc,
Vendor #282677-8001. 5 Milk St.. Portland. ME 04101. for the: provision of designing,
developing, implementing, hosting and managing a single,, consolidated website for the
purpose of ensuring the general public has access to consistent arid accurate information on
services related to Substance Use Disorders (SUD). in an amount not to exceed $200,000,
effective upon date of Governor and Executive Council approval through June 30. 2020.. 100%
Federal Funds

Fundis are available in the fojlowing account for State Fiscal Years 2019 and is
anticipated to be available in State Fiscal Year,2020 upon the availability arid continued
appropriation of funds in the future operating budget, with authority to adjust encumbrances,
between State Fiscal Years through the Budget Office without further approval from Governor
and Executive Council, if needed and justified.
05-95-92-704b-500731-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION FOR BEHAVIORAL HEALTH, BUREAU OF DRUG &
ALCOHOL, STATE OPIOID RESPONSE (SOR) GRANT

State
Fiscal
Year

Class/Account Class Title Job Number
Total

Anrtount

2019 102-500731 Contracts for Prog Svc 92057040 $150,000

2020 102-500731 Contracts for Prog Svc 92057040 $50,000

Total: $200,000

\A



His Excellency. Governor Chrislopher T. Suruinu
and (he Hortorable Council
Page 2 of 3

.  EXPLANATION

The purpose of this request is to enter into an agreement with Portland Webworks, Inc.
to provide website design and hosting services in support of the Department's goal to re-align
the substance use disorder (SUD) service access system into a streamlined and standardized
approach as part of the State Opioid Response (SCR) grant, as awarded by the Substance
Abuse and Mental Health Services Administration (SAMHSA).

The establishment of a single website for information and service referral is critical to
the Department's Opioid Response Plan.. In the current environment, a multitude of disparate
websites and resource lists are available for individuals seeking information and services for
SUD. The website that results from this agreement will serve as a single repository designed to
capture Department vetted information about prevention, treatment, recovery and harm
reduction services. Funds will be .utilized by Portland Webworks. Inc. to design, develop,
implement, provide the hosting for and manage a single, consolidated website that ensures the
general public In New Hampshire has access to consistent and accurate information on SUD
services available in New Hampshire.

This website will ensure individuals who seek information about SUD are directed to the
appropriate resources, including the 2-1-1 NH.call center and Regional Hub services.

Portland Webworks, Inc. was selected for this procurement through a competitive bid
process. A Request for Proposals was posted on the Department of Health and Human
Services' website from Septernber 14, 2018 through October 4. 2018. The-Department
received three (3) proposals. The proposals were reviewed and scored by a team of
individuals with-prograrn specific knowledge. The Score Summary is attached.

As referenced in the Request for Proposals and in the Exhibit C-1 of this contract, this
Agreement has the option to extend for up to four (4) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and approval of
the Governor and Executive Council.

Notwithstanding any other provision of the Contract to the contrary, no services shall
continue after June 30. 2019, and the Department shall not be liable for any payments for
services provided after June 30. 2019, unless and until an apprppriation for these services has
been received from the state legislature and funds encumbered for the SPY 2020-2021
biennium.

Should the Governor and Executive Council not authorize this request, communications.
Information and resources available regarding SUD to individuals will continue to be separate
and not communicate with a consistent message, which may to result in delays to accessing
care for SUD for individuals.

Area served: Statewide.

Source of Funds: 100% Federal Funds from DHHS. Substance Abuse & Mental Health
Services Administration. Center for Substance Abuse Treatment, State Opioid Response
(SDR) Grant - SAMHSA, (FOA) No. TI-18-015. FAIN #TI081685

\i



His Excellency, Governor Christopher T. Sununu
and the Honorable Council ^
Page 3 of 3-

In the event that the Federal (or Other) Funds become no longer available. General Funds
will not be requested to support this program.

Respectfully submitted.

Katja Fox

Director. Division for Behavioral Health

Approved by:",

A. M feyers

Commissioner

Tht D<porln\tnlo! HcoUh.ond Hunion Service*'Miisicn it to join comntiinilia ond.fnmiliet
in providingoppertttniiies for atizen* lo achieve hcoUh and inriqjcndenee.



New Hampshire Oopartment of Health and Human Services
Office of Business Operations

Contracts & Procurement Unit

Summary Scoring Sheet .

Website Development for Substance

Use Disorder Information end Services RFP-2014-08H^WEBSt

RSP Number Revtewer Names

Abby Shoddey. Srv Potiey Anatyst.
Subttnc U»e Srvs OBH

Bidder Name

PorUand Wobvrorks

PessTFell

Meilmum

Polnis

ActusI

Point*

Rsndy Moser; HeaSn Pron>o(ion

Advitor. BOAS

400 9t)

iseob Laen. Oirector-of
3- CommurScatient. OHHS

^'Sllvertech 400 244

. Laurfa Heatn. Buslnass Admin in.
08HB0A5 Finance '

The Altos Group, LLC' 400 11*

David wiaiers. Oirecter. Bureau ol
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STATE OF HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Haien Dr.. Concord, NH 03301

Fax: 603-271-1516 TDDAcceM:l-aOO-735.2964

www.nh.gov/doil

Denis Coulet

Commissioner

November 16,2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Portland Webworks, Inc., of Portland,
ME as described below and referenced as DoiT No. 2019-020.

The purpose of this request is for the Department of Health and Human Services to enter
into a contract agreement for the design,- development, implementation, hosting and
management of a consolidated website for ihcjpurpose of ensuring thc gcncral public has
access to consistent and accurate inforrhation on services related to Substance Use
Disorders.

The amount of the contract is not to exceed $2p0,000 and is effective upon Govemor and
Executive Council approval, through June 30, 2020.

A copy of this lencr should accompany the Department of Health and Human Services'
submission to the Govemor and Executive Council for

DC/Ik

DoIT«0l9.020

cc: Bruce Smith, IT Manager, DolT

approval.

Sincerely,

A*/'

Denis Goulet

"Innovotfvc Technologies Today for New Hampshire's Tomorrow



FORM NUMBER P-37 (vmton 5/8/15}

Subject; ?Q19.DBH^5.WPBSI/Web^Ht pe^^tooment for SuhUnce Um Ditoriyf lnrp""»''Q"
AnitScrvi^ • i

Nottte: Tltli egreemcni and all of iu attachmenu shall become public upon submission to Oovcmor and
Enecutive Council for approval. Any Infonnalion that is private, confidential or proprictftfy mu«
be clearly Identified to the agency and agreed to In writing prior to signing the contnct.

AGREEMENT

The Slate of New H&xnpshire and the Contractor hereby mutually ogrte as follovrs:
GENERAL PROVISIONS .

1. IDENTIFICATION.

I.l State Agency Name '
NH Depanment of Health and Human Services

1.2 Stale Agency Address
129 PleasajU Street
Concord. KH 03301-3857

t.3 ContnctorName

Portland Wcbworki, Inc.

1.4 CcntriclOf Address •
5 Milk Street

Portland, ME 04101

1.5 Contractor Phone
Number

207-773-6600

1.6 Account Number

■05-95-92-7040.50073I-
92057040

1.7 Compleilort.Date

June 30,2020

1.8 Price Limitation

5200,000

1.9 Contracting Officer for State Agency
NtuhanD.Whjie. Director .
Bureau ofContrects and Procurement

1,10 Stale Agency Telephone Number
603-271-9631

1.1 i Contractor Signature M2 Name and Title of Contractor Signatory

Justin Davis, President

• * • 7 rm - • I 1 '^ v^VJl_1"V __rT_^ \

On 10 ]2J&\t(Xh . before the underiigned officer, personally appeared the person
Dtoven to be the person whose name 1$ signed in bloch 1.11, and acknowledged that s/hcproven to oe tne person
indicated in'block 1.12.

Identified in block 1.12, or utisfaclorily
s/hc executed this document in the capacity

1.13.1 Signature of;Not^ Pd^ or Justice of the Peace

(SealJ

^ ALISON MARII SCKCSTOPOl
' — " Notaiy Poblie-Malna

■MX rommUtlan Etpi'OI
.April 10. 3023 '1.13.2 Name and Title of Nolary or Jpllcc of the Peace. ,ftW SohClPpol

1.14 Stale Agency Sigrtoiure

Dale:

.1.15 Nime and Title ofState Agency Signatory

MPet^r1.16 Approval by the N.H. D^aitmcni of Admlnisimiion. Division of PersWnel /(/eppflcabU)
Qy. Director, On:

1.17 Approval by thp^ttom'ay General (Form, Substance and Execullon) (Ifopplleeble)
.  By:

1.18 Approval by ftfc Governor and E*ccuti<^|^^a<rnciW(/op/^^b/<} / j
' //v//6

By: On:

Page I of 4



FORM NUMBER P-37 (version 5/8/15)

Subject: 20I9.DBH.QS.WEBSI/Wcbsite Development for Substance Use Disorder Infomiotion

And Service's ^ ^
Notice: This oBfcemem end elt of its anechmenis shall become public upon submission to Governor and

Executive Council for approval. Any information (hat is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

agreement ~
The Slate of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.
I.I State Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
t29 Pleasant Street

Concord. NH 03301.3857

1.3 Contnicior Name

Portland Wcbworks, Inc.

1.4 Contractor Address

5 Milk Street

Portland. ME 04101

.1.5 Contractor Phone

Number

207-773.6600 •

1.6 Account Number

05-95-92-7040-500731

92057040

1..7 Completion Date

June 30,2020

1.8 Price Limitation

S200.000.

1.9 Contracting Officer for Stoic Agency
Nathan 0, While. Director
Bureau of Contracts and Procurement

1.10 Slate Agency Telephone Number
603-271-9631

I. II Contractor Signature 1.12 Name and Title of Contractor Signatory

Justin Davis, President

1.13 Acknowledgement: Stale of , County of

On' ' . , before the undersigned ofTlccr, personally appeared the person identified in block 1.12. or satisfactorily
prdven lc.be the person whose name is signed in block I. II, and acknowledged that s/he executed this document in the capacity
indicait^d ill block 1.12. " \ ^

1.13.1 Signaiureof

fS'eall

PJoiU or Justice of the Peace

^ ALISON MARIE SCHESTOPOl
NoidiY PuRiic-Malno

Mv Comminion E»oWo»

1.13.2 "Name tmdTiilcof Notary or Justice of the Peace. .

■ |\V\60r\ , WU. Sc^€57PpQl
/tpill 16: 2022

1.14 State Agency Signature I.IS" Name and Title ofSiate Agency Signatory

dm: *'1^1 if
1.16 Approval by the N.H. Department of Administration, DWism of Penonnt\ (if applicable)

By; - Director, On:

1.17 Approval by thy^Lttorncy General (Form, Substance and Execution) (i/applicable)

1.18 Approval by Governor and Execuii^^peuncil (i/ap;flipblc)

By: /} 0"^

Page 1 of4



2. EMPLOYMENT OF CONTRACTOR/SeRVlCES TO
BE PERFORMED. The Sifltc orNew Hampshire, acting
through the agency ideniiried in block 1.1 ("State"), engages
contractor idenlined in block 1.3 ("Conirector") to peifonm,
and the Contractor shall perform, the work or sale or goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incoiporatcd herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3'. I Notwithstanding any provision of (his Agreement to (he
contrary, and subject to (he approval of the Governor and
Executive Council of the State of New Hampshire, if
opplicobie, this Agreement, and all obligations of the ponies
•hereunder, shall become cfTcciivc on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become efTcctive on the date the
Agreement Is signed by the State Agency as-shown in block
I. M ("Effective Daie"V
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and In the event that this Agreement does not
become effective, the Stale shall haye no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete ell Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to (he
contrary, all obligations of the Stale hereunder, including,
without limitation, the continuance of payments hereunder, ore
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable.for any.
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the Stale shall have (he right to withhold
payment until such funds become available, ifever, and shall
hove the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment arc Identified end more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be (he
only and (he complete reimbursement to the Contractor for oil
c.xpenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the.only and (he complete
compensation to the Contractor for the Services. The Stale
shall have no-liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to (he Contractor under this Agreement
those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80;7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement (o the
contrary, and notwithstanding unexpected circumstances. In
no event shall the total of all payments authorized, or ociuolly
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the perfonnance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon (he Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to (he Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of (his Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because o? race, color, religion, creed, age, sex,
handicap, sexual orientation, orrtational origin and will take
affirmative action to prevent such discrimination.
6.3 If (his Agreement is funded in any part by monies of (he
United States, the Contractor shall comply with all the
provisionsof Executive Order No. 11246 ("Equal
Employment Opponunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Port 60); and with ony rules, regulations and guidelines
as the Slate of New Hampshire or the United States issue to
Implement these regulations. The Contractor further agrees to
permit (he State or United Stales access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders.
tni (he covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 Thc'Coniroctor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and Shalt be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
(his Agreement, and for a period of six (6) months after (he
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit ony subcontractor or other person, firm or
corporation with whom it is engaged in a combined effon to
perform the Services to hire, any person who is a State
employee or ofTicial. who is rnaierialiy involved in the
procurement, administration or performance of this
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Agrccm«n«. This provision shall survive icrmination of ihis
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative, in the event
of any dispute concerning the interpretation of this Agreement,
the Contracting OITicer's decision shall be final for the State.

8. EVENT OF default/remedies.

'8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute en event of default hereunder
("Event of Oefault"):
8.1.1 failure io perform the Services satisfactorily.or on
schedule;

8.1.2 failure lo submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the.occurrence ofany Event of Default, the State
may take ony one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in (he
absence ofa greater or lesser specification of time, thirty (30)
days from the date of the. notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Coniracior a written notice specifying the Event
ofDcfault and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during.ihc
period from the date of such notice until such time as the State
determincs.thot the Contractor has cured the Event of Default
shall never be paid to the Contractor;
8.'2.3 set off against any other obligations the State may owe to
the Contractor any damages the Slate suffers by reason of any
Event of Default; and/or '

6.2.A treat the Agreement as breached and pursue any of its
remedies el law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

•9.1 As used in this Agreement, the.word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, Ihis
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer"
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchosed with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 -A or other existing law. Disclosure of data
requires prior written approval of the Slate.

Page

10. TERMINATION, (n the event of an early icrmination of
this Agreemeni for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a report ("Termination Report") describing In
detail all Services performed, and the contract price earned, to
and including (he date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11.tONTRACTOR'S RELATION TO THE state. In

the performance of this Agreement the Contractor is in all
respects on independent contractor, tutd is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the Stale or receive any benefits, workers', compensation
or other emoluments provided by the Slate to its employees.

12. assignment/delecation/subcontracts.
The Contractor shall not assign, or otherwise trtmsfcr any
Interest in this Agreement without the prior written notlce and
consent ofthe Slate. None of the Services shall be
subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,

indemnify and hold harmless the State, its officers end
employees, from and against any and all losses sulTercd by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oQ the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign Immunity of the State, which immunity is hereby
reserved to the Slate. This covenant in paragraph 13 shall
survive,the termination of this Agreement..

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, ai^d shall require any subcontractor or
assignee to obtain and maintain in force, (he following
insurance;

14.1.1 comprehensive general liability insurance against all
claims of bodilyinjury, death or property damage, in ornounts
of not less than $ 1,000,OftOper occurrence and S2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering ell
property subject to subparagraph 9.2 herein, in an amount not
lessjthan 80% of the whole replacement value of the property.

,  14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in (he
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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14.3 The Conirector shall furnish to the Contracting OfTtcer
identified In block 1.9, or his or her successor, a cenificaiefs)
of insurance for all Insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in-block 1.9, or his or her successor. ceniric8ie(s) of
insurance for all renewalfs) of insurance required under this
Agreement no later than thirty (30) days pnor to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be ottached and are
incorporated herein by reference. Each cerliricoie(s)of -
insurance shall contain e clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior wrinen
notice of cancellation or modiHcotion of the policy.

15. WORKERS* COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that (he Contractor is in compliance with
or exempt from, (he requirements ofN.H. RSA chapter 281-A
("Workers' Compensation ").
15.2 To (he extent the Contractor is subject to the
requirements of N.H: RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
(tnd rnaintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuatii to this Agreement. Contractor shall
furnish the Contracting Officer Identified in block 1.9, or his
or her successor, proof of Woriers' Compensation in the
manner described in N.H. RSA chapter 281 and any
applicable rcnewal(s) iher^f. which shall be attached ond are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of (he
Services under this Agreement.

16. WAJVER OF BREACH. No failure by the State to
enforce any provisions hereof afler any Event of Default shall
be deemed a waiver of its rights with regard to (hat Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the pan of the Contractor.

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of (he Stale of New Hampshire, and is binding upon and
inures lo the benefti of the panics and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express (heir mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and ihis Agreement shall not be
construed to confer any such beneru.

21. HEADINGS. The headings throughout (he Agreement
are for referertce purposes only, and the words contained '
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of (he
provisions of (his Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C ore Incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement ore held by a court of compeicni jurisdiction to
be contrary to any state or federal law, the remaining'
provisions of (his Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, consiilutcs (he entire Agreement and
understanding between (he parties, and supersedes all prior
Agreements ond understandings relating hereto.

17. NOTICE. Any notice by .a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, In a United
States Post OfTice addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. TTiis Agreement may be amended,
woived or discharged only by an instrument in writing signed
by (he parlies hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of (he Stale of New Hampshire unless no
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Scope of Services

1. Provisions Applicable to All Services

1.T. The Contractor agrees that, to the extent future legislative action by the New
Hampshire General Court or federal or stale court orders may have an
Impact on the Services described herein, the State Agency has the right \o

■ modify Service priorities and' expenditure requirements under this

Agreement so as to achieve compliance therewith.

1.2. Notwithstanding any other.provision of the Contract to the.contrary, no.
services shall continue after June 30, 2019; and the Department shall not
be liable for any payments for services provided after June 30.2019. unless

and until an appropriation for these services, has been received from the
state legislature and funds encumbered for the SFY 2020-2021. blennia.

2. Scope of Work

2.1. Business Requirements

2.1.1. The Contractor shall design, develop. Implement, ensure hosting
for arid provide ongoing management, support and fTiaintenance
for a website which shall contain information for individuals seeking
information around SUD and available services-.

2.1.2. The Contractor shall work directly with the Department and lead a
•  wholly collaborative process to develop the website.

2.1.3. The Contractor shall ensure individuals seeking information
through this website;

2.1.3.1. Receive consistent, quality web-based information on a
variety of topics related to substance use disorder and
substance misuse that is easity accessible,, and-

2.1.3.2. Can access landing pages for topics provided by the
Department that include, but are not be limited to;

t

2.1.3.2.1. Prevention;

2.1.3.2.2. Treatment:

2.1.3.2.3. Recovery; and

2.1.3.2.4. Harm Reduction. (such as. Access to
Naloxone (Narcan)).

-L . Portland Webwil^s. Inc.*
.vv:

.  ■ ■ RfR-20,l9-D8Wi05-WEBSl.

•' U". •
Ir-'r .• ■f. tt •
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2.1.3.3. Receive Immediate information and direction to call 211

or visit their Regional Hub to access seoi^ices

2.1.3.4. Receive assurances that no Protected Health

Information (PHI) or Personally Identifying Information
(PI I) wilt be retained as a result of accessing the website.

.  2.1.4. The Contractor shall ensure that if the performance of services on.
behalf of the Department involves the creation, receipt, collection,
transmission, maintenance, storage, or disposition.of confidential .
information, including but not limited to PI. PHI. PFI or" other
confidential information the information will be. safeguarded as
required by the applicable state rule, and state and federal laws. ^

2.1.5. The Contractor shall ensure that if performance of the services on
behalf of the Department involves the receipt, collection,
-transmission, storage,'or disposition of confidential- informatibn •
relating to an Individual s substance use disorder treatment, the
information will be safeguarded as required by the applicable state
rule, and state and federal lavvs,"and;

.2.1.6.: The Contractor shall ensure compliance with ail consent and notice
requirements, prohibiting re-disclosure as required by 42 CFR Pan
2. .

2.1.7. The Contractor shall work with the Department to establish and
manage the Domain Name .System (DNS) and Uniform;Resource
Locator (URL).for the website. (In selecting a URL for the website. .
the selected Contractor must consider a State URL).

2.1.8. The Contractor shall not charge visitors for accessing, redirecting
to.linked^siles or visiting the website.

2:1.9. The Contractor shall ensure all advertisements are not apprpved
by.the.Department prior to adding to the website.

2.1.10. The Contractor shall develop and execute a formal project plan;
which shall include, but is not limited to:

2.1.10.1. Development activities,

. . . 2.1.10.2. Testing Activities, and ■

2.1.10.3. .Implementation activities.

. 2.,1;11. The Contractor shall design and establish a full brand fe-design as
' • • -f • . a component of the website; that includes, but Is not limited to. a--

.  . logo re-design to promote the.new service access infrastructure. .J..

•\r!"..:.' • ■ ■■ . ExWWiA- " ContfBClorTAUala V* V' -. —'fir
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2.2. Website Design

2.2.1. The Contractor shall provide a website layout proposal to the .
Department for approval, prior to initiating any development, which
shall include, but not be limited to:

2.2.1.1. Website Information Architecture.

■  '2.2.1.2. Overall structure of the'website.

2.2.1.3. Navigational flow between pages.

,2.2.1.4. Elements/links available on pages.

2.2.1.5. How content will behave across the site.

2.2.1.6. . Building and utilizing.APIs for future system integrations

2.2.1.7. Utilizing style sheets, fonts, colors and other user
interface guidelines as adopted by the State of New.
Hampshire

2.2.1.8. The Contractor shall ensure the web site is compliant
with all federal and state laws, including but not. limited,
to the provision for equally effective and substantially
equivalent ease of use for:

2!2.1.8.1.' Persons with disabilities, as required by the
Americans with Disabilities Act (ADA) and
Federal Rehabilitation Act; and

j  * • •

2.2.1.8.2. Individuals with Limited English Proficiency
(LEP) as required by federal civil rights laws
and Section 1557 of the Affordable Care Act
{ACA}of,2010.

•2.2.1.9. The Contractor shall ensure the website design is
visually consistent with State of New Hampshire DHHS
brand and* aligns with' website standards
fhttps://www.nh.aov/doit/CQntractor/documents/nh-
website-standards.odf

2.2.2. The Contractor shall ensure that the design is reviewed and
approved by the Department prior to launch and;-'

2.2.2.1.,.- Includes a clean, professional hornepage design,
reflecting the design of other Oepai1ment:websites;

'* 2.2.2.2.',' Includes a look an'd'feel which entices yisitors to use the "
■  • • ••■•' T^.'information, servicesand.resources;-

r.:'.' • \ . ..:\PohlDnd:yyebvvOf1cs; lnc.' . •• ExhM-A . ■.• . ".Conlfad&r<nmals-:.0*^''.- -
;:'QP0.9nV(LftoHjitwcb«!i ^ '.f i ' h*ti» :10/28/18 .-F *. T?:"" "
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2.2.2.3. Is intuitive to users

2.2.2.4. Includes the development of all related graphic assets
for site launch, including;

2.2.2.4.1. Additionarpage templates, including, but
not limited to;

2.2.2.4.1.1. mobile design,

2.2.2.4.1.2. contact form,.and ■

2.2.2.4.1.3. style sheet; etc.

2.2.2.4.2. Rollover effects;

2.2.2.4.3. Header images, as applicable.

2.2.2.5. Is in-accordance with best practice standards, and
federal and.state laws, for language and comrhunication
accessibility, including, but not limited to:.

.2.2.2.5.1. Google Translate function:

2.2.2.5.2. Accessible at the toj) arid, bottom, of all
webpages,

2.2.2.5.3. For at least the top 15 languages, as
established by the Deparlrnent,

2.2.2.5.4. Including a disclaimer statement similar to
the current Department website
(https://Nvww.dhhs.nh.gov/disclaimer.htm).

,  2.2.2.5.5. If not Google, another comparable product
that is at least as accurate.

2.2.2.5.6.

2.2.2.5.7.

Any vital documents available on the
website must include translated versions,
translated by qualified translators.

Publish taglines, short statemerits in non-
English languages, iri the tbp 15 languages,
as established by the Department, in
accordartce with /\CA .: Section 1657.

(Sarriple: ATTENTIOfsl: If .you speak [insert
language], language assistance servic.es,
free of charge, are available to you. Call 1-
xxx-xxx-xxxx (TTY: 1-xxx-)ixx-xxxx). -

. PorHand'.WebwofXs; Inc:. Conlroctor Irtllals.vJi.) '
aTtr
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2.2.2.5.8. Include the notice of nondiscrimination on

the hortiepage. in the language(s)
established by the Department.

2.2.2.6. Utilizes Cascading Style Sheets (CSS), as well as
JavaScript, as needed; .

2.2.2.6.1. For accessibility compliance, all content .
shall be available to the user without.the use
of client-side programming or scripting
language like JavaScript.'

2.2.2.7. Integrates interactive mapping capabilities for address
locations within the site;

2.2.2.8. Allows for. the addition, as well as removal of social

media services, as needed;

2.2.2.9. Is formatted to nieet any current browser and software
' operating systems currently available for use;

2.2.2.10.^ Presents all content I6 .be displayed/proporlioned- -
correctly, on all standard mobile displays and devices";
including, but notiimited to;

■  2.2.2.10.1. Computers; . . .. .

2.2.2.10.2'.. Tablets:

2.2.2.10.3. Smart devices

2.2.3. The Contractor shall ensure the installation and use of a Secure

Sockets Layer (SSL) certificate.

2.2.4. The Contractor shall ensure the website design aligns with the
Department's existing online presence.

2.2.5. The Contractor shall specify a non-proprieta^ Content
Managemerit System (CMS) to be used to support the
management of the content of web pages.

2.2.6. The Contractor shall ensure the application of patches and plugin
updates to the defined CMS.

2.2.7. The Contractor shall use images provided by the Department,
within the design of the website.

2.2.8. The .Contractor shall ensure that any mobile interface(s) have low
■■ page' load 'times, which' perform at mobile"'website- speeds-

•  • ••' acoeptable to the Department thatminlmize data'-usage. -Ma. .. "

...PortlandVy.ebworXs..Inc.' • ■ Exhl.WIA7r. 'Conlraclonnltlali .-Jy .' -v
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2.2.9. The Contractor shall defme.Search Engine Optimization (SEC) as
. a component of their design proposal. This must include, but not
be limited to;

2.2.9.1. Identification, of main keywords for each page In the
sitemap.

2.2.9.2. Research of US search query information, to develop
proper URL naming conventions and language-

.  . appropriate metadata, including page titles, meta
. . descriptions and other page metadata.

2.2.10. The Contractor shall ensure that individual or identifiable data is

not collected or scraped.

2.2.10.1. Unless specifically required and unless; clear notice Is
provided to users of the website or social media, the
Contractor shall ensure that site visitation will not be

tracked, disclosed or used for website or social media
. analytics or marketing.

2.3. Website content

2.3.1. ' The Contractor shall present a detailed project plan, defining how
existing content from other Department sponsored or endorsed
sites (including, but not limited to: page content, text, images,
videos, other media) will be inventoried and migrated to the new
website.

2.3.2. The Contractor shall ensure any video media includes closed
captioning.

2.3.3. The Contractor shall ensure that both an HTML sitemap'page, .as
well as an XML sitemap file are components of the'new site, which
shall also be uploaded to Google and Bing.'

2.3.4. The Contractor shall ensure any services using social media or a
website to solicit information of individuals, or Department data, the
selected Contractor . shall work with the Department's
Communications Bureau to ensure that; •

2.3.4.1. Afly website designed; created, or managed on behalf of
the Department meets all NH DolT.website and social
media requirements and of policies,"

.  . PortJand Webwoiks. Inc; . •■•fr.:." ' •~C<»Hr»d"ofInlllaU
. .oo;a.iio/28/rB.!vi:
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2.3.4.2. Any protected health information (PHI), personal
information (PI), or other confidential information
solicited either by social media or the website, must not
be maintained, stored or captured and must not be
further disdosed except as expressly provided for in the
contract.

2.3.4.3. The solicitation or disclosure of any PHI, PI. or other
confidential information shall be subject to the
requirements in the contract Exhibit K. Exhibit I. and all.
applicable state rules, or state pr federal law. .

2.4. Functionality.

2.4.1. The Contractor shall define the core functionality of the website;
including, but not limited to:

■2.4.1.1. Direct contact phone call from mobile; and ■
2.4.1.2. Language and communication accessibility.

2.4.2. The Contractor shall, ensure the Department retains' local
Administrator rights to the website upon implementation.'

2.5. Ongoing Management. Support and Maintenance

2.5.1. The Contractor shall provide ongoing management, .support and
maintenance for the site, which includes, but is not limited to:
2.5.1.1. Immediate resolution ofanydesign defects, errors, bugs,

project and/or content omissions and website failures;
2.5.1.2. Ongoing phone and email support to the Department;
2.5.1.3. Support for plugin updates, customization and/or script

and/or content changes, which require updates.
2.6.2. The Contractor shall have practices and procedures, and provide

its staff, subcontractors, and/or end users, as defined in Appendix
B, Exhibit K, with periodic Irairiing in,practices arid procedures to
ensure compliance with Department, information security, privacy
and conftdeniiality rules and state and federal laws.

2.6. Business'Analysis

2.6.1. the Contractor shall:
2.6.1.1. Facilitate and document disc.oveiy sessions for..,
^  identification of current websites and programs to be

• •arrr-^. ;; .'riiisrtr: •ii:'linked mj:or^raled.for content.oY.-connected to theisite;,"^- •
;.-RortlandWebv«fX5..lnc.'.'- .TiConi/aaof '

'  ' •• '• ■••• • ; • S. . • . .•••.1 • .••,1. - v. * ••• «. . :* .V V u •• •. .



New Hampshire Department of Health and Human Services
20td-DBH-05-W£BSI/Webslte Development for Substance Use Disorder Information
And Services

Exhibit A .

2.6.1.2. Facilitate and document additional requirements for site
design and use;

2.6.1.3. Identify site content and system migration methodology
and implement based on department approval.

2.7. Teisting and Acceptance

2.7.1.- The Contractor shall establish a tiesi environment to conduct User

Acceptance Testing.

2.7.2. The Contractor shall provide a test plan for the conduct of User ■
Acceptance Testing that includes the ability .to conform to the

■  ' . standards defined within this agreement.

2.7.3. The Contractor shall correct all deficiencies noted by the State and
provide the opportunity for retesting of the corrected test pages.

2.7.4. The Contractor shall ensure that acceptance is determined when
the State verifies all of the deliverables are met.

2.7.5. The Contractor shall test for ADA compliance, using Web Content
Accessibility Guidelines (WCAG) 2.0 AA;

2.7.6. " The Contractor shall:

2.7.6..1. Provide a report defining any issues uncovered through
testing, and

2.7.6.2. Define its resolution plan to address uncovered issues.

2.8. Intellectual Property (Ownership and Control)

2.8.1. The Contractor shall ensure that all logos and brands developed
and delivered through this, contract are owned by the'Department
and may only be released or shared with other, entities with the
written approval of the Departrrient.

2.8.2. The Contractor shall ensure the Department is the sole owner of all
data and solutions and must approve all access accordingly.

2.9. Project Management

2.9.1. The Contractor shall coordinate and manage the project plan.

2.9.2. The Contractor shall conduct a project kick-off meeting within five
. (5) business days of the coritract effective date.

.  2.9.3. ^The Contractor shall p/ovide a work plan/timeline, that defines the.
milestones, activities!'.deliverables, and due dates within five (5)

.. u-jlbusiness'bay$of;:the"kick-.off meeting. . • • ■■■'
- . r-,;■ ■■ .I.' m- :r ;f- -t viftr ^ : v -
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2.9.4. The Contractor shall provide written weekly progress reports that

provides at a minimum: :

2.9.4.1. A summary of the key work performed during the weekly
period;

2.9.4.2. Encountered and foreseeable key issues and problems;
and-

2.9.4.3. Scheduled work for the upcoming period including
progress against the work plan

2.9^5. The Contractor shall Identify potential risks and issues and include
a mitigation strategy for each, in the weekly progress reports.

2.9.6. The Contractor shall be responsible for scheduling weekly project
status meetings, and providing notes from the meetings to the
Department within two (2) business days from the date of the
meeting.

2.9.7. The Contractor shall provide weekly demonstrations to DHHS
identified project team of the site for review and changes to User
Experience (UX) or User Interface (Ul) and plan for the following
week's product delivery.

2.9.8. The Contractor may adjust and update reporting and
demonstration, schedules following deployment of the Minimal
Viable Product (MVP), upon Department approval.

2.10. Delegation and Subcontractors

2.10.1. If any services required in the Scope of Services are provided, in
whole or In part, by a subcontracted agency or provider, the

,  Department must be notified in writing prior to the •initiation of the
subcontract.

2.11. Reporting and Deliverable Requirements

2.11.1. The Contractor shall work with DHHS to implement a business
associate agreemenl to provide website analytics including:

2.11.1.1. Total number of individuals 'who have accessed the
website

2.11.1.2. Most common link utilized

2.11.1.3. Language'ls) by which the website is accessed

2.11.1.4. Average time spent on page

V-'V Referraliinformation. ••• - -JI- •• .. -I • "..U.- . . ... . . —-#]f . ..
j^*rPoftland.VVeljwdrk«.;lnc.' •Eiw&ha ' ..TT" ".Coftiraci'of inlilali
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2.11.1.6. Peak visit hours

2.11.1.7. Visitor Geographic Location

2.11.1.8. Bounce rate

2.11.2. The Contractor shall ensure that any personal Information to be
reported upon is defined as:

2.11.2.1. De-identified,

2.11.2.2. Aggregate.

"  ■ 2.11.2.3. Includes PHI. Pll or PFI. or

.2.11.2.4. Includes.otherconfidential infofmation

2.11-.3. The Contractor.shall ensure all reporting of confidential information.
PHI. Pll and/or PFI complies with all state or federal laws and
complies with the minimum necessary requirement found in 45
CFR 164.

2.11.4. The Contractor shall safeguard 42 CFR Part 2 information, as
required, and shall ensure compliance with all consent and notice
requirements prohibiting re-<Jisclbsure.

2.11.5. The Contractor shall adhere to Department and state standards
and guidance regarding:

2.11.5.1. Slate owned devices.

2.11.5.2. Systems,

2.11.5.3. Networic usage, and

2.11.5.4. Standards defined from:

2.11.5.4.1. The Department of Information Technology.

2.11.5.4.2. The Department inforrnalion Security
Office, and

2.11.5.4.3. The Privacy Office.

3. Deliverables

3.1. Contractor shall deploy a mutually agreed upon Minimal Viable' Product
(MVP)-no later than January 1, 2019. unless dn alternative timeline has
been .reviewed and approved by the Department.*

3.2. Contractor shall secure a Hosting Solution for the MVP through the' conVract
Zi I

:. •completion date'..-..
i' • 'T- .V--.i" TfU'r-..'r
Portland yyebworks. inc..'-*! . ..• 'i^EjcWbltA ' .<•*)' ' Conirftciorinniali
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3.3. Contractor shall deploy update(s) to Minimal Viable Product as agreed upon

with the Department.

3.4. Contractor shall provide a twelve-month warranty covering the resolution of
any bugs, errors and omissions at no cost to the Department, which shall
begin on June 30. 2019.

4. State Opioid Response (SOR) Grant Standards

4.1. The Contractor shall provide the Department with timelines and.

implementation plans associated with SOR funded activities to ensure

services are in place within thirty (30) days of the contract effective date.

4.1.1. The Contractor shall submit an updated implementation plan to the.
Department for approval that , outlines anticipated service start
dates, if services cannot be in place as indicated within this
agreement.

4.1.2. The Department reserves the right to terminate the contract and
liquidate unspent funds if sen/ices are not in place within ninety (90)
days of the contract effective date.

(

PortlaftClWcbworJia.'Incr . • -rp GxhtollX .-.p;.' Coolfador . in:

. piiia -10/28/18 :;

" ..vl , I- Jl—;r-N . .j'. • . I Ip..* ..A-v w... .^'-..^1... ..'.'.^'4 u.1^ - .^.._
•  "W"*!'- - "J'- • .•'r''-••••V V ■—

>•. •. }• ;• .s. :• A. ■ :• ' ■•>. -. •... .v> ■ • ». • " v t' ■■ ' --.h i' \ • v.. .



Now

Hampshire Deparlment of Health and Human Services
-  2019-D8H-05-WEBSlAlVeb8lte Development for Substance Use Disorder Information
And Services I ■

'  Exhibits ;
!  "

Method and donditions Precedent to Payment

1) The State shall pay the Contractor-an amount not lo exceed the Form P-37. Block 1.6, Price Limitation for the
services provided by the Contractor pursuant to Exhibit A. Scope of Services.

1.1. This Agreernent is funded with funds from the Department,of Health end Human Services. State Targeted
Response to the Opioid Crisis Grants, CFOA P93.788. Federal Award Idenlincatlon Number FAIN
<HH79TI081685. •

1  •

1.2. The Contractor agrees lo provide the sersnces in Exhibit A. Scope of Senrice in compliance wiih funding
requirements; Failure to meetjthe scope of services may jeopardize the funded Contractor's current

•XV end/or future funding.-

• "2) -Payment'fo'f. said services shall be made monthly as follows;

2.1. Payment shall be on a cost reirnbursement basts for actual expenditures irtcurred in the fulfillment of this'
Agreement, and shall be in accordance with the approved line item.-

2:2. The Contractor will submit an irivolce in a fomi satisfactory lo the Stale by the twenlielh working day of
each month, which identifies and requests reimbursement for authorized expenses Incurred In the prior
month. The invoice must be completed, signed, dated and returned to the Department in order to initiate,
payment. The Contractor agrees (o keep records of their activities related to Department programs and
services. , | •

2.3. The State shall make payment to the Contractor within thirty (30) days of receipt of each invoice,
subsequent to approval of Ihe submitted invoice and if sufficient funds are availatile. The Contractor will

- keep detailed records of their activities related to DHHS*funded programs end services.

2.4. The final invoice shall be due lo lhe. Stale no later than forty (40) days after the contract Form P-37, Block
1,7 Completion Date.

2.5. in lieu of hard copies, all irivoices may be assigned .an electronic signature end emailed to
DPHScontractbillinQ@dhhs.nh.QOv. or invofccs may be mailed to:

Financial Adminislralof ■ j
Department of Health and Human Services
Bureau of Drug end Alcohol Services
129 Pleasant Street '
Concord. NH 03301

2.6. Payments may be withheld pending receipt of required reports or. documentation as identified in Exhibit •
A. Scope of.Services and.in this Exhibit B.

i  *3) Notwithstanding paragraph 18 of the General Provisions P*37, changes limited to adjusting amounts between
budget line iterns, related Items, amendrnents of felaied budget exhibits within the price (imitation, and to adjusting

"encumbrartces between State Fiscal Years, mayberriade by written agrecmeni of both parties and may be made
iw' without cbtaining.-approval of the Governor andsExeculive Council. ..wL. .. .. liu .i

"M. ■ f '
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SPECIAL PROVISinNS

Conlraclbfs Obligalions: The Contractor covenanis and egrees thai all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for seiyic'es provided.tp eligible '
individuals aixl. in the furthererKe of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: If the Contractor Is permltted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws; regulations, orders, guidelines, policies and procedures..

I

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made'and remade at such times as'are prescribed by ■
the Oepartrnent.

3. Documentation: In eddllloh to the determination forms reguired by the Department, the Contractor
shali maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility deterrnln'ation end such other information as the
Department requests. The Cpntraclor shall furnish the Depanment with all forms and documentation
regarding eligibility determinations that the Oepariment may request or require.

• 4. Fair Hearings: The Contractor understands that all apf^icants for services hereunder. as well as
individuals d^lafed ineligible have a right to a fair hearing regarding that determinatioa The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to Till out
an application form and that each applicant or re-applicant shall be informed of his/her right to afair
hearing in accordance v^ith Department regulations.

5. Gratuities or Kickbacks: The Contractor agrees that It is a breach of this Contract to accept or
make a payment, gratuity or. offer of employment on bahatf of the Contractor, any SubJ-Conlraclor or
the State in order to influence the perfcnriance of the Scope of Work detailed in Exhibit A of this
Contract. The Stale may terminate this Contract end any sub-contract or sub-agreement If ii is
' deteimined thet payments, gratuities or offers of employment of any kind were.offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained In' the Contract or Inany
other document, contract or underslariding. It Is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs Incurred for

any purpose or for any services provided to any individual prior, to the Effcctive'Oate of the Contract
and no payments shall.lse made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.

7. Condition? of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rale which reimburses the Contractor In excess of the Contractors costs, at a rate
which excieeds the amounts reasonable and necessary to assure the quality of such service, or at a
rale which exceeds the rate charged by the Contractor to ineligible indMduals or other third parly
fundcrs for such service. If at any time during the term of this Contrecl or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
paymenis-.hereunder to, reimburse Items of expense other, thari such costs, or has received payment
in excess of such costs or in excess of such rales charged by ihe Contractor to ineligible individuals
or.other third party funders. the Deportment may elect to: ' . * ■ t'.*

Reribootiate thefrates for payment hereunder.-in.^lchjeveni new retes/sjiall beeslablished;; ;'
p^ucl from any futureiaaym>nll6.TheComiactbf.lheVmWnl'ofan^ :: .'"3?"

"'excess of costs; ,; ■ ■■ T"' ' ^ '
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, 7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Oefauit hereunder. When the Contractor is'
permitted to determine the eligibility of Individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the penod of retention of records established hereirS.

RECORDS; MAINTENANCE. RETENTION. AUDIT. DISCLOSURE AND CONFIDENTIALITY:

6. Maintenance of Records: In addition to the eligibility records specified atx>ve. theConiractor
.covenanta and agrees to maintain the following records during the Contract Period;

8.1. Fiscal Records; books, records, documents end other data evidencing and reflecting all costs
'and other expenses incurred by the Contractor In the performance of the Contract, and all
Income received or collected by the Contractor'during the Contract Period, said records to be '
maintained in accordance wrth accounting procedures arid practices which sufficiently and
properly reflect ail such costs and expenses, and which are acceptable to the Department, and
to include, without limitation..all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders.'vouchers, requisitions for materials, Invehtofies, valuations of
In-kind contributions, labor time cards, payrolls, and olher records requested or required by the
Department.

8.2. Statistical Records; Statistical, enrollment, attendance or visit records for each recipient of.
services during the Contract Period, which records shall include all records of application and
eligibility (including ell forms required to determine eligibility.for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such'services;

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the;
!  Contractor, shall retairi.medical records on each patient/recipient of services.

9. Audit: Contractor shall submrt an annual audit to the department within 60 days after the close pfthe
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of ft̂ anagemenl and Budget Circular A-133. "Audits of Slates. Local Governments, and Non
Profit Organizalipns" and the provisions of Standards for Audit of Governmental Organizatioris.
Programs. Aclivltles and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.

•  9.1.. Aud.il and Review: During the term of this Contract and the period for retention hereunder; the
Oepartmenl, the United States Departmerit of Heallh.and Human Services, and ariy of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

■ 9.2. Audit Liabilities: In addilion to and not in any way in limllalion of obligations of the Contract, it Is
understood end agreed by the Contractor that the Contractor shall'be held liabla for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or v^ich have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
In"connection with the performance of the services and the Contract shall be confidential and shall not
be disclosed by Ihe Conlraclor. provided however, that pursuant to stale laws and the regulatlons of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such Information in connection with their' official duties and for piurposes
directly-connected to the adiiilnislration of the services and the Contract; and provided further, that

.  the use.or disclosure by any party..of any information concerning a recipient for any purpose not
... admin^tratlojofjfiie Department-orthe Contryloi's resppn'^bilities with

•raspecnbpurchased'.$eryice8'iteVeunder'is prohbiled:excepir^^^ written .cbnsenl-of thieiicip^
"  8tlom'ey*brguardian. • :T''* -•■ss .'. . '•
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Notwithstanding anything to (he contrary contained herein the covenants and condKions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever,

11. Reports: Fiscal and Statistical; The Contractor agrees to submit (he following reports at (hefollowing
times if requested by the Department.
11.1. Interim Financial.Reports: Written interim-financial reports containing a detailed descriptionof

all costs and non-allowable expenses incurred by the Contractor to (he date of the report end
containing such other information as shall be deemed satisfactory by the'Oepartment to

.  justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2: Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in e form salisfoctory to the Department and Shall
contain a summary statement of progress toward goals.an'd objectives stated in thePrcposal
artd other information required by (he Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by (he Department of the
-  rnaximum number of units provided for In the Contract and upon payment of (he price limitation'

hereunder, the Contract arid all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of (he term of (his Contract and/or
survive the termination of the Contract) shall tenmlnate, provided however, that'if, upon review of the
Final ExpendKure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereurider the Departmerit shall retain (he right, at its discretion, to deduct (he amount of such
expenses as are dbaliowed or to recover such sums from the Contractor.

13. Cr^lts: All documents, notices, press releases, research reports and other nnaterials prepared
during .or resulting from (he performance of the services of the Contract shall include IhefoDowing
statenienl;- •

13.1. The preparalibn of this (report, document etc.) was financed ur^er a Contrad wilh the State
of New. Hampshire, Oepartmenl of Health and Human Services, with funds' provided in part
by the Slate of New Hampshire end/or such other funding sources as were available or
required, e.g.. the United Slates-Oepartmehlof Health and Human Services.

14. Prior Approval and Copyright Ownership: AD materials (written, video, audio) produced or
purchased under the contract shall have prior app>roval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to. brochures, resource directories, protocols or .guidelines, '
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior vrritten approval from OHMS.

15. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply-wlth all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any .Public Officer or officers
pursuant to law$ which shall impose an order or duty upon the contractor with respect to the '
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for (he operation of the said facility or the performance of the said services,
(he Contrector will procure said license or permit, end will at all times comply with the terms end
conditions of each such license or permit. In connection with the foregoing requirements, the

' ContVacior hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, end requirernents of (he State Office of the Fire Marshaland
the loca.l fire protection agency, and shall be in conformance with local building and zoning codes,' by
laws and regulations.

16. Equaj^fiiploymant Opportuni^jPlan (EEOP): The .Contractor wll provide an EqualEmployment.
•  . . .• _ - .•

las"^

. ContraclOf^lnlll.Bla,;.-.•■.WH--—m'f• -Up,:..ExWbH.C^^Spe'daJPr^.jlonv'^ ,^;

•=-jp _ • ::6p[^rtunlty;Plan (EEpP) loth'e-Qffrce for Ctvil Righlf;:5ff>ce of Just'^e Programs (QCF^). if-it has- ; ■ .
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more employees, it wilt mainlain a current EEOP on file and submil an EEOP Certification Form to the
OCR. certifying that Us EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer then 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non
profit organizelions, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certrficat'ion form to the OCR to claim the exemption.
EEOP Certification Forms are available at: http://www.ojp.u5doj/about/ocr/pdfs/cer1.pdf.

17. Limited English Proficiency (LEP): As clarified by Execulive Order 13166. Improving Access .to
Services for persons with Limited English Proficiency, and resulting agency guidance, nationaiorigin'
discriminaiion includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Conlrol and Sefe Streets Act of 1988 and Title VI of the Civil

■  Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to Its programs.

18. Pilot Program for Enhancemenl of Contractor Employee Whlatleblower Protectiqns: The
following shell apply to eii'contracts that exceed the Simi^ified Acquisition Threshold as defined in46

•  CFR 2.101 (currently, $150,000)

CONTAACTOR 'EMPLOYe6WHlSTLeBt.OVVER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
■  . Whistleblower Rights (SEP 2013) i

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at'
41 U.S.C! 4712 by section 826 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-'239) end FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section :
3.908 of the Federal Acquisition Regulation. '

(c) The Contractor shall insert the substance ol this clause. Including this paragraph (c), in all
'  subcontracts'over the simplifted acquisition threshold.

19. Subcontractors: OHHS recognizes that.the Contractor may choose to use subconlractors vrith
-greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility end accountability for (he function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or.lmposing sanctions If
the subcontractor's performance is nol adequate. Subcontractors.ere subject to the same contractual

,  corvditions as the Contractor end the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the (^ntractor delegates a function to a subcontractor, the Contractor shall do the following:

'19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating
the function

19.2; Have a written agreement with the subcontractor that specifies activities andreporting
responsibilities and how sanctions/revocation will,be managed If the subcontractor's
performance is not adequate
Monitor the.subconlra^orls performance on.aniongoing basis .* tfr:

V*-"" •" \ V ■ ' '/ j' ■■ V"!? 1?'. .'f'
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19.4. Provide lo DHHS an annual schedule identifying all subcontraclors. delegated functionsend
responsibilities, and when the subcontractor's performance'will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for Improvement are identiried. the Contractor shall
take corrective action.

20. Contract Definitions:

20.1. COSTS: Shall mean those direct and indirect items of expense determined by the Department
to be allowable and reimbursable in accordance with cost and accounting principles established
in accordance with state and federal laws, regulations, rules and orders.

20.2. DEPARTMENT: NH Department of Health and Human Services.

20.3. PROPOSAL: If applicable, shall mean the document subniitted by the Contractor on a
form or forms required by the Department and containlng.a description of the services and/or
. goods to be provided by the Contractor in accordance with the terms and conditions of the

Contract and setting.forlh the total cost and sources of revenue for each service to be provided '
under the Contract.

20.4. UNIT: For each service that the Contractor is lo provide lo eligible individuals hereundcr, shall
mean that period of time or that specified aclivily determined by the Department end specified

- in Exhibh B of the Contract.

20.5. FEDERAL/STATE LAW: Wherever federal or slate laws, regulations,-rules, orders, and
policies, etc. are refwed to in the Coniract. the said reference shall be deemed to mean
all such laws,'regulations, etc. as they may be amended or revised from time to lime. •

20.6. SUPPLANTING OTHER FEDERAL FUNDS: Funds provided lo the,Contractor under this
. Cohtreci will'not supplant any existing federal funds available for these services.

'i.
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract. Conditional Nature of Agreement is
replaced as follows;

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder. including without limitation, the continuance of payments. In whole or in port,
underthls Agreement are conilr>gent upon continued appropriation or availability of funds'.
Including any subsequent changes to the appropriation or availability of-funds affected by
any state or federal legislative or executive action that reduces, elirDinales. or otherwise
modifies the appropriation or availat^iliiy of funding for this Agreement arid the Scope of
Services provided in Exhibit A. Scope of Services, .in whole or In part. In no event shall the
State be liable fo.r any payments hereunder in excess of eppropriated or avaiiebie funds, in
the event of a r^uction. termination or modification of appropriated or available funds, the
Slate shall have the right to withhold payment until such funds become evailable. If ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or, modification.
The Slate shall not be required to transfer funds from any other source or account into the
Account{s) identified In block 1.6 of the General Provisions. Account Number, or any other
8Ccount..in (he event funds ere reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Tenminalion. is amended by adding the
followng language; '

10.1 The Slate may terminate the Agreement at any time for any reason, at the sole discretion of
the State. 30 days after giving the Conlraclor written notice that the State is exercising its
option to termlnaie the Agreement.

10.2 In.tW evenl of early termination, the Contractor shall, within.15 days of notice of early
termination, develop and submit to (he Stale a Transition Plan for services under the
Agrwment. Including but nol limited to. Identifying the present and future heeds of clients
receiving services under the Agreement and establishes a process !© meet those needs.

•  -10.3 The Contractor shall fulty/cooperale with the State and shall promptly provide detailed
information to support the Transition Plan including, but not limited to. any Information or
data requested by the Slate .related to the termination of ihe Agreement and Transition Plan
and shall ptevide ongoing communlcalion end revisions of the Transition Plan to the State as
requested.

10.4 In the event that senrices under the Agreement. Including but not limited to clients, receiving
services under the Agreement are transllioned to having services delivered by another entity
Including contracted providers or the State, the Conlraclor shall provide a process for
uninterrupted delivery of services in the Transition .Plan.

10.5 The Contractor shall establish a rhelhod of no.tifying clients and other affected individuals
about the transition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the State as described above.

3. Renesval:

The Department reserves the right to extend this Agreement for up to four (4)-additional years,
contingent upon salisfeetory delivery of services, available funding, egreemeni of the parties'and
approval of the Governor'and Executive Council. .. .
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor Identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V. Subtitle 0; 41
U;S.C. 701 et seq.), and further agrees to have the Contractor's representative, as Identified in Sdctions
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification Is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Acl of 1988 (Pub. L. 100-690. Title V. Subtitle D; 41 U.S'.C. 701 el seq.); The January 31.
1989 regulalions were amended and published as Part II of the May 25. 1990 Federal Register (pages
21681-21691). and require certification by grantees (end by inference, sub-grantees ar^ sub
contractors). prior to award; that they will maintain a drug-free workplace.' Section 3017.630(c) of the
regulation provides lhat a grantee (and by inference, sub-grantees and sub-contractors) that is a Slate
may elect to make one certlficallon to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below Is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or viotalion of the certification shall be grouhds-for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:. • '

Commissioner
NH Department of Health and Human Services
129 Pieasarit Street.
Concord, NH 03301-6505

1. The grantee certifics lhat it wnll or will continue to provide a drug-free workplace by:
1:1. Publishing a statement notifying employees that the unlawful manufaciurc. distribution,

dispensing, possession or use of a controlled substance is prohibited in the graniee's '
workplace and specifying the actions that will be,taken against employees for violation of such

•  prohibition; "
1.2. Establishing an ongoing drug-free awareness, program to inform employees about

1.2.1. .The dangers of drug abuse in the wortrplace;
1.2.2. The grantee's policy of maintaining a drug-free worttplace;
1.2.3. Any available drug counseling., rehabiiitalion, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the w/orkplace;
1.3. fkiaking it a requirement that each employee to be engaged in the performance of the grant be

given e copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. • Abide by the terms of the statement: and
1.4.2. Notify the employer In writing of his or her conviction for a violal'ion of a criminal drug

statute occurring In the workplace no later than five calendar days after such
conviction; •

1.5.. Notifying the agency in writing, within tef» calendar days after receiving notice under
•  subparagraph 1.4:2"from an arnployee or olherwise receiving actual notice of such conviction.

Empjoyers of convicted erriployees must provide notice. Including position title, to every grani
...i,9l!lcferpnwhoS0;;gf^l-activilytheconvicied;employeewasWrkrng;unlesslheFederB|-8qen ::••• •
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has designated a central point lor the receipt of such notices. Notice shall include the
identiHcation number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1 .A.2. with respect to any employee who Is so convlcled
1.6.1. Taking appropriate personnel acUon against such an employee, up to and.Including

termination, consistent with the requirements of Ihe Rehabilitation Act of 1973, as
amended; or-

1.6.2. Requiring such employee to participate satisfactorily In a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. Slate, or local health,
law enforcement, or other appropriate agency;

1.7.. . Making a good faith effort to continue to meintein e drug-free workplace through
implementation of paragraphs 1.1.1.2.1.3.1.4.1.5. end 1.6.

2. The grantee rftay insert In the space provided below the sitefs) for the performance of work done In
connection with the speciTic grant. , - '

Place of Performance (street address, city, county, slate, zip code) (list each location)

Check Q If there are workplaces on file that are not identified here.

Vendor Name:

10/28/18. ,2^
Name: Juetln HauicDale Name: Justin Da^s
Title: President

-v: • • • •
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CERTIFICATtON REGARDING LOBBYING

The Vendor kJentificd In Section 1.3 of (he General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, .and further agrees to have the Conlractor's representative, as idenlined In Sections 1.11
and 1.12 of the .General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

'Programs (indicate applicdble program covered):
' 'Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX.
'Community Services Block Grant under Title Vl
'Child Care Development Block Grant under Title IV.

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal eppropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
cf-Congress, an officer or employee of Congress, or an employee of a Mcniber of Congress In
connection with the awarding of any Federal contract, continuation, renewal, amendment, or .
rnodification of any Federal contract, grant, loan, or cooperative agreement (and by'specific mention
sub-grantee or sub-contractor).

2. If any funds other than F^eral appropriated funds have l>een paid or will be paid to any person for '
Influencing or attempting to Influence an officer or employee of any agency, a Member of Congress.
8() officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (end by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL. (Disclosure Form to'
Report Lobbying, in accordance >vith its instructions, attached and identified as Standard Exhibit E:l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grantis,

-  loans, and cooperative agreements) and that ell sut>-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction Imposed. by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a clvil penalty of nol less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

Date 9ame: Justin Davis
President

.. .•if' —. . -—r
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified In Section 1.3 of the Genera) Provisions agrees to comply with the provisions of
Executive Office of the President. Executive Order 12549 and 45 CFR Part 76 regarding Oebarment,
Suspension, and Other Responsibility Matters; and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions.execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing end submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The Inability of a person to provide the certification required below will rtot necessarily result In denial
of participation in (his covered transaction. If necessary, the prospective participant shall submit an
expianation of why it cannot provide the cerlification. The certification or explanation wlil be
considered in connection with the NH Department of Health end Human Services' (OtHHS)
' determiriation whether to enter into this transaction. However, failure of the prospective primary

participant to furnish a certification or an explanation shall disqualify such person from participation in ■
this transaction.

3. The certrfication in this clause is a material representation of fact upon which reliance was placed
when OIHHS determined to enter into this trensaction. If it is later determined that the prospective
prtnnary participant knowingly rendered an erroneous certrfication. in addition to other remedies
available to (he Federal Govemrhenl. OHMS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide irnmediate written notice to the OHHS agency to
whom this proposal (contract) Is submitted if at any time the prospective primary participant learns .
that its certrficatiorS was erroneous when submitted or has become erroneous.by reason of changed'
circumstances.

5. The terms "covered transaction,* 'debarred,* 'suspended,* •ineligible,* "lower tier covered
transaction,' 'participanl.* 'person,* 'primary covered transaction,* 'principal.' 'proposal,* and
'votuntarily excluded,* as used in this'clause, have the meanings set out in the Definitions and
Coverage, sections of the rules implementing Executive Order 12M9:45 CFR Part 76. Seethe
attached definitions.

'6. The prospective primary perticipant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into. It shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded .
from participation in this covered transaction, unless authorized by.DHHS.

7.. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titied 'Certification Regarding Debarment. Suspension. Ineligibility end Voluntary Exclusion •
Lower Tier Covered Transactions,* provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

6. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction thet.lt is not debarred, suspended. Ineligible, or Involuntarily excluded
from the covered transection, unless It knows thai the certification'is errorieous. A participant may--,
decide the method end frequency by which it determines the eligibility of. its principals. Each

<- participant may. but-is not required to.-check the Nonprocurement List (of excluded parties).-

.  .- ■' ■v-j- Tp 9--] ■i^i^Jno-conlaincd^^the.foregoin'g.shaJl^beitSonslryetftp re.quire/eslabijs^imantof:8,-5 .- i; ;
order-to render in.g^jallh'ttiecertificatioriirequired by this'cla"use.'"The"knbVHedge"end 71"

••-■•T- ' ' . -.irr • ' 'i:' ..-"
-  • •• '^>.--ExWbl> F -..CerUficilk)n'F^ardinfl.Oebftfmeni. Sus^sto'ok. •^Vehodf.tnlilaia.jVeoOOf.rnlilals

'.TTiVwit' -JiSi —-y ~ '■ •• -j'-iit*' \ • ---r*.-.- -. ^ J.""' -r ' t
■ <'- .'••.I- . . . -v.'.-. .• i. r- . -x . • . ■ • .
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information of a partlcipani 1$ not required to exceed that which is normatJy possessed by a prudent
person in the ordinary course of business deaiirtgs.

10. Except for transactions authorized under paragraph 6 of these instructions. K a parilcipanl in a
covered transaction knowingly enters into a lower tier covered transaction with a person who Is
suspended, debarred, ineligible. or voluntarily excluded from participation in this transaction, in
addrtion to other remedies available to the Federal government. OHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge end belief, that it and its

•principals:
11.1. are not presently debarred, suspended, proposed for debarmenl."declared ineligible, or

voluntarily excluded from covered transactions by any Federal departmani or agency;
11.2. have not within a three-year period preceding this proposat (contract) been convicted' of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain..or performing a public (Federal. State or local)
transaction or a contract under a public transacibn; violation of Federal or Stale antitrust
statutes or commission of embezzlerrient. theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. ere not presently Indicted for otherwise criminatiy or civilly charged by a governmental entity
(Federal. State or local) with commisslon of any of the offenses enumerated in paragraph (l)(b)
of this certiftcalion; and

11.4. .have not within a three.-year period preceding this application/proposal had one or more public
transactions (Federal. State or local) termihaled for cause or defatill.

12. vyfhere the prospective primary participant is urvable to certify to any of the statements in this
certtficalbn, such prospective partlcipani shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as

defined In 45 CFR Part 76. certifies to the best of its knowledge end belief that It and its principals;
13.1. are not presently debarr^. suspended, proposed for debanT>ent. declared ineligible, or

vduntarify excluded from participation In this transaction by any federal department or agency.'
13.2. where the prospeclive lower tier participant is unable to certify to any of.the" above, such

prospective participant shall attach an explanation to this proposat (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled 'Certification Regarding Debarment. Suspension, Ineligibillty, and ■
Volunta^ Exclusion - Lower Tier Covered Transactions,* without modification in all lower tier covered •
transections and in all solicilQlions for lower tier covered transactions.

Vendor Name:

ale' 7Dale '/ .. ■ jiName: Justin Davis
Tille: President

■ ■ ■ ■
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CERTIFICATION OF COMPLIANCE WITH REQUIREfl^ENTS PERTAINING TO
FEOERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-PASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Vendor idenlined In Section ,1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the.foliowing
cenification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondischmination requirements, which may include:

• Ihe Omnibus .Crime Control and Safe Streets Act of. 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either In employrhent practices or in
the delivery of services or benefl.l5. on the basis of race, color, religion, national origin, and sex. The Act
requires certain rwipients to produce an Equal Employment.Oppoftunity Plan;
• Ihe Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the cfvl) rights obligations of the Safe Streets Act. Recipients of federal funding under this

.  statute are'prohibited from discriminating, either in employment practices or in the delivery of services or
beneftts, on Ihe basis'of race, color, religign, national origin. and sex. The Act includes Equal
Employment Opportunity Plan requirements;

' the Civil Rights Acl of 1964 (42 U.S.C. Section 2000d. which prohibits r^ipienls of federal financial
assistance from discriminating on the basis of race," color, or national origin in any program or aclivity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating ori the basis of disability, in regard to employment and the delivery of

'services or ber>efits. in any program Of activity;

• Ihe Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34),"which prohibits
discrimination and ensures equal opportunity for persons with disabilities In employment, State end local
government services, public accommodations, commercial facilities, end transportation;

-theEducallonAmendmentsofl972(20U.S.C.Sections 1661. 1683. 1685-66). v/hich prohibits
discrimination on the'basjs of sex in federally assisted education progmms;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106^7). which prohibits discrimineiion on the
basis of age In programs or actrvltles receiving Federal financial assistance. It does not ItKlude
employment discrimination;

• 28 C.F.R. pt. 31 (U.S. Department of Justice R^ulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
,  (U.S. Department of Justice Regutatlons - Nondiscfimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559. which provide fundamental principles and policy-making
criteria (or partnerships with faith-^sed and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NOAA) for Fiscal Year 2013 (Pub. L. 112-239.enacted January 2. 2013) Ihe Pilot Program for
Enhancement of Contfact Employee Whistleblower Protections, which protects employees against
reprisal lor certain whistle blowing activiiles in connecl'ion with f^e/al grants and contracts.

'  .The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards lhe grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debermeht. ••

•  - • - • -• " • • •• A..- .r
■  Vendor WUab
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In the event a Federal or Stale court or Federal or Slate admlnislralKfe agency makes a fir»ding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipieni will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division wiihin the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified In Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as Identified in Sectons 1.11 and 1.12 of the General Provisions, to execute the following
certification:

I. By signing end submitting this proposal (contract) the Vendor agrees to comply with the provisions,
indicated above.

Vendor Name:

Date ame: Justin Davis
Title: President

Vendor inlUeli
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CERTiFICATlON REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmenlal Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permiood In any portion of any Indoor facility owned or leased or
contracted for by an entity and used routinely or regularty for the provision of health, day care, education,
or library services to children under the age of 18, if the seArices are funded by Federal programs erther"
directly or through State or local govemmenls, by Federal grant, cohlract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Mcdicaid funds, and portions of facilities used for Inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result jn the Imposition of a civil monetary penally of up to
$1000 per day and/or the imposition of an administrative cornpltance order on the responsible entity.-

The Vendor idenliricd in Section 1.3 of the General Provisions agrees, by signalure of the Coniractor's
representative as Identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: . '

i. 8y signing and submitling this contract, the Vendor agrees to make reasonable efforts to comply wilh
all applicable provisions of Public Law 103-227, Part C. known as the Pi^hildren Act of 1994.

Vendor Name:

ivj-zA /•z.oi^
Dale ame:. Justin Davis

Tile: President

.,7.. .. .. . Vehdof inltlsls'.fiJP ■' - ■
—cuoHHs/ivona—-rf^

Ur:.-*;C$^Or.s6u^.5£.
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Vendor identified in-Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and '
with the Standards for Privacy and Security of individually-Identifiable Health Information. 45
CFR Parts ,160 and 164 applicable to business associates. As defined herein, 'Business
Associate' shall mean the Vendor and subcontractors and agents of the. Vendor that receive,
use or have access to protected health information under this Agreement'and 'Covered Entity"
shall mean the State of New Hampshire. Department of Health and Human Services.

(1 Definitions.

a. "Breach* shall have the same meaning as the term "Breach' in section 164.402 of Title 45.
Code of.Eederal Regulations.

b. 'Business Associate' has the meaning given such term In section 160.103 of Title 45, Code.
of FederarRegulations.

c. -Covered Entity" has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

d. "Desionated Record Set" shall have the same meaning as the term "designated record set'
in 45 CFR Section 164.501;

e. -'Data AQoreaation' shall have the same meaning as the term 'data aggregation' in 45 CFR
Section 164.501;

f. 'Health Care Operations" shall have the same meaning as the term 'health care operations'.
In 45 CFR Section 164.501.

g. • 'HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act. TItleXIII, Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
•2009.-

h. "HIPAA" means the Health Insurance .Portability and Accountability Act of'1996, Public Law
104t191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160.162 and 164 and amendments thereto.

i. 'Individual' shall have the same meaning as the term 'individual" in 45 CFR Section 160.103
and sihall Include a person who qualifies as a persona! representative in accordance with 45
CFR Section 164.501(g).

j. 'Privacy Rule' shall mean the Standards for Privacy of Indlvidualty Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human'Services.

■■ %*■ ■■ ■ -v .t .
K. "Protected Health Information" shall have the same meaning as the term "protected health

A >- y. _ ^ iiiB rr' I i-i( ■ I j- '■ iVf<^>-| I



Now Hempshiro Dopartment of Health and Human Services

Exhibit I

I. 'Required bv Law" shall have the same meaning as the term 'required by law" In 45 CFR
Section 164.103.

m. 'Secretarv* shall mean the Secretary of the Department of Health and Human Services or
his/her deslgnee.

n. 'SecuriN Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164. Subparl C. and amendments thereto.

o. 'Unsecured Protected Health Information' means protected health information that Is not
secured by a technology standard that renders protected health information unusable.

■ unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. • Other Definitions • Ail terms not otherwise defined herein shall have the meaning ,
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time and the
HitECH
Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide (he services outlined under
Exhibit A of the Agreement. Further, Business Associatis, including but not limited to all
its directors, officers, employees and agents, shall not use. disclose, maintain or'transmit
PHI in any manner that would constitute a violation of the Privacy and 'Security Rule.

b. Business Associate may use or disclose.PHI; . • -
I. For the proper management and administration of the B.uslness Associate;
li- As required by law. pursuant to the terms set forth In paragraph d. below; or

•  III. For.data aggregation purposes for the health care operations of Covered
Entity;

.. c. To the. extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making'any such disclosure. (I)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party;.and (ii) an agreement from such third,party to notify Business
Associate. In accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. • The Business Associate shall'not. unless such disclosure is reasonably nebassary to
provide services under Exhibit A of the Agreement, disclose any PHI In response to a
request for disclosure on ihe'basis thai it Is required by law,-without first notifying •

-iS-. . Coyered Entity SO that Covered .Entity hasar>oppor^nity'to. object to the disclosure .and Js. '.
-.'fi::.-. — tq'sllk-ap^rbpfiate reliaf;;;,i^pvera,d;Entity bb}ects:tb^^^

.. .. II tr «n'. 1-.T\ ■ •' . . -wyi
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If Ihe Covered Entity notifies the Business Associate that Covered Entity has agreed to
.  be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuani to the Privacy and Security Rule, the Business Associate
shall be'bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) ObllQBtlons and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health Inforimatlon not provided for by the'Agreement Including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected fieatth information of the Covered Entity. •

b. . The Business Associate shall Immediately perform a risk assessment when it becomes
•  aware of any of the above situations. The risk, assessment shall Include, but not be

limited to:

o The nature and extent of the protected health information Involved, including the
types of Identifiers and the likelihood of re-identific'ailon;

0 The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been

mitigated. . .

The Business Associate shall complete .the risk assessment within 48 hours of the
breach and Immediately report the findings of the risk assessment in writing to the
^Covered'Enllty.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
. Breach Notification Rule.

d. Business Associate shall make available all of Its Internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall.requlre all of Its business associates that receive, use or have
access to PHI under the Agreement, to agree In writing to.adhere'io the same
restrictions and conditions on the use and disclosure of PHI contained herein. Including
the'^duly td return or destro'y the PHI as provided under Section 3 (I), the Covered Entity"

b.econsiderpd a dire^-third.partvbeneficia|vief;the Contractor's business associatA. •
mtenBedbu$iness"a^dci'ates;-wfi6-wiir-be •■ ■■
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pursuant to this Agreement, with rights of enforcement and Indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shal] rnake available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate.'s compliance with the terms of the Agreemer^t.

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set. the Business Associate shall make suet? PHI available to Covered Entity for
amendment and Incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

I. Business Associate shall document such disclosures of PHI and information related to •
such disclosures as would be required for Covered Entity to respond to a request by. an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such Information as Covered Entity may require to fulfil! Its obligations
to provide an accounting of disclosures with respect to PHI In accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of. or accounting of PHI
■directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the '
responsibilityqf responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and'the Privacy and Security Rule, the Business Associate
shall instead respond to the Individual's request as required by .such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business (Jays of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created,or received by the Business Associate in connection with the"
Agreenient. and shall not retain any copies or back-up tapes of such PHI.- If return or '

.. destruction is not feasible., or the disposition of the.PHI has been otherwi.se agreed to In , '
,  the Agreement. BuslnessAssociate shall continue to extend the protections of the

iifK; limit'further use's;an5:discr6sufe$>6f.sucH EHI:io those • • '"j-p
'•fli-' . ' -L" JBifP.os.e^hat maVe'the^^urn'df destru'ctidh Infusible,•for so lOhd "as^^ :i
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the •
-Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entltv

a. Covered Entity shall notify Businiess Associate of any changes or limitation(s) in Its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
1S4.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation
of permission provided to Covered Entity by Individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. ^

c. Covered entity shall promptly riotify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522.
to the ertent that such restriction may affect Business Associate's use or disclosure of
PHI.

(6) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37>of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's kr)owledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity"for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity

,  delerrriines that neither termination nor cure is feasible. Covered Entity shall report the •
violation to the Secretary.

(6) Miscellaneous

a- Definitions and ReaulaloiV References. All terms used, but not otherwise defined herein,
shall have the same meaning as those .terms in the Privacy and Security Rule, amended
from, time to time. A reference in the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as In effect or as •
amended.

b. Amendment." Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered-
Entity to compty with the changes In the requirements of .HIPAA. the Privacy and •
Security Rule, and applicable federal and stale law.

c- Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respectio the PHI .provided by or created o.n behalf of Covered Entity.

pr-. d; '.^jnterpfetation.- Trie paH'^-aoree that" any.amht'grilty in-th'^
-  ' . ■ ilo•■Refmi^QoyV(ed€nlMo.tomp^ywth■HIPAAltKe•PTiv^^^
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Segregation. If any term or condition of this Exhibit I or the application thereof to any. '
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without" the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI,-extensions of the protections of the Agreement in section (3) I. the.
defense and indemnincatiori provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parlies hereto have duly executed this Exhibit I.

Oeparlment ol Health end Human Services

The Stale

Signature-of Authorized Representative

^ ̂ Q v: :
Name ofs&uthorized Representative

Title of Authorized Representative

Date

Portland Webworks, InCi

Name of the Vendor -

<i^gnature of Authorized Represeritatlve

Justin Davis
Name of Authorized Representative -

President '
Ttlle of Authorized Representative

10/26/18 • ' ■
Date

ExhlblH Vendor irdtfahi
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABIUTY AND TRANSPARENCY
ACT (FFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modincations result In a total award equal to or over
$25,000, the award Is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part t70 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (OHHS) must report the following information for any
subaward or conirecl award subject to the FFATA reporting requirements:
t. Name of entity
2. Amount of award. .
3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6.. • Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS U)
10. Total compensation end names of the top five executives if;

10.1. More than 80%^of annual gross revenues-are from the Federal government, and those
revenues are greater than $2SM annually and

10.2. Xompensalion information is not already available through reporting to the SEC. .

Prime grant recipients musl submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment Is made.
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and .Transparency Act. Public Law 1(j9-282 and Public Law 110-252.
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General.Provisions
execute the following Certrfication:
The below named Vendor agrees to provide needed information as outlined above to the NH Oepariment
of Health and Human Services and to comply with all applicable-provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name:

lolttjToiB
Date Name: Justin avis

Title; President
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FORMA

As the Vendor identified In Section 1.3 the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

1. .The OUNS number for your entity Is: 141995121

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub^rants. and/or cooperative agreements; 'and (2) $25,000,000 or more in annual
gross revenues-from U.S. federal contracts, subcontracts, loans, grants, subgrants. and/or
cooperativo agreements? - -

NO YES

'  If the answer to 1t2 above is NO, stop here

If the ansvrer to 02 above is YES, please answer the.following;

3.. Does the public have access to Information about the compensation of the executives in your
business or orgattizeUon through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.76m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the ansv^r to 03 above is YES. stop here

if the ansv^r to 03 above is NO. please answer the following:

4. The names and Mmpensation of the five most highly compensated officers in your business or
organization are as follows:

Name:.

Name:.

Name:.

Name:,

Name:

Amount:

Amount:

Amount:

Amount;

Amount:

\  w
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DHHS Information Security Requirements

A. Definitions . . .

The following terms may be reflected and have-the described meaning in this document:

1. "Sreach" means the loss of, control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any, similar term referring to
situations svhere persons other than authorized users and for an other than
authorized purpose have access or potential access to personalty identifiable
Information, whether physical or 'electronic. With regard to Protected Health
Information.' Breach' shall have the same meaning as the term 'Breach' In section- .
164.402 of Title 45, Code of Federal Regulations.

2. 'Computer Security Incident" shall have the same" meaning 'Computer Security
Incident" In section, two (2) of NIST Publication 800-61. Computer Security .Incident
Handling Guide, National Institute of Standards and Technology. U.S. Department
of Commerce..

3. 'Confidential Information" or 'Conftdential Data' means all conndential information
disclosed by one party to the other such as all medical, health, financial., public
assistance' benefits and personal information Including without limitation. S.ubstance
Abuse Treatment Records. Case Records, Protected Health.; Information and
Personally Identifiable Information.

Confideritial Information also Includes any and all information owned or managed by
.  the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the. course of performing contracted
services - of which cdllection, disclosure, prolecti.on. and disposition Is governed by
state or federal law or regulation. This information includes, but Is not limited ,to
Protected Health Information (PHI), Personal information (PI). Personal Financial
Information (PFI). Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and conndential information.

4. 'End User" means any person or entity (e.g.. contractor, contractor's employee,- -
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract. -

, 5. 'HIPAA'means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. 'Incident' means an act that potentially violates an explicit or implied security policy,
which Includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disrupllon or denial of service,.the unauthorized use of
a system for the processing-Or storage of data; and changes to system hardware,

•  firmware, or-software characteristics'without the owner's knowledge, instruction, or-
■ > consent. .Incjp.enls include the iQSs.jjf.dala,through theft.orjde.yic.e misp.l.acem.ent, ,'.
-. -VOry-mispIac'ernenl .o/.-h and. misroutirigfof. physical/.or.electrbnicL ..
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•mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. 'Open Wireless Network' means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information'
Technology or delegate as a protected network (designed, tested, and
approved, by hneans of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI. PFI, .
PHI or confidential DHHS data.

8. "Personal Information' (or "PI*) means information which can be used to distinguish
or trace an individual's identity, such as their name.- social security number, personal,
information as defined In New Hampshire RSA 359-C:19...biomelric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such a's date and place of birth, mother's maiden
name, etc. '.

9. 'Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Seivlces.

10. "Protected Health information" (or "PHI") has the same meaning as provided In .the
definition of 'Protected Health Information" in the HIPAA'Privacy Rule at 45 C.F.R.'§

'160.103. ■

11. 'Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164. Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that Is

not secured, by a technblogy standard that renders Protected Health Information
unusable, unreadable, of indecipherable to unauthorized individuals and Is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of .Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information "
except-as reasonably necessary as outlined under this-Contract. Further, Contractor, •
including bMt not limited to all Its directors, officers, employees and agents, must not
use. disclose, maintain or transmit PHI in any manner that'wouid constitute a violation

•n of the-Privacy and Security Rule.

-Sr.-;.:.' 2.. .The ContraTctor musi .'not dlsclo'sfer any ;Confidential • Infofmailon .in..responsert6: 3 . • .:'

■ -.r.- . . . .r.Fi-. . ..-. • • •♦.•r.
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request for disclosure on the basis that It is required by law, in response to a
subpoena, etc.. without Hrsl notifying OHHS so that OHHS has an opportunity to
consent'or object to the disclosure.

3. If OHMS nolines the Contractor that OHHS has agreed to't>e bound by additional
, restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI In violation of such additional
restrictioris and must abide by any additional security safeguards.

4.. The Contractor agrees that OHHS Data or derivative there from disclosed to an End •
User must only used pursuant to the terms of this Contract.

5. The Contractor agrees OHHS Data obtained under this Contract may not be used for •
any'olher purposes thafare not indicated in this Contract. ■ '

6. The Contractor-agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

I). METHODS OF SECURE TRANSMISSION OF DATA

1. Application - Encryptior*. . If End User Is transmitting DHHS data containing-
Confidential Data between applications, the Contractor attests the applications have
been evaluajted by an expert knowledgeable in cyber security and that said '
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable-storage devices, such as a thumb drive, as a method of transmitting OHHS
data.

■  3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email Is encrypted and being sent to and being received by email' addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Oala-via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User Is employing portable devices • to transmit

ConfidenliatData.sald devices must be encrypted and password-protected. . ;
... .' . . .8. Open. Wirel«SuNetworks. End .User may noi.lransmit Confidential Data vla.ansopen
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wireless network. Ertd User must employ a virtual private ne^ork (VPN) wtien
rerr>otely transmitting via an open wireless network.

9. Remote User Communication. If End User Is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile devlce(8) or laptop from which information will be
transmitted or accessed. /

10. SSH File Transfer Protocol (SFTP), also krwwn as Secure File Transfer Protocol. If
End User Is employing an SFTP to transmit Confidential Data. End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will

be coded for 24-hour auto-deletion cycle (I.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

111. RETENTION AND DISPOSmON OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for (he duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form It may exist, unless, otherwise required ̂  law or permitted
under this Contract. To this end. the parties must:

A. Retention

1.

2.

3.

5.

The Contractor agrees it v/lll not store, transfer or process data collected in
connection with the. services rendered under this Contract outside, of the United
States. This physical location requirement shall also apply in the Implementation of
cloud computing, cloud service or cloud storage capabilities, and Includes backup
data and Disaster Recovery locations.

The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

The Contractor agrees to provide secui
Users In support of protecting Departmen

The Contractor agrees to retain all electrr
In a secure location and Identified in sectio

rjty awareness and education for Its End
confidential information.

nic and hard copies of Confidential Data
n IV.A.2 ..•

The Contractor agrees Confidential D(ta stored Mn a Cloud must be in a
• FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the prryacy end sec

.  .hacker. antLspam. antl-spy^re,.and ant
.J ■

'• -,■■ .-.m

urity. All servers and devices must have
currently-supported and hardened open ting systems, the latest antl-viraT, antl-

-malware-utilitles.' The envlronment.vas a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer In the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on rts systems (or Its
sub-contractor systems), the Contractor will maintain a documented process for
se^rety disposing of such data upon request or contract termination; and will
obtain written certificaiion for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operatlons.-When no longer in use. electronic media containing State of
New Hampshire data shall be. rendered unrecoverable via a secure wipe program
in accordance with Industry-accepted standards for secure deletion and media
sanltizatlon. or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanltizslion, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written ceftincation will include all details necessary to
demonstrate data has been property destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be iointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, wthin thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding. ,

3. Unless otherwise specified, wlhin thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping,

W. PROCEDURES FOR SECURITY .

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services,

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information ilfecycle, i^ere applltablo, (from

^  creation, transformation, use,..storage .and secur^destructjon) regardless, of the
!'■ me^raiused'to storje'.the:data:(ire..lape,"^isk,:papcr;:elc.)-..,; . •'
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education (or its Er>d
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supportirrg the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
rnatch those for the Contractor, including breach notification requirements.

7. The Contractor will wofV with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and rhaintaining access to any Department 8ystem(8).'Agreements will be
completed and signed by the Contractor and any applicable sul>-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HiPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintainirig compliance with the
agreement.

9. Jhe Contractor wit! work with the Department at its request to complete a System
'  Management Survey. The purpose of the survey is to enable the Department and
'  Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
'  occur over the life of the Contractor engagement. The survey will be completed
;  annually, or an alternate lime frame at the Departments discretion with agreement by

the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is. obtained from the'Information Security Office'
leadership member within the Departrhent.

11. Data Securi.ty Breach Liability. In the eveni of ariy security breach Contractor shall
make, efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss rwulting from the breach.

■Ĵ l' . .■ .TIiKStateVhall recover from itheContrai^or alldb^s of/esjwrise-and'recqyeryi'from -4

"M
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the breach, including but not lintlted to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must In all other respects
maintain the privacy and security of Pi and PHI at a level and ecope that is not less
than the level and scope of requirements applicable to federal agencies. inciudir>g.
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b). HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Individually Identifiable health
Information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technicdi. and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to It. The safeguards must provide a level and
scope of security that Is not less than the level and scope of s^rity requirements
established by the State of New Hampshire. Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doitA/endor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and Incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of Its occurrence. This includes a
confidential information breach, computer security Incident, or suspected breach
vriilch affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidehtlal Data obtained under this
Contract to only those authorized End Users who need such DHHS. Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced In Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or Inadvertent disclosure.

b. safeguard this Information at ail times.

•c. ensure that laptops and other electronic devices/media containing PHI. PI, or
PFI are encrypted end password-protected.': '

,  r{d. send emails containing Confidential Information oniy If encrypted: and being
^ ^ ^ sent to and beingjjeceived bv email addresses of, persons.authorized to ,
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and indrvldually
identifiable data derived from OHHS Data, must be stored in an area that is
physically end technologically secure from access by unauthorized persons
during duty hours as well as norvduty hours (e.g.. door locks, card keys,
blometric identifiers, etc.).

g. only authorized End Users may transmK the Confidential Data, including any
derivative files containing personally Identifiable Information, and in all cases,
such data rhust be encrypted ai all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other Instances Confidential Data must t>e maintained, used and
disclosed usirtg appropriate safeguards, as determined by a rtsk-based
assessment of the circumstances Involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. OHHS
reserves the right to conduct onsite inspections. to monitor compliance with this
Contract. Including the privacy and security requirements provided In herein. HIPAA.
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTINO

The Contractor must notify the State's Privacy Officer. Information Security Office and
Program Manager of any Security'lnddents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI In
accordance wHh the agency's documented Incident Handlir>g and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures rhust also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

■3. Rjeport suspected or confirmed Incidents as required in this Exhibit or P-37;
.4. Identify and convene a core response group.to.detenhJne the risk levei^of Incident?,

and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and. if so, identify appropriate
Breach notificatton methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as weil as any mitigation
measures.

Incidents and/or Breaches that Implicate PI must be addressed and reported, as
applicable. In accordance with NH RSA 359-0:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy Issues:

DHHSPrivacyOfFicef@dhhs.nh.gov

C. DHHS contact for information Security Issues:

OHHSInformationSecurrtyOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:

DHHSInformatlonSecurityOffice@dhhs.nh.gov

DHHSPrivacy.Officer@dhhs.nh.Qov


