
ROBERTUQUINN
COMMI^iONEROF

safetv

'State of 0eta ̂ompoliire:
DEC31'20 Arill-18RCUD

DEPARTMENT OF SAFETY-!

James H. HAYES BLbG.:33 ha^ d^,
c6nC0RD,iN:H^ 033PX

(603)27lr27.9l

Noycnitef ̂ j"2p2P'

HuExccllchcy, Goyemor'C.hrislopKcr T Siinuriu
iandtheHdnprable Council

State.Hpuse
.C6n(»rd/New. H

'Requested Action'

Authorizeithe;Department;ofSafctyi!Diyisidni of^State Pblice/td.enterJritd;Vd,brWstM®WP^r?^^
with Microsoft tpjc^ wiih~pte;Cnmih^^Jufljce'inf6rmatibh ^ectivciipon;
GoyerhbfJaridj^Cpuncijiapprp

Explanation

The, Divisionj of Slate Police iis, the ̂ Grlmirial: J.iistice JhTdrmatioh: SeiyicM; System?-
Hajhpshire.'T^e Federal Bureau of lhv«tlgaliphs-(FBJ to, cnsure^that wyone tiiat hM-a(X«s to. unencrypted^
.Criming JusHce IhfpnnatiVh Systcm;(eJIS), ihcludmg aU app,licahle;«ryice:providcre and .vendorSi provide.adequale security
as definW' m^lhe^Offi^ of Managcm"^^^ Circular A-^130;as'"sccurity.conimensurate4wiih Ae risk and;Tnt^itude;6f
harm i«uiting'frojn=tteJoss,'misuse,jorunauthorized access'to or,mo<Jificoiion.oflriformatibn."

This.MO.U !is a-.Security. Addendum' between NHSP and Micrbspft'i^uiring the ;yehdof"tb!fbU^ .C^.S;Sixurity: Pdlicy
(CSP).>Thercii$ no (roritractual.obU^tibri to-pur^ anyseiyicesj^m partbrAJsbgJecment toTolJo^

RespectftjllyJsui^itt^^^^

Robcrt'L.-Quinn
Commissidnef of Safety^



Agreement ID CD(-

<Reserved for

Miaosoft Document

Contro! ID>

Criminal Justice Information Services

Management Agreement for Covered Services

PARTIES

This Criminal Justice Informallon Services (GIS) Information Agreement for Covered Services (Agreement) is
entered into between the NEW HAMPSHIRE DEPARTMENT OF SAFETY (CSA) and Microsoft. The CSA and

Microsoft shall collectivelv be referred to hereinafter as 'the Parties."

NEW HAMPSHIRE DEPARTMENT OF SAFETY ("CSA") " " j

Address:

33 Hazen Ave

Concord, NH 03305

Attn: Commissioners Office

; Address: |
33 Hazen Ave |

1 Concord, NH 03305 i
' Attn: Justice Information Bureau - CSO '

USA

Sign: i Sign:

j  Io(oi\loIO ,

.. . .. ..i'

Print Name:

Robert L Quinn

i'Print Name:

' Brian H. Parker

Print Title:

NH Department of Safety,

Commissioner

1 Print title: ~ ~ ' j:

NH Department of Safety,

Division of State Police,

i SGT, CSO, CSA ISO, Agency Coordinator

Signature Date:

10/02/2020

Signature Date:

i10/02/2020
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MICROSOFT CORPORATION ("Microsoft")

Address:

16100 Nell Road, Suite 210

Reno, NV 89511-1137

Dept. 551, Volume Licensing

USA

SJsT'

Print Name:

r\

Print Title:

Signature Date:

II. AGREEMENT STRUCTURE

This Agreement consists of:

Sections I- IV herein;

Attachment 1 ~ the FBI CJIS Security Addendum;
Attachment 2 - Microsoft's FBI CJIS Security Addendum Certification; and
Attachment 3 - Terms Generally Applicable to Purchase Agreernents with Microsoft (provided for
informational purposes).

III. DEFINITIONS

Ttie following definitions are used In this Agreement;

"Affiliate* means, with regard to Microsoft, any legal entity that Microsoft owns, that owns Microsoft, or
that Is under common ownership with Microsoft.

"Continental United States" means the area of the United Stales of America comprising the 48 states that

are south of Canada and north of Mexico (known as the lower 48 states) and the stale of Alaska.

"Criminal Justice Information" (Ol) is defined in the QIS Policy.

CJIS AflCl-llKDl
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"CflS PoOqr* means the Federal Bureau of Investigation (FBI) Criminal Justice Information Services (aiS)
SecuritY Policy that is in effect as of the effective date of a Purchase Agreement related to this Agreement
and any successor versions broi«ht Into effect by the FBI during the term of the applicable Purchase
Agreement* exdudmg draft versions of CJIS Policy, versions of CIIS Policy released for comment or
review and similar proposed policy versions that may be released by the FBI but not finally adopted.

"CIJS Securtty Addendum' means the OtS Security Addendum tnduded In Appendbc H to the DIS Policy.

"Confidential nfonTutkm" is non-public information, know-how and trade secrets in any form that Is
desigr^ed as 'confldentiar or a reasonable person knows or reasonably should understand to be
confidential. Confidendai Information does not Include the following types of Information, however
marked:

1. Information that is, or becomes, publldy available through the State without a breach of this
Agreement;

2. information that was lawfully krK>wn to the receiver of the information without an obligation to keep
it confidential;

3. information that is received from another source who can disclose it lawfotly af>d without an
obligation to keep it confidential;

4. Information that is independently developed; or

5. Information that is a comment or suggestion CSA volunteers about Microsoft's business, products or

services.

"Covered Entfty* means any state or local government entity In State that purchases subscription lic^ises
for Covered Services pursuant to its Purchase Agreement* and whose use of the Covered Services Is

subject to CIIS Policy.

"Covered Entity Data* means ail data, {r>duding all text sourKi, video, or image files, and software, that
are provided to Microsoft by, or on behalf of, the Covered Entity through use of the Covered Services),
which may indude but is rtot limited to Ol. Covered Entity Data Is referred to as "Customer Data' In

Purchase Agreements between Microsoft and Covered Entitles.

"Cotrered Services' rr>eans the ftrilowing multl*tenant "community' cloud services:

(1) Each of the following Office 365-branded services: Exchange Online, SharePoint Online,
Exchange Onlirre Archiving, and Office Web Apps ¥vhen delivered as part of Office 365
Govemment Plans El (formerly Gl), E2 (formerly G2), E3 (formerly C3), E4 (formerly 64), Kl,
K2) or as standalone Govemment Community Cloud plans. Without limitation. Covered

Services do not Include Office 365 ProPlus, Lync Online or other Office 36^branded or

separately branded Online Services; and/or

(2) Each of the Azure Government-branded services listed as being In the scope of the DIS Policy
at httD://a2ure.micfosQft.com/en-us/suDDOftytrust-center/services: and/or

(3) Each of the CRM Online Government-branded services described at

http://go.mlcrosQftlcom/fwUnk/?LinklDsS23874, which covers the Microsoft Dynamics CRM
Online services provisioned for eligible government community cloud entities, excluding (a)
Microsoft Dyrumlcs CRM for supported devices, whidi Includes but Is not limited to Microsoft

Dynamics CRM Cnlirre services for tablets and/or smartphones; and (b) alt separately branded
sertnces made independently available with or In addKion to CRM Online Govemment.

Microsoft may, from time to time, add new Covered Services, in which case Microsoft will work

in good faith with CSA and Covered Entities to amend this Agreement and applicable Covered
Entity Purchase Agreements to add such new Covered Ser^nces.
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"CSA" means the DIS Systems Agency (as that term is defined In the CJIS Policy) for the State.

•Key Microsoft PersonneT means Mloosoffs Representatives who engage in the delivery of Covered
Servitts and who have physical or logical acnss to unencrypted Cll.

•PersoiwBy Identifiable information" or "Pit" means Information which can be used to distinguish or
trace an Individuars identity, such as name, social security number, or biometric records, or
when combined with other personal or Wentifying Information which Is linked or linkable to a spedfic
Individual, such as date and place of birth, or mother's maiden name.

"Purchase Agreement" means the agreement, either with Microsoft or a rompany authorized to
contract on its behalf, pursuant to which a Covered Entity purchases Covered Services.
"Representative" means (i) an employee, contractor, advisor or consultant of one of the Parties; or (ii)
in the case of Microsoft, one of its Affiliates.

"Securfty Inddenf means any:

1. unlawful or unauthorized access to any Covered Entity Data stored on Microsoft's equipment or
in Microsoft's facilities, resulting In loss, disclosure, or alteration of Covered Entity Data; or

2. unlawful or unauthorized access to such focUities or equipment resulting in loss, disclosure, or
alteration of Covered Entity Data.

"State" means New Hampshire.

Capitalized terms used but not defined In this Agreement will have the meanings provided in the CIS Poficy.

IV. IHRMS AND CONOmONS

A. Purpose

Covered Services will be delivered subject to the terms of this Agreement and the Purchase Agreements.
The Agreement is not an endorsement or certification of Microsoft Covered Services by the CSA. Nothing
In this Agrieement shall make CSA a party to any Purchase ̂ ement Covered Entities are responsible

' to determine how they can use the Covered Services In a manner compliant with CJtS PoQcy. Attachment
3 generally describes how Microsoft will provide Covered Services to support Covered Entities' CIIS
obligations.

B. CSA Role on Behalf of Covered Entities.

The Parties are entering Into this Agreement to facilitate use of Covered Services by entitles In the State
that are Covered Entities and are subject to the DIS Policy. On behalf of all Covered Entities, CSA will
perform personnel screening of Key Microsoft Personnel, and wHI erarcise certain other rights or
obligations under the GIS Policy as described in this Agreem^t.

In order for CSA to perform these functions, Microsoft will be required to provide CSA Information that is
proprietary or confidential. Including highly sensitive Personally Identifiable Information pertaining to Key
Microsoft Personnel.

C ConfidentlaJ lnft>rmation.

This Confidential Information section wlU supersede any other confidentiality or non-disdosure
agreement In effect between the Parties, solely for purposes of this Agreement
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1. CSA will treat Key Microsoft Personnel Pll; adjudlcatton results; any Infbnnation provided In the
course o' an audit or other examination; and engineering, design, security, compliance, privacy
and security information of Microsoft related to the Covered Services, as Microsoft trade secret
or secure-sensitive Confidential Information exempt from public disclosure in response to a
public re cords request or otherwise. Moreover, each Party will:

(a) To take reasonable steps to protect each other's Confidential Information. These
steps must be at least as protective as those the party takes to protect Its own
Confidential Information of similar sensitivity or Importance;

(b) To notify the other Party promptly upon discovery of any unauthorized use or
disclosure of Confidential Information; and

(c) To cooperate with the other party to help regain control of the Confidential
Information and prevent further unauthorized use or disclosure of it.

disclose MIcrosofTs Confidential Information to Its Representatives and (both current
and prospective) Covered Entities only if those Representatives or Covered Entities have a need
to know !about It for purposes of the Parties' business relationship with each other. Before doing
so,CSAnust:

(a) Ensure that Representatives and Covered Entities are required to protect the

Confidential Information on terms consistent with this Agreement; and
(b) Accept responsibility for each Representative's and Covered Entity's use of

Confidential information.

2. CSA may

3. Each party may disdose the other's Confidential Information If required to comply with a court
order or lother government demand that has the force of law. Before doing so, the disclosing
party miist seek the highest level of protection available and, when possible, give the other party
enough prior notice to provide a reasonable chance to seek a protective order.

Except is permitted above, neither of the Parties will disclose the other party's Confidential
Infbrmatior^ This obligation vriil continue for as long as each of the Parties retain the other's
Confidential Information. Unless required by law to retain such information, upon termination of
this Agreem'ent each of the Parties wlB delete all Confidential information received by the other

4.

party underthis Agreement.

0. CflS Requirements.

Microsoft agi ees to comply with all applicable requirements of the OIS Policy, as set forth In this
Agreement a id the Purchase Agreements with Microsoft signed by each Covered Entity that enrolls
undera Microsoft Enterprise Agreement.

The Parties have agreed that certain requirements of the QIS Policy that pertain to use of the
Covered Services by Covered Entities will be fulfilled as set forth In this section.

1. Security Awarerwss Training: CIS Policy Section 5.2, PoUcy Area 2

Microsoft will supplement its existing security training program as required to meet the
fcquirenients of Section 5.2 of the CIIS Policy. Required training will be delivered to Key
Microsoft Per^nnel who have met the adjudication standards within six months of the later of
the date Mlaosoft enters Into an agreement with a Covered Entity, or the date CSA notifies
Microsoft that personnel have met the adjudication standards. Microsoft will refresh training for
in scope personnel on at least a biennial basis thereafter.
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Microsoft will maintain tracing records, whidi will be available to CSA upon written request.
CSA will be responsible to provide copies of training records to Covered Entities if and as
necessary.'

2. Formal Aiid}ts:aiS Policy Section S.ll,PollcY Area 11

b) Audits by FBI QtS Division. In the event the FBI QIS Division desires to perform an audit of
the Covered Services, Microsoft will cooperate with such audit In good faith. The FBI may be
permitted to access Covered Entity Data associate with Covered Entitles in scope for the
audit, but not data belonging to other customers In the multi-tenant environment from
which the Covered Services are delivered who are not In scope for the audit. If the FBI
identifies wtiat It believes to be detidencles In the Covered Services as a result of an audit,
the Parties are committed to woridng together In good faith to resohrethe FBI's concerns
through discussion and interaction between CSA, Microsoft, and the FBI. Should the
partkipation of a Covered Entity be required, CSA will coordinate such pa rtldpatlon.

b) Audits by CSA.

(I) CSA reserves the right to conduct on-site audits of the Covered Services, In
accordance with the CJIS PoGcy, to ensure Miaosoft Is In compliance with the GIS
Policy and this Agreement Any such audit win be at CSA's expense.

(il) In the event CSA determines ft necessary to perform an audit of Microsoft's
provision of the Covered Services, whetiier on-slte or by other means as described
below, Microsoft wrill cooperate with such audit. The Parties will make every effort

to operate in good felth, consistent with emerging Industry standards on doud
service accreditation and/or certiBcation. Prior to exercising its right to any onsite

audit, the Parties will first cooperatively use the least dlsmptive and least labor-
intensive approaches needed available to fully satisfy CSA's requirements.

(ill) in accordance with (B), above, if required and upon CSA's written request, CSA
shall be permitted to access the Microsoft fedllties, applicable records, and
Covered Entity Data, each of which as they are directly related to the Covered
Services, in connection with such audit, but not data belohgIi% to other customers
In the multi-tenant environment from which the Covered Services are delivered,
or who a re not In scope for the audit.

(Iv) If the CSA Identifies what it believes to be non-compliance Issues in the Covered
Services als a result of an audit the Parties are committed to working together In

good foith through discussion and interaction to bring Covered Entities' use of the
Covered Services back into compliance. Should the partidpation of a Covered
Entity be required, CSA will coordinate such partidpation.

(v) in accordance with (il), above, If required and upon CSA's written request In lieu
of an on-slte audit, CSA may be able to satl^ its requirements for Information via
reference to Microsoft's services documentation, (nduding audit reports prepared
by Microsoft's qualified third party auditors.

(vi) In the event CSA reasonably determines information provided as described in (v)
above is not suffident for CSA's audit obiectlves then, upon CSA's written request

Microsoft will provide CSA or Its qualified third party auditor the opportunity to
communicate with Microsoft's auditor at CSA's expense.

(vli) CSA will be provided, upon request the most recent continuous monitoring
reports and access to detailed audit materials generated by Microsoft's regular
monitoring of security, privacy, and operational controls in place to afford CSA an
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ongoing view Into effectiveness of such controls, and CSA may communicate with

Microsoft operatlondl subject matter experts regarding the content of such
information.

(vlii) CSA adinowiedges that Covered Entities will be required by Microsoft to rely on
CSA for the full satisfaction of any audit that may otherwise be requested by any
Covered Entity.

Confidentiality of Audit Materials. Audit Information provided by Microsoft to the FBI QB
Dh^n or CSA will consist of highly confidential proprietary or trade secret Information of
Ml^soft and t>e considered Confidential Information. Microsoft may request reasonable
asMrances, written or otherwise, that infonnation will be maintained as confidential and/or
trade secret Information subject to this Agreement prior to providing such Information to
CSjy, and CSA vrill ensure Microsoft's audit Information is afforded the highest level of
confidentialitv available under applicable law. '

3. State and Federal Agency User Agreements: QIS Policy Section 5.1, Policy Area 5.L1.2

If In order to facilitate FBI penetration testing required under a Covered Entity's user agreement
CSA determines it requires penetration testing information related to the Covered Services, CSA
wUl rdy on the following Microsoft processes and information:

a) Fy Office 36S^randed and CRM Online Govemment>branded Covered Services. Microsoft
all design, test and operate the Covered Services to ensure they are free of common

security vulnerabilities. Microsoft shall regubrfy condua penetration testir^ to evaluate the
s^rlty controb at the application (e-g. Exchange OnTme, SharePolnt Online), platform
(^ure Government services), host, and networits layers used to provide the Covered
Services. Microsoft shall take commerdaliy reasonable steps to remediate significant
weaknesses discovered. Assessment of penetration testing will be done by independent
third party auditors and Included In the scope of audit relevant to Covered Entity's service
certification or accreditation.

b) : Covered Servtes. Addmonally. Microsoft has established a policy for Azure
Gwmment customers to carry out authorized penetration testing only on their
afJpGcations hosted in Azure Government Because such testing can be indistinguishable
from a real attack. It is criticat that customers conduct such penetration testing only after
obtaining approval in advance from Azure Customer Support Penetration testing must be
conducted in accordance with Mkrosoff s temu and conditions. Requests for penetration
testing should be submitted with a minimum of T-day advanced notice. To team more or to
initiate penetiation testing, please download the Penetration Testing Approval Form at
http://downk)ad.microsoft.com/downk>ad/C/A/l/CAlE438E-CE2F^S9-BlC3-
CBl4917136B3/PeRetrationX20Test%20Questionnaire.docx, and then contact Azure
Customer Support

4. Persoimel Security: aiS Policy Section 5.12, Policy Area 12

a) CS^ wit! be responsible to perform personnel saeening to ensure that Key Microsoft
Pe^nnel have met the adjudication standards pursuant to Section 5.12 of the DIS Policy.
To tedlitate such saeening:

(I) CSA wfll provide Microsoft with the adjudication criteria employed by CSA as may
be updated from time to time;

(il) Microsoft will provide CSA a list of personnel reasonably anticipated to have
physical or logical access to Covered Entity Data during the migration and
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onboardlng process for Covered Entities. If Covered Entitles elert to obtain
services from Mlaosbft In additon to the Covered Sendees (e.g. consorting
services In connection with Covered Entities' migration and onboardlng to the
Covered Services), such personnel will not be included in scope for personnel
screening unless separately agreed by the relevant Covered Entity, CSA, and
Microsoft;

(III) Microsoft will ensure delivery to CSA of mutually agreeable Personally Wentlfiabte
Information on Key Microsoft Personnel, via an agreed delivery mechanism, to
enable CSA to perform adjudication.

(M CSA vdll maintain and provide to Microsoft a list of Key Microsoft Personnel who
are successfully screened, as CSA deems appropriate;

(v) Unless otherwise specified by the FBI CIIS Division, personnel screening will be
performed by the CSA on behalf of Covered Entities In the State. Adjudication by
counties, cities, or other subdivisions or agendes of state government wfll not be
permitted; and

(vO Unless otherwise specified by the FBI OlS Division, CSA wfll be responsible to
confirm to Covered Entities that required personnel screening has been

completed, and to maintain and provide such records of completed personnel
screening to Covered Entities as CSA or Covered Entitles deem neressary.

b) if personr^ who have not been subjected to personnel screening require temporary access
to the Covered Services, {e.g^ to resolve a support issue), Microsoft wilt ensure such
temporary access is under the supervision of Key Microsoft Personnel who have been
successfully screened by CSA or are otherwise authorized by CSA to exerdse temporary
access.

c) In the event that the FBI Adwsory Policy Board establishes policy authorizing the.CSA to
accept personnel results from another crimlnal Justice entity, die CSA may optionally accept

external clearance results In lieu of CSA conducting its own screening.

d) Microsoft shall immediately terminate access of Microsoft's and Its subcontractors'
personnel to networks and systems containing Covered Entity Data upon termfnatlon of an
Indfviduars employment, or If the tndividua) is reassigned or transferred to other positions
within Microsoft where such access is not required.

e) Microsoft shall employ a fbrmal sanctions process for personnel who fall to comply with
established Information security policies and procedures.

5. NCIC 2000 Operating Manual

CSA acknowledges and affirms that the NCIC 2000 Operating Manual consistsof guidance and/or
requirements for Covered Entities' use of the Covered Services. In the event CSA determines the

NQC 2000 Operating Manual (or any subsequent version) imposes obligations with respect to the
Covered Services that can, in CSA's opinion, only be satisfied via changes In the manner in which

the Covered Services are operated or detivered to Covered Entity. CSA wfll provide, or will cause
Covered Entities to provide, Microsoft with written notification of changes believed to be

required of Microsoft in order to enable Covered Entitles' continued compliance with the NQC
2CXX) Operating Manual (or any subsequent version), and Microsoft agrees to consider such
reque5t(s) in good faith.

E. General Rights and Obtlgation
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!• No Ucenso.

CSA obtains no rights or license to use Covered Services under this Agreement. Purchase or use of
Covered Services by any entity in the State will require the entity to contract for the purchase of
such Covered Services via Purchase Agreements with Microsoft.

2. Applicable law; dispute resdutton.

The terms ̂of this Agreement will be governed by the laws of CSA's state, without giving clhet to its
conflict of laws. Disputes relating to this Agreement will be subject to applicable dispute resolution
laws of CSA's state.

3. waiver.

Any delay )r failure of either of the Parties to exercise a right or remedy will not result In a waiver of
that, or an f other, right or remedy.

4. Money damages Irmrffldent

The Partie: acknowledge that money damages may not be sufficient compensation for a breach of
this Agreer nent The Parties agree that either of the Parties rnay seek court orders to stop
Confidential Information from becoming puWk In breach of this Agreement.

5. Attorneys'fees.

In any dispute relating to this Agreement, the prevailing party will be entitled to recover reasonable
attorneys' fees and costs.

6. Asslgnmen|L
Microsoft rnay assign this Agreement to an Affiliate. CSA may not assign this Agreement without
Mrcrosoffsjapproval, which shall not unreasonably be withheld. Notwithstanding the preceding,
CSA may assign this Agreement to a successor entity that assumes CSA's role as CSA for the Stale.

Remainder of page intentionally left blank.
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7. Severabtlity.

If a court holds any provisk)n(s) of this Agreement to be Illegal, Invalid, or unenforceable, the rest of
the document will remain In effect and this Agreement will be amended to ̂ ve effect to the
eliminated provjsion(s) to the maximum extent possible.

8. Entire Agroement

This Agreement Is the complete and exclusive statement of the agreement t)etween the Parties with
respect to the subject matter thereof, and supersedes all prior negotiations, representations,
proposals, and other communications between the Parties either oral or written. The Agreement
may only be amended by a written document signed tho Parties, by and through their duly
authorized Representath^.
This Agreement does not grant any implied intellectual property licenses to Confidentia)
Information, except as stated above. The Parties may have contracts with each other covering other
specific aspects of the Parties' relationship ('other contracts'). The other contracts may indude
commitments about Confidential Information, either within It or by referendng another non

disclosure agreement. If so, those obligations remain in place for purposes of that other contract
With this exception, this is the entire Agreement between the Parties regarding Confidentlai
Information, it replaces all other agreements and understandings regarding Confidential
Information.

9. Tenn and Termination

This Agreement Mnll be effective when executed by both Parties. This Agreement will tenmlnate
a utomatlcaily upon termination of the last Co^red Entity's subscription for Covered Services then in
effect

UICROSOFT CONTACT iNFORMATION

A. Notloes to Microsoft

Notices, authorizations, and requests In connection with this Agreement must be sent by regular or
overnight mall, express courier, or fax to the addresses listed below. Microsoft will treat notices as

delivered on the date shown on the return receipt or on the courier or fax confirmatton of delivery.

i\'oticcs,shouId be sent to: ^ Copies should be sent to:

Microsoft Corporation . Microsoft Corporation

Volume Licensing Group. : Corporate, External & Legal and Affairs
: One Microsoft Way I Volume Licensing Group
; Redmond, WA 98052 J ^ One Microsoft Way
USA 1 ^ Redmond, WA 98052 , )

j Via Facsimile; (425) 936-7329 i USA ;
Via Facsimile: (425) 936-7329 . _ '

B. Notices tb CSA In connection wHh Covered Services. Any notices In connection with the Covered

Services will be deHvered to Covered Entity by Microsoft. Covered Entities will determine whether
these or any other notices regarding the Covered Services are required to be delivered to CSA or to
the FBI OlS Drviwn as contemplated in Section 6.05 of the FBI GIS Security Addendum and, if
required, deliver such notices.
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Attachment 1 - FBI CIS Security Addendum

FEOeRAL BUREAU OF INVESDGATION

CRIMINAL JUSTICE INFORMATIOtt SERVICES

SECURITY ADDENDUM

The goal of this document is to augment the OtS Security Policy to ensure adequate security is provided
for criminal justice systems while (1) under the control or management of a private entity or (2) connectivity to
FBI aiS Systems has lieen provided to a private entity (contractor). Adequate security is defined In Office of
Management and Budget Qrcular A*130 as "security commensurate with the risk and magnitude of harm
resultlrtg from the loss» misuse, or urtauthorized access to or modificatton of information."

The Intent of this Security Addendum Is to require that the Contractor maintain a security program
consistent with federal and state laws, regulations, and standards (induding the CIS Security Policy in effect
when the contract Is executed), as weO as with policies and standards established by the Criminal Justice

Information Services (CIS) Advisory Policy Board (APfi).

This Security kddendum identifies the duties and responsibilities with respect to the instattatlon and
maintenance of adequate internal controls within the contractual relationship so that the security and integrity
of the FBI's Information resources are not compromised. The security program shall Include consideration of

personrrei security, si^e security, system security, and data security, and technical security.
The provision

facilities supporting ai

LO Definitions

i of this Security Addendum apply to all personnel, systems, networks and support
j id/or acting on behalf of the government agency.

1.01 Contracting Govc
Noncriminal Justice Age

Addendum.

mment AgerKy (CGA) - the government agency, whether a Criminal Justice Agency or a
ncy, which enters into an agreement with a private contractor subject to this Security

1.02 Contractor - a private business, organization or Individual which has entered Into an agreement for the
administration of crlrninal Justice with a Criminal Justice Agency or a Noncriminal Justice Agency.

2X10 ResponslblBties of the Contracting Government Agency.

2.01 The CGA will ensure that each Contractor employee receives a copy of the Security Addendum and the OlS
Security PoDcy and executes an aduK)wledgment of such receipt and the contents of the Security Addendum.
The signed acknowledgments shall remain in the possession of the CGA and available for audit purposes. The
acknowledgement may be signed by hand or via digital signature (sec glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor Jill maintain a security program consistent with federal and state laws, regulations, and
standards (induding the OB Security Policy in effect vrhen the contract Is executed and aD subsequent versions),
as well as with policies and standards estabGshed by the Criminal Justice Information Sendees (DIS) Advisory
Policy Board (APB).

4X10 Security Vlototkms

4X)1 The CGA must re

indlcatlans of actions

>ort security violations to the CJIS Systems Officer (CSO) and the Director, FBI, along with
aken by the CGA and Contractor.

(WWXENCXMay20t6) CJIS Mimiaacul AyBUBua
CTX

BD

rtfc II ori6



4.02 Security viotatioru can justify termination of the appended agreement.

4.03 Upon notification, the FBI reserves the right to: ^

a. Investigate or dedlne to investigate any report of unauthorized use;

b. Suspend or terminate sness and services, including telecommunications links. The FBI will provide
the CSO with timely written notire of the suspension. Access and services wrill be reinstated only after
satisfactory assurances have been provided to the FBI by the CGA and G)niractor. Upon termination, the
Contractor's records containing CHRl must be deleted or retunifed to the C6A.

5.00 Audit

5.01 The FBi is authorized to perform a final audit of the Contractor's systems after termination of the Security
Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, prtvBeges, or obligations on any
persons other than the Contractor, CGA, CIA (where applicable), CSA, and FBI.

6.02 The following documents are incorporated by reference and made part of this agreement: (1) the Security
Addendum; (2) the NOC 2000 Operating Manual; (3) the GIS Security PoCcy; and (4) Title 28. Code of Federal
Regulations, Part 20. The parties are also subject to applicable federal and state laws and regulations.

6.03 The terms set forth In this document do not constitute the sole understanding by and between the parties

hereto; rather they augment the provisions of the CJIS Security Policy to provide a minimum basis for the
security of the system and contained Information and it is understood that there may be terms and conditions of

the appended Agreement which impose more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified by the parties to the
appended Agreement without the consent of the FBI

6.05 All notices and correspondence shaO be forwarded by Rrst Class mail to:

information Security Officer

Criminal Justice Information Services Dhrision, FBI

1000 Custer Hollow Road

Oarksburg, West Virginia 26306
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Attachment 2 - OlS Certification
7s

federal bureau of INVESnCATION
CRIMINAL JUSTICE INFORMADON SERVICES

SECURITY ADDENDUM

CERHFICATIGN

I hereby certify that I am famlUar with the contents of (1) the Security
authority and purpose; (2) the NCIC 2000 Operating Manual; (3) the ClIS Security Policy; and (4)
Federal Regulations, Part 20. and agree to be bound by their provisions.

I recognize that Lmlnai history record Information and related data, by Its very na^m is
has potential fbrgreat hLrm if misused. I acknowtedge that access to criminal history
rela^ data is therefore' limited to the purposc(s) for which a government agency has entered into the contract
Incorporating this Security Addendum. I understand that misuse of the system by. among other things: ac^ng
it without authorization; accessing It by exceeding authorization; accessing it for an improper purpose; wln&
disseminating or n-disseminating information received as a resutt of this contract for a purpose other than that
envisioned by the contract, may subject me to administrative and criminal penalties. I understand that accessing
the system for an appropriate purpose and then using, disseminating or re-disseminating the information
received for another puriwse other than execution of the contract also constitutes misuse, t further understand
that the occurronce of rnlsuse does not depend upon whether or not I receive additional compensation for such
authorized activity. Such' exposure for misuse Includes, but is not limited to. suspension or loss of employment
and prosecution for stat! and federal oimcs.

RESERVED FOR SIGNATURE BLOCK

TO BE SIGNED ONLY WHEN INFORMATION AGREEMENT IS SIGNED
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Attachment 3 - Terms Generally Applicable to Purchase Agreements wHh Microsoft

The following GIS-related terms allocate commitments and responsibilities regarding GIS compliance for
Covered Services and will generally be Incorporated Into Mkiosoft's Purchase Agreements with Covered
Entities.

1. tnddent Response: OiS Poticy Section 53, Policy Area 3

in the event of a Security Inddent affecting the Covered Services, Microsoft will address such Incident with
Covered Entitles as set forth In thte section.

a) If Microsoft becomes aware of any Security Incident, Microsoft will promptly: (I) notify the affected Covered
Entitylies) of the Security Incident; (II) Investigate the Security incident and provide Covered Entity(les) with
detailed information about the Security Incident; and (ill) take reasonable steps to mitigate the effects and
to minlmbe any damage resulting from the Security tnddent

b) An unsuccessful Security Inddent will not be subject to notification under thb section. An unsuccessful
Security inddent Is one that results In no unlawful or unauthorized access to Covered Entity Data or to any
Microsoft equipment or fadlities storing Covered Entity Data, and may indude, without limitation, pings and
other broadcast attacks on firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of

service attadb, packet sniffing (or other unauthorized access to traffic data that does not result in access
beyond IP addresses or headers) or similar Incidents.

c) Microsoft's obligation to report or respond to a Security incident Is not and will not be construed as an
acknowledgement by Microsoft of any fault or liability with respect to the Security Inddent.

d) NotKlcatton of Security Incidents will be delivered to one or more administrators of affected Covered
Entitles by any means Microsoft selects, Indudlng via email. It is a Covered Entity's sole responsibility to
ensure Covered Entit/s administrators maintain accurate contact Information on the Online Services portal
at ail times.

e) Compliance with CIS Poficy Incident Response requirements, as detailed in the CIS Poticy, wQl be a joint
obttgation of Microsoft and Covered Entities.

f) Covered Entlty(les) will be responsible to notify the CSA of a Security Inddent if such notification is required
under applicable requirements in State.

g) In the event Microsoft reasonably antldpatu that a Security inddent may require legal action against
Involved Indivldual(s), or where the Security Inddent involves either civil or criminal action, Microsoft will
conduct its Investigative activities under guidance of legal staff and in accordance with applicable rules of
evidence, to the extent consistent with the primaiy inddent response objectives of containing, resolving,
and mitigatir^ the Impact of a Security Inddent to Covered Entity(les).

2. Qoud Computing: CfIS Policy Section 5.10, Policy Area 5.10.13

Microsoft uses Covered Entity Data as set forth In Section 4.a (Use of Covered Entity Data) of this Agreement
and Its Purchase Agreement with the Covered Entity for provision of the Covered Services.

3. Covered Entity Considerations for Compliance with CIS Policy

As part of each Covered Entit/s preparation to use the Covered Services, the Covered Entity should review

applicable services documentation, Indudlng Office 365 OIS implementation reference document(s). Covered

Entities are responsible to determine how they can use the Covered Services in a manner compliant wHh the
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aiS Policy, whether

Services, and to adop

use (or norKJse)ofot{

Covered Entities' co

configuration of the

than Microsoft (e^.,

they can appropriately use any other services or products offered vnth the Covered
t and implement poUdes and practices for appropriate use of the Covered Services, and
;her services or products offered with the Covered Services, to achieve such complia^.
npiiance with the aiS Policy will be dependent, In part, upon Covered Entitles'
services and Covered Entities' compliance vrfth authoritative guidance from sources other
NCIC 2000 Operating Manual).

4. Covered Services Deliyery Obligations

In providing Coverec

Purchase Agreemen
Services to Covered Entitles, Microsoft will comply with applicable provisions of Its
with Covered Entitles and will adhere to the provisions In this Section 4 (Covered Services

DeDverv Obilgatlonsj. The terms of the applicable Purchase Agreement, this Section 4, and any other terms In
this Agreement relate to the operation and delivery of the Covered Services to Covered Entitles are rwt
separately enfbrceaUe by CSA except to the extent CSA is itself a (or part of) a Covered Entity that has
purchased Covered Services.

a| Use ofCoveLd Entity Data. As set forth in the agreements signed by each Covered Entity, Microsoft
will use Covered Entity Data only to provide Covered Entitles the Covered Services, hduding purposes
compatible tvrth providing those services. Microsoft will not use Covered Entity Data or derive Information from
it for any advertising'or similar commerdal purposes. Microsoft shall not capture, maintain, scan, index, share or
use Covered Entity data stored or transmitted by the Covered Service, or otherwbe use any data-mining
technology, for any non-authorized activity. The Covered Services will be logically separate from Microsoft's
consumer Online Serms. Covered EntHy Data, other data in Microsoft's consumer Online Services, and data
created by or resulting from Microsoff s scanning, indexing, or data-mining activities of such data, will not be
commingled unless ejxpressly approved by Covered Entity In advance.

Covered Entity Data i ollected by a Covered Entity for performance of criminal justice functions will, to the
extent it Is stored arv I processed by Covered Entity in the Covered Services, be treated as if such Covered Entity
Data Is ai for aD purposes of this Agreement For darity. Covered Entity should not use Glin the directory for
Office 36S-branded or CRM Online Government-branded Covered Services and Covered Entity Data In the
directory will not be treated as Gl.

b) Location of Covered Entity Data at Rest Microsoft will provide the Covered Services from data centers
in the United States, in connection with the Covered Services, Microsoft will store the following Covered Entity
Data at rest in data centers only in Ure Continental United States:

For Office 365-branded Covered Services: (!) Exchange Online mailbox content (e^nail body, calendar
entries, and the content of email attadiments); and (il) SharePoInt Online site content (not URL) and the
hies stored within that site;

For Azure Goicmment-branded Covered Services: Covered Entity Data for Azure Services that are
Covered Services hereunden and

For CRM Onli »e Government-branded Covered Services; For entities managed by the Microsoft
Dynamics CRM Online Services that are Covered Services hereunder. Covered Entity Data In the
application entities.
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Microsoft Representatives, including subcon^ctors employed by Microsoft, who have access to CJI will be
within full legal jun'sdlction of the United States.

c) Third Party Requests for Covered Enttty Data. Microsoft will compty with all applicable laws relevant In
the provision of Covered Services to Covered Entitles. Microsoft will not voluntarily provide or grant access to

Covered Enttty Data to any third party. Microsoft will ensure that all Its Representatives comply with all terms
and conditions set out In this section. Furthermore, Microsoft accepts full liability for all acts or omissions of its
Representatives as if they were Microsoft's own acts or omissions. Upon receipt of a third party request:

i) Microsoft will review the demand to determine If It is valid and if Microsoft Is required by law to disclose
Covered Entity Data. Microsoft will only disclose Covered Entity Data when required by a third party
request that b Issued by a third party with the authority and jurisdiction to compel Microsoft to disdose
the requested Information and that b targeted at specific individual accounts or users associated vnth
the Covered Service. If Microsoft b not required by law to disclose the Covered Entity Data, Microsoft
will reject ft;

II) Unless prohibited by law. Microsoft will notify each applicable Covered Entfty of the third party request;
liO Even where a third party request b valid and could compel Microsoft to disclose the Information,

Microsoft will use best efforts to redirect the tturd party to request the data from the applicable
Covered Entity;

Iv) Microsoft win r>ot provide any government or related ̂ ency or entity with direct, blanket or unfettered
access to Covered Entity Data;

v) Microsoft win not provide any government or related agency or entfty with (a) the platform encryption
keys used to secure Covered Entity Data or (b) the ability to break such eruTyptlon;

vi) Microsoft will not provide any government or related ̂ ncy or entity with broad, umq)edfic or

Indbcflmlnate access. Including Indirect access, to Covered Entity Data; and
vil) Microsoft will not provide any government or related agency or entity with any kind of access to

Covered Entity Data if Microsoft b aware that such data b used for other purposes than stated in the

respective search warrant, court order, subpoena or discovery request.

In addition, Microsoft vidll comply with a Covered Entity's reasonable requests to respond to or oppose a third
party request If ft comes from a governmental entity, and v^ll provide the applicable Covered Entfty{les) with the
information and toob required for them to respond to such third party request, provided that such information
b within Microsoft's reasonable control and with such toots typically made available to Covered Entities.

In support of tfie above, Microsoft may provide a Covered Entity's basic contact information to the third party.
Covered Entities are each responsible for responding to requests by a third party regarding their use of Covered

Services, such as a request to take down content under the Digital Millennium Copyright Act

Remainder of page intentionally left blank.
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