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Criminal Justice Information Services
Management Agreement for Covered Services

. PARTIES

This Criminal Justice Information Services {CJIS) Information Agreement for Covered Services (Agreement) is

entered into between the NEW HAMPSHIRE DEPARTMENT OF SAFETY (CSA) and Microsoft. The CSA and
Microsoft shall collectively be referred to hereinafter as “the Parties.”
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.  AGREEMENT STRUCTURE
This Agreement consists of:

Sections I- IV herein;

Altachment 1'= the FBI CJIS Security Addendum,

Altachment 2 - Microsoft's FBI CJIS Security Addendum Certification; and

Attachment 3 - Terms Generally Applicable fo Purchase Agreements with Microsofi {provided for
informational purposes). ’ '

iil.  DEFINITIONS

The following definitions are used in Lhis Agreement:

“Affillate” means, with regard to Microsoft, any legal entity that Microsoft owns, that owns Microsoft, or
that is under common ownership with Microsoft.

*Continental United States™ means the area of the United States of America comprising the 48 states that
are south of Canada and north of Mexico [known as the lower a8 states) and the state of Alaska,

“Criminal Justice Information” (CJt) is defined in the CHS Policy.
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“Ci1S Policy” means the Federal Bureau of investigation (FB) Criminal Justice Information Services (TIs)
Security Fobt.yl that is in effect as of the effective date of a Purchase Agreement related to this Agreement
and any succéssor versions brought into effect by the FBI during the term of the applicable Purchase
Agreement, bt excluding draft versions of CJIS Policy, versions of CJIS Policy released for comment or
review and similar proposed policy versions that may be released by the FBI but not finally adopted.

"CIIS Security Addendum® means the CIIS Security Addendum included in Appendix H to the CIIS Policy.

“Confidential {nformation® is non-public information, know-how and trade secrets in any form that Is
designated as|“confidential” or a reasonable person knows or reasonably should understand to be
confidential. Confidential Information does not include the following types of information, however
marked:
1. Information that is, or becomes, publicly avallable through the State without a breach of this
Agreement;
2. Information that was lawfidly known to the receiver of the information without an obligation to keep
it confidential;
3. Information that is received from another source who can disclose it lawfully and without an
ohligation to keep it confidential;
4, Information that is independently developed; or
5. Information that is a comment or suggestion (A volunteers about Microsoft’s business, products or
services.
“Covered Entity” means any state or local government entity in State that purchases subscription licenses
for Covered Services pursuant to its Purchase Agreement, and whose use of the Covered Services Is
subject to IS Policy.
“Covered Entity Data”" means all data, including all text, sound, video, or image files, and software, that
are provided to Microsoft by, or on behalf of, the Covered Entity through use of the Covered Services),
which may indude but Is not limited to CJl. Covered Entity Data is referred to as “Customer Data” in
Purchase Agreements between Microsoft and Covered Entitles.

“Covered Services” means the following multi-tenant "community” cloud services:

(1) Each of the following Office 365-branded services: Exchange Online, SharePoint Qnline,
Exchange Online Archiving, and Office Web Apps when delivered as part of Office 365
Government Plans E1 (formerty G1), E2 {formerly G2), E3 (formerly G3), E4 (formerly G4}, K2,
K2) or as standalone Government Community Cloud plans, Without {imitation, Covered
Services do not include Office 365 ProPius, Lync Online or other Office 365-branded or

separately branded Online Services; and/or

{2) Each of the Azure Government-branded services listed as being in the scope of the CIIS Policy
at http://azure.microsoft.com/en-us/support/trust-center/services; and/or

{3) Each of the CRM Online Government-branded services described at
http://go.microsoft.com/fwlink/?LinklD=523874, which covers the Microsoft Dynamics CRM
Online services provisioned for eligible government community cloud entities, excluding (a)
Microsoft Dynamics CRM for supported devices, whidvincludes but Is not limited to Microsoft
Dynamics CRM Online services for tablets and/or smartphones; and (b} all separately-branded
services made independently avaitable with or in addition 10 CRM Online Government.

Microsoft may, from time to time, add new Covered Services, In which case Microsott will work
in good faith with CSA and Covered Entities to amend this Agreement and applicable Covered
Entity Purchase Agreements to add such new Covered Services.
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*CSA” means the CJIS Systems Agency (2 that term is defined In the CIS Policy) for the State.

“Rey Microsoft Personnel” means Microsoft's Representatives who engage in the delivery of Covered
Services and who have physical or loglcal access to unencrypted CJI.

“Personally Identifiable Information” or “PI1* means information which can be used  to distinguish of
trace an Individual's identity, such as name, social security number, or blometric records, alone or
when combined with other personal or identifying Information which is linked or Fnkable to a specific
individual, such as date and place of birth, or mother's maiden name.

“Purchase Agreement” means the agreement, either with Microsoft or a company authorized to
contract on its behalf, pursuant to which a Covered Entity purchases Covered Services.
"Representative” means (i) an employee, contractor, advisor or consultant of one of the Parties; or (i)
in the case of Microsoft, one of its Affiliates.
“Security Incident” means any;
1. unlawful or unauthorized access to any Covered Entity Data stored on Microsoft's equipment or
in Microsoft’s facilities, resulting in loss, disclosure, or alteration of Covered Entity Data; or
2. unlawful or unauthorized access to such facilities or equipment, resulting in loss, disclosure, or
alteration of Covered Entity Data.

“State” means New Hampshire,
Capitalized terms used but not defined in this Agreement will have the meanings provided in the CIIS Policy.

V. TERMS AND CONDITIONS
A. Purpose

Covened Services will be delivered subject to the terms of this Agreement and the Purchase Agreements.
The Agreement is not an endorsement or certification of Microsoft Covered Services by the CSA. Nothing
in this Agreement shall make CSA a party to any Purchase Agreement. Covered Entities are responsible

" to determine how they can use the Covered Services in a manner compliant with QIS Poficy. Attachment
3 generally describes how Microsoft will provide Covered Services to support Covered Entities’ IS

obligations.
B. CSA Role on Beha!f of Covered Entities.

The Parties are entering into this Agreement to facilitate use of Covered Services by entitles in the State
that are Covered Entitles and are subject to the ClIS Policy. On behalf of all Covered Entities, CSA will
perform personnel screening of Key Microsoft Personnel, and will exercise certain other rights or
obligations under the CJIS Palicy as described in this Agreement.

In order for CSA to perform these functions, Microsoft will be required to provide CSA information that is
proprietary or confidential, Including highly sensitive Personally Identifiable Information pertalning to Key
Microsoft Personnel.

C. Confidential Information.

This Confidential Information section will supersede any other canfidentiality or non-disdosure
agreement in effect between the Parties, sofely for purposes of this Agreement.

(WWYENGXMay2016) CJIS Massgement Agreement BD
CTX Pagcd of 16




1. CSAwill treat Key Microsoft Personnei Pll; adjudication results; any Information provided in the
course of an audit or other examination; and engineering, design, security, compliance, privacy
and security information of Microsoft reiated to the Covered Services, as Microsoft trade secret
or security-sensitive Confidential Information exempt from pubfic disclosure in response to 2
public records request or otherwise. Moreover, each Party will:

{a) To take reasonable steps to protect each other’s Confidentlal Information. These
steps must be at least as protective as those the party takes to protect its own
Confidential Information of similar sensitivity or importance;

(b) To notify the other Party promptty upon discovery of any unauthorized use or
disclosure of Confidential Information; and

(c) To cooperate with the other party to help regain controd of the Confidential
Information and prevent further unauthorized use cor disdosure of it.

2. CSA may disclose Microsoft’s Confidential information to its Representatives and (both current
and prospective) Covered Entities only if those Representatives or Covered Entities have 2 need
to know about it for purposes of the Parties’ business relationship with each other. Before doing
s0, CSA must:

{a} Ensure that Representatives and Covered Entitles are required to protect the
Confidential Information on terms consistent with this Agreement; and

{b) Accept responsibility for each Representative’s and Covered Entity’s use of
Confidential information.

3. Each party may disclose the other’s Confidential Information If required to comply with a court
order or pther government demand that has the force of law. Before doing so, the disclosing
party rnu:st seek the highest level of protection available and, when possible, give the other party
enough prior notice to provide a reasonable chance to seek a protective order.

4. Except as permitted abave, neither of the Parties will disclose the other party’s Confidential
lnformaﬁon'. This obligation will continue for as long as each of the Parties retain the other’s
Conﬁdentlal Information. Uniess required by law to retain such information, upon termination of
this Agreement each of the Parties will delete all Confidential information recefved by the other

party under|this Agreement.
D. OIS Requirements.
Microsoft agrees to comply with all applicable requirements of the CJIS Policy, as set forth In this
Agreement alnd the Purchase Agreements with Micrasoft signed by each Covered Entity that enrolls
under a Microsoft Enterprise Agreement.

The Partles have agreed that certaln requirements of the CJIS Policy that pertain to use of the
Covered Servlces by Covered Entities will be fulfilied as set forth in this section.

1. Security Awareness Training: CHS Pollcy Section 5.2, Policy Area 2

Microsoft will supplement its existing security training program as required to meet the
requiremlents of Section 5.2 of the CIIS Policy. Required training will be delivered to Key
Microsofl Personnel who have met the adjudicatlon standards within six months of the later of
the date Microsoft enters Into an agreement with a Covered Entity, or the date CSA notifies
Microsoft that personnel have met the adjudication standards. Microsoft will refresh training for

in scope personnel on at least a biennlal basis thereafter.
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Micrasoft will maintain training records, which will be available to C5A upon written request.
CSA will be responsible to provide copies of training records to Covered Entities if and as

necessary.

2. Formal Audits: C)IS Policy Section 5.11, Policy Area 11

8) Audits by FBI CIIS Division, In the event the FBI CIIS Division deslres to perform an audit of
the Covered Services, Microsoft will cooperate with such audit in good faith. The FBI may be
permitted to access Covered Entity Data associated with Covered Entitles in scope for the
audlt, but not data belonging to other customers In the multi-tenant environment from
which the Covered Services are deflvered who are not in scope for the audit. If the FB)
identifies what It believes to be deficiencles In the Covered Services as a result of an audit,
the Parties are committed to working together In good falth to resolve the FBI's concerns
through discusslon and Interaction between CSA, Microsoft, and the FBI. Shouid the
participation of a Covered Entity be required, CSA will coordinate such participation,

b) Audits by CSA.

@

(ii)

(iti}

(iv)

(v}

v

(vii)

(WW)YENGYMay2016)

CSA reserves the right to conduct on-site audits of the Covered Services, In
accordance with the CliS Policy, to ensure Microsoft is in compliance with the CIS
Pollcy and this Agreement. Any such audit witl be at C5A's expense.

In the event CSA determines it necessary to perform an audit of Microsoft's
provision of the Covered Services, whether on-site or by other means as described
below, Microsoft will cooperate with such audit. The Parties will make every effort
to operate in good falth, consistent with emerging industry standards on cloud
service aecreditation and/or certification. Prior to exercising its right to any onsite
audit, the Parties will first cooperatively use the least disruptive and least labor-
intensive approaches needed available to fully satisfy CSA's requirements.

tn accordance with (i), above, if required and upon CSA's written request, CSA
shall be permitted to access the Microsoft facilities, applicable records, and
Covered Entity Data, each of which as they are directly related to the Covered
Services, in connection with such audit, but not data belonging to other customers
in the multi-tenant environment from which the Covered Services are deiivered,
or who are not in scope for the audit.

If the CSA [dentifies what it believes to be non-compliance Issues in the Covered
Services as a result of an audit, the Partles are committed to working together in
good faith through discussion and interaction to bring Covered Entities’ use of the
Covered Services back into compliance. Should the participation of 2 Covered
Entity be required, CSA will coordinate such participation.

in acoordance with (i), above, if required and upon CSA’s written request, in lieu
of an on-site audit, CSA may be able to satisfy its requirements for information via
reference to Microsoft’s services documentation, including audit reports prepared
by Microsoft’s qualified third party auditors.

in the event CSA reasonably determines information provided as described in {v)
above is not sufficient for CSA’s audit objectives then, upon CSA’s written request,
Microsoft will provide CSA or its quaiified third party'auditor the opportunity to
communicate with Microsoft's auditor at CSA’s expense.

CSA will be provided, upon request, the most recent continuous monitoring
reports and aceess to detalled audit mateslats generated by Microsoft's regular
monitorning of security, privacy, and eperational controls in place to afford CSA an
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ongoing view into effectiveness of such controts, and CSA may communicate with
Microsoft operational subject matter experts regarding the content of such
information.

{vlil} CSA acknowiedges that Covered Entities will be required by Microsoft to rely on
CSA for the full satisfaction of any audit that may otherwise be requested by any
Covered Entity.

¢ Confidentiality of Audit Materials. Audit information provided by Microsoft to the FBI CIIS
th'mon or CSA will consist of highty confidential proprietary or trade secret information of
Mhl'.rosoft and be considered Confidential Information. Microsoft may request reascnable
asslumnoes, written or otherwise, that information will be malntzined as confidential and/or
trade secret information subject to this Agreement prior to providing such information to
CSA, and CSA will ensure Microsoft’s audit information is afforded the highest level of
confidentiality available under applicable law. -

3. State and Federal Agency User Agreements: ClIS Policy Section 5.1, Policy Area 5.1.1.2

If in order to fadilitate FBI penetration testing required under a Covered Entity’s user agreement,
CsA delermines it requires penetration testing information related to the Covered Services, CSA
will relv on the following Microsoft processes and information;

a)

6S-brd ‘ ed Serices, Microsoft
shall design, test and operate the Covered Services to ensure they are free of common
security vulnerabilities. Microsoft shall regutarty conduct penetration testing to evaluate the
secudty controls at the application (e.g. Exchange Online, SharePoint Online), platform
(Azure Government services), host, and networks layers used to provide the Covered
Servlces. Microsoft shall take commerially reasonable steps to remediate significant
wealmesses discovered. Assessment of penetration testing will be done by independent
thITrd party auditors and indluded In the scope of audit relevant to Covered Entity’s service
oelrtiﬁcanon or accreditation.

. . Additionally, Microsoft has established a policy for Azure
Govemment customers to camry out authorized penetration testing only on their
applicauons hosted in Azure Government. Because such testing can be indistinguishable
from a real attack, It is critical that customers conduct such penetration testing only after
ol:lutalnm approval in advance from Azure Customer Support. Penetration testing must be
conducted in accordance with Microsoft’s terms and conditions. Requests for penetration
tatmg should be submitted with a minimum of 7-day advanced notice. To learn more or to
inlltlate penetration testing, please download the Penetration Testing Approval form at
http://download.microsoft.com/download/C/A/1/CA1E438E-CEZF-4659-B1CY-
Clli1491713583/Penetration%20Test%ZOQuesﬂonnaIre.dooc and then contact Azure
Customer Support.

4. Personnel Security: QIS Policy Section 5.12, Policy Area 12

a) CSA will be respansible to perform persannel screening to ensure that Key Microsoft
Pefsonnel have met the adjudication standards pursuant to Section 5.12 of the CJIS Policy.
To facilitate such screening:

(i}  CSAwill provide Microsoft with the adjudication criteria employed by CSA as may
be updated from time to time;

()  Microsoft will provide CSA a list of personnel reasonably anticipated to have
physical or logical access to Covered Entity Data during the migration and
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onboarding process for Covered Entities. }f Covered Entities electto obtalin
services from Microsoft in addition to the Covered Services (e.g. consulting
services in connection with Covered Entities’ migration and onboarqlng to the
Covered Services), such personnel will not be included in scope for personnel
screening unless separately agreed by the relevant Covered Entity, CSA, and
Microsoft;
(i) Microsoft will ensure delivery to CSA of mutually agreeable Personally Identifiable

" Information on Key Microsoft Personnel, via an agreed delivery mechanism, to
enable CSA to perform adjudication.

(v) CSA will maintain and provide to Micrasoft a list of Key Microsoft Personne! who
are successfully screened, as CSA deems appropriate;

{v)  Unless otherwise specified by the FBI CJIS Division, personnel screening will be
performed by the CSA on behalf of Covered Entities in the State. Adjudication by
counties, cities, or other subdivislons or agencles of state government will not be
permitted; and

{vi) Unless otherwise specified by the FBI CIIS Division, CSA will be responsible to
confirm to Covered Entities that required personnel screening has been
completed, and to maintain and provide such records of completed personnel
screening to Covered Entities as CSA or Covered Entitles deem necessary.

b} if personnel who have not been subjected to personnel screening require temporary access
to the Covered Services, {e.g., to resolve a support issue), Microsoft will easure such
temporary access Is under the supervision of Key Microsoft Personnel who have been
successfully screened by CSA or are otherwise authorized by CSA to exercise temporary
access.

¢) inthe event that the FBI Advisory Policy Board establishes policy authorizing the C5A to
accept personnel results from another criminal justice entity, the CSA may optionally accept
external dearance results in lleu of CSA conducting its own screening.

d} Microsoft shall immediately terminate access of Microsoft’s and Its subcontsactors’
persannel to networks and systems contalning Covered Entity Data upon termination of an
individual's employment, or If the individual is reassigned or transferred to other positions
within Microsoft where such access is not required.

e} Microsoft shall employ a formal sanctlons process for personnel who fall to comply with
established Information security policies and procedures.

5. NCIC 2000 Operating Manual

CSA acknowtedges and affinms that the NCIC 2000 Opeérating Manual consists of guldance and/or
requirements for Covered Entities” use of the Covered Services. In the event (SA determines the
NCIC 2000 Operating Manual {or any subsequen? version) impnses obiigations with respect to the
Covered Services that can, In CSA's opinlon, only be satisfied via changes in the manner in which
the Covered Services are operated or delivered to Covered Entity, CSA will provide, or will cause
Covered Entities to provide, Microsoft with written notification of changes believed to be
required of Microsoft in order to enable Covered Entlties’ continued compliance with the NCIC
2000 Operating Manual {or any subsequent version}, and Microsoft agrees to consider such
request(s) in good faith.

E. General Rights and Obilgation
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1. Nolicense.

CSA ohtains no rights or license to use Covered Services under this Agreement. Purchase or use of
Covered Servu:es by any entity in the State will require the entity ta contract for the purchase of
such Covered Services via Purchase Agreements with Microsoft.

2. Applicable law; dispute resolution.

The terms of this Agreement will be govemed by the laws of CSA’s state, without ghving effect to its
conflict of laws. Disputes relating to this Agreement will be subject to applicable dispute resolution
laws of CSA’ s state.

3. Walver,
Any delay Pr failure of either of the Parties to exercise a right or remedy will not result in a waiver of
that, or any other, right or remedy.

4. Money dallnues insufficlent.
The Parties acknowledge that money damages may not be sufficent compensation for a breach of
this Agree ‘ ent. The Parties agree that either of the Parties may seek court orders to stop
Confidential Information from becoming public In breach of this Agreement.

5. Attomeys’|fees.

In any dispute refating to this Agreement, the prevailing party will be entitled to recover reasonable
attorneys’ fees and costs.

6. Asslgnmenlt.
Microsoft may assign this Agreement to an Affiliate. CSA may not assign this Agreement without
Microsoft’s approval, which shall not unreasonably be withheld. Notwithstanding the preceding,
CSA may assign this Agreement to a successor entity that assumes CSA’s role as CSA for the State,

Remainder of page lntentmnally left blank.
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7. Severability,

If a court holds any provision{s) of this Agreement to be lllegal, Invalld, or unenforceable, the rest of
the document will remain in effect and this Agreement will be amended to give effect to the
eliminated provision(s) to the maximum extent possible.

8. Entire Agreement

This Agreement is the complete and exclusive statement of the agreement between the Parties with
respect to the subject matter thereof, and supersedes all prior negotiations, representations,
proposals, and other communications between the Parties either oral or written. The Agreement
may only be amended by a written document signed by the Parties, by and through thelr duly
authorized Representatives.

This Agreement does not grant any Implied intellectual property licenses to Confidential
tnformation, except as stated above. The Parties may have contracts with each other covering other
spedific aspects of the Parties’ relationship ("other contracts”). The other contracts may include
commitments about Confidential Infarmation, either within it or by referencing another non-
disclosure agreement. If so, those obligations remain in place for purposes of that aother cantract.
With this exception, this is the entire Agreement between the Parties regarding Confidential
Information. it replaces all other agreements and understandings regarding Confidential

Information.
9. Term and Termination

This Agreement will be effective when executed by both Parties. This Agreement will terminate
automatically upon termination of the last Covered Entity’s subscription for Covered Sennces then in

effect.
MICROSOFT CONTACT INFORMATION

A. Notices to Microsoft.

Notices, authorizations, and requests in connection with this Agreement must be sent by regular or
overnight mail, express courier, or fax to the addresses listed below. Microsoft will treat notices as
delivered on :he date shown on the retum receipt or on the mur:er or fax confimation of detivery

Notices should be sent ta: o Coples should be sent to;
Microsoft Corporation Mlcrosoft Corporatlon :
- Volume Licensing Group. . Corporate, External & Legal and Aﬂ"airs g
i One Microsoft Way . Volume Licensing Group i
.|| Redmond, WA 98052 ifl One Microsoft Way Bk
|l usa | Redmond, wa 98052 Cp
1i Via Facsimile: (425) 936-7 | usa ;':.:
| N _ ( | ) ] 329 | via Facsimite: {425) 936-7329 '

B. Notices to CSA In connection with Covered Services. Any notices in connection with the Covered
Services will be delivered to Covered Entity by Microsoft. Covered Entities will determine whether
these or any other notices regarding the Covered Services are required to be delivered to CSA or to
the FBI CJIS Division as cantemplated in Section 6.05 of the FBI CIIS Security Addendum and, if
required, deliver such notices.
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Attachment 1 - FB! ClIS Security Addendum

FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate security is provided
for criminal justice sys'tems while {1) under the control or management of a private entity or {2) connectivity to
FBICHS Systems has bleen provided to a private entity (contractor). Adequate security is defined In Office of
Management and Bquet Circular A-130 as “security commensurate with the risk and magnitude of harm
resutting from the loss, misuse, or unauthorized access to or medification of information.”

The intent of Ithls Security Addendum Is to require that the Contractor maintalin a security program
consistent with federal and state [aws, regulations, and standards (including the CJIS Security Policy in effect
when the contract is executed}, as well as with policies and standards established by the Criminal Justice

Information Services (CJIS) Advisory Policy 8oard (APB).

This Security IMdendmn identifies the duties and responsibilities with respect to the installation and
maintenance of adeq?ate internal controls within the contractual relationship so that the security and integrity
of the FBI's lnformatlon resources are not compromised. The security program shall Include consideration of
personne! security, site security, system security, and data security, and technical security.

The provislons of this Security Addendum apply to all personne!, systems, networks and support
facilities supporting and/or acting on behalf of the government agency.

1.0 Definitions

1.01 Contracting Govemment Agency (CGA) - the government agency, whether a Criminal Justice Agency or 2
Noncriminal Justice Agency, which enters into an agreement with a private contractor subject to this Security
Addendum.

1.02 Contractor - a private business, organization or individua! which has entered Into an agreement for the
administration of criminal justice with a Criminal Justice Agency or a Nencriminal lustice Agency.

2.00 Responsibiities of the Contracting Government Agency.

201 The CGA will ensure that each Contractor employee receives a copy of the Security Addendum aad the QIS
Security Policy and executes an acknowledgment of such receipt and the contents of the Security Addendum.
The signed ad:nowledgmenls shall remain in the passession of the CGA and available for audit purposes. The
acknowledgement may be signed by hand or via digital signature (see glossary for definition of digital signature).

3.00 Responsibllities of the Contractor.,

3.01 The Contractor uJIII maintain a security program consistent with federal and state laws, regulations, and
standards (induding the CJIS Security Policy in effect when the contract Is executed and all subsequent versions),
as well as with policies and standards established by the Crimina! Justice Information Services (CIS) Advisory

Policy Board (APB). |
4,00 Security Violations.

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and the Director, FBI, along with
indications of actions taken by the CGA and Contractor.
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4.02 Security viclations can justify termination of the appended agreement.
4.03 Upon notification, the FBI reserves the right to:
a. Investigate or dedline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, induding telecommunications links. The FBI will provide
the CSO with timely written notice of the suspension. Access and services will be relnstated only after
satisfactory assurances have been provided to the FBi by the CGA and Contractor. Upon termination, the
Contractor’s records containing CHRI must be deleted or retumed to the CGA.

5.00 Audit

5.01 The FBi is authorized to perform a final audit of the Contractor’s systems after termination of the Security
Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights, privileges, or obligations on any
persons other than the Contractor, CGA, CIA {where applicable), CSA, and F81.

6.02 The following documents are incorporated by reference and made part of this agreement: (1) the Security
Addendum; (2) the NCIC 2000 Operating Manual; {3) the CJIS Security Policy; 2nd (4) Title 28, Code of Federsl
Regulations, Part 20. The parties are also subject 1o applicable federal and state laws and regulations.

6.03 The terms set forth in this document do not constitute the sole understanding by and between the parties
hereto; rather they augment the provisions of the CIiS Security Policy to pravide a minimum basis for the
security of the system and contained information and it is understood that there may be terms and conditions of
the appended Agreement which impose more stringent requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI, and may not be modified by the partles to the
appended Agreement without the consent of the FBL

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer

Criminal Justice information Services Division, FBI
1060 Custer Hollow Road

Clarksburg, West Virginla 26306
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' incorporating this Security Addendura. ! understand that mis

Attachment 2 — CJIS Certification

FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE lNFO(lMAﬂON SERVICES
SECURITY ADDENDUM

CERTIHCATION

| hereby certify that 1 am familiar with the contents of (1) the Security Addendum, Including its legal
authority and purpose; {2) the NCIC 2000 Operating Manual; (3) the QIS Security Policy; and (4) Title 28, Code of

Federal Regulations, Part 20, and agree to be bound by their provisions.

| recognize that L‘imlnal history record Information and related data, by its very nature, Is sensitive and
has potential for great hhrm i misused. | acknowledge that access to criminal history record information and
related data is therefbre: limited to the purpose(s) for which a government agency has entered into the contract
use of the system by, among other things: accessing
it without author'mtlonf accessing it by exceeding authorization; accessing it for an Improper purpose; using,
dissemIinating or re-dlssémmatmg information recetved as a resutt of this contract for a purpose other than that
and criminal penattles. | understand that accessing

envisioned by the contn%ct. may subject me to administrative
the system for an appropriate purpose and then using, disseminating or re-disseminating the information

received for another purpose other than execution of the contract also constitutes misuse. | further understand
that the occurrence of misuse.does not depend upon whether or not ! receive additional compensation for such
authorized activity. Suchl exposure for misuse Includes, but is not limited to, suspension or loss of emptoyment

and prosecution for state and federal crimes.

RESERVED FOR SKGNATURE BLOCK
TO BE SIGNED ONLY WHEN INFORMATION AGREEMENT IS SIGNED
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Attachment 3 ~ Terms Generally Applicable to Purchase Agreements with Microsoft

The following CJIS-related terms allocate commitments and responsibilities regarding CJIS compllance for
Covered Services and will generally be incorporated into Microsoft's Purchase Agreements with Covered
Entities. '

1. Incidamt Response: CIIS Policy Section 5.3, Poficy Area 3

In the event of a Security Incident affecting the Cavered Services, Microsoft will address such !ncident with
Covered Entitles as set forth in this section.

a) {f Microsoft becomes aware of any Security Incident, Microsoft will promptly: (i) notify the affected Covered
. Entitylies) of the Security Incident; {ii) Investigate the Security Incident and provide Covered Entity{ies} with
detalled information about the Security Incident; and {ili} take reasonable steps to mitigate the effects and
to minimize any damage resulting from the Security Incident.

b} An unsuccessful Security Incident will not be subject to notification under this section. An unsuccessful
Security incident Is one that resutts in no unlawful or unauthorized access to Covered Entity Data or to any
Microsoft equipment or facilities storing Covered Entity Data, and may indude, without limitation, pings and
other broadcast attacks on firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of
service attacks, packet sniffing (or other unauthorized access to traffic data that does not result in access
beyond IP addresses or headers) or similar Incikdents.

¢} Microsoft's obligation to report or respond to a Security incident is not and will not be construed as an
acknowledgement by Microsoft of any fault or llability with respect to the Security Incident.

d) Notification of Security Incidents will be delivered to one or more administrators of affected Covered
Entities by any means Microsoft selects, including via email, it Is a Covered Entity’s sole responsibility to
ensure Covered Entity’s administrators maintain accurate contact information on the Online Services portal
at alt times,

e) Compfllance with CIIS Policy Incident Response requirements, as detalled in the IS Policy, will be 2 joint
obligation of Microsoft and Covered Entities.

f) Covered Entity{les) will be responsible to notify the CSA of a Security Incident if such notification is required
under applicable requirements in State,

g) Inthe event Microsoft reasonably anticipates that a Security incident may require legal action against
Invotved individual(s}, or where the Security Incident Involves elther civil or criminal action, Microsoft will’
conduct its Investigative activities under guldance of legal staff and in accordance with applicable rules of
evidence, to the extent consistent with the primary incldent response objectives of containing, resolving,
and mitigating the Impact of a Security Incident to Covered Entity(les).

2. Cloud Computing: CIIS Policy Section 5.10, Pollcy Ares 5.10.15

Microsoft uses Covered Entity Data as set forth in Section 4.a (Use of Covered Entity Data) of this Agreement
and its Purchase Agreement with the Covered Entity for provision of the Covered Services.

3. Covered Entity Considerations for Compliance with IS Policy

As part of each Covered Entity’s preparation to use the Covered Services, the Cavered Entity should review
applicable services documentation, including Office 365 CJIS implementation reference document(s). Covered
Entities are responsible to determine how they can use the Covered Services in a manner compliant with the
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Cis Policy, whether they can appropriately use any other services or products offered with the Covered
Services, and to adopt and implement polides and practices for appropriate use of the Covered Services, and
use {or non-use) of ?ther services or products offered with the Covered Services, to achieve such compliance.
Covered Entities’ compliance with the CIiS Policy will be dependent, in part, upon Covered Entities’
configuration of the Iservloes and Covered Entitles’ compliance with authoritative guidance from sources other
than Microsoft {e.g., NCIC 2000 Operating Manual).

4, Covered Services Delivery Obligations

In Pwﬂdfng Covered Services to Covered Entities, Microsoft will comply with applicable provisions of its
Purchase Agreement with Covered Entities and will adhere to the provisions In this Section 4 {Covered Services
Delivery Obllgatlons} The terms of the applicable Purchase Agreement, this Section 4, and any other terms In
this Agreement related to the operation and delivery of the Covered Services to Covered Entities are not
separately enfomea e by CSA except to the extent CSA is itself a (or part of} a Covered Entity that has
purchased Covered Services.

a) Use of Covered Entity Data. As set forth in the agreements signed by each Covered Entlty, Microsoft
will use Covered Enthy Data only to provide Covered Entities the Covered Services, including purposes
compatible with pm+ridim those services. Microsoft will not use Covered Entity Data or derive informatlon from
it for any advertising or similar commercial purposes. Microsoft shall not capture, maintain, scan, index, share or
use Covered Entity Data stored or transmitted by the Cavered Service, or otherwise use any date-mining
technology, for any :t:authorized activity, The Covered Services will be logically separate from Microsoft's
consumer Online Sesvices. Covered Entity Data, other data in Microsoft’s consumer Cnfine Services, and data
created by or resulm&s from Microsoft’s scanning, indexing, or data-mining activities of such data, will not be
commingled unless etressly approved by Covered Entity In advance.

Covered Entity Data collected by a Covered Entity for performance of criminal justice functions will, to the
extent it Is stored amli processed by Covered Entity in the Covered Services, be treated as if such Covered Entity
Data is CJi for all purposes of this Agreement. For clarity, Covered Entity should not use CJl in the directory for
Office 365-branded orCRM Online Govemmenl—branded Covered Services and Covered Entity Data in the

directory will pot be tmated as CJI.

b) Location of Covered Entity Data at Rest. Microsoft will provide the Covered Services from data centers
in the United States. Iln connection with the Covered Services, Microsoft will store the following Covered Entity
Data at rest in data centers only in the Continental United States:

Far Office 36.»-branded Covered Services: {i) Exchange Online mailbox content {e-mail body, calendar
entries, and th content of email attachments); and (i) SharePolint Online site content (not URL) and the

files stored’ w'ithln that site;

For Arure Gayemmnt—hm\ded Covered Services: Covered Entlty Data for Azure Services that are
Covered Services hereunder; and

For CRM Online Government-branded Covered Services: For entities managed by the Microsoft
Dynamics CRlbl Online Services that are Covered Services hereunder, Covered Entity Data in the

application entlties.
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Microsoft Representatives, including subcontractors employed by Microsoft, who have access to Ol will be
within full legal jurisdiction of the United States.

<) Third Party Requests for Covered Entity Data. Microsoft will comply with all applicable laws relevant in
the provision of Covered Services to Covered Entitles. Microsoft will not voluntarily provide or grant access to
Covered Entity Data to any third party. Microsoft will ensure that all its Representatives comply with all terms
and conditions set out in this section. Furthermore, Microsoft accepts full llability for alt acts or omissions of its
Representatives as Iif they were Microsoft’s own acts or omissions. Upon recelpt of a third party request:

i) Microsoft will review the demand to determine If it is valid and i Microsoft Is required by law to disdose
Covered Entity Data. Microsoft will only disclose Covered Entity Data when required by a third party
request that is issued by a third party with the authority and jurisdiction to compel Microsoft to disclose
the requested Information and that is targeted at spedific individual accounts or users associated with
the Covered Service. If Microsoft is not required by law to disclose the Covered Entity Data, Microsoft
will reject it;

ii)  Unless prohibited by law, Microsoft will notify each applicable Covered Entity of the third party request;

il  Even where a third party request is valid and could compel Microsoft to disclose the information,
Microsoft will use best efforts to redirect the third party to request the data from the applicable
Covered Entity;

)  Microsoft will not provide any government or related agency or entity with direct, blanket or unfettered
access to Covered Entity Data;

v)  Microsoft will not provide any government or related agency or entity with (a) the platform encryption
keys used to secure Covered Entity Data or (b) the abiflty to break such encryption;

vi)  Microsoft will not provide any goverrunent or related agency ar entity with broad, unspecific or
Indiscriminate access, Including Indirect access, to Covered Entity Data; and

vii) Microsoft will not provide any government or related 2gency or entity with any kind of access to
Covered Entity Data if Microsoft ks aware that such data ks used for other purposes than stated in the
respective search warrant, court erder, subpnena or discovery request.

In additlon, Microsoft will comply with a Covered Entity’s reasonable requests to respond to or oppose a third
party request if it comes from a governmental entity, and will provide the applicable Covered Entity{ies) with the
information and tools required for them to respond to such third party request, provided that such information
is within Microsoft’s reasonable control and with such tools typically made available to Covered Entities.

In support of the above, Microsoft may provide a Covered Entity’s basic contact information to the third party.
Covered Entitles are each responsible for responding to requests by a third party regarding their use of Covered
Services, such as a request to take down content under the Digital Millennium Copyright Act.

Remainder of page intentionally left blank.
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