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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Lisa M. Morris www.dhhs.nh.gov

Director

November 16, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House '

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Sole Source contract amendment with Abacus Service Corporation
(VC#223048), Southfield, MI for information technology support for the Automated Hospital
Emergency Department Data (AHEDD) system, by increasing the price limitation by $86,748 from
$241,189 to $327,937 and by extending the completion date from August 31, 2021 to August 31,
2022 effective upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on November 14, 2018, item
#17 and most recently amended with Governor and Council approval on May 20, 2020, item #11.

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-90-902510-50940000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: DIVISION OF PUBLIC HEALTH SERVICES, BUREAU OF
INFECTIOUS DISEASE CONTROL, SYNDROMIC SURVEILLANCE CAP

State Increased .
. Class / . Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
Contracts for $110,665 $0 $110,565
2019 | 102-500731 Program 90027300
Services
Contracts for $90,624 $0 $90,624
2020 | 102-500731 Program 90027300
Services
Subtotal $201,189 $0 $201,189

05-95-90-902010-50400000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH
AND COMMUNITY SERVICES, OPIOID SURVEILLANCE.

THEE -
The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens lo achieve health and independence.
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State Increased .
! Class/ . Job Current Revised
Fiscal Class Title {Decreased)
Year Account Number Budget Amount Budget
2020 | 102-500731 Contracts fqr 90050401 $10,000 $0 $10,000
Program Services
Contracts for %0 $43,374 $43,374
2021 | 102-500731 Program Services 90050401
Contracts for $0 $43,374 | $43,374
2022 | 102-500731 Program Services 90050401
Subtotal $10,000 $86,748 596,748

05-95-90-902510-7039-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, PUBLIC HEALTH CRISIS RESPONSE

State ‘ : Increased .
Fiscal A(zzzjr‘:t Class Title N:rzger (B::Lregtt (Decreased) %ZVJSZ?
Year |- g Amount 9
Contracts for :
2020 | 102-500731 Program 90703902 $25,000 $0 $25,000
Services | .
| Contracts for .
2021 | 102-500731 Program 90703902 $5,000 $0 $5,000
Services
l Subtotal $30, 000 so 530,000
Total $241,189 $86,748 $327,937

EXPLANATION

This request is Sole Source because federal regulations require the Department to
specify each vendor's name during the annual, federal Continuum of Care Program renewal
application process, prior to the grant award being issued. In addition, this request is sole source,
as there are no renewals left on this contract, the Department is extending this contract to ensure
there is consistent syndromic infectious disease reporting during the COVID-19 pandemic.

The purpose of this request is for continued maintenance and development of the
Department’s Automated Hospital Emergency Department Data (AHEDD) System. Maintaining
the AHEDD system will help New Hampshire meet local and National Syndromic Surveillance
System (NSSP) objectives, broaden data representativeness, improve data quality, and enhance
knowledge and the practice of syndromic surveillance for greater situational awareness state-
wide, regionally, and nationally.

The Contractor will provide ongoing IT support to maintain and develop the Automated
Hospital Emergency Department Data System. There is a continuous need to maintain and
develop the system as federal guidance changes, and hospital systems are upgraded, which
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require these system changes. This support work will provide the Department with medical
situational awareness, early-event detection, and the ability to analyze and perform reportable
disease and cluster investigations for early intervention.

The Department will monitor contracted services using the following performance
measures:

= Ensuring the system is meeting expectations by completing comprehensive testing
of enhancements. '

» Ensuring issues are tracked and resolved quickly‘to meet expectations and
timeliness.

e Tracking change requests, business requirement documents, and work plans with
code review

» Developing, reviewing, and tracking of change requests, business requirement
documents, and work plans with code review to ensure vendor enhancements meet
expected results without rework).

Should the Govermnor and Council not authorize this request, the Department would havé
a delayed response in mitigating the impact of disease outbreaks or health threats. During the
COVID-19 pandemic this would significantly impact the Department's response.

Area served: Statewide
Source of Funds: CFDA # 93.136, FAIN # NU17CE924984.

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted,

E\nn H. N. Landry

24BABITECBEDASE...

Lori A. Shibinette
Commissioner



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

December 9, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a Sole Source contract amendment with Abacus Service
Corporation (VC#223048), Southfield, Ml as described below and referenced as DolT No. 2017-026B.

The purpose of this agreement is for Abacus Service Corporation to provide the
continued maintenance and support of the Automated Hospital Emergency Department
Data (AHEDD) system. Maintaining the AHEDD system will help New Hampshire meet
local and Wational Syndromic Surveillance System (NSSP) objectives, broaden data
representativeness, improve data quality, and enhance knowledge and the practice of
syndromic surveiliance for greater situational awareness state-wide, regionally, and
nationally. :

The funding amount for this amendment is $86,748, increasing the current contract from
$241,189 to $327,937 and by extending the completion date to August 31, 2022 from the
original completion date of August 31, 2021, This amendment shall become effective,

upon Governor and Executive Council approval through August 31, 2022,

A cbpy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet
DG/kaf
DolT #2017-026B
.RID: N/A

cc: Michael Williams, IT Manager, DolT

“innovative Technologies Today for New Hampshire's Tomorrow”
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State of New Hampshire
Department of Health and Human Services
Amendment #2 to the Automated Hospital Emergency Department Data (AHEDD) System
Support Contract

This 2™ Amendment to the Automated Hospital Emergency Department Data (AHEDD) System Support
contract (hereinafter referred to as "Amendment #2"} is by and between the State of New Hampshire,
Department of Health and Human Services (hereinafter referred to as the "State” or "Department”) and
Abacus Service Corporation, (hereinafter referred to as "the Contractor"), a corporation with a place of
business at 25925 Telegraph Rd., Suite 206 Southfield, Ml 48033.

WHEREAS, pursuant to an agreement {the "Contract”) approved by the Governor and Executive Council
on November 14, 2018, (ltem #17), as amended on May 20, 2020, (ltem #11), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Contract Agreement - Part 1 Form P-37, General Provisions, Paragraph 18, and
Contract Agreement — Part 2, Section 2, Subsection 2.2, the Contract may be amended upon written
agreement of the parties and approval from the Govermnor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued d.elivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows: :

1. Contract Agreement - Part 1 Form P-37 General Provisions, Block 1,7, Completion Date, to read;
August 31, 2022. '

2. Contract Agreement - Part 1 Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$327,937.

3. Modify Contract Agreement - Part 3, Exhibit A, Contract Deliverables, Table 2., Deliverables,
Milestones, and Activities Schedule to read:

2, DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

ACTIVITY, DELIVERABLE OR MILESTONE DELIVERABLE DELIVERY DATE
_ TYPE
F-1.a Conduct Project Kickoff _ Non-Software Effective Date {Start Date)
F-1.b Status Meetings Email or Weekly
Conference
F-1.c Delivery of Work Plan Written Effective Date + 5 Days
F-1.d Invoice for Work Plan Non-Software Effective Date + 5 Days
F-1.e Delivery of A01 to A04 transaction mapping to the | Software Effective Date + 25 Days
AHEDD database and processing (requirement dropped
due to redundancy) - Reference requirement B-5

C
Abacus Service Corporation Amendment #2 Contractor Initials
12/8/2020

RFP-2017-DPHS-026-AHEDD-A02 Page 1of 17 Date
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F-1.f Invoice of AO1 to AD4 transaction mapping to the | Non-Software Effective Date + 25 Days
AHEDD database and processing (requirement dropped
due to redundancy)

F-1.g Delivery of the completion of the offloading of Software Effective Date + 45 Days
historic data on AHEDD - Reference requirement B-6
(requirement dropped due to creation of Tableau DB
and reporting) '

F-1.h Invoice of the completion of the offloading of Non-Software Effective Date + 45 Days
historic data on AHEDD (requirement dropped due to
creation of Tableau DB and reporting)

F-1.1. Delivery of the completion of the automation of | Software Effective Date + 65 Days
misspelled patient town names to related political
townicounty/Public Health Region — Reference the
requirement B-7 (On Hold due to decrease in grant
funding)

F-1.j Invoice of the completion of the automation of Non-Software Effective Date + 65 Days
misspelled patient town names to related political
town/county/Public Health Region (On Hold due to
decrease in grant funding)

F-1.k Delivery of the completion of the addition of MU | Software Effective Date + 90 Days
Stage 3 fields and 8 HL7 fields to the AHEDD DB —
Reference the requirement B-8

F-1.1 Invoice for the completion of the addition of MU Non-Software Effective Date + 90 Days
Stage 3 fields and HL7 fields to the AHEDD DB

F-1.m Delivery of the completion of the EP database Software Effective Date + 120 Days
infrastructure to store EP and Urgent Care (UC)
encounters — Reference the requirement B-9 (On Hold
due to decrease in grant funding)

F-1.n Invoice for the completion of the EP and Urgent | Non-Software Effective Date + 120 Days
Care (UC) database infrastructure to store EP
encounters (On Hold due to decrease in grant funding)

F-1.0 Delivery of the completion of AHEDD Triage Software Effective Date + 140 Days
Notes reporting, of Hospital Service Area and Surround
Town reporting, and other needed Cognos Reporting —
Reference the requirement B-10 (On Hold due to
decrease in grant funding)

Fﬂ
o g

Abacus Service Corporation, Amendment #2 ' Contractor Initials

RFP-2017-DPHS-026-AHEDD-A02 Page 2 of 17 Date 12/8/2020
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F-1.p Invoice of the completion of AHEDD Triage Notes j Non-Software Effective Date + 140 Days
reporting, of Haspital Service Area and Surround Town
reporting, and other needed Cognos Reporting -
Reference the requirement B-10 (On Hold due to
decrease in grant funding)

F-l.i.a Delivery of the completion of AHEDD/Rhapsody | Software Must be complete by 90

log monitoring (extended due to higher priority to days after Project End Date
replace AHEDD persistence software) {11/30/2020)

F-Li.b Invoice of the completion of AHEDD/Rhapsody | Non-Software Must be complete by 90

log monitoring {extended due to higher priority to days after Project End Date
replace AHEDD persistence software) ' (11/30/2020)

F-1.i.c 2018 SCOPE B — Delivery of the completion of | Software Effective Date + 170 Days

System Support Acceptance Testing
F-1.i.d 2018 SCOPE B - Invoice of the completion of - | Non-Software, Effective Date + 170 Days

System Support Acceptance Testing Invoice Written

F-1.i.e Associated documentation _ Written Effective Date + 170 Days

F-1.i.f Knowledge transfer training Non-Software, Effective Date + 180 Days
Written

F-1.i.g Production implémentation ' Software Effective Date + 180 Days

F-1.i.h Invoice for Holdback ' Non-Software Effective Date + 210 Days

F-1.i.i Delivery of completed AHEDD system Software Must be completed by

administration tasks (includes Nack Log Fix, Web Admin Project End Date

DB changes, ICD10 code formatting fix, standardization (03/31/2020}

of relative path coding, ICD10 Code Table update, and
replacement of outdated persistence sofiware)

F-1.i.j Invoice for the completion of AHEDD system Non-Software Must be completed by
administration tasks (includes Nack Log Fix, Web Admin Project End Date
DB changes, standardization of relative path coding, {03/31/2020)

ICD10 Code Table update, and replacement of outdated
persistence software)

F-1.1.k Delivery of additional work completed through | Software Must be completed by
the end of March (IC10 Code Table update, additional Project End Date
miss-spelled original town names mapped to political (03/31/2020
town, which includes an automated code fix} (On Hold |,
due to decrease in grant funding) r—os
>
Abacus Service Corporation Amendment #2 Contracior Initials L

RFP-2017-DPHS-026-AHEDD-AQ2 Page 3 of 17 Date 12/8/2020
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F-1.i.l Invoice for additional work through the end of Non-Software Must be complete by
March (IC10 Code Table update, additional miss-spelled Project End Date
original town names mapped to political town, which {03/31/2020)
includes an automated code fix) (On Hold due to
decrease in grant funding)
F-1.i.m Delivery of Cognos report extraction for Software Must be complete by 90
inclusion in another reporting tool, such as Tableau days after Project End Date
(change in scope due to decrease in grant funding) (11/30/2020) ,
F-1.i.n Invoice for extraction of Cognos reports for Non-Software Must be complete by 90
inclusion in another reporting tool, such as Tableau days after Project End Date
(change in scope due to decrease in grant funding} (11/30/2020)
F-1.i.0 Delivery of ESSENCE data feed from AHEDD Software - Must be complete by 90
‘ ' days after Project End Date
(11/30/2020)
F-1.i.p Invoice for ESSENCE data feed from AHEDD | Non-Software Must be complete by 90
- ' days after Project End Date
(11/30/2020)
F-1.j.a Delivery of EP database infrastructure to store | Software Must be complete by
EP encounters completion 3/31/2021
F-1.j.b Invoice for EP database infrastructure to store | Non-Software _Must be complete by
EP encounters completion ' 3/31/2021
F-1.j.c Delivery of UC database infrastructure to store | Software Must be complete by
Urgent Care (UC) encounters completion 3/31/2021
F-1.j.d Invoice for UC database infrastructure to store | Non-Software Must be complete by
Urgent Care (UC) encounters completion 3/31/2021
F-1.j.e Delivery of the AHEDD Alert History replication | Software Must be complete by
removal (refer to BRD 2018) _ 6/31/2021
F-1.j.f Invoice for the AHEAD Alert History replication | Non-Software Must be complete by
removal 6/31/2021
F-1.j.g Restoration of AHEDD User Alerts from PRD to | Software Must be complete by
DEV and UAT ' 8/31/2021
F-1.j.h Invoice for Restoration of AHEDD User Alerts Non-Software Must be complete by
from PRD to DEV and UAT 8/31/2021
F-1.j.i Delivery of AHEDD Triage Notes, Concatenation | Software . Must be complete by
of Multiple Chief Complaints, Race, and Ethnicity field 8/31/2021
reporting

RFP-2017-DPHS-026-AHEDD-AQ2

Amendment #2
Page 4 of 17

Abacus Service Corporation
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12/8/2020

Contractor Initials
Date
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F-1.j.j Invoice for AHEDD Triage Notes, Concatenation | Non-Software Must be complete by

of multiple Chief Complaints, Race, and Ethnicity field 8/31/2021.

reporting

F-1.j.k Delivery of the updating of AHEDD code table | Software Must be complete by

ICD10 codes . 8/31/2021

F-1.J.1 Invoice for the updating of AHEDD code table Non-Software Must be complete by

ICD10 codes 8/31/2021

F-1.J.m Delivery of Recoding of Apex Adhoc & MS Software Must be complete by

Access Report 8/31/2021

F-1.j.n Invoice for Recoding of Apex Adhoc & MS Non-Software Must be complete by

Access Report 8/31/2021

F-1.j.0 Delivery of AHEDD Sys Support Maintenance | Software Must be complete by

{(includes handling AHEDD logging efficiency and ‘ 8/31/2021

inclusion of new log monitoring rules)

F-1.j.p Invoice for AHEDD Sys Support Maintenance | Non-Software Must be complete by
8/31/2021

F-1.k.a Delivery of Hold Back Software Must be complete
by11/30/2021

F-1.k.b Invoice for Hold Back Non-Software Must be complete by

A : 11/30/2021

F-1.k.c Delivery of AHEDD EP reporting Software Must be complete by
3/31/2022

F-1.k.d Invoice for completion of AHEDD EP reporting | Non-Software Must be complete by
3/31/2022

F-1.k.e Delivery of AHEDD UC reporting Software Must be complete by
3/31/2022

F-1.k.f Invoice for completion of AHEDD UC reporting | Non-Software Must be complete by
3/31/2022

F-1.k.g Delivery of AHEDD log debugging displays Software Must be complete by

(improve efficiency and decrease log space) 6/31/2022

F-1.k.h Invoice for AHEDD log debugging displays Non-Software Must be complete by
6/31/2022

Amendment #2
Page 5of 17

Abacus Service Corporation
RFP-2017-DPHS-026-AHEDD-A02

Contractor Initials

s
Date 12/8/2020
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F-1.k.i Delivery of AHEDD COVID-19 MU field reporting | Software Must be complete by
8/31/2022

F-1.k.j Invoice for AHEDD COVID-19 MU field reporting | Non-Software Must be complete by
8/31/2022

F-1.k.k Delivery of unapplied encounter field updates in | Software Must be complete by

History table 8/31/2022

F-1.k.I Invoice for unapplied encounter field updates in '| Non-Software Must be complete by

History table 8/3112022

F-1.k.m Delivery of other MS Access Reports to Apex .| Software Must be complete by

conversion (includes surround town, county, and 8/31/2022 .

political town reporting)

F-1.k.n Invoice for other MS Access Reports to Apex Non-Software Must be complete by

conversion 8/31/2022

F-1.k.o Delivery of other AHEDD system support Software Must be complete by

maintenance (includes Log Monitoring enhancements) 8/31/2022

F-1.k.p Invoice for other AHEDD system support Non-Software Must be complete by

maintenance _ ' 8/31/2022

F-1.1.a Delivery of Extracted Cognos Reports to Tableau| Software Must be complete by

. ‘ 8/31/2022

F-1.L.b Invoice for Extracted Cognos Reports to Tableau| Non-Software Must be complete by
8/31/2022

F-1.l.c Delivery of Hold Back Software | Must be complete

. by11/30/2022

F-1.l.d Invoice for Hold Back Non-Software Must be complete by

11/30/2022

RFP-2017-DPHS-026-AHEDD-AD2

2. Modify Part 3, Exhibit B, Price and Payment Schedule, Section 1, Payment Schedulé, to read:

1. PAYMENT SCHEDULE
1.2 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $327,937 for the period between the Effective
Date through August 31, 2022. ASC shall be responsible for performing its obligations in
accordance with the Contract. This Contract will allow ASC to invoice the State for the following
activities, Deliverables, or milestones at fixed pricing/rates appearing in the price and payment

tables below:

Amendment #2
Page 6of 17

Abacus Service Corporation

Contractor Initials
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(15
Date 12/8/2020
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ACTIVITY, DELIVERABLE OR MILESTONE | DELIVER- | PROPOSED SCHEDULE | PRICE

ABLE TYPE
F-1.a Conduct Project Kickoff Meeting Non- Must be completed 10 $0
(reference G-2} Software days after initial project
start date
F-1.b Status Meetings Email or Weekly $0
C Phone
F-1.c Delivery of Work Plan (reference G-4)| Written Must be completed $0
within 10 days after '
initial project start date
F-1.d Invoice for Work Plan Non- Must be submitted on or | $12,725
Software about 10 days after initial
‘ project start date (paid
$12,725)
F-1.e Delivery of the completion of AO1 to | Software | Must be completed by $0

Project End Date

A04 transaction mapping to the AHEDD (08/31/2019)

database and processing (similar to A04
registration transactions) — Reference
requirement B-5. \

F-1.f Invoice of the completion of AO1to | Non- Must be completed by $12,730
AD4 transaction mapping to the AHEDD Software | Project End Date

database and processing (similar to A04 (08/31/2019)

registration transactions, requirement was

dropped due to redundancy)

F-1.g Delivery of the completion of the Software Must be completed by $0

offloading of historic data on AHEDD Project End Date

Reference requirement B-6 (requirement (08/31/2019)

dropped due to creation of Tableau DB and '

reporting) . _

F-1.h Invoice of the completion of the Non- Must be completed by $23,834

offloading of historic data on AHEDD Software | Project End Date

{requirement dropped due to creation of {08/31/2019}

Tableau DB and reporting) ‘ '

F-1.i Delivery of the automation of Software | Must be completed by $0

misspelled patient town names to related Project End Date

political town/county/Public Health Region — (08/31/2019)

Reference the requirement B-7 {On Hold

due to decrease in grant funding) | —os

{

Abacus Service Corporation Amendment#2 Contractor Initials __~——

RFP-2017-DPHS-026-AHEDD-A02 Page 7 of 17 Date 22/8/2020
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Page 8 of 17

Date

F-1.j Invaice of the completion of the Non- | Must be completed by $12,730
automation of misspelled patient town Software | Project End Date
names to related political town/county (08/31/2019)
/Public Health Region (On Hold due to
decrease in grant funding)
F-1.k Delivery of the completion of the Software Must be completed by $0
addition of MU Stage 3 fields and 8 HL7 Project End Date
fields to the AHEDD DB — Reference the (08/31/2019)
requirement B-8
F-1.1 Invoice of the completion of the Non- Must be completed by $27,834
addition of MU Stage 3 fields and 8 HL7 Software- | Project End Date
fields to the AHEDD DB (08/31/2019, allocated
: ‘ $27,834, spent 90% for

work done $25,051)

Paid additional $2,783 in

SFY 2020 to complete

vendor estimate, which

brings total spent to

$27,834
F-1.m Delivery of the completion of the EP | Software | Must be completed by $0
and UC database infrastructure to store EP - | Project End Date
and UC encounters — Reference the (08/31/2019)
requirement B-9 (On Hold due to decrease
in grant funding)
F-1.n Invoice of the completion of the EP | Non- Must be completed by. $12,730
and UC database infrastructure to store EP | Software | Project End Date
and UC encounters (On Hold due to (08/31/2019, allocated
decrease in grant funding) $12,730, but paid 50% for

work done $6,365)
F-1.0Delivery of the completion of AHEDD | Software Must be completed by $0
Triage Notes reporting, Hospital Service Project End Date
Area and Surround Town reporting, and (08/31/2019)
other needed Cognos Reporting —
Reference the requirement B-10 (On Hold
due to decrease in grant funding}
F-1.p Invoice of the completion of AHEDD | Non- Must be completed by $34,475
Triage Notes reporting, Hospital Service | Software | Project End Date
Area and Surround Town reporting, and (08/31/2019, allocated
other needed Cognos reporting (On Hold $31,692 + additional
due to decrease in grant funding) $2,783, but paid 10% for

work done $3,169) L—os

i
Abacus Service Corporation Amendment #2 Contractor Initials  ——
12/8/2020




DocuSign Envelope ID: 129E3ADB-B75E-4E44-8554-6149E4494E50

b

New Hampshire Department of Health and Human Services Tk
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.i.a Delivery of AHEDD/Rhapsody log | Software | Must be complete by 90 $0

monitoring {(extended due to higher priority days after Project End

to replace AHEDD persistence software) Date (11/30/2020)

F-1.i.b Invoice of the completion of Non- Must be complete by 90 | $30,000
AHEDD/Rhapsody log monitoring (extended| Software | days after Project End

due to higher priority to replace AHEDD Date but extended to

persistence software) 11/30/2020, allocated

$48,961 in SFY 2019, but
paid 50% for work done
$24,481)

Limited scope and paid
additional $5,5619 in SFY
2020 to complete new
scope of work, which
brings total spent to

F-1.i.c 2018 Scope B — Delivery of the Software | Must be completed on or $0
completion of AHEDD System Support about 30 days prior to end
Acceptance Testing of Project End Date
(08/31/2019) _
F-1.i.d 2018 Scope B — Invoice of the Non- Must be completed on or | $27,834
completion of AHEDD System Support Software, | about 30 days prior to end
Acceptance Testing Invoice (not completed | Written of Project End Date
due to decrease in grant funding) (Allocated $27,834 but
paid 10% for work done
F-1.i.e Associated documentation Written Must be completed 8 days| 30
prior to end of Project End
Date
F-1.i.f Knowledge Transfer Training Non- Must be completed on or $0
: Software, before end of Project End
Written Date
F-1.i.g Production Implémentation Software Must be completed on or $0
before end of Project End
Date
F-1.i.h Invoice for Holdback (not Non- Submitted upon successfull $20,119

completed due to decrease in grant funding)| Software | completion of “Warranty
. Period" (90 days after

Project End Date,
allocated $20,119, not

~—=D5

(s

Abacus Service Corporation Amendment #2 Contractor Initials __————
) 12/8/2020
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New Hampshire Department of Health and Human Services <t
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.i.i Delivery of the completion of AHEDD | Software | Must be completed by $0
system administration tasks (includes Nack Project End Date
Log Fix, Web Admin DB changes, ICD10 {08/31/2020)

code formatting fix, standardization of
relative path coding, ICD10 Code Table
update, and replacement of outdated
persistence software)

F-1.i.j Invoice for the completion of AHEDD | Non- Must be completed by $10,156
system administration tasks (includes Nack | Software | Project End Date
Log Fix, Web Admin DB changes, (08/31/2020)

standardization of relative path coding,
ICD10 Code Table update, and
replacement of outdated persistence

Using unspent funds from
log monitoring, for needed
surveillance system

software) . . .
improvements impacting
data quality and system
performance allocated and
paid $10,156 for SFY 2020
F-1.i.k Delivery of additional completed Software | Must be completed by $0
work through the end of March (IC10 Code Project End Date
Table update, which includes an automated (03/31/2020

code fix and additional miss-spelled original
town names mapped to political town) {On
Hold due to decrease in grant funding)

F-1.i.l Invoice for additional work through | Non- | Must be complete by | $6,022
the end of March (IC10 Code Table update, | Software | Project End Date
which includes an automated code fix and (03/31/2020)

additional miss-spelled original town names
mapped to political town) (On Hold due to
decrease in grant funding)

Using unspent funds from
leg monitoring, to improve
surveillance detection

needs allocated $6,022 in

SFY 2020

F-1.i.m Delivery of additional task Software Must be complete by 90 $0

development through end of contract days after Project End

{Extraction of Cognos reports for migration Date (11/30/2020)

toTableau, change in scope due to

decrease in grant funding)

»—D5
(s
Abacus Service Corporation Amendment #2 Contractor Initials _~———
12/8/2020
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New Hampshire Department of Health and Human Services ot
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.i.n Invoice for additional task Non- Must be complete by 90 $6,000
development through end of contract Software days after Project End

{Extraction of Cognos reports for migration Date (11/30/2020)

to Tableau, change in scope due to

decrease in grant funding) Grant funding from ELC

grant used to migrate
Cognos reports to Tableau
(these are to expire
on12/2020 allocated

$6,000 for SFY 2020)
F-1.i.0 Delivery of ESSENCE data feed Software | Must be complete by 90 $0
from AHEDD days after Project End
‘ "~ | Date (11/30/2020)
F-1.i.p Invoice for ESSENCE data feed Software | Must be complete by 90 $4,000
from AHEDD : days after Project End
Date (11/30/2020,
allocated $4,000 for SFY
F-1.j.a Delivery of EP database Software | Must be complete by $0
infrastructure to store EP encounters 3/131/2021
completion
F-1.j.b Invoice for EP database Non- Must be complete by $4,000
infrastructure to store EP encounters Software 3/31/2021
completion ] :
F-1.j.c Delivery of UC database : Software Must be complete by $0
infrastructure to store Urgent Care (UC) 3/31/2021
encounters completion :
F-1.j.d Invoice for UC database Non- Must be complete by $4,000

infrastructure to store Urgent Care (UC) Software | 3/31/2021
- encounters completion

F-1.j.e Delivery of the AHEDD Alert History | Software Must be complete by $0
replication removal (refer to BRD 2018) 6/31/2021 f
F-1.j.f Invoice for the AHEAD Alert History | Non- Must be complete by $4,000
replication removal Software | 6/31/2021 :
F-1.j.g Delivery of Restoration of AHEDD Software Must be complete by $0
User Alerts from PRD to DEV and UAT 8/31/2021
F-1.j.h Invoice for Restoration of AHEDD | Non- ‘Must be complete by $4,000
User Alerts from PRD to DEV and UAT Software 8/31/2021
f"_Ua
| /Y
Abacus Service Corperation Amendment #2 Contractor Initials _~——
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New Hampshire Department of Health and Human Services X
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.j.i Delivery of AHEDD Triage Notes, Software | Must be complete by $0
Concatenation of multiple Chief Compiaints, 8/31/2021

Race, and Ethnicity field reporting

F-1.j.j Invoice for AHEDD Triage Notes, Non- Must be complete by $4,000

Concatenation of multiple Chief Complaints,| Software | 8/31/2021
Race, and Ethnicity field reporting

F-1.j.k Delivery of the updating of AHEDD | Software Must be complete by $0
code table ICD10 codes 8/31/2021

F-1.j.1 Invoice for the updating of AHEDD | Non- Must be complete by $4,000
code table ICD10 codes Software | 8/31/2021

F-1.j.m Delivery of Recoding of Apex Adhoc| Software Must be complete by $0
& MS Access Report 8/31/2021

F-1.j.n Inv0|ce for Recoding of Apex Adhoc Non- Must be complete by $4,000
& MS Access Report Software 8/31/2021

F-1.j.0 Delivery of AHEDD Sys Support Software Must be complete by 50
Maintenance (includes handling AHEDD 8/31/2021

logging efficiency and inclusion of new log
menitoring rules)

F-1.j.p Invoice for AHEDD Sys Support Non- Must be complete by | $11,000

Maintenance o Software | 8/31/2021

F-1.k.a Delivery of Hold Back Software Must be complete $0
by11/30/2021

F-1.k.b Invoice for Hold Back Non- Must be complete by $4,374

Software 11/30/2021

F-1.k.c Delivery of AHEDD EP reporting Software | Must be complete by $0
8/31/2022
F-1.k.d Invoice for completion of AHEDD | Non- Must be complete by $4,000
EP reporting Software | 8/31/2022
F-1.k.e Delivery of AHEDD UC reporting | Software | Must be complete by $0
8/31/2022
F-1.k.f Invoice for completion of AHEDD UC| Non- Must be complete by $4,000
reporting Software 8/31/2022
=05
as
Abacus Service Corporation Amendment #2 Contractor Initials _~——
12/8/2020
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New Hampshire Department of Health and Human Services pTt
Automated Hospital Emergency Department Data (AHEDD) System Support

F-1.k.g Delivery of AHEDD log debugging | Software | Must be complete by $0

displays (improve efficiency and decrease 8/31/2022

log space)

F-1.k.h Invoice for AHEDD log debugging | Non- Must be complete by $4,000

displays Software 8/31/2022

F-1.k.i Delivery of AHEDD COVID-19 MU | Software Must be complete by $0

field reporting 8/31/2022

F-1.k.j Invoice for AHEDD COVID-19 MU | Non- Must be complete by $4,000

field reporting Software | 8/31/2022

F-1.k.k Delivery of unapplied encounter Software | Must be complete by 50

field updates in History table 8/31/2022

F-1.k.l Invoice for unapplied encounter field | Non- Must be complete by $4,000

updates in History table Software | 8/31/2022

F-1.k.m Delivery of other MS Access Software | Must be complete by $0

Reports to Apex conversion (includes 8/31/2022

surround town, county, and political town

F-1.k.n Invoice for other MS Access Non- Must be complete by $4,000

Reports to Apex conversion Software 8/31/2022

F-1.k.o Delivery of other AHEDD system | Software | Must be complete by $0

support maintenance (includes Log 8/31/2022

Monitoring enhancements)

F-1.k.p Invoice for other AHEDD system Non- Must be complete by $11,000

support maintenance Software 8/31/2022

F-1.l.a Delivery of Extracted Cognos Software | Must be complete $0

Reports to Tableau by11/30/2022

F-1.L.b Invoice for Extracted Cognos Non- Must be complete by $4,000

Reports to Tableau Software 11/30/2022

F-1.l.c Delivery of Hold Back Software Must be complete $0

by11/30/2022
F-1.1.d Invoice for Hold Back Non- Must be complete by $4,374
Software 11/30/2022

Subtotal $327,937
TOTAL,” T N $327/937
- - - — il 1 ﬂg .

Abacus Service Corporation Amendment #2 _ Contractor Initials
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New Hampshire Department of Health and Human Services NG
Automated Hospital Emergency Department Data (AHEDD) System Support

1.3 Proposed Vendor Staff, Resource Hours and Rates Worksheet

The Proposed Vendor Staff Position, Resource Hours and Rates Worksheet shall indicate the
individuals that will be assigned to the Project, their hours and applicable rates. Names are
required for individuals designated for key roles; titles shall be used for others. Information is
listed by phase.

Table 1.3 : 2019 Proposed Vendor Staff, Resource Hours and Rates Worksheet

-Hourl
: e Implementati Prolect Hours X
Title Name initiation on " | Close out y Rate
. R Rate
Project Manager RarT'?uFI:[f:isad 504 272 12080 | $36 | $32,285
Senior Pradeep
Developer #1 Shukla 354.70 746.11 122.31 $32 $39,140
Senior : Praveen :
Developer #2 Kumar 354.70 746.11 122.31 $32 $39,140
TOTALS ’ $110,565

Table 1.3 : 2020 Proposed Vendor Staff, Resource Hours and Rates Worksheet
- ' Hourl

e e Implementati:|  Project. Hours X
Title Name. Initiation | on - | Close out Ry _ Rate
: . o ate :
Project Manager Ra’{‘umf’ad 567.05 328.96 13490 | $37 | $38,144
Senior .Pradeep .
Developer #1 Shukla 748 434 178 $34 $46,240
Senior Praveen .
Developer #2 Kumar 748 434 178 $34 $46,240
TOTALS , _ E ' . | $130,624

Table 1.3a: 2021 Proposed Vendor Staff, Resource Hours and Rates Worksheet

- Hourl
_ _ | Implementati [ Project Hours X
Title Nar'ne‘ Imtlatlon on Close out y Rate
) ' . Rate -
Project Manager Rar.?ul:lrja:isad 181.21 107.1 45 $38 $12.666
Senior Pradeep
Developer #1 Shukla 123.68 260.17 42.65 $36 $15,354
Senior Praveen '
Developer #2 Kurmar 123.68 26017 42.65 $36 $15,354
TOTALS ._ ) - B $43,374
0s
s
Abacus Service Corporation Amendmaent #2 Contractor Initials
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New Hampshire Department of Health and Human Services

Automated Hospital Emergency Department Data (AHEDD) System Support .

Table 1.3a : 2022 Proposed Vendor Staff, Resource Hours and Rates Worksheet

. Hourl
Title Name . | Initiation [Implementati | Project y Hours X
on Close out R Rate
ate
Project Manager | 2 @53 | 475 64 103.6 4253 | $39 | $12.666
Senior Developer Pradeep
#1 Shukla 117.17 246.47 40.41 $38 $15,354
Senior Developer Praveen
42 Kurmnar 117.17 246.47 40.41 $38 $15,354
TOTALS® $43,374
Tabte 1.3 : Proposed Vendor Staff, Resource Hours and Rates Worksheet
ALL YEAR
TOTALS $327,937

1.4 Future Vendor Rates Worksheet

The State may request-additional Services from the selected Vendor. In the event that additional
Service is required, Table 1.4 Future Vendor Rates Worksheet shall provide this information.
“SFY" refers to State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1 through
June 30 of the following calendar year. Positions not identified in the Table 1.3 shall be included
in the Future Vendor Rates Worksheet.

Table 1.4: Future Vendor Rates Worksheet

~ Position Title SFY-2019 SFY2020 | SFY2021 | SFY2022 | SFY2023
Project Manager 336 $37 $38 $39 $40
Position #1 $32 334 $36 $38 $40
Position #2 $32 $34 $36 $38 $40

Abacus Service Corporation
RFP-2017-DPHS-026-AHEDD-AQ2

Amendment #2
Page 15 ol 17
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New Hampshire Department of Health and Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall be effective upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

Signed by:
12/8/2020 _ @,;ﬁ . Wows

Date ame: M. Morris
Title:

Director, Division of Public Health Srvcs.

Abacus Service Corporation

DocuSigned by; . .
12/8/2020 ‘ lpri Sefags
Date Name: TSzTaga

Title: yice president

Abacus Service Corporation Amendment #2
RFP-2017-DPHS-026-AHEDD-AQ2 Page 16 of 17
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New Hampshire Department of Health and Human Services X
Automated Hospital Emergency Department Data (AHEDD) System Support

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. .

OFFICE OF THE ATTORNEY GENERAL

7 DocuSigned by:
12/11/2020 ! ﬁéj‘&_
Date Name® arine PjﬂOS

P {
Title: Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of:
the State of New Hampshire at the Meeting on: _ (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date ‘ Name:
Title:
Abacus Service Corporation Amendment #2
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that ABACUS SERVICE
CORPORATION is a Michigan Profit Corporation registered to do business in New Hampshire as ABACUS STAFFING on
October 28, 2011. 1 further certify that all fees and documents required by the Secretary of State’s office have been received and is

in good standing as far as this office is concerned.

Business [D: 661190
Certificate Number: 0005052034

IN TESTIMONY WHEREOF,

. [ hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 7th day o December A.D. 2020.

B o

William M, Gardner

1.':_2
h]

- e
L__{
=
P

SnAn

Secretary of State
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Corporate Resolution

1, _ Sreeram Akunuri _, hereby certify that | am duly elected Clerk/Secretary of
(Name) :
_ Abacus Service Corporation . 1 hereby certify the following is a true copy of a vote taken at

(Name of Corporation or LLC}

a meeting of the Board of Directors/sharcholders, duly called and held on December 7 ,20 20

at which a quorum of the Directors/shareholders were present and voting,

VOTED: That April Szlaga, Vice President (may list moré than one person) is
(Name and Title)

duly authorized to efter into contracts or agreements on behaif of

Abacus Service Corporation

force and effectas of the date of the contract to which this cértificate is attached. | furthe_r
certify that itis understood that the State of New Hampshire will rely on this certificate as
evidence that the person(s) listed above currently 6ccupy the position(s) indicated and that
they have ful] authority to bind the corporation. To the extent that there are any limits on the
authority of any listed individual to bind the corporation in contracts with the State of New

Hampshire, all suich limitations are expressly stated herein.

Sreeram Akunuri

DATED: 12/07/2020 ATTEST: 4 Grmpym, COO/Secretary
' (Name and Title)
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- NOTARY PUBLIC/JUSTICE OF THE PEACE ..

On the 07 day of _Devember 2020

- There appeared before me;. the state- and courity fo‘rc_séic‘l*iaEp,crsbn-,wﬁg satisfictorilyidentified
- hlmselfas : R T T R

T Sreéfam Akdnufi T T R R L e

Andacknowledge that he executed this document indicated-aboves:: i 7t 1o tpmis o 5

In witness thereof, I heremmito set miyhandand ofﬁpiél-'§§5|;--'.-_ B

_‘_ e r..n.»’..t —{

ANNA Enilme
N‘:tl;ry ‘Public’ Michigan:::

ROERD
1 oakiandC ty h
} ‘: MV Comm Explres ﬂj——i . ll

.

-72"}”37;

* KDate)

s iy i
Sk
.
r o "
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ACORD
V‘

CERTIFICATE OF LIABILITY INSURANCE

ABACSER-01 ___ CMENSER

DATE (MMDO/YYYY)
12712020

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER({S), AUTHORIZED

IMPORTANT:

i the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, sublject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to tho certificate holder in lieu of such endorsemaent(s).

PRODUCER
Farmington Insurance Agency, LLC.
33215 Grand River Avenue

PO Box 919

Farmington, MI 48332

| EQHIACT Patrick M. Donnelly

PHONE, £ny (734) 604-0423 | A% o

| 52k ss. patrick@farmingtoninsagency.com

INSURER(S) AFFORDING COVERAGE NAIC #
nsurer a : Travelers Prop Cas Co of Amer 25674
INSUREQ esurer B : Travelers Indemnity Co. 25658
Abacus Service Corporation Acorn Services Corporation, wsurer ¢ : Travelers Cas & Sur Co of Amer 31194
Trajectus Corporatlon *
25925 Talegraph Rd, Sto 206 INSURERD :
Southfield, M| 48033 INSURER E :
INSURER F : .
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERICD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OQTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INER TYPE OF INSURANCE e POLICY NUMBER A A LIMITS
A | X | COMMERCIAL GENERAL LIABILITY . . EACH OCCURRENCE 5 1,000,000
] cLamsmave [ X] occur X | X 12LP-41N32512 10/17/2020 | 10/17/2021 | DAMASETORENTED o s 500,000
| MED EXP (Any one person) $ 10,000
L PERSONAL & ADV IMJURY | § 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
| X | Pouicy 123 I:l Loc PRODUCTS - COMP/OP AGG | § 2,000,000
X | gruer: Contractual Liability s
B COMBINED SINGLE LIMIT ] 1,000,000
| AUTOMOBILE LIABILITY . | 2 ezt s
X [ any auto . X | x BA-6N504995 1011712020 | 10/17/2021 | popILY INJURY (Per person) | §
[ | ownED - SCHEDULED
|| Aurosony AUTGS BODILY INJURY (Per acciden} | §
X | R owy [ X] MORRYGES MR e
H
A | X | umerertaLus | X | occur EACH OCCURRENCE R 17,000,000
EXCESS LIAB CLAIMS-MADE CUP-1L534749 1017/2020 | 10/17/2021 AGGREGATE s 17,000,000
pep | X | retenmions 10,000 s
A |WORKERS COMPENSATION X | PER l OTH-
AND EMPLOYERS' LIABILITY STATUIE ER
*EE.EE‘SLR'E,’°”E§E[{‘JEE’§¥E°”T'“E l‘i] NiA X UB-006J058739 10/17/2020 | 10/17/2021 E.L. EACH ACCIDENT N 1,000,000
| Bhsndatory n RE} o E.L. DISEASE - EA EMPLOYEE| § 1,000,000
1 yes, describe under 1,000,000
DESCRIPTION OF OPERATIONS below EL. DISEASE - POLICY LIMIT | § o9,
C |Third Party Crime 0105468064 10/17/2020 | 10/17/2021 [Occur $5mil & Agg is 5,000,000
A |Prof EAO & Cyber ZPL-15T64191-19-15 10/17/2020 | 10/17/2021 Occurrence&AggragateI 10,000,000

DESCRIPTION OF OPERATIONS J LOCATIONS { VEHICLES [ACORD 101, Additional Remarks Scheduls, may be attached i mere space Is required)

CERTIFICATE HOLDER

CANCELLATION

NH Department of Hea!th & Human Services
129 Pleasant Street, Brown Bullding
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS, -

AUTHORIZED REFRESENTATIVE

nd-ty

ACORD 25 {2016/03}

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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AGENCY CUSTOMER 1D: ABACSER-01 CMENSER
-~ \ LOC #: 1
ACORDr ;
" ADDITIONAL REMARKS SCHEDULE Page 1 of 1
AGENCY NAMED INSURED
Farmington Insurance Agency, LLC. Ab:\gcus Servlce Corporation Acorn Services Corporation, Trajectus
POLICY NUMBER 25925 Tale raph Rd, Ste 206
- Southfield, MI 48033
SEE PAGE 1 outhtie
CARRIER NAIC CODE
]SEE PAGE 1 SEE P 1 EFFECTIVE DATE: SEE PAGE 1
ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FORM TITLE: Certificate of Liahility Insurance

COVERAGES CONTINUED:

PROFESSIONAL E&O AND CYBER LIABILITY - INCLUDES:

.| Third Party Liability including Errors & Omissions, Network & Information Cyber Security Liability & Commumcatlons & Medna
Liability. .

EMPLOYMENT PRACTICES LIABILITY COVERAGE:

Carrier - Scottsdale Indemnity Company NAIC Code 15580
Effective 10-17-20 to 10-17-21 -

Policy #EKI3351300

Limits $1,000,000 OccurrencelAggregate

$25,000 Retention

ACORD 101 {2008/01} © 2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301

Commissioner 603-271-4501 1-800-852-3345 Ext, 4501
Fax: 603-271-4827 TDD Access: 1-800-715-2964
Lisa M. Morris www.dhhs.nh.gov
Dircctor ' : .

~ April 17, 2020

His Exceliéncy, Governor Christopher T. Sununu
and the Honorable Council

State House )

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Depariment of Heaith and Human Services; Division of Public Health
Services, to amend an existing contract with Abacus Service Corporation (VC#223048),
Southfield, MI for information technology support for the Autémated .Hospital Emergency
Department Data (AHEDD) system, by increasing the price limitation by $10,000 from $231,189
to $241,189 and by extending the completion date from August 31, 2020 to August 31, 2021
effective upon Governor and Council approval. The original contract was approved by Governor
and Counc;l on November 14, 2018, item #17. 100% Federal Funds.

_ Funds are available in the followmg accounts for State Fiscal Years 2020, with the -
~authority to adjust budget line items within the_price limitation and encumbrances between Sstate
fiscal years ihrough the Budget Office, if needed and justified. .

05-95-90-902510-50940000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: DIVISION OF PUBLIC -HEALTH SERVICES, BUREAU OF
INFECTIOUS DISEASE CONTROL, SYNDROMIC SURVEILLANCE CAP

State : ‘ . Increased .
. Class / . Job Current Revised

Fiscal Class Title ) {Decreased)

Year _Account -' Number | Budget . " Amount .Budget
‘ 102- Contracts for $110565 | $0 | $110,565
2019 | 500731 | Program Services | 20027300 :

' 102- Contracts for - $90,624 $0 | $90,624
2020 500731 Program Services 90027:_300 ‘

' Subtotal | $201,189 $0 | $201,189




His Excellency, Governor Christob'her T. Sununu
and the Honorabte Council
Page 2 of 3

05-95-90-902510-7039-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, PUBLIC HEALTH CRISIS RESPONSE

State Class / Job Current ‘Increased Revised

-Fiscal Account Class Title Number {Modified} | (Decreased) | Budget

Yoar | : Budget Amount Amount
102- Contracts for $25,000

2920 500731 Program.Services 90703902 $0 $25,000
102- Contracts for $5,000

» 2021 50071 Program Services 9070390.2 %0 55-900
' Subtotal| $30,000| - ¢p $30,000

05-95-90-902010-50400000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH
AND COMMUNITY SERVICES, OPIOID SURVEILLANCE.

State ~ \ Increased - .
I Class/ . Job Current Revised
Fiscal Class Title : {Decreased) -
Year Account Number Budget. Amount Budgetv
2020 | 102-500731 Contracts for 90050401 $0 $10,000 | $10,000
-~ 7. | Program Services | -
Subtotal $0 $10,000 |  $10,000 |
Total | $231,189 $10,000 | $241,189
EXPLANATION

As previously stated, the original contract was approved by Governor and Comcn on
November 14, 2018, Item #17.

The purpose of this request is to improve and sustain syndromic (disease) surveillance
coding, analysis, and reporting for the Automated Hospital Emergency Department Data
(AHEDD) system for grealer efficiency and broader analytical early event detection of pubtic
health threats. The enhanced surveillance realized from this contract will help New Hampshire
meet local and National Syndromjc Surveillance System (NSSP} objectives to broaden data
representativeness, improve data quality, and to enhance knowledge and the practice of
syndromic surveillance for greater situational awareness slate-wide, regionally and nationally.

The vendor will continue to wark on thé AHEDD system upgrade, which includes
maintenance-and development functions. Improvermnents such as processing of HL7 messages,
data quality, and developing log menitoring, which will help track and resolve processing issues.
Additionally, with increased funds the vendor will work with the Department and the Depariment

of Informaltion Technology to migrate reports. P



His Excellency Governor Christopher T. Sununu
and the Honorable Councul
Page 3of 3

The Department will monitor contracted services using the following performance
measures: . ,
« Ensuring the system is meeting expectations by completing comprehensive testing
of enhancements.

+« Ensuring issues are tracked and resolved quickly to meet expectations and
timeliness.

+ Tracking change requests, business reqmrement doécuments, and work plans with
code review

s Developing, reviewing, and tracking of change reguests, business requirement
documents, and work plans with code review to ensure vendor enhancements meet
expected results without rework). .

As referenced in Section 2 of the original contract, the parties have the option to extend
the agreement for up to one (1) additional year, contingent upon satisfactory delivery of services, '
available funding, agreement of the parties and Governor and Councit approval. The Department
is exercising its option o renew services for one (1) of the one (1) years available. -

Should the Governor and Council not authorize this request the Department would have
a delayed response in miligating the impact of disease outbreaks or health threats.

Area served: Statewide
Source of Funds: CFDA #93.136, FAIN# NU17CE924984.
In the event that the Federal Funds become no longer available, General Funds will not

be requested to support this program.

Réspectfully submitted,

UWM/IM

Lori A. Shibinette

W, Commissioner
(I

The Deportment of Health and Human Services’ Mission is to join communities and families
in providing epportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY .
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 28, 2020

Lori A. Shibinetie, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301}

Dear Commissioner Shibinetie:

This letter represents formal notification that the Department of information Technology (DolT)
has approved your agency’s request 1o enler into a contract amendment with Abacus Service Corporation
as described below and referenced as Dol T No. 2017-026A.

This is a request 1o amend an existing contract with Abacus Service Corporation for
continued support of the Automated Hospilal Emergency Department Data (AHEDD)
System. The vendar will continue to work an the AHEDD system upgradc which includes
maintenance and development functions. Improvemenis include processing of HL7
messages, data quality, and developing log rmonitoring, which will help track and resolve
processing issues. Additionally, with increased funds the vendor will work with the
Department and the Department of Information Technology to migrate reports.

The funding for this amendment is $10,000, increasing the current contract price limitation
from $231,189 to $241,189 and the completion date is extended from August 31, 2020 to
August 31, 2021, This amendment shall becoine efTfective upon Govemor and Execuuvc
Council approval through August 3I 2021.

. A copy of this letter shduld accompany the Departiment of Health and Human Services’ submission
to the Governor and Executive Council for approval. :

Sincerely,

Denis Goulet

DG/Kaf.
DolT #2017-026A

cc: Mike Williams, 1T Manager, DolT

“Innovative Technologies Todoy for New Hompshire's Tomoarrow”



State of New Hampshire
Department of Health and Human Services
Amendment #1 to the Automated Hospital Emergency Department Data (AHEDD) System
Suppont Contract

This 1% Amandment to the Automated Hospital Emergancy Department Data {AHEDD) System Support
contract {hereinafter referred to as “Amendment #1%) is by and between the State of New Hampshire,
Depariment of Health and Human Services (hereinafter referred 10 as the "State” or “Depantment”) and
Abacus Service Corporation, (hereinafter referred to as "“the Contractor”), a corporation with a place of
business at 25825 Telegraph Rd., Sulte 206 Southfield, Ml 48033. -

WHEREAS. pursuant to an agreement (the "Contract™) approved by the Governor and Execulive Council’
on Novermnber 14, 2018, (ltem #17)ihe Coniractor agreed to perform certain sefvices based upon the
terms and conditions $pecified in the Contract and in consideration of centain sums specified: and

WHEREAS, the State and the Contracior have agreed to make changes to the scope of work, payment
schedules of terms and condilions of the contract; and

WHEREAS. pursuant to Form P-37, Genera! Provisions, Paragraph 18, the Contract may be amended
upon written agreemen! of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree 1o extend the lerm of the agreement, increasa the price limitation, and
modify the scope of services to support continued delivery of these services: and

WHEREAS, all terms and conditions of the Coniract and prior amendments not inconsistent with this
Amendment #1 remain.In ful) force and effect; and

NOW THEREFORE, in consideralion of lhe'lonegoing- and lhe mutual covenants and condilions
contained in the Contract and set forth herein, the parties hereto agree lo amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, 10 read:
. August 31, 2021; ‘ -
© 2. Form P-37, General Provisions, Biock 1.8, Prica Limitation, to read:
$241,189.
3. Modify.Pan 2, Introduction, 1o read:

This Contracl is by and between the State of New Hampshire, Depantment of Heallh & Human
Services (DHHS) (“State™), and Abacus Service Corporation (ASC), a Michigan Corporation,

" ("Abacus Service Corporation” and/or “Conlractor™), having its principal place of business al
25925 Telegraph Rd., Suite 208, Soulhfield, Michigan 48033.

4. . Modify Part 2, Section 2, Contractor Term, to read:
2. CONTRACT TERM :

2.1 The Contract and all obligations of the parlies hereunder shall become effective after
full execulion by the parties and the receipt of required governmental approvals,
including, but not limited to, Governor and Executive Council of the State of New.
.Hampshire approval (Effective Date), '

- 2.2 The Contract shall begin on the Efiective Date and extend through the Complation Date
as specified in Form P-37 Generat Provisions, Block 1.7 Completion Date. The Term
may be extended up to one (1) additional year, (Extended Term) at the sole option of
the State, subject to the partles’ prior written agreement on applicable fees for each

extended term, upon Governor and Executive Council approval.
Abacus Service Corporation Amendment #1 Conlractor Initials :
%i 3: [&0
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New Hampshire Department of Health and Human Services

Automated Hospital Emergency Department Data (AHEDD) System Support =

23 ASC shall commence work upon issuance of a Nolice to Proceed by the State.

2.4 The State does not require ASC 10 commence work prior to the Effective Date.
However, If ASC commences work prior to the Effective Date and a Notice to Proceed,
shuch wark shall be performed at the sole risk of ASC. In the event that the Contract
does not bacome effective, the State shail b under no obligation to pay ASC for any
cosls incured or Services parformed. However, if the Contract becomes effective, ail
costs incurred prior to the Effective Date shall be paid under the terms of the Contract.

5. Modity Part 3, Exhibit A, Contract Deliverables, Table 2., Deliverables, Milestones, and Ar.:.livitias
Schedule to read: ' ’

2. DELWERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

ACTIVITY, DELIVERABLE OR MILESTONE DELIWVERABLE DELIVERY DATE

i TYPE
F-1.a Conduct Project Kickoff Non-Software Effective Date (Start Date)
F-1.b Slatus Meetings : Emait or Weekly
. Conference )
F-1.c Delivery of Work Plan Writlen £ tective Date + 5 Days
F.1.c.d Involce for Work Plan . Non-Software EHective Date + 5 Days

F-1.0 Delivery of the completion of AOTto AD4 ° Software Effective Date + 25 Days
fransaction mapping to the AHEDD database and :
pracessing (similar to AD4 registralion transaclions) —

Reference requirement B-§ : . -
F-1.t Invoice of the completion of A01 to AD4 Sofware .  [Effeclive Date » 25 Days
transaction mapping to the AHEDD database and

processing (similar to AD4 registration transaclions)

F-1.g Delivery of the completion of the offioading of | Software Eftective Dale + 45 Days
historic data on AHEDD - Reference roquirement B+

6 )

F-1.h Invoice of the completion of the offloading of | Software Efective Date + 45 Days
historic data on AHEDD ‘

F-1.i. Delivery of the completion of the automation of | Software - Effective Cate + 65 Days

misspelled patient town names to related political
town/county/Public Health Region — Reference the | -

requirement B-7 : . . C
F-1.1.a Involce of the completion of the automatian of | Software Effective Date + 85 Days

misspeled patient town names to related political
town/county/Public Health Region

Abacus Service Corporalion Amendment #1 Convradior Inifials XS
RFP-2017-DPHS-026-AHEDD-ADY Page 2of 13 Date 2 o




New Hampshire Department of Health and Human Services Rt
Automated Hospltal Emergency Departiment Data (AHEDD) System Support

F-1.1.b Delivery of the completion of the addition of | Software Effective Date + 80 Days
MU Stage 3 fields and 8-HL7Y fields to the ANEDD D8
- Reference the requirement B-8 ]
F-1.L.c invoice for the completion of the additionof | Software Effective Date + 90 Oays
MU Siage 3 fields and HL7 fields to the AHEDD DB

F-1.L.d Delivery of the completion of the EP database| Software Effective Date + 120 Days
infrastructure o store EP and Urgent Care (UC) -
encounters — Reference the requirement B-9

F-1.L.e Invoice for the completion of the EP and Software Effective Date + 120 Days
Urgent Care (UC) database infrastructure to store EP ‘ -

encounters . : '

F-1.1.¢ Delivery of the completion of AHEDD Triage | Software Effective Dale + 140 05ys

Notes reporting, of Hospital Service Area and -
Surround Town reporting, and other needed Cognos
Reporting - Relerence the requirement B-10

F.1.1.g Invoice of the complelion of AHEDD Triage | Software Effective Date + 140 Days| -
Notes’ reporting, of Hosp:tal Service Area and
Surround Town reporting, and other needed Cognos
Reponting - Referenca the requirement B-10

F-l.1.h Delivery of the completion of ' Software Etfective Date + 170 Days

AHEDD/Rhapsody log moniloring _

F-.L} Invoice of the complelion of AHEOD/Rhapsody | Software Effective Date + 170 Days

log monitoring . ' .
F-1.i.j2018 SCOPE B - Delivery of the completion of | Software Effective Date + 170 Days

System.Support Acceptance Testing
F-1.1.k 2018 SCOPE B - Invoice of the completion t_)f Non-Software, Effective Date + 170 Days

System Support Acceptance Testing Invoice Wrinen

F-1.1.1 Associated documentation Written Effective Date + 170 Days

F-1:.m Knowledge lransfer training ' Non-Software, Effeclive Dale + 180 Days
. Written . . )

F-1.1.n Production Imptémentation Software " [Effective Date + 180 Days

F-1.i.0 Invoice for Holdback .| Non:Software Effective Date + 210 Days

Adacus Service Comortion - " Amendment#1 Contractar tniliaty .
RFP-2017-DPHS.026-AHEDD-AQ Page 3of 13 ' . Date Ab



New Hampshire Dapartmant of Health and Human Services

Automated Hospital Emergency Department Data (AHEDD) System Suppon

F-1.] Delivery of completed AHEDD system Software - Mus!t be completed by
administration tasks (includes Nack Log Fix, Web Project End Date
Admin DB changas, ICD10 code formatting fix, (03/31/2020)
standardization of relative path coding, 1ICO10 Code
Table update, and replacement of qutdated
persisience software)

\
F-1.L.a Invoice for the completion of AHEDD system | Software Must be completed by
administration tasks {includes Nack Log Fix, Web Praject End Date
Admin DB changes, standardization of relative path (03/31/2020)

coding, ICD10 Code Table update, and raplaoement
of ouldaled persistence software} '

F-1.J.b Delivery of additional work completed through

Software

Must be completed by

the end of March (iC10 Code Table update, Project End Date
additional miss-spelled original town names mapped (03/31/2020

to politicat town, wmch includes an autumated code

fix)

F-1.j.c Invoice for addilional work through the end of | Software Mugl be complele by
March (IC10 Code Table update, additional miss- Project End Date
spelled original town names mapped to political town, {03/31/2020)

which includes an automated code fix) .

F-1.].d Delivery of addilional task development Software ust be complete by
through end of contract (Migration of Cognos ' Project End Date
Superutilizer reports to another reporting too), such (08/31/2020)

as Tableau)

F-1.).e Invoice for additional task development Software Must be complete by
through end of contracl (Migration of Cognos Project End Date

Superutilizer reponts 10 another reporting tool. such
as Tableau} .

{08/31/2020)

Abacus Service Comoration
RFP-2017-DPHS-026-AHEDD-AD!

2. Modify Part 3, Exhibit B, Price and Payment Schedule, Section 1, Payment Schedule, to read:

Amendment #1
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New Hampshiro Dapartment of Health and Human Services :
Automated Hosplital Emergency Department Data (AHEDD) System Suppont

1. PAYMENT SCHEDULE . -
7 12 Flrm Fixod Price Moo AS AID0|AD

This is a Fimn Fixed Price (FFP) Contrag/lotaling $241,189 for the period bctween the
Effeclive Date through' August 31, 202¢" ASC shal be responsible for performing its
ebligations In dccordance with The Contradt. This Contract will allow ASC 10 mvoice the Stete
for the following aclivities, Deliverables, or milestones 21 fixed pricingfintes appearing in the

price and payment lablas below:
ACTIVITY, DELIVERABLE OR MILESTONE | DELIVER- | PROPOSED SCHEDULE PRICE
- ABLE
) _ J..aves_ . -
F-1.a Conduct Project Kickof! Meeting Nop- ™ Must be cpr_npieled 10 0
(reference G-2) : Software | days after initial project
gtart dato

F-1.b Status Meelings Emakor | Weekly o

) Phone .

F-1.c Detivery of Wnrk Plan (referonce G-4) Written | Mustbe completed within 0
‘ : 10 days after initial
project stant date

-

F-4.d tnvoice for Work Plan Non- Must be submitted anor | $12.725
Software aboul 10 days after initia) :
project star dale

F-1.¢ Defivary of the completion of AD1 to | Software | Must be compleled by 0

AD4 transaction mapping to the AHEDD Project End Date
database and processing (similar lo AD4 (0{3!31/2019)
registration transaclions) - Reference }
‘roquiroment B-6 ,
F-1.f Invoice of the complation of A01 to Software | Must be compleled by | $12,730
AD4 transaction Mapping'to ihe AMEDD :’&ggﬁ 2%"'%)0‘“"
dalabasa and processing (similar lo AD4
registration transactions) .
F-1.g Delivery of tha completion of the Software | Must be complated by 0
offlcading of historic data on AHEDD . Projoct End Date
Reference requirament 8-6 (08/3112019)
£-1.h Involce of the completion of (he Software = | Must be compleled by $23.824
offioading of historic data on AMEDD Project End Date '
{08/31/2019)
Y -
Abocia Service Corporniion . Amcnomon # t Coniractor inifials _{J_“
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New Hampshire Department of Health and Human Services
Automated Hospital Emergency Department Data (AHEOD) System Support

F-1.i Detivery of the completion of the Software | Must be completed by 0

auviomation of misspelled patieni town Project End Date
" names 1o related political . (08/31/2019)
town/county/Public Health Region -
Reference the requirement B-7
F-1.ia Invoice of the completion of the | Software | Must be completed by $12.730
automation of misspelled patient town Project End Date
names lo related polilical town/county (08/3172019)
fPublic Heaith Reglon ,
F-1.i.b Delivery of the completion of the Software | Must be completed by 0
addition of MU Stage 3 fields and 8 HL7 |- | Project End Date
fields to the AHEDD DB -~ Reference the {08/31/2019)
requirement 8-8°
F-1.i.c Invoice of lhe completion of the . | Software | Musl be compleled by $30.617
addition of MU Stage 3 fields and 8 HL7 | Project End Date
fiekds to the AHEDD DB (08/31/2019)

Paid vendor 80% for work
done but paying additional
$2,783 to complete vendor
eslimate, which brings lotal
spent to $30,617

F-1.1.d Delivery of the completion of the EP | Software | Must be completed by 0

and UC dalabase infrastructure to store EP Project End Date

and UC encounters — Reference the {08/31/2018)

requirement B-9 ) .

F-1.i.e Invoice of the completion of the EP’ | Software Must be completed by $12.730
. and UC database infrastructure to store EP | - Project End Dale

and UC encounters (08/31/2019)

F-1..f Defivery of the completion of AHEDD | Software | Must be completed by 0

Triage. Notes reponting, Hospitat Service Project End Date

Area and Surround Town reporting, and (08/31/2019)

other neaded Cognos Reporting -
Reference the requirecment B-10

F-1.Lg Invoice of the completion of AHEDD | Software- | Must be completed by $31,692
Triage Notes reporting, Hospital Service Project End Date
Area and Surround Town reporting, and {08/31/2019)
other needed Cognos reporting
Abscus Service Corporation Amendmen! #1 Contractor Indtials _ﬁg
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New Hampshire Department of Health and Human Services ,,
Automated Hospital Emergency Department Data (AHEDD) System Support

£-1.1.h Dalivery of the completion of Software | Must be complete by 0
AHEDD/Rhapsody log monitoring Project End Date
(08/31/2019)
F-1.L1 Invaice of the completion of Software | Must be complete by $30.000
AHEDO/Rhapsody log monitoring Project End Date :
. : (08/3112019)
Paid vendor 82% for work
done, but after limiling
scope am paying additional
$5,519 to complete new
scope of work, which brings
total spent to $30,000
F-1.1] 2018 Scope B - Delivery of the Software | Must be completed on or o
completion of AHEDD System Support about 30 days prior lo end
Acceplance Testing of Project End Date
{08/3172019)
F-1.i.k 2018 Scope B - Invoice of the Non- Mus! be completed on or | $27.834
completion of AHEDD System Support Software, | about 30 days prior ta end
Acceptance Testing Invoice Wiritten . | of Project End Date
F-1.11 Assoclated documentation Writen | Must be completed 8 days 0
prior to end of Project End
Date
F-1.i.m Knowledge Transfer Training Non- Mus! be completed on or 0
Software, | before end of Project End
Wrtten - | Date
F-1.L.n Production Implémentation Software | Must be complated on or 0
before end of Project End ’
Date
F-1.Lo Invoice for Holdback Non-Software | Must bo submitied upon 320,119
sucoassiu! completion of
- Warranly Pefiod” (on or before
| 90 aays ater Project End Date)
Abacus Service Corporation Amendmenl #1
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New Hampshire Department of Health and Human Services
Automatad Hospital Emergency Department Data (AHEDD) System Suppon

F-1.j Delivery of the completion of AHEDD | Software | Must be completed by 0

system administration tasks (includes Nack Project End Date

Log Fix, Web Admin DB changes, ICD10 (03131/2020)

code formatting fix, standardization of .

reiative path coding, ICD10 Code Table

-update, and replacement of outdated

persistence software)

F-1.j.a Invoice for the completion of AHEDD | Software | Must be compieted by $10,156

system administration tasks (inctudes Nack Project End Date

Log Fix, Web Admin D8 changes, (03/31/2020)

standardization of relative path coding, Using unspent funds from

ICD10 Code Table update, and o

replacement of ouldaled persislence og mpmlonng..for_needed

software) _ §urvedlance sy_slem- .
improvemenls impacting
data quality and system
performance '

F-1.).b Delivery of additional completed Software | Must be compleled by 0

work through the end of March (IC10 Code Praoject End Oate

Table update. addilional miss-spefied (03/31/2020

original town names mapped to political

town, which includes an automated code

fix) ] .

F-1.j.c Invoice for addilional work through | Software | Must be complete by $6.022

the end of March {IC10 Code Table update, Project End Dale

additional miss-speiled original town names (03/31/2020)

amui:m;: ggtdn;c:l)t own, which Includes an . Using ur_tsgent fun_ds from
log monitoring, to improve.
surveillance datection
needs

F-1.].d Delivery of additional task Software | Muist be complete by o

development through end of contract Project End Date

{Migralion of Coqnos Superutilizer reports . (08/31/2020)

to another reporting toal, such as Tablkeau)

Abacus Servios Corporation | Amendmenl #1 . Contrador Iretlals
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Noew Hampshlre Department of Health and Human Services

F-1.}.e Invoice for additional task Software | Musl be complete by $10,000
development through end of contract Project End Date
{Migration of Cognas Superutilizer reports (08/31/2020)
to another reporting tool, such as Tabteau)
Gran! funding from ELC
grant used {o migrate
Cognos reports to Tableau
N {these are to expire
on12/2020)
Subtotal $241,189
TOTAL $241,189

1.3 Proposed Vendor Staff, Resource Hours and Rates Worksheet

The Proposed Vendor Staff Position, Resource Hours and Rales Workshee! shall indicate the
individuals that will be assigned to the Project, their hours and applicable rates. Names are
required for individuals designated for key roles; littes shall be used for others. Information Is
listed by phase,

Table 1.3 : Propoééd Vendor Stalf, Resource Hours and Rates Worksheet

. Hourl
p Implementatl | . Project Hours X
Thie Name Initlation on Close out |- Ry Rate
ate
Project Ram Prasad | - : :
Manager Tuluri 1076.30 626 254 536 $70,427
Senior Pradee i .
Develop P 774 1627.15 267 $32 |- $85,381
Shukla
er #1 .
Senlor Praveen . ~
Develop Kumar 774 1627.15 287 $az $85381
er #2
TOTALS ) $241,189.

1.4 Future Vendor Rates Worksheet

-

The Stale may- request additional Services from the selected Vendor.
additional Service is required, Table 1.4 Future Vendor Rales Worksheet shall provide this
information. *SFY" refers to Stale Fiscal Year. The New Hampshire Slate Fiscal Year runs from
July 1 through June 30 of the following calendar year. Positions not identified in the Table 1.3

Abacus Scrvice Corporation
RFP-2017-0PHS-026-AHEDD-AD1
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New Hampshire Department of Health and Human Services
Automated Hospltal Emergency Department Data {AHEDD) System Support

Table 1.4: Future Vendor Rates Worksheet

Positon Title SFY 2019 (| SFY2020 | SFYZ2021
Project Manager $36 $37 $38
Position #1 332 34 . $36
Position #2 $32 $34 $28

3. Modify Part 3, Exhibit B, Price and Payment Schedule, Section 2, Contract Price, to read::
2. CONTRACT.PRICE

21 Nolwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpecled circumstances, in no event shall the total of ‘all payments made by the State,
- Form P-37, General Provisions, Block 1.8, Price Limitation. The payment by the Slate
of the tolal Contracl price shall be the only, and the complete reimbursement to ASC for
all fees-and expenses, of whatever nalure, incurred by ASC in the performance hereof.

2.2 The State will not be responsible for any iravel or oul of pocket expenses incurred
in the perfformance of the Services performed under this Contract.

4. Modty Parl 3, Exhibit H, Requirements, 3rd paragraph after “Atachment 1: Project
Requirements is hereby incorporated within; and prior to “Section 1, Assumptions (Add

_To/Change This As Appropriale)’, to read as follows: :

In conjunction with ASC's Project Management methadology, which shall be used to manage
the Project’s iife cycle, the ASC team and the Slate shall finalize the Work Plan at the onset of
the Project. This ptan shall idenlify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to implemenl the Project. It shall also
address intra-task dependencies, resource allocations (both Siate and ASC team members),
refine the Project’s scope, and establish the Project’s Schedule. The Ptan is documented in
accordance with ASC's Work Plan and shall ulilize Java, Cognos, Oracle Appex software to
support the ongoing management of the Project.

. Modify Part 3, Exhibil H, Requirements, Attachment _i : Project Requirements, Section Technical
Requirements, o read as follows:
TECHNICAL REQUIREMEKTS MO YMIN | VENDOR COMMENT

1 The Sotution must comply with Open Standards as | M Y
specified in RSA 21-R:10 and 21-R:13, including but
not ¢mited to Open Oata Formats

Abacus Service Corporabion Amendment #1 Contracior Initiats _J ‘ 2
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".New Hampshire Department of Health and Human Services QS
Autornated Hospltal Emergency Department Data (AHEDD) System Support

The Solution must comply with State and M.l Y

Federal HL7 standards as referenced in links '
below:
|| Federal Link —
htips./iwww.cdc.gov/nsspidocumentis/guides/syn
drsurvmessagguide2_messaginggukde_phn.pdf
Stale Link -
https:/iwww.dhhs.nh.gov/dphs/phsi/documents/
sslocalguide.pdf

The Solulion must comply with State Informalion| M Y
Technology {IT) currently supported web hosting
software (includes Tomcat, IIS, and Java
versions).

The Sotution mus! comply with State IT M Y
slandards for Server Deployments. These
slandards include, but are nol limited to:
Logging, Direclory structures, Drive/storage,
Rights, Ports, Security and Shares.

The Solution must comply with Stale IT latest | M Y
web browser clients (such as Internat Explorer,
elc.}, which is imporant for AHEDD application.

Abacus Service Corpordtion © Amentgmen! #1 ’ Contractor Initiats
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Now Hampshire Depanmont of Moalth and Human Sorvicos
Automatad Hospital Emorganey Department Datn [AHEDD) Sysiem Supponrt

"Thin smandment shol! bo sflactive upon the dte of Goveinor #nd F recvive Counc opproval.
" INWITNESS WHEREOF, inc parties harva sat the¥ honas o2 of the dais wiztan baiow,

State of Now Hampshire _
Depanmem of Heatth ond Humon Services
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. Dok ’T"‘:f,'lt:l‘° meﬁx(ws\t%
Apacus Sernce Corporation
51434032 . Cuynléima
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be the porson whost mema 1 signed above, and ockniwiedaed (hat she cxecuted s document 1 Lhe
capaclly iIndicaled Jbrae
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Ty P c o Ihe P ALANNA ERVING -
Signslurc of Notary Pubkc or m::c o the Pooca Nowav Poblic - Michigan
e e -~ . adend Counay, | .}
Monda ~ Feuma i Mgna My Comm, Exghrer Sz 154 §
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Now Hampshire Department of Heaﬂh and Human Services !
Automated Hospital Emergency Dapariment Data (AHEDD) System Support

The preceding Amandment, having been reviewed by this office, s é’pproved asto lon'ri. substance, and
execution,

OFFICE OF THE ATTORNEY GENERAL

/)h/a’ﬂ | %@) @J/C/-

‘Datg

Ille

| hareby certlfy that ihe foregoing Amandment was approved by the Govermnor and Executive Council of
the State of New Hampshire al the Meeling on: : (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date ’ Name:
Title:
]
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STATE OF NEW HAM’PSH[RE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
. DIVISION OF PUBLIC HEALTH SERVICES

Commlssioner 603-271-4501 1-800-852-)248 Ext 4501
. . Fax: 603-27145827 TDD Access: l-8m—735-1964
Uiz M. Morris : www.dhhs.nh.gov
Olrector - . ' .

October 15, 2018

His Excellency, Governor Christopher T. Sununu
and the Honorable Caouncli

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services (DHHS), Division of Public Health
Services (DPHS), to enter into 2 Firm Fixed Price (FFP) contract with Abacus Service Corporation,
25925 Tetegraph Road, Suile 208, Southfield, MI, 48033, (Vendor # 223048) to provide Information
Technology support for the Automated Hospilal Emergency Department Data (AHEDD) System, in an
amount not too exceed $231,189, effective upon Governor and Executive Council approval through
August 31, 2020. Funding is 100% Federal Funds.

Funds for this request provided by the Centers for Disease Control and Prevention (CDC)
National Syndromic Surveillance Program (NSSP) grant through August 31, 2020 are available in the
following accounis for State Fiscal Year 2019, and anticipated to be available in the following.account
for State Fiscal Year 2020, upon availability and continued appropriation of funds in the future
operating budget, with authority to adjust encumbrances between Stale Fiscal Years through the
Budget Office without further approval from Governor and Executive Council, if needed and
justified. Similarly 2019 and 2020 CDC Opioid Crisis funding was approved by CDC but is in the
process of approval by the State of NH {reference the "TBD" annotations below).

05-95-90-902510-50940000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH SERVICES, BUREAU OF INFECTIOUS
DISEASE CONTROL, SYNDROMIC SURVEILLANCE CAP (100% Federal Funds)

State Class /
-Fiscal A Class Title Job Number | Budget Amount
ccount
Year ) .
2019 102-500731 | Contracts for Program Services | 90027300 | $110,565
2020 102-500731 | Contracts for Program Services 90027300 $30,624
Total: $201,189.00




His Exceliency, Governor Chtistopher T. Sununu
and the Honorable Council
Page 2

05-95.90-902510-7039-HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SERVICES, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
Public Health Crisis Response (100% Federal Funds)

State Class / :
Fiscal : Class Title Job Number | Budget Amount
Account . o

Year )

2019 102-500731 Contracts for Program Services 8D ° . $25,000

2020 102-500731 | Contracts for Program Services . TBD $5.000
' Total: $30,000.00

EXPLANATION

Approval of this contract will allow the Department to improve and sustain syndromic (disease)
surveillance coding, analysis, and repanting for the AHEDD system for greater efficiency and broader
analytical early event detection of public health threats. All cilizens of NH are impacted as this
stalewide surveillance system provides early event detection of reportable disease and other -health
risks, 2llowing NH Public Health to respond earlier to mmgate the impact of disease outbreak or health
threat. The enhanced surveﬂlance realized from this contract will help New Hampshire meet National
Syndromic Surveillance System (NSSP) objectives lo broaden data representativeness, improve data
qualily, and to enhance knowledge and the practice of syndromic surveillance for grealter situational
awareness state-wide, regionally and nat:onally This contract will also bring DPHS into compliance
with the NSSP Data Use Agreement, improving New Hampshire's ability to share data with NSSP
regional and national pariners.

This contract was compelitivély bid. The Department published a Request for Proposals (RFP)
for Automated Hospital Emergency Department Dala (AHEDD) Services and Enhanced Surveillance
Processing (RFP #2017-026) on the Department of Health and Human Services’ website November 28,
2017 through December 28, 2017. The Department received two (2) proposals from the same vendor
for the two scopes of work, however the enhanced surveillance processing scope of work of the RFP
was found to be invalid. The Elecironic Surveillance System for the Early Notification of Community-

-based Epidemics (ESSENCE) requirement utilizes proprietary software owned by Johns Hopkins
University Applied Physics Lab (JHUAPL). The on!y mechanism for oblaining these services is through
a sole source contracl with JHUAPL. The remaining proposal was evaluated based upon the crilena
published in the RFP by a team of individuals with program specific knowledge and expertise. Abacus
Service Corporation was the selected vendor. See attached Summary Score Sheet. As referenced in
the Request for Proposals and in Section 2 of Contract 2017-026, this Agreement has the option to
extend for one (1) additional year, contingent upon salisfactory delivery.of services, available funding,
agreemeni of the parties and approval of the Governor and Council.

Should the Governor and Execulive Council not -authorize this request, the Department would
be less able to respond to mitigate the impact of disease outbreaks or health threats in an expedient
manner. In addition, the Depariment will have to return $201,189 in federal money ‘thal has been
approved for surveillance system enhancements. Overall, these improvements will lead to early event
detection of infectious disease case in accordance with RSA 141-C.

. 5
Area served: Statewide.

Source of Funds: 100% Federal Funds from the United States Health and Human Services, Division of
Public Health Services, Bureau of Infeclious Disease Conlrol, Syndromic Surveillance Cap. Code of
Federal Domestic Assistance Number (CFDA) 93.283, Federal Award Identification Number (FAIN) 5
NUSCOEQQ0065-03-00.



His Excellency, Governor Christopher T. Sununu

and the Honorable Council
Page 3

In the event tha! the Federal Funds become no longer available, General Funds will

not be requested to support this program.

Approved by:

Respectfully submitted,

i

isa M. Morris
Director

Jefrey A eyers
Commissioner

! The Department of Heolth ond Human Services’ Mission is to join communities ond faniilies .
in providing opportunities for eitizens W achieve health and independence.



New Hampshlre Department of Health and Human Services
Office, of Business Operations
Conlracts ‘8 Procurement Unit
Summary Sconng Sheet

A d Hospital Emergency Departmant Data

(AHEDD) Suppeant and Enhanced Survatiance oo
Procsasing RFP-2017-02¢ . . ]
"RFP Name RFP-Number ’ Reviewer Names
o : 1 David Swenson, AHEDO Projoct
' Manager, DPHS
. . R Maximum Ketual | moo_'—
Bidder Name . Pass/Fall| Points. | Points 2. Surveltanca Coordinator, DPHS
1. Abacus Service Corporation, Scope B - . . 180 181 3. Elen Chaso—Luurd. Adern 1l
2 . . 4 Edn Matcalf, Surveillance
-0 : : 180 0 " Manager, BIDC, OPHS
3 180 0




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-725-2964

‘www.nh.gov/doit

Denis Goalet
Commissioner

October 30, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Plensant Street

Concord, NH 031301

Deer Commlssloncr Meyers:

This letter rcprtscnls formnl notification thet the Department of Informauon Technology (Dol'l')
has approved your sgency's request to enter into & contrecl with Abscus Semcc Corporetion as described
below and referenced as Dol T No. 2017-026.

This is a request to entet into B conlract with Abacus Scmce Corporetion. This contract
will provide suppon for the Autamated Hospml Emergency Dcpanmcm Data (AHEDD)
System. The goal for this contract is 1o improve and sustain syndromic (disease)’
surveillanée coding, analysis, and reparting for the AHEDD system for greater efficiency
end broader analytical earty event detection of public health threats.

+ -
The amount of the contract is not to exceed ﬁ)l.l89.00, and shall bécome effective
upon the date of Governor and Executive Council approval through August 31, 2020.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval. o,

Sidiercly,{\

Denis Goulet

DGAaick
DolT #2017-026

ce: Bruce Smith, IT Manager, DolT

*innovative Technologies Today for New Hompshire's Tomorrow™
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FORM NUMBER P-37{ versien 1/09)

STATE OF NEW HAMPSHIRE
' Department of Henlth & Homan Services
Automsted Hospita) Emergency Department Dots (AHEDD) System Suppon (2011-026)

AGREEMENT- PART?
Subject: Automated Hospita! Emerpency nqnmm D2 (ANEDD) Syaem Suppent mn-m)

AGREEMENT
Tthmeowa Iumpdulnuﬁuu&mwbuwymmunymumbm

GENERAL PROVISIONS

_L__IDENTIPICATION. .
1.} §into Agency Name 1.2 Stals Agensy Addren

Depariment of Hesith and Humen Services 129 Plezsani Strees, Copeond, NH 03101-3857
13 Comtmctor Neme |4 Contrecior Address
| Atzeus Service Corpareilon - | 14928 Telegraph RA., Sulte 206
Somthficid, M1 42033 .
{3 Coatmctor Phone 1.6 Accoun: Number: 3745 1.7 Completion Dsts 1.8 Price Limitmton
. Nomber 03-93.90-902510-50940000- | .Augus1 31,2020 ml.l.ﬁ
243-322.3803 102-500731, 90027300 ¢ 09-4%4
.5 Coantrecting Offices for State Agency !ﬂl:“-‘lilo-‘”) " 1.10 State Agency Talephone Number
Nithan D. White 8= seoray, 03-271-9631 :
Director, Coritracts & Procurements y .
.11 Cantractor Signanov . .1 Nmem‘rﬁuorcwswmy
- ‘ Aprll Sziaga, Vice President

113 "Acknowledgemerl: Sk of Michigan, Caurty of Ockdand

on 10fulig umumlwo!rw.mlywmmwmmmmlu.umisammy
froven o' be mnwbounamluis:umbbckl H, mdmwlwﬁmmemmhmmmmdq
indicated In block 1.12.°

W ms—
1.13.1 Signature of Notary Public or Justice bf the Peaco ' : ALANNA ERVINC
!

Nomry Public - Mlthlgar

[SnIL Oaklend C ; .-

1132 Nmnu(‘l‘tueormmouuntuw '
AEAG e o o o e — —

“Monna &J'“S\ ﬂccoon&qu' Rt mona e
1L.14 § ) | 115 Namsand of Stmta Agency Signatory

List MorpaS, DiIReCTor. DPHS

of Admml.m-ninn. Divisten of Personned (] {'f@pﬂmtch)

- By . -+ " Dhrector, On:

Page | of 4



1. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The Sutc of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 {“Contescior™) 1o perform,
and the Contractor shall perform; the work or sele of goods, or
both, identified and more panticularly described in the snached
EXHIBIT A which is incorporeted herein by reference
{*Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provisian of this Agreement o the
contrary, end subject to the opproval of the Governor and
Exccutive Council of the State of New Hempshire, this
Agreement, end all-obligations of the partics hereunder, shall
not become effective until the dae the Govemor and
Executive Council approve this Agreement (“Efective Date").
3.2 If the Contrector commences the Services prior to the
Effective Date, all Scrvices performed by the Contrector prior
10 the Effective Date shall be performed at the sole risk of the
Contractor, and in the event thal this Agreement does not
become effective, the Swie shall have no liability to the
Contrector, including without limitation, any obligation 1o pay
the Contractor for any .costs incurred or Services performed.
Contractar must complete o}l Services by the Completion Date
specified in block 1.7,

4.  CONDITIONAL NATURE OF AGREEMENT.
Notwithsianding eny provision “of this Agreement to the
contrary, all obligations of the State hercunder, including,
without limitation, the continuance of payments hercunder, are
contingent upon the availability end continued epprapristion
of funds, and in no evenl shall the Stete be lizble for any
payments hereunder in excess of such available sppropriatcd
funds. In the evem of e reduction or termination. of
" appropristed funds, the State shall have the right to withhold
payment until such funds become ovailable, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contrector notice of such termination. The State
shall no1 be required to transfer funds from any other eccount
10 the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT LIMITATION/
‘PAYMENT.
5.1 The contrsct price, mecthod of payment, end terms of
payment are identificd and more particularly described in
EXHIBIT B which is incorporeted herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contrector for et
expenses, of whatever nature incurred by the Conlractor in the
performance hereof, and shoil be the only and the complete
compensation to the Contractor for the Services. The State
shall have no lisbility 1o the Contractor other than the coniract
price.

5.3 The Swuste reserves the righit to offset from eny emounis
otherwise payeble to the Contractor under this Agreement

PRICE/PRICE

Page 2014
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those liquideted amounts required or permined by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

5.4 Norwithsianding any provision in this Agreement to the
contrary, and notwithstanding unexpected: circumstances, in
no event shall the totel of oll payments authorized, or actually
made hereunder, exceed the Price l..1m1umon set forth in block -
1.8

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection.with the performance of the Services, the
Contractor shall comply with el) stetutes, lows, regulziions,
and orders of federal. state, county ot municipal suthorities
which impose sny obhg-non or duty upon-the Contractor, '
including, but not limited to, civil rights and equal opportunity
laws. In addition, the Coniracior shall comply with all
epplicable copyright laws,

6.2 During the term of this Agreem:m the Contractor shall
nol  discriminate egainst employees or applicants for
employmen! because of race, color, religion, creed, age, sex,
handicap, scxual grientation, or national origin and will take
affirmative ection to prevent such discrimination. ]

6.3 If this Agreement is funded in any part by monics ‘of the
United Suntes, the Contracior shall comply with all the
provisions of Executive Order No. 11246 (“Egual
Employment  Opportunity™). as_ supplemented by the
regulations of the United States Department of Labor (4)
C.F.R. Part §0), and with any rules, regulations and guidelines
us the State of New Hampshire or the United States issue 1o
implément these regulations, The Controcior further agrees o
permit the State or United Swes access to any of the
Contractor's books, records and accounts for the purpose of
nscertaining compliance with all rules, regulations end orders,
and the covenants, terms and conditions of this Agreement.

1. PERSONNEL.

7.1 The- Contractor shall at its own expense provide all
personnel necessary 10 performn the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified 10 perform the Services, and shall be properly
licensed and otherwise authorized to do 50 under all applicoble
laws.

7.2 Unless otherwise authorized in wriling, during the term of
this Agreement, and for & period of six {6) months after the
Completion, Date in block 1.7, the Contractor shell net hire,
and shall not permit any subcontrector or other person, firm or
corporntion with whom it is engeged in o combined cffort to
perform the Services 1o hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance  of -this
Agreement. This pravision shall survive terminatiQn of this
Agreement.

7.3 The Conmracting Officer specified in block -1.9, or his or
her successor, shall be the Stale's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision sholl be final for the State.

Contrector Initials
Date {0



8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following ects or omissions of the

Contractor shall constitute an event of default hgreunder -

(“Event of Defoult™):

8.1.) feilure 10 perform the Services satisfactorily or on
schedule; .
8.1.2 feilure 1o submit eny report required hereunder; and/or
8.1.3 failure 10 perform any other cavenant, term or candition
of this Agreemenl.

8.2 Upon the occurrence of any Event of Dcfnull the Stale
may toke any one, or more, or a¥l, of the following actions:
8.2.) give the Contractor & wrinen notice specifying the Event
of Default end requiring it to be remedicd within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the dete of the notice; and if the Event of Default is
not timely remedied, terminste this Agreement, effective two
(2) days after giving the Contrector notice of termination;

8.2.2 give the Contractor a wrinien notice specifying the Event
of Default and suspending s1) payments to be made under this
Agreement and ordering that the portion of the conmract price
which. would otherwise accrue 10 the Contractor during the
period from the dote of such natice until such time as the State
determines that the Conrractor has cured the Event of Defauh
shall never be paid to the Contractor,

8.2.3 set off against any other obligations the Statc may owe to
the Contractor any damages the State suffers by reason of any
Event of Defoult; andfor

3.2.4 weat the Agreemenl as breached end pursuc any of its
remedics 8t law or in cqmry or both,

9. DATAMCCESSICONFIDENTIALITYI
PRESERVATION.

9.1 As used in this Agreement, the word “data" shall mean all
information and things developed or obtnined during the
performance of, or acquired or developed by reason of, 1his
Agreement, including, bt ot limited 1o, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial  reproductions, drawings, anslyses,
grophic  representations, computer programs, computer
printouts, notes, letters, memorande, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has bccn received from’

the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Siale, and
shall be retumned to the State upon demand or upon
termination of this Agreemeni for any reason.

9.3 Confidéntislity of data shall be govemed by NH. RSA
chnpt:r 91-A or other existing law. Disclosure of date
requires prior written epproval of the State.

10. TERMINATION In the cvent of an carly lermination of
this Agreement (or eny reason other, than the completion olnhe
Services, the Contractor shall deliver 10 the Contracting
Officer, not fster than fiffeen (15) days afier the date‘of

Poge J of 4
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termination, & repon (“Termmination Report”) describing in
detzil all Services performed, and the contract price earmed, lo
end including the dete of termination. The form, subject
matter, content, and number of copits of the Termination
Repont shall be identical to those of sny Final Report
described in the atteched EXHIBIT A,

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance .of this Agreement the Contracior is in all
respects an independent contractor, and is neither sn ageni nor
an employee of the State. Ncither the Contreclor nar any of its
officers, employees, sgents or members sheli have suthority 1o
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to ils employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall ‘not essign, or otherwise transfer eny
interest in this Agreement without the prior wrinen consent of
the N.H. Depanment of Administrative Services. None of the
Services shall be subcontracied by the Contrastor without the

. prior writien consent of the State.

13. INDEMNIFICATION. The Contractor shsll defend,
indemnify and hold harmless the Sute, its officers and

.. empioyees, from and agsinst eny and o losses suffered by the

Suate, its officers and employees, and any and oll claims,
lisbilities or penaliies asserted against. the Siate, ity officers
and employees, by or on behelf of any person, on eccount of,
based or resulting from, arising out of (or which may be
claimed 10 earise out of) the acis or omissions of the
Contrzctor.  Notwithstanding the foregoing, nothing hercin
contpined shall be deemed to constitute & waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the Siate. This covenant in paragraph 13 shall
survive the termination ol'thas Agreement,

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain -and
mainiain in force, and shall require any subcontrector or
assignee 1o oblsin and maintain in force, the following
nsurance:

14.1.1 comprehensive general ligbility inswrance against all
cleims of bodily injury, death or property dsmage, in smounts
of not less than $250,000 per claim and $2,000,000 per
occurrence; and .

14.1.2 fire and cxiended coversge insurance covering all
property subject to subparngraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.9 herein shall -
be on policy forms and endorsements approved for usc in the
Siale of New Hampshire by the N.H. Department of
{nsurance, and issued by insurers licensed in the State of New
Hampshire.

14.3 The Coniractor shall furnish to the Contrecting Officer
identified in block 1.9, ar his or her successor, s certificote(s)
of insurnnce for ell insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer

Contractor Initials
Date



identified in block 1.9, or his or her suctessor, certificate(s) of
insurance for il renewal(s) of insurance required under this
Agreement no later than fifieen (15) days pror to the
expirntion dete of each of the insurance policies. The
certificate(s) of insurance and any rencwols thereof shall be
attached end sre incorporated herein by reference.  Each
certificate(s) of insurence shell conisin & ¢leuse requiring the
insurer to endeavor to provide the Contracting Officer
identified in block 1.9, or his or her successor, no less than ten
(10) days prior writen notice of cancellation or modification
" of the policy.

_15. WORKERS' COMPENSATION.
5.1 By signing this agreement, the Contracior agrees,
centifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
("Workers® C0mp¢n.mHon A
15.2 To the extent the Contrattor is subject to the
. requirements of N.H. RSA chopter 281-A, Contrnctor shall
meintein, and require any subcontracior or assignee 10 secure
and meintsin, payment of Workers® Compensation . in

connection with activities which- the person proposes 10

underteke pursuant 10 .this Agreement.. Contractor shall
“furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers” Compensation in the
manner described in N.H. RSA chapter 281-A and eny
eppliceble renewn!(s) thereof, which shall be artached and arc
incorporated herein by reference.. The Siate shall not be

responsible for payment of eny Workers' Compensation *

premiums or far eny-other ¢laim or benefit for Contrector, or
any subcontractor or employee of Contrector, which might
arise under spplicable State of New Hampshire Workers'
-~Compensation laws in connection with the perfermance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Sute to
enforce any provu:ons hereof after any Event of Default shall
be decmed o waiver of its rights. with regard to that Event of
Defoult, or_any subsequent Event of Default.
failure 1o enforce any Event of Defoult shall be deemed o
waiver of the right of the State 1o enforce each and ol of the
provisions hercof upan any further or other Event of Defavll
on the part of the Contractor.

17. NOTICE. Any notice by a perty hereto to the other party
shall be deemed to have been duly delivered ar gwen gt the
time of mailing by cenified moil, postage prepaid, in & United
States Post Office addressed to the parties 81 the addrtsscs
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be smended,
waived or discharged only by an instrument in writing signed
by the portics hercto and only afler approval of such
smendment, waiver o5, discharge by the Govemor and
Exccutive Council of 1he Staie of New Hampshire.
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.

No cxpress.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in occordance with the
laws of the State of New Hampshire, and is binding upon and
inures ‘to the benelit of the parties’ and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to cxpress their mutual
intent, and no rule of consiruction shall be epplied against or
in favor of eny pary.

20. THIRD PARTIES. The partics hereto do not intend to
benclit any third panties and this Agreement shall not be
construed (0 confer any such benefit. .

. 21. HEADINGS. The headings throughout the Agreement

are for reference purposes only, and the words comained
therein shall in no way be held 10 explein, modify, amplify or
aid in the interpretotion, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the anached EXHIBIT C are incorporated: herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by e coun of competent jurisdiciion to
be contrary to any state or feders) law, (he remaining
provisions of this Agreement will rémain in full force and
effect. .

- 24. ENTIRE AGREEMENT. This Agrcement, which may.

be executed in o number of counterpants, each of which shall
be decmed an original, constitutes the edtire Agreement and
understanding berween the parties, and supersedes 8l prior
Agreements and understandings trelating hereto.

Contractor [nittals
Date
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TERMS AND DEFINITIONS

CONTRACT 2017-026

*The following general contracting terms and definitions apply except es specifically noted elsewhere ‘

in this document.

Acceptance

Notice from the State that a Deliverable has satisfied Acceplance
Test or Review. '

Accepiance Letter

An Accepiance Letier provides notice from the State thet 2
Oecliverable has satisfied Accepiance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the State thar describes at a minimum, the specific Acceplance
process, criteria, and Schedule for Deliverables.

Acceptance Test ond Review

Tests performed 1o determine that no Defects exist in the
spplication Software or the System

Access Control

Supports the management of permissions for logging onlo a
computer or network -

Agreement

A contract duly exécuted and legally binding.

Appendix

Supplementary material that is collected and appended at the back

" of a document

Audit Trail Copture and
Aoalysis

Supporis the identification and monitoring of - acnvmcs within an
application or system

Beit and Final Offer (BAFO) For negotiated- procurements, 8 Vendor's final offer following the
. canclusion of discussions. )

cCp Change Control Procedures-

Certilicatiop “The Vendor's written declaration*with full supporting and written
Documentation {including- withoul limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance

" Tesling or Review. '

Change Coantrol Formal process for initiating changes to the proposed solution or

’ -process once development has begun.

Change Order -Forma! documentalion prepared for a proposed changc in the
Specifications.

CM Configuration Management

Completiop Date

End date for the Contract

Confideatial Information

Information required 10 be kept Confidential from unauthorized
disclosure under the Cantraci

Controct

This Agreement between the State of New Ha.mpshlrc and & Vendor,
which creaies binding obligations for each party to pecform as
specified in the Contract Documents.

Controct Agreement

Part | and Part 2. The documentation consisting of both the General
Provisions and the Exhibils which represents the understanding and
acceptance of the reciprocal legal rights and duties of the panties
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CONTRACT 2017-026

with respect l0 1he Scope of Work

Contract Conclusion

Refers to the canclusion of the Contract, for nny reason, including
but not limited to, the successful Contract completion, termination
for convenience, or termination for default.

Contr:.lc't.Docum:nts

Documents that comprise this Contract (See Contract Agreement,
Section 1.1)

Cootract Managers

The persons identified by the Stale and the Vendor who shall be
responsible for all contractua) authorization and administration of
the Coniracl. These responsibilities shall include but not be limited
to processing Contrect  Documentation, obtaining executive
approvals, racking costs and payments, and represeniing the partiés
in all Contract administrative activities. (See Section 4 Comrac!
Mandgement)

Contract Price .

The totat, not to exceed amount 10 be paid by the Suue 10 the
Comraclor for product and services described in the ‘Contract
Agreement. This amount is listed in the General Prmnsrons Section
|.8 as well as Exhibit B Paragraph 2.

Contractor

The Vendor whose proposal or quote was awarded the Contract. with
the Stare and wha is responsible for the Services and Deliverables of
the Contract.

Cootracted Yeodor/Veondor

The Vendor whose proposal or quote was awarded 1he Contract with. |
the State and who is responsible for the Services and Deliverables of
the Contract.

Coaversion Test

A 1est 10 ensure that 8 Data conversion process correctly takes Dala
from a legacy system and successfully convents it to & form that can
be used by the new System.

' Commercia)l Of-The-Shelf Soﬂwsi:c

COTS
CR Change Request
Cure Period The thirty (30) day period following written notification of a default

within which:a contracted vendor must cure the default identified.

Custom Code

Code developed by the Vendor specifically for this projccl"for the
State of New Hampshire

Custom Software

Software developed by the Vendor spccaﬁcnlly for this pro;ecl for
the State of New Hampshire

Data State's records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be used
lconverted by the Vendor during the Contract Term

DBA Database Administrator

Deficlencies/Defects

A faitire, deficiency or defect in a Deliverable resulung ina

‘Deliverable, the Software, or the. Syslcm not conformmg to its

Specificstions.

Closs A Deficiency - Soﬂware Critical, does not allow System to
operdte, no work around, demands immediate aclion; Writien

‘| Documentation - missing significant portions of information or

State of NH Contract Agreement 2017-026 - PART 2 - Page 3 of 33
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hosp:lal Emergency Department Data (AHEDD) System Suppon
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unintelligible to State; Non.Software - Services were inadequate and
require re-performance of the Service. /

Closs B Deficiency — Software - important, does not stop operation
and/or there is a work around and user can perfaorm tasks; Writren
Documeniation - portions of information are missing bul not enough
10 make the document unintelligible; Non Software - Services were
deficient, require reworking, bul do not require re- -performance of
the Service.

‘Class C Deficieacy — Software - minimal, cosmetic in nature,

minimel effect on System, low priority end/or user can use System;

" Written Documentation - minimal changes required and of minor

editing nature; Non Soffware - Services require only minor
reworking and do nol require re-performance of the Service.

Deliverable A Deliverable is any Written, Sofwere, or Non-SoRware
Deliverable (lemter, repont, manual, book, other), provided by the
Vendor to the State or under the terms of a Conlracl requirement,
Department An agency of the State

Department of Information
Technology (DoIT)

The Oepartment of Information Technology established under RSA
21-R by the Legislature effeclive September 5, 2008.

‘| Documentation

All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature Guaraniees the unaliered state of a file
Effective Date The Contract and all obligations of he parties hereunder shall
) become effective on the daie the Govemor and Lhe Executive
Council of 1he State of New Hampshire approves the Contracl
Encryption Supports the transformation of data for security purposes
Enhancements Updates, additions, modifications lo, and new releases for the

Software, and_all changes to the Documentation as a result of
Echancements, including, but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Cootract

A Firm-Fixed-Price Contract provides a price that is not subject to
increase, i.c., adjustment on the basis of the Vendor's cost
experience in pcrl'ormmg the Contract

Fully Loaded Rales are inclusive of all allowable experises, mcludmg. but not
limited to: meals, hotelVhousing, sirfare, car rentals, car mileage, and
out of pockel expenses

GCAAP Generally Accepted Accounting Principles

Governor and Executive Couocil

The New Hampshire Governor and Executive Council.

Harvest

Software 1o archive and/or control versions of software

Refers to a set of intemational standards for transfer of clinical and

Health Level Seven
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administrative dala between soﬂwnrc applications used by various
healthcare providers.

Ldentification and

Suppors obteining information sbout those parties attempling 10

Autbenticatioo log on to a system or application for security purposes and the
validation of those users
.lmplementntlon The process for making the System fully operational for processing

the Data. ,

Implementation Plan

Seis forth the transition rrom development of the System to full
operstion, and includes without Inmnanon training, business and
technical procedures.

Informetion Technotogy (IT)

Refers to the tools and processes used for the gathering, storing,

manipulsting, transmitting, sharing, -and sensing of information
including, but: not limited "to; - Data p'rocessing, computing,
information systems, lclocommun:canons and verious oudio and

video technologics.

loput Validation

Ensure that the values cntercd by users or prowded by other
applications meets the size, type and formal expected. Protecting
the apptication from cross site scripting, SQL injection, buffer
overflow, elc. '

Intrusion Detection

Supports the detection of illegal entfance irto a cornputcr system

Iovokiog Party. In a dispute, the party believing itself eggricved

Key Project Staff Personnel identificd by the State and by <CONTRACTOR> as
essential to work on the Project.

Licensee The Suate of New Hampshire

Meaningful Use

The use of cenified electronic health record (EHR) technology to:
Improve quality, safety, efficiency, and reduce health disparities.
Engage patients ond family. Improve care coordination, and
population and. public heaith, Maintain .privacy and security of |
patient health information.

Non Exclusive Cootract

‘A contract executed by the State that docs not restrncl the State from
seeking alienative sources for the Deliverables or Services
provided under the Contracl.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Written
Deliverables, e.g.. meetings, help support, scrvices, other

Normal Business Hours

Norma!l Business Hours — 8:00 a.m. 10 5:00 p.m. EST, Monday
through Friday excluding Siate of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President’s Day, Memorial Day, July 4%, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Chrisimas
Day. Specific dates will be provided

Notice to Proceed (NTP)

The State Contract Manager's written' direclion to the Vendor to
begin work on the Contract on a given dal¢ and time

Open Datns Formats

A data format based on an underlying Open Standard.’

Open Source Software

Software that guaraniees the user. unrestricted use of the

State of NH Contract Agreement 2017-026 - PART 2
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Software as defined in RSA 21-R:10 and RSA 21-R:) ).

Opeo Standords

Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R:13,

Operating System .

System is fully functional, all Data has been loaded inio the
System, is available for use by the State in its daily operations.

Operational

Operational means that the System is operatmg and fully funclional,
all Data has been loaded; the System is available for use by the
Stele in its daily operations, and the State has issued an Acceptance
Letier,

O}der of Precedence

The order in which Contract/Docuiments control in the event of a
conflict or ambiguity. A term or condiiion in a dociiment controls
over a conflicting or ambiguous term or condition in a document
that is lower in the Order of Precedence

| Project

The planned undertaking regarding the entire subject matter of an
RFP and Coniract and the ectivities of the panies related hereto.

' Project Team

The group of State employees and contracted Vendor's persannel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budge! and to the required’ speclf'canons and
quality

‘| Praject Management Pian

A document that describes the processes and methodology to be
employed by the Vendor 1o ensure a successful Project,

Project Monogers

The persons identified who shalli function as the State’s and the
Vendor's representative with rtgard 1o Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Proccdurcs
(CCP) :

Project Staff

State personnel assigned to work with-the Vendor on the Project

Proposal

The submmission from & Veador in respanse 1o the Request for a
Proposal or Statement of Work

Regression Test Plan

A plan integrated into the Work Plan used to ascertain whether
fixes 10 Defects have caused erors eisewhere in  the
application/process.

Review

The process of reviewing Deliverables for Accepiance

Review Period

The period set for review of a Deliverable. 1f nonc is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals 1o satisfy State functional

" requirements by supplying data processing product and/or Service

resources according to specilic terms and conditions

Role/Privilege Management

Supports the granting of abilities to users. or groups of, users of 2
compuier, application or network

Saa$- Software os o Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor sllows the use of the:
software as a part of their service.

Schedule

The dates deseribed in the Work Plan for dcadlnncs for performance
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of Services and other Project evemis and activities under thc
Contract

Service Level Agreemeot (SLA)

A signed agreement between the Vendor and the State spcclfymg
the level of Service that is expected of, and provided by, the Vendor
during the term of the Contract.

Services - The work or lzbor to be performed by the Vendor on the Project as
described in the Contract.
Software All custom Software and COTS Software provided by the Vendor

under the Contract

Sofrware Deliverables

COTS Software and Enhencements

Software License

Licenses provided to the State under this Conlract

Solution

The Solution consists of the toial Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms’ of the Specifications. The off-the-shelf Software and
configured Software customized for the State provided by the
Vendor in response o this RFP.

Specifications

The written Specifications that set forth the requiremenis which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federsl policies, laws ‘and regulations; State ‘technical standards,
subsequent State-spproved Deliverables, and other Specifications
and requirements described in the Contract Documents. The
Specifications are, by this reference, made a pant of the Contract as
though completely set forth herein.

State

STATE is defined as:State of Néw Hampshire/Department of Health
& Human Services/Division of Public Heslth Services ‘
Reference to the term “State® shall include applicable agencies -

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of -the architecture, performance end design
requirements, the roles and responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achieving. .

State’s Confidentit] Records

Siate's information regardless of its form that is not subject to

" public disclosure under applicable siate and feders! laws and

State Data .

regulations, including but not limited to RSA Chapter LA '

Any information contained within State systems in elcclronlc or
paper format.

State Fiscel Year (SFY)

The New Hami)shnrc State Fuscal Year extends from July I“
through June 30% of the following calendar year °

State Project Leader

State's representative wilh regard to Project ow:rsught

State's Project Mapager (PM)

State's representative with regard lo- Project managément and
technical matters. Agency Project Managers are responsible for
review and Acceptance of specific Contract Deliverables, invoice
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sign off, end Review and approval of a Change Proposal (CP).

Subcontractor

A person, partnership, or company no! in the employment of, or
owned by, the Vendor, which is performing Services under this

- | Contract under 2 separate Contract with or on behalf of the Vendor

System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning” together in accordance - with the
Specifications. .

TBD

To Be Determined

Techanical Autborization

Direction to 8 Vendor, which fills in details; clarifics, interprets, or
specifies technical requirements. [t must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not.change -the terms, documcnts of
specifications of the Contract Apreement

Test Plan

A plan, integrated in the Work Plan, to verify the code

{new or changed) works to-fulfill the requirements of the Project. It-

may consist of & timeline, a series of 1ests and test data, test scripts

and reports for the test results as well as a tracking mechanism.
Term Period of the Contract from the Effective Date through termination.

Traosition Services

Services and support provided when <CONTRACTOR> is
supporting System changes. )

UAT

User Acceplance Test .

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptaoce Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed accaording to specific user requitements.
The test cases and scripts/scenarios should be mapped (o business
requirements ouwilined in the user requirements documents.

User Management

Supports the administration of computer, application and netwark
gccounts within an organization

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the Contract
with the Staie and who is responsible for the Services and
Deliverables of the Conuracl. :

Verification Supports the confirmation of authority 10 enter 8 computer system,
application or network

Walk Through ) A step-by-step review of & Specification, usabllny features or
design before it is handed ofT 10 the technical team for development.
A period of coverage during which <CONTRACTOR> is

Warranty Perlod

responsible for providing a guarantee for products and Services
delivered as defined in the Contract.

Warranty Relcases

Code releases that are dane during the Warranty Period.

Warranty Services

The Services 10 be provided by the Vendor during the Warranty '
Period. : -
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Work Hours ' Vendor personnel ‘shall work normal business hours between 8:00

: am and 5:00 pm, eight (8) hour deys, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with 1he Stale Project
Manager.

Wark Plan The overall plan of activities for the Project ¢reated in accordance

: with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables 16 be produced under the
Project as specified in Appendix C. The Work Plan shall include &
detailed descnpnon of the Schedule, 1asks/activities, Deliverables,
critical evenis, task dependencies, and the resources that would lead
and/or participate on each task."

Written Deliverables Non-Software written deliverable Documentation (ietter, report,
manusal, book, other) provided by the Vendor either in paper or
electronic format.
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LNTRODUCTION

’

This Contract is by and between the State of New Hampshtrt ecling through New Hampshire Depariment
of Information Technology {DolT) on behalf of the Department of Health & Human Services (DHHS)
(“State™), and Abacus Service Corporation (ASC), & Michigan Corporation, {"Abscus Service
Corporation” and/or “Contractor™), having its principal place of business a1 25925 Telegraph Rd., Suite
206, Southfield, Michigan 48033, ..

RECITALS

The State desires to have ASC provide Maintenance and Suppont and associated services for the State,
including,

¢ Information chhnology (IT) support to devc|0p and maintain database and Java sysiem code and
Cognos;

o Technical development sdppon to-alliow all New Haumpshire acute-care hospital Emergency
Departments (o send their data 1o the State of New Hampshire via Rhapsody Integration Engine
software,;

* Remote set-up and support the new integraied surveillance system using a Virtual Private
Network (VPN) Remoie Desktop access;

*  Working cIoser with the NH Dcpmmcn( of Information chhnology (Dol T) staﬁ durlng the set-
up process.

¢ Provide s hnghly skillcd team with significant experience and cxpemsc in thclr arca of
technology.

*» Provide a team of highly skilled developers with expericnce in java coding, database
management, testing end mairitenance and suppon activitics, 1o continuously support the
development, database and testing activities of the Department.

The Conitractor desires from the State;

o Vinwal Private Network (VPN) Remote Deskiop access within two (2) business weeks of a
request, working with Dol T partners (Network Operations, Desktop Services, eic.), 1o complete
the request allowing the Contractor to work remately but access State equipment to perform

. necessary contract work.
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Department of Henlth & Human Services
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- The parties therefore agree as follows:
I. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contram is comprised-of the following dmumenls (Conrract Documents):.

A. The Contracl Agreement — General Provisions
B. Consolidated Exhibits
Exhibit A- Contract Dehvcnbles .
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services
. Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H- Requirements
Exhibit 1- Work Plan .
Exhibit J- Software License and Related Terms
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Artachments and Incorporated Documents

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the 1ext of the Contract Documents, th:
following Order of Precedence shall govern:

8. The State of New Hampshire Terms and Conditions, Contract Agresment. °

b. State of New Ha.rnpsh"c DEPARTMENT OF HEALTH &’ HUMAN SERVICES
Contrect 2017-026 with Exhibits

¢ State of New Hampshire, DEPARTMENT JOF HEALTH & HUMAN SERVICES RFP
2017-026

d. Vendor Proposal response to RFP 2017-026

2. CONTRACT TERM

The Contract and all obllgauons of the parties hereunder shall’ become effective after full
execution by the parties, and the reccipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval
("Effective Daie"). '

The Contract shall begin on the Effective Date and extend through August-31, 2020. The Term
may be extended up to one (1) additional year, (“Extended Term™)'at the sole option of the
State, subject 10 the parties prior written agreement on applicable fees for each extended term,
upon Governor and Executive Council approval.
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ASC shall commence work upon issuance of 8 Notice 1o Proceed by the State.

The State does not require ASC 1o commence work prior to the Effective Date; however, if
ASC commences work prior o the Effective Date and a Notice to Proceed, such work shall be
performed at the sole risk of ASC. In the event that the Contract does nol become cffective, the
Siate shall be under no obligation to pay ASC for any costs incurred or Services performed;

however, if the Contract becomes effective, all costs incurred prior to the Effective Date shall
be paid under the 1erms of the Contract.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, method of paymeni, and terms of payment are .identified and more
pmiculurly described in Contract Exhibit B: Price and Payment Schedule.

The paymcm by the State of the contract price shall be the only and the complete reimbursement
1o the ASC for ali expenses, of whatever nature incurred by the ASC in the performance hereof,
and shall be the only and the complete compensation to the ASC [or the services. The Siate shall
have no ||ab1|1ty 10 the ASC other than the Contract Price.

The State reserves the right to offset from any amounts otherwise payable to the ASC under this
Agreement those liquidated amounis required or pcrmmcd by N.H. RSA80:7 through RSA BO:7c
or any other provision of law.

Notwithsianding any provision in this Agreement to the contrary, and notwithstanding
unexpecled circumstances, in no event shall the total of all payments authorized or actually made
hereunder, exceed the Price Limitation set forth in General Provisions Page |, block 1.8.

32  NON-EXCLUSIVE, NOT TO EXCEED CONTRACT

This is a Non-Exclusive, Not To Exceed Contract with price nnd term limitations as set forth in the
Conlract

The State reserves the right, at its duscrcuon to retain other vendors to provide eny of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
item, group of items, or total Proposal. ASC shall not be responsible for any delay, act, or omission
of such other vendors, except that ASC shall be responisible for any delay, act, or omission of the
other vendors if such delay, act, or omission is caused by or due to the fault of ASC.

Notwithstanding any other provision of the Contract to the contrary, in no event shall total
payments under the Contract exceed the amount listed in block 1.8 Price Limitation of page 1 of the
General Provisions.
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4. CONTRACT MANAGEMENT )
The Project will require the coordinated efferts of a Project Team consisting of both ASC and
State personnel. ASC shall provide all necessery resources 10 perform its obligations under the
Contract.. ASC shall be responsible for managing the Project to its’successful comptetion.

4.1 THE YENDOR'S CONTRACT MANAGER .
ASC shall mssign a Contruct Manager who shall be responsible for all Contract

authorization

April §

and administration. ASC’s Contract Manager is:

zlaga

Operations Director
Abacus Service Corporation .
- 25925 Telegraph Rd., Suite 206

Southfi
Tel. 24
Email;

eld, MI 48033
8-522-8005

4.2 THE VENDOR'S. PROJECT MANAGER

4.2.1

422

413

Contract Project Manager

ASC shall assign a Project Manager who meets the requirements of the Coniract,
ASC's selection of theé Contracted Vendor Project Manager shall be subject 1o
the prior wrinten epproval of the State. - The State’s approval process may
include, without limitation, at the State’s discretion, review of the proposed ASC
Project Manager's resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment-of ASC's
Project Manager who, in the sole judgment of the State, is found unacceptable or
is not performing, to the State’s satisfaction.

ASC Prcucct Manager must be qualified to perform thc obligations required of
the position under the Comtract, shall have full authority to make binding
decisions under the Contracl, and shall function as ASC's representative for all
administrative and management matters. ASC’s Project Manager shall perform
the duties required under the Contract; uncludmg, but not limited to, those set
forth in Exhibit [, Section 2. ASC's Project Manager must be available 1o
promptly respond during Normal Business Hours within two (2) hours to
inquiries from the State, and be at the site as necded. ASC's Project Manager
must work diligently and use his/ her best efforts on the Projecl.

ASC shall not change its assignment of ASC Project Manager without providing
the State written justification. and oblaining the prior written approval of the
State. State approvals for replacement of ASC's Project Manager shall not be
unreasonably withheld. The replacemen Project Manager shall have comparable

T or greater skills than ASC Project Manager being replaced; meer the

requirements of the Contract; and be subject to reference and background checks
described above in General Provisions, Section 4.2.1: Contract Project Manager,
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and in Contract Agreement General Provisions, Section 4.6: Reference and
Background Checks, below. ASC shall assign a replacement ASC Project
Manager within ten (10) business days of the departure of the prior ASC Project -
Manager, and ASC shall continue during the ten (10) business day period to
provide competent Project management Services through the assignment of a
qualified interim ASC Project Manager. )

42.4 Nolwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare ASC in default and
pursue its remedies &t law and in equity, if ASC fails to assign a ASC Project
Manager meeting the requirements and terms of the Contract.

4.2.5 ASC’s Project Manager is:
Ram Tulluri
Abacus Service Corporation
25925 Telegraph Rd., Suite 206
Southfield, M1 48033
Tel. 248-522-8005

Email: rami@abacusservice.com

4.3 Abacus Service Corporation KEY PROJECT STAFF

4.3.1 ASC shall assign Key Project Staff who meet the requirements of the Contract, and
can implement the Software Solution meeting the réquirements set forth in RFP
Appendix C: System Requirements and Deliverables, Table C.1: Sysiem

_Requiremenis and Deliverables-Vendor Response Checklist. The State may
conduct reference and background checks on ASC Key Project Staff. The Siate
reserves the right 10 require removal or reassignment of ASC’s Key Project Staff
who are found unacceptable to the Siate. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Chectks.

43.2 ASC shall not change any ASC Key Project Staff commitments without providing

the State written justification and obtaining the prior written approval of the State.

State approvals for replacement of ASC Key. Project Staff will not be unreasonably

withheld, The replacement ASC Key Project Siaff shall have comparable or

greater skills than ASC Key Project Staff being replaced; meet the requirements of

the Contract, including but nol limited to the requirements set forth in RFP

~ Appendix C: Spstem Requirements and Deliverables and be subject to reference

end background checks described in Contract Agreement- General Provisions,
Section 4.6: Reference and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract 1o the contrary, the State shall
’ have the option to terminate the Contract, declare ASC in default and to pursue its
remedies at law and in equity, if ASC fails to assign Key Project Staff meeting the
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requirements and terms of the Contract or if it is dissatisfied with ASC's

replacement Project staff.

4.1.3.1 ASC Key Project S1aff shall consist of the following individuals in the

roles identified below:”

ASC's Key Project Staff:

Key Member(s) : Title .
. Ram Tulluri - Technical Manager
~ April Szlaga ) Operations Director
Sam Akunurn " Vice President,

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State’s répresentative with

regard to Contract edministration. The Stale Contract Manager is:

" David Swenson
AHEDD Project Mansager
Depanment of Health & Human Services
Division of Public Health Services
. 29 Hazen Drive
Concord, NH 03301
Tel: 603-271-7366

Email: Qavid.ﬁwgggog@gl phs.gh.ggv
. 45S8TATE PROJECT MANAGER

The State shatl assign a Prcgect Manager. The State Project Managcr s duties shall |nclude the

following:

Leading the Project;

'Engeging and managing all Contrac:lors
Managing significant issues and risks.
Reviewing and accepting Contraci Dellvcrablcs
Invoice sign-offs;

Review and approval of change proposals; and
Mnnagmg smkcho]dcrs concems..

mopanoR

The State Projccl Manager is: -

David Swenson

AHEDD Project Manager

Department of Health & Human Services
Division of Public Health Services

29 Hazen Drive

Concord, NH 03301
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" Tel: 603-271-7366 .
Email: David.Swenson@dhhs.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS
The State may, at its .sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager end ASC Key. Project Staff. The State shall maintain the '

confidentiality of background screening results in accordance with the Contract Agreement -
General Provisions-Section 1 1: Use of State 's Information, Confidentiality.

5. DELIVERABLES

5.1 YENDOR RESPONSIBILITIES 7
ASC shall be solely responsible for meeting all requirements, and terms end conditions specified
in this Comracl regardless of whelher or not a subconlractor is used.

ASC may subcontract Services subJecl 1o the provisions of the Comract including but nat,
limited 10, the terms.and conditions in Section 18: General Terms and Conditions herein. ASC
must submit all information and documentstion retating to the Subcontractor, including terms
and conditions consistent with this Contract. The State will consider ASC 1o be wholly
responsible for the performance of the Contract and the.sole paint of contact with regerd o all
contractual matiers, including payment of any and all charges resulting from the Contract.

' 5.2 DELIVERABLES AND SERVICES
ASC _shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contracl, and as more panicularly described in Contract Exhibit
A: Comracf Deliverables.

Upon its submission of a Deliverble or Service, ASC represents that it has performed its
obhganons under the Contract associated with the Deliverable or Service.

53 NON- SOF‘I'WARE AND WRITTEN UELWERABLES REVIEW AND
ACCEPTANCE

Afier receiving written Centification from ASC that a Non- Software or Written Delwerable is
final, complete, and ready for Review, the State will Review the Deliverable to determine
whether it meets the Requirements ouilmed in Contracs Exhibit A: Contract Deliverables. The
State will notify ASC in writing of its' Acceptance or rejection of the Deliverable within five (5) .
business days of the State's receipt of ASC's written Cenification. [f the State rejects the
Deliverable, the State shall notify ASC of the nature and class of the Deficiency and ASC shall
correct the Deficiency within the period identified in the Work Plan. If no period for ASC's
correction of the Deliverable is identified, ASC shell correct the Deficiency in the Deliverable
within five (5) busincss days. Upon receipt of the corrected Deliverable, the State shall have five
(5) business days to review the Deliverable and notify ASC of its Acceplance or rejection thereof,
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with the option to extend the Review Period up to five (5) additional business days. If ASC fails
10 comrect the Deficiency within the allotied period of time, the State may, at its option, continue
reviewing the ‘Deliverable and require ASC to continue until the Deficiency is corrected, or
immediately terminate the Contract, declare ASC in default, and pursue its remedies ail law and in

equity.

5.4 SYSTEM/SOFTWARE TESTING AND ACCEPTANCE
System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F: Testing Services.

S.SSECURITY

The State must ensure’that appropriate levels of sccurity arc implemented and mamlamed in
order to proteci the micgnty and reliability of its infarmation technology resources, information,.
and services. State résources, information, and services must be available on an ongoing basis,
with ‘the apprapriste infrastructure and security controls to ensure business continuity and
safeguard State neiworks, Systems and Data. :

IT Security involves al] functions pertaining to the securing of State Data and Systems through
the creation and definition 6f security policies, procedures and controls covering stich areas as
identification, authentication and non-repudiation.

AII‘ components of the SoRware shall be reviewed and tested lo ensure they protect the State’s
hardware and softwaré and its related Data assets. See Exhibir F: Tcsnng Services for detailed
information on requirements for Security 1esting.

6. SOFTWARE

" ASC shall provide the State with Software Licenses and Documentation st forth in the Contract, and
particularly described in Exhibit ): Software License and Related Terms.

7. SERVICES .

ASC shall provide the Services required under the Comract Documems All Services shnll meet, and
be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES : :
ASC shall provide the State with the administrative Services set forth in the Conuacl, and
particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION-SERVICES |
ASC shall. provide the State with the Implementation Semces set forth in the Contract and
particularly described in Exhibit E: Implementation Services,

7.3 TESTING SERVICES
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ASC shall perform testing Services for the State set forth in the Contract, and particularly
described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES.
ASC shall provide the State with training Scmces set forth in lhc Contract, and particularly
described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES S
ASC shall provide the State with Maintenance and supparnt Services for the Soffwarc .set
forth in the Contract, and paniculerly described in .Exhibit G: System Meintenance and

Suppon.

7.6 WARRANTY SERVICES
ASC shall provide the State with warrenty Services set forth in the Contract, and pamcululy
described in Exhibit K: Warranty Services. _ -

8. WORK PLAN DELIVERABLE-

ASC shall provide the State with 8 Work Plan that shall include, without limitation, a detailed
description of the Schedule, 1asks, Deliverables, major milestones, lm;k dependencies, and payment
Schedule.

The initia] Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. ASC shatl update the Work Plan es necessary, bul no less than every two weeks, Lo sccurately
reflect the status of the Project, including without limitation, the Schedule, 1asks, Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates to the Work Plan must be
approved by the State, in writing, prior to final incorporation into Contract Exhibit |: Work Plan.
The updated Contract Exhibit I: Hork Plan, ns approved by the State, is incorporated hcrem by
reference.

Unfess otherwise agreed in writing by the State, c-hanges to the Contrect Exhidit I: Work Plan shall
not relievé ASC from liability to the State for damages resulting from ASC’s failure to perform its
obligations under the Contract, including, without limitation, performance in- accordance with the
Schedute. .

In the event of any delay in the Schedule, ASC must immediately notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of ASC or the State causing the
problem; its estimated duration period to reconciliation; specific aclions. that need to be taken to
correct the problem; and the cxpeclcd Schedule impact on the Project. :

tn the event additional time is rcqulrcd by ASC to correct Deficiencies, ‘the Schedule shall not
change unless previously agrc:d in writing by the State, except that the Schedule shall automatically
- extend on.a day-to-day basis to the exient that the delay does not result from ASC's failure to fulfil)
its obligations under the Contract. To the cxtent that the State’s execution of its major tasks takes
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longer than described in the Work Plan, the Schedule shall sutomatically extend on a dny lo-day
basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract
for default, a1 its discretion, if it is dissatisfied with the Vendor's Work Plan or elements within the
Work Plan.

9. CHANGE ORDERS
The State may make changes or revisions a1 any time by written Change Order. The State originated
changes or. revisions shall be approved by the Department of Information Technology. Within five
(5) business days of ASC's receipt of a Change Qrder, ASC shall advise the State, in detail, of any
© impact on cost (¢.g., increase or decrease), the Schedule, or the Work Plan.

ASC may request a change within the scope of the Contract by written Change Ordér, identifying
any impect on cost, the Schedule, or the Work Plan, The State shall anempt to respond to ASC's
requested Change Order within five (5) business days. The State Agency, as well as the Department
of Information Technology, must approve all Change Orders in writing. The State shall be deemed to
have rejected the.Change Order if the parties are unable to reach an agreement in writing,

All Change Order requests from ASC to the State, and the State acceptance of ASC's estimate for a
State requested change, will be acknowledged and responded to, either acceptance of rejection, in
writing, If accepted, the Change Order(s) shall be subject to the Contract amendment process, as
" determined to apply by the State.

" . 10. INTELLECTUAL PROPERTY:

101 SOFTWARE TITLE ' _ .

" Title, right, and interest (including all ownershtp and intellectual propeny nghis) in the Software,
and its assocmlcd Documentation, shall remain with the State.

The State shall hold ail ownershlp, title, and rights in any Custom Software devetoped in
connection with performance of obligations under the Contract, or modifications to the .
Software, and the associated Documentation including any and all performance enhancing
operational plans and Vendors' special utilities. The State shal) have sole right to.produce,
publish, or otherwise use such Sofiware, modifications, and Documentation devclopcd under
the Contract and to authorize others to do so.

[n no event shall the Vendor be precludcd from developing for itself, or for olhers .materials
that are competitive with, or similar .to Custom Software, modifications developed in
connection with performance of obligations under the Contract. In eddition, the Vendor
shall be free 10 use its general knowledge, skills, experience, and-any other ideas, concepts,
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know- how and techniques that are acquired or uscd in the course of its performance under
this agreement.

10.2 STATE’S DATA AND PROPERTY

All rights, titte and interest in State Data shall remain with the State. All data n.nd any property
which has been received from the State or purchased with funds provided for 1hat purpose under
this Agreement, shall be the property of the State, and shall be returmed to the State upon
demandor upon termination of this Agreement lor any reason.

10.3 VENDOR'S MATERIALS

Subject to the provisions of this Contract, ASC may devclop for itself, or for others, malerials that
are competitive with, or similar to, the Deliverables. In sccordance with the confidentiality
provision of this Contract, ASC shall not distribute any products containing or disclose any State
Confidentisl Information. ASC shall be free to'use its general knowledge, skitls and experience,
and any ideas, concepts, know-how, and iechniques that are acquired or used in the course of its
performance under this Contract, provided that such is not obtained as the resuli of the deliberate
memorization of the State Confidential Information by ASC employees or third party consultants
cngaged by ASC.

Without limiting the foregoing, the partics agree thal the general knowledge referred to herein
cannot in¢lude information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited 10 the following: records of grand juries and
pelit juries; records of parole and pardon boards; personal’ school records of pupils; records
pertaining o internal personnel practices, financial information, Lest questions, scoring keys and
other exaniination data use to administer 8 licensing examination, examination for employment,
or academic examination and personnel, medical, welfare, library use, video 1ape sale or rental,
and other files conlammg personally identifinble information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyrigbt and lutellcttu_il Property Rights

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain all right, title and interest in
any user inlerfaces and computer insiructions embedded within the WWW pages. All WWW
pagcs and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

ASC shall provide the State with s copy of the source code for the Custom Software, wh:ch shall
be subject to the License rights. The State shall receive a worldwide, perpetual, irrevocable, non-
exclusive paid —up right and license to use, copy, modify and prepare derivative works of any
custom developed software.

10.6 SURVIVAL
This Contract Agreement Section 10: /ntelleciual Property shall survive the termination of the
Contract. _ v
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USE OF STATE'S INFORMATION, CONFIDENTIALITY
.11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, ASC may gain access to information of

the State, including State Confidential Information. "State Confidential Information shatl

include, but not be limited to, information exempted from public disclosure under New

Hampshire RSA Chapter 9}-A: Access to Public Records and Meetings (see eg. RSA

Chapter 91-A: 5 Exemptions). ASC shall not use the Staic Confidential Information

déveloped or obiained during the performance of, or acquired, or developed by reason of -
the Contraci, except as dlrcctly connected: to and necessary for ASC's performance under

the Contracl.

11.2 STATE CONFIDENTIAL INFORMATION

113

'ASC shall maintain the confideritiality of and prolccl from unauthorized use, disclosure,
publication, and ‘reproduction (collectively “retease™), all State Confidentiai Information
thar becomes available to ASC in connection with its performance under the Contract,
regardless of its form.

Subjccl to applicable federal or State laws and rcgulatlons Conhdential [nformation shall
not include information which: (i) shell have otherwise become publicly available -other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed 10
the receiving party on & non-confidential basis from & sdurce other than the disclosing
party, which the receiving party believes is not prohlbned from dlsc105|ng such
information as a result of an obligation in favor of the disclosing pasty; (iii) is dcvclopcd
by the receiving party independently of, or was known by the receiving party prior 10, eny
disclosure of such information made by the disclosing party; or (iv) is disclosed with the
written consent of the disclosing party. A receiving party also may.disclose Confidential
Information to the extent required by an order of-a court of competent jurisdiction.

Any disclosure of ihe State Confidential Information shall require the prior written -
approval of the State. ASC shall immediately notify the State if any request, subpoena or
other legal process is served upon ASC regarding the State Confidential Information, and
ASC shall cooperate with the State in-any effort the State undertakes to contest the request,
subpoena or o:hcr legal process, at no additional cosl {a the State. -

In the evént of the unauthorized release of State Confidentiel Information, ASC shall
immediately notify the Staie, and the State may immediately be entitled to pursue any
remedy ai law and in equity, including, but not limited to, injunctive relief.

VENDOR CONFIDENTIAL INFORMATION

insofar as ASC seeks to maintain the confidentiality of its confidentia) or proprieiary
information; ASC musi clearly identify in writing all information it claims 1o be
confidential or praprictary. Notwithsianding the foregoing, the Stale acknowledges thal
ASC considers the Software and Documentation to be Confidential [nformation. ASC
acknowledges that the State is subject 10 State and federal laws goveining disclosure of
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information including, but not limited to, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar s it is consistent with
applicable State and federal laws or regulations, including but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by ASC as
'conﬁdemi_al, the State shall notify ASC and specify the date the State will be releasing the
requested information. At the request of the State, ASC shall cooperate and assist the State
with the collection and review of ASC’s information, at no edditional expense to the State.
Any effort to prohibit or enjoin the release of the information shall be ASC's sole
respansibility and at ASC's sole expense. (f ASC fails to obtain a court order enjoining the
disclosure, the Stare shall release the information on the date specified in the State's notice
to ASC, without any liability 10 ASC. :

1.4 SURVIVAL

This Contract Agreement Section 11, Use of State’s information, Confidentialiry, shall
survive termination or conclusion of the Contract. :

12 ° LIMITATION OF LIABILITY

12.1 STATE )
Subject 1o applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
spplicable laws and regulstions, the State's lisbility 10 ASC shall not exceed the total’
Contrect price set forth in Contract Agreement — General Provisions, Block 1.8,

12.2 Abacus Service Corporation .
Subject to applicable laws and regulations, in no event shall ASC be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and ASC'’s
finbility lo the State shall not éxceed two times (2X) the total Contract price set forth in
Contract Agreement — Page 1, General Provisions, Block 1.8.

" Notwithstanding the foregoing, this limitation of liab_ilily'shall not apply 1o ASC's

. indemnification obligations set forth in the Contract Agreemenit-General Provisions
Section 13: Indemnification and confidentiality obligations in Contraci Agreement-General
Provisions Section 11: Use of Siate's Information, Confidentialiry, which shall be
unlimited. . .

12.3 STATE'S IMMUNITY . : .
Notwithstanding the foregoing, nothing herein contained shall be deemed 10 constitute a
weiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract conclusion.

1.4 SURVIVAL
This Section 12: Limitation of Liability shall survive 1eamination or Contract conclusion.
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13 INDEMNIFICATION.

ASC shail defend, indemnify and hold harmless the State, its ofﬁcers and employees from and
against sny and all losses suffered by the. State, its officers and cmployees, and any and all claims,
lisbilities or penalties asserted against the State, its officers and employecs, by or on behalf of any
person, on account of, based or resulting from, arising out of (or which may be claimed to arise out
of) the acts or omissions of ASC. .

“

14 TERMINATION
This Section 14 shall_su'rvive the 1ermination or Contract Conclusion.

14.1 TERMINATION FOR DEFAULT

Any one or more of the following aCls or omissions of ASC shall constitute an event of default

hereunder (“Event ‘of Defauli™) .
a. Failure to perform the Services salisfactorily or on schedule;
b. Failure to submit any report required; and/or -
¢. Failure to perform any other covenant, term or condition of the Contract

14.1.1 Upon the occurrence of any Eveni of Defaull, the State may take any one or more, or
all, of the following actions:

n. Unless othérwise provided in the Contract, the State shall provide ASC written
notice of defauls and require it 10 be remedied within, in the absence of a greater ar
lesser specification of time, within thirty (30) days from the date of notice, unless
otherwise indicated within by the State (“Cure Period”). If ASC fails to cure the
default within the Cure Period, the State may terminate the Contract-effective two
(2) days after giving ASC notice of termination, at its sole discretion, treal the
Conlract as breached and pursue its remedies al Jaw or in equity or both.

b. Give ASC a wrinten notice specifying the Event of Default and suspending all
payments lo be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue 10, ASC during the period from the
date of such notice until such time as the State determines that ASC has cured the
Event of Default shall never be pald 10 ASC

c. Setoff against any other obligations the State may owe 10 the Vendor any damagcs.
the State suffers by reason of any Event of Default; '

d. Treai the Contract as brcachcd and pursue any of its remedies at law or in equity, or
both.

e. Procure Services that are the subject of the Contract from another source and ASC
shall be liable for reimbursing the State for the replacement Services, and all
administrative costs direcily related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
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mailing, advertising, applicable fees, charges or penaliies, and staff 1ime costs; all
of which shall be subject 10 the limitations of liability set forth in the Contract.

14.1.2 The Vendor.shall provide the State with written notice of default, and the State shail
cure the defauls within thirty (30).days. :

14.2. TERMINATION FOR CONVENIENCE

14.2.1 The State may, 81 its sole discretion, temminate the Contract for convenience, in whole
. or in part, by thinty (30) days wrirten notice to ASC. In the event of a termination for
convenience, the State shall pay ASC the agreed upon price, if separately stated in this
Contract, for Deliversbles for which Acceptance has been given by the State.” Amounts
for Services or Deliverables provided prior to the date of termination for which no
separate price is stated under the Contract shall be paid, in whole or in part, generaily in”
accordance with Contract Exhibit B, Price and Payment-Schedule, of the Contract.

14.2.2 During the thirty (30) day period, ASC shall wind down and cease Services as quickly
.and efficiently as rcasonably possible, without performing unnecessary Services or
aclivities and by minimizing negative effects on the State from such wmdmg down and
ccssauon of Services.

14.3 TERMINATION FOR CONFLICT OF INTEREST

14.3.1  The State may terminate the Contract by written notice if it determines that a conflict

' of interest exists, including but not limited to, 2 violation by any of the pamcs hereto

of applicable laws regarding ethics in public acquusmons and procurement and
‘performance of Contracts. .

In such case, the State shall be entitled to a pro-rated refund of any curreni
development, support, and maintenance costs. The State shall pay al) other contracted
payments that would have become due and paysble if ASC did not know, or
rcasonnbly did not know, of the conflict of interest,

14.3.2 In the event the Contract is 1erminated as prowdcd above pursuant to a violation by
- ASC, the State shall be entitled 1o pursue the same remedies against ASC as it could
pursue in the event ofa default of the Contract by ASC.

14.4 TERMINATION PROCEDURE

14.4.1  Upon terminafion of the Contracy, the State, in addition 10 any other rights provided
in the Contract, may require ASC to deliver to the State eny property, including
without limilation, Software and Written Deliverables, for such parnt of the Comracl .
as has been terminated.
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14.4.2 ARer receipt of a notice of termination, and except as otherwise directed by the State,
ASC shall: )
8. Stop work under the Conlmct on the date, and to the extent speciﬁed in the notice;

‘b. Promptly, but in no-event longer than thmy 30 days afier termination, terminate
its orders and subcontracts related (o the work which has been terminated and settle
8ll outstending liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the State to the -extent:
required, which approval or ratification shall be f‘mal for the purpose of this
Section; .

¢. Take such action as the Siate directs, or as ﬁeéessary to preserve and protect (he
property related to the Contracl which is in the possession of ASC and-in which
the State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and 1o the extent
" directed by the State, any property which is required to be furnished to the Smtc
and which has becn dccepted or requested by the Siate; and

e. Provide wrmen Centification 1o the State that ASC has surrcndcrcd to the State all
said property

f. Assistin Transition Scrwces as reasonably requested by the State at no additional
cost.

15  CHANGE OF OWNERSHIP

In the evient that ASC should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with ASC, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with ASC, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without
liability 10 ASC, its successors or assigns:

16 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

16.1 ASC shall not asslgn delegate, subcontract, or otherwise transfer any of its interest, rights, or
duties under the Contracl without the prior wrilten consent of the Siate. Such consent shall not be
unrcasonably withheld. . Any attempted transfer, assignment, delegation, or other transfer made
without the State’s prior written consent shall be null and void, and may constitute an event of default
at the sole discretion 6f the State.

16:2 * ASC shall remain wholly responsible for performance of the,entire Contract even if assignees,
delegates, Subs, or.other transferees (“Assigns™) are used, unless otherwise agreed 1o in writing by the
State, and the Assigns fully assumes in writing any and all obligations and liabilities under the
Contract from the Effective Date. In the absence of & written assumption of full .obligations and
liabilities of the Contract, any permitted assignment, delegation, subconteact, or other transfer shall

L)
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neither relieve ASC of any of its obligations under the Contract nor affect any remedics available to

the State against ASC that may arise from any event of default of the provisions of the contract. The

State shall consider ASC to be the sole point of contact with regard to all contractual matiers,
_including payment of any and all charges resutling from the Contract. '

16.3 Notwithstanding the foregoing, nothing herein shall prohibit ASC from assigning the Contract
1o the successor of all or substantially all of the assets-ar business o ASC provided 1hat the successor
fully assumes in writing all obligations and responsibilities under the Contract. In the event that ASC
should change ownership, as permitted under Section 15: Change of Ownérship, the State shall have
1hé option 1o continue under the Contract with.ASC, ils successors or assigns for the full remaining
term of the Contract: continue under the Contract with ASC, its successors or assigns for such period
of time as determined necessary by the State; or immediatcly terminating the Contract without
liability to ASC, its successors or assigns. .

L7 DISPUTE RESOLUTION
Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itsell aggrieved (the “Invoking Party”) shall call for progressive management involvement
_ in the dispute negotistion by written notice to the other party. Such notice shall be withoul prejudice’
to the Invoking Party's right to any othér remedy permitted under the Contract. :

The pasties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
nceded, et mutually convenient times and places, between negotiators for the parties al the following
successive management levels, each of which shell have a period of allotted time as specified below
in which to attempt 10 resolve the dispute: '

Dispute Resolution Respoasibility and Schedule Table

LEVEL -3_sc.¢ii.1; Ly | STATE W i [ CUMULATIVE
oSy T el 0T W | ALLOTYED
: o e e e e P TIME :
Primary, .| Ram Tulluri David Swenson S Business Days
i . w | Technical Manager | State Project
S Manager (PM)
First .. April Szlaga . Lisa Morris 10 Business Days
= | Operations Director | Director .
Second | Sam Akunuri Jeflrey A. Meyers 15 Business Days

' | Vice President Commissioner
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The allotted time for the first leve) negotiations shall begin on the date the invoking Party's nolice is
received by the other party: Subsequent allorted time s days from the date that the original Invoking
Party’s notice is received by the other pany.

18 GENERAL TERMS AND CONDITIONS

18.1 CONDITIONAL NATURE OF CONTRACT

Notwithstanding any provision of the Contract to the contrary, all obligetions of the State,
including. without limitarion, the conlinuance of payments, are contingent upon the. availability
and continued appropriation of funds, and in no event shall the State be liable for any payments
in excess of such available appropriated funds. In the event of a reduction or termination of
those funds, the State shall have the right to withhold payment until such funds become
available, if ever, and shall have the right 10 terminate the Contract immediately upon giving
" ASC notice of such termination.

The State shall not be required to transfer funds from any othér account to the account identified
_in General Provisions, Page 1, block 1.6: Accowrit No. in the event funds in thal account are
. reduced or unavailable.

182 COMPLIANCE BY ASC WITH LAWS AND REGULATIONS EQUAL
EMPLOYMENT OPPORTUNITY

18.2.1 In connection with the pcrformance of the Contract, ASC shall comply with
all siatutes, laws, regula(uons orders of federal, state, county or municipal
authorities which impose any obligation or duty upon ASC, including, but
not limited 10, civil rights and equal ‘opportunily laws. ASC  shall also
comply with all applicable local, State and federal licensing requirements
and standards necessary in the performance of the Coniract. 1n addition,
ASC shall comply with al) applicable copyrighi laws.

18.2.2 Durng the term of the Coniract, ASC shall not discriminate against
employees or applicants for employment in violation of applicable State or
federal laws, including but not limited to non discriminalion because of race,-
color, religion, creed, age, sex, handicap,.sexual orientation, or national
origin and shall take affirmative action to prevent such discrimination.

18.2.3 If the Contract is funded in any part by monies of the United States, ASC
shatl compty with all the provisions of Executive Order No. 11246.("Equal
Employment Opportunity™), as supplemented by ‘the regulations of the
United States Department of Labor (41 C:F.R.-Pant 60), and with eny rules,
regulations and guidelines as the State of New Hampshire or the United
States issucs to implement these regulations. ASC further agrees (o permit
the State, or United States, access to any of ASC’ pertinent books, records,
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and accounts for the purpose of ascertsining compliance with all rules,
regulations and orders, and covenants and conditions of the Contract,

183 REGULATORY/GOVERNMENT APPROVALS

ASC shall obtain applicable regulatory or other governmental appmvals necessary for it to
perform its obligations undér the Contract.

184 WORKERS' COMPENSATION. :

18.4.1 By signing this agreemen, the ASC agrees, centifies and warrants that the ASC is
in compliance with or exempt from, the requirements of N.H. RSA chapier.281-
A {"Workers' Compensation”).

18.4.2 To the extent the ASC.is SubjCCI to 'the requirements of N.H. RSA chapter 281-A,
ASC shall maintain, and require any sub ASC or assignee 10 secure and maintain,
payment of Workers' Compensation in connection witli activities which the '
person proposes (o undertake pursuant 10 this Agreement. ASC shall furnish the
Contracting Officer identified in block .| 9, or his or her successor, proof of
Workers' Compensation in the manner described in N.H. RSA chapter 28 1-A
and any applicable renewal(s) thereof, which shall be ariached and are
incorporated herein by reference. The State shal) not be responsible for payment
of any Workers' Compensation premiums or for eny other claim or benefit for

" ASC, or any sub ASC or employee of ASC, which mng,ht arise under appliceble
State of New Hampshire Workers' Compensation laws in connection with the
performance of the Services under this Agreement.

18.5 PERSONNEL

18.5.1 The performance of ASC’ obligations under the Contract shall be carried out
by ASC. ASC shall,.at its own expense, provide all personnel, materials and
resources required under the Contract and as necessary to perform ASC’
obligations under the Contract. ASC warrams thet all personnel engaged in
the Contract Scrvices shall be qualified to perform the Services, and shall be
properly licensed and otherwnse authorized to do so under all applicable
laws.

18.5.2  Unless otherwise authorized in writing, during the term of the Contract, and
for a period of six (6) months after the Completion Date of the Coniract
{General Provisions, Page 1, Block 1.7), ASC shal! not hire, and shall not
permit any sub ASC or other person, firm or corporation with whom it is
engaged in a combined effort to perform the Services, 10 hire any person
who is a State employee or official, who is materially involved in the
procurement, administration or performance of the Contract, This provision
shall survive termination of the Contract,
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18.5.3 The Chief Information Officer ("CIO”} of the Department of Information
Technology, or his designee, shall be (he State’s representative. In the event
of any dispute governing the interpretation of the Contract, the CIO's
decision shall represent the final position of the State.

18.6 WAIVER OF BREACH. No failure by 1he State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with regard to that Event of

Defaull, or any subsequent Event of Oefault. No express feilure to enforce any Event of Default
shall be deemed a waiver of the right of the State to enfarce each and sll of the provisions hereof
upon any further or other Event of Defautt on the.past of the ASC.

18.7 AMENDMENT. :
This Agreement may be amended, waived or discharged only by an instrument in writing sugned
by the parties hereto and only aftec approval of such amendment,; waiver or discharge by the

~ Govemor and Executive Council of the Staie of New Hampshire. -

18.8 CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the laws of the State of New Hampshire,
and is binding upon and insures 10 the benefit of the parties and their respective successors and
assigns. The wording used in this Agreement the wording chosen by the parties to‘express their
mutual intent, and no rule of construction shall be applied against or in favor of any party.

18. 9TH[RD PARTIES. :
The pa.mcs hereto do not intend to benefit any third pames and this Agreement shall not be
construed to confer any such benefit.

18.10. HEADINGS..

The headings lhroughout the Agreement are for reference purposes only, and the words
contained therein shall in no way be held 10 explain, modify, amplify or aid in the interpretation,
construction or meaning of the provisions of this Agreement. '

18 11 SPECIAL PROV[SIONS

Additional provisions set forth in the attached EXHIBIT C are mcorporaicd herein by

refecence. '

«

lB 12. SEVERABILITY, ’

In the event any of the provisions of this Agreement are held by a court of competent le‘lSdlCllOﬂ

1o be conlrary to any stale or fcdcml law, the rema:mng provisions of this Agreement will remain
_in full force and effect.

. 1813 ENT[RE'AGREEMENT. .

:
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This Agreement, which may be executed in a number of counterparts, each of which shall be
deemed an original, constitules the entire Agreement and understanding between the parties, and -
supersedes all prior Agreements and understandings relating hereto.

18.14 TRAVEL EXPENSES
The Siate will not be responsible for any ravel or out of pocket expenses incurred in the
performance of the Services. |

The Vendor must assume all travel and related expenses by “fully loading™ the proposed labor
rates 10 include, but not limited to: meais, hotel/housing, airfare, car rentals car mileage, and out -
of pocket expensces.
\ . -
18.15 SHIPPING AND DELIVERY FEE EXEMPTION
* The State will not pay for any shipping or delivery fees unless specifically ncmuzcd in lhe
Contract.

~ 18.16 PROJECT WORKSPACE AND OFFICE EQUIPMENT
" The State agency will work with ASC 10 determine the requirements for providing all necessary .
workspace and office equipment, includinig desktop computers for ASC’s siaff.

18.17 ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject 1o the applicable Stale and federal laws and
regulations and restrictions imposed by third parties upon the State, the State shall provide ASC
with access 1o all program files, libraries, persona! computer-based systems, software packages,
network systems, security systems, and hardware as required to complete cantiacted services.

The State shall use reasonable eforts 10 provide approvals, authorizations, and decisions
reasonably necessary to allow ASC o perl‘orm its obligations under the Contract.

18.18 REQUIRED WORK PROCEDURES
All work done must conform to standards and procedures established by lhe Depariment of
Information Technology and the State.

18.19 COMPUTER USE _

In consideration for recciving access to and use of the computer facilities, network, licensed

or developed software, sofiware maintained or operated by any of the State enlities, systems,

equipment, Documeniation, information; reports, or daia of any kind (hereinafler

“Information™), ASC understands end agrees Lo the foflowing rules:

8. Every Authorized User has the responsibility to assure the protection of information

from unauthorized access, misuse, theft, damage, destruction, modification, .or
dlSC'OSUI’C :

b. That information shall be used solely for conducting official Siate business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other pnvalc
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and non-State use and that al no lime shall ASC access or attempt lo sccess any
information without having.the express authonity to do so.

c. That et no time shall ASC eccess or attempt to access eny information in & manner
inconsistent with the .approved policies, procedures, and for agreements relating to
system entry/access.

d. That all sofiware licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times ASC must use ulmost care to protect and keep such soRware strictly
-confidential in accordance with the license or any other Agreement executed by the
State. Only equipment or software owned, licensed; or being evaluated by the State, can
be used by ASC. Personal software (including but not limited to palmiop sync software)
shall nol be installed on eny eqmpmenl

e. Thal if ASC is found to be in violation of any of the above-siated.rules, the User may
face removal from the State Contract, and/or ‘criminal or civil prosecut:on if the act
constitutes a wolanon of law,

18.20 EMAIL USE
_Mail and other electronic commumcahon messaging sysltems are State of New
Hampsh:re property and are’ 10 be used for business purposes only. Email is defined as
“intemnal Email systems” or “State-funded Email systems.” ASC undersiand and agrée that
use of email shall follow State standard policy (nvaulablc upon request).

18.21 lNTERNETIlNTRANET USE

The Intemet/Intranet is to be used for eccess to and distribution of information in direct
support of the business of the State of New Hampshire accordmg to State standard policy
(avallnblc upan request).

18.22 REGULATORY GOVERNMENT APPROVALS
ASC shall obtain sll necessary and applicable regulatory ar other govemmcntal approvals
necessary to perform its obligations under the Contract.

18.23 INSURANCE

18.23.3 ASC [nsurance Requirement :
The ASC shall, at its sole expense, obtain and meintain in force, and shell require any sub
ASC or assignee to obtain and maintain in force, the following insurance:
18.23.1.1 Comprehensive general lisbility insurance against all claims of bodily injury,
death or property damage, in amounts of not less than $250,000 per claim nnd
$2,000,000 per occurmence; and

18.23.1.2 Fire and ex:endcd coverage insurance covering all property subject to Section
10.) herein, in 8n amount not less than 80% of the whole replacement value of the

property.
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18.23.2 The policies described in subpamgraphs 18.23.1.1 and 18.23.1.2 herein shatl beon
policy forms and endorsements approved for use in the State of New Hampshire by the N H.
Department of Insurance, and issued by insurers licensed in the State ofNew Hampshire,
18.23.3 The ASC shall fumish to the Contracting Officer. identified in block 1.9, or his or'her
successor, a certificate(s) of insurance for all insurance required underthis Agreement. ASC
shall atso furnish to the Contracting Officer. identified in block 1.9, or his or her successor,
certificate(s) of insurance for all renewal(s) of insurance required under this Agreement no
later than fifteen ( 15) days prior 10 the expiralion date of each of the insurance policies. The
certificate(s).of insurance and any renewals thereof shall be attached and are incorporated
herein by reference, Each certificate(s) of insurance shall contain & clause requiring the
insurer 10 endeavor to provide the Contracting Officer entified in block 1.9, or his or her
successor, no tess than ten (10) days prior.writien notice of cancellation or mod:ﬁcatuon of

" the policy.

18.2).4 The ACORD Insurance Cenificate should note the Certificate Holder in the lower
-left hand block including State of New Hampshire, Department Name, name of the individual
responsible for the funding of 1he contracts and his/her address.

i8.24 EXHIBITS
The Exhibits referred lo, in and attached to the Contract are incorporated by reference as if-

fully included in lhc text.

18,25 VENUE AND JURISDICTION »
Any saction-on the Contract may only be brought in the State of New Hampshire, Mérrimack
County Superior Court. .

18.26 SURVIVAL
The terms, conditions and warranties contained in the Contract that by their conlext are
. intended to survive the completion of the performance, cancellation or termination of the
Conirect shall 5o survive, including, but not limited to, the terms of the Exhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and General Provisions-Section [1: Use of State’s Information,
Confidentislity and General Provisions- Section 13: Indemnification which shall all survive
the termination of the Contract.

18.27 WORK FOR HIRE

The State shall own all right, title and interest in and:to any Software; printed maierials or
other works, products or deliverables which result from Services rendered by Vendor to the
Stare under this Contract (“work(s)"). The works shall be deemed -works made for hire of '
the State for all purposes of copyright law, and copyright shall belang solely 10 the Siate. 1n
the event that any such work is adjudged to be not & work made for hire, Vendor agrees to
assign, and hereby assigns, all copyright and other rights in such work to the State, Vendor
shall, a1 the expense of the Siate, assist the State or its nominees 10 obtain copyrights,
trademarks, or palents for-all such works in the United the States and any other countries.
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Vendor agrees (0 execute all papers and 10 give all facts known to il necessary 10 secure
United the States or foreign country copyrights and patenis, and to transfer or cause 1o
transfer to the Siate all the righ, title and interest in and 10 such works. Vendor represents
and warrants that the works will be free of any rightful claim of any third person or entity
based on patent or copyright infringement, tradé secrel misappropriation, or otherwise.

18.28 FORCE MAJEURE

Neither ASC nor the State shall be responsible for delays or failures in performance resulling

from events beyond the control of such party and without fault or negligence of such party.

Such events shall include, but not be limited 10, acts of God, sirikes, lock outs, riots, and acts
of War, epidemics, acts of Government, fire; power faslures nuclear accidents, earthquekes,

and unusually severe weather,

Except in the event of the foregoing, Force Majeure events shall not include ASC's inability
to hire or provide personnel needed for ASC's performance under the Contract.

18.29 NOTICES
Any notice of disputes, termination, term extension, or audit rights by a panty hereto 1o the
other party shall be deemed to have been duly delivered or given al the time of mailing by
certified mail, postage prepaid, in a United States Post Office addressed to the parties at the .
following addresses. Notices shall be first emailed or faxed and then confirmed, on the same
day (“Confirmation Copy™) by ¢ither registered or centified mail or by reputable expedited
courier service, returmn receipt requested, postage prepaid to the addressee thereof st the
address set fonth below. Notices shall be deemed received 3 days after the- Confirmation
Copy has been mailed or otherwise dispaiched.

T v ¥ TQOSTATE: =
APRIL SZLAGA STATE OF NEW HAMPSHIRE
ABACUS SERVICE CORPORATION DEPARTMENT OF HEALTH & HUMAN
25925 TELEGRAPH ROAD, SUITE 206 SERVICES
SOUTHFIELD M|, 48033 DIVISION OF PUBLIC HEALTH
: SERVICES .

129 PLEASANT STREET

CONCORD, NH 03301

ATTENTION: DAVID SWENSON
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EXHIBIT A
CONTRACT DELIVERABLES

I. DELIVERABLES, MILESTONES AND ACTIVITIES

Project Overview
The genersl scope of the project is to provide Information Technology (IT) suppon 1o develop and
maintain database and Java system code and Cognos reporting.

Abacus Service Comorauon (ACS) shall provide a team of highly_ skilled resources with significant
expen'cnce and expertise in their area of technology, (e.g. java coding, database management, testing, and
mainienance and suppon aclivities) who shall support the development, daiabase and lestmg aclivities of
the Depanmenl

The ACS team shall review exisling assessmeats in understanding the IT support requirement for -
development and maintenance of Java system code and Cognos reporting-for more efficient processing
and data quality improvements and only develop documentation where notable gaps exist.

In addition, the ACS team shall also collaborate with the Depariment in understanding the ability 1o map
and process Admission/Visit Notification {A01) transactions; offload and store historic data from the
Automated Hospital Emergency Depariment Daota (AHEDD)database;  auvtomate handling of
misspelled. NH patient town names (to use an existing table of misspelled town names to link to the
corvect political town name for complete processing); process additional Mcamngful Use (MU) Stage -
3 fields according to federal guidance and Natione) Syndromic Surveillance Program (NSSP) required
HL7 fields in the database (no!. cuh’cntly processed); add the ability to accept and process EP clinical
practice encounters (keeping them separate from haospital encounters);, and make needed reporting and
logging changes. )

The ACS team shall acoompllsh the following Goa]s and Ob_)ecuves for DHHS AHEDD Enhanced
Surveillance System Integration:

* Improve syndromic surveillance cfﬁcicncy and timeliness by enhancing surveillance functionality
with broader detection, analysis, and reporting; by being able to dea) with “big data” end support
ongoing syndromic surveillance sustainability; while eliminating unsupported IT system lools.
With this level of performance, NH DPHS will be able to meet its broader public health goals to

e Improve data quality and broaden representativeness of surveillance data, by working with hospital
partners 1o improve data content reporting, and the elimination of missing data;

e Mest the need for greater New Hampshire and regional situationn} awareness; data sharing, and the
accessibility of information available to surveillance staff and Siate managers by
migrating to  enhanced surveillance tools that make it easier to share data; and

s Improve the syndromic surveillance knowicdge and practice by the use of modem lcchnolog1es that
can migrate 10 the 1echnalogies of tomorow.
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" EXHIBITA
CONTRACT DELIVERABLES

. Team Experience: Thc'AC_S team shall provide significant expericnce in data analysis, mapping, mining,
database management, HL7 Formaning, java coding, Cognos reporting, and interface development. The
ACS team is shall also possess an understanding the different code formats (ICD). The ACS team shall be

lead by a Project Manager, who has exceptional experience in managing these types of engagements and
has successfully worked on AHEDD, WISDOM and Phoenix projects (Please refer to the Reference.

section).
Generzl Project Assumptions.

|. Abacus Service Corporation {ASC) shell provide project tracking tools and templates to record and
manage Issues, Risks, Change Requests, Requirements, Decision Sheets, and other documents used in
the management and tracking of the project. The State and ASC Project Managers will review these
100ls and templates and determine which ones will be used for the project. Training an these tools and
templates will be conducted by ACS at the start of each phase in which they will be used.

2. Prior 1o the commencement of work on Non-Sofiware and Written Deliverébles, ASC shall provide to
the State a template, table of contents, or agenda for Review and prior approval by the State. -

3. ASC shall ensure that approprieie ievels of security are implemented end maintained in order 10
protect the integriry and reliability of the State’s Information Technology resaurces, information, and
services. Security requirements are defined in Appendix C-2 of the Request for Proposal. ASC shall
provide the State resources, information, and Services on an ongoing basis, with the appropriate
infrastructure and security controls to ensure business continuity and 10 safeguard the confidentiality
and integrity of State networks, Systems and Data.

4. The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepling & Deliverable, the State reserves the right to reject any and all Deliverables in the event the
Slate detects any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, SoﬂwardSySIem ‘Acceptance Testing, and any extensions
thereof. .

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective for
the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCI{EDULE‘

ACTIVITY, DELIVERABLE OR ' DELIVERABLE DELIVERY DATE

MILESTONE TYPE . _
F-1.8 Conduct Project KickofT Non-Software Effective Date (Start Date)
2017-026 Exhibit A — Contract Deliverables
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EXHIBIT A
CONTRACT DELIVERABLES

F-1.b Status Mectings

Email or Conference

(Weekly

F-1.e Delivery of Work Plan

Written

EflTective Daie + 5 Days

F-1.¢.2 Invoice for Work Plan

Non-Software

Effective Date + 5 Days

F-1.i Delivery of the completion of the AQ1 to
AOQ4 transaction mapping to the AHEDD database
end processing (similar to AD4 registration
transactions) -~ Reference requirement B-5

Software

[Effective Date + 25 Days

F-1.i.8 Invoice for the completion of the AQ1 to
AD4 transaction mapping to the AHEDD deiabase

_and processing (similar to A04 registration
transactions) .

Software

Effective Date + 25 Days

F-1.i.b Delivery of the completion of the offload
of historic daia on AHEDD - Reference
requirement B-6

Software

E ffective Date + 45 Days

F-).i.c Invoice for the completion of the offload
of historic data on AHEDD

Software

E ffective Date + 45 Days

F-1.i.d Delivery of the completion of the
sutomate assignment of misspelled patient town
names to retaied politicel town/county/Public
Health Region — Reference the requirement B-7

Software

[Effeclive Date + 65 Days

F-l.i.e Invoice for the completion of the automate
political town/county/Public Health Region

Software

Effective Date + 635 Days

F-1i.f Delivery of the campletion of the addition
of MU Stege 1 fields end & HL7 fields to the
AHEDD DB - Reference the requirement B-8

Software

ETective Date.+ 90 Days -

F-1.i.g Invoice for the completion of the addition
of MU Siage 3 fields and HL7 ficlds 10 the

AHEDD DB !

Software

Effective Date + 90 Days

F-1Li.h Delivery of the completion of the EP
database infrastructure to store EP and Urgem
Cere (UC) encounters — Reference the
requirement B-9

Software

Effective Date + 120 Days

F-1.1.i Invoice for the completion of the EP and

Urgent Care {UC) database infrastructure to store |

EP encounters

Software

Eflective Date + 120 Days
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STATE OF NEW HAMPSHTRE
Departinent of Health & Humao Services

Aulomatcd Hospital Emergency Department Dats (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT A

CONTRACT DELIYERABLES
F-1.i.j Delivery of the comptetion of AHEDD Software Effective Date + 140 Days
Tringe Notes reporting, aHospital Service Area
and Surround Town reporting, and other needed
Cognos Reporting = Reference the requirement
R.10
F-Lil Delivery ror the complchon of Software Effective Date + 170 Days
AHEDD/Rhapsody log monitoring
F-1.i.n 2018 SCOPE B - System Suppon Software Effective Date + 170 Days
Acceplance Testing . ' :
F-1.l.0 2018 SCOPE B - System-Suppon Non-Software, E ffective Date + 170 Days
Acceptance Testing Invoice Written -

F-1.1.p Associeted documentation Writicn "[Effective Date + 170 Days
F-1.l.q Knowledge transfer training Non-Software, E fective Date + 180 Days
’ Written .

F-1.i.r Production implementation Software E ffective Date + 180 Days
F-1.i.8 1nvoice for Holdback Non-Sofware EfTective Date + 210 Days

TOTALS 215 Days

Remainder of page intentionally left blank.
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STATE OF NEW HAMPSHIRE
. Department of Health & Human Services
Automated Hospital Emergency Departmeat Data (AHEDD) System Suppon
CONTRACT 2017026

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.2 Firm Fixed Prlce

This is a Firm Fixed Price (FFP) Contract totalmg $231,189 for the period between the Effective
.2020. ASC shall be responsible for perfom:mg its obligations in
accordance with the Contract. This Contract will allow ASC to invoice the State for the following
activities, Deliverables, or milestones at fixed pncmg/rnies appearing-in lhe price and payment

. Date through August 31,

the AOI to AO4 transaction mapping to
the AHEDD database and proccssmg
(similar 10 AD4 registration
transactions)

End Date'(08/31/2019)

tables below:
.ACTIVITY, DELIVERABLE OR DELIVER- PROPOSED.SCHEDULE PRICE
MILESTONE ABLE TYPE )
F-1.a Conduct Project Kickoff Meeting| Non-Software | Must be completed 10 days 0
(reference G-2) after initiel project start date
F-1.b Status Meetings Email or Weekly 0
. Phone
Conference
F-1.c Delivery of Work Plan Writtén Must be completed within'10 0
. (reference G-4) days after initial project start
o date
F-1.c.a Invoice for Work Plan Non-SoRware | Must be submitted on‘or sbout| $12.725
: 10 days after initial project '
start date
F-1. Delivery of the completion of the | Software Must be. completed by Project 0
AQ1 to AD4 transaction mapping to the | ' End Date (08/31/2019)
AHEDD database and processing
(similar to ADM registration
transactions) ~ Reference requirement
B-8 :
F-1.i.a Invoice for the com’pletion of | Software Must be completed by Project | $12,730
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STATE OF NEW HAMPSHIRE
. Departruent of Heslth & Huenad Services
Automated Rospital Emergeacy Department Dats (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B

PRICE AND PAYMENT SCHEDULE
F-1.i.5 Delivery of the completiori of | Software Must be completed by Project 0 \'
the offload of historic data on AHEDD End Date (08/31/2019)
- Reference requirement B-6
F-1.i.c Invoice for the completionof | SoRware Must be completed by Project $23.834
the offioad of historic data on AHEDD | . End Dae (08/31/2019)
F-1.i.d Delivery of the completionof | Soflware Must be completed by Project 0
the automate assignment of misspelled End Date (08/3172019)
patient town names to relmed political
town/county/Public Health Regian -
Reference the requirement B-7
F-1.1.e Invoice for the completion of | Sofiware "Must be completed by Project | $12,730
the sutomate assignment of misspelled End Date (08/3172019)
patient town names 10 related political
town/county /Public Health Region
F-1.i.1 Delivéry of the completion of Software Must be completed by Project 0
the addition of MU Stage 3 fields and 8 ‘ End Date (08/31/2019)
HL7 fields 1o the AHEDD DB -
Reference the requirement B-8
F-1.Lg Invoice fo; the completion of SoRware Must be completed by Project $27.834
the addition of MU Stage 3 fields and 8 End Date (08/31/2019)
HL7 fields 1o the AHEDD DB
F-1.Lb Delivery of the completion of | Software | Must be completed by Project 0
the EP an UC database infrastructure to End Date (08/31/2019)
store EP and UC encounters -
Reference the requirement B-9
F-1.L.1 Invoice for the completion of the| Software Musi be completed by Project | $12,730
EP and UC database infrastructure 10 End Date (08/31/2019) .
store EP and UC encounters -
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STATE OF NEW HAMPSHIRE
. Department of Hesalth & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITB

PRICE AND PAYMENT SCHEDULE
F-1.1.J Delivery of the completion of | Software Must be completed by Project 0
AHEDD Triage Notes reporting, End Date (08/31/2019)
Hospital Service Arca and Surround
Town reporting, and other needed
Cognos Reporting — Reference the
requirement B-10 ) .
F-1.i.k Invoice for the completion of | Software Musi be completed by Project $31,692
AHEDD Triage Notes reporting, End Date (08/31/2019)
Hospital Service Area and Surround '
Town reporting, and other needed
Cogpnos reporting : _
F-1.i.1 Delivéry for the completion of | Sofware Must be complete by Project 0
AHEDD/Rhapsody log monitoring End Date (08/31/2019)
F-1...m lnvoice for the completion of | Software Must be complete by Project $48,96)
AHEDD/Rhapsody log monitoring End Date (08/31/2019)
' 'F-.l.h.n 2018 Scope B - AHEDD Software | Must be completed on or about 0
System Support Acceptance Testing 30 days prior to end of Project
End Date (08/31/2019)
F-1.i.0 2018 Scope B - AHEDD Non-Software, | Must be completed on or about| $27,834
Sysiem Support Acceptance Testing Written 30 days prior to end of Project
Invoice End Date
F-1.i.p Associated documentation Written - Must be completed 8 days prios 0
. 10 end of Project End Date _

F-1...q Knowledge Traosfer Traiaing| Non-Software, | Must be completed on or 0

. Wrigen before end of Project End Date
F-L.i.r Production Implementation | Software | Must be completed on or 0

before end of Project End Date |

-
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Deparimect Data (AHEDD) Syslem Support
CONTRACT 2017-026

EXHIBIT B
PRICE AND PAYMENT SCHEDULE

F-1.i.s Lovoice for Holdback ' Non-Software | Must be submitted upon $20,119

' . successful completion of
“Warranty Period” (on or
before 90 days afler Project
End Date)

Subtotal - 5231,189

TOTAL - | |- 523189 7

1.3 Propased Vendor Staff, Resource Hours nad Rates Worksheet

The Proposed Vendor Staff Position, Resource Hours and Rates Worksheet shall indicate the individuals that
will be assigned 1o the Project, their hours and npphcable rates. Nemes -are required for mdmduals
designated for key. roies; titles shall be used for others. Information is listed by-phase.

"Table 1.3 : Proposed Vendor Stalf, Resource Hours and Rates Worksheet

. . . Project - | Hourly -
;Tntle Neme Initiation lmplu‘ncnuﬂqn Close out Raie Hours X Rate

Project . Ram Prased 950 600 250 $36 | 564,800
Manager Tulluri . .
Seaior Praveen Kumar 740 1445 210 $32 575,680
Developer #1 : .
Sealor Anthati Prashant | o, 14105 | 684 $32 | $90,709
D_eveloper #1 .

TOTALS | - SRR I S 531,189
1.4 Future Vendor Rates Worksheet A

The Staté may request additional Services from the selected Vendor. !n the event that additional Service is
required, Table 1.4 Future Vendor Rates Worksheet shall provide this information. "SFY" refers to State
Fiscat Year. The New Hampshire State Fiscal Year runs from July 1 through June 30 of the following
calendar year. Posilions not identified in the Table 1.3 shatl be included in the Future Vendor Rates
Worksheet. ' B
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automsted Hoapital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Toble 1.4: Futpre_.Vendor Ralu Worksbheet

: R e A
Pro)ecl Mnnuger $36
Position #) . $32
Position #2 2

1.5 Softwaore Llcenslng. Mnlntenance, and Support Pricing Worksheet.

Pricing shall reflect the payment of maintenance through the Contract end dalc Price estimates
should reflect the most optimistic implementation date. If project start date sllps or if implementation
takes longer, causing a shorter maintenance period, ACS shall pro-rate the pncmg to reflect the actual
project circumstances,

2. CONTRACT PRICE

Nohwlhsundlng any provision in the Contract to the contrary, and notwithstanding unéxpected
circumstances, in no-event shall the total of all payments made by the State exceed $231,189 (“Toral
Contract Price™). The psyment by the State of the total Contract price shali be the only, and the complete
reimbursement to ASC for all fees and expenses, of whatever nature, incurred by ASC in the performance
hereof,

The State will not be responsible for any u'nvel or out of pocket cxpcnses mcurred in the pcrfonnnnce of
the Services performed under this Contract.

3. INVOICING

ASC shall submit comrect invoices to the State for all amounts to be paid by the State. All invoices
submitted shall be subject to the State's prior written approval, which shall not be unreasonably withheld.
ASC shall only submit invoices for Services or Deliverables as permitted by the Contract. Invoices must be
in a format as determined by the State and contain detailed-information, mcludmg without limitation:
itemization of each Deliversble and identification of the Deliverable for which payrent is sought; and the
Acceptance date triggering such psyment; date of delivery and/or installation; monlhly maintenance
charges; any other Project costs or retention amounts if eppliceble.

Upon Acceptance of a Deliverable, and & properly documented and undisputed invoice, the State will pay
the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be backdated
" and shall be prompily dispatched.

Involc.a shall be sent to:

' Financial Manager
Department of Health & Human Services
Division of Public Health'Services

2017-026 Exhibit B-Price and Payment Schedule .
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STATE OF NEW HAMPSHIRE
7 Department of Health & Humaoo Services
Automsted Hospital Emergency Departnient Data (AHEDD) System Support
: CONTRACT 2017-026

EXHIBIT B
PRICE AND PAYMENT SCHEDULE

29 Hazen.Drive
Concord, NH 031301
dphscontractbilling@dhhs.state.nh.us

4. PAYMENT ADDRESS
All payments shall be sent to the following address:

April Szlaga, Operations Director
Abacus Service Corporation
25925 Telegraph Rd., Suite 206
Southficld, MI 48033 '

5. OVERPAYMENTS TO ACS

ASC,shall' promptly, but.no later than fifteen (15) business days, retum to the State the full -amount of any
overpayment or erroneous payment upon discovery or nolice from the Siae. .

.6, CREDITS

The State may apply credits due to the State arising out of this Contract, against .ASCfs invoices with
appropriate information atiached.

" 7.PROJECT HOLDBACK |

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software license fees;
as set forth in the Payment Table above, until successful conclusion of the Warranty Period.

Remalnder of page intentionally left blank.

2017-026 Exhibil B-Price and Payment Schedule

DolT Template 8/22/14 . )
Page 10 of 45 ASC Initials ﬂs



STATE OF NEW HAMPSHIRE
" Department of Health & Human Services
Automated Hospital Emergency Departmect Data (AHEDD) System Support
" CONTRACT 2017-026

EXHIBIT C
SPECIAL PROVISIONS

No specisl provisions.

Remainder of page intentionally left blank.
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" STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT D
ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES
ASC shall assume all reasonable travel and related cxpcnscs All 1abor rates shall be

“fully loaded”, including, but not limited to: meals, hotclfhousmg, airfare, car rentals, car .
milcage, and out of pockct expenscs

2. SHIPPING AND DELWERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically nemuzcd in the
Contract.

3. ACCESS/COOPERATION

As applicable, and subject 1o the apphcab!c laws and rcgulauons the State will provnde
the ASC with access to all program files, libraries, personal computer-based systems,
software packages, network systems, sccunty systems, and hardware as rcqmrcd to
complete the contracted Services.

The State will use reasonable ¢fTorts 10 provide a‘pprovals, autharizations, and decisions
reasonably necessary to allow the ASC to perform its obligations under the Contract.

4, STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

. The ASC shall prowdc the State access to 8|l State-owned documents, materials, reports
and other work in progress relating to this Contract. Upon expiration or termination of
the Contract with the State, the ASC shall tum over all Statc-owned documents, material,
reports, and work in progress relating to this Contract 10 the State at no additional. cost to
the State. Documents shall be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
ASC hereby dgrees to the conditions of al) applicable State.and federal laws and regulations, ‘which are
incorporated herein by reference, regarding retention and access requirements, inctuding without
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpan 4.7
Coniractor Records Retention. :

ASC (and its Subconlracto:-s if applicablc) shall maintain books, records, documents, and other
-evidence of accounting procedures and practices, which properly and sufficienly reflect all direct and
indirect costs invaiced in the performance of their respective obligations under the Contract. ASC {and
its Subcontractors if applicable) shall retain all such records for three (J) years following termination
of the Contract, including any exiensions.. Records relating to any liligation matters regarding the
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automsted Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITD .
ADMINISTRATIVE SERVICES

Contract shall be kept for one (1) yeer following the termination of all litigation, including the
termination of sl appuls ot the expiration of the appeal period.

Upon prior notice and subject 1o, reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorizéd by the Siate and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to thesc items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the

. State. Delivery of and access to such records shall be a1 no cost to the State during the three (3) year
period following termination of the Contract and one (1) year term following litigation relating o the
Contract, including all eppeals or the expintion of the appea! period. ASC shall include the record
retention and review rcquiremcnls of this section in any of its subcantracts.

The Slate agrees that books, records, documents, and other evidence of accounung procedures and
practices refated 10 ASC’s cost structure and profit factors shall be excluded from the State’s review
unless the cost of any othér Services or Deliverables provided under the Contract is calculated or
derived from the cosi structure or profit factors.

'6. ACCOUNTING REQUIREMENTS

ASC shall maintain an accounting systcrh' in accordance with Generally Accepted- Accounting
Principles. The costs applicable 1o the Contract shall be ascertainable from the accounting system
and ASC shall maimain records pertaining 1o the Services and all other costs and expenditures:

-

Remainder of page intentionally lef! blank.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITE
IMPLEMENTATION SERVICES

1. STATE MEETINGS AND REPORTS .o
The State believes that effective communication and reporting arc essential) 16 Project succcss

ASC Key Project Suaft shall pa.mctpat'e in meetings as requesled by the State, in sccordance with the
chunremenls and terms of this Contrnct

.8. Introductory Meeting: Panicipants wrll include ASC Key Project Staff and State Project leaders
from both Department of Justice and the Department of Information Technology. This meeting will
enable leaders to bccome acquainted and esiablish any preliminary Project procedures.

b. KickofT Meeting: Participants will include the State and ASC Project Team and mejor stakeholders
This meeting is to establish a sound foundation for ectivities that will follow. .

¢. Status Meetings: Panicipants will include, at the minimum, the ASC Project Manager and the State
Project Manager. These meetings will be conducted at least bi-weekly and address overall Project
status and any additional topics needed to remain on schedule and within budgcl A status and ervor
report from ASC shall serve as 1he basis for discussion.

d. The Work Plrn: must be reviewed at €ach Status Mccnng and updaled at minimum, on a bi- wc:kly
basis, in accordance with the Contracl. .

¢. Special Meetings: Need may arise fora specual meeling with Stale leaders or Pro;cct sla.keholders to
address specific issues.

. Exit Meeting: Participants will include Project leaders from ASC and the State. Discussion will
focus on lessons !eamcd from the Project and on follow up. options that the State may wish to
consider.

The State expects ASC to prepare agendas and background for and minutes of mcciings. Background for.
* cach status meeting must include an-updaled Work Plan. Drafiing of formal.presentations, such as a
presentation for the kickoff meeting, wilk also be ASC's responsibility. ’

The ASC Project Manager or ASC Key Project Siaff shalt submit maonthly status reports in accordarice
with the Schedule and 1erms of this Contract. All status reports shall be prepared in formats approved by
the Siate, The ASC’s Project Manager shall assisi the Siate’s Project Manager, or itself produce reports
related to Project Management as reasonably requested by the State, all at no additional cost to the Staie.
ASC shall produce Project slatus reports, which shall contain, at 8 minimurm, the folléwing:

1. Project status related 10 the Work Plan; .

2. Deliverable status;

3. Accomplishments during weeks being reported;

2017-026 Exhibit £ Implementation Services ,
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Aulomated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBITE
IMPLEMENTATION SERV[CES

"Planned activities for the upcommg two (2) week period,
Future ectivities; and
Issues and concems requiring resolution.
Report and remedies in case of falling behind Schedule

el A ol o

As reasonably requested by the State, ASC shall provide the State with information or repons regarding the
Project. ASC shall prepare special repons and presentations relating to Project Management, and shall
assi$t the. State in preparing reports and presentations, as reasonably requested by the State, all at no
additional cost 1o the State,

2. IMPLEMENTATION STRATEGY

2.1 Key Components .
ASC shal! cmploy an Implemenlanon strategy with a timeline set forth in eccordnnce with the
Work Plan:

" ASC and the State shall adopt 8 changc management approach to identify and plan key
strategies and communication mmalwes

The ASC team will provide training templates as defined in the Training Plan; which wili be
customized 10 address the State’s specific requirements.  Decisions regarding format, content,
style, and presentation shall be made early on in the process, by the State, providing safficient
time for development of material as functionality is defined and.configured.

ASC shall utilize an approach that fosters and requires the. participation of State resources, uses
their business expertise to assist with the configuration of the applications, and prepares the
State to assume responsibility for and ownership of the new system. A focus on technology
transition shall be deemcd a priority. .

ASC shall manage Project execution and provide the tools needed to create and manage the
Project's Work Plan and tasks, mariage and schedule Project staff, track and manage issues,
manage changing requirements, maintain commumcauon within the Project Team, and repon
status,

ASC shall adopt an Implementation time-line alignid with the State’s required time-line.

2.2 Timeline .
The timeline is set forth in the Work Plan. During the initial planning period Project task
‘and resource plans will be established for: the preliminary training plan, the change'.
,management plan, comimunication approaches, Project standards and procedures finalized,
and team training initiated.
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Autometed Hospital Emergency Department ‘Data (AHEDD) Syslem Support
CONTRACT 2017-026

EXHIBITE
IMPLEMENTATION SERVICES

2.2.1  Project lnfrastructu re

The fécus of the Project infrastructure work phnsc is the ar.qumnon and Implementation
ol the Project’s developmenl and production hardware infrasiructure. .

222 Implementation

Timing will be structured 10 recognize mterdependencues between applications and
structure a tast effective and timely execution.

Processes will be documented, training established, and the application will be ready for
Implementation in ‘accordance with the Staie's schedule.

" Implementation shall be piloted in one area/office 1o reﬂnc the, training and
* Implementation approach or the Stale shell choose a one¢-time statewide Implcmcnlahon

223 Change Management and Training

ASC's change managemeni and training services shall be focused on developing change
management and training sirategies and plans. [ts approach relies on Stale résources for
the execution of the change management and end user training.

Remainder of page intentionally lefi blank
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT F
TESTING SERVICES

ASC shall provide the following Products and Services described in this Exhibit F, including but not limited
to:’ \

1. TESTING AND ACCEPTANCE
ASC shall bear ell responsibilities for the full suite of Test Planning and preparation throughout the
Project. ASC will also provide training es necessary to the State staff responsible for test sclivities. ASC
shall be responsible for all aspects of testing contained in the Acceptance Test Pian. including suppor, al
no additional cosl, during User Acccplance Tesl conducmd by the State and the testing of the training
materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan.- A separate Test Plan and set of test materials will be prepared for each Software function or module.

All Testing and Accepiance (both business and technically oriented testing) shall apply to testing the
System as a whole, {e.g., software modules or functions, and Implementation(s)). This shall include
planning. test scenario and script development, Data and System preparation for testing, and exccution of
Unit Tests, System Integration Tests, Conversion Tests, Instaltation tests, Regression tests, Performance
Tuning and Stress tests, Sccumy Review and tests, and support of the State during User Acceplance Test
and Implemeniation.

In addition, ASC shall provide a mechanism for reporting actual test results vs. expected results and for the
_ resolution and tracking of all-eors and problems identified during test execution. ASC shall also correct
Deficiencies and suppon requnrtd re-lesling. :

1.1 Test Planning and Preparation

ASC shall provide the Siate with an overall Test Plan that will guide all testing, The ASC provudcd
State approved, Test Plan will include, at a minimum, identification, preparation, and Documentation
of planned testing, a reqmrcmcnls Iraceability matrix, test variants, test scenarios, test cases, test '
scripts, test Data, test phases, unit tests, expected results, and a 1rackmg method for reporting actual
versus expected resulls as wcll as all errors and problems identified dunng 1est execution.

As identified in the Acccplancc Test Plan, and documented in accordance with the Work Plan and the
Contract; State testing will commence upon ASC’s Project Manager's Centification, in wrmng, that
ASC's own siaff has successfully executed all prerequisite ASC testing, along with reporting the
actual testing results, prior to the start of any testing executed by State staff. The State will be
presented with a State approved Acceptance Test Plan, 165t scenarios, test cases, test scripts, test data,
and expected results,

" The State will commence its testing within five (5) business days of receiving Certification from ASC
that the State's personnel have been trained and the Sysiem is installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an environment independent

2017026 Exhibil F Testing Services -
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STATE OF NEW HAMPSHIRE
‘Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

. EXHIBIT F
TESTING SERVICES

from ASC's development environment. ASC must assist the State with testing in accordance with the
Test Plan and the Work Plan, utilizing test and live Data to validate repons, and conduct stress and
performance testing, at no additional cost.

Testing begins upon completion of the Soflware configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a lerter of UAT Acceplance by thie State,

ASC must demonstraie that lhelr lesung methodology can be integrated Wllh the Stele standard
meihodology.

1.2 Unit Tesllng

In Unit Tcsung, ASC shall test the application componenis on an individual basis to verify that the
inputs, outputs, and processing logic of each application component functions without errors. Unil
testing is performed in either the development environment or a lesting environment.

The goal is to find ervors in the smallest unit of software before logically linking it into larger units. .
If successful, subsequent testing should only reveal ermors related to the mtcgratmn between
application modules,

The ASC developer, who is responsible for a specific unit of work, will be responsible for conducting
the unit testing of their modules.

Actlvity | Deyelop the scnpu “needed lo.umt test mdwndual applicuucn modulcs mterfn.ce(s) .

Description i .ahd conversion componénu kR N 1)
[ASC Tesm I For n.pplvculon modules, --r;;r.ei's;o—-ns'T d]t;tcrfncu the ASC “team will ldmllfy‘:'

Respapsibilities I dppliceble :tesl scnpts- and |nmllnn0n mslmcuons. adapl them Lo the Project”
| specnﬁcs test the process, ind compire with ihe.documented l:xpcclcd results.

Work . l Unit- Tested Mod'u_l_:'s_ that: Rave-l I;'cc—?n t—cstcd to' venfy lhnl lhc mpuu oulpuls. and ,
Product processing loglc of each application- module’ functions wtlhoul erors. Indlwdunl I
Descriptioo | detailed tesl sénpu and msusllunop guides list oll. the required ections’ nnd day'o

' conduct the testthe procés: for tes1-cxecution, and the expeclcd resulu s

g —————rr— ey —reg———— =T e

1.3 System Integration Testmg

The new System is tested in integration with other application systems (Iegacy and service providers)
in & production-like environment. System Integration Tesling validates the integration between the
tndividual unit applicetion modules and verifies that the new System meets defined requirements and
supports execution of interfaces and business processes. The System integration Test is performed in
a lesi environment. .

Thorough cnd-1o-¢nd (esting shall be performed by the ASC team(s) to confirm thai the Application
integrates with any interfaces. The test emphasizes end-to-end business processes, and the flow of
informalion across applications. It includes all key business processes and interfaces being
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implemented, confirms data transfers with external parties, and includes the transmjssion or printing
of all elcctmmc and paper documents,

Activity Descnptlon

53 Symms Intemno Teshng validates. the: :nlcgnmon betwees the t;rgct apphr.nnon

mo-dules end :other ‘sysiems;, md-vcnf'es thet " thé ,new Syslem meets defined
mlerfaéc rtqmrcmtnmnnd asUpROnNS, €xecution, or busmess processes _This tesy
emphulr.:s cnd -to¢nd, buslncss'processes -and” the flow of information scrogs lh:x

_:: - : 'applu:n:inn It mclud:s 'Isll ukey- -business, pmcc:m and _mterfaces bemg
r. g lmplcmenled. ,conﬁrrhs- Bt ;' s férs with; ex1crna] -paftic .'_._nnd “incliides” “the -
' .lransmcmon of pnnlmglof sllielcctronic and papcr documénts, - T w. A
ASCTeaam e Take the’ Iead md:velopmgthc Syslcmslnl:grauou Test'Spccnﬁcmrons '_-T.‘r
- Respoasibilities

o ,Work jomlly wuh :hc'Sunc m dcvr.lop and load r.he dam prol'llcs 10, snpplorl the

[y Iy |l. x‘-

Fiest Spcmﬁcauons e N
WOrk Jomlly with1he Siateito validate’ componcnu ofthc fest! sn:npu et

..r‘ ,-..5.. e "‘_

Statc Responsibalities

5. -'Work jomlly with ASC to develop the Systcms Integranon Tesi; Spec:ﬁcanons ™
Work,jomuy.wnh ASC m dcvclop md load lhc datu pmf‘ lcs I'lo support, thc test'
Specnﬁcauons A " o N O :

. WOrk jomtly wuh ASC.i ,vnludmc componems of the test’ scnpu moduf cnuons -
ﬁtes and olhcr Systcm m:eracuons wnlh the ASC supphed Soﬁwa.rc Solutaon -

e 1” P

,'r -,.

H _ _.n "' T T AL . .I . n it ', h

Work Product ~iThe , lntegrnnon-Tesled Systcm Cindicates . ahat | aII .interfaces -bclween 1ihe*
Description, I,upplu::mon ang: lhc‘lcmy u.nd third: pany systems nmerruc' -'nnd applncuuonmI
: ; | .:ml‘unctnomngpmperly IR et e e J

1.4 Conversion Validation Testing
In Conversion Validation Testing, target application functions are validated.
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Activity Descriptioo The coaversion. vilidation test should replicate the entire flow of the

e converted data through the Software Solution. As the Software Solution is
inicrfeced to, legecy or third-party applications/interfaces, testing verifies
that the resulting flow of the converted: dath through these interface points

. performs comctlz :

CASC.T ~ . . .|| For:conversions ond mlerfaces "the, ASC fearn will execule the. applicable |
th slbihdu © -+ |t validation -tests ‘and-- compar: exccution reselts with the documented expected |
" e ] desults, :
Sutngquus:b:h;i_rs Exuact.angd cleanse, if necessary, the legicy dnm to be converted in the data
. - CONVErSions. L

Work Product ;. [ Validation-Tested Conversion Programs. ;. These pmgrums include conversion ' '
Description, 1, programs that have been, tested to verify that the resulling convened legacy data |:
: perfonm con‘eclly in lhc enlire suite of the Application. _

‘ 1.5 "lu'stallatmn Testing .

In Instellation Testing the application components are installed in the Sysiem Tést environment 10 test
the installation routings and arc refined for the eventual production environment. This ectivity serves
asa dry run of the mstallauon steps in preparation for configuring the production system.

1.6 User Acccptance Tutmg (UAT)

UAT begins upon completion of the Soflware configuration as requmed and user training according (o
the Work Plan. Testing ends upon issuance of a letter of UAT Accepiance by the State.

ASC's Project Manégcr must certify in writing, that the ASC's own siaff has successfully cxecuted
all prerequisite ASC testing, along with reporting the actual testing results prior to the start of any
testing executed by State staff. .

.The State shall be presented with all testing results, as well as writien Certification that ASC has
successfully completed the prerequisite tests, meeting the defined Acceptance Cmcrla. and performance
standards. The State shall commence testing within five (5) business days of receiving Cenrtification, in
writing, from ASC that the system is installed, configured, complete and ready for. State testing. The
State shall conduct the UAT utilizing scripts developed as identified in the Acceplance Test Plan to
validate the functionality of the System and the interfaces, and verify Implementation readiness. UAT
is performed in a copy of the production environment and can serve as a performance and stress test of
the System. The User Acceplance Test miey cover any aspect of the .new System, including
administrative procedures (such as backup and recovery).

The User Acccplancc Test (UAT) is a verification process performed in a copy of the production
environment, The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT yviil also serve as a performance and stress Lest of the System. It may cover any aspect of the
new System, including administrative procedures such as backup and recovery. The results of the
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UAT provide evidence that the new System meets, the User Aéc;plancc criteria as defined in the
Work Plan. -

The results of the User Acceplance Test provide evidence thet the new System meets :he User
Accepumcc criteria as defined in the Work Plan,

Upon successful conclusion of UAT and successful System deploymen, the State will issue & letter of
UAT Acceptance and the respective Warranty Period shall commence

Actvity Descriphion, '—e Syslem-UscrtAoc:ptancc-Tcsls ven fy System funcuonallly agninst. prcdcﬁnul \
- . - |i-Acceprante criterigthaitsugport ihe successful execution of approved procésses. it .

ASC Team 4 ' . | Prnwdc lhchu.u: nn:Acccpu.nc: Te:l Plan-and selection; of.tesl scnpts I‘or lhe' :
Responsibilities ' Acceptance Tt 2 Pt e poe
' - 5'?, - Monitor!tfic- ekéédtno of 'ihe test scripts and musl s necded dunng lhc Uscr
: -l "-unce Test"u:mncs Ny -' Mg s KK

!- Work jomlly.wuh e
L. [ = résolulion. l‘.'.:“.‘._,‘_‘_,'. R A ,',..._-l
I

State ResponsibiiGes |1.s. Approve the developmentof the User Accéplancé. Tt Plan and the set of dat
Y for us: dunnglh: Uscheccml.ncc Te.sl -‘. D) - . _;'),.,.', S

: : Vnhda!: ihe Au::plnnccTcsl:nwmnmem 1.‘ :“-‘ ‘ .| Ly
g Q-'Eﬂécuic e tet scnpts‘ i
C
.

Work Jomlly Witk
rtsolunon

i
!
i
i
i
. Appmvc lhc dcvclopment of Ihe User Accepunce Tesl Pla.n and lhe set of dnm ]
!
|
i
i

r 4 Sy . . . ‘k r - . .J'
: - 95 4. _- w L L
' ‘&) Provrde Accepuncc.o"f t!lle Vllldllcd S)rslemsL .S V. -|f.' -
Work Produet The Dclwernh!e for Usr.r:Acccpta.r.ce “Tests 15 the ‘User Accepmncc Tcst Résults. |
Description Thest” rcsulmprovudc tvndente that |he_new'System mests, thi Uscr Acccpmnce. i
. “chiteria défined-inihe Wori: Planv "t R T T ’

1.7 Pcrformancc Tuning and Stress Testing
ASC shall develop and document hardware and Sohware configuration and tuning of database and
Java system code and Cognos reporting infrasinicture as well as assist and direct the State’s System
Administrators and Database ‘Administrators in configuring and tuning the infrastructure to suppon
the software throughout the Project

1.7.1 Scope
The scope of Performance Testing shall be to measure the System level metrics critical for the

dcvclopmcm of the epplications infrastructure and operetion of the apphcallons in the produclton
environment,

1t will include the measurement of response rates of lhe application for end-user transactions:
.and resource utilization (of various servers and network) under ‘various load conditions. These
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response rates shall become the basis for changes and retesting until optimum System performance
is achieved. _

Perfarmance testing and tuning shall occur in the final production environment and shall use a
copy of the final production database to provide the best results.

1.7.2 Test Types o
~ Performance testing shall use two different types of testing to determine the siability of the
application. They are baseline tests and load tests.

) Baseline Tests: Baseline tests shall collect performance daia and load analysis by runhing
scripls where the output is broken down into business transaciions or functions. The-test is like
a single user executing a defined business transection. During baseline testing, each individual
scripl 15 run o establish a baseline for transaction response lime, throughput and other user-
based metrics.

b) Load Tests: Load festing will determine if the behavior of the System can be sustined over &
long period of lime while runmng under expected conditions. Load test hélps to verify the
ability of the application environment under different load conditions based on workload
-distribution. System response time and utilization is measured and recorded.

1.7.3 Tuning. -~
* Tuning will be ASC led and oceur durmg both the developmcm of the application and load testing.

Tuning is the process whereby the application performance is maximized. “This can be the result of
making code more efTicient during development as well as making tuning parameter changes to the
environment.

1.7.4 Implementing Performance and Stress Test
Performance and stress test tools shall be provided by ASC for this effort, Consideration shall be
given to licensing with respect 10 continued use for rcg;ressmn testing. Any open source low/no cost
tools used for this purpose, must be identified by ACS prior to use.

1.7.5 Scheduling Performance-and Stress Testing
ASC shall perform Test Planmng The steps for plannmg include identification of application
functionality as well as what percentage of normal daily use is represenlcd by each function. This
information will become the foundation for scripting so that tests closely represenl what loads in
production will look like.

ASC shall provide definition and expectations from testing. This definition $hould include who is in -
charge of testing and coordinating results, anticipated run times, logs required for tracking, their
locations and which technician is responsible to track and provide them following each test to 1he
team. - :

Initial test runs shat] be completed 10 establish that the tests and data sets can be run to cornﬁlction
without errors. The ratio of types of transactions which makeup the test shall be reviewed prior to
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the beginning of testing and then again once testing has bcgun to make sure lhut tcslmg accurately
reflects the system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent tests will be
compared. Tests will be considered for baseline status once two of them have been run within 2% of
each other in key and overall performance areas. No changes to the test scripts or data sets (with the

. exception of restores after cach test) can be done to the test environment once Tuning has begun so as
not 1o damage the companson (o baseline results. The sysiems must be restarted prior to cach test
run to_assure all cache is cleaned our. - All effort will be made to run these tests at a time when
system and network infrastructure utilization doesn't impact the results. Tests will be run in close
proximity to our infrastructure 5o as to eliminate the public network from our cnvironmem.

Post test reporting and result assessment will be scheduled following each test. The team will
compare these results to the baseline and a determination must be made to make additional changes
to the parameler being tuned or retum to the prior configuration and select another parameter 10
tune while keeping in mind that significant changes to any one parameter may require the retesting
of some others. Careful work on identifying dependencies up front should minimize this impacl.

If defects are identified in the application during testing they will be recorded,; howcvcr changes to
the spplication code should be avoided if possible so as not to affect baseline comparisons. 1f a
change to the application is requircd new baselines will be established (and possibly the execution
of prior tests to validate changes with the new application) before testing can continue.

When perfonmng capacity lesting against a GUI thc focus will be on the ablllry of the interface to
respond 10 user input.’

During stress/load testing the tester will attempt to stress or load an aspect of the syslcm to the point
of failure. The goal is to determine weak points in the system architccture, The tester will identify
peak load conditions at which the program will fall to handle required processing loads within
fequired time spans.

During Performance testing the tester will design test case scenarios to determine if the system

meets the stated performance criteria (i.¢. A Login request shall be responded to in | second or less

under a typical daily load of 1000 requesis per minute.). In both cases the tester will defermine the
_capacity of the system under 8 known set of conditions. '

1.8 Regression Testing

As a result of the user testing activities, problems will be identified that require correction. The State
will notify’ ASC of the nature of the testing failures in writing. ASC will be required to perform
additional testing activities in response 10 Stale and/or user problems identified from the testing
results. Regression tesling means sclective re-testing 1o detect faults introduced during - the
modification effort, both 1o verify that the modifcations have not caused unintended adverse effects,
and to verify that the modified and related (possibly aﬂ'cc!ed) System components still meet their
specnﬁcd requirements:
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a.} For each minor failure of an Accepiance Test, the Acceptance Period shall be exiended by -~
corresponding lime defined in the Test Plan.

b.) ASC shall notify the State no leter than five (5) business days from the ASC's receipt of written
notice of the test failure, and when ASC expects the cormections to be completed and ready for
retesting by the State. ASC will have up to five (5) business days to make corrections 1o the

. problem unless specificaily extended in writing by the Staje.

¢.) When 8 programming change is made in response to a problem identified during usgr testing, a
regression Test Plen should be developed by ASC Based on the understanding of the program
end the change béing made to the pmgmm The Test Plan has two objectives:

I.validate that the change/update has been properly incorporated into the program; and
2.validaie that there has been no unintended change 1o the other portions of the program.

d.)} ASC will be expected to:
1. Create a set of test conditions, lest cases, and test data that will vahdate that thc change has
been incorporated correctly; :
2. Credte & set of test conditions, tesi cases, and test data that will*validate that the unchanged
poriions of the program still aperate correctly; and
3. Manage the entire cyclic process.

¢.) ASC will be expected to execute the regression test, provide actual testing results, and centify its
completion in writing 1o the State pnor to passing the modified Softwarc application to the
users for retesting,

“In designing and conducting such regression testing, ASC will be required to assess the risks

inherent to the modification being implemented and weigh those risks against the time and
effort required for conducling the regression tests. In other words, ASC will be expected to
design and conduct regression tests that will identify any uniniended consequences ‘of the
modification while taking into account Schedule and economic considerations.

1.9 Security Review and Testing .
IT Security involves ol funclions penigining to the securing of State Data and Systems through the
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudistion.

All components of the-Software shall be reviewed and tested to ensure they protect the State’s hardware
and software and its related Data assels. Tests shall focus on the technical, edministrative and physical
security controls that have been designed inmo the System architecture in order to provide the necessary
confidentiality, integrity and availability. Tesis shatl, at a minimum, cover each of the service
components. Test procedures shall include penetration tests (pen tests), code analysis, and review.
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Service Component

Defines lhe set of capebilities that: -

Identification and
Authentication

Supports obtsining -information about those pames

-attempting 10 log onto a system or application for

security purposes and the validation of users

Access Control -

Supports the management of permissions for

logring onto a computer or network

Enc¢ryption

Supports the encoding of data for security purposes

Intrusion Detection

Supponts the detection of illegal entrance into a’
tompuler system

Verificstion

Supports the confirmation. of authority o enter &
computer system, application or network

Digital Signature

Guarantees the unaliered state of a file

User Management

Supports ‘the administration ol  compuier,
epplication and network accounts -within  an
organization. .

Role/Privilege Supports the granting of abilities to users or groups
.Management of users of a computer, application or network

Audil Trail Capiure | Supports the identification and monitoring of
and Analysis activities within an application or system

Input Validation

Ensures the application is protected from buffer

overflow, cross-site scripting, SQL. injection, and
unauthorized access of files and/or directlaries on,
the server. ]

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order 10 provide the necessary confidentiality, integrity and
availabnlu.t! Tests shall, at a minimum, cover-cach of the service components. Test procedurcs shall
include 3™ party Penetration Tests (pen test) and code analysis and review.

Prior to the System being moved into production, ASC shall provide results of all security testing to
the Department of Information Technology for review and Accepiance. All Software and hardware
shal} be free of ma!icious code (malware):

1.10 Successful UAT Complctaon
Upon successful completion of UAT, the State wil issue & Lener of UAT Acceptance.

111 System Acccptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System Acceplance.
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Penetration Testing shall Include:

tmplemcrl a methadotogy for penetration lesting that includes the following:
- |3 based on Industry-sccepted penetration tesing spproaches (for exampie, NIST SPE00-115)
- Includes coverege for the entire CDE perimeter and crlicol systems
- Includas testing from both inside and outsikie Lhe network
+ Includet lesting 10 velidsie any segmentalion end scope-reduction controts
- Defines network4ayer penetration lests 10 Include components that support network funclions 83 wel es operating aynems
- Inciudes review snd consliderstion of theests and vuinerobilles experensod In the (ast 12 months
- Specifies refention of penetration lesting results and remediation activiles resuits,

Pednnn u‘remar penetration tesiing el least mmlﬂy end after any 1ignificant infrasiniciure of appiicetion upgrade or .
modificalion {such g3 en operating system upgrade, 8 sub-netwink added to the envirormen), or 3 web server added 1o the
environment).

Perform Iintemal penciration tasting #1 leasi annually and afler any significam Infrastructure oc application upgrede or
modification (such 83 an operaling system upgrade, # sub-neétwork 8dded to the environmeni, or 8 web served added 10 the
envronment).

-~

Explolable vuinerabilities found during peneiration Lesling are coreciad and lesting bs r:pca!eé to v-eﬂ!y the cormections,

I segmentstion Is used to kolate the COE trom other natworks, perform penetrailan tests &1 besst anauslly end afier sy
changes (o segmentation conbrata/methods 10 verlly Ingt (he segmeniation methods sre operptionsl and efleddive. and isolale
88l out-of-3cope systems (rom in-scope sysiems.
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1. SYSTEM MAINTENANCE : .
ASC shall maintain and support the System in all material respecis as deseribed in the applicable
program Documentation through the Coniract end date.
1.1 ASC’s Responsubllnty

ASC

shall miaintsin the Apphcanon System in accordance "with the Contract. ASC will not be

responsible for maintenance or suppon for Software developed or modified by the State.

1.1.1

Mamtenance Releases

ASC shall make available to the State the latest program updates, general rna:n!enancc
releases, selected functionslity releases, patches, and Documentation that are generally
offered 10 its customers, a1 no additional cost.

2. SYSTEM SUPPORT
2.1 ASC’s Responsibility’

ASC

will be respons:blc for performing on-site or remote technical support in accordance with the

Contract Documents, mcludlng without limitation, the requiremeats, terms and conditions contained
herein.

As pan of the Sofware maintenance agreement, ongoing Software maintehance and support levels,
including all new Software releases, shall be responded 10 according to the following: .

a. Class A Deficiencies {(On-site or Remote Support)
For all Class A Deficiencies, ASC shall provide remote diagnostic services, within four (4)

business hours of a request; and
AND
b. Class B & C Deficiencies ~The State shall notify the ASC of such Deficiencies during

regular business hours and the ASC shall respond back within twenty-four (24) business hours
of notification of planned corrective action;

3. SUPPORT OBLIGATIONS AND TERM

" 31 ASC shall repair or replace Software, and provide mainienance of the Software in accordance
with the Spcciﬁcations end terms and requirements of the Contract;

3.2 ASC shel) maintain a record of the activities related 1o warranty repair or malmenance activities
performed for the Stale;

33  For all maintenance Services calls, ASC shall ensure the following information will be collected
and maintained;

I} nature of the Deficiency;
2} current status of the Deficiency;
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3) action plans, dates, and times;

4) expected and actual completion time;

5) Deficiency resolution information;

6) Resolved by whom,

7) Identifying number, i.c. work order number and
8) Issue identified by

3.4  ASC shall work with the State to identify and troubleshoot potentially large-scale System failures
or Deficiencies by collecting the following information:
1) mean time berween reponied Deficiencies with the Software;
2) diagnosis of the root cause of the problem; and |
J) identificalion of repeat calls or repeat Software problems.

3.5 If ASC fails to correct a Deficiency within the allotted period of time stated above, ASC shall be
' deemed 1o have committed an Eveat of Default, and the State shal] have the right, at its option, to
pursue the remedics in Part | Section 14, as well as to return ASC's product and-reccive a refund
for all amounts paid to ASC, including but not limited to, applicable license fees, within ninety
(90) days of notification to ASC of the State’s refund request,

Remainder of page lntenrionaﬂy left blank.
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Attachment 1: Project Requirements is hereby incorporated within.

BUSINESS REQUIREMENTS |

M/0

YiM/N

VENDOR
COMMENTS

B-5

The Contractor shall dévelop AGI trensaction
mapping to the AHEDD datobase end processing
{similar to AD4 registration transactions). Reference
deliverable F-).0.

Y

B-6

The Conractor shall offload end store historical data,
reteining S complete years of data and the current
processing ycar. Reference deliverable F-1.i.b.

8-7

The Contractor shall aulomate processing of misspelied
patieat town names to complete assignrient 10 8 political
town/county/Public Health Region using an cxisting table
with misspelled 10wn names linked 10 correct pelitical
towns, which NH DPHS will complete. Reference -
deliverabie F-1.1.d.

The Conatractor shall edd Meaningful Use (MU) Stage 3
fields (htipa://www.dhhs.nh.govidphs/
bpthdoturrientsimuquickref—p’y!ﬂl&.pdn and
edditional fields to the AHEOD database (such as
Message Event Date/Time - EVN field 2, Admission
Type ~ PV1 field 4, Patient Hospital Unit - OBX: field §;
Clinical Impression ~ OBX field §, Pregnancy Status -
OBX field §, Initial Temperaiure — OBX field §; Initia}
Acuity - OBX 5, and Trave! History - QOBX field 5).
Reference deliverable F-1if.

B-9

The Contractor shall build EP and UC daiabase
infrastructure to accept encounters but identify these
seperately from hosptial encounters. Reference
deliverable F-1.i.h.

B-10

‘The Contractor shall build the capability 10 report triage
noles, repon by Haspital Service Areas, surround towns

.| (using &n existing table that NH DPHS to complete), and

other needed Cognos reporting. Reference deliverable
F-1.1). -
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GENERAL REQUIREMENTS!

vii

The Contract shall begin on the Initial Project Sian Date
and extend through 08/31/2018.

G-1

Contractor shall participate in an initial kick-ofTmeeting to
initiate the Project.-Reference deliverable F-1.a:

G-3

Contractor sholl provide Project StalTas specified in the
RFQ.

G4

Contractor shall submit a finalized Work Plan within
hen {10) days afier Contrect award and spprovel by
Govenor and Council, The Work Plan shall include, &
fetniled  description  of  the $chedule, 1asks,
keliverables, task dependenmcs. and payment
Schedule. A review of existing documentation will be
done and only notable gap documentation will be
hdded. The plan shall be updated weekly.

G-5

Contractor sholl provide detailed weekly status reporis on
thc progress of the Pro;ect which will include expenses
incurred year

GG

All user, technical, and system documentation as well as
project schedules, plans, siatus reports, and
comespondence must be meintained as project
documentation (formatied in Word and located inn
commeon location as agreed upon with agency).

TECHNICAL REQUIREMENTS ~

The Solution must comply with Open Sumdurds as
specified in RSA 21-R:10 and 21-R:1]}, including but nm
limited to Open Data Formats

2017-026 Exhibit H-Vendor Responses
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EXHIBIT |
WORK PLAN

ASC’s Project Manager and the Siate Projeci manager shall finalize the Work Plan within ten(10) days of the
Effective Date and further refine the tasks required 10 implement the Project. The elements of the preliminary
Work Plan are documented in accordance with ASC's plan 10 implement-the Application Software. Continued
development and management of the Work Plan is a joint effort on the part of ASC and Siate Project
Managers.

The preliminary Work Plan crcaled'by ASC end the Staie is set forth at the end of this Exhibit.

In conjunction with ASC's Project Mensgement methodology, which shall be used to manage the Project’s
life cycle, the ASC team and the Stete shall finalize the Work Plan at the onset of the Project. This plan shall
identify the tasks, Deliverables, major milestones, task dependencies, and o payment Schedule required
to implement the Project. It shall also address intra-task. dependencies, resource allocations (both State and
ASC team members), refine the Project’s scope, and cstablish the Project's Schedule. The Plan is
documented in accordance with ASC's Work Plan and shall utilize <SOFTWARE TYPE> 1o suppont the
ongoing management of the Project.

1. ASSUMPTIONS (ADD TO/CHANGE TH]S AS APPROPRIATE)

A. General

*» The Suate shall prowdc tecam members with decision- makmg authonty 10 support the
Implementation efforts, at the level outlined in the Reques! for Proposal Document State Slafﬁng
Matrix.

s All State. tasks must be performed in accordancc with the revised Work Plan. i

s All key decisions will be-resolved within five (5) business days. [ssues not resolved within this
initial period will be escalated to the Stale Project Manager for resolution.

+ Any activilies, decisions or issues taken on by the-State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified Change Control
process.

»  ASC shall provide a separate escrow agreement for the applicatian.

*  ASC shall maintain an accounting system in accordance with Generally Accepted Accounting
Principles (GAAP).

E. Logistics

»  The ASC Team shall perform this Project at Suate faculmcs at no cost to ASC.

o The ASC Team may perform that work at & facility other than that fumnshcd by the State, when
practical, at their expense.

¢ The ASC Team shall honor all holidays observed by ASC or the State, although with permission,
may choose ta work on holidays and weekends.

» The State shall provide adequate facilities for the ASC Team, including PCs, phones, Virtual
Private Network (VPN) access, and modem-based dial-out copability and access to any necessary
internal State networks and/or soﬁwarc {within State standards). A physical workspace for each
consultant, including a desk and chair, with the items mentioned above, shall be provided.
Convenient access 10 a high-speed printer, a high-speed copier, and a fax machine shall be

2017-026 Exhibit | Work Plan
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provided to the Project Team, as ‘well as access (o conference rooms for meetings. . This space,
equipment, and printer/fax supplies shali be provided 8t no cost 10 the ASC Team and shall be
aveilable when the Project begins.

C. Project ‘Managemcot

The State shall approve the Project Management Methodology used for the PrOJeCl .

" The State shall provide the Project Team with reasonable gecess (o the Stete personnel as needed

to complele Project tasks.
A Project folder credied within the State system shall be used for centralized storage and refrieval -
of Project documents, work products, and other material and information relevant to the success
of the Project and required by Project Team members. ~This central repository is secured by
determining which team members have access to the Project folder and granting ¢ither view or
read/write privileges. ASC's Project Manager will establish and maintain this folder. The State
Project Manager shall approve access for the State team. " Documentation can be-stored locally for -
ASC and State 1eam on a “shared" network drive to facilitaie case and. speed of access. Final
versions of all Documentation shall be loaded to the State System.

ASC assumes that an Alfernate Project Manager may be appointed from time to time to handle

- reasonable and ordinary abscnces of the Project Manager.

Technical Eavironment and Mansgement

The Siate is responsible for providing the hardware, network, and commumcauon facilities
needed Lo support the Project.

The State shall provide the hardware and operating system to host the Project’s dcvelopmem twid
production instances. Hardware arid operating system environments must be sized to support &

- minimum of six (6) instances of the applications (instances include: configuration, development,

system/integralion testing, Acceptance Tesling, training, and production). All instances shall be
instalied on-similar hardware configurations and operaling system.

The State’s hardware operating environmem and supporting software shall meet ASC
cenification requiréments for the applications deployment being installed. .
The Siate is responsible for providing the Internet access.

ASC team shall implement Release XX, Version XXX applications.

ASC will lead an effor, including the State of New Hampshire Operations Team, 10 identify the
hardware requirements for the development, test and production environments. The Siate of New
Hampshire shall satisfy those hardware requirements prior to ASC and State of New Hampshire'
teams building of the environment. '

Designated State systeis personnel shall be avallablc during normal working hours and for
adjustments to operating systems configurations and tuning,

E. Co oversions

‘The ASC Team's proposal is bucd on the assumption that Lhe Stale’s tcchnlcal leam is capablc of
implementing, with assistance from the ASC 1echnical team, a subset of the conversions. The
ASC Team shall iead the Siate with the mapping of the legacy Data to the ASC appllcatnons
Additionally, the ASC Team shali:

" 2017-026 Exhibit | Work Plan
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1. . Provide the Stale with ASC application data requirements and examples, of data mappings,
conversion scripts, and data Joaders. The ASC Team shall |dent|fy the APIs the State should

. use in the design and development of the conversion.

2. Provide guidence and assistance with the use of the data loaders end conversion scripts
provided.
Lead the review of funciional and technical Specnﬁcanons
Assist with the resolution of problems’and issues associated with the devclopmcnl and
tmplememtation of the conversions. | .

Ealh o

F. Project Schedule
" '« Deployment is planned to begin upon Governor and Executive Council epproval on or about May
2, 2018, with a planned end date of 8/31/18.

~ G. Reporting
o  ASC shall conduct weekly status meetings, and provide repons that lncludc but are not limited
" to, minutes, action items, test results and Documentation.

H. User Training

The ASC Team shatl lead the development of the end-user training plan,

A train the trainer approzach shall be used for the delivery of end-user lralmng
The Stale is responsible for the delivery of end-user training.

The State shall schedule and track attendance on all end-user training classes.

1. Performance and Security Tésting
¢ The ASC Team shali provide a performance test workshop 1o identify the kcy scenarios to be
tested, the appioach and 100ls required, and best practices information on performance testing,
»  The State shall work with ASC an performance testing as set forth in Contract Exhibit F - Testing
Services.

2. ROLES AND RESPONSIBILITIES
A. ASC Team Roles snd R'upousibilities_

1) ASC Team Project Executive .
The ASC Team's Project Executives (ASC and Subcontractor Project Executives) shall be
responsible for advising .on and monitoring the quality of the Implementation throughout the
Project life cycle. The Project Executive shall advise the ASC Team Project Manager-and the
State's Project leadership ‘on the best practices for implementing the ASC Software Solution
wilhin the State. The Project Executive shall participate in the definition of the Project Plan and
provide guidance to the State’s Team,
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1) ASCTeam Project Maneger
The ASC Team Project Manager shall have overall rcsponslbnhty for the day-to-day management
of the Project and shall plan, track, and manage the activities of the ASC Implementation Team,
The ASC Team Project Manager will have the following responsibilities:

Maintain communications with the State’s Project Manager,

Work with the S1ate in planning and conducting a kick-off mecnng,

Create and maintain the Work Plan;

Assign ASC Team consultants 10 tasks in the Irnp!emcnlauon Project atcording to the

scheduled siaffing requirements;

Define roles and responsibilities of ali ASC Team members:

Provideé weekly and monthly updale progress reports to the State Project Manager

Notify the State Project Manager of requirements for State resources in order to pravide

sufficient lead time for resources to be made available,

¢ Review task progress for time, quality, and accuracy in order to achieve progress;

¢ Review requirements and scheduling changes and identify the impact on the Project in order
10 identify whether the changes may require a change of scope;

e Implement scope and Schedule changes as authorized by the State Project Manager end with
appropriate Change Control approvals as identified in the Implementation Plan;

* Inform the State Project Manager and staff of any urgent issues if and when they arise;

e Provide the State compleled Project Deliverables and obtain sign-off from the State’s Project

Manager.

* @

3} ASC Tenm Anslysis
* The ASC Team shall conduct analysis of requirements, valldalc the ASC Team's undcrstandmg
of the Statc business requirements by epplication, and perform business requirements mapping:
» Consiruct and confirm application test case scenarios;
e Produce applicalion configuration dehinitions and configure the applications;
Conduct testing of the configured application; '
Produce functional Specifications for extensions, conversions, and interfaces; !
Assist the State in the testing of extensions, conversions, and interfaces;
"Assist the State in execution of the State’s Acceptance Test;
Conduct follow-up mcenngs to obtain feedback, results, and concurrena:lapprova! from
the State; .
*  Assist with the correction of conﬁguratlon problems identified durmg system, inlegration
. and Acceptance Testing; and
»  Assisl wilh the transilion to production.
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4) ASCTeam Tasks
" The ASC team shall assume the following tesks:

« Development and review of functional and technical Specification to derermine that they
are at an appropriate level of detail and quality;

. Developniem and Documeéntation of conversion and inerface prug;am's in accordance
with functiona) and technical Specifications;

« Development and Documentation of instalistion procedures; and

« Development and execution of unit test scripts;

«  Unit testing of conversions and interfaces developed; and
« System Integration Testing.

B. State Roles and Responsibilities

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase end specific tasks of the
Implememation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the implementation.

1) State Project Manager
The Staté Project Manager shall work side-by-side with the ASC Project Manager. The role of
the State Project Manager is 1o manage Siate resources (IF ANY), facilitate comptetion of all
tasks nssigned to State staff,-and communicate Project siatus on a regular basis. The State Project
Manoger represents the State in all decisions ‘on Implémentation Project maners, provides all
necessary suppon in the conduct of the (mplementation Project, end provides nccessary State -
resources, &s defined by the Work Plan and as otherwite identified throughout the course of the
Project. The State Project Manager has the following responsibilities:
e Plan and conduct 8 kick-off mecting with assistance from the ASC team;
Assist the ASC Project Manager in the development of a detailed Work Plan; °
Identify and secure the State Project Team members in accordance with the Work Plan; '
Define roles and responsibilities of all'State Project Team members assigned to the Project;
\dentify and secure access 10 additional State end-user staff as needed 10 support specific
areas of knowledge if and when required to perform certain implementation 1asks,
e Communicale issues 10 State management as necessary 10 secure resolution of any matter
that cannot be addressed at the Project level; |
« Inform the ASC Project Manager of any urgent issues if and when they arise; and
o Assist the ASC team staff (o obtain requested information-if and when required to perform
certain Project tasks. . ' :

1) State Subject Matter Expert(s) (SME) :
The role of the State SME is to assist application teams with an understanding of the State’s

current business prac!icgs and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following: )
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« Be the key user and comact for their Agency Or Department;
Attend Project Team treining and scquire in-depth functional krowledge of the relevant
applications,
Assist in velidating and documenting user requirements, as needed;
Assist in mapping business requi'rem:n'ls;
Assist in constructing test scripts and dats;
Assist in System Integration, and Acceplance Tesling:
Assist in performing conversion &nd integration testing and Data verification;
Attend Project meetings when requested; and .
Assist in training end users in the use of the ASC Software Solution-and the business
processes the applicalion SUpports.

o & & & & & @

3) Stste Technicel Lead and Architect ‘
The State's, Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State's technical tasks. Responsibilities include:

Aniend technical Uaining as necessary 1o suppon the Project; '

Assist the State and ASC Team Project Managers 10 establish the detaited Work Plan,

Manage the day-to-day activities of the State’s technical resources assigned to the Project;

Work with State IT management to obtain Stste rechnical resources in accordance with the

Work Plan; '

¢ - Work with the ASC Technical Lead and the Stale's selected hardware ASC 1o architect and
establish an. approprigte hardwese platform for the Siae's Project development and

_ production environments;

« Work in pannership with the ASC and lead the State technicat siaff's effonts in
documenting the technical operational procedures and processes for the Project. Thisisa
ASC Deliverable and it will be expected that ASC will lead the overall effon with support
and assistance fromm the State; and

o Represent the technical efforts of the State at weekly Project meetings.

4) State Application DBA (DolT)
The role of the State Application DBA(s) is to work closely with the ASC Team to install and
maintein the Application environments throughout the duration of the Project. It is important that
the State Application DBA(s) -assumes responsibility for the support of these environmenlts as
soon as possible and conducts the following responsibilities throughout the Implementation
Project: .
« Attend Application DBA training and gcquire in-depth technical knowledge of application
DBA responsibilities, if the OBA has not already done so;

¢ Work with the ASC to finalize machine, site, and production configuration;

o Work with the ASC to finalize logical and physical database configuration;

s  Work with the ASC to install the ASC 1o0ls, and ASC Applications for the

development and training environment;
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o Work with the ASC to clone additional application instances &5 needed by the
application teams; . ] )
e Work with the ASC upgrades to the Application instances as required by the
Teams. Maintain 8 consistent and constant parity with all instances &s required
by the Applicalion teams; . )
» Work with the ASC and the Application teams 10 establish and manage an
instance management plan throughout the Project; .
e Work with the ASC 10 establish and cxecute backup and recovery procedures
throughout the Project, ,
s Manage Operating System adjustments and System Maintenance 10 maintain
system conifigurations and Specifications;
. Work with the Application Teams 10 manage the availability of .Application
~ instances throughout the Project;
e Perform routine ASC Agplication monitoring and tuning, ,
o Wark with the ASC 1o define and test Application security, backup and recovery
procedures; and
e Assume responsibility for the database administration functions, upon transfer of
the Application lo the State's hardware platform.
e Develop and maintain role-based sccurity as defined by the Application Teams,
« Establish new ASC Application user Ids; and
Configure menus, rcqucsllgruupi. security rules, and custom rqspcnsibilitics.

5) State Network Administrator (DolIT)
The State Network Administrator will provide technical suppon reparding neiworking
requirements admirnistration. The respansibilities will include:

Assess the sbility of the State's overall network architecture and capacity (o adequately
suppont implemented applications; '
Establish connections among, {he database and application Servers; and

Establish connections among the deskiop devices and the Application and database
servers.

6) State Testiog Administrator
The Siate's Tesiing Administrator will coordinate the State’s testing cfforts. Responsibilities

include:
[ ]

Coordinating the development of system, integration, performance, and Acceptance Test
plans; , : .

Coordinating system, integration, performance, and Acceptance Tests;

Chairing test review meelings,

Coordinating the State’s team and exiemal third parties involvement in testing;

Ensuring that proposed process changes are considercd by process owners;

Establish priorities of Deficigncies requiring resolution; and

Trecking Deficiencies through resolution.
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3. SOFTWARE APPLICATION
The ACS will be meking modifications 10 the existing Oracle.dotabase, AHEDD Java system code,
and Cognos Reporting. .

4. CONVERSIONS/INTERFACES
No conversions or interfaces will be needed.

Remainder of page inilentionaily-left blank.
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SOFTWARE LICENSE

1. LICENSE GRANT

Subject to the payment of applicable license fees set forth iri Contract Exhibit B: Price and Payment
Schedule, ASC hereby grants'to the State a worldwide, perpetual, irrevocable, non-exclusive, aon-
transferable, limited license to use the Software and its associated Documentation, subject 10 the
terms of the Contractl. The Siate may altow its agents and Contractors 1o access and use the Software,
and in such event, the State shall first obtain wrinen agreement from such agents and Contractors that
each shall abide by the terms and conditions set forth herein.

2. SOFTWARE AND DOCUMENTATION COPIES

ASC shall provide the Staté with a sufficient number of hard copy versions of the Software's
associated Documentation and one (1) electronic version in Microsofi WORD and PDF format. The
Siate shall have the right to copy the Software and its associated Documentation ‘for its internal
business needs. The State agrees to include copyright and propnelary notices prow:dcd 10 the Slalc by
the ASC on such copies.

3. RESTRICTIONS

Excep! as olherwise permitted under the Contract, the State agrees not to:
a. Remove or modify any pragram markings or any notice of ASC’s proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in the
third party's business operations, excepl as'permitted herein; or
‘Cause or permit reverse engineering, disassembly or recompilation of the programs. -

4. TITLE

Title, right, and interes! (mcludmg all ownership and intellectual praperty rights) in the Soﬂware and
its associated Documentation, shall remain with ASC.

S. VIRUSES

- ASC shall provide Software that is. free of viruses, destructive programming, and mechanisms-
designed 1o disrupt the performance of the Software in sccordance with the Specifications.

As a pan of its intemal development process, ASC will use reasonable efforts 1o test the Sofiware for
viruses. ASC shall als6 maintain & master copy of the appropriate versions of the Software, free of
viruses. If he State believes a virus may be present in the Software, then upon its request, ASC shall
provide a master copy for comparison with and correction of the State's copy of the Software,

6. AUDIT

Upon forty-five (45) days written notice, ASC may audit the Siate's use ol‘ the programs at ASC s
sole expense. The State agrees 1o cooperate with ASC's sudit and provide reasonable assistence.and’
access to information, The State agrees that ASC shall not be responsible for any-of the State's
reasonable costs incurved in cooperating with the audit. Notwithstanding the foregoing, ASC's audit
rights are subject to applicable State and federal laws and regulations.
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7. SOFTWARE NON-INFRINGEMENT

ASC warrants that it has good title to, or the right to allow the Sute 1o use all Services, cquipment,
and Sofiware (*Material”) providcd-undelr. this Contract, and that such Services, equipment, and

Software do not violate or in
property rights of misappropri

fringe any patent,
ate o trade secrel

The warranty of non-infringement shall be,
termination of the Contract. In the cvent
Material infringe their intellectual property
the claim provided that the State:

Promptly notifies ASC i

a. n writing, .not later than 30 days sfler the
written notice of such claim;

b. Gives ASC control of 1he defense and any settlement negotiations;

c.

pgainst of settle the claim.

trademark, copyright, wrade name or other intetlectual
of any third parnty.

an .on-go'mg and perpetuol obligation that shall survive
thet someonc makes
rights, ASC shall défend and indemnify the State against

a claim egainst the State that any

State receives actual

and

Gives ASC the information, authority, and assistance reasonably needed to defend

Notwithstanding the foregoing, the Slalc's'counsel may participate in any claim to the extent the State

seeks to assert any immuni

If ASC believes or it is determined that any of
intellectual property rights, ASC may choose 10 ¢i
obtain a license to allow for ‘continued use,
ASC may end the license,
paid ASC under the
ASC’s consent of uses il outside the scope:
uses a version of the Material which has
avoided by using

ther

an unaltered current version of the

any information design, Specification, instruction, S0
ASC will not indemanify
combination of any Material with’
consent.

Remalinder of page intentionally left blank.
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.and require feturn of the applicable Material and
Contract. ASC will not indemnify the Stae
of use identified in ASC’'s user Documentalion
been superseded,
Material which was
additional cost. ASC will.not indemnify the State 1o the exienl that an infringemeént
fiware, data, or-materi
the Stale to the extent that an infringement claim is based upon the
any products of services not provided by ASC wilhout ASC's

ties or defenses applicable 1o the State.

the Material may havé violated someonc else’s

modify the Material to be non-infringing 0f

or if these alternatives are not com.mq;rcially reatonable,

refund all fees the State has
T the State alters the, Material without

or if the State
if the infringement claim could heve been
provided to the Siate at no
¢laim is based upon

a1 not fumished by ASC. |
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WARRANTY AND WARRANTY SERVICES

WARRANTIES

1.1

1.2

1.3

1.4

1.5

Services

ASC warrants that the System will operaic 10 conform 1o the Specifications, erms, and
requirements of the Contract.

Software .

ASC warrants that the Sofiware, including but not limited 1© the individusl modules of
functions furnished under the Conlract, is properly funciioning within the System, compliant
with the requircments of the Contract, and will operate in accordance with the gpecifications
and Terms of the, Contracl. .

For any breach ‘of the above Suppont and Mainlenance warranty, the State's remedy, and
ASC's entire fiability, shatl be: {a) the correction of program errors Lhat cause preach of the
warranty, of if ASC cannot subsiantially correct such breach in @ commercislly reasonable
manner, the State may end ils program license and recover the fees paid to ASC for the
program Yicense and any unused, prepeid technical suppon fees the State has paid for the
program license; of {b) the re-performance of the deficient Services, or (€} if ASC cannol
substantially correct brcach' in 8 commercially reasongblie manner, the Siate may end the
relevant Services and recover the fees paid 10 ASC for the deficient Services.

Non-lnfrllng‘ement .

ASC warrants that it has good title 1o, Of the right to atlow the Siate 10 use, alt Services,
cquipmc'nt. and Software (“Mateniel”) provided under this Contract, and that such Services,
equipment, and Software do nol violate or infringe 8Ny patent, rrademark, copyright. trade
name or other intellcciual property Aghts or misappropriatc 8 wade secret of any third party.

Viruses; Destructive Progromming

ASC warrants that the Software shall nol contain any viruses, destruclive programming, Of
mechanisms designed 10 disrupt the performance of the Software in accordance with the
Specifications.

Compatibility .

ASC warrants that all System components, including but not limited to the components
provided, including any replacement of upgraded System Software components provided by
ASC to correct Deficiencies Of BS gn Enhancement, shall operate with the rest of the System
without loss of any functionality.

J— - ——

e
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EXHIBIT K
WARRANTY AND WARRANTY SERVICES

1.6 Services . .

ASC warranis that ail Services 10 be provided under the Contract will be provided expediently,

- in a professional manner, in accordance with industry siandards and that Services will comply
with performance standards, Specifications, and terms of the Contract.

1.7 Personnel
ASC warrants that all personnel engaged in the Services shall be qualified to perform the
Services, ind shall be properly ticensed and otherwise authorized to do SO under all applicable
‘Taws. .

1.8 Breach of Dats
The ASC shall be solely liable for costs associsted with any breach of State Data housed al
their locatian(s) including but not limited 1o notification and any damages assessed by the
couns. . : : )

3. WARRANTY SERVICES
ASC agrees 10 maintain, repair, and correct Deficiencies in the System Sofiware, including but not limited
10 the individual modules or functions, during the Warranty Period, 8t no additional cost 10 the State, n
accordance with the Specifications, Terms and requiremenis of the Contract, including, without limitation,
correcting ail errors, and Delects and Deficiencies; climinating viruses of destruclive programming; and
replacing incorrect, Defective or Deficient Software and Documentation.

Warranty Services shall include, withoﬁl limilation, the following:

a. Maintain the System Software in accordance with the Specifications and Terms of the Contract;

b. Repair or replace the System Software or any portion thereof so that the System operates in
accordance with the Specifications, terms and requirements of the Confract,"

¢. ASC shall have available to the State on-call telephone assistance, with issue tracking available 10
the State, twenty four (24) hours per day and seven (7) days 8 week with an email / telephone

* response within two (2) hours of request, with assistance response dependent upon issue severily;

d. On-site additional Services within four (4) business hours of a request;

¢ Maintain a record of the activities related to warranty repair Of maintenance activities performed for
the Staté; ) i )

{. For all Warranty Service calls, ASC shall ensure the following information will be collected and
maintained: 1)-nature of the Deficiency; 2) current status of the Deficiency; 3) action plans, dates,

and limes; 4) expected and ectual completion time; 5) Deficiency cesolution information; 6) - -

resolved by 7) ldentifying riumber i.¢. work order number; 8) issue identified by.

g. ASC must work with the State 10 identify and troubleshoot poteritiatly large-scale Software failures
or Deficiencies by collecting the following information: 1) mean tlime between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3) identification -
of repeat calls or repeat Software problems; and

2017-026 Exhibit K-Warraniies and Warranty Services
DolT Temptate 8/22/14
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STATE OF NEW HAMPSHIRE
Department of Health & Homen Services
Automated Hospital Emergency Department Data (AHEDD) System Support
~ CONTRACT 20117-026 :

EXHIBIT K
WARRANTY AND WARRANTY SERVICES

b. All Deficiencies found during the Waranty Period and al! Deficiencies found with the Warranty
Releases shall be corrected by ASC no later then <number of days> business days, unless
specifically extended in writing by the Siate, and at no additienal cost to the State.

In the event ASC fails to comect 8 Deficiency within the allotted period of time, the State may, ot its
option,: |} declare ASC in default, terminate the Contract, in whole or in pan, without penalty or liabiliry to
the Siate; 2) retum ASC's product and receive a full refund for all amounts paid to ASC, including but not
limited to, any applicable license fees within (90) days of notification to ASC of the Stae's intent to request
2 refund: and 3) 10 pursue its remedics available at law and in equity.

Norwithstanding any provision of this Contract, pursuant to Coniract Agreemeni -Part 2 Section 13.1, the
State’s option 1o declare ASC in defaul, terminate the Contract and pursue its remedies shali remain in
effect until satisfactory completion of the full Warranty Period. :

3. WARRANTY PERIOD
The Warmranty Period shall commence upon the Siate's issuance of a Letter of Acceptance for the UAT and
extend for 99 days. :

For subsequ'enl.modulcs'or functions, the Warranty period will extend for 90 days after each of the remaining
- major functions or modules, integrated successfully with the entire sysiem, receives a Lener of Acceptance
from the Suate: -

The Warmanty Period shall remain in cffect until the conclusion or termination of this Contracl and any
extensions, with the exception of the warranty for non-infringement, which shall survive the tecmination of
this Contracl. :

Remainder of page Intentionally left blank.

3017-026 Exhibit K-Warranties and Warranly Services
DolT Template 8/22/14

. Page 43 of 45 ASC
fnitial . .



STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Departmeat Data (AHEDD) System Support
CONTRACT 2017-026

EXHIBIT L
TRAINING SERVICES

ASC shall provide Treining Services as described in:

Exhibit A, Deliverables;

Exhibdit B, Price and Payment Scheduls;
Exhibit E, [mplementation; l
Exhibit F, Testing, and

Exhibit [, Work Plan.

L4

2017-026 Exhibit L - Training Services
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STATE OF NEW HAMPSHIRE
Department of Health & Human Services
Automated Hospital Emergency Department Data (AHEDD) System Support
CONTRACT 2017-026

" EXHIBIT M
Attachments anod locorporated Documents

Attached are:

Contractor's Centificate of Vote/Authority

Contracior's Certificate of Good Standing

Contracior’s Cenificate of Insurance

DHHS Exhibits D-J o

DHHS Exhibit K Information Security Requiremenis

Abacus Service Corporation's proposal to the Department of Health & Human-
Services in response to RFP-2017-026, Automated Hospital Emergency
Department Data (AHEDD) System Support and Enhanced Surveillance
Processing. dated November 28, 2017, is hereby incorporated by reference as
fully set forth herein. - :

nmpO®»

‘Remainder of page intentionaily left blank.

-+
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New Hampshire Department of Health and Human Services

Exhiblt O
CERT‘]F]éQ“QH REGARDING DRUGFREE WORKPLACE REQUIREMENTS .

The Contractor identified in Section 1.3 of the General Provisions egrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Sublitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor’s representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTM AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
UUS DEPARTMENT OF AGRICULTURE - CONTRACTORS

This-certification is required by the regulations implementing Sections 5151-5760 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41.U.5.C. 701 el seq.). The January 3,
1989 regulations were mended and published as Part Il of the May 25, 1980 Federat Registar (pages
21681-21691), and require éentification by graniees {and by inference, sub-graniees and sub-
conlractors), prior to award, that they will maintain 8 drug-tree workplace. Section 3017.630(¢) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contraclors) that is a State
may.elect lo make one certification to the Depanment in each federal fiscal year in lieu of certificates for
.each grant during the federsalfiscal year covered by the certification. The cenificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the cerification shall be grounds for suspension ot payments, suspension of
termination of grants, or govemment wide suspension or debarment. Contractors using this form should
send it to: N . :

Commissioner . .

NH Oepartment of Health and Human Services
129 Pleasant Streel,

Concord, NH 033016505

1. The grantee centifies that-it will or will continue to provide a diug-iree workplace by:

1.1. Publishing a statement notifying employees thal the unlawful manufacture, distribution,
dispensing, possession or use of 2 controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees far violation of such
prohibition; : ) '

1.2. Establishing an ongoing drug-free awareness program lo inform employees about
1.2.9. The dangers of drug abuse in the workplace;

1.2.2; The grantes's policy of maintaining 8 drug-free workplace, .

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs, and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workptace; o

1.3. Making it a requirement that each employes to be engaged in the performance of the grant be
given b copy of the statemenl required by paragraph (a).

1.4. Nolifying the employee in the statement required by paragraph (a) thel, as a condition of
employment under the grant, the employee will : .

1.4.1. Abide by the terms of the statement; and
1.4.2. Nolify the employer in writing of his ot her conviction for 8 violation of a criminal drug
slatule occurring in the workplace no later than five calendar days after such
. conviction; . .
1.5.  Notitying the agency in wriling, within ten calendar days afler receiving nolice under

. subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position {itle, to every grant
officer on whose grant aclivity the convicled employee was working, uniess the Federal agency

Exhibh D&Ccnmuﬂnn regarding Dnug Froe Conltractor inltlals
orkplace Requirements .
" by . Dale '0\ u Db
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New Hampshire bepartment of Health and Human Services
Exhibit D

has designated o cenlral paint (or the receipt of such notices. Notice shall include the
identification number(s) of each affected gran;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect lo any employee who is 50 convicted
16.1. Takxing appropriate parsonnel action against such an employee, up lo and including
termingtion, consistent with the requirements of the Rehabilitation Act of 1973, 8s
' amended; or .
1.6.2. Requiring such employee {0 participate satisfactorily in a drug abuse assislance of
cehabilitation progrem approved for such purposes by 8 Federal, State, or local healih,
_ {aw enforcement, or other appropriate sgency; -
1.7. Making 6 good feith affort 1o continue to maintain a drug-free workptace through
implemantation of paragraphs 1.1, 1.2, 1.3, 1.4,1.5. and 1.6.

2. The grantee may inser in the &pace provided below the site(s} for the performance of work done in
connection with the specific granl.

Place of Performance {streel address, city, county, state, zip code} (list each location)
Check O if there are wdrkplaces on file that ere not identified here.

Contactor Name:

10/11/18
Date Name; Abril
Title: yice President
Exnibil D ;v Cenlrlullgn regarding Drug Froe Conbactor Inflists *S __
oriplace Requiremants
10}M [l’b
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New Hampshire Departmont of Health and Human Services
Exhibit E

c CATION REG DING LOBSB

The Contractof identified in Section 1.3 of the General Provisions sgrees to comply with the provigions of
Section 319 of Public Lew 101-121, Govemment wide Guidance for New Restrictions o Lobbying, end
31 U.5.C. 1352, and further aprees t0 nave the Contraclor's representative, a3 identified in Sections 1.11
and .12 of the General Provisions execule tha following Certification:

uS DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS )
US DEPARTMENT OF EOUCATION - CONTRACTORS
US DEPARTMENT QF AGRICULTURE - CONTRACTORS

Programs {indicate applicable progrem covered):
“Temporary Assistance 1o Needy Families under Title (V-A
*Chilg, Support Enforcement Program under Title V-0
*Social Services Block Grant Program under Tille XX
*Medicald Program under Tite XIX |

*Community Services Block Grent under Title Wl

. *Child Cere Development Block Grant under Titts IV

The undersigned cértifies, to the bast of his of her knowiedge and belié[. that:

1. NoFedgerel approprialed funds have beon paid or will be paid by or on pehatt of the undersigned, lo
any person for influencing of attempting to influence an officer of employe® of any agency. 8 Member
of Congfess, an officer or employee of Congress, ar an employee of 8 Member of Congress in

connection with the awarding of any F aderal contract, continuation, renewal, amendment, of

modification.of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee Of sub-contractar). ’

2. If any funds other than Federal appropriaied funds have been paid or will be paid 10 any persan fof
influencing or attempting to influence an officer or employee of any.agency. 8 Member of Congrass,
an officer or employee of Congress, or en employee of 8 Member. of Congress in connection with this

Féderal contract, grant, foan, or cooperalive egr'eement-(and by specific mention sub-grantee or sub-
contractor), the undersigned shall comptete and submit Standard Form LLL, (Disclosure Form 10

Reporl Lobbying, in accordance with 8 instructions, aftached and identilied as Standard Exhibit E-.)

3. The undersigned shall require that the languege of this cerification bo inctuded in the awerd
document for sub-gwards at all tiers (including subcontracts, sub-grants, and contracts under grants,
...m-l03NS, and cooperative agreements) and that all sub-recipienis shalt certify and disclose accordingly.

This cerification is 8 materigl representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this cerificalion is 8 prerequisito for making of gntering into 1his
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
cerlification shall be gubjectto 8 civil penatty of not fass than $10,000 and not more than $100,000 tor

.aach such failure.

Contractor Name:
10/11/18 ___Q_{Y‘Uaﬁam
Dala N NamB:Apnl Szlégp U

Tils: vice President

Exhibi € - Certitication Regarding Looyng Concior Inists _f (é
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. Exhibit F

-CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS '

The Coniracior identified in Saction 1.3 of the Genaeral Provisions agrees 1o comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Pan 76 regarding Debarment,
Suspension, and Other Responsibility Matiers, and further agrees to have the Contractor's
representative; as identified in Sections 1.11 and 1.12 of the Genera! Provisions execute the following
Ceification: .

INSTRUCTIONS FOR CERTIF ICATION .
1, By signing and submitting this propasel {contract), the prospective primary paricipant is providing the
certification set out below.

2. The inability of B person 10 provide the cenification required below will not necesserily result in denial
of participation in this covered iransaction. 1l necessary. the prospective participant shall submit 8N
explanation of why il cannot provide the centification. The certification of explanation will be

considered in connection with the NH Department of Hesith and Human Services' {DHHS),
detemination whether to enter into this lransaction. However, failure of the prospective primary
participant to furnish @ certification or an explanation shall disqualify such person trom participstion in
this trangaction. :

3. The centification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. 1f it is laler determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies

available to the-Federa! Government, DHHS may terminate this transaction for cause of default,

4. The prospective primary participant shall provide immediate wiitten notice to the DHHS agency o
whom this proposal {contract) is submitted i Bt any time the prospective primary participani leams
that its certification was arronecus whan submitted of has become erroneous by reason of changed:

circumstances. : :

5. The terms "covered wransaction,” "debarred,’ *suspended,” *ineligible,” “lower lier covered
ransattion,® “paricipant,” *person,” "primary covered transaction,’ *principal.’ “proposal,” and
*voluntarily excluded,’ as used in this clause, have the meanings set out in the Definitions and-

Coverage sections of the rules implementing Executive Order 12548 45 CFR Pan 76. Seethe
attached definitions. .

6. The prospective primary participant agree3 by submitting this proposa! (contract) that, should the
proposed covered transection be entered into, it shall not knowingly enter into any lower tier covered
\ransaction with @ person who s debarred, susponded, declared ineligible, or voluntarily excluded

{rom participation in this covered transaction, unlass authorized by DHHS, .

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause tited "Certification Regarding Debarmenl, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS., without modification, in all lower tier covered |
transactions and in gl solicitations for lowar tief covered transactions. o

8. Aparicipantina covered transaction moy rely vpon a centification of o prospective parlicipant in 8
lower lier covered transaction that i is not debamed, suspended, ingligible, of involuntarily excluded
from the covered transaction, uniess it knows that the cerification is eroneous. A paricipant may

decide the method and frequency by which it delermines the etigibility of fts principals. Each
participant may, but is no! required to, check the Nanprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require esteblishment of & sysiam of records
_in order to render in good faith the certification required by this clause. The knowledge and

£.miblt F - Certiféation Regarding Debarment, Suspansion Contractor Inliias jSS '
And Other Responsiblliry Matters “ %
CL/OHASHIOTI Page 1012 Date \0
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New Hampshire Department of Health and Human Services .

Exhibit F

10.

information of 8 participant is not required to exceed Lhat which is nomally p_gissessed by a prudent
person in the ordinary course of business dealings. ) : :

Except for transactions authorized under paragraph 6 of these instructions, if a participant ina
covered transaclion knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition {o other remedies available 1o the Federal government, DHHS may terminate this transaclion
for cause or default. ’

PRIMARY COVERED TRANSACTIONS

11.

The prospeclive primary participant certifios 10 the best of its knowledge and belief, that # and its

principats: '

11.1. are not presently debamed, suspended. proposed for debament, declared ineligible, or
voluntarily exciuded from covered transactions by any Federal deparntment or agency.

11.2. have nol within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or @ cimina! offense in
connection with oblaining, attempting to abtain, or perfoming & public (Federal, State or {ocal)
transaction or & contract under @ public transaction; violation of Federal or State anlitrust.
statutes or commission.of embezziement, thef, forgery, bribery, falsification or destruction of
records, making false slatements, of receiving stolen property;

11.3. aie not presently indicted for olherwise criminally or Civilly charged by a govarnmental entily

(Federa), Stata or locat) with commission of any of the ofenses enumeraled in peragraph (I}{b) h

of this certification; and
11.4. have not wilhin a three-year period preceding this application/proposal had one of more public
transactions (Federal, State or local) terminaled for cause or default.

12. Where the prospective primary participant is unabla to certify 10 any of the statements in this

cedification, such prospeclive participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS - : :
13. By signing and submitting this lower lier propossl (contract), the prospective lower lier padicipant, as

14,

10/11/18

defined in 45 CFR Par 76, certifies to the best of its knowledge and befief that it and its principals:

13.1. are nol presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily exctuded from participation in this transaction by any lederal depariment or agency.

13.2. where Ihe prospective lower tier participant is unable to cerify to any of the above, such
prospeciive participant shall attach an explanation to this proposa! {contract).

The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entilied "Certification Regarding Debarmant, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: o

(i

Date

CALVOHHSN1071) Pogo 2012 Yo Dale

o

ame: f\pri a
Title: Vﬁ:e Pres?d t
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Exhiblt G

[

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING 10
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS ,

The Contractor identified in Section 1.3 of the General Provisians agrees by signature of the Contractor's
representative s identified in Seclions 1.11 and 1.12 of the General Provisions, to execute the fallowing -
centification: .

Contractor will comply, and will require any subgrantees or subcontractors o comply, with any epplicable
federal nondiscrimination requirements, which may include:

. the Omnibus Crime Control and Safe Streets Actof 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices orin
the delivery of services or-benefils, on the basiy of race, coldr, raligion, nationa! origin, and sex. The Act -
requires cenain recipients to produce an Equal Employment Opponunily Plan; '

. the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)} which adop!s by
reference, the civit rights obligations of the Safe Streets Act. Recipients of federal funding undar this
statute are prohibited from discriminating, either in employment practices or in the defivery of services or
benefits, on the hasis of race, color, religion, nationg! origin, and sex. The Acl includes Equal )
Employment Opportunity Plan requiremants;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which piohibits recipients of federal financlal

assistance from discriminating on the basis of race, color, or nationa) origin in any program or activity);

. the Rehabilitation Act of 1973 (28 U.S.C. Section 794), which prohibits recipients of Federal financial
gssistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;- .

. the Americans with Disabilities Act of 1980 (42 U.5.C. Seclions 12131-34), which prohibils
discrimination and ansures equal opportunity far persons with disabilities in employment, State ang loca!
goveinment services, public accommodations, cammercia! facilities, and trensportation;

- the Educalion Amendmenis of 1972 (20 U.S.C. Seclions 1681, 1683, 1685-86), which prohibils
discrimination on the basis of sex in federally assisted aducation programs;

- the Ags Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivities receiving Federal financial assistance. It does not include
employment discrimination; n : .

.28 C.F.R. p. 31 (U.S. Depariment of Justice Regulations - OJJOP Grant Programs); 28 C.F.R. pl. 42
(U.S. Department of Juslice Regulations - Nondiscrimingtion; Equal Employmant Opporiunity; Policies
and Procedures); Executive Order. No. 13278 (equal protection of the laws tor {aith-based and community
organizations):-rExeculive Order No. 13559, which provide fundamental principles and policy-making
criteria for pannerships with faith-based and neighbortiood organizations; - . :

.28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Qrganizations); and Whistieblower protections 41 U.S.C. §4712 and The_ National Defense Authorization
Acl (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whislleblower Protections, which protects employees against
reprisal for certain whistie blowing activities in connaction wilh federal grants and contracts.

The centificate set out below is e material represontation of fact upon which raliance is placed when the
agency awards the grani. False centification or violation of the cedtification-shall be grounds for
suspension of payments, suspension or termination of grants, or govemment wide suspension or
dabarment. -

Exib G .
Contractor Inilaly
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In the event a Federal or Stete court of Federe! or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, raligion, national origin, or sex
agains! a racipient of funds, the recipiént will forward 8 copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Oepartment of Health and Human Services, and
to the Depariment of Healih end Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agress by signature of the Contraclor's
rapresentative as identified in Sections 1.11 and 1.12 of the Genera! Provisions, to execute the following
cenification: '

1. By signing and submilting this propasal (contract) the Contractor agrees to comply with the provisﬁons
indicated above. . :

Contrector Name:
10111118 . '
Date . Name: April Szlaga

Tdle:  vjice President .

Exhiblt G
Contractor intlats ( t E

Corecason of Complisncs wen requiraments partiiring & Fecertl Rondecriminaion, Equal Tresmer of Fai-Oased Qrpan1egom
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobatco Smoke, 8lso known as the Pro-Children Act of 1994
(Act), requires that smoking nol be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularty for the provision of health, day care, education,
or library services to childien under the age of 18, if the services are funded by Federn! programs either
directly or through State or local govemments, by Federal gran!, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpalient drug or atcohal trealment, Failure
to comply with the provisions of the taw may result in the imposition of a civil monetary penalty of up to
$1000 par day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as idenlified in Section 1,11 and 1.12 of the General Provisions, 1o execute the following
" certification:

1. By signing end submitting this conlract, the Conlraclor agrees to make reasonable efforts lo comply
wilh 8!l applicable provisions of Public Law 103-227, Parl C, known as the Pro-Children Act of 1954,

Conlractor Name:

10/11/18

Date’ : ' Name: April Szlaga
Tile: -vfice President

Extibll H -~ Cerificalion Regarding Contracior inftlaty AS
\ . Emvironmentsl Tobacco Smoke lD l \
CWOHNIA 1071) Page 1 of ¥ Date
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contraclor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associales. As defined herein, *Business
Asgsociate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected hesith information under this Agreement and “Covered
Entity” shall mean the Staté of New Rampshire, Depariment of Health and Human Services.

(1) Definitions.

a. "Breach’ shall have the same meaning as the term *Breach" in section 164.402 of Title 45,
Code of Federal Regulations.” .

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations. g .
c. *Covered Eplity” has the meaning given such term in section 160.103 of Title 45,

Code of Federal Regulations. '

d. "Designated Record Set® shall have the same meaning as the term “designated record set’
in 45 CFR Section 164.501. :

e. “Data Aqaregation’ shail have the same meaning as the term “data aggregatian” in'45 CFR
Section 164.501, ' 7R

{. - “Heallh Care Operations” shall have the same meaning as the term *health care operations’
" -in 45 CFR Section 164.501. .

g. "HITECH Act’ means the Health Information Technotogy for Economic and Clinical Health
Act, TitleXll, Subtitte D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable-Heatth -
Information, 45 CFR Parts 180, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meaning as the term "individual” in 45 CFR Section 160.103
-and shall include a person who qualifies as a personal repfesentative in accordance with 45 -
CFR Section 164.501(g). - .

j. “Privacy Rulg® shall mean the Standards for Privacy of Individually identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Depariment of Health and Human Services. '

k. “Protected Health Information” shall have the same meaning as the term "protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

Conbactos Intiialy L
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“Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103. :

. *Secrelary” shall mean the Secretary of the Department of Health and Human Services or.

his/her designee.

*Security Rule* shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thersto.

*Unsecured Protecled Health Information” means protacted heaslth information that is not
secured by a technology standard that renders protected health information unusable, -
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards

{nstitute.

p.

(2)

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the

HITECH -
Act.
Business Associate Use and Disclosure of Protected Health Infoggatibn.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary 10 provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but nat limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Securily Rule.

Business Associate may use or disclose PHI: ,
1. For the proper management and administration of the Business Assoclate:
n. As required by law, pursuant to the terms seét forth in paragraph d. below; or
{3 For data aggregation purposes for the health care operations of Covered
Entity. '

To the extent Business Assaciate is permitted under the Agreement to disclose PHI to a
third party, Business Asgociate must obtain, prior to making any such disclosure, (i}
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the exient it has abtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary (o
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
réquest for disclosure on the basis that it is required by law, without first notifying -
Covered Entity so that Covered Entity has an opportunity lo object to the disclosure and
to seek appropriate relief. |f Covered Entity objects to such disclosure, the Business

32014 Exhibit Conypaor Inlilals 2 E
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‘Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies. ‘

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
pe bound by addilional restrictions over and above those uses or disclosures of security
safeguards of PHI pursuant to the Privacy and Security Rule. the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.-

Obllgqtlons and Actlyities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use of disclosure of protected
health information not provided for by the Agreement including breaches of unsecured

protected health information and/or any security incident that may have an impact on the

" protected health information of the Covered Entity.

The Business Associate shall inmediately perform 2 risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be

_ limited to:

o The nature and extent of the protected health information involved, including the
 types of identifiers and the likelihood of re-identificalion; - a
o The unauthorized person used the profected health information or to whom the
disclosure was made; _ ) - _ :
o Whether the protected health information was actually acquired or viéwed
o . The exten! 1o which the risk to the protected health information has been
mitigated.’ :

The Business Associate shali complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity..

The Business Associaté shall comply with all sections of the Privacy, Security, and
Breach Notificalion Rule. 2 .

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Enlity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule., .

Business Associate shall require all of its business associates thal receive, use or have,
access lo PH! under the Agreement, to agree in writing to adhere fo the same
restrictions and conditions on the use and disclosure of PHI contained hereif, including
the duty to return or destroy the PHI as provided under Section 3 (). The Covered Entity
shall be cansidered a direct third party beneficiary of the Contractors business asscciate
agreements with Contractor's intended business associates, who will be receiving PHI-

Eahibit | Convractor Inillals
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information. .

f. Within five (5) businéss days of receipt of 2 written request from Covered Entity,
Business Associate shall make available during normal business hours 8t its offices all
records, books, agreements, policies and procedures relating o the use and disclosure
of PHi to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement, .

g. Within ten (10) business days of receiving a written request from Covéred Entity,
. Business Associate shall provide access to PHI in @ Designated Record Setto the -
Covered Entity, or as directed by Covered Entity, to an individual in order 10 meet the
requirements under 45 CFR Section 164.524.

h, Within ten (10) business days of receiving a written request from Covered Entity foran
amendment of PHI or a record about an individual contained in a Designated Record
_ Set, the Business Associate shall make such PHI available to Covered Entity for
-amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. :

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section

- 164.528.

J- within ten (10) business days of receiving a written request from Covered Entity for a
request for-an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to futfill its obligations
{o provide an accounting of disclosures with respect to PHI in accordance wilh 45 CFR
Section 164.528. : -

K, (n the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Assaciate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause. Covered Enlity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify .
Covered Entity of such response a8s §00n as practicable. .

l. Within ten {10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy. as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed 10 in

_.the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business ‘S

Exnhibli ) Contreciar Initiats
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{6)

(6)
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Associate maintaing such PH\. If Covered Entity, in its sole discretion_ requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Enlity thatthe PHI has been desiroyed.

Obligations o red Enti

Covered Entity shall notify Business Associate of any changes or limitation{s) in its

Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section

164.520, to the extant that such change or limitation may affect Business Assoclate's
use or disclosure of PHL.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall profnpt!y notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in sccordance with 45 CFR 164.522,

_ to the extent that such restriction may affect Business Associate's use or disclosure of

PHI. .

Yerminatlon fof Cause

In addition to Paragraph 10 of the ‘standard terms and conditions (P-37) of this .
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associale’
Agreement sét forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement of provide an opportunity for Business Associate to cure the
alleged breach wilhin a timeframe specified by Covered Enlity. If Covered Entity .
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secrelary. :

Miscellaneous

Definilions and Refulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended. -
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. -

Amendment. Covered Entity and Business Associale agree o take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and

. Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behaif of Covered Entity.

|nterpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. ' E

Exhibit1 Controctor Inltlsls
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€. Seqreqation. |f any term or ¢ondition of this Exhibit | or the application thereof to any
person(s) or circumstance is neld invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibil | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section {3) |, the

defense and Indemnification provisions of section (3) e and Paragraph 13 of the
standard tarms and conditions (P-37). shall survive the termination of the Agreement.

(N WITNESS WHEREOF, the parties herelo have duly executed this Exhibit I.

4 Abacus Service Corporation

The Siéfe QO Name of the Contragtor
ol NN |

Slgnature of AlthGrized Representative Signature of AuthoNted @resentative

April Sztaga
Name of Authorized Representative Name of Authorized Representative
Direckor (IOPHS Vice President .
Title of Authorized Representalive Title of Authorized Representative
o /15 10/11/18 '

Date Date

2014 , Exhipl | Contractor Inllsls ﬂé .
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE -

‘The Federal Funding Accountabifity and Transparency Act (FFATA) requires prime ewardees of individual '
Federal grants equal 1o or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to execulive compensalion and associated first-tier sud-grants of $25,000 or more. If the
inftial award is below $25,000 but subsequent grant modifications resull in g total sward equalto or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information}, the
_ Department af Health and Human Services (OHHS) must report the following information for any
subaward or conlract award subject to the FFATA raeporting requirements:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source '
Award litle descriptive of the purpose of the funding ection
Location of the entity
Principle place of performance
Uniqua identifiar of the ‘entily (ODUNS #)
0. Total compensation and names of the top five executives if:
10.1. More than 80% of annua! gross revenues are from the Federsl government, and those
revenues are greater than $25M annuelly and
10.2. Compensation information is nol already available through reporting to the SEC.

SO NBNS W

Prime grant recipients miust submit FFATA required data by the end of the month, plus 30 days, in which
the award or award emendmenl is made. | . .

The Contractor identified in Section 1.3 of the General Provisions agrees 1o comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
.and 2 CFR Pant 170 (Reporting Subaward and Execulive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execule the following Cerlification: '

The below named Cantractor agrees to provide needed information s oullined abave to the NH
Oepariment of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountabilily and Transparency Act.

Contractor Name:

10/11/18
Date

Name: April Szfa H)
Tille: vice Presiden

Exnibit J - Certificalion Regarding Lhe Feders! Funding Contracior Iniials
Accountabllity And Transperency Ad (FFATA) Complence | , \ ] ] i
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FORM A

Asthe Contraclor identified in Section 1.3 of the General Provisions, | certify that the responses to the
. below listed questions are irue and accurete. '

179270991.

1. The DUNS number far your entity is:

2. In your business or organization’s preceding complated fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. tederal contracts, subcontracls,
toans, grants, sub-grants, end/or cocperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracls, loans, grants, subgrants, and/or
cooperative agreements?

X NO . YES

If the answer to #2 above is NO, stop here
if the answer 1o #2 above is YES, please answer Lhe following:

3. Does the public have access (o Information about the compensation of the execulives in your ’
business or organization through periodic repons filed under section 13(a) or 15(d) of the Securilies
Exchange Act of 1834 (15 U.S.C.78m(a). 780(d)) or section 6104 of the Intemal Revenue Code of
19867 .

NO YES
If the answer to'#3 above is YES, stop here

if the answer 1o #3 sbove is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: -

Namae: I _ Amountl:
Name: : - Amount:
Name: - ' Amount:
Name: Amount:
Name: . Amount.
Exhibll J - Certification Regarding the Federa! Funding Conlracior Indtials _E__

’ Accountability And Transparency Ad (FFATA) Complisnca “ B
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

I. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access,.or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpase have access or potential access to personatly identifiable iriformation, .
whether physical or electronic. Wilh regard to Protected Health Information, * Breach"
shall have the same meaning as the term “'Breach™ in section l64 402 of Title 45,
Code of Federal Regulations. ,

" 2. “Computer Security Incident” shall have the same meaning “Computer Security
Incidént” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handiing Guide, National Insmutc of Standards and Technology, U.S. Dcpanmcnt
of Commerce. : .

3. “Confidential Information” or “Confidential Data™ means all confidential information
. disclosed by one party to the other such as all medical, health, financisl, public’
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. '

Confidential Information also includes any and gll information owned or managed by
‘the State of NH - created, received from.or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of pcrforrmng contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federa) law or regulation. This information includes, but is not limitéd to Protected
Health Information (PHI), Personal [nformation (P1), Personal Financial Information
(PFI), Federal Tax Information (FT1), Social Security Numbers (SSN), Payment Card
Industry (PC1), and or other sensitive and confidential information.

4: “End User” meons any person or entily (e.g., contractor, contractor’s employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and’
the regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes antempts (either failed or successful) to gain unauthorized access to-a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner’s knowledge, instruction, or

il
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‘consent. Incidents include the loss of data through theft or device misplacement, loss
ot misplacement of hardcopy documents,.and misrouting of physical or electronic
mail, all of which may have the potential to put the data at risk of unauthorized

. . . . \
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and.approved, by
means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHior confidential
DHHS data. ’

8 “Personal Information” (or “PI’") means information which can be used 1o distinguish
or trace an individual’s identity, such as their name, social security number, personal -
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is
linked or linkable to & specific individual, such as date and place of birth, mother's
maiden name, elc. i i

9. "Pri\.racy Rule” shall mean the Standards for Privacy of individually ldentifiable
Health Information at 45 C.F.R. Pants 160 and 164, promulgated under HIPAA by the
United States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI™) has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45CF.R.
§.160.103. ' :

11, “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. o

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institule.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.
I. The Contractor must not use, disclosc, maintain or transmit Confidential Infom)ali‘on

excepl as reasonably necessary as outlined under this Contract. Further, Contractor,
* including but not limited to al! its directors, officers; employees and agents, must not

V4. Last updals 2.07.2018 Exhibh K Contraclor Intiats _L
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use, disclose, maintain or transmit PHLin any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential information in response to a

request for disclosure on the basis that it is required by law, in response to a subpoens,
eté., without first notifying DHHS so that DHHS has an opportunity to consent or
object 1o the disclosure.

3. 1f DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or.disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additiona] restrictions and must not disclose PH1 in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used. pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access 1o the data lo the authorized representatives of

DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. : o . C

O. METHODS OF SECUR.E'TRANSWSSI_ON OF DATA

Application Encryption. f End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by -an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the intemet..

Computer Disks and Ponable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmining DHHS dala.

Encryptc& Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized 10 receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be secure.
SSL encrypts data transmitted via a Web site. ’

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as DropboXx or Google Cloud Storage, to transmit Confidential
Data. : :

Ground Mail Service. End User may only transmit Confidential Data via certified
ground mail within the continental U.S. and when sent to a named individual.
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7. Laplops and PDA. If End User is employing portable devices to transmil
Confidential Data said devices must be encrypted and pqsstrd-protei:ted.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when,
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or Lransmit Confidential Data, a virtual private network (VPN) must -be
installed on the End User's -mobile device(s) or faptop from which information will
be transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfér Protocol. 1f
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-foiders used for transmitting Confidential Data will

. be coded for 24-hour auto-deletion cycle (i.c. Confidential Data will be deleted cvery 24
hours). . '

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

1tl. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS -

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted

" under this Contract. To this end, the parties must: '

A, Rctcr'ition

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service of cloud storage capabilities, and includes backup
data and Disaster Recovery locations. .

2. The Contractor agrees 10 ensurc proper securily monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential ‘nformation for contractor provided systems.

3. * The Contractor agrees to provide securily awareness and education for its End Users
+ in suppont of protecting Department confidential information.

4. The Contractor agrees to retain alt electronic and hard copies of Confidential Data
in 8 secure Jocation and identified in section IV.A2

V. Lest upoate 2.07.2018 Exdvbh K Contractoy Inttlals i '2 —_
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5. - The Contractor agrees Confidential Data stored in 8 Cloud must be in a
FedRAMP/HITECH compliant solution and comply with al] appliceble statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The envitonment, as 8
whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the
hosting infrastructure, '

‘B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems {or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obiain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shatl be rendered unrecoverable via & secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, |
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for
Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and centify in writing at
time of the dats destruction, and will provide writien certification to the Department -
upon request. The written certification will include all details necessary Lo
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

5 Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidentiel Data
by means of data crasure, also known 8s secure data wiping.

[V. PROCEDURES FOR SECURITY

- A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
_ derivative data or files, as follows:

i. The Contractor will maintain proper security controls to protect Department
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confidential information collected, processed, managed, and/or stored in the delivery
of contricted services. -

2. The Contractor will maintain policies and procedutes.to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the media

" "used to store the data (i.c., tape, disk, paper, eic.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
" where applicable.

4 The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support-of protecting Department confidential information..

6. 1f the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
&nd monitoring compliance to security requirements that at a minimum match those
for the Contractor, including breach notification requirements.

7.- The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
-and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior 1o sysiem access
being authorized. Do .

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute 2 HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. ' :

9. The Contractor will work with the Department at its request to complete 2 System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an altemate time frame at the Departments discretion with-agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.
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10. The Contractor will not store, knowingly or unknowingly, any State of New
Hampshire or Department data offshore or outside the boundaries of the United States
unless prior express written consent is obtained from the Information Security Office
leadership member within the Department.

I1. Data Security Breach Liability. In the event of any security breach Contractor shall
make cfforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State

_shall recover from the Contractor al} costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs'and cos1S
associated with website and telephone call center services necessary due to the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the’
privacy and security of Confidential information, and must in ali other respects
maintain the privacy-and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including, but
not limited 10, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy
Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Pans
[60 and 164) that govem . protections for individually identifiable health information
and as applicable under State law. o

13. Contractor agrees to establish and maintain appropriate administrative, technical, and

physical safeguards to protect the confidentiality of the Confidential Data and to
" prevent unauthorized use or access 1o it. The safeguards must provide a level and

scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technotogy.
Refer to Vendor Resources/Procurement at hnps:l/mvw:nh:gpyldéitlvcndorlindcx.hlm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. :

14. Contraclor agrees 10 maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer, and additional email
addresses-provided in this section, of any security breach within two (2) hours of the time
{hat the Contractor leams of its occurrence. This includes a confidential information
breach, computer security incident, or suspected breach which aflects or includes any
State of New Hampshire systems that connect to the State of New Hampshire network.

15, Contractor must restrict access to the Confidential Data obtained under this
Contracl to only those authorized End Users who'need such DHHS Data to perform
their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a compty with such safeguards as referenced in Section IV A. above,

, V4. Lasiupdele 2.07.2018 Exhiblt K Contractor Inkiats | DI ‘ ‘ “,s

DHHS Information

Security Requirements .
Poge T ol 8 Dats 7&_



New Hampshire Department of Health and Human Services
Exhibit K

implemented to protect Confidential Information that is fummished by OHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

(':. -ensure that laptops and other electronic devices/media containi.ng PHI, P1, or PFI
are encrypted and password-protected.

d. send emails containing Confidential [nformation anly ifgngLM‘nna being
sent to and being received by email addrcsses of persons authorized to receive
such information,

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours {¢.g., door locks, card keys,
biometric identifiers, etc.):

B only authorized End Users may trarismit the Confidential Dala mcludmg any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable medis as required in section 1V above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using apprapriate safeguards, as determined by a risk-based assessment oflhe
circumsiances involved,

i. understand that their user credentials (user name and password) must not be.
shared with anyone. End Users will keep their credential inforrnation secure.
This apphcs to credentials used to access the site directly or nnd:rcctly through a
third party application.

Conteactor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conducl onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of eny Security Incidents and Breaches within two (2) hours of the
time that the Contractor leams of their occurrence. . ’

The Contractor must further handle and report Incidents and Breaches involving PHI in
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accordance with the agency’s documented Incident Handling and Breach Notification

" procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’s compliance with-all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will:

I. Identify Incidents; ) _

2. Determine if personally identifiable information is involved in Incidents;

3. Repont suspected or confirmed Incidents as required in this Exhibit or P-37,
4

. 1dentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and.contents from among different
options, and bear costs associated with the Breach notice s well as any mitigation
measures: : '

Incidents and/or Breaches that implicate Pl :must be addressed and reported, as
appliceble, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact program and.policy:

(Insert Office or Program Name)
(Insert Title)
DHHS-Contracis@dhhs.nh.gov

B. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

C. DHHS contacts for Privacy issues:
. DHHSPrivacyOfficer@dhhs.nh.gov

D. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov -

E. DHHS contact for Breach notifications:
DHHS!nformationSecurityOffice@dhhs.nh.gov
DHHSPriva;:y.Of'ﬁccr@Hhhs.nh.gov
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